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Abstract—This paper is concerned with the distributed filter-
ing problem for a class of discrete time-varying systems wit
stochastic nonlinearities and sensor degradation over a fite
horizon. A two-step distributed filter algorithm is proposed
where the sensor nodes collaboratively estimate the statesf
the plant by exploiting the information from both the local

and neighboring nodes. The goal of this paper is to design the

distributed filters over a wireless sensor network subject® given
sporadic communication topology. Moreover, a resilient opration

is guaranteed to suppress random perturbations on the actuly

implemented filter gains. An upper bound is first derived for the
filtering error covariance by utilizing an inductive method and
such an upper bound is subsequently minimized via iterativiy

solving a quadratic optimization problem. To account for the
topological information of the sensor networks, a novel maix

simplification technique is utilized to preserve the spargy of
the gain matrices in accordance with the given topology andhe
analytical parameterization is obtained for the gain matrices of
the desired sub-optimal filter. Furthermore, a sufficient condition

is established to guarantee the mean-square boundednesstbé
estimation errors. Numerical simulation is carried out to verify

the effectiveness of the proposed filtering algorithm.

Index Terms—Resilient filter, wireless sensor networks, dis-
tributed filtering, stochastic nonlinearity, sensor degralation.

|. INTRODUCTION

outputs from distributed nodes. A seemingly natural wayis t
employ the traditional Kalman filters by establishing a usi
center in WSNs in order to colleetl the measurements from
the individual sensors and then process the measuremeats in
global sense. Unfortunately, due to the limited communication
capability and energy supply, it might be impossible for the
sensors to persistently forward the local messages to #ienfu
center. As such, the so-calletistributed estimation scheme
would be more preferable whose main idea is to estimate
the plant states based on both the local and the neighboring
information according to the topologies of WSNs. Recently,
various types of consensus protocols have been proposkd wit
aim to improve the efficiency of the distributed computation
and a rich body of literature has been available on the
consensus-based distributed filtering strategies, seetleeg
seminal work in [25].

Up to now, much research effort has been made to the
distributed estimation problems over sensor networkq 15,
[23] and there have been mainly two general approaches
available in the literature. Thérst one is so-called Kalman-
consensus filtering approach (see [1], [21], [24]) where the
distributed and cooperative filters are implemented by two
steps, that is, the local sensors first generate the optimal
estimates by using Kalman Filter and then a one(multi)-step

The state estimation or filtering problem has proven to kg nsensus is performed to spread the local information over
one of the fundamental issues in signal processing and@onensor networks. The stability and performance analysis of

engineering, and a number of algorithms have been propoggd

in the literature, see e.qg. [2], [4], [11], [12], [16], [19RO],

filtering approach has been addressed in [21], [24]. As
individual sensors cannot access to all the measurements,

[28], [30], [33], [34]. Accordingly, a core problem with théhe performance of a Kalman-consensus filter is naturally
widespread applications of wireless sensor networks (WSNgterior to that of the centralized Kalman filter. Nevertis,
is to estimate the plant states based on noisy measurengltpoimed out in [1], the performance of this distributed
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algorithm will asymptotically converge to that of the cen-
tralized one after a sufficiently large number of consensus
steps. Thesecondconsensus-based filtering scheme focuses
on suppressing the influence of external disturbances gihrou
designing cooperative filtering schemes [29]. For examiple,
[6], the distributedH,, state estimation problem has been
investigated for discrete-time Markovian jump nonlineare-
delay systems with incomplete statistics of transitionbaial-

ity.

As is well known, nonlinearities exist in almost all praetic
systems and the corresponding research on nonlinear €ontro
problems has served as one of the mainstream areas in
systems and control communities. In certain noisy environ-
ments such as networked control systems, the nonlinearity
disturbances may result from randomly fluctuated network
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conditions and/or communication constraints. In this c#se effects induced by filter gain variations; 3) a matrix simpli
so-called stochastic uncertainties would become ineleitdtat fication approach is exploited in the filter design algorithm
might lead to serious degradation of system performancetif io overcome the difficulties resulting from the sparsity loé t
properly dealt with. So far, there has been a growing rebeasensor networks; and 4) a criterion is established for themme
interest in analysis and synthesis issues for the systethsswi square boundedness of the estimator errors for the designed
tochastic nonlinearities. Some representative results haen time-varying distributed resilient filter.
reported in [10], [26], [38] and the references therein, sghe Notation. Except where otherwise stated, the notations used
sophisticated models have been proposed to charactegzetttoughout the paper are standaltd/| is the Euclidian norm
random occurrence of the nonlinearities through the $izgis of real vectors or the spectral norm of real matrices and
(typically the first and second-order moments). On the othgr ||,..;, represents the smallest singular value of a matrix..
hand, in engineering practice, the phenomenon of sensadr denotes the transpose of a mathik, and represents the
degradation may occur randomly as well, which is causédkentity matrix of appropriate dimensions. Foe 1,2,--- | n,
by various factors ranging from sensors aging and senshe notationdiag, {A;} stands for a block-diagonal matrix
intermittent failure to transmission congestions, se¢.[88me where the square matrice§; are in the corresponding main
research effort has been initiated on the estimation probleliagonal blockscol,, {x;} stacks the vectors a8/, - -- , 2/,
with sensor degradations, see e.g. [8], [27], [31]. Howeveand {1/;;},,«, represents a partitioned matrix, whetg§; is
when it comes to the distributed estimation problems, thie (7, j)-th block submatrixN represents the set of natural
corresponding results have been very few, not to mention thembers andE{.} stands for the expectation of a stochastic
case where the stochastic nonlinearities are also a canceariable{.}.
Such a situation gives the primary motivation of the present
investigation. I
Another critical issue of practical significance in state
estimation problems is the resilience of the filters, whieh ¢ A. Target plant and sensor network

be understood as the insensitivity against possible paeame |n this paper, a sensor network consistingiafensor nodes
variations/drifts in implementing the dESigned filters.nmst is exp|0ited to measure the Output of the target p|ant_ We
previous works, the filter algorithms have been developg@note the topology of the network by a directed graph:
based on an implicit assumption that the designed filtersgaiy, £ 7¢) of ordern with the set of node¥ = {1,2,--- ,n},

can beaccuratelyrealized. Such an assumption is, unforthe set of edges® C V x V, and the weighted adjacency
tunately, not always true in practice due primarily to thenatrix 7 = [a;;],.x,. The weighted adjacency matrix of the
finite resolution instrumentation dUring filter Implemalmm graph IS a matrix with nonnega‘tive e|emet§ Satisfying the
and the round-off errors resulting from the fixed word |en9tbropertyaij > 0 < (i,j) € E, which means that théth

in numerical computation. Since the performance of filteisode can receive the information from thith node. All the
can be extremely fragile to even tiny gain variations, feighbors of node plus the node itself are denoted by the set
is of vital importance to design resilient filters capable ofs N, £ {;j € V|(i,5) € E}.

tolerating possible gain variations. In the past decadeshmu consider the following discrete time-varying target plant
work has been done to ensure the resilience (or non-fnggilityith stochastic nonlinearities:

of the filters/estimators/controllers, see e.g. [8], [98]

[31], [35]-[37]. For example, the problem of robust non- x(k+1) = A(k)x(k) + f(k,x(k), (k) +w(k), (1)
fragile Kalman filter design has been studied in [35] for a

class of linear systems with norm-bounded uncertaintied, aw_herex(k) S gttt ftsaohtd

some new criteria have been provided to guarantee the meg'ﬁECtg’{(k’gl(k)’ g(kr)rzdekR%ﬂéithe stochastic nor]:lgearlt@s
square stability in terms of the solutions to algebraic Ricc to be defined later, and(k) IS a sequence of L>aussian

equations. The minimum variance state estimation proble kdom(;/zirllakblgs w||(th zer(:_mean vqlue antd_ co¥ar|ance _mfltnx
have been considered in [8], [31] for linear and nonline ) > 0. A(k) is a known time-varying matrix of appropriate

systems with both sensor failures and gain perturbations finensions. The |.n|t|al .CondItIOﬁ:(O) 1S ass_umed to o_bey a
the case of centralized filtering. aussian Q|sttlbut|on with mean, and covariance matriX.
Summarizing the above discussions, it can be concluded thaf©" théith (¢ =1,2,--- ,n) sensor node, the measurement
there is a lack of systematic investigation on the distatiut 'S described by:
estl_ma'uon problem for s_ystems subject_ to sto_chasu_c nenli yi(k) = v:(k)Ci (k)z(k) + gi(k, 2(k), Gi(k)) +vi(k) ()
earities, sensor degradation as well as filter gain pertiors
over wireless sensor networks with a given topology. Asherey;(k) € R™ stands for the measurement information
such, the main purpose of this paper is to shorten suchfram sensori and the measure noisg(k) € R™ obeys a
gap by designing distributed filters that are resilient tteffil Gaussian distribution with zero mean value and covariance
implementation errors and robust to sensor degradatidmes. Tnatrix R;(k) > 0. The variablev;(k) accounting for the
main contributions can be highlighted as follows: 1) thedeys sensor gain degradation has the probability density fancti
under consideration is quite general that covers stochastf(.) on the interval[0,1] with mean~;(k) and variance
nonlinearities and sensor degradation; 2) a resilientidiged 021,(16). C;(k) is a known time-varying matrix of appropriate

5
filtering algorithm is proposed so as to mitigate the adversiémensions.

. PROBLEM FORMULATION
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The functions f(k,x(k),&(k)) € R™ and &(k), ¢(k), «(0), w(k) and v;(k), are white and mutually
gi(k,xz(k), i (k)) € R™ represent the stochastic nonlinearitiesxdependent.
satisfying f(k,0,£(k)) = 0, ¢;(k,0,¢;(k)) = 0 and the  For the convenience of later development, let us define the
following statistics: local state prediction and local state estimation errotorse
respectively, as follows:

E{f (k, z(k), §(k))|x(k)} = 0, 3) R A
E{gi(k,2(k), Gi(k))|o(k)} = 0, cilklk = 1) = a(k) = &:(klk — 1)
E {g5(k, k), G (k))g) (k2R G (K] (B)} =0, i 7 R 2 0 20
i Y : ’ Substituting (5a) into the state prediction error equation
. [ﬂ 2(k), (k))} { (s,(5), £(s ))} i\ o vields
9i(k, (k). G(R)] [g:(s. (). i(s)) | 1) — ARl (R o F (k) € (). (7
kit ei(k+1|k) = A(k)ei(k[k) + f(k, z(k), £(k)) + w(k), (7)

and it can then be seen from (5b) that the dynamics of the
estimation errors evolves according to

Fe,w(k),€() ] [ £k, 2(k),€(R)) |
E { [gz(k,x(k), Q(k))} [gi(k, z(k), Q—(k))} x(’f)} @ ei(k|k) =e;(k|k —1) — 62}; aij (Gij (k) + Aij(k)){vj(k)
= 3 L (R (BT (R)a (), g3 (k2 (k), G () + 35 (£)C (k) (k)

o=l + 3 (£)Cj (ke (klk = 1) }, (®)
where m is a given positive integer, andl;(k) =

' ' here¥;(k) = ~;(k) — 7:(k). For the sake of simplicity, we
diag{Hsl(k),HS;)(/g)}, MLy (k), T1%(k) and T.(k) are « Yilk) = k) = %i(k) implicity, w

’ ) ) _ _ denote
known matrices with compatible dimensions for = N
1,2, ,m. e(klk —1) = col, {e;(klk — 1)},
e(k|k) = col,{ei(k|k)},
B. Distributed resilient filter and then (7)-(8) can be rearranged into a more compact form

A fundamental issue in wireless sensor networks is to desig# follows:
the filters so as to restore the state vector in a cooperative e(k + 1|k) = A(k)e(k|k) + f(k) + (k)
behavior. Note that, in practical applications, gain \ioizs n
often occur in the implementation of a filter due probably 1Q(k|k) =e(k|k — 1) — ZEi(G(k) + A(k))Hi{g”(k) + 7(k)
computational or tuning uncertainties. Since the perforrea —1
of the filter may be susceptible to the perturbations in gain
parameters, the design of resilient filters capable of atiteg
some level of gain variations is of engineering significance where
To observe the target plant through a network of intercon-

+ T(k)C(k)Z(k) + T(k)C(k)e(k|k — 1) },

—

nected sensors, a two-step distributed estimator is peapas Ak) = diag,, {A(F)}, f( ) f coln {f(k, z(k), £(K))},
follows: C(k):dlagn{(? (k)}, gk) = coln{gi(k, z(k), Gi(k))}
. . w(k) = ( (k)), H; =di ag{allf : 7ainI}
Zi(klk —1) = A(k — 1)&;(k — 1]k — 1), (5a)
A(k)é{Aij( )}nm, G(k) 2 {Gij(k) }nxn
Fiklk) = & (Rl — 1)+ 3 4y (Gog (k) + Ay (o) (), PK) = colufuilk)], T(k) = ding, {3:(k) 1},
JEN: (k) £ coly(z(k)), T(k) £ diag, {7:(k)I}
(5b) g, 2 giagl0,---,0,1,0,--- ,0}.
with the initial value;(0/0) = E[z(0)] = po, fori € V. i1 i

Note thatz; (k|k — 1) andi;(k|k) are the one-step pred|ct|onF rthermore, by lettin SN B (GO AN H
and the estimate of state vecto(k), respectively.y;(k) = Wté have yletingt (k) = = > Ei(G (k) +ARK)

yi(k) — % (k)Ci(k)z;(k|k — 1) is the innovation sequence

exchanged via the network. The mati¥;; (k) € R™*" e(klk) =(I + K (k)T (k)C(k))e(k|k — 1)
represents the gain coefficients of the filters to be designed K ak) + 3k + D CE(k 9
The term A;;(k) € R"*™ models the computational or K ){g( )+ 9k) + DRI )} ®)

implementation error associated with the estimator gaid, a To quantify the transient performance of the proposed
is assumed to have zero mean and a bounded second monthsitibuted resilient filter, a finite horizon quadratic diling

ie., cost function is introduced for the wireless sensor netaork
E[Ay(K)] =0, E[Ay(k)Aj(K) <8,I,  (6) as follows:
T n
whered;; is a positive scalar. Moreover, throughout the paper, Z ZE (k|k)e; (k|k)] (10)

we assume that all the stochastic variables, i¢; (&), v;(k), P
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where the seG(T) = {G(k), k =1,2,---,T — 1} gathers W(k) =1, @ Q(k).

the filter coefficients in all thel' steps. Define the error e .
covariances a&,,_; 2 Ele(k|k — 1)¢/ (k|k — 1)] and Py s Here, 1, € R is a square matrix with all the elements

Ele(k|k)e' (k|k)]. Obviously, the above quadratic filtering cosEdu@! 10 one andy is the Kronecker product.
function can be rewritten agy (G(T)) — Zf otr{Pk\k}- Proof: The proof of this lemma is similar to Lemma 2,

In the paper, we aim to design the optimal distributed filtefd thus is omitted here for sake of brevity. u
by solving the following optimization problem Lemma 4:The two-step distributed filters given by (5a)-
(5b) are unbiased and the corresponding estimation error

Jr = arg GI(I%iEll) Jr(G(T)) (11) covariance can be given as follows:

Py = E[(I + K (k)L (k)C(k))Pyp—1(I + K (k)L (k)C(k))']

In this section, some preliminary knowledge is derived for TEK(RFE)F (k)X (k)] + EK (B)Z0E (K (b
1 !/
preparation. At the very beginning, the following lemmas ar +E[K(k ) (k)C(k)Z(k)Z' (k)C (k) "(k)K' (k)] (13)
introduced, which will be used to establish our main results  Proof: In view of the initial estimatei:; (0/0) = E{z(0)},
Lemma 1 ( [7]): Let D = [d;;],x, be a real-valued matrix it is obvious thatE{e(0[0)} = 0. Using the fact that the

IIl. PRELIMINARY

and B = diag{by,b2,--- ,b,} be a diagonal random matrix.stochastic nonlinearities and measurement noises arerof ze
Then means, we obtairE{e(1|0)} = 0. Furthermore, we have
E[b?]  E[biby] --- E[biby)] E{e(1]1)} = 0 sinceE[¥;(k)] = 0. By repeating such a proce-
Elbob1] E[B3] -+ E[baby] dure, it can be concluded th&fe(k|k—1)] = 0, Ele(klk)] =
E[BDB'] = : : y : © D, 0. Thus, the unbiasedness of the proposed distributed filters

can be guaranteed. As for the error covariance, by applying

Elbpbi] Elbpbo] -+ E[b}] (9), we arrive at the following equation

where® is the Hadamard product.

Lemma 2:Consider a discrete time-varying process with Py =E [(T+ K(I JL(R)C(k)) P (1 + K(k)l“(k)C(k)l)']
stochastic nonlinearities given by (1). The system stataro + 2+ P +E[K(k)Gk)F (kK (k) + 2 + .2
ance)_((k) 2 Elz(k)2' (k)] satisfies the following recursive +E[K(k)U(k)V (k)K (k)] + % + %'
equation: +E[K (BT (R)CR)F(R)T () (0)T (R)K' ()]

X(k+1) =A(k ) (k)A' (k)
where
+ZH81 Jer {X (B)Ls(k)} + Q(K). 2 =E[(I + K (k)T (k)C(k))e(k|k — 1)(d(k) + 7(k),
Proof: Substituting (1) intoX (k + 1) yields F(k)f(k)i(k)) (k) ., .
(b1 =E[K (k)g(k)v' (k)K' (k)] + E[K (k)g(k)Z' (k)C' (k)T (k)]
(k+1) % :]E[ (B)T (k)T (k)C' (k)T (k) K (k).

= A(k) X (k)A'(k) + E[f (k) f' (k)] + E[w(k)w' (k)]

) Noting that the prediction error vecte(k|k—1) is uncorrelat-
where the cross terms vanish because), f(k) andw(k) g with §(k), #(k) and['(k), we have the term# vanished.
are mutually independent. From (4), it can be seen that Also, exploiting the fact that the noisegk) and (k) are

, ) independent with each other and the initial state:(i8), one
)] = Ta(k)E[! (k)Ts (k)a(k)]. can derive that? = 0 and % = 0, which ends the proof.m
= In the above lemma, the dynamics of the error covariance
Note thatE[2'(k)T's(k)xz(k)] is a scalar, so its value will is presented, which turns out to be dependent on determined
not be changed by taking its trace as follows: by the network topology, the state transition matrix, the
, measurement matrices and the statistics of stochastiénaonl
Elz"(k)Ts (k)2 (k)] = tr {X (k)Ts(k)}, earities, sensor gain degradations and external distoelsan

which concludes the proof. m Unfortunately, due primarily to the existence of gain vaoias
The following lemma gives the dynamic evolution of thén this paper, it is impossible to solve the error covariance
prediction error covariance. analytically, not to mention the further design of the ogim

Lemma 3:Given the error covarianc;, > 0 at stepk, gain coefficients. An alternative yet effective way for dgsng
the prediction error covariance satisfies the followingatyic ~ the filters is to establish an upper bound on the estimaticor er
equation; covariance.

, Suppose that, for alk > 0, there exist positive definite
Pryrpe = AR) PepA'(k) + F(k) + W(k),  (12) matricesMy,; > Py, Define a finite horizon quadratic cost
where function as follows:

m

T
F(k)=1,® ZHsl(k)tr {(X(B)Ts(k)}, Jr(G(T)) = Ztr { M} -
k=0

s=1
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It is clear thatJ;(G(T)) < Jr(G(T)) which implies that Proof: Since the uncertaintyA(k) is of zero mean and
Jr(G(T)) is an upper bound on the original cost functionindependent with other stochastic variables, (13) canwetre
As a result, we can focus on minimizing this upper bound kgn in the following form:

appropriately choosing the filter parameters, namely,

B o Py = (I + K(k)T(k)C(k))Pyje—1 (I + K (k)L(k)C(k))’
Jr = arg i, (G + B[R (W)L ()C(E) Pyp1 € (WD () K ()]
A distinguished advantage of the above proposed scheme  + E[K (k)Y (k) K' (k)] + K (k)Y (k) K’ (k). (15)

lies in that it can solve some sort of optimization prOblem§ubsequentIy, let us prove this theorem by induction. Agsum
where the analytical expression of the objective functien jnqyctively, thatP, 11 < My 15 1. Applying (12) and
unavailable. By constructing an analytical upper bound ofy43) we have B

can provide an alternative, feasible, yet sub-optimalasptor
the filter design under guaranteed performance. Prg—1 — M-

= Ak — 1)(Pr_1jp—1 — My_1p—1)A'(k — 1) <0,

V. SUB-OPTIMAL DISTRIBUTED RESILIENT FILTER L .
which implies Py 1 < My,,—,. The differencePy,;, — My,

DESIGN .
: . ) . _ can be written as
In this section, let us first derive an analytical upper bound

for the estimation error covariance of the system (9), aed th Prjr — Mk

design the gainG (k) of the sub-optimal filter in order to - pl/ Ly (T (k C(E)P, CT(RY + TNK (k

minimize the upper bound at each time-step - [ ()T (R)C (k) P2 C ()T (R) (K )}
For presentation convenience, some notations are inteatiuc — Mo (f(k)C(k)Mk|k_1C’(k)f(/€) + T(k;))A. (16)

as follows . )

Moreover, sincel;,_y < My ,—1, it follows that

K(k) 2~

-

1
L=

BGUH, K& =0 BAMIL gy M et P, CRITRY + TR)E'H)]

3

g(k

[I>

Y (k) (k) + (k)T (k) e (f(k)C(k)MW_lc'(k)f(k) + T(k))]E [f((k)f('(k)] .

T(k)C(k)Z (k)T (k)C' (k)T (k).
+LRCER)ER)E (k)C ()T (k) Now, we are in the position to tackle the term in the rightdhan

Moreover, from the definition of the stochastic nonlinearitside of the above equation. Utilizing algebraic transfaiores,

9i(k, x(k), G (k)), we have it is not difficult to verify that

N(K) £ E[(07 (F)] = > Lo (k)X ()T (), RWE (k) (Z EZ-A(I@)HZ) (Z EZ-A(I@)HZ)

s=1 i=1 i=1

whereTl, (k) 2 diag {T1) (), - -, 11 (k) L. Additionally, n )
in light of Lemma 1, ive aave : } = (Zl aiS“J‘SAis(k)Ajs(k)> .

E [f(k)c(k)f(k)f/(k)cl(k)f/(k)} Based on (6) and the fact thAt; (k) are mutually independent

=E(k) © (C(k)X(k)C'(k)), fori,j =1,---,n, one has

where X(k) 2 1, ® X(k) and Z(k) 2 diag{o?, (k)1,, E [f((k)f('(k)} <A (17)

-,02 (k)1,}. Therefore, the mean vallig(k) £ E[Y (k)]

can be computed by Together with (16)-(17), we can sé&;, < M;. The induc-

- tive hypothesis implies that,, < My, which completes
Y(k) = N(k) + diag, { Ri(k)} + E(k) © (C(k)X (k)C'(k)).  the proof. u

In the next step, we will design the optimal filter gains such
that the upper bound’,;, can be minimized at each step.
Before proceeding further, let us defigé? (k) to be theith
row of the block matrixG(k), i.e.,

GO (k) 2 [Ga(k),- , Gin(k)]

Now, we can derive the upper boundRf;, in the following
theorem.
Theorem 1:Consider the following difference equations

M1 = A(k) My A (k) + F(k) + W(k), (14a)

My, =(I + K (E)T(k)C(k)) M- (I + K(E)T(K)C(K))"  and M,Ef,)cil to be theith row of the block matrixMj; ;.

+ Amaw (T (k)C (k) My 1 C' (k)L (k) + Y (k))A Moreover, define

+ K (k)T (k)K" () (L40) (k) & Hi[D(R)C () Mags 1€ (R)T (k) + T (k)] Hi,
with the initial condition My, = FPyo = o, Where U ET0) AT }
A 2 diag {37 a260.0, -, 3" a2,6,,1} . Then, the Ni(k) = My, C' ()T (k) H;.

inequalities Py, < My, and Py 1, < My, always hold By removing theb-th (b ¢ N;) column block from the ma-
for all k& > 0. trices \V; (k) and G (k), one can obtaioV; (k) and G (k),
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respectively. In addition, we let1;(k) be a simplified matrix Since (19) is in a positive semi-definite quadratic form with

by removing both the-th row andb-th column block from respect to the matrix7(k), in order to minimizetr{ My},

M, (k) whenb ¢ N,. we let its partial derivative be zero. As such, we have
Theorem 2:Consider the time-varying system (1)-(2) with

distributed resilient filters given by (5a)-(5b). The uppeund Z E;G(k)H; [f(k)c(k)Mk‘kilcl(k)l—ﬂ(k) 1) A,

of the error covariance (14a)-(14b) can be minimized at each ;=

step by choosing the parameters of filters as follows n -
G__(k){ . =0 g > Eidligr € )E ) (21)
* (./\_/i(k)/\;li(k)_l)ua ai; #

which is equal to the following equations containing sparse
where (¥)f extracts the corresponding submatrix from thgatrices: .
matrix ‘+" associated with the parametét;; (k). G (k)M;(k) = Ni(k)

Proof: Taking the trace for the both sides of (14b) yield%”. —1,---,n. Now, it remains to obtait) (k) by solving

that the above equations. Note that
tr{Mk|k} Hz = diag{aill, aigl, cer amI}
. I T I T !
—tr{(l—i-K(k)F(k)C(k))Mk|k_1(I+K(k)F(k)C(k))} where the element;; = 0 when j ¢ N;. Removing
e L& the corresponding zero rows and zero columns feb(k)
! 2
+tr{ K (k)Y (k) K’ (k) } + Zzaij‘sﬁnﬂﬁ and the corresponding zero columns fra(k), we obtain
. =t . the simplified matrices\; (k) and \V;(k). Subsequently, we
X Amaz (F(k)C(k)Mk|k_1C’(k)F(k)+T(l<:)). (19) can partition the matrices by, (k) = {Maup(k)}nxn and

Ni(k) = {Ny(k n,» and thus have
The first term in the right-hand side of (19) can be rewritten (k) = {No(k)}1x

into the following expression ZGij(k)Mjb(k) — Ny(k), forbe N

tr{ (1 + K (BT ()C () Mg+ (1 + K (R)T()C(R)) | =1

= ixlMugeoa) 4 20K ITRICHE) Mugeoa) (he above equaton aiwaye hoids. Moteover Tof Ny wo.
[ T / B 1874 . ’ [z
+ tr{ K (R (R)C (k) Mig -1 €' (R)T (k) K ()} can choose the coupling filter gaid&;, (k) = 0 because the
Resorting to the properties of trace, we have local sensor cannot receive any message from its non-naighb
nodes. As a result, it follows that

n

tI‘{EZG(IC)HZMHlGI(IC)EJ} - B B
— 0 { B B:G(k)H; MH,G' ()} =0, fori#j  (20) GO (k)Mi(k) = Ni(k), fori=1,2,--.n

for an arbitrary matrix\/ with appropriate dimensions. Notic-Noticing that the mat[im?ligkl:) is positive definite, we derive
ing the definition of (k) and exploiting (20), it is obvious thatG' (k) = Ni(k)M;(k)~" and, consequently, the param-

that eter G;;(k) can be obtained by selecting the corresponding
o o column block matrix in the matrix\V;(k)M;(k)~!, which
tr{ K (k)T (k)C (k) My—1C' (k)T (k) K' (k) } ends the proof. n

solve the equality (21). However, due to the sparsity of the
communication topology, there is a remarkable difficulty to
As for the second term in the right-hand side of (19), one cabtain G(k) directly. Actually, the diagonal entries of matrix
derive that H; are nonzero when the corresponding sensor is in the
e neighboring set of sensar In other wordsga;; > 0 if only if
tr{K (k)T (k)K" (k)} j € N;, and therefordd; is likely to be rankjdeficient, which
means thatM, (k) is also rank deficient. By employing the
: matrix simplification technique proposed in the above proof
) ) o we remove the zero columns and rows to guarantee the positive
Moreover, taking the partial derivation of the trace of thgefiniteness of the simplified matrikt;(k), which renders the

matrix My, with respect to the gain parametet¥k), we explicit expression of3(k) possible.
have

—tr {Z E.G(k)HiT (k)C (k) Mg+ (k)T (k) Hi G (k)

} Remark 1:A crucial step for designing the filter gain is to
i=1

i=1

otr{ My x } V. BOUNDEDNESS ANALYSIS
9G(k) In this section, we will discuss the mean-square bound-

edness of the estimation errors for the proposed distrbute

resilient filter.

_ For convenience of discussion, without loss of generality,

X {F(k)c(k)MmkqC’(k)f(k)+T(k)}Hu we set the weights;;; = 1 for j € N;. Moreover, an

=2 EiMy—1C' ()T (k) H; + 2 | E:G(k)H;

=1 =1
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assumption is introduced to place some constraints on tkereover, we have

system parameters:

Assumption 1There exist positive real numbetsc, ¢, T,
M, G, Ty Keiy s, T
trices are fqullled for alli = 1,---,
s=1,---,m

[A(R)]]
Q)
[ITLs; (R)I|

Denotek £

n, j = 1,2, and
O e NG (R < 2, (X ()}
IT(F) [l min, [IT(K )H</\ [ Ri ()| <

Ksjs [ITs(R)] < ks, 03, < 57

<a <7,
< T

67
<K

nAé/A*c? and ¢ £ max; {1, 8is}. With

, such that the foIIowmg bounds on ma-

IR(k RINtX (TR < ) wooksT

1< 2, 1M
and

IE© (k)X (k)C (k)]
= ||diag, {02, C; (k)X (k)C;(k)}|| < 527

Therefore, it is obvious that

1T (k)|

Assumption 1, we are able to establish a sufficient condition < ||X(k)|| + ||diag,, {R;(k)}|| + |= © C' (k)X (k)C' (k)|
for the mean-square boundedness of the estimation errors as m

follows.

Theorem 3:Consider the time-varying system (1)-(2) with

the distributed resilient filters given by (5a)-(5b) whossng

parameters are provided in Theorem 2. Under Assumption 1

the filtering error dynamics is mean-square bounded, i.e.,

bupZIE

keN 7

(klI)es (KIR)] <

if the following inequality holds
a*((1+ kXe)? + \26%¢) < 1.
Proof: It follows from (14a) and Assumption 1 that
| Mgl < @My |+ IF R+ W)
Noting that
tr{ X (k)Ls(k)}

one has

(22)

= tr{E[z(k

17 (K

)| <an<¢Sm 7.

In addition, it can be seen thdWW (k)| < ng. Therefore, we
can obtain the following inequality

m
M1l < @ My_1jpall + 1) Kaaks™ +ng

s=1

(23)

Since we only care about the non-sparse pai® (%), it is
not difficult to verify that (21) results in the following egtion

Z E;G(k Z E;U(k “1H, (24)
where

U(k) & My—1C'(k)L(k),

Z(k) & D(k)C (k) Myjp—1C' (k)T (k) + T (k).
Taking the norm for the both sides of the equation (24) yieldl graphG =
that

_ B 2\ _
K (k)| < nllUK)(Z (k)7 < nizg =k

Thus, it is clear that

I+ K(k)T(k)C(k)|| <1+ kA= b.

<ZH52I€2T+O’CT +72h (25)

s=1
By letting ¢ = max; {>_._, s}, we have

[ Amaz (C(k)C (k) My -1 C' (k)T (k) +
< (N M1 || + R)C.

T(k)A]

In light of (14b), it is straightforward to see that

[ M|l < (0% + X&) | My || + k> + h{
<@ (b® + N0 | Mi—1jp—1 ]| + h(k* + ()

+ (b* + \?¢%() <nz Ks1ksT + mj)
s=1

where the second inequality comes from substituting (23).
Sincea?(b* + A?¢%() < 1, the sequencgMy,;|| converges
eventually. Using the fact that/;,, always is the upper bound
of the real estimation error covarianég;,, we conclude that
the filtering error dynamics is mean-square stable, whiadsen
the proof. |

Remark 2:According to (14b), it is clear that the gain
variations do have a great impact on the covari
Moreover, it can be seem from condition (22) in the above the-
orem that, SinCe max (I'(k)C (k) My x—1C' (k)L (k)+ T (k))A is
a multiplicative term in the proliferation a¥/y,,, the sequence
{ My} will diverge quickly if ¢;; is too large. As such, it is
observed that a smaller gain variatioy) is more beneficial
for the mean-square boundedness.

VI. A NUMERICAL EXAMPLE

In this section, a numerical example is employed to demon-
strate the effectiveness of the proposed distributedieasil
filter scheme. A target tracking scenario is used to justsy i
potential applicability.

Consider a wireless sensor network with= 4 sensor
nodes. The network topology is represented by a direct-
(V,E,H) with the set of nodest’ =
{1,2,3,4}, the set of edge& = {(1,1),(1,2),(2,2),(2,3),
(3,1),(3,2),(3,3),(4,3)}, and the adjacency matrix

1 03 0 0.1
02 0
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The discretized target system (1) with stochastic nonfir
ities is described by

0.89 0.1+0.1 0.12k state xP(k)
. 1+ 0. 5(0.1 e |
. — — Node 3 1
+f(k,$(l€),€(k)) —— Node 4

The initial values of the state(0) and the process noise(k)
follow the zero-mean Gaussian distribution with the retipe:
covariancesy, = diag{2,2} and Q(k) = diag{0.1,0.15}.
The parameters of the measurement models of the sens(

L W - \ I\ Y B
. 0 /\ W \ J
are described as follows: | LA NN 4 U

-1 AR 2
Oy (k) = [0.92 + 0.05c08(0.12k) 0.82] g WW |
Oy (k) = [0.25 0.1+ 0.05sin(0.1k)] . | | | |
Os(k) = [0.84 4 0.05c08(0.1k) 0.75 + 0.05sin(0.1k)] 0 2 0w &0 100
Ci(k) = [0.75 0.435]

. . . Fig. 1. The true state(™ (k) and its estimates‘" (k|k).
Suppose that the stochastic variablgk) are independent ' e e state) (k) and its estimates;;™” (k[k)

zero-mean Gaussian white noise sequences with the covari-
ancesR;(k) = 0.25, i = 1,2, 3,4. The stochastic sensor gain
degradation of individual sensors has the following praligt

density function s 0
Node 1
005, s=0 arl -~ mogeg 1
; - jode
pp(s) =4¢0.10, s=0.5 | =~ Nodes |
0.85, s=1 4
for ¢ = 1,2,---,4. As such, the expectation and varial ]

can be easily calculated gs(k) = 0.9 and o2 (k) = 0.065,
respectively. The stochastic nonlinearitfg, 2:(k), (k) and
gi(k,z(k),(;(k)) are selected as follows:

fk,2(k),&(k)) = {8;} (0.3sign(z™ (k))zM (k)eM (k)
+ 0.4sign(a® (k)2 (k)¢ (1)) e e
gi(k, x(k), C;(k)) = 0.3(0.3sign(zV (k)@ (k)¢ (k) Time k
+ 0.4Sign(x(2)(k))x(2) (k)<1(2) (k)) Fig. 2. The true state@)(k) and its estimateﬁz(?)(k\k).

where 2 (k), €9 (k) and ¢ (k) (j = 1,2) denote thejth
elements of the system staték), and the stochastic variables
¢(k) and ¢;(k), respectively. Obviously, the expectations
the covariances of the above stochastic nonlinearitiest Bound
the form in (3) and (4) with the integem = 1, param: " — = — Trace of actual error variance
eter matriceslT,; = [0.1 0.2)[0.1 0.2], T%) = 0.09 and
T's(k) = diag{0.09, 0.16}. The initial parameters of the filte 10 1
are chosen as;(0/0) = 0 and My|y = 14 ® o. Additionally,
assume thab;; = 0.1, for ¢,5 = 1,--- ,n. We can comput 8 il
the filter gain parameters according(tota), (14b), and(18),
and then exploit the algorithm given by (5a)-(5b) to estm
the state vector in a distributed manner .

The simulation results are presented in Figs. 1-3. An !
them, Figs. 1-2 depict the trajectories of the true st
2U) (k) and the corresponding estimated’ (k|k). To quantify

\
F VT

N

TYCATT AN N
SN Awanspng s T Y]

the_ estimation accuracy, the mean square estimation e % - - p~ - 00
defined as follows Time k
1 - . .
MSE(k) = T Z eé(klk)ei(klk) Fig. 3. The MSE and its upper bound{ M }.

t=1i=1
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