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Technology is advancing at incredible rates. Whether 
it’s in the field of  transport, communication, health or 
the public sector, technology is becoming ubiquitous. 
Big data, machine learning and artificial intelligence 
are no longer in the realms of  science fiction; They 
have become the day-to-day reality that shapes lives, 
businesses, industries, societies and politics at national, 
regional and local levels. Technology is the medium 
through which people perceive and don’t perceive 
events and things. 

It would be useful to have single definitions on terms 
such as big data, machine learning and artificial intel-
ligence. Yet, a brief  review of  the academic literature 
suggests that these terms are used interchangeably, 
with an underpinning assumption that researchers 
and practitioners know the meanings of  these terms. 
For the purposes of  this article, the terms big data, 
machine learning and artificial intelligence have the 
following interpretations.

Big Data refers to data sets that have certain char-
acteristics, typically referred to in terms of  Volume, 
Variety, Validity, Velocity, Veracity, Value and Visibil-
ity. Briefly, volume is the amount of  data that is being 
generated, stored and processed. The volume of  data 
being generated continues to grow exponentially due 
to devices (cars, toys, phones etc.) being connected to 
the internet and peoples’ social activities (sharing pho-
tos, videos, etc.). Variety has to do with the availability 
of  structured data (from sensors, databases, forms etc.) 
and unstructured data (blogs, videos, text messages, 
image recognition etc.). Velocity is the speed at which 
data is created, communicated and analysed. Validity 
refers to the underlying quality of  the data as well as 
data governance policies and procedures for ensuring 

data, metadata, standards, definitions and structures 
are consistent and maintained. Whereas Validity is 
at the level of  the data, Veracity focuses upon the 
provenance of  data sources: is the data from a trusted 
source? Could the data have been corrupted in any 
way? Visibility is the use of  techniques to infer mean-
ings and interpret data for effective decisions. Value is 
about ensuring relevant data is retained and used to 
provide insights and the ‘nuggets of  gold’ that can be 
used to predict events and peoples’ behaviours.1

Machine Learning, draws from the field of  computer 
science2 and, although not new, is a re-emergent phe-
nomenon due to the availability of  big data. Machine 
learning refers to algorithms that are ‘designed to 
tackle computationally intensive pattern-recognition 
problems in extremely large datasets’.3 Whereas in the 
past computers had to be programmed by humans, 
algorithms iterate such that as new data is processed 
the computations change and adapt independently due 
to in-built feedback loops that enable machines to learn 
from new data.4 

Artificial intelligence is the broadest of  the three 
concepts. Artificial intelligence covers a wide range of  
computing capabilities that enable machines to infer 
solutions, suggest or take actions and create outputs 
based on rules and outcomes rather than pre-specified 
commands and lines of  computer code that established 
the actions to be taken at every step to resolve a prob-
lem.5 Machine learning and big data practices are two 
vital building blocks of  artificial intelligence. 

The wave of  artificial intelligence is expected to 
transform jobs, processes, supply chains, business 
models and social structures.6 Current examples of  
AI include smartphone devices that combine voice, 
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image and text recognition, and anticipated applica-
tions include driverless cars and trucks, cybersecurity 
and fraud detection. Artificial intelligence is expected 
to have first, second and third order effects on jobs. 
Recent studies show that the effects of  AI on low skilled 
jobs will create even greater inequalities in society [Ibid 
IPPR]. Moreover, AI combines technologies to create 
entirely new business models. Consider for example the 
introduction of  driverless cars7 and the business model 
where car ownership is replaced by pay-for-use cars. 
First order effects of  driverless cars ,include the need for 
fewer driving instructors and test facilities. The greater 
the number of  driverless cars leads to lower numbers of  
accidents thereby having second order effects on repair 
shops and claims assessors as fewer may be needed. 
When driverless cars are combined with a pay-per-use 
model, third order effects could result in not as many 
dealerships, warranty repairs and professional roles 
(accountants, HR, lawyers) which currently support 
the car ownership business model. 

Data and algorithms

The common threads that run through big data, ma-
chine learning and artificial intelligence are data and 
algorithms. Arguably data is one of  the most valuable 
and least well managed assets of  most organisations. 
There are regular reports of  organisations losing data 
as a consequence of  cyber-attacks, human frailties or 
insiders walking away with vast quantities of  data.8 

EU regulators have stepped in to raise the level of  
governance and care companies have to give to data 
under their control. The EU’s General Data Protection 
Regulation9 (GDPR) was approved in May 2016 and is 
due to come into effect in May 2018. GDPR is expected 
to become binding upon UK organisations post-Brexit 
especially where goods and services are sold or supplied 
to EU citizens or companies, particularly where the pro-
vision is digitally-based. GDPR applies to all businesses 
that process the personal data of  EU subjects, irrespec-
tive of  the company’s location or whether or not data 
processing takes place EU. The penalties for breaches of  
the Regulations are 4% of  the global annual turnover 
or Euros 20 million (whichever is greater)10 According 
to the EU website, ‘The aim of  the GDPR is to protect 
all EU citizens from privacy and data breaches in an 
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increasingly data-driven world that is vastly differ-
ent from the time in which the 1995 directive was 
established.’11

Although significant attention is being given to data, 
the development and use of  algorithms has received 
little or no attention, governance, control or oversight. 
This is not only at national and international levels 
but also within organisations. Most board members 
barely understand the mathematical and computa-
tional aspects of  algorithms let alone discuss them at 
board meetings. Yet it is algorithms that run large parts 
of  many businesses today. Some examples include 
allocating the fastest workers at peak times and auto-
matically removing drivers and delivery people in the 
gig economy, based on poor customer feedback and 
performance metrics. Some companies use algorithms 
to sift employee selections based on characteristics 
that are deemed to fit or not fit with the organisations 
culture.12 Bots, a type of  algorithm, are already having 
widespread effects. These are usually single purpose al-
gorithms that are used to automate actions based upon 
rules. Bots can be used, for example, to amplify specific 
issues, which in the recent past, has led to fake news 
stories being created or specific messages being relayed 
to people to influence their perceptions of  situations. 
Increasingly, decisions are taken without any human 
intervention based upon sets of  rules that, at first, are 
created by human beings, with subsequent iterations 
of  rules developed by machines based upon their intel-
ligence and ability to learn. Professor Stephen Hawking 
warns about the unbridled and extensive diffusion of  
artificial intelligence into every aspect of  human inter-
action, be they social, business and political. 

Challenges AI poses

AI, machine learning and big data are shaping and 
influencing organisations and peoples’ perceptions. 
There are many instances of  big data and machine 
learning successes with few examples of  organisations 
achieving repeated benefits. This suggests that there 
are no established processes for generating on-going, 
sustainable competitive advantage from these tech-
nologies. Moreover, these technologies are deemed to 
produce objective, scientifically-based outcomes. Big 
data’s defining attributes are meant to remove bias and 
subjectivity. Yet, boards can get answers they want by 
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configuring their choice of  data sets, ways in which 
rules are conceived and embedded in algorithms and 
the statistical methods used. Big data provides the 
veneer of  evidence based decision making that is predi-
cated on skewed choices. The challenges are considered 
under five headings depicted in Figure 1. 

Strategic Challenges 

Technology is changing well established and un-
derstood business models. Conventional logic and 
theories for developing strategies are found wanting 
and unable to fully explain how AI will impact upon 
longer term strategies. Internally, one of  the biggest 
barriers organisations face when adopting AI, machine 
learning or big data is the prevailing culture. As with 
previous technological developments, peoples’ mind-
sets and behaviours need to change to absorb the use 
of  new technologies. People need to share data across 
internal and organisational boundaries, comply with 
regulations and collaborate with data providers they 
can trust. With the significant increase of  cybercrime, 
organisations are becoming increasingly risk averse 
and yet, in the face of  companies being formed based 
on business models that are almost completely driven 
by algorithms, there may be little choice other than to 
take on greater levels of  risk.

Organisational challenges

Technology requires organisations to work in more co-
ordinated ways. Departmental silos have hindered the 
implementation of  technologies due to lack of  support 
and buy-in. Organisations may be driven to restruc-
ture and downsize their workforce. Whereas people 
in positions in formal authority take more significant 
decisions, the use of  artificial intelligence suggests that 
decision making can be diffused to more decentralised 
positions if  not incorporated completely in clever al-
gorithms. This may lead to resistance from senior and 
middle managers in organisations.

People challenges

Technologies in the past have affected manual jobs. Ar-
tificial intelligence has the capacity to question the very 
existence of  knowledge based jobs. Experts such as ac-
countants, customer services and administrators could 
be replaced by systems that are able to hold and process 
data in far greater quantities in shorter timescales than 
human beings. CEOs and board members often perceive 
AI as a ‘techy’ issue rather than recognising the strate-
gic impact the emergent technologies can have. There 
is a widespread recognition that there is a shortage of  
skills required to support artificial intelligence such 
as data scientists and people with appropriate maths 
and statistical abilities. An underlying issue with the 
technologies is that people use data and methods that 
fit with their biases to reinforce their perspective. 

Figure 1:Artificial intelligence, machine learning and big data challenges 
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Data challenges

Managing data across their lifecycle continues to be 
poorly handled in many organisations. Data govern-
ance, where it exists, tends to be left to technologists 
rather than being seen to be a core part of  everyone’s 
job. The management of  data – from its creation to its 
removal – is rarely seen as something that senior deci-
sion makers involve themselves with. Where external 
data is purchased or where real time unstructured data 
is used for big data or machine learning, there is always 
an element of  leakage: data that is lost or corrupted 
during its stages of  extraction, processing or analysis, 
which could reduce its veracity. Accessing data that is 
of  high quality, the correct granularity and of  sound 
provenance remain key obstacles.

Methodological challenges

There are methodological wars going in the literature. 
Academics and practitioners are continually develop-
ing and publishing methods they claim are better at 
predicting the future than those that have gone before 
them. Arguably, many econometric and forecasting 
models have been shown to be lacking following the 
2008 economic crash and polls being shown to be 
wrong in a number of  recent political elections. Se-
lection of  the range and number of  input variables is 
open to the abuse of  power, influence and idiosyncratic 
choices.

Artificial intelligence is the next wave of  technology 
to cause seismic shifts in the ways in which organisa-
tions operate at all levels: strategic, operational and 
tactical. Organisations need to consider the ways in 
which they will overcome the challenges that AI, 
machine learning and big data poses to achieve sus-
tainable competitive advantage.
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