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Outlier-Resistant Observer-Based Control for A
Class of Networked Systems under
Encoding-Decoding Mechanism

Jiahui Li, Zidong Wang, Hongli Dong, and Xiaojian Yi

Abstract—This paper is concerned with a new outlier-resistant number of distinctive merits. For example, the introduction of
observer-based control problem for a class of networked systems network renders the effectiveness in eliminating unnecessary
(NSs) under the encoding-decoding communication mechanism wiring between system components, which indicates that the
(EDCM). In order to lighten the communication burden and en- - ’ .
hance the data security, the EDCM is introduced in the observer- Complex_lt_y and OYe_fh_ead of the corresponding system can
to-controller channel. In case of the measurement outliers, a b€ significantly diminished. Moreover, when some system
specific saturation function is adopted in the observer structure components are required to be added/removed, NSs can be
to restrain the abnormal innovations so as to mitigate the side easily modified or upgraded without causing major changes
effects brought from the outliers. The aim of this paper is to in the system structure.

design an observer-based controller such that, in the presence of : ; . .
measurement outliers, the closed-loop NS achieves the input-to- Despite the popularity of the NSs, the insertion of the

state stability (1ISS) under the EDCM. By means of the uniform COMMunication network does give rise to some inevitable
quantization technique, a criterion is first established in terms of issues such as limited channel capacity and network secu-

the sizes of the encoding alphabet and the encoding period so asrity which, in turn, result in the so-called network-induced
to ensure the detectability of the NS, and the requirement is also phenomena such as signal quantization [27], packet dropout

given on the capacity of the communication channel at each time o .
instant. Then, with the help of ISS theory, the desired controller [16], and communication delays [15]. These phenomena, if

is obtained with its gain matrix parameterized by the solution to NOt adequately harjdled, could seve;rely degrade tf_le systgm
a certain inequality that can be solved via standard software performance and this has therefore triggered an ever-increasing
packages. Finally, the effectiveness of the derived theoretical research interest in both the analysis and synthesis problems
results is verified through three numerical simulation examples. 5, NSs in the past few decades. For example, many excellent
Index Terms—Networked system, encoding-decoding commu- results have been available on the estimation/control problems
nication mechanism, outlier-resistant observer, channel capacity, of NSs subject to network-induced phenomena, see e.g. [8],
input-to-state stability. [32], [37]. From another perspective, to reduce the occurrence
of the undesired network-induced phenomena, an active way

I. INTRODUCTION is to employ certain communication protocols so as to regulate

Over the past several decades, networked systems (Ngﬁ data transmissi(_)ns, gnd some widely deployed protocols
have received considerable research attention due to tHBffude the event-triggering protocol [6], [7], [43], [50], the
prospective applications in various domains including, but appund-Robin protocol [28], [35], [.49]' the tr)_/—on_ce-dlscard
not limited to, unmanned aerial vehicles, remote diagnostipEotocol [21], [40] and the stochastic communication protocol

and troubleshooting, space and terrestrial exploration, alftpl: [48], t0 name just a few. .

factory automation [4], [5], [11], [12], [14], [22], [25], [26], It is worth empha_15|z!ng that the main |dea_ of the above-
[29]-[31], [34], [36], [44]. In NSs, the information exchangeénent'oned communication protocols is to alleviate the channel
among actuators, sensors, controllers and estimators/filters §fagestion by reducing the communication frequency and
executed over networked media such as wireless or distribufefpWing for necessary network traffic only. Serving as yet

networks [13]. Comparing to the conventional point—to-poirﬂnOther effective communication mechanism, the so-called

communication, the network-based communication enjoys€gc0ding-decoding communication mechanism (EDCM) aims

to send the symbolic data (rather than the original data)
This work was supported in part by the National Natural Science Foundatithirough communication channels to realize data compression.

ence Foundation of Heilongjiang Province of China under Grant ZD2019F001,

the Key Laboratory of Advanced Perception and Intelligent Control of High(-;l"p""t'o_n bUt also enhances datz_i Secunty in the process of data
end Equipment of Ministry of Education in Anhui Polytechnic Universitytransmission. Note that some pioneering EDCM-related work

of China under Grant GDSC202016, and the Alexander von Humboldlas heen available in the literature, see e.g. [23], [24]' [41]’

Foundation of Germany{Corresponding author: Hongli Dong.) . . . "
J. Li and H. Dong are with the Artificial Intelligence Energy Researcll;42]' For instance, a sufficient condition has been presented

Institute, Northeast Petroleum University, Daqing 163318, China. They de [23] to stabilize the linear time-invariant system by using

also with the Heilongjiang Provincial Key Laboratory of Networking anghe sampled encoded states/outputs. The EDCM has been

Intelligent Control, Northeast Petroleum University, Daging 163318, Ching. . . . .
(Email: shi ni ngdhl @i p. 126. com further applied in [41] to research into the synchronization

Z. Wang is with the Department of Computer Science, Brunel Univecontrol problem for a kind of dynamical networks subject to

sity London, Uxbridge, Middlesex, UB8 3PH, United Kingdom. (Ema”:packet dropouts, where a decoder-based controller has been
Zi dong. Wang@r unel . ac. uk) d h h N fthe d ical
X. Yi is with the School of Mechatronical Engineering, Beijing Institute oiconStrUCte to guarantee the synchronization of the dynamica

Technology, Beijing 100081, China. (Emajli xi aoj i anbi t @i na. cn) networks.

© 2020 IEEE. Personal use of this material is permitted. Permission from IEEE must be obtained for all other uses, in any current or future media, including
reprinting/republishing this material for advertising or promotional purposes, creating new collective works, for resale or redistribution to servers or lists, or
reuse of any copyrighted component of this work in other works.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final
FINAL publication. Citation information: DOI10.1109/JSYST.2020.3044238, IEEE Systems Journal 2

In engineering practice, the measurement output may undgninimum) eigenvalue of a symmetric matrix For a matrix
go abrupt yet large disturbances, which are referred tnes B, B+ is an orthogonal basis of the null space for matrix
surement outliersfor a variety of reasons such as operatiois”, i.e., BT B+ = 0. |ly||2 and||y||~ represent the Euclidean
errors, sensor noises/failures, and unknown environmental disrm and infinite norm of vectoy, respectively. For a given
turbances. Up to now, the outlier detection approaches and teal numberz, [z] denotes the least integer greater than or
state-of-the-art outlier resistant/resilient control schemes hagual toz. In symmetric block matrices,+” is used as an
received particular research attention [17]. Different from thalipsis for terms induced by symmetry.4{-) : R™ — R* is
measurement noises [20], the measurement outliers may leadontinuous strictly increasing function with(0) = 0, then
to abnormal magnitude changes which, if directly utilized in(-) is called as &C class function. Further, i(-) € K with
the observer/estimator implementation, would result in abneyts) — oo ass — oo, we say thaty(-) is ak class function.
mal innovation and subsequently deteriorate the performaneéunction 3(-,-) : R™ x Rt — R™T is said to be of clas& L,
of the observer/estimator [46], [47]. As such, it makes practicidlthe mappingS(s, k) is of classkC for each fixedk, and is
sense to look into the outlier-resistant state estimation issuedscreasing t@ ask — oo for each fixeds.
removing/restraining the side-effects caused by measurement
outliers, see [1]-[3], [10], [33], [38] for some initial results.
In [1], a modified maximum likelihood estimator has been set
up which is robust to the possible outliers. Moreover, in [10], consider an NS shown in Fig. 1, where the data delivery
a new Kalman filter has been put forward that is insensitifgstween the observer and the controller is implemented via
to measurement outliers. Nonetheless, when it comes to B¢ etwork under a certain EDCM. The state estimates are
observer-based control problems, the corresponding res@igoded to certain codewords by a designed encoder, and
have been very few and the main objective of this paper dgen the received codewords are decoded by the corresponding
therefore to propose an outlier-resistant observer to weak@icoder at the controller side. In the following, the physical
the influence from the measurement outliers while maintainifgant  the EDCM, the observer and the controller will be
the desired control performance. presented in the state space.

Motivated by the above discussions, in this paper, we are
concerned with the outlier-resistant observer-based control
problem for a class of nonlinear NSs under EDCM. In doing ‘i [, — I e
so, three challenges we have to face are identified as follows:
1) how to establish a unified control-theoretic framework that
takes the EDCM and measurement outliers into simultaneou C°"”°'E
consideration? 2) how to design an effective observer to Decoded [
mitigate the side-effects from the measurement outliers on the etk it |
estimation performance? and 3) how to handle the decoding [ [
error (between the decoding system state and the actual
system state) and use the incomplete decoding informatfos 1. Structure of the NS under EDCM.
to accomplish the desired control task?

To overcome the identified challenges, we make dedicated
efforts in this paper with certain distinctive features outlined
as follows: 1) a specific saturation function is introducedA. The physical plant
into the observer structure so as to attenuate the side-effect
of the measurement outliers on the observation error; 2
a suitable EDCM is proposed for the addressed NSs

Il. PROBLEM FORMULATION AND PRELIMINARIES

Measurement
output

Observer

State
observation

Tn this paper, we consider the following class of nonlinear
c|)screte-time systems:

reduce communication resource occupation and also enhance 2ri1 = Exg + Df (i) + Buy,

data transmission security; 3) the combined effects from the

encoding period as well as the size of encoding alphabets Yk = Nk @
are analyzed in a quantitative way, and the requirement is To = S0

given on the channel capacity is given; and 4) an easy- - . - .
to-implement controller design algorithm is developed wit herex;, € R™ is the system state with the initial condition

P : . ; = tisfying ||sol|2 < €0, and ey is a known constant.
explicitly characterized controller gain by using the 1SS theory® — 50 S& 0ll2- = ©0 0 i
Plcttly g y 9 ﬁk € R™ denotes the measurement outpuf. € R" is

The rest of this paper is structured as follows. In Se{:/ﬁe control input signalf(-) : R"  R™ is a nonlinear

tion II, the problem to be addressed is presented and h\&.or.yalued function®, D, B andN are known real-valued
basic idea of the EDCM is introduced. In Section I, th‘?natrices with compatible dimensions

encoding-decoding-based detectability is analyzed and the ssumption 1:The nonlinear vector-valued functiofi()
desired outlier-resistant observer-based controller is deS|gn§ A -

. . . . isfiesf(0) = 0 and
In Section 1V, three simulation examples are provided an
Section V concludes this paper. If (zk + 6k) — f@i)]l2 < US| )

Notation: The notation used here is fairly standafdand _ _ _ _ _

0 represent the identity matrix and zero matrix with propekherelU is a known real matrix of appropriate dimensions and
dimensions, respectivelyy,ax (A) (Amin (4)) is the maximum dx € R"= is a vector.
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B. The outlier-resistant observer whered(ld) (I = 1,2,...) is the codeword generated at the

The objective of this subsection is to design an obsen/@ncoding instantd by the encodew] is a constant representing
on the basis of the available measurements. As discussed® encoding periods;, is the decoded value af;4 at time
the introduction, measurement outliers do exist which, if néistantid, and 7(-) and 7(-) are, respectively, encoder and
properly dealt with, would deteriorate the observer perfoflecoder functions to be designed later.
mance or even destabilize the error dynamics. To resolve such
a problem, a so-calledutlier-resistantobserver is constructedp. Uniform quantization approach

as follows: . . .
As a critical part in the development of EDCM, the uniform

{Sﬁkﬂ = Eiy + Df(ix) + Buy, + Keo (ye — Nix) (3) Quantization approach is briefly introduced as follows.
To=10 For given scale parameter> 0 and integey, we divide the

wherei;, € R"= is the state estimate anfd, is the observer _hyperrectangIeBc ={CER™: ”24”00 Sei=12. 0}
= hyperrectangleB (c) xI2, (c) x---xI2* (c), where

gain to be designed. Here, the purposely introduced saturatBiP ¢°
functiono(-) : R™ — R™ is defined as follows: e1,€2,- 580, € {1,2,..., ¢} and

T i 2 fo)— o
o(@) =[ of (@) of(ws) - ol (w@n,) ] }11(0) - (G| —c <G < —c+2¢/q},
: A : Io(c) = {Gl —c+2¢/q < G < —c+4c/q},
with o,(w,) = sign(w,)min{w, max, ||}, ¢ = 1,2,..., 0y,
wherew, .« iS theth element ofw,.« (i.€., the saturation :
level). PN A
. ~ =2 e — < (- .
Denotinge, £ z, — 23, and f(er) 2 f(xx) — f(@r), we Iy(e) = {Gile—2¢/g < G < c} (7)
obtain the corresponding error dynamics as follows: with ¢; being theith element of the vecto¢. The center of
~ 1 2 - . .
ex1 = Eep, + Df(ex) — Keo(Ney). @) rse hyperrectanglé; (c) x IZ,(c) x --- x IZ= (c) is defined
Remark 1:As a kind of contaminated measurements, the (261—1)c
outliers are meant to deviate significantly from the normal —c+
. . (2e2—1)c
values that have recently stirred quite a lot research at- n —C+ =
tention. Measurement outliers can be caused by a variety he(er,€2, - 56n,) = : : (8)
of reasons such as sensor aging/failures, operational errors (2'5 e
and environmental factors. In the context of state estimation, —c+ =

_measur_ement_outllers may lead to the calculatioatmformal Consequently, for any € B,, there exist unique integers
innovation which would therefore have an adverse effect on 1 5
£1.89,...,6n, €{1,2,...,q} such that € I} (c¢) xIZ_ (c) x

the performance of observer. As such, we endeavor to propqéb - hich implies e €2
an effective observer design scheme so as to prevent outliers”™ <n= (c), whic P
from deteriorating the estimation accuracy. Nt

Remark 2:The measurement outliers, if directly utilized ¢ = Re(er, €2, en,) |2 < .
in the innovationy, — Ny, are likely to lead to abnormal g
deviation of the innovation from its usual pattern, thereby FOr subsequent analysis, the following definitions are given.
worsening estimation performance. Therefore, a specific satPefinition 1: [9] For a nonlinear functionj(-) : R™v
uration functiono(-) is introduced in the observer structuréR”™ and real matricesV,, W, € R"v*"v whereW = W, —
so as to constrain the innovation within a predefined rand: is a positive definite matrix, if
that can be determined priori according to engineerin T n,
practice. The proposed obpserver is refer?ed to ag an ou%ier- (¢(@) - W@)” (6(@) — Waw) <0, Yw eR™ (9
resistant one capable of attenuating the negative effects frigntrue, theng(.) is said to satisfy a sector condition and
the measurement outliers. It is worth mentioning that tlﬂ@bngs to the sectdiVy, Ws].
proposed observer (3) will be degenerated into the traditionalpefinition 2: [41] The nonlinear discrete-time system (1) is
Luenberger-like one when the saturation level goes to infinigaid to be detectable if there exist families of encoder-decoder

pairs (5) and (6) with an encoding alphaB¢tof size X’ such

C. A general encoding-decoding procedure that

In order to reduce the communication resource occupation
and realize data transmission security, we are now in a position
to introduce the EDCM in the observer-to-controller channelo|gs for any solution of (1).
To proceed further, let us present the general form of thepefinition 3: [18] Consider a nonlinear discrete-time sys-

lim ka—dv?kHQ =0 (10)
k—o00

encoding-decoding procedure for system (1). tem with the following form:
The general form of the encoder is described by
. = , 11
H(Id) _ j(xld) (5) pk+1 g(pk I/k) ( )

wherep,, € R", v, € RP, andg(+,-) : R"xR?P — R" stand for
the system state, exogenous input, and continuous nonlinear
T4 :}'(e(ld)) (6) function with g(0,0) = 0, respectively. For system (11), if

and the decoder is described by
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there exist aCL function (-, -) and ak class functions(-) In terms of Assumption 1, we have
such that the following condition
9 AV — 01 Vi
lokllz < a(llpoll2, k) + B(l[vkllso) <of [ETPE—-(1+ gl)p}
holds forvk > 0 andVp, € R™ where||vy||oo = sup,{||vkl}, +20{ ETPD (f( 7))
then the system (11) is said to be input-to-state stable. 1y DTPD
This paper aims to lay emphasis on the control problem + (f(xk) f ek ) (f Tk )
based on an outlier-resistant observer for the system (1) under —pa (f(zp) — f(ffi)) (f(xy) - f( k))
thg EDCM. The objectlye of this paper is to develop an + po UT Uy,
efficient encoding-decoding procedure (5)-(6) and an outlier- T

resistant observer-based controller such that 1) the underlying ~ "1+="1k (17)

system (1) is detectable; and 2) the closed-loop systemwhere
input-to-state stable. N
Mk =
[1l. M AIN RESULTS =
A. Detectability Analysis

In this subsection, we are ready to examine the detectability
issue, that is, whether and how the encoded data could bé\pplying Schur Complement Lemma to (14), it is not
recovered from the codewords with a prescribed accuradifficult to see tha& < 0, which means/;1 < (1 + 01)Vj.
constraint. To start with, we give the following lemmas thatherefore, we have
will be used in deriving our main results in the sequel.

Lemma 1: [9] There exist diagonal matricel/; and M- Amin(P)[0g+115 < (1+ 01) Amax (P) [0k 13
satisfyingd < M; < I < M, such that the saturation functionand subsequently

o(Neg) in (4) can be divided into a linear part and a nonlinear
part as ve+1lle < millvell2

T
[ fTap) - M=) ],
511 *
DT"PE DTPD — I

=112 ETPE — (14 0)P+mUTU.

[I>

which ends the proof. [ |
Lemma 3:Let a positive scalap, < 1 be given and
where¢(-) is a nonlinear vector-valued function that satisfiesonsider the error system (4). Assume that there exist a

O’(Nek) = MiNeyj, + d)(Nek) (12)

the sector condition witiV; = 0 and W, = M, whereM = positive definite matrixR > 0, a matrix X and a positive
My — My, i.e., ¢(Ney) satisfies the following inequality: scalary, > satisfying
T (Ney)[¢ (Ney) — MNey) < 0. (13) A1 * * *
T 0 — ol * *
Lemma 2:Let the scalarp; > 0 be given. If there exista A = o MY 0 —puol <0 (18)
positive definite matrixP > 0 and a scalay:; > 0 such that RE — XMlN RD -X -R

the following linear matrix inequality (LMI) ~
where A1 £ —(1 — g2)R + u2UTU. Letd € Z* be any

- ST * ositive integer such thdt < v, < 1 where
- 0 I o« | <o 14) P g 2
PE PD -P Yo & \/((1 = 02)"Amax(R)) /Amin(R).
holds for any two solutions;, andz3 of (1), then we have Then, we have
[2hs1 = 2 ll2 < mllag — 232 (15) |2kt — Ersallz < v2llze — 2llo- (19)
where In this case, the desired observer gain matrix is calculated by
~ K, =R 'X.
= L T e
= - (1+e)P+mUY Proof: For the error dynamics (4), we construct the
v 2 \/((1 + 01) Amax(P)) /Amin (P). following Lyapunov function
_ T
Proof: Denotingv, = z}, — 22, we easily obtain that Vie = e Fex
Vi1 = Bvg + Df(z}) — Df(23) . and then obtain
Consider the following Lyapunov function: - T
AVi + 02Vi = [Eek + Df(er) — Kea(Nek)] R
Vk = ’U%PU;C

X {Eek + Df(er) — Kea(Nek)}
— (1 - 02)eF Rey.
In light of (2) and (13), we further derive that

and it follows fromAVy, = Vi1 — Vi that
AV, — 01V = [Evy, + Df(z)) — Df(x3)]" P
x [Bo + Df (w}) ~ DI (@})] T
— (1 + 01)v} Pug. (16)  AVi+ 0oVi = [Eek + Df(er) — Kea(Nek)] R
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Bei+ Df(ex) — Keo(Ney)|
— (1= 02)ef Rey, — paf T (ex) fex)
+ poef U Uey, — pod™ (Nex) ¢ (Ney,)
+ ,Ltoth (Nek) M Ney,
= n3 Anay,
where
[eF fT(er) ¢7(New) ],
A11 * *

Aoy DTRD — /LQI * ;
A31 —KZRD KERKE — /L()I

(E— KM N)'R(E — K.M;N) + Ay,
DTR(E — K.M;N),

A
N2k =

=
|[>

> 1>

MN
— K'R(E — K.M;N) + Ho—5—-

=

w

=
[[>

Applying Schur Complement Lemma to (18) yieldd/, +

02Vi; < 0, which implies
Vira < (1= 02)"Vi

Furthermore, we have

)‘min(R)Hek-ﬁ-d”g <(1- Q2)d/\maX(R)HekH§
or
|Zhtd = Trrall2 < v2llzr — Zkll2,
which ends the proof. [ |

In what follows, we shall present an encoding-decoding
procedure and analyze the detectability of (1). Drawing on
the ideas of EDCM in [42], we know that the decoded state
I cannot be directly utilized to construct state observer (3)

(20)

(21)
where d is any positive integer such tha@t < ~ < 1.

Remark 3:1t is obvious from (24) that, for an encoding
period [ld, (I + 1)d), a series of decoded stafelenoted by
X(1d) 2 {#(1d),2(ld +1),...,2( + 1)d — 1}) is generated,
which means that the decoder can indeed produce the decoded
states at both encoding instddtand those non-encoding time
instantsid + 1,...,(l + 1)d — 1. Here, the decoded state
X(k),k € (Ih, (I + 1)d) generated at non-encoding instants
can be regarded as a “prediction” of the true states of the
system.

The following notations are defined for presentation conve-
nience.

o(d) £ yae0 + 7?607 (25)

(1 +1)d) 2 Viac(ld)

Yheo (V! + 2) + 41 (26)

Lemma 4:The encoding-decoding procedure (22)-(24) sat-
isfies the following constraint:

”jld_i'ld”oo <c(d), 1=1,2,.... (27)

Proof: The proof is carried out by mathematical induc-

tion.

1) Forl = 1, by using the property of vector norm, we
know thatchd — deg < ||id — .”L'ng + H«Td — deg, and
it then follows from Lemmas 2 and 3 that

[Za — Zall2
< |[#a — wall2 + |ra — Zall2

[VANVAN

< Y260 + ieo (28)
which guarantees

|£1a — Zidl|oo < c(ld).

due to the constraint on the network bandwidth. Therefore, an

auxiliary statez; is introduced on the observer side which
will be defined later. For the time being, the error vector at

the encoding instanitd is denoted by((ld) £ 314 — T14.

In terms of Lemmas 2 and 3 for certain constamtsand
~2, the following encoding-decoding procedure is designed for

().

Encoder For ((Id) £ &4 — Z1a € I}, (c(1d)) x T2, (c(Id)) x

- x 22 (c(ld)) C Begay, we have

0(ld) = [e1,€2,...,€n,] (22)

wherez;y is defined by

Zo =0,

Ty = Tk, k #1d,

Ty = ETig—1 + Df(Zia—1) + Bua—1,

Fo =0,

Fep1 = E¥ + Df(#) + Bug, k#1d—1,  (23)

T1qd = Tid + hc(ld)(al,zfg, ey Eng )
Decoder:

Zo = 0,

Tp41 = EZp + Df(Z) + Bug, k#1d—1, (24)

T1g = Tig + heay(€1,€2, -, Eny )-

2) Assuming||Znd — Thdlleo < c(hd) holds for allh =
2,3,...,1, one immediately has

Za+1)d — Za+1yall2
1Z041)a — Tasnyallz + 1Zar1ya — Tagnall2

ININ A

v o + 1| 21a — Fuall2-

According to the dynamics af;; in (24), it is further
derived that

121 — T1a|2
en. )2

en,)ll2 + l|T1a — Z1all2

= ||lw1a — Z1a — heqay(er, €2, - - -,
< ||j?ld = Tid — hc(ld)(ala €2y

nmc(ld). (29)

< ys€0 +
Combining (28) and (29), we draw the conclusion that

Za+1)a — Zagnyall2
nzc(ld)

< ype0(7] +72) + Vfiq : (30)
Moreover, by noting (28), (30) also implies
Za+1)d — Za+yalleo < c((l+1)d). (31)
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Finally, from (28)-(31), it is straightforward to see that According to the decoded staig, the decoder-based con-
(27) is satisfied fot > 1, and the proof is now complete.troller is given as
[ |
In Lemma 4, it has been demonstrated that the decoding
condition ;4 — Zig € Bc(q) holds for all positive integers  where K. is the controller gain to be determined.
Subsequently, a sufficient condition for ensuring the detectabil-Next, let w, £ %, — x, be the decoding error vector. In
ity of (1) will be presented in the following theorem whichiight of (33) andi; = wy, + z1, the closed-loop system (1) is
imposes quantitative requirement on the network bandwidthewritten as
Theorem 1:The nonlinear system (1) is detectable under

Up = Kcilv?k (33)

the EDCM (22)-(24) if the following inequality Tpp1 = (B + BKc)zy + Df(vx) + BKcwg. (34)
i/ ) 32 On the _basis of the detectability a_nalysis, we know that
T < (32) the decoding errotwy, is bounded. In this contexty, can be

) regarded as a bounded input of (34) and, consequently, the ISS
holds where the parametefs, d and ¢ have been defined 041y can be introduced to develop the encoding-decoding-
in Lemma 2, Lemma 3 and the uniform quantization scheng)%sed control scheme.

(7)-(8), respectively. o Theorem 2:Under the condition in Theorem 1, the decoder-
Proof: Considering the definition of(id) and the fact 4564 control system (34) is input-to-state stable if there exist
that0 < 42 < 1, we see thatim; . c(ld) = 0. Then, it is positive definite matrice§) > 0 and Z > 0, matricesG1,

inferred from (29) that G12, Goo and K., and a positive scalgis satisfying
lligilonld_fldHQ = 0. _Q+M3UTU * * *
Moreover, noticing that;, and, are actually the trajectories I = 8 _%31 —*Z : <0 (35

of (1) for those non-encoding instantse (Id, (I 4+ 1)d), it ~ - -
follows from Lemma 2 that GIE+ K. GID K. 1o

9 _ o where
2k — Zkl13 < v N2 — F1all3-

S PR _ T AT A T npy—1 NRES
Consequently, we know thdt:;, — i |2 is bounded at the non- Lh=2Q@-6I'-1I"¢", I'= [BEB B) (BY) } ’
gncoding instants, which signifies that the nonlinear syste_zm Vg e { G111 G2 ] CR.2 [ K. } K. 6K,
is detectable, namelyimy_, . ||2x — Zx|l2 = 0. The proof is 22 0

now complete. B Furthermore, the controller gain matrix is expressed as
In Theorem 1, a sufficient condition is provided for data ' g P

reconfiguration which means that, if the conditipo- v{,/n, K. =G K,.
is satisfied, then the encoded data can be successfully restored
to the true values. Therefore, for a certainthe commu-

nication channel is required to be capable of transmitting Vi = 27 Q.
[log(nyq + 1) + 1] bits of data at each time instant. '

Proof: Choosing the following ISS-Lyapunov function

we obtain
B. Decoder-based controller design AVy = Vipr — Vi
Lemma 5: [18] Assume that there exist an ISS-Lyapunov = [(E + BK.)zi, + Df (1) + BKow]TQ

function V' (k, pi) : [0, +00) x R™ — R, a K class function o

¥(-) and threek,, class functions; (-), o2(-) andos(-) such < (B + BKc)ww + Df () + BKcwi] — 23, Qui

that the following two inequalities < [(E + BK.)x), + Df(z) + BK.wi]'Q
a1(lloellz) < V ks lipell2) < o2(1lowl2) x (B + BEejoy + Df(on) + BRewk]

and — 23, Q. — paf* (xr) f(2r) + paxy, U Uy,

= nalInsk + wi Zwy,

V(E+1,pr41) = V(K o) < —o3(llpxll2) + 9([[vell2)

hold for all p, € R™ and v, € RP. Then, the nonlinear a T -
discrete-time system (11) is input-to-state stable. Furthermore, "3k = [ z, [T (we)  wy

where
]T

)

the functionsx(+, -) and 3(-) in Definition 3 can be chosen as IM;; = *
me | 1 II *
. _ 1k _ ¢ 21 22 ;
and II;; £ (E+ BK.)"Q(E + BK.) — Q + usU"U,
50) = o7 (o2 (05 0))) Mo & DTQ(E+ BK.), Ta £ D'QD — il
I3 2 (BK.)TQ(E + BK,), I3 2 (BK,)TQD,
whereo; () stands for the inverse function of the monotone o a ( ) Q ) Tz = ) Q

function o, (-) and so does; ' (-). 33 £ (BK.)" Q(BK.) - Z.
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According to V. NUMERICAL EXAMPLE
G +T7GT — GrQ—'1’G" — Q In this section, to emphasize the effectiveness of the

proposed outlier-resistant observer-based controller design

_ —1 T
= —(GI'-Q)Q(Cr'-Q)" <0, scheme, we consider the following discrete-time nonlinear

one has system (1) with parameters given by:
Q—-Gr —-17GT > —GrQ—'r’Gr. (36) p_| 105 -10 p_ |02 —06
0.05 —-0.8 |’ 02 04 |°

In terms of Schur Complement Lemma and inequalities
(35)-(36), we know thail < 0. Consequently, it is clear that B = { _(1)2 } , N= [ 1.85 —0.4 } .
Vigr = Vi < _)‘min(_H)”Ikng + /\maX(Q)Hwngv and it is e
then inferred from Lemma 5 that the closed-loop system (34)The nonlinear function is selected as

is input-to-state stable by selecting Fon) [ 0.0521  — tanh(0.05z1 ) ]
xE) = ’ ’ .
I(lwell2) = Anax(Z)l|wrll3, _ _ A
o1 (|zk]l2) = Amin(Q)]|zk]2, .It is readily seen thqt (2 is SatISerd. witl/ =
5 diag{0.1,0.1}. The saturation functiow(Ney) is described
03(||Ik||2) - Amin _H)kaHg N@k, if — emax < Nek < €max;
Letting O'(Nek) = €max; if Neg > emax,
2 _ i < —
o wk)\max(Q)||€0H2 €max, 1f Neg < —emax
a([|lzoll2, k) = Ain(Q) g where the saturation value is takenags, = 0.1.
5 Example 1: The aim of this example is to verify the de-
B(llwala) = Amasx (@) Amax (Z) ||l we ||, tectability of the nonlinear system (1). In this case, it is
Well2) = YAmin (@) Amin (—11) generally assumed that, = 0. Choosingo; = 0.8, 02 = 0.9

andd = 3, we solve the matrix inequalities (15) and (18) to

obtain~y; = 3.4267 and~, = 0.3423. Moreover, the observer
lzkll2 < alllzoll2, k) + B([lwkll2), (37) gain matrix K. is calculated agt, = [~1.4002 0.0917]T.

which completes the proof. The simulation results are displayed in Figs. 2-5, where Fig. 2

Remark 4:1t can be seen from (32) that there is a cledharacterizes the abnormal disturbances gddeﬂ,t@igs. 3-
trade-off between the encoding periddthe number of the 4 Plot the actual states of, , andz, x, their estimates:, .
quantization intervalg and the error convergence indicatod 72k, and their decoded values x and,,;, and Fig. 5

~1. It is often the case that the channel capacity is limite§ePICts the corresponding decoding errars;, and ws . It

and therefore adjusting and ¢ won't be a preferred option. IS €aSy to see from Fig. 5 the_lt the errors between the a_ctual
Fortunately, the parameter can be made as small as necestates of the netwo_rk a\_nd_thelr decoded states asymptotlc_a_llly
sary to meet (32) as long ag lies within the interval(0, 1) approach zero, which indicates that- the deswgd detectability
subject to (14). performance of the addressed NSs is yveII attained. N
Remark 5:In view of the analysis results presented in Example 2: The second example is given to test the validity

Theorem 1, the decoding errgi(k) can be viewed as the of the designed decoder-based controller for the nonlinear
exogenous bounded inputs. As such, in Theorem 2, an effecy§tem (1). The control input signal is taken as the form of
decoder-based control scheme has been designed such (i) BY solving (35) in Theorem 2, we obtain the desired

_ -l
the ISS of the system (34) can be guaranteed. In additiGontroller parameter a&'c = G K. = [0.6286  —0.8525].
in order to solve the controller gain design problem, th As stated in Theorem 2, the considered NS should achieve

orthogonal decomposition is employed. We introduce a fréa€ 1SS with the designed controller parameters given above.
matrix G with a unique structure and construct a matri>§UCh athepret!cal result is confirmed by the simulation results
I'=[BB"B)™! (BT)L]T so as to cope with the couplingpresented n Figs. 6-8. .

term QBK, in Theorem 2. Example 3:In the third example, to further illustrate the

Remark 6:Until now, the outlier-resistant observer-base l_J_perlonty of our _prop_osed outlier-resistant observer, a tra-
itional observer is given as follows for the purpose of

control problem has been tackled for a class of NSs under LT

the EDCM. The distinctive features with our main result§°Panson:

are outlined as follows: 1) the negative effects from the | 2, ., = E2, + Df(ix) + Bus +f(e(yk — Hiy)
measurement outliers are reduced by constructing a dedicate
outlier-resistant observer; 2) the EDCM is employed for data
transmission in order to reduce communication resource ocevhere K, is the observer gain matrix.

pation and enhance the data security; 3) the interplay betweeBased on the traditional observer, the simulation results
the network bandwidth, the encoding accuracy and the erame exhibited in Figs. 9-11. It is obvious to see that the
convergence is quantitatively analyzed; and 4) the existertcaditional observer is no longer effective with the appearance
condition of the decoder-based controller is parameterized dbymeasurement outliers, and this further shows the advantage
means of the solution to a certain matrix inequality. of our proposed theoretical results.

with 0 < v < 1, we have from Definition 3 that

B0 = 0 (38)
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V. CONCLUSIONS investigation especially for more complicated systems [11],

In this paper, considering the appearance of measuremél: [39].
outliers, the outlier-resistant observer-based control problem
has been tackled for a class of NSs under the EDCM. A REFERENCES
SpECIfIC saturat!qn function has .been introduced in the StaL D. A. Akkaya and M. L. Tiku, Robust estimation in multiple linear
ObS?rver to mitigate the ‘negative effects _Of measurement regression model with non-Gaussian noisetomatica vol. 44, pp. 407-
outliers on the error dynamics of the observation. With the help 417, 2008.
of the uniform quantization technique the EDCM has beefgl A Alessandri and M. Awawdeh, Moving-horizon estimation with guar-
- . ! . anteed robustness for discrete-time linear systems and measurements
utilized in .the observer-to-controller channel to rgah_ze the data subject to outliersAutomatica vol. 67, pp. 85-93, 2016.
compression and therefore reduce the communication resoulf8g A. Alessandri and L. Zaccarian, Stubborn state observers for linear time-
occupation and enhance the data security. Based on the gg- invariant systemsiutomatica vol. 88, pp. 1-9, 2018.
d z d b b d | yh h b AﬁJ D. Ciuonzo, A. Aubry, and V. Carotenuto, Rician MIMO channel- and
coded data, an observer- afse contro S_C eme. _as ee_n jamming-aware decision fusiofEEE Transactions on Signal Process-
forward. In terms of the solution to a certain matrix inequality  ing, vol. 65, no. 15, pp. 3866-3880, 2017.

constraint, a sufficient condition has been obtained such th&l Y- Cui, Y. Liu, W. Zhang and F. E. Alsaadi, Sampled-based consensus
for nonlinear multiagent systems with deception attacks: The decoupled

the ISS of the Closed'IOOP system can be guaranteed- F'na”y' method,|IEEE Transactions on Systems, Man, and Cybernetics-Systems

three numerical examples have been conducted to verify the in press, DOI: 10.1109/TSMC.2018.2876497.

effectiveness and superiority of the proposed outlier-resistaffi D: Ding, Z. Wang, D. W. C. Ho and G. Wei, Observer-based event-
b b d control scheme. As a future research topic. the triggering consensus control for _multlagent systems with lossy sensors

opserver-pase : utu pic, and cyber-attacks|EEE Transactions on Cyberneticsol. 47, no. 8,

encoding-decoding-based estimation problem deserves further pp. 1936-1947, 2016.



FINAI

Fig.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final

L publication. Citation information: DOI10.1109/JSYST.2020.3044238, IEEE Systems Journal

—¥— T
—O— Ty

15 I I I I I I I
30 40 50 60 70

Time (k)

80

6. 7y, its observed valuet, ;, and its decoding value:, ; with

innovation constrainti(, # 0)

Fig. 9.

08 : : : : : : :
0 10 20 30 40 50 60 70 80
Time (k)
Fig. 7. w1, its observed value; ;, and its decoding valuers j, with

innovation constraintu # 0)

(7]

(8]

El

[10]

[11]

[12]

[13]

[14]
D. Ding, Z. Wang and Q.-L. Han, Neural-network-based consensus con-
trol for multiagent systems with input constraints: The event-triggered
case,|EEE Transactions on Cyberneticgol. 50, no. 8, pp. 3719-3730, [15]
Aug. 2020.
H. Dong, N. Hou and Z. Wang, Fault estimation for complex networks
with randomly varying topologies and stochastic inner couplifgsp-
matica vol. 112, art. no. 108734, 11 pages, 2020.
H. Dong, Z. Wang and H. Gao, Fault detection for Markovian jumg16]
systems with sensor saturations and randomly varying nonlinearities,
IEEE Transactions on Circuits and Systems |: Regular Papesk 59,
no. 10, pp. 2354-2362, 2012.
M. A. Gandhi and L. Mili, Robust Kalman filter based on a generalf17]
ized maximume-likelihood-type estimatdiEEE Transactions on Signal
Processing vol. 58, pp. 2509-2520, 2010.
H. Geng, Y. Liang, Y. Liu, and F. E. Alsaadi, Bias estimation for multi-
rate sensor fusion with unknown inputsiformation Fusion vol. 39,
pp. 139-153, 2018.
K. Han, J. Luo, Y. Liu and A. V. Vasilakos, Algorithm design for [19]
data communications in duty-cycled wireless sensor networks: A survey,
IEEE Communications Magazingol. 51. no. 7, pp. 107-113, 2013.
W. P. M. H. Heemels, A. R. Teel, N. Van de Wouw and D. Nesic,
Networked control systems with communication constraints: Tradeoff20]
between transmission intervals, delays and performditet; Transac-
tions on Automatic Contrplvol. 55, no. 8, pp. 1781-1796, Aug. 2010.

(18]

Deoding errors

9

1 T
Wy
¥ - wa
05 ]
3
0 %é%e 3@@ s““m xR o okcRIK SHRIRIRIIRIIORIK
o
-0.5 ]
1+ -
-15F b
2+ 4
25 I I I I I I I
0 10 20 30 40 50 60 70 80
Time (k)

Fig. 8. Decoding errorsv; , andws , With innovation constraint«(j, # 0)

60 I I I I I I I
20 30 40 50

Time (k)

x1,, its observed value; ;, and its decoding value; ; without

innovation constraintu(; # 0)

N. Hou, Z. Wang, D. W. C. Ho and H. Dong, Robust partial-nodes-based
state estimation for complex networks under deception attdedsE
Transactions on Cyberneticsol. 50, no. 6, pp. 2793-2802, Jun. 2020.
J. Hu, Z. Wang, G.-P. Liu, H. Zhang and R. Navaratne, A prediction-
based approach to distributed filtering with missing measurements and
communication delays through sensor netwotkEE€E Transactions on
Systems, Man, and Cybernetics-Systemgpress, DOI: 10.1109/TSM-
C.2020.2966977.

J. Hu, Z. Wang, G.-P. Liu, C. Jia and J. Williams, Event-triggered recur-
sive state estimation for dynamical networks under randomly switching
topologies and multiple missing measurememtatomatica vol. 115,

Art. no. 108908, May. 2020.

Y. Jiang and S. Yin, Recent advances in key-performance-indicator
oriented prognosis and diagnosis with a MATLAB toolbox: DB-KIT,
IEEE Transactions on Industrial Informaticsol. 15, no 5, pp. 2849-
2858, 2018.

Z. P. Jiang and Y. Wang, Input-to-state stability for discrete-time
nonlinear systemsiutomatica vol. 37, no, 6, pp. 857-869, 2001.

J. Li, H. Dong, Z. Wang and X. Bu, Partial-neurons-based passivity-
guaranteed state estimation for neural networks with randomly occurring
time-delays, IEEE Transactions on Neural Networks and Learning
Systemsvol. 31, no. 9, pp. 3747-3753, 2020.

L. Li, M. Chadli, S. X. Ding, J. Qiu and Y. Yang, Diagnostic observer
design for t-s fuzzy systems: Application to real-time-weighted fault-
detection approachEEE Transactions on Fuzzy Systemal. 26, no. 2,



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final
publication. Citation information: DOI10.1109/JSYST.2020.3044238, IEEE Systems Journal

FINAL

10

[28] S. Liu, Z. Wang, G. Wei and M. Li, Distributed set-membership filtering

0 10 20 30 40 50 60 70 80
Time (k)

Fig. 10. x5 j, its observed valué, ;, and its decoding valug, ; without
innovation constrainti(, # 0)

[35]

[41]

10 ;
wy g
09%@%&***%%%?%% Ko Wy | A [36]
-10 - 4
L, 201 1 [37]
c
5 -30f -
El
g 4of ] [38]
A
oy 1 [39]
-60 4
or ] [40]
.80 : : : : : : :
0 10 20 30 40 50 60 70 80
Time (k)
Fig. 11. Decoding errors); j andws j, without innovation constraint, #
0)

[42]

pp. 805-816, 2017.

[21] X. Li, H. Dong, Z. Wang and F. Han, Set-membership filtering fof43]
state-saturated systems with mixed time-delays under weighted try-once-
discard protocol|EEE Transactions on Circuits and Systems |l: Express

Briefs vol. 66, no. 2, pp. 312-316, 2018.
[22] J. Liang, H. Chen and J. Lam, An improved criterion for controllability

of boolean control networkdEEE Transactions on Automatic Contyol [44]

vol. 62, no. 11, pp. 6012-6018, 2017.
[23] D. Liberzon, On stabilization of linear systems with limited information,

IEEE Transactions on Automatic Controlol. 48, no. 2, pp. 304-307, [45]

2003.

[24] D. Liberzon, J. P. Hespanha, Stabilization of nonlinear systems with

limited information feedbackEEE Transactions on Automatic Control

vol. 50, no. 6, pp. 910-915, 2005. [46]

[25] D. Liu, Z. Wang, Y. Liu and F. E. Alsaadi, Recursive resilient filtering
for nonlinear stochastic systems with packet disorddosynal of The
Franklin Institute vol. 357, no. 8, pp. 4817-4833, May 2020.

[26] H. Liu, Z. Wang, B. Shen and H. Dong, Delay-distribution-depender{é7]
H. state estimation for discrete-time memristive neural networks with

mixed time-delays and fading measuremenf&EE Transactions on
Cybernetics vol. 50, no. 2, pp. 440-451, Feb. 2020.

[27] Q. Liu, Z. Wang, Q.-L. Han and C. Jiang, Quadratic estimation for dis-
crete time-varying non-Gaussian systems with multiplicative noises and

quantization effectsAutomatica vol. 113, Art. no. 108714, Mar. 2020.

[29]

[30]

(31]

[32]

(33]

for multi-rate systems under the Round-Robin scheduling over sensor
networks,|EEE Transactions on Cyberneticgol. 50, no. 5, pp. 1910—
1920, May. 2020.

S. Liu, Z. Wang, Y. Chen and G. Wei, Protocol-based unscented Kalman
filtering in the presence of stochastic uncertainti&EE Transactions

on Automatic Contrglvol. 65, no. 3, pp. 1303-1309, Mar. 2020.

Y. Liu, Z. Wang, H. Dong and H. Liu, Anti-disturbance filter design
for a class of stochastic systems with fading channgt8ence China
Information Sciencesvol. 63, no. 11, Art. no. 219205, Nov. 2020.

Y. Liu, Z. Wang, Y. Yuan and W. Liu, Event-triggered partial-nodes-
based state estimation for delayed complex networks with bounded dis-
tributed delaysJEEE Transactions on Systems, Man, and Cybernetics-
Systemsvol. 49, no. 6, pp. 1088-1098, Jun. 2019.

E. Mousavinejad, F. Yang, Q.-L. Han and L. Vlacic, A novel cyber attack
detection method in networked control systettsE Transactions on
Cybernetics vol. 48, no. 11, pp. 3254-3264, 2018.

H. Park, Outlier-resistant high-dimensional regression modelling based
on distribution-free outlier detection and tuning parameter selection,
Journal of Statistical Computation and Simulatiowol. 87, no. 9,

pp. 1799-1812, 2017.

B. Shen, Z. Wang, D. Wang and Q. Li, State-saturated recursive filter
design for stochastic time-varying nonlinear complex networks under
deception attacksEEE Transactions on Neural Networks and Learning
Systemsvol. 31, no. 10, pp. 3788-3800, Oct. 2020.

B. Shen, Z. Wang, D. Wang and H. Liu, Distributed state-saturated
recursive filtering over sensor networks under Round-Robin protocol,
IEEE Transactions on Cyberneticyvol. 50, no. 8, pp. 3605-3615,
Aug. 2020.

Y. Shen, Z. Wang, B. Shen and F. E. Alsaadi, Nonfradile, filtering

for discrete multirate time-delayed systems over sensor networks char-
acterized by Gilbert-Elliott modeldnternational Journal of Robust and
Nonlinear Contro) vol. 30, no. 8, pp. 3194-3214, May. 2020.

J. Song, Y. Niu, J. Lam and Z. Shu, A hybrid design approach for
output feedback exponential stabilization of Markovian jump systems,
IEEE Transactions on Automatic Contrafol. 63, no. 5, pp. 1404-1417,
2018.

D. F. Vecchia and J. D. Splett, Outlier-resistant methods for estimation
and model fitting,ISA Transactionsvol. 33, no. 4, pp. 411-420, 1994.

X. Wan, Z. Wang, Q.-L. Han and M. Wu, A recursive approach to
quantized H, state estimation for genetic regulatory networks under
stochastic communication protocol§EE Transactions on Neural Net-
works and Learning Systemsl. 30, no. 9, pp. 2840-2852, Sept. 2019.
D. Wang, Z. Wang, B. Shen and Q. Li{ ~ finite-horizon filtering for
complex networks with state saturations: The weighted try-once-discard
protocol,International Journal of Robust and Nonlinear Contrabl. 29,

no. 7, pp. 2096-2111, 2019.

L. Wang, Z. Wang, Q.-L.-Han and G. Wei, Synchronization control
for a class of discrete-time dynamical networks with packet dropouts:
A coding-decoding-based approatEEE Transactions on Cybernetjcs
vol. 48, no. 8, pp. 2437-2448, 2017.

L. Wang, Z. Wang, G. Wei and F. E. Alsaadi, Observer-based consen-
sus control for discrete-time multiagent systems with coding-decoding
communication protocollEEE Transactions on Cybernetjcsol. 99,

pp. 1-11, 2018.

M. Wang, Z. Wang, Y. Chen and W. Sheng, Event-based adaptive
neural tracking control for discrete-time stochastic nonlinear systems:
A triggering threshold compensation strategfEE Transactions on
Neural Networks and Learning Systeresl. 31, no. 6, pp. 1968-1981,
Jun. 2020.

G. Wei, S. Liu, Y. Song and Y. Liu, Probability-guaranteed set-
membership filtering for systems with incomplete measuremeis,
tomatica vol. 60, pp. 12-16, 2015.

Y. Yuan, Z. Wang, P. Zhang and H. Liu, Near-optimal resilient control
strategy design for state-saturated networked systems under stochastic
communication protocollEEE Transactions on Cybernetjcsol. 49,

no. 8, pp. 3155-3167, 2018.

Z. Zhang and J. Dong, Observer-based interval types2Lo./Hoso
mixed fuzzy control for uncertain nonlinear systems under measurement
outliers,IEEE Transactions on Systems, Man, and Cybernetics: Systems
doi: 10.1109/TSMC.2020.2980361, under press.

L. Zou, Z. Wang, H. Geng and X. Liu, Set-membership filtering subject
to impulsive measurement outliers: a recursive algorithBEE/CAA
Journal of Automatica Sinicavol. 8, no. 2, pp. 1-12, Feb. 2021.

L. Zou, Z. Wang, Q.-L. Han and D. Zhou, Moving horizon estimation
of networked nonlinear systems with random access protdE&E
Transactions on Systems, Man, and Cybernetics - Systeness,
DOI: 10.1109/TSMC.2019.2918002.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final

FINAI

[49] L. Zou, Z. Wang, Q.-L. Han and D. Zhou, Moving horizon estimation
for networked time-delay systems under Round-Robin protd&dtE
Transactions on Automatic Contralol. 64, no. 12, pp. 5191-5198, 2019.

[50] L. Zou, Z. Wang and D. Zhou, Moving horizon estimation with
non-uniform sampling under component-based dynamic event-triggere
transmissionAutomatica vol. 120, art. no. 109154, 13 pages, Oct. 2020.

Jiahui Li received the B.E. degree in automation
from Northeast Petroleum University, Daging, Chi-
na, in 2015. She is currently pursuing the Ph.D
degree in petroleum and natural gas engineering
the Northeast Petroleum University, Daqging, China.
From 2018 to 2019, she was a Visiting Scholar
with the Department of Computer Science, Brunel
University London, London, U.K. Her current re-
search interests include networked control systems,
and oil gas information and control engineering.

Zidong Wang (SM’'03-F'14) was born in Jiang-
su, China, in 1966. He received the B.Sc. degree
in mathematics in 1986 from Suzhou University,
Suzhou, China, and the M.Sc. degree in applied
mathematics in 1990 and the Ph.D. degree in elec-
trical engineering in 1994, both from Nanjing Uni-
versity of Science and Technology, Nanjing, China.

He is currently Professor of Dynamical Systems
and Computing in the Department of Computer
Science, Brunel University London, U.K. From 1990
to 2002, he held teaching and research appointments
in universities in China, Germany and the UK. Prof. Wang'’s research interests
include dynamical systems, signal processing, bioinformatics, control theory
and applications. He has published 250+ papers in IEEE Transactions and
60+ papers in Automatica. He is a holder of the Alexander von Humboldt
Research Fellowship of Germany, the JSPS Research Fellowship of Japan,
William Mong Visiting Research Fellowship of Hong Kong.

Prof. Wang serves (or has served) as the Editor-in-ChiefNlearocom-
puting the Deputy Editor-in-Chief forinternational Journal of Systems
Scienceand an Associate Editor for 12 international journals including IEEE
Transactions on Automatic Control, IEEE Transactions on Control Systems
Technology, IEEE Transactions on Neural Networks, IEEE Transactions on
Signal Processing, and IEEE Transactions on Systems, Man, and Cybernetics-
Part C. He is a Member of the Academia Europaea, a Fellow of the IEEE, a
Fellow of the Royal Statistical Society and a member of program committee
for many international conferences.

Hongli Dong received the Ph.D. degree in control
science and engineering from the Harbin Institute of
Technology, Harbin, China, in 2012.

From 2009 to 2010, she was a Research Assistant
with the Department of Applied Mathematics, City
University of Hong Kong, Hong Kong. From 2010
to 2011, she was a Research Assistant with the De-
partment of Mechanical Engineering, The University
of Hong Kong, Hong Kong. From 2011 to 2012,
she was a Visiting Scholar with the Department of

' Information Systems and Computing, Brunel Uni-
versity London, London, U.K. From 2012 to 2014, she was an Alexander von
Humboldt Research Fellow with the University of Duisburg—Essen, Duisburg,
Germany. She is currently a Professor with the Atrtificial Intelligence Energy
Research Institute, Northeast Petroleum University, Daging, China. She is also
the Director of the Heilongjiang Provincial Key Laboratory of Networking
and Intelligent Control, Daging. Her current research interests include robust
control and networked control systems.

Dr. Dong is a very active reviewer for many international journals.

L publication. Citation information: DOI10.1109/JSYST.2020.3044238, IEEE Systems Journal

11

Xiaojian Yi was born in 1987. He received the
B.S. degree in control technology from the North
University of China in 2010, and M.S. degree in
reliability engineering from the Beijing Institute of
Technology in 2012 and the Ph.D. degree in reliabil-
ity engineering from Beijing Institute of Technology
in 2016. And during the 2015-2016, he is as Joint
training PhD in University of Ottawa to study on
robot reliability and maintenance. From 2016 to
2020, he was an Associate Professor with the China
North Vehicle Research Institute, and until now, he

is an Associate Professor with the Beijing Institute of Technology. He is
the author of two books, more than 100 articles, and holds 8 patents. His
research interests include system reliability analysis and intelligent control,
!ﬁult diagnosis and health management.



