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Abstract

In this paper, the decentralized dynamic state estimation (DSE) problem is investigated for a class of multi-machine power
systems with non-Gaussian noises and measurement outliers. A model decoupling approach is adopted to facilitate the
decentralized DSE for large-scale power systems. The particle filtering technique plays a key role in the developed DSE scheme
with aim to tackle the nonlinearities and the non-Gaussian noises. To mitigate the negative impact from the measurement
outliers on the DSE performance, a novel sliding-window-based online algorithm is proposed to detect and further locate the
possible outliers based on the historical measurement data. Specifically, some criteria are constructed to i) determine whether
a newly arriving measurement vector is contaminated by measurement outliers and ii) locate the abnormal components of such
a vector. A conditional posterior Cramér-Rao lower bound is derived to evaluate the estimation performance of the proposed
DSE algorithm. Finally, simulation experiments are carried out on the IEEE-39 bus system to verify the effectiveness of the
proposed DSE algorithm under the non-Gaussian noises and the measurement outliers.

Key words: Multi-machine power systems, decentralized state estimation, non-Gaussian noise, particle filter, outlier
detection and localization.

1 Introduction

Recently, the situational awareness of the power system-
s based on the dynamic state estimation (DSE) tech-
niques has stirred an ever-increasing research interest,
see e.g. [11, 29]. Since the first introduction of the DSE
algorithm for power systems in the early 1970s [7], fruit-
ful results have appeared in the literature, see e.g. [8,19,
29, 31]. Note that most available DSE schemes are exe-
cuted in a centralized manner, and such a manner would
suffer from excessively high consumption of communi-
cation/computing resources especially when the power
grid is scaled up [14]. To deal with this issue, the so-called
decentralizedDSE scheme has been put forward with the
aid of model decoupling technique, see e.g. [11, 23, 28]
for some representative works. The merits of the decen-
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tralized DSE scheme lie in that it only requires the local
states (of the corresponding generation unit) to be esti-
mated [20]. Moreover, the maintainability of the power
systems can be improved since the local state estima-
tion facilitates the isolation and localization of possible
errors/faults within the individual generation unit [23].

Up to now, the Kalman-filter-based approaches have
been widely applied in the context of DSE research for
power systems, see e.g. [11,19] for the extended Kalman
filtering (EKF) algorithms and [23] for the unscented
Kalman filtering (UKF) algorithms. Note that the cal-
culation of the Jacobian matrix in the EKF algorithm
often hinder its practical application especially when the
system possess high-degree of nonlinearity [23]. As for
the UKF approach, the limited number of sigma points
and the constraints in the application of the Cholesky
decomposition also make it difficult to extend to actu-
al power systems especially in the presence of abnormal
measurements and/or complex noise covariance [8]. It
should be pointed out that most existing DSE-related
results have been obtained on an underlying assump-
tion that the noises follow strict Gaussian distribution-
s, and such an assumption is often unrealistic because
of the ever-increasing complexity of the environmental
noises. All these facts have necessitated the imperative
need to look into the DSE issues for power systems with
nonlinearity/non-Gaussianity, and this constitutes the
first motivation of our study.

Recently, the experiments conducted by the Pacific
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Northwest National Laboratory [26] and the synchro-
nized voltage measurements collected from the Indian
synchrophasor network [1] have demonstrated that the
measurement noises of the phasor measurement unit
(PMU) follow logistic or log-normal distributions. In
addition, it has been reported in [25] that the stochas-
tic power flows caused by the penetration of renewable
energy generations obey non-Gaussian distributions.
All these facts have indicated that the widely used
Kalman-filter-based DSE algorithms may no longer be
applicable. In this regard, the particle filtering (PF) al-
gorithm appears to be an effective yet reliable approach
in dealing with the non-Gaussianity and nonlinearity
of the power systems. It should be pointed that the
computational efficiency of the PF algorithm is always
one of the major issues for its applications in power sys-
tems, and the model decoupling technique of the power
systems provides a possible solution to such an issue.

In practical power systems, the PMU measurements
could be contaminated by outliers due to the unpre-
dictable instrument failures, communication impulses
and/or intended cyber-attacks [1, 29]. These outliers, if
not dedicatedly tackled, would large affect the DSE per-
formance and even invalidate the estimation algorithms
due to the outlier-induced abnormal innovations. So far,
several outlier detection strategies have been proposed
in the literature to restrain the adverse effects frommea-
surement outliers, see e.g. [10,12,17,18,32]. It should be
pointed out that the establishment of these strategies
relies heavily on the sufficient knowledge of the outliers
(e.g. occasionality, probability, types and/or intermit-
tency). Unfortunately, in the context of actual power
systems, it is somehow too strict and even unreasonable
to assume that the prior knowledge of measuring outlier-
s is known. Moreover, the limited memory capacity and
computing resource of the practical power systems also
pose higher requirements on the efficiency of the outlier
detection algorithm. As such, it makes practical sense
to devise an outlier detection scheme which is free from
the influences of prior knowledge of measurement out-
liers and is also suitable for online application, and this
gives rise to another motivation of the current study.

Motivated by the above discussions, in this paper, we
endeavor to investigate the decentralized DSE problem
for power systems subject to non-Gaussian noises and
measurement outliers. The challenges we are confront-
ed with are outlined as: 1) how to develop a fast DSE
scheme for the large-scale power systems? 2) how to bet-
ter handle the nonlinearities and non-Gaussian noises of
the power systems in an effective and efficient way? 3)
how to develop an outlier detection algorithm for power
systems which not only requires no prior knowledge of
measurement outliers but also fits for online application;
and 4) how to assess the estimation performance of the
proposed DSE scheme?

Accordingly, the novelties of the present study are out-
lined in threefold: 1) a decentralized DSE scheme is pro-
posed, which is computationally efficient and suitable for
large-scale power systems; 2) a PF technique is adopted
to form the core part of the decentralized DSE scheme
with a view of handling nonlinearities and non-gaussian
noises; 3) a novel sliding-window-based online algorithm
is proposed to detect and localize the prior-knowledge-free
measurement outliers; and 4) an indicator is derived to
evaluate the performance of the proposed DSE algorithm.

Notation ‖·‖ stands for the Euclidean norm of a vector.
N (x|µ,Σ) represents the Gaussian probability density
function (PDF) of stochastic variable x with mean µ and
covariance Σ.

2 Problem Formulation

2.1 Dynamic System Model
Consider a multi-machine power system which contain-
s L synchronous generators (SGs). The discrete-time
model of the i-th SG is given as follows [21]:

δi,k+1 =δi,k + (ωi,k − ωs)∆t, (1a)

ωi,k+1 =ωi,k +
ωs

2Hi

[

Tmi − Pi,k −Di(ωi,k − ωs)
]

∆t,

(1b)

E′

qi,k+1 =E′

qi,k +
1

T ′

d0,i

[

− E′

qi,k − (Xd,i −X ′

d,i)Idi,k

+ Efdi,k

]

∆t, (1c)

E′

di,k+1 =E′

di,k +
1

T ′

q0,i

[

− E′

di,k + (Xq,i −X ′

q,i)Iqi,k
]
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(1d)

with

Idi,k =
1

X ′

di

(E′

qi,k − Vqi,k), Iqi,k =
1

X ′

qi

(−E′

di,k + Vdi,k),

Vdi,k =Vi,k sin(δi,k − θi,k), Vqi,k = Vi,k cos(δi,k − θi,k)
(2)

where the subscripts i and k represent the SG index
(i = 1, 2, . . . ,M) and the time instant, respectively; ∆t
is the discretization time step; δ and ω are, respectively,
the rotor angle and speed of the SG; ws is the nominal
rotor speed; ωs

2H is the inertia time instant; P is the ac-
tive power injection at the terminal bus of the SG which
will be given later; Tm and D are the mechanical torque
input and the damping factor, respectively; Efd is the
field voltage; E′

d and E′

q are the dq components of the
internal voltage behind a transient reactance; T ′

d0 and
T ′

q0 are the dq components of the transient open-circuit
time instants; Xd and Xq are the dq components of the
synchronous reactance; X ′

d and X ′

q are the dq compo-
nents of the transient synchronous reactance; Id and Iq
are the dq components of the currents; Vd and Vq are
the dq components of the terminal voltage; V and θ are
the terminal bus voltage magnitude and phase angle, re-
spectively. It is worth pointing out that Tm is treated as
a constant parameter in this model since the slow dy-
namics of the speed-governor is ignored.
In this paper, we assume that each SG is excited by the
IEEE-DC1A type of automatic voltage regulator (AVR).
The discrete-time model of the IEEE-DC1A AVR for
the i-th SG can be written as [21]:

Efdi,k+1 =Efdi,k +
1

TEi

[

− (KEi +Axie
BxiEfdi,k)

× Efdi,k + VRi,k

]

∆t, (3a)

VFi,k+1 =VFi,k +
1

TFi

(−VFi,k +
KFi

TFi

Efdi,k)∆t, (3b)

VRi,k+1 =VRi,k +
1

TAi

[

− VRi,k −
KAiKFi

TFi

Efdi,k
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+KAiVRi,k +KAi(Vrefi − Vi,k)
]

∆t (3c)

where the subscripts i (i = 1, 2, . . . ,M) and k are the S-
G index and the time instant, respectively; TE and KE

are the exciter time instant and exciter gain, respective-
ly; Ax and Bx represent the AVR exciter saturation con-
stants; VR is the scaled output of the pilot exciter; VF is
the scaled output voltage of the stabilizing transformer;
TF andKF are, respectively, the excitation system stabi-
lizer time instant and gain instant; KA and TA are AVR
gain and time instant, respectively; Vref and V are AVR
reference voltage and terminal bus voltage magnitude,
respectively.

By using the equations mentioned above, the discretized
state-space model of the i-th SG can be obtained as

xi,k+1 = fi(xi,k, ui,k) + wi,k (4)

where xi,k , [δi,k ωi,k E′

qi,k E′

di,k Efdi,k VFi,k VRi,k]
T ∈

R
nx is the state vector, ui,k , [Vi,k θi,k]

T ∈ R
nu is the

input vector and fi(·) is determined by (1)-(3). wi,k ∈
R

nx is the system process noise which is allowed to be
non-Gaussian in this paper.

2.2 Model Decoupling and PMU Measurement

As discussed in [23,28], there are two typical approaches
to decoupling the SG model from the rest of the system
model. In this paper, we regard the voltage phasors as
inputs and current phasors as outputs to decouple the
SG from the remaining system. Accordingly, the PMU
measurement function of the i-th SG can be written as

fi,k =f0(wi,k − ws + 1), (5a)

Pi,k =Vdi,kIdi,k + Vqi,kIqi,k, (5b)

Qi,k =− Vdi,kIqi,k + Vqi,kIdi,k (5c)

where the subscripts i (i = 1, 2, . . . ,M) and k represent
the SG index and the time instant, respectively; f and f0
are the rotor frequency and the base frequency, respec-
tively; P and Q are, respectively, the active and reactive
power injections of the terminal bus. The definitions of
Vd, Vq, Id and Iq are all given in (2). Moreover, the dis-
cussion about fk can be obtained by referring to [11].

A compact measurement model of the i-th SG can be
arranged as

zi,k = hi(xi,k, ui,k) + vi,k (6)

where zi,k , [fi,k Pi,k Qi,k]
T ∈ R

ny is the measure-
ment vector, hi(·) is determined by (5), vi,k ∈ R

ny rep-
resents the measurement noise which is also allowed to
be non-Gaussian. Throughout this paper, it is assumed
that wi,k, vi,k and xi,0 are mutually independent.

2.3 Non-Gaussian Noise and Measurement Outliers

In this paper, the so-called Gaussian mixture model (G-
MM) is used to model the non-Gaussian distribution
[1, 22], i.e.,

p(x) =
∑Mc

i=1
αiNi(x|µi,Σi) (7)

where Mc is the number of Gaussian mixture compo-
nents, Ni(x|µi,Σi) is the i-th Gaussian mixture compo-
nent with mean µi and covariance Σi, αi is the weight

of Ni(x|µi,Σi) subject to αi > 0 and
∑Mc

i=1 αi = 1.

Remark 1 As discussed in the introduction, the noises
of power systems may follow non-Gaussian distributions
(e.g. log-normal distribution, beta distribution and Stu-
dent’s t-distribution). It is shown that the GMM is a gen-
eral model that can be used to represent or approximate
any non-Gaussian distribution [3]. In other words, the
GMM could covers various types of non-Gaussian nois-
es, and is therefore adopted in this paper to characterize
the non-Gaussian noises.

In addition to the non-Gaussian noises, outliers consti-
tute another source of contamination imposed on the
PMU measurements. Note that outliers are not uncom-
mon as they are likely to be generated by gross errors,
cyber-attacks or large non-Gaussian noises [29]. More-
over, as compared with its centralized counterpart, the
decentralized DSE are more vulnerable to outliers due
to its nature of measurement redundancy, and this rein-
forces the importance of tackling measurement outliers.
2.4 Problem Statement
In this paper, we aim to develop a PF-based decentral-
ized DSE algorithm for power systems that is capable of

(1) estimating the states of large-scale power systems
with the aid of decentralized implementation tech-
nique;

(2) tackling nonlinearities and non-Gaussian noises of
the power systems in an efficient way; and

(3) detecting and then localizing the measurement out-
liers in an online fashion by imbedding an improved
outlier criterion into the framework of the PF.

3 Particle Filtering Method

In this section, a brief review is carried out on the PF al-
gorithms based on the sampling importance resampling
(SIR). For more details, we refer the readers to [4].

We first transform the system described by (4) and (6)
into a probabilistic form as follows:

xi,k ∼τi(xi,k|ui,k−1, xi,k−1), (8)

zi,k ∼λi(zi,k|ui,k, xi,k) (9)

where τi(·) represents the state transition PDF and λi(·)
is the likelihood function.

From a Bayesian point of view, the aim of the SE is
to infer the posterior PDF πi(xi,k|Ui,k, Zi,k) of the s-

tate xi,k with Ui,k , {ui,1, ui,2, . . . , ui,k} and Zi,k ,

{zi,1, zi,2, . . . , zi,k}.

Based on the Bayes rule, the solution to πi(xi,k|Ui,k, Zi,k)
can be obtained recursively as follows:

πi(xi,k|Ui,k, Zi,k)

,
λi(zi,k|ui,k, xi,k)πi,p(xi,k|Ui,k−1, Zi,k−1)

ρi(zi,k|Ui,k−1, Zi,k−1)
(10)

with

πi,p(xi,k|Ui,k−1, Zi,k−1)

,

∫

τi(xi,k|ui,k−1, xi,k−1)πi(xi,k−1|Ui,k−1, Zi,k−1)

× dxi,k−1, (11)

ρi(zi,k|Ui,k−1, Zi,k−1)

,

∫

λi(zi,k|ui,k, xi,k)πi,p(xi,k|Ui,k−1, Zi,k−1)dxi,k

(12)
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where πi,p(·) and ρi(·) are, respectively, the predictive
PDFs of xi,k and zi,k given Ui,k−1 and Zi,k−1.

In practice, the recursion of the posterior PDF is only a
conceptual solution from the Bayesian perspective and
cannot be obtained in a closed-form. As such, in this
paper, the PF approach, which can be represented by a
set of random particles with associated weights, is used
to approximate the posterior PDF πi(xi,k|Ui,k, Zi,k), i.e.,

πi(xi,k|Ui,k, Zi,k) ≈
∑M

j=1
q
(j)
i,k δ(xi,k − x

(j)
i,k) (13)

where M is the number of particles, δ(·) is the Dirac

delta function, {x
(j)
i,k}

M
j=1 is a set of particles drawn from

πi(xi,k|Ui,k, Zi,k), and {q
(j)
i,k}

M
j=1 is a set of normalized

weights for the associated particles.

The steps of the SIR-based PF are outlined as follows.

1) Initialization The initial particles {x
(j)
i,0}

M
j=1 are

drawn from the initial PDF πi(xi,0|ui,0, zi,0), and
πi(xi,0|ui,0, zi,0) is assumed to be known previously.
Moreover, the initial values of the associated weights

{q
(j)
i,0 }

M
j=1 are all set as 1/M .

2) Recursion After initialization, the posterior PDF
πi(xi,k|Ui,k, Zi,k) can be estimated by propagating the

particles {x
(j)
i,k−1}

M
j=1 forward in time with appropriate

weights. The detailed procedures are given as follows.

2.1) One-step Prediction: In this stage, the posterior

particle set {x
(j)
i,k−1}

M
j=1 at time instant k − 1 is prop-

agated one-step ahead to form the prior particle set

{x̄
(j)
i,k}

M
j=1. Specifically, the prior particle set {x̄

(j)
i,k}

M
j=1 is

drawn from τi(xi,k|ui,k−1, x
(j)
i,k−1), i.e.,

x̄
(j)
i,k = fi(x

(j)
i,k−1, ui,k−1) + w

(j)
i,k−1

where w
(j)
i,k−1 is a sample from the process noise.

2.2) Compute the Importance Weights: Based on the

prior particle set {x̄
(j)
i,k}

M
j=1, the importance weights of

the SIR-based PF can be computed by resorting to the
likelihood function [4, 15]. Since zi,k ∈ R

ny , (i.e. there
are ny measurement outputs), the importance weights

{q̄
(j)
i,k}

M
j=1 can be rewritten as follows [8]:

q̄
(j)
i,k =

∏ny

m=1
λm,i(z

m
i,k|ui,k, x̄

(j)
i,k)

where zmi,k is the m-th measurement output of zi,k.

After normalization, we have

q
(j)
i,k =

q̄
(j)
i,k

∑M
j=1 q̄

(j)
i,k

. (14)

3) State Estimation Here, based on the prior particle set

{x̄
(j)
i,k}

M
j=1 and the associated weight set {q

(j)
i,k}

M
j=1, the

estimate of xi,k can be represented as

x̂i,k =
∑M

j=1
q
(j)
i,k x̄

(j)
i,k . (15)

4) Particles Resampling In order to avoid the particle
degeneration, the SIR-based PF needs to use the resam-
pling strategy to drop the negligible particles and dupli-
cate the remaining particles at each iteration [4]. Specif-

ically, in this step, a new set of particles {x
(j)
i,k}

M
j=1 is

generated based on the resampling strategy where the
corresponding weights are all set to be 1/M .

4 Mechanism for Outlier Detection and Pro-
cessing

As mentioned in Section 3, the implementation of
the PF algorithm relies on τi(xi,k|ui,k−1, xi,k−1) and
λi(zi,k|ui,k, xi,k). Therefore, the approximation error
of the posterior PDF πi(xi,k|Ui,k, Zi,k) would be very
large if the measurements are contaminated by outliers.

In this section, we aim to propose a novel online out-
lier detection and localization algorithm to determine
whether the new arrivingmeasurement data are contam-
inated by outliers. In other words, the whole measure-
ment vector is detected first and then the specific abnor-
mal components of the measurement vector are located
and subsequently handled if the measurement vector is
declared an outlier.

4.1 Outlier Detection Criterion

As studied in [17, 28], the distance criterion has been
widely used in the outlier detection problems. Recently,
a novel criterion, named the sequential outlier criterion
(SOC), has been proposed in [27]. The SOC is achieved
by calculating the expected neighbor distance and the
expected neighbor direction vector through the histori-
cal data. The advantages of the SOC approach are dis-
tinct because it is suitable for online application and is
also capable of dealing with data contaminated by non-
Gaussian noises [27].

It should be pointed out that when it comes to the actual
application scenarios, the SOC approach may face the
following two foreseeable challenges: 1) the memory cost
increases over time since all the historical data as well
as the new arriving data have to be stored; and 2) the
computation efficiency would decrease gradually with
growing historical data at each iteration. In order to
light the memory cost and the computation burden, in
this paper, an improved sequential outlier criterion is
proposed by introducing a sliding window. Moreover, an
extended outlier detection algorithm based on the SOC
is proposed to further detect which components of the
measurement vector are outliers.

4.1.1 Outlier Detection for Whole Measurement Vector
Inspired by [27], the expected neighbor distance under
the sliding window for the measurement of the i-th SG
at time instant k ≥ N (N ≥ 0) can be expressed as

END SWi,k =
∑k−2

l=k−N
βkld〈zi,l, zi,l+1〉 (16)

where βk , 2
(2k−N−2)(N−1) , d〈zi,l, zi,l+1〉 , ‖zi,l+1 −

zi,l‖,N is the length of the sliding window, βkl represents
the coefficient whose value is increasedwhen the distance
is closer to the new arriving data with

∑k−2
l=k−N βkl = 1.

The upper bound U Di,k and the lower bound L Di,k of
the expected neighbor distance under the sliding window
for the measurement of the i-th SG at time instant k can
be represented as

4



{

U Di,k = END SWi,k + λd,iσd,i,k,

L Di,k = END SWi,k − λd,iσd,i,k
(17)

where λd,i is the coefficient which determines the sen-
sitivity of the outlier detection conditions, σd,i,k repre-
sents the standard deviation of d〈zi,l, zi,l+1〉 with l =
k − N, k − N + 1, . . . , k − 2. Finally, the new arriving
measurement zi,k will be suspected to be an outlier if
d〈zi,k−1, zi,k〉 is out of the range of expected neighbor
distance under the sliding window.
Remark 2 The criterion developed in (16) reveals the
trends of the current measuring data to some extent by
resorting to the historical data contained in a sliding win-
dow whose length is N (i.e. the number of d〈zi,l, zi,l+1〉
is N). Moreover, it can be found that the higher sampling
rate of the sensing unit owns, the better (16) can reveal
the trends of the current measurement. Note that it has
been reported in [11, 19, 23, 29] that the PMU can better
reveal the dynamic behavior of the power systems owing
to its high sampling rate. As such, the criterion given
in (16) can reveal the trends of zi,k (i.e. d〈zi,l, zi,l+1〉 is
close to d〈zi,k−1,zi,k〉) due to the merits of the PMU.
4.1.2 Outlier Localization for Specific Measurement

Components
It is not difficult to find that the expected neighbor dis-
tance under the sliding window makes a “hard” decision
on zi,k ∈ R

ny since an outlier is declared when just a few
(even just one) of its components are atypical. As such,
we would like to continue checking every element of zi,k
to see if it goes out of the range of expected neighbor
distance under the sliding window.
Inspired by [27], the expected neighbor direction vector
under the sliding window for the measurement of the i-
th SG at time instant k ≥ N (N ≥ 0) can be written as

ENDV SWi,k

=
[

ENDV SW1
i,k ENDV SW2

i,k · · · ENDV SW
ny

i,k

]T

where

ENDV SWm
i,k =

∑k−2

l=k−N
βkl

(zmi,l+1 − zmi,l)

d〈zi,l, zi,l+1〉
(18)

with m = 1, 2, . . . , ny, N being the length of the sliding
window, βkl is the coefficient whose value is increased
when the vector is closer to the new arriving data with
∑k−2

l=k−N βkl = 1.

For the m-th (m = 1, 2, . . . , ny) element of zi,k, the up-
per and lower bounds of ENDV SWm

i,k are defined, re-
spectively, as

{

U Vm
i,k = ENDV SWm

i,k + λm
v,iσ

m
v,i,k,

L Vm
i,k = ENDV SWm

i,k − λm
v,iσ

m
v,i,k

(19)

where λm
v,i is the coefficient which determines the sen-

sitivity of the outlier detection conditions, σm
v,i,k repre-

sents the standard deviation of
zmi,l+1 − zmi,l
d〈zi,l, zi,l+1〉

with l = k − N, k − N + 1, . . . , k − 2. Finally, the m-
th element of the new arriving measurement zi,k will be
suspected as an outlier if (zmi,k−zmi,k−1) is out of the range

of ENDV SWm
i,k.

Remark 3 For the outlier detection problem, some pi-
oneering criteria have been reported in the literature, see
e.g. [2,5,6,16,17,27]. In this paper, we follow the main-
stream Euclidean-distance-based criterion to develop the
outlier detection and localization algorithm. Compared
with the method proposed in [27], the improvements of
our method lie in that: 1) the expected neighbor distance
is calculated by using the historical measurement data
contained in a sliding window; 2) a time-related coeffi-
cient βkl is utilized to assign higher weight to the distance
which is closer to the new arriving data; and 3) the spe-
cific outlier-contaminated components can be localized.
The merits of such improvements are outlined in three-
fold: 1) the memory cost and the computation burden are
low since the historical measurements are contained in
a sliding window with finite length; 2) the measuremen-
t outliers considered are quite general without stringent
assumptions (e.g, occasionality, probability and/or inter-
mittency); and 3) the utilization of the measuring data
and the performance of the estimation can be improved
since the normal components of the outlier-contaminated
measurement vector are not discarded.
Remark 4 The upper and lower bounds given in (17)
and (19) actually rely on the statistical properties of the
historical measurements and the length of the sliding win-
dow. In order to enhance the flexibility of the outlier de-
tection and localization algorithm to various measure-
ment outliers, two coefficients (e.g. λd,i and λ

m
v,i) are con-

sidered in building (17) and (19). Moreover, two aspects
need to be considered in the selections of λd,i and λm

v,i: 1)
the requirements on the estimation performance in en-
gineering practice; and 2) the resistance of the filtering
algorithm to measurement outliers (since light measure-
ment outliers may not have significant impacts on the
estimation performance).
4.2 Outlier Processing
Suppose that one or some elements of zi,k have been con-
taminated with outliers, instead of discarding the whole
measurement vector straight away,wewould like tomake
full use of the remaining normal components of zi,k in
our proposed outlier detection and localization scheme.
Moreover, the components of zi,k, which have been de-
clared as outliers, are replaced with the corresponding
components of the previous normal measurement zi,k−1.

In summary, the pseudocode of our proposed algorithm
(against non-Gaussian noises andmeasurement outliers)
is outlined in Algorithm 1.

5 Performance Discussion

As discussed in [30,33], the posterior Cramér-Rao lower
bound (PCRLB) developed in [24] is a commonly used
criterion in evaluating the performance of the general
nonlinear filter under the Bayesian framework.Note that
the PCRLB is actually an offline bound whose Fisher in-
formationmatrix (FIM) is obtained by taking the expec-
tation with respect to all the system states and measure-
ments [33]. As such, an effective yet online estimation
performance indicator, namely, the conditional PCRLB
developed in [30], is adopted in this paper.

Lemma 1 [30,33] The conditional PCRLB, which pro-
vides a lower bound on the estimation error covariance
matrix, is defined by the inverse of the FIM. The FIM
Ji(xi,k+1|Zi,k) can be approximated recursively via

Ji(xi,k+1|Zi,k)
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Algorithm 1 Decentralized particle filtering algorithm
against non-Gaussian noises and measurement outliers.

Initialization: Draw particles {x
(j)
i,0}

M
j=1 from the initial

PDF πi(xi,0|ui,0, zi,0) and let the associated weights

{q
(j)
i,0 }

M
j=1 all equal to 1/M . In addition, choose the

length of the sliding window N and the coefficient
λd,i and λm

v,i (m = 1, 2, . . . , ny), respectively.
Recursion:

1: for k = 1, 2, . . . do
2: when k < N , assign N = k − 1;

3: draw prior particles x̄
(j)
i,k from τi(xi,k|ui,k−1, x

(j)
i,k−1),

j = 1, 2, . . . ,M ;
4: compute the standard deviation of d〈zi,l, zi,l+1〉,

l = k −N, k −N + 1, . . . , k − 2 and obtain σd,i,k;
5: compute END SWi,k and its range [L Di,k,U Di,k]

according to (16) and (17), respectively;
6: compute d〈zi,k, zi,k−1〉;
7: if d〈zi,k, zi,k−1〉 /∈ [L Di,k,U Di,k] then
8: zi,k is an outlier;
9: for m = 1 to ny do

10: compute the standard deviation of
(zmi,l+1 − zmi,l)/d〈zi,l, zi,l+1〉,
l = k −N, k −N + 1, . . . , k − 2 and obtain
σm
v,i,k;

11: compute ENDV SWm
i,k and its range

[L Vm
i,k,U Vm

i,k] based on (18) and (19);
12: compute (zmi,k − zmi,k−1);
13: if (zmi,k − zmi,k−1) /∈ [L Vm

i,k,U Vm
i,k] then

14: the m-th element of zi,k (i.e. zmi,k) is an
outlier;

15: replace zmi,k with the previous normal
measurement zmi,k−1;

16: else

17: zmi,k = zmi,k;
18: end if

19: end for

20: compute the normalized importance weights

{q
(j)
i,k}

M
j=1 according to (14);

21: compute the estimate x̂i,k by using (15);
22: resample to obtain the new particle set

{x
(j)
i,k}

M
j=1.

23: else

24: compute the normalized importance weights

{q
(j)
i,k}

M
j=1 according to (14);

25: compute the estimate x̂i,k by using (15)

26: resample to obtain the new particle set {x
(j)
i,k}

M
j=1.

27: end if

28: end for

≈D22
i,k −D21

i,k(D
11
i,k + Ji

(

xi,k|Zi,k−1)
)

−1
D12

i,k (20)

where

D11
i,k ≈

1

M

∑M

j=1
gi,1(x

(j)
i,k , x

(j)
i,k+1),

D12
i,k ≈

1

M

∑M

j=1
gi,2(x

(j)
i,k , x

(j)
i,k+1),

D22
i,k ≈

1

M

∑M

j=1
gi,3(x

(j)
i,k , x

(j)
i,k+1) +

1

M

∑M

j=1
gi,4(x

(j)
i,k+1)

and

gi,1(xi,k, xi,k+1)

=
▽xi,k

τi(xi,k+1|ui,k, xi,k)▽
T
xi,k

τi(xi,k+1|ui,k, xi,k)

τ2i (xi,k+1|ui,k, xi,k)
,

gi,2(xi,k, xi,k+1)

=
▽xi,k

τi(xi,k+1|ui,k, xi,k)▽
T
xi,k+1

τi(xi,k+1|ui,k, xi,k)

τ2i (xi,k+1|ui,k, xi,k)
,

gi,3(xi,k, xi,k+1)

=
▽xi,k+1

τi(xi,k+1|ui,k, xi,k)▽
T
xi,k+1

τi(xi,k+1|ui,k, xi,k)

τ2i (xi,k+1|ui,k, xi,k)
,

gi,4(xi,k, xi,k+1)

=

∫

▽xi,k+1
λi(zi,k+1|ui,k, xi,k)▽

T
xi,k+1

λi(zi,k+1|ui,k, xi,k)

λi(zi,k+1|ui,k, xi,k)

× dzi,k+1

with x
(j)
i,k (j = 1, . . . ,M) representing the particles and

▽xi,k+1
denoting the operator of the first order partial

derivative given by ▽xi,k+1
=

[

∂
∂x1

i,k+1

, · · · , ∂
∂x

nx
i,k+1

]T

.

Note that the close-form solution to gi,4(xi,k, xi,k+1) is
hard to be obtained and one can resort to some alterna-
tive approaches to approximate such a solution. More-
over, the initial value of the conditional PCRLB is set as
Ji(xi,0|zi,−1) = Ji(xi,0).

Proof : The proof of Lemma 1 is readily accessible from
[30, 33], and is thus omitted here. �

Remark 5 Until now, an efficient decentralized DSE
scheme has been developed for power systems against
non-Gaussian noises and measurement outliers. As com-
pared to the existing algorithms in the literature for sim-
ilar purposes, the main results established in this paper
stand out for the following reasons: 1) a fast DSE scheme
for the large-scale power systems is proposed, which can
be implemented at each SG by using the local PMU mea-
surements; 2) the core element of the decentralized DSE
scheme is the particle filtering technique, which is par-
ticularly effective in handling nonlinearities as well as
non-Gaussian noises; 3) a novel online sliding-window-
based detection and localization algorithm, which is em-
bedded into the decentralized DSE algorithm, is proposed
to tackle the measurement outliers; and 4) the condition-
al PCRLB for the proposed DSE algorithm is derived.

6 Simulation Experiments

In this section, the simulation studies are conducted
on the IEEE 39-bus system to verify the performance
of the proposed algorithm. The detailed parameters of
the IEEE 39-bus system are taken from [13], and al-
l simulations continue for 25s. The collections of fre-
quency, active power injection and reactive power in-
jection at each generator’s terminal bus are treated as
PMU measurements. The sampling rate of the PMU
is assumed to be 100 samples/s. Due to the limitation
of the space, only the states of SG 3 are taken for il-
lustration purposes. The initial estimate of SG 3 is set
as x̂3,0 = [0.9 0.5 0.1 0.45 1 0 1]T . For the selection-
s of other simulation parameters, we follow the com-
mon used trial-and-error method by fully considering
the number of particles, length of the sliding window
and the accuracy of the outlier detection and localiza-
tion. The root mean square error (RMSE), defined by

RMSE =
√

1
nx

∑nx

i=1

(

xi,k − x̂i,k

)2
with nx representing
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the number of state variables, is chosen as overall esti-
mation performance index.

6.1 Scenario 1: Gaussian and Non-Gaussian Noises

In this scenario, two cases are considered as follows.

Case 1 : A zero-mean Gaussian white sequence with
covariance matrix 10−6I is used to characterize the
process and measurement noises.

Case 2 : The GMM-based non-Gaussian sequences are
used to simulate the process and measurement nois-
es, i.e. w3,k ∼ 0.9N1(0, 10

−6I) + 0.1N2(0, 10
−4I) and

v3,k ∼ 0.9N1(0, 10
−6I) + 0.1N2(0, 10

−4I).

For the purpose of testifying our proposed scheme, com-
parisons between the generalized maximum-likelihood-
type (GM) based UKF proposed in [9, 28] (labeled as
R-UKF) and the SIR-based particle filter (labeled as
SIR-PF) with different number of particles are carried
out. Moreover, the corresponding conditional PCRLB
for the SIR-PF is also calculated. The simulation results
are shown in Figs. 1-2.

From Figs. 1 and 2, we can find that: 1) for the SIR-PF,
the estimation accuracy is increased with the growing
number of particles; 2) for the Gaussian noises, the esti-
mates provided by the R-UKF are more accurate than
that of the SIR-PF; 3) for the non-Gaussian noises, the
RMSEs of the R-UKF and the SIR-PF are almost the
same; and 4) the RMSE of the SIR-PF is close to the
CPCRLB.
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Fig. 1. Scenario 1: RMSE of Generator 3 under Case 1.
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Fig. 2. Scenario 1: RMSE of Generator 3 under Case 2.

6.2 Scenario 2: Outliers Caused by Gross Errors

In this scenario, a zero-mean Gaussian white sequence
with covariance matrix 10−6I is used to characterize the
process andmeasurement noises. In order to evaluate the
performance of our proposed outlier detection particle
filter (labeled as OD-PF), the following two cases are
considered:

Case 1 : The terminal measurements of Generator 3
are contaminated with instantaneous gross errors.
Specifically, 1) when t = 8s, f3 is contaminated with
0.4% error; 2) when t = 12s, P3 and Q3 are corrupted
with 5% errors; and 3) when t = 16s, f3, P3 andQ3 are
corrupted with 1%, 2% and 3% errors, respectively.

Case 2 : The terminal measurements of Generator
3 are contaminated with consecutive gross errors.
Specifically, 1) from t = 8s to t = 8.1s, f3 and P3 are
corrupted with 0.4% and 50% errors, respectively;
and 2) from t = 12s to t = 13s, f3, P3 and Q3 are con-
taminated with 4%, 20% and 30% errors, respectively.

The simulation results under case 1 are shown in Figs. 3
and 4, respectively. Specifically, Fig. 3 shows the RMSEs
of the R-UKF, the OD-PF (with different M and N)
and the SIR-PF as well as the CPCRLB for the OD-
PF, respectively. The outlier detection and localization
results as well as the estimation results are plotted in
Fig. 4(a) and 4(b), respectively. Similarly, the results
under case 2 are shown in Figs. 5 and 6, respectively.

From Figs. 3-6, we can conclude that: 1) for the OD-
PF, the estimation accuracy is improved with the grow-
ing number of particles and the increasing length of the
sliding-window; 2) the RMSEs of the R-UKF and the
OD-PF are almost the same in the presence of instanta-
neous gross error; 3) when the consecutive gross error oc-
curs, the OD-PF performs much better than the R-UKF
and the SIR-PF; 4) the measurement outlier caused by
the instantaneous or consecutive gross error can be de-
tected and localized accurately with the proposed algo-
rithm; and 5) the RMSE of the OD-PF is close to the
CPCRLB.
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Fig. 3. Scenario 2: RMSE of Generator 3 under Case 1.

6.3 Scenario 3: Outliers Caused by Non-Gaussian
Noises

In order to test the performance of the proposed OD-
PF to the measurement outliers caused by the non-
Gaussian noises, in this scenario, a zero-mean Gaus-
sian white sequence with covariance matrix 10−6I is still
used to characterize the process and measurement nois-
es and: 1) from t = 8s to t = 8.1s, f3 is corrupted
by a GMM-based non-Gaussian sequence with distri-
bution 0.3N1(1, 10

−1I) + 0.7N2(0, 10
−6I); and 2) from

t = 12s to t = 13s, f3, P3 and Q3 are contaminated by
a GMM-based non-Gaussian sequence with distribution
0.8N1(0.5, 10

−4I) + 0.2N2(0.2, 10
−3I).

The simulation results are plotted in Figs. 7 and 8.
Specifically, the RMSEs of the R-UKF, the OD-PF and
the SIR-PF as well as the CPCRLB for the OD-PF are
given in Fig. 7, respectively. Fig. 8(a) and 8(b) show the
outlier detection and localization results as well as the
estimation results, respectively.

It can be confirmed from Figs. 7 and 8 that: 1) the es-
timation accuracy of the OD-PF is improved with the
growing number of particles and the increasing length
of the sliding-window; 2) when the non-Gaussian-based
outlier occurs, the OD-PF performs much better than
the R-UKF and the SIR-PF; 3) when the process and
measurement noises areGaussian, the measurement out-
lier caused by the non-Gaussian noise can be precisely
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Fig. 4. Scenario 2: Estimation results of Generator 3 under
Case 1 (M = 200, N = 300): (a) Outlier detection and lo-
calization. (b) Estimated states.
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Fig. 5. Scenario 2: RMSE of Generator 3 under Case 2.

detected and localized by using our proposed OD-PF al-
gorithm; and 4) the RMSE of the OD-PF is close to the
CPCRLB.

6.4 Scenario 4: Computational Efficiency

Table 1
Average Computing Time Under Three Scenarios At Each
PMU Scan
Scenario 1 2 3

Item Case 1 Case 2 Case 1 Case 2
outliers caused by

non-Gaussian noise

ACTs 3.10 ms3.50 ms5.08 ms4.82 ms 4.87 ms

In this scenario, the computational efficiencies of the for-
mer scenarios are discussed. All the test cases are im-
plemented on a PC with Intel Core CPU i7-7700HQ,
2.80GHz and 16GBRAM. The average computing times
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Fig. 6. Scenario 2: Estimation results of Generator 3 under
Case 2 (M = 200, N = 300): (a) Outlier detection and lo-
calization. (b) Estimated states.
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Fig. 7. Scenario 3: RMSE of Generator 3.

(ACTs) of the above three scenarios are presented in Ta-
ble 1. From Table 1, we can conclude that: 1) the pro-
posed decentralized DSE algorithm has high computa-
tional efficiency since the average computing times of
each iteration are much lower than the PMU scan rate
(10 ms/sample); and 2) the proposed DSE scheme is able
to track the dynamic systems of the power systems in
real-time.

7 Conclusion

In this paper, we have investigated the decentralized
DSE problem for large-scale power systems with non-
Gaussian noises and measurement outliers. A model de-
coupling approach has been adopted to enable the DSE
in a decentralized manner for the purpose of lighting the
computation burden and increasing the algorithm exe-
cution efficiency. In order to better tackle the nonlineari-
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Fig. 8. Scenario 3: Estimation results of Generator 3
(M = 200, N = 300): (a) Outlier detection and localization.
(b) Estimated states.

ties as well as the non-Gaussian noises, the PF technique
has been applied to achieve the decentralized DSE. To
achieve the detection and localization of the measure-
ment outliers, an online sliding window-based algorithm
is incorporated into the particle filter. The performance
of the proposed DSE algorithm is assessed by using the
conditional PCRLB. Finally, based on the IEEE 39-bus
test system, four test scenarios have been given to show
the effectiveness of the proposed algorithm. An inter-
esting yet challenging topic for future research would
be to develop rigorous theoretical analysis framework
for assessing the particle filtering algorithm under non-
Gaussian noises and measurement outliers.
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