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Abstract

The governmental functions of security and intelligence require a number of
distinct organisations and functions to interact in a symbiotic way. Because
the external environment is uncertain and complex, these organisations must
constantly negotiate with each other to establish which of them addresses
which issue, and with what resources. Coasian principles suggest that if
there are no transacting costs and property rights are clear, then such
negotiations should lead to an overall maximisation of the benefits gained (in
this case better security and intelligence provision), yet this is rarely realised.
By coupling the transaction cost theory devised by Oliver Williamson in 1975
with a range of alternate theoretical perspectives that impact on these areas
of governance, an institutional costs approach is developed. By increasing
the resolution of the analysis whilst still retaining a comprehensive overview,
the frictions that hinder negotiated cooperation become apparent.

The two cases of counterterrorism and defence intelligence in both the
United Kingdom and the United States are then used to test and refine the
institutional costs paradigm that results. These demonstrate that orthodox
views of good cooperation in the former and poor cooperation in the latter are
overly simplistic, as neither is necessarily more disposed to behave
cooperatively than the other; rather, the institutional costs environment that
their respective organisational architectures create incentivises different
cooperative behaviour in different circumstances.

The analysis also shows that the impact of the various factors that make up
the institutional costs paradigm is in fact far more nuanced in these areas
than is evident in earlier transaction costs scholarship. Their relevance differs
by type as well as degree. Institutional costs analysis therefore provides the
beginnings of a political economy for cooperative working in the intelligence
and security spheres of governance.
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Chapter 1 - Introduction

Section 1: Intelligence and Security as Symbiotic Functions

The intelligence and security spheres are two overlapping and symbiotic
functions of governance, but institutions and people are at the heart of their
delivery. The study of intelligence and security therefore requires the same
breadth of consideration that Peter Jackson observed to be the essence of
any political economic enquiry; whereby no matter how detailed the focus of
the enquiry the entire social system on which it is founded needs to be

considered.!

Given this interconnectivity, the issue becomes one of governance, of
managing the disparate objectives and capabilities of those people and
institutions to best provide the general utility of a secure environment. This
thesis will develop a theory for cooperation both within and between the
intelligence and security spheres that is properly cognisant of both internal
and external factors. It will argue that, whilst there has been a significant
amount of scholarly attention paid to issues of integration and coordination
within the intelligence and security spheres, its narrow focus has precluded
proper weight being given to wider environmental and social conditions.
Examinations of particular cases have tended to be caricatured by either the
failure’ or (less commonly) 'success’ of the enterprise or community under
review, whereas the intelligence and security functions can more properly be

characterised as including an ongoing mix of both.

This has been detrimental to the more holistic analysis that includes a
consideration of how internal and external elements and factors interact over
time.? The theories that can account for particular successes, or those that
account for particular failures, whilst useful within the context that they have
been developed, are inadequate to fully explain all the alternative outcomes

of cooperative success or failure in a comprehensive way. A wider theory that

peter McLeod Jackson, The Political Economy of Bureaucracy(Philip Allan Oxford, 1982). 11-12

2 Exceptions in the consideration of other areas of governance can be found in the work of, inter alia,
Martha Derthick, which have demonstrated the importance of including the full gamut of factors. See
for example Martha Derthick, Policymaking for Social Security(Brookings Institution Washington,
DC, 1979).
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can encapsulate their insights without being constrained by them is thus
required, and it is argued that the institutional cost impact framework

developed in this thesis offers a suitable architecture for such a theory.

That is not to suggest that the development of a more appropriate
explanatory model is commensurate with any kind of fix for the coordination
problems inherent in security and intelligence provision. The frictions
exposed within and between the two domains during the investigation into
the 2009 attempted bombing of Northwest Airlines Flight 253,% some eight
years after the Sept 11" Attacks of 2001, are testament to the difficulties
involved and the unlikelihood of any one organisational solution being

adequate to the variety of possible threats.

Before proceeding further it is necessary to discuss what is meant by ideas of
a ‘security community’ and an ‘intelligence community’: The intelligence
community is to some extent self defining, and is perhaps more easily
delineated than intelligence itself.* In the United States there is a formal
coalition of seventeen organisations (including the Office of the Director of
National Intelligence) that comprise the ‘Intelligence Community’.”> In the
United Kingdom the national intelligence machinery consists of a number of
collection and analytical organisations that are defined by Cabinet Office.®
However the position is slightly more complicated than this simple view would
suggest: Most analysis in the UK for example is performed within
departments not primarily concerned with intelligence matters. In addition
there are elements of the security community that are nonetheless
intelligence organisations in their own right, and who contribute to the
national piece, albeit often at one remove, that are not included in this

% President Barack Obama, "Remarks by the President on Strengthening Intelligence and Aviation
Security," Office of the Press Secretary, http://www.whitehouse.gov/the-press-office/remarks-
president-strengthening-intelligence-and-aviation-security.

* The definition of intelligence itself is no easy matter, with opinions ranging across whether it should
include only secret information, whether it is the raw product as it is recovered from whatever source
is emerges from, or indeed is the final, analysed and contextualised according to decision-makers
requirements. It is beyond the purview of this thesis to become embroiled in that debate but see for
example Philip H.J. Davies, "'ldeas of Intelligence: Divergent National Concepts and Institutions',"
Harvard International Review 14, no. 3 (2002).

® "Office of the Director of National Intelligence: Leading Intelligence Integration," Deputy Director
Intelligence Integration ODNI, http://www.dni.gov/index.php/.

® "National Intelligence Machinery," ed. Cabinet Office(2010).
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national machinery. These include police intelligence units and tactical level

military’ assets.

The security community under discussion here refers to those organisations
that are engaged with protective security functions, including military
organizations engaged in defence. Wider, and arguably more naturally
competitive fields, such as aspects of economic security or even energy
security, where security is a relative position so that achieving more of it for
oneself means less of it for another, are not considered here from either the
security or intelligence perspective. Protective security functions are
nonetheless performed by a wide range of organisations and parts of
organisations, as well as by individual actors within organisations with
primarily non-security related purposes and private sector contractors. How
the protective security community is circumscribed is therefore problematic,
and given this thesis’ focus on cooperative success and failure between
elements of each community the issue is non-trivial and not suited to any

arbitrary delineation.

Appropriate definitions may also be required to circumscribe the two
communities differently dependent on how they are inter-relating with each
other. Definitions may be needed that can incorporate one or other of the
security and intelligence communities, or on occasion to both of them in
conjunction. The relationship between them can vary depending on
circumstances. They may at times be partners in the pursuit of a common
purpose such as a national security objective, autonomous communities
pursuing distinct objectives, or one may be a subset of the other as it assists
it in achieving intelligence or security goals. The nature of the relative
definition of each community can thus have consequences for the issues of
property rights, shared goals, and other transaction costs discussed later in

this thesis.

The British Security Service for example can be regarded as part of both the

" Throughout this thesis the term ‘military’ will be used in its more American context as a shorthand
for all armed forces endeavours, rather than the more British understanding of being army related.
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UK’s intelligence community, of which it is formerly a member,® and of the
protective security community with which it is inclined to define itself in its
public statements.’ The United States FBI, who share many of the same
functions but who are primarily a law enforcement agency have historically
preferred to define themselves as such. According to some commentators
this has undermined their protective security and domestic intelligence
functions.’® Such self-definition of role is a non-trivial matter that has

significance for the issues considered throughout this thesis.

Because of these complications a more inclusive method of defining the two
communities is required. The problem is similar to that observed by
Alexander Wendt when trying to apply his social constructivist approach to
the international system; as he put it “...constructivist sensibilities encourage
us to look at how actors are socially constructed, but they do not tell us which

actors to study or where they are constructed...” units, levels of analysis,

agents, and structures must therefore all be chosen.™

Peter Winch has argued that in the social sciences “... the concepts and

criteria according to which the sociologist judges that, in two situations, the

same thing has happened, or the same action performed...” must be
understood not only within the rules governing what the sociologist is
studying but also according to the rules of those engaged in it. Because the
object of the investigation is a human activity he states that it is these rules
“...rather than those which govern the sociologist's investigation, which
specify what is to count as ‘doing the same kind of thing’ in relation to that
kind of activity.” In his view even a detailed knowledge of the ‘regularities’
that might formally delineate an activity will be inadequate, and a deeper
understanding of the “considerations which govern the lives of its
participants”. As he puts it “...A historian of art must have some aesthetic

sense if he is to understand the problems confronting the artists of his period,;

8 "National Intelligence Machinery."

% See for example "MIi5 the Security Service," Crown Copyright, https://www.mi5.gov.uk/.

19 The relative weight that the FBI give to their various law enforcement, security and intelligence
roles are much debated. See for example Richard A. Posner, Remaking Domestic
Intelligence(Stanford, Calif.: Hoover Institution Press, 2005).

1 Alexander Wendt, "Social Theory of International Politics,"(Cambridge: Cambridge University
Press, 1999).7



13

and without this he will have left out of his account precisely what would have
made it a history of art, as opposed to a rather puzzling external account of

certain motions which certain people have been perceived to go through.”*?

Wendt develops this idea. In his view “... the structures of human association
are determined primarily by shared ideas rather than material forces and ....
the identities and interests of purposive actors are constructed by these
shared ideas rather than given by nature.”. As these ideas combine both
social ‘idealist’ and ‘structuralist’ perspectives™® it follows that the security and
intelligence communities may be constructed by social practice as much as
they are formally defined. Both must be defined, at least in part, by whether
actors feel they are involved in either activity, how they are perceived by
other members of the community, and the formal position of their

organization in the constellation of governmental functional entities.

For example a teacher might be engaged in counter radicalization. He or she
may be providing some measure of protective security by dissuading
potential extremism and be providing information about grass roots issues
that may get incorporated into wider intelligence assessments subsequently.
However they are unlikely to consider themselves as within either community
despite the fact they are engaged in activities that could be construed as
security or intelligence provision. A civil servant whose duties include using
that information to compile policy advice or trying to implement a counter
radicalization strategy may feel they are a part of the relevant community on
some occasions and not others, whilst members of the intelligence agencies
or counterterrorism police will invariably feel, and be perceived as, within

each of the two communities.

Context and perspective are therefore important elements in defining the
security and intelligence communities. The approach here will reflect this fact
and both the intelligence and security communities will be defined as
including those organisations and actors that are outside the formal

communities but nonetheless are engaged in protective security or any

12 peter Winch, The Idea of a Social Science and Its Relation to Philosophy, 2nd ed.(London:
Routledge, 2008).86-88
13 Wendt, "Social Theory of International Politics."1
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intelligence function that supports it.

Both intelligence and security concerns are in any event very far from the
ideal-typical bureaucracies described by Weber as many of the choices
needing to be made relate to quite individual circumstances:* In fact
organisational choices within the intelligence and security spheres are
framed by the same three general conditions that Cohen et al described as
representative of an ‘organised anarchy’; it is difficult to impute a single set of
preferences across the whole, the processes of the organisation are unclear
or not standardised, and members address different issues with varying
degrees of participation and energy.® Under such conditions the institutional
difficulties involved in seeking out solutions, agreeing them, and then
monitoring their implementation are of paramount importance. The two
functions, as well as their many significant sub-functions such as law
enforcement, are intimately related in some areas and wholly separate in
others. They each suffer from having to be delivered across what are more
usually managed as discrete policy areas, which means that conventional
hierarchical arrangements are inadequate. Furthermore most of these areas
are themselves complex and require high levels of specific expertise from
those charged with their delivery at even the lowest levels. This means that
the sort of tensions noted by Talcott Parsons,® between the authority imbued
in each level of a hierarchical construction, and that more informally imbued
in the expertise of those delivering it, are at their height. There are thus high
levels of what Diane Vaughan dubbed ‘structural secrecy’ (accentuated in
many cases by the necessity for actual secrecy), which hinder mutual
understanding and engagement across the community.*” These structurally

distinct edifices must also sit within the most complex areas of governmental

4See inter alia Max Weber, Guenther Roth, and Claus Wittich, Economy and Society : An Outline of
Interpretive Sociology, 2 vols.(Berkeley: University of California Press, 1978).

*Michael D Cohen, James G March, and Johan P Olsen, "A Garbage Can Model of Organizational
Choice," Administrative science quarterly 17, no. 1 (1972).

18 Talcott Parsons in his introduction to Max Weber, "The Theory of Economic and Social
Organization," Trans. AM Henderson and Talcott Parsons. New York: Oxford University Press
(1947).

"Diane Vaughn, "The Challenger Launch Decision," U. Chicago, Chicago (1996). and see Amy
Zegart "Implementing Change: Organizational Challenges” in Amy Zegart, "Implementing Change:
Organizational Challenges," in Intelligence Analysis: Behavioral and Social Scientific Foundations,
ed. Baruch Fischhoff and Cherie Chauvin(National Academies Press, 2011).309-329 for a discussion
of how this impacts on the intelligence sphere.
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business, buffeted by a plethora of influences. This muddies any analysis
that relies on a single explanatory framework.*® The combination of the these

factors has lead to a paucity of overarching explanatory propositions.

Finally the power inherent in the application of some of these functional
areas, and the possibility of their abuse, means that high institutional costs
provide constraints and balances. They may therefore be consciously
tolerated, whether they stem from constitutional, legal or policy instruments.*
These are often designed to maintain the separation between the areas
despite their complimentary nature, and can inevitably act counter to
efficiency and efficacy. The intelligence and security spheres are thus rife
with the sort of problems that both political scientists and economists must
address, and these emanate from the human and organisational contexts in
which they are delivered, and the complexity and uncertainty inherent in their
environmental setting. Nonetheless theories that cover both intelligence and
security as substantive, integrated and symbiotic areas of governance are

not well developed.

Practically speaking, the necessity for successfully integrating the different
strands of security and intelligence provision has been apparent for some
time. This has been particularly true in the post Cold-War, then post 9/11
eras; the combination of which saw a shift in the environment away from a
single over-arching threat to a plethora of problems emanating from
numerous sources. Cooperative or ‘joined-up' working is now regarded as
essential. The term 'partnership’ has become a catch-all euphemism for best

practise in both spheres, and is ubiquitous on both sides of the Atlantic and in

®The classic demonstration of this is Graham T. Allison, Essence of Decision : Explaining the Cuban
Missile Crisis(Boston: Little, Brown, 1971).174. To demonstrate the influence of complexity Allison
uses as his metaphor the data likely to be required by an uninformed analyst wishing to generate
propositions around a game of poker. Other authors have discussed the exponential increase in size of
the decision tree needed to analyse a chess game but the former has the advantage of paralleling
governmental decision making more closely in that it includes personal preferences (such as for
winning by bluffing over winning by a stronger hand) and can thus be more closely aligned to
governmental activity.

19 Derthick for example noted that "... the most cherished structural features of American government
pose obstacles to good administration”. Martha Derthick, Agency under Stress: The Social Security
Administration in American Government(Washington DC: Brookings Institution Press, 1990).4
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almost every public statement on security related topics by public bodies.?°

However, even so general an acknowledgment of the usefulness of
collaborative working has to a large extent failed to translate into the sort of
genuinely joint efforts advocated. There have of course been significant
exceptions, but these, like the failings, were as identifiable during the Cold
War years as they were after them, despite the apparent increased push for
‘joined-up’ public sector functions of all sorts in recent years. The United
States Congressional Research Service conclude that the partnership
approach in the USA has not clarified what is to be achieved and how
resources should therefore be prioritised amongst different partnership
activities, nor has it assigned adequately specific responsibilities across
government, or provided any assessment of which partnerships are thus
successful. The result in the United States is that those involved have
returned to a default position that simply builds on already achieved
successes and have continued with “.... existing patterns of engagement” so
that they “... optimize at the sub-systemic level — focusing on the trees rather
than on the forest...”.?! Put another way, those involved are still pursuing
those options that minimise the personal governance costs they experience
because the property rights regime (the ordering of roles and responsibilities)
is not sufficiently clear and information is asymmetrically held. Continuing as
before, except where this has proved seriously deleterious, in thus the
obvious if not the only choice. How then should this difficulty in introducing
genuinely cooperative interaction between the various parts of the security
and intelligence communities, which persists despite the significant
investment of those in power, be best explained?

Section 2: Shortfalls and Dichotomies in Existing Intelligence and

Security Literature

Recent years have seen an increased interest in research into intelligence
and security functions by practitioners and academics alike, some advocating

particular approaches to reform and others looking for explanatory models. In

?0gee for example William Hague, "F.C.O. Programme Spending 2014-15 Foreign and
Commonwealth Affairs,” ed. Foreign and Commonwealth Office(Hansard, 10th July 2014).

2! Catherine Dale, "In Brief: Clarifying the Concept of “Partnership” in National Security," Report for
Congress Congressional Research Service (2012).
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both cases however, as this section makes clear, frameworks that explain
one set of circumstances seem flawed when applied to another, and fixes

designed for some issues are ill suited to others.

Nowhere are these problems more eloguently show-cased than in Graham
Allison's seminal Essence of Decision. Allison explicitly draws out the
inconsistencies and shortfalls in three explanatory models, but also
demonstrates that they have strengths in explaining particular factors even
as they struggle with others; a divergence most clearly evident when he
considers either the larger external situation or the internal machinations
within the United States (US/USA) government. Allison thus begins to

establish the need for a model that can incorporate both.??

This need is emphasised by the missing dimension in the work of other
national security authors, including those who have formerly had to deal with
these issues as senior practitioners. In many cases either inconsistencies in
the raison d'étre of particular recommended policy fixes, or a limited
applicability that would seem likely to provoke problems at one or another
level emerge, often suggesting problems would simply be moved further
along the line.”® The focus on strong hierarchies by figures like the former
Director of the National Security Agency (NSA), General William Odom, is at
odds with his acknowledgement that even at the highest levels quarrels are
inevitable; making one wonder what level of authority could ever be
adequate. Problems of perfunctory compliance rather than the complete
engagement needed for functions with this level of specialisation are largely
ignored in this approach, but are a significant problem within the US
community about which he writes. There are similar dichotomies in his
argument for autonomy at some levels, and proximity at others, but Odom
nonetheless observed the sort of factors that make-up an institutional cost
architecture and implicitly acknowledges their import, but does not address

them in an holistic way.**

22 Allison, Essence of Decision : Explaining the Cuban Missile Crisis.

2% These issues are developed in Chapter 3 of this thesis.

24 See particularly William E. Odom, Fixing Intelligence for a More Secure America(New Haven,
Conn. ; London: Yale University Press, 2003).
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Similarly another senior practitioner turned commentator, General Michael
Hayden, who had served variously as the Director of the National Security
Agency (1999-2005), the Principal Deputy to the Director of National
Intelligence (2005-2006) and as Director of the Central Intelligence Agency
(2006-2009), argues for an authoritative head of the community, but cannot
balance this with the pre-eminence of the Pentagon, particularly in the post
9/11 era,®® nor his believe that the authority of the former Director of Central
Intelligence (DCI) came not from his legislatively enshrined authority, but
from the resources he brought to the table, resources not available to the
new Director of National Intelligence (DNI),?® a view shared by many of his
predecessors at the Central Intelligence Agency (CIA).?” Such contradictions
in the work of both former practitioners, neither of who were able to fix’ the
US intelligence community whilst helping to run it, suggest that simple
authority (however absolute) is not an adequate answer to the problems they
observe in meshing aspects of the security and intelligence communities

together.

These inconsistencies are not however unique to the problems noted by US
commentators however. Sir David Omand, who like Odom and Hayden was
a senior community leader, but in the United Kingdom (UK), writes
extensively about environmental change in the modern era being causal to
the collaborative reforms needed, but parallels these with earlier similar
influences. He too believes in a more commanding presence at the head of
the US community, but is nonetheless convinced that better coordination
across the communities will serve the UK best.”® Both arguments are well
made and empirically supported so explaining the differences between them
clearly requires an increased resolution of examination, and Omand himself
acknowledges this when he discusses how ‘trust’ can act to ease interactions
between different aspects of these functions.?®. Other authors who come

from a more academically orientated position such as Richard Betts and

2% Michael V Hayden, "The State of the Craft: Is Intelligence Reform Working?," World Affairs
3(2010).

** 1bid.37

2" Michael Allen, Blinking Red : Crisis and Compromise in American Intelligence after 9/11, First
edition. ed.(Washington D.C.: Potomac Books, 2013).30-32

28 David Omand, Securing the State(London: Hurst, 2010).

? 1bid. 300-2
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Gregory Treverton have also remarked on the significance of this increasing
number of horizontal interactions and the unequal holdings of information
across both functions that need to be managed, and the difficulties inherent
in the trade-offs these necessitate. However because they acknowledge that
a solution that is ideal in one circumstance is unlikely to be so in another, no

holistic approach is developed.*

Treverton, who is now the National Intelligence Council Chair, makes valid
observations about the shift in both the information environment from too little
information to too much,*! and the simultaneous proliferation of end users.*?
He is also aware of the impact of the shift in environmental conditions, which
include both complexity®® and uncertainty, whose effects he describes as
cascading in discontinuous ways.** However he stops short of explaining
why these should have the impact he gives them credit for. As a result his
principal organisational recommendation, increased connectivity across what
he suggests have previously been separate disciplines,*® is counter-intuitive.
Thus the fluid ‘organisational sense-making’ he advocates®® lacks a
dimension. It does not yet address how the extant behaviours of actors,
generated by the existing organisational structure as it reacts with a changing

environment, could or should be adapted to deal with this dichotomy.

One European approach to theorising around the problem of increased
complexity and uncertainty in the environment has been to conceive the
change in terms of a shift in the threat/risk relationship as the former retracts
and the latter increases.®’ Certainly such a change has been evident since
the 1990’s and the end of the Cold War. It is less clear that the shift has
actually introduced any qualitatively unique problems in terms of managing

governmental responses to either. Rather, there have been a quantitatively

%0 Richard K. Betts, Enemies of Intelligence : Knowledge and Power in American National
Security(New York: Columbia University Press, 2007). and Gregory F. Treverton, Reshaping
National Intelligence for an Age of Information(New York: Cambridge University Press, 2001).
%1 Intelligence for an Age of Terror(Cambridge: Cambridge University Press, 2009).31

% 1bid. 28

% 1bid. 21-23

** Ibid. 25

% Ibid. 25 inter alia

% |bid.33-36

37 Ulrich Beck, World Risk Society(Cambridge: Polity, 1999).
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larger number of interactions, at evermore levels, across the communities.

These have actually engendered ‘more of the same’ problems.

Authors who have adopted a new institutionalist approach such as Amy
Zegart and Richard Posner have produced a comprehensive picture of why
inter-agency co-operation and many reforming initiatives break down, but
their approach falls short in accounting for those occasions when it works

well.

Zegart’s use of new institutionalism to develop her 'national security agency
model' is a certainly a very important part of a “... theory of bureaucracy” but
as she attests herself, it is not yet comprehensive so that dichotomies can
become apparent.® In Flawed by Design for example she makes a
persuasive case for (inter alia) the importance of the interest group
environment in pushing through reforms or new ideas, noting that it is weak
within the national security sphere, so that policy makers are not incentivised
to see changes through, and reforms are fatally undermined.** However the
post 9/11 and WMD era demonstrated a significant shift in interest group
activity and yet, as Spying Blind demonstrates, very much the same watering
down and sub-optimum design formats resulted.”’ To a degree this is a
matter of Zegart’s ‘national security agency model’ evolving, but one would
nonetheless anticipate a reduction in overall collaborative problems, and a
corresponding increase in the degree to which policy makers would commit
to a particular course and stay with it. Yet the gradual diminution of the
proposed DNI’'s authority in the run up to the 2004 Intelligence Reform and
Terrorism Prevention Act (IRTPA) makes it plain that this is not the case.
Clearly there is something more going on. How the different factors identified
by Zegart interact is itself a factor, and the calculation of the likely success of
the interagency and collaborative endeavours within the community is thus

not a simple addition, but rather a more complex multiplication, and the

%8 Amy B. Zegart, Flawed by Design : The Evolution of the C.I.A., J.C.S., and N.S.C.(Stanford, Calif.:
Stanford University Press, 1999).1-11

% 1bid.

“0 spying Blind : The C.1.A., the F.B.1., and the Origins of 9/11(Princeton, N.J.: Princeton University
Press, 2007).
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problem is not with Zegart’'s analysis, but with new institutionalism as an

explanatory framework.

Richard Posner has also used a new institutionalist approach to critique
efforts at reform in the United States intelligence community and inevitably
comes to very much the same conclusions as Amy Zegart.** Although he
also acknowledges the occasional frictionless collaborative endeavour, like
her, his narrative largely bypasses any explanation for these. Posner has an
obvious appreciation of the breadth of issues that are relevant to security and
intelligence delivery. Nor is he naive regarding potential solutions; at the
policymaking level Posner appreciates how the ‘probabilistic’ nature of
counterterrorism intelligence provokes problems for decision makers. He
notes the impact of external issues such as the complexity of the security and
intelligence problem, and the uncertainty inherent in any proposed solution,
acknowledging they make satisfactory negotiations more difficult (and strong
advocacy more attractive) in the counterterrorism sphere particularly. He

uses both cultural*

and utilitarian ideas to explain particular observations at
particular times, yet he does not provide any theoretical underpinning that

could be regarded as a cohesive whole.

At the other end of the spectrum authors like Michael Herman, a former Chair
of the Joint Intelligence Committee (JIC) in the UK, discuss how cooperation
across security and intelligence endeavours can work, with reference to the
UK’s intelligence system.** Herman is the converse of Zegart and Posner in
that where they explain why collaborative endeavours fail, but cannot explain
successes, his views of collegiality as what underpins British collaborative
success cannot really explain why it sometimes breaks down. Like many of

the American authors considered above, Herman’s explanation is based on

*Richard A. Posner, Countering Terrorism : Blurred Focus, Halting Steps, ed. Hoover Institution on
War Revolution and Peace, Hoover Studies in Politics, Economics, and Society (Lanham, Md.:
Rowman & Littlefield, 2007).33-69

*2 See for example Culture in the FBI as opposed to that of a domestic security agency. 1bid.105-133
and for a wider discussion of these culture in the security/intelligence context see Philip H.J. Davies,
Intelligence and Government in Britain and the United States : A Comparative Perspective(Santa
Barbara, Calif. & Oxford: Praeger, 2012).

*3 See particularly Michael Herman, Intelligence Power in Peace and War(Cambridge: Cambridge
University Press, 1996). and Intelligence Services in the Information Age : Theory and Practice, Cass
Series--Studies in Intelligence, (London ; Portland, OR: F. Cass, 2001).
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sound observations as both senior practitioner and academic,** yet his
conclusions are diametrically opposed to those who argue for a strong
hierarchal architecture to reform communities in response to environmental
shifts. Instead he promotes bottom up, evolutionary reforms to ever-changing
circumstances.* Again, explanation for this difference in policy prescription
can only be achieved by increasing the granularity of the analysis, but without

losing the comprehensive nature of the examination.

Other authors have discerned a symbiosis between not only different parts of
the communities involved, but also between different explanatory frameworks
for their behaviour. Philip Davies has evolved his original organisational
theory approach to allow for a more complex inter-relationship between the
cause and effect of behavioural factors since it was first developed in
Machinery of Spying.46 His Special Edition of Public Administration linking
(inter alia) Martin Smith's core executive theory to the intelligence community
has made this clear.*’ In his recent work he demonstrates how the cultural
issues brought out by the likes of Zegart and Posner are themselves shaped
by structural organisation, which in turn is mutated by cultural pressures that
can affect both the formal and informal profile of an organisation, as well as
collaborative success.*® In so doing Davies identifies a circular relationship
between the two that can be either vicious or virtuous. The detail of that
interaction is thus non-trivial and has significant potential repercussions.
However, Davies stops short of developing a model that can incorporate that

interaction.

Certainly his explanation of how intelligence assets that belong variously to
the MoD and US Department of Defense (DoD) is comprehensive and rooted

* Michael Herman was a senior intelligence officer at GCHQ including service with the Defence
Intelligence Staff and in Cabinet Office and was Secretary to the JIC. He has also been a Research
Fellow at Nuffield College, Oxford and at Keele.

**See for example Herman, Intelligence Services in the Information Age : Theory and Practice.

46 Philip H.J. Davies, M.1.6 and the Machinery of Spying(London: Frank Cass, 2004).

*" *Intelligence and the Machinery of Government: Conceptualizing the Intelligence Community,"
Public Policy and Administration 25, no. 1 (2010). and Martin J Smith, "Intelligence and the Core
Executive," ibid. See also Philip H.J. Davies, "Special Issue: Intelligence, Governance and the
‘Interagency’: Of Secrets and Stovepipes: The Quest for ‘Joined up’ Intelligence," ibid.28, no. 2
(2013).

“8 See inter alia Intelligence and Government in Britain and the United States : A Comparative
Perspective. and "Intelligence Culture and Intelligence Failure in Britain and the United States,"
Cambridge Review of International Affairs 17, no. 3 (2004).
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in organisational problems between different national/civiian and
tactical/military requirements and priorities, but has some cultural factors
exacerbating these.*® On the other hand Davies, like many authors, ascribes
the consistent failure of the Federal Bureau of Investigation (FBI) to develop
a genuine intelligence capability, despite significant exogenous shocks
pushing them in that direction, to a combination of their ‘law enforcement’
culture and substantive organisational bars. But in focusing on organisational
arrangements Davies does little to explain why significant and well
considered organisational shifts do not translate into genuine shifts in
practice.® The mechanics of the interactions between the two are not
developed, so no reasons for the different impact of each in each case

emerges.

Similarly Davies recognition of the ‘information costs’ problem is treated as a
single issue. He cites different understandings of what intelligence itself is in
different contexts, identifying variations within and between the US and UK.*!
He also notes how these add to the problem of different holdings of
information by actors mandated by both specialisation and secrecy to retain
that advantage, and that these combine to add to tensions and produce an
apparently insoluble interagency coordination problem.? Yet these different
holdings and understandings need not be a problem, and can even be used
to advantage. Consider for example his persuasive argument that the
effectiveness of the JIC is realised not by a chair of '‘personal authority' but by
a realisation amongst his or her peers that they are engaged in a collective
pursuit and to sublimate their own and their departments goals to those of the
group (the sense of a shared maximand in this work, where the maximand is

*9 See variously "Defence Intelligence in the Uk after the Mountbatten Reforms: Organisational and
Inter-Organisational Dilemmas of Joint Military Intelligence," Public Policy and Administration 28,
no. 2 (2013). "Imagery in the Uk: Britain’s Troubled Imagery Intelligence Architecture," Review of
International Studies 35, no. 4 (2009). and Intelligence and Government in Britain and the United
States : A Comparative Perspective. Vol.1

%0 See for example Intelligence and Government in Britain and the United States : A Comparative
Perspective. Vol.1 413

51 See variously "Intelligence Culture and Intelligence Failure in Britain and the United States." "Ideas
of Intelligence,” Harvard International Review 24, no. 3 (2002). and for a civil/military treatise Philip
H. J. Davies, Gustafson, Kristian, "B.C.1.S.S. Comments on Jwp 2-00 Re-Write Arising from
D.C.D.C. Intelligence Seminar," ed. Concepts and Doctrine Centre. Shrivenham Development(Brunel
University Website).

52 Davies, Intelligence and Government in Britain and the United States : A Comparative Perspective.
Vol.1 102-155
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simply defined as the quantity or thing that actors wish to maximise, whether
independently or jointly).>® This seems to work well enough in the UK, where
the culture is inherently collegial, but not in the USA, where the missing
interagency coordination problem is "... exacerbated by the tendency to work

competitively...".>*

In sum, Davies comprehensive treatment of so many different factors, left as
they are as discrete pressures, struggles to account for why apparently
similar circumstances can lead to such different outcomes. Whilst it can be
argued that the US is a more competitive culture, and that this is better suited
to law enforcement type pursuits than those that require a high degree of
intelligence sharing for example, this does not explain why that same US has
made such strides in the defence intelligence arena, or why the normally
collegial UK has not. It is the contention of this thesis that his various points
can be subsumed into an holistic model for intelligence and security using the

sort of microeconomic approach developed in chapter two.

These authors are not of course alone, and others have argued persuasively
that particular causes are at the root of particular coordination problems.
Richard Aldrich for example has used the phenomena of globalisation to set
intelligence and security issues within the context of increased complexity,
transparency of ethical practises, greater inter-connectedness by terrorists,
and a lack of equivalent development in global governance so that
collaboration at every level is both more necessary and more difficult.>
Others such as Peter Hewitt have focused on particular aspects of the
problem by relying on key assumptions, in his case the primacy of law
enforcement in counterterrorism security provision, so that many of the
coordination issues are simplified.®® In other approaches intelligence and
security coordination are the bit-players in broader analyses of issues like

strategic culture, with some authors specifically separating behavioural and

>3 |bid. Vol.2 318

** 1bid. Vol.2 322

> Richard J Aldrich, "Beyond the Vigilant State: Globalisation and Intelligence," Review of
International Studies 35, no. 4 (2009).

%% Steve Hewitt, The British War on Terror : Terrorism and Counter-Terrorism on the Home Front
since 9/11(London ; New York: Continuum, 2008).
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environmental factors,> and others who take a more holistic view.
Interestingly that debate too turns on the relevance of the interaction of

disparate factors.>®

All of these authors have advanced a particular theory or world-view which
has included points that would seem inconsistent. Yet in each case the
different parts of their argument are cogently argued and empirically
supported. They are not therefore mutually exclusive, but rather the route by
which they can be reconciled has not been detailed. It is the contention of
this thesis that an adapted institutional cost approach can fill that gap and the

next sections will suggest how this might be achieved.
Section 3: Why a Political Economy for Security and Intelligence?

Emile Durkheim opined that the very existence of social sciences is a result
of economists observing that the world had as much need of social laws as
physical ones. He argued that these are not a contrivance of man, but rather
evolved from the centre of a social order as a natural and irrefutable state of
affairs.”® It therefore seems reasonable that an economic theory of
organisational inter-action should be able to explain the commonality of
problems, across functions and time, within a social network such as that

represented by the intelligence and security communities.

The link between the social sciences and intelligence or security pursuits is
well established. Counterinsurgency operations now rely on the totality of

‘Human Domain Mapping’ within and around the battle-space,® and the sort

*" See inter alia Alastair lain Johnston, "Cultural Realism and Strategy in Maoist China," The culture
of national security: Norms and identity in world politics (1996). "Thinking About Strategic Culture,"
International security 19, no. 4 (1995). and "Strategic Cultures Revisited: Reply to Colin Gray,"
Review of International Studies 25, no. 3 (1999).

%8 Colin S Gray, "Strategic Culture as Context: The First Generation of Theory Strikes Back," Review
of international studies 25, no. 1 (1999).

°Emile Durkheim, "Course in Social Science—Inaugural Lecture," Organization & Environment 21,
no. 2 (2008).189-90, in which he stated "that social laws are as necessary as physical laws and to
make this axiom the basis of a science. According to them, it is clearly impossible for competition not
to gradually level prices, or for the value of goods not to increase with population growth, as for
bodies not to fall vertically, or for light rays not to refract when they cross media of unequal density.
As for the civil laws made by princes or voted by assemblies, they can only express these natural laws
in clear and visible form. But they can neither create nor change them.”

%0 See for example "Understanding and Intelligence Support to Joint Operations’ Third Edition ", ed.
Concepts and Doctrine Centre Development(Shrivenham: Ministry of Defence, 2011).
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of deep ethnographic intelligence regarded as essential by Ambassador
Henry Crumpton is reliant on a variety of social sciences approaches.®
Intelligence analysts too have long used social science approaches to
provide methodological rigour to both their conclusions and the
organisational framework in which they are delivered.®® Although the use of
social science disciplines to further intelligence or security operations
remains contentious in areas like counterinsurgency,® this is not because of

any dispute over their efficacy or applicability.

At the same time scholars using social science approaches have examined
specific elements and functions of the two communities as described above.
However as that discussion made clear, an overarching and uniformly
persuasive model for the intelligence and security function as a whole has
remained elusive; whilst each explanation deals well with some aspect, it falls
short at another. Apparently similar actors seem to act differently in
apparently similar circumstances. An explanation that increases the
granularity of the examination to expose the causes of these differences is
required; one which can simultaneously deal with both internal manoeuvring
of actors and their assessment of and reaction to the external environment in

which they are operating.

Such an approach is perhaps best described in Jackson’s The Political
Economy of Bureaucracy.® It was of course written to introduce economists
to the wider sociological literature that he argued impacted on their field.
However implicit in that observation is the equally true fact that political
science can benefit from the detailed and rigorous methodology that
economics permits, provided the analysis remains adequately holistic and

nuanced.

% 'Henry A Crumpton, The Art of Intelligence: Lessons from a Life in the C.I.A.'S Clandestine
Service(Penguin, 2012).

825ee for example Zegart, “Implementing Change: Organizational Challenges."and Stephen Marrin,
"Improving C.I.A. Analysis by Overcoming Institutional Obstacles," Bringing intelligence about:
practitioners reflect on best practice. Center for Strategic Intelligence Research, Joint Military
Intelligence College, Washington, DC (2003).

%3 See for example Anthropologists Members of the Network of Concerned, "The Network of
Concerned Anthropologists Pledges to Boycott Counterinsurgency,” Anthropology News 48, no. 9
(2007).

®4 Jackson, The Political Economy of Bureaucracy.
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A purist's view of bureaucracy more generally is also too limited in these
sorts of circumstances. Jackson argues that Weber's analysis is too static,
and is over focused on the formal roles and structures that are its overt
representation, to the detriment of many of the informal networks of
relationships, values and accidental functions.®® Elements which are the life
blood of complex and adaptive organisations such as those in the intelligence
and security spheres. By embedding his theoretical reasoning in both
historical and comparative assessment, Weber concluded that economic
sociology could act as a conduit between the neo-classical theorist’s ideal
world and the contextual realities that he observed impacting on institutional
structure and decision-making.?® A very particular sort of political economy is

nonetheless required.

Like any economic model a political economy for intelligence and security is
reliant on the key assumption that the actors within the system act ‘rationally’.
One of most oft cited problems with any theory that relies on individual
rational actors pursuing their own best interest, as any economic explanation
would appear to wish it, is that the actors must become what Dunleavy has
described as “... disembodied bearers of preferences whose decision making
behaviour is strikingly homogenous...”.®’ Such a description is hardly
adequate to represent the myriad of partialities frequently demonstrated
within the intelligence and security spheres. Indeed there is so very little
evidence of the automated and pre-programmed responses to given external
stimuli that would be anticipated by neoclassical economists (equivalent to,
for example, reactions to price fluctuations in the market) that either the
model is fundamentally flawed, or there are other non-trivial factors at work.®®
Yet both policy makers and working level personnel in either sphere would
find some sympathy with the notion that their functions, like those of

““

conventional economic man, are “... not about choice, but about acting

* Ibid. 6

% For a discussion of this see R. Swedberg, "Major Traditions of Economic Sociology," Annual
Review of Sociology 17(1991). and also Richard Swedberg, "Max Weber's Manifesto in Economic
Sociology," European Journal of Sociology / Archives Européennes de Sociologie 39, no. 02 (1998).
®7 patrick Dunleavy, Democracy, Bureaucracy and Public Choice: Economic Explanations in
Political Science(Prentice Hall New York, 1992).6

% For a comparison of broader decision making and the neoclassical perspective see Jackson, The
Political Economy of Bureaucracy.p.86-120
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according to necessity” and simply obeying the “... dictates of reason”® A

resolution to this dichotomy is therefore required.

This thesis will, inter alia, argue that the addition of the political science
dimension to the economic model allows for a more nuanced interpretation of
‘rationality’. This will include the complexities and uncertainties that are so
much a feature of the security and intelligence environment, the limited
cognitive capabilities of the actors in question, and most importantly how their
personal perceptions and preferences mean ideas of best outcomes can be
very individual. Rationality in the security and intelligence context is therefore
less like neoclassical notions and more like the Weberian understanding of it;
it is “...a variable, not an assumption”,”® a very human construct, based on
an only partially informed response to a myriad of cultural, organisational and
environmental stimuli. Actors are rational, but in an independent, adaptive
and reactive way that is a far cry from the perfectly informed economic actor

whose utility is solely based on financial recompense.™

Once this has been accepted it must be incorporated into a high-resolution
political-economic model specific to the intelligence and security arena, and
an extension to the microeconomic methodology used by Oliver Williamson
can reduce the issues observed to their core features without losing sight of
the whole. It can thus be used to generate a general theory of the political
economy of intelligence and security, subsuming and improving other

sociological approaches:
Section 4: Progression Towards an Institutional Cost Approach

The twin pursuits of security and intelligence are functions of government:

The availability and general accessibility of their benefits, the inseparability of

®¥George Lennox Sharman Shackle, Decision Order and Time in Human Affairs(Cambridge
University Press, 2010).272-3

70 Richard Swedberg, Max Weber and the Idea of Economic Sociology(Princeton, NJ ; Chichester:
Princeton University Press, 1998).36 paraphrasing an observation in Arthur L. Stinchcombe,
Stratification and Organization : Selected Papers(Cambridge: Cambridge University Press in
collaboration with Maison des Sciences del\02B9 Homme, Paris, 1986).p5 that "... the central trouble
with discussions of rationality is that we are taught by economists and decision theorists to treat
rationality as an assumption... but in the real world rationality is a variable to be explained”. (italics in
original).

™ Thomas C. Schelling, Micromotives and Macrobehavior, 1st ed. ed.(New York: Norton, 1978).17-
18
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both these and the costs of their provision, and the necessity that their
provider has the public’s authority, inevitably mean that they are necessarily
performed by Government, and may thus be defined as ‘sovereign
transactions’.”” However there are different parts of an administration
involved, and how the symbiotic relationship between them plays out is

important to their analysis and their efficacy.

In 1975 the economist Oliver Williamson explored the decision making
process of firms as they decided whether to conduct a function within itself or
by going to the market, and in so doing developed a theory of transaction
costs.”® There are immediate parallels for the intelligence and security
community. Why, for example, do the CIA replicate functions also performed
by the NSA or even Special Forces? Why have New York's police (the
NYPD) sent what are effectively intelligence liaison officers overseas despite
the existence of the FBI's LEGAT program? And why have contractors within
the intelligence community become so prevalent that the Government
Accountability Office (GAO) are considering whether there are national
security implications.” In the UK, why have the Foreign and Commonwealth
Office (F&CO) contracted out security functions to ArmorGroup and others
despite the availability and relative cheapness of the Royal Military Police
(RMP) and Protection Command (SO1) units’®, both of whom are within

direct governmental control?

But the usefulness of transaction cost theory in this context goes far beyond
these fairly bald questions, just as it did for Williamson in his examination of
the firm. The theory can also suggest what sort of organisational

arrangement will work best in what circumstances, and how likely

72 James Q Wilson, Bureaucracy: What Government Agencies Do and Why They Do It(Basic Books,
2000).359

"3 Oliver E. Williamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in
the Economics of Internal Organization(New York: Free Press ; London : Collier Macmillan, 1975).
" See Timothy J DiNapoli, "Civilian Intelligence Community: Additional Actions Needed to Improve
Reporting on and Planning for the Use of Contract Personnel ", ed. Government Accountability
Office(2014).

" The close protection of government ministers and others worldwide was the function of Special
Branch 'A’ Squad under the direction of Cabinet Office 'Royal and Ministerial Visits' (RMV)
Committee until 2006 when the role passed to Specialist Protection SO1.
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collaborative endeavours like security and intelligence are to succeed under

different organisational and environmental constraints.

A useful way to begin is to consider the metaphoric parallel of the indivisibility
of the owners of beehives and orchards as representative of the relationships
within an intelligence and security community. The metaphor was first used
to discuss market interventions by the appropriately named J. Meade in
1952, who argued in favour of corrective governmental action,’® but it can

serve more widely.

Just as the orchard owner needs the bee-keeper to pollinate his trees, and
the bee-keeper needs the orchard so that his bees are fed, so too do
different parts of an intelligence community need each other to cue and
support their own activity: In the UK for example, the Government
Communications Headquarters (GCHQ) need the Secret Intelligence Service
(SIS) or the Security Services (SyS) to point them in the right direction or to
act on the leads they provide. Conversely both the Security Services and SIS
might receive ‘leads’ from GCHQ, or each other, or might need their support
once operationally engaged. Their individual efficacy is intimately linked to
that of the other. Each is heavily reliant on the other to generate ‘leads’ that
go on to produce product and more leads. The same can be said of the
relationship of either with, for example, Special Forces or Police units. Both
need intelligence to direct their security activities but these in turn often

generate new potential seams of intelligence.

However each of these agencies is an independent entity with its own budget
and responsibilities. The result of this close relationship is that the
organisations involved need to co-operate despite the fact that rendering
assistance is often ‘unpaid’. If the system is in balance then over time
payment will probably be received in kind, but it is an interdependency that
will be impacted on by any change: The bee-keeper’s wish to expand by 10%
would be dependent on the orchard owner doing the same or there would be

insufficient food for the extra bees. Similarly an expansion of the orchard

’® James E Meade, "External Economies and Diseconomies in a Competitive Situation,” The economic
journal (1952).
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would need more bees to fulfil its pollination needs. If on the other hand there
is sufficient slack in the system, and the orchard owner unilaterally expanded,
the bee-keeper could receive the benefit of more food availability without
needing to assist with the investment. In the same way if GCHQ expanded in
an area particularly advantageous to SIS the latter will reap some of the

benefit without using up its own resources, and vice versa.

One can take this symbiosis a little further. Consider for example the situation
if some of the bees do not fly to the orchard, but instead go to a neighbouring
garden and pollinate there. The same problem would occur if GCHQ were to
be tasked to cover an SIS target likely to assist in the production of strategic
foreign intelligence, but instead come across information of tactical use in
preventing a domestic terrorist attack. This will be passed to the Security
Service even though they have committed no resources to getting it.
Essentially this is the ‘free-rider’ problem identified by Mancur Olson in 1965
who argued that rational individuals would abstain from joining in collective

action if they could anyway receive the benefits of it.”’

More obviously problematic would be the use of pesticides by an orchard
owner. It would impact on bees but it is necessary to keep the trees healthy.
This is the equivalent to the use of law enforcement or military intervention;
either may well harm, or certainly risk, the intelligence seam through which it
was generated. The likely harm is suffered by the intelligence element,

whereas the gains (at least in the short term) go to the security body.

In both cases one has to then consider the contractual arrangements in place
to deal with both benefits and costs. An intelligence lead’s end point will be
uncertain, so that it may benefit the original organisation with further leads
and product, a law enforcement body, or even a foreign equivalent agency.
There will be formal intelligence sharing agreements in place, or
governmental directives for handing appropriate leads on to police or others,

but, like the bee/orchard agreements, these will necessarily be incomplete

" Mancur Olson, The Logic of Collective Action: Public Goods and the Theory of Groups vol.
124(Harvard University Press, 2009).2
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contracts, subject to subjective viewpoints, and needing the support of

custom and reciprocity to function effectively.

This argument was originally used by Meade to argue that the
interdependence is detrimental, so that intervention by an authoritative figure
is needed to either tax or subsidise. One can view US attempts to imbue first
the DCI, then the DNI, with genuine authority over the intelligence community
as this sort of approach and it is probably not accidental that the biggest
block to its success has come from the Department of Defense, which is a

significant force in both communities.

However Steven Cheung has subsequently argued that if the reciprocity of

the orchard and apiary are reconceived as . components of a joint
product”, and that its elements are therefore taken as either positive or
negative in any given set of circumstances, then this not only generates a
clearer analysis but also presents a truer picture of the potentially mutually
advantageous inter-relationship of the actors involved.’”® There exists a
technical possibility of maximising the benefits to everyone that is rarely

realised.

There are two ways one can consider this: The first can be approximated to
the neorealist view, where security and intelligence at the national level can
be seen as general, ubiquitous ‘goods’. The State is thus viewed as a rational
unitary actor dealing with the raft of external problems with which it is
presented as it tries to maintain a secure environment for its citizens.”
Security and intelligence are nonetheless complex pursuits and some
division of labour is therefore necessary, but in keeping with the ideas of
some US community reformers, the various agencies can be re-conceived as
tools to deliver the general utility of security:®° In this rather utopian view they
remain part of a single endeavour and, based on this shared world view,
actors agree the most beneficial course of action at whichever level they are

working at.

’® Steven NS Cheung, "Fable of the Bees: An Economic Investigation, The," JL & Econ. 16(1973).
" See for example Kenneth Neal Waltz, Theory of International Politics(Boston ; London: McGraw-
Hill, 2008).

% David S Kris, "Law Enforcement as a Counterterrorism Tool," J. Nat'l Sec. L. & Pol'y 5(2011).
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A second and perhaps more realistic view would have the disparate agencies
and elements as possessed of distinct objectives and priorities that, on
occasion, come together when their interests coincide. As soon as actors
start to conceive some elements of what makes up the overall utility as more
important than others, then the first model becomes too mono-dimensional

as frictions between the different elements become apparent.®

However, whichever view one takes, you cannot get away from the fact that
those involved have to enter into some form of negotiation to decide on what
the problems are, their priorities within them, and how they are to be
addressed. As more factors and detail are included, or the level of
uncertainty increases, more contingencies need to be catered for; the
number and complexity of those negotiations, and therefore their difficulty,
increases. The integration of disparate strands of a national security or
intelligence effort is therefore inevitably going to generate what Williamson
described as ‘frictions’;*? the transaction or institutional costs discussed in
subsequent chapters. Whether they are explicit or implicit arrangements, the
agreements required across different horizontal levels of responsibility, or
vertically between decision makers and delivery agents, can be reasonably
conceived as complex contractual issues. It follows therefore that what
Kenneth Arrow believed to be the lubricant of any society, trust, will mitigate
those costs.®® The relative levels of frictions and trust engendered between
rational actors, all interested in their own policy areas, in seeking out
potential solutions to shared problems, agreeing mutually acceptable course
of action, and then ensuring that these are adhered to, will naturally define
how successful collaborative efforts are. Whether a society is using a
basically collegial and cooperative approach like that used in the United
Kingdom, or a broadly competitive ethos like that of the United States will

thus directly impact on their ability to integrate effectively.?*

81 John Stuart Mill and H. B. Acton, Utilitarianism. [and] on Liberty. [and] Representative
Government([S.1.]: Dent, 1972).

82 QOliver E. Williamson, The Economic Institutions of Capitalism: Firms, Markets, Relational
Contracting(New York London: Free Press ; Collier Macmillan, 1985).p1-2

8 Kenneth Joseph Arrow, The Limits of Organization(New York: W.W. Norton, 1974).p.23

8 For a properly nuanced discussion of this view see Davies, Intelligence and Government in Britain
and the United States : A Comparative Perspective.
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Having established that negotiations between interested parties must occur,
and that the quality and mood of these negotiations is an important element
in deciding potential outcomes, the constraints on negotiations must be
considered. Ronald Coase demonstrated that as long as private property
rights are well defined, and if transaction costs are zero, bargaining will lead
to the highest valued use of resources.®® Sadly of course transacting costs
are never zero, and property rights are only very rarely well defined. This is
true throughout the public sector as well as in the market, and particularly
true of the security and intelligence domains, and so it is transaction cost
theory (perhaps more accurately referred to as institutional cost theory in the
public sector context), and property rights allocation, that are at the core of

this explanatory model.

These two influences on the negotiating experience, and the resultant
limitations on possible outcomes, can encapsulate all the potential frictions
found in the coordination of security and intelligence provision and, perhaps
as importantly, they can provide a language that permits an empirical
consideration across policy spheres and approaches.

The nature of institutional costs in this context is discussed in more detail in
subsequent chapters. However they can be broadly summarised as any
inefficiency or friction that affects the ‘contact’ i.e. the difficulties of looking for
possible solutions, the ‘contract’, i.e. the negotiating problems in achieving a
solution, and the ‘control’ of the agreed solution i.e. the subsequent
monitoring problems the selected option throws up. It was these three areas
that Oliver Williamson examined in 1975.% It is therefore these experiences
which will be examined through the lens of the institutional cost impact
framework developed in chapter two of this thesis. In this way this thesis will
argue that the framework can allow not only the assessment and comparison
of formal organisational forms or culture, but also that it will permit the

simultaneous evaluation of the more open and flexible agreements that often

8 Ronald Harry Coase, "Problem of Social Cost, The," JL & Econ. 3(1960). and Ronald H Coase,
"The Nature of the Firm," economica 4, no. 16 (1937).

8 Wwilliamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.
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evolve alongside them in complex environments like those of the security and

intelligence spheres.
Section 5: Thesis Overview

This thesis will be divided into three parts. In the first the theoretical
underpinning of the 'political economic' approach used will be developed and
examined: Chapter two will argue that Williamson’s transaction cost theory,
adapted to cater for the ‘sovereign’ transactions involved in intelligence and
security provision, can explain the dichotomies identified above. It will
develop an holistic theory of institutional costs for intelligence and security
provision. The chapter will thereby demonstrate that the ability of every level
to access good quality intelligence, whether analysed product or a technical
capability, and to utilise it effectively to support the security function, will
depend on the institutional costs involved: Firstly those involved in having it
collected and processed in the first place, and secondly the costs of securing
its delivery to the right place, at the right time. It will argue that these costs
may be generated or alleviated by both internal and external factors, and that
it is the interaction of both behavioural and environmental factors that decide
collaborative success. Chapter three will place the intelligence and security
functions within the wider literature by considering both earlier examinations
of security and intelligence problems and wider social science theories that
can usefully be applied to the two functions. Chapter four will then develop
these ideas by examining how the institutional cost theory developed in
Chapter two inter-relates with these prominent schools of thought from the
wider social science disciplines, and can extend understanding of security
and intelligence provision without violating their central tenets. Its potential
contribution can thus be further assessed before more detailed cases are
considered in the remaining chapters. The theoretical discussion in Part 1 is
arranged around the individual issues that together comprise institutional
costs so that the contributions of different authors are dealt with in several

different places.

Parts two and three of the thesis will then concern themselves with how this

can be applied to particular intelligence and security problems in the US and
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UK intelligence and security communities. In order to demonstrate both the
rigour and wider applicability of the theory cases of both ‘success’ and
‘failure’ that run with, and counter to, the conventional wisdom of cooperative
success in the UK and cooperative difficulties in the US will be considered: In
Part two it will be shown how institutional cost theory can more elegantly
account for the ‘normal’ case of counterterrorism provision which follows that
pattern. Part three will then examine the ‘deviant’ case of defence intelligence
in the recent past, which reverses it in both the UK and US, with poor

cooperation in the former and good cooperation in the latter.

Asking why such apparently similar communities experience such different
cooperative outcomes will test the effectiveness of institutional cost theory. It
will become apparent that the level of granularity is the key. In certain
circumstances apparently similar elements within those communities act in
wholly divergent ways, but in other circumstances they act very similarly even
when the result is detrimental. Why do the elements of one community act to
secure greater ‘turf in a manner akin to Niskanen’s ‘budget maximisers’,®’
while the other eschews this, preferring to rely on their colleagues to a far
greater extent in a manner more reminiscent of Dunleavy’s ‘bureau
shapers’?® The existence of cross-cases indicates it is not simply a cultural
pathology. Despite the macro nature of the question it is at the micro level
that the answer can be found.

Despite the holistic ambitions of the theory developed space precludes a
complete examination of every aspect of security and intelligence provision at
every level. A comprehensive examination of the multiple levels of interaction
would need to consider those that occur both within and between the various
agencies and departments involved, the relationships between them and
external communities, police bodies, the media and others, as well as
oversight bodies, and to be temporal in nature. Furthermore any specific
case is likely to boast unique features and no exact replication is likely in any

subsequent case. The treatment of the subject areas examined in Parts two

8 william A Niskanen, Bureaucracy and Representative Government(Transaction Publishers, 1974).
with "Bureaucrats and Politicians," Journal of law and economics (1975).

% Dunleavy, Democracy, Bureaucracy and Public Choice: Economic Explanations in Political
Science.
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and three are therefore not an exhaustive account of security and intelligence
cooperation in the two nations but rather are illustrative of the variety of
issues in question, so that the key concept of the thesis is more clearly
outlined.®® The sheer size of the communities and number of their
interactions would anyway preclude any comprehensive treatment, so
instead a sampling process has been adopted.” In the same way because
the interrelationships that are at the heart of this analysis occur at the
fracture-lines of the institutions and functional divides that are the traditional
loci for comparative analysis in these fields™ this thesis has pared back its
point of departure to the commensurability of the problems faced in the two
subject areas selected by both the UK and US.%

Firstly the very different approaches of the two nations to managing their
counterterrorism effort will be examined. In Chapter 5 the particular
challenges of terrorism in the modern era will be discussed from an
institutional cost perspective. It will consider the impact of negotiations
crossing normally discrete policy areas and the inclusion of an increasing
number of actors with very different objectives and cultures, the horizontal as
well as vertical nature of these interactions, and the sequential nature of
engagement so that relationships and agreements develop according to what
preceded them. Chapter 6 will then narrow the examination to look more
specifically at vertical coordination of counterterrorism, the two Countries
relative ability to counter the threat of terrorism by focusing on how
institutional costs have been generated or alleviated in each. By situating the
point of comparability at the problem level the reliance of one nation on a
strategy delivered through existing institutions can be contrasted with the
others reliance on new institutions, so that the interaction between different

institutional actors can be best captured and analysed.

8 See Christopher Grey, Decoding Organization: Bletchley Park, Codebreaking and Organization
Studies(Cambridge University Press, 2012).97 for an explanation of the utility of this sort of approach.
% This process is detailed in Chapter 4 Section 9, which also addresses questions of potential bias in
case study selection and other issues that might result from this methodology.

%! See for example Davies, Intelligence and Government in Britain and the United States : A
Comparative Perspective.

%2 Discussion of this approach is extended in Section 10 of Chapter 4.
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Part three will follow a similar pattern when examining the provision of
defence intelligence in each nation. Defence intelligence provides something
of a cross-case as the United Kingdom has, unusually, seemed to struggle to
properly organise in this sphere. In contrast, the normally adversarial United
States has, since 1988, introduced a regime of low institutional costs and
impressive efficiency across the range of its objectives. It should be noted
however that even this division is at least slightly artificial, with both the UK
and USA labelling their counterinsurgency operations in Irag and Afghanistan
as an integral part of their wider policy for countering terrorism at home, and
with  Countries such as the Yemen, Somalia and even Pakistan
demonstrating a full spectrum of civil and military engagement for much the
same reasons. Chapter 7 will detail the particular problems of the functional
area from the institutional cost perspective and start to unpick the reasons for
the sector developing as a ‘deviant’ or cross case, with poor cooperation
evident in the UK and good cooperation emerging in the US. Chapter 8 will
then develop these observations by considering how vertical coordination is
managed in each nation, and why it is so problematic in the UK and
apparently so greatly improved in the US. Institutional cost theory will be
applied in an attempt to describe the different experiences of each more fully
than ‘national culture’ explanations can manage and will provide an
explanation for their still divergent, albeit reversed, experiences and for why
the much more closely commensurate formal organisational forms found in
both nations in the defence intelligence arena do not translate into similar

cooperative experiences.

Chapter 9 will then conclude by summarising the findings and demonstrating
how the institutional cost impact framework can enhance understanding of
different levels of cooperation in the intelligence and security spheres. The
findings of parts two and three will be used to advance the idea that, although
Oliver Williamson was content to consider transactional costs simply in terms
of the levels of friction they engendered, the counterterrorism and defence
intelligence cases indicate that individual transactional costs can be further
categorised by the way in which they act on overall institutional cost levels. It

will argue that some act as catalysts, precipitating changes in overall cost
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levels by their action on other transaction cost issues. A second group will be
described as pivotal, in that they provide a fulcrum about which other
transaction costs can shift as they interact. Finally it will be maintained that a
third category are derivative because they only become problematic when
acted on by another transactional cost. It will then briefly consider the
applicability and ramifications of the model as a whole to wider issues of
governance, as well as suggesting profitable avenues of further research that

result.

Experienced intelligence scholars have wisely counselled against what Loch
Johnson described as “physics envy” and any expectation of a “grand theory
of intelligence” or formulaic expression of intelligence in the e=mc tradition.%®
However the development of the institution cost impact framework for
security and intelligence provision is the antithesis of this. Rather, as the
development of the model in the next chapter will show, it is concerned with
developing a model that can explain how different elements of each impact
on the others, how they are integrated, and the effect that the process itself

has on outcomes over time.

% Johnson L.k. (2009) ‘A Theory of Strategic Intelligence’ p.51 Intelligence Theory: Key Questions
and Debates pp.33-53 Editors Gill P. Marrin S. Pythian M. Studies in Intelligence Series Editors
Aldrich R.J. Andrew C. Routeledge. Taylor & Francis Group. London
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Chapter 2 - A Microeconomic Approach to the Analysis of Security and

Intelligence Provision

Section 1: Introduction

The previous chapter put forth the argument for considering intelligence and
security provision as another core function of government, as has been more
fully articulated by authors such as Philip Davies and Michael Herman in the
United Kingdom, and Frederick Hitz and Loch Johnson in the United
States.” The use of microeconomic theory to examine what pressures and
considerations influence both pursuits is therefore a useful way to access not
only the ‘black-box’ of their internal organisation and decision-making but
also their interaction with the rest of government. Transaction cost economics
in particular has proven a useful paradigm for explaining how different
organisations arrange themselves and decide on preferences because it
factors in both the internal and external costs and benefits exhibited by each
potential course of action and organisational mode. Unlike other economic
models it additionally has the capacity to include the impact of more esoteric
(but still enormously influential) elements on such decisions, such as
contextual atmosphere and history, and thus provide a more universal

assessment.

Although initially developed as a means to examine whether firms were best
served in particular instances via the market or by bringing functions in-house
and establishing an internal hierarchy, the transaction cost concept has
subsequently proved useful to authors such as Oliver Williamson, Dick Ruiter

and Lawrence McDonough in the analysis of the public sector.®® In such

% Herman, Intelligence Power in Peace and War. Davies, "Intelligence and the Machinery of
Government: Conceptualizing the Intelligence Community.” Frederick Porter Hitz, Why Spy?
Espionage in an Age of Uncertainty, 1st ed.(New York: Thomas Dunne Books/St. Martin's Press,
2008). Loch K Johnson, Secret Agencies: Us Intelligence in a Hostile World(Yale university press,
1996).

% See inter alia Oliver E. Williamson, "Transaction Costs and Public Administration," in Public
Priority Setting : Rules and Costs, ed. P. B. Boorsma, Kees Aarts, and Albert E. Steenge(Dordrecht ;
London: Kluwer Academic, 1997). Oliver E Williamson, "Public and Private Bureaucracies: A
Transaction Cost Economics Perspectives,” Journal of Law, Economics, and Organization 15, no. 1
(1999).p.322 Dick WP Ruiter, "Is Transaction Cost Economics Applicable to Public Governance?,"
European Journal of Law and Economics 20, no. 3 (2005). And in the defence field, Lawrence
McDonough, "The Industrial Structure of National Defence and Transaction Costs," Defence and
Peace Economics 16, no. 3 (2005).
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circumstances however the range of transaction costs may be more logically
described as ‘institutional costs’ as advocated by Steven Cheung.?® Also
useful within the public sector is the term ‘governance costs’, which was
originally used by Williamson to capture costs that occurred once an initial
contract had been negotiated.?” Certainly costly frictions within the public
sector can be argued to take place either within an existing ‘contract’; that is
the contract between the State and its citizens whereby the former provide a
secure and stable environment for the latter, in exchange for authority over
them and related rewards, or within the employment relationship between the
State, its parts, and its staff. Furthermore Ruiter argues that governance
structures are a key factor in assessing the applicability of transaction cost
analysis to the public sector more generally. He concludes that for
transaction cost analysis to be properly relevant to public sector functions in
this millennium, Williamson’s terminology needs to be adapted to capture the
different options and constraints within this field,*® so that the use of either
‘governance’ or 'institutional’ costs would seem more apposite. This thesis
will therefore use the more general term of ‘institutional costs’ for the security
and intelligence arena as it clarifies the applicability of what was originally a

market-based tool to broader issues of government functionality.

The extension of the original transaction cost theory into a tool for institutional
cost analysis suited to the public sector has particular resonance for the
intelligence and security communities. It retains the central economic
assumption of rational actors, but broadens out their motivations beyond the
conventional (monetary) understanding of profits or losses to allow individual,
departmental and national level goals to compete for dominance internally,
vertically and horizontally. This parallels transaction cost theory’s acceptance

that sub-goals impact on the decisions and processes within a firm even as it

% In his 1998 address to the Western Economic Association Steven Cheung suggested that the term
transaction cost was misleading, and that even the father of the concept, Ronald Coase, had agreed
that institution costs should replace it, and would have, except for the by then ubiquitous use of the
earlier term. See Steven NS Cheung, "The Transaction Costs Paradigm: 1998 Presidential Address
Western Economic Association," Economic inquiry 36, no. 4 (1998).515.

%7 See the treatment of the term (with Bureaucratic Costs) throughout Williamson, Markets and
Hierarchies : Analysis and Antitrust Implications : A Study in the Economics of Internal
Organization. particularly 92-96

% Ruiter, "Is Transaction Cost Economics Applicable to Public Governance?."
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strives for overall profitability. Thus the organisational failures framework
developed by Oliver Williamson,?® and discussed in detail below, is a useful
tool in explaining how particular organisational structures evolve to minimise
the negative impact of institutional costs in one set of circumstances, but can

then be found to be less than ideal in others.

As a part of the public sector both the intelligence and security communities
are embedded in the same complex matrix of peer groups, customers and
supervisors as their governmental colleagues. Institutional cost
considerations should therefore be no less relevant to them. In fact however
an application of the organisational failures framework to the two
communities makes it clear that they also have special features that make
the institutional cost paradigm an even more useful explanation: These
special features vary significantly between the communities of the United
Kingdom and United States, regardless of the aspect of intelligence or
security provision being considered. This variation is at odds with the
standard but often erroneous conception of the two nation’s security and
intelligence communities being very similar, despite their joint membership of
bodies such as the ‘Five Eyes’ and the North Atlantic Treaty Organization
(NATO).!®

There are of course numerous models designed more deliberately with either
intelligence or security provision, or more general public sector concerns in
mind. However whilst many are effective as explanatory models when
addressing the particular question that they were developed for, they become
less convincing when subsequently applied to other, apparently similar,
scenarios as the following chapters discuss. This suggests that there must be
relevant data that has not been factored in, or has not been given sufficient
import in the new situation. The strength of the model derived in this chapter,
based on the assumption of rational actors maximising welfare, is that it

allows the analysis to factor in all available data relevant to the problem

% Williamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.20-40

190 For a complete assessment of the similarities and disparities between the United Kingdom and
United States intelligence communities see Davies, Intelligence and Government in Britain and the
United States : A Comparative Perspective.
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under consideration, whether internal or external, and to assess its relative
import in the specific circumstances of that problem. Where discrepancies
seem apparent it allows the analyst to increase the resolution used until
missing data becomes ‘visible’. In reducing the investigation to the micro-
level, institutional cost analysis also provides a common lexicon of terms that

can be compared across the policy spheres under scrutiny.***

This chapter will therefore firstly explain how an analysis of security and
intelligence provision using institutional costs and property rights can be
derived from the work of early economic theorists despite their primary
concerns being market based. It will then consider the usefulness of Oliver
Williamson’s 1975 'organisational failures framework' in this context. Building
on this it will develop a model specific to the security and intelligence
functions. Once this is achieved it will consider how the individual elements of
that model are applicable to the problems and needs of the two communities.
Finally, supporting arguments around some of the other issues thrown up by
the use of institutional cost analysis in this sphere of government will be
discussed, and some concluding remarks offered.

Section 2: From Different Objectives to Coase: The Logic of an

Institutional Cost Approach

In his 1998 synopsis of the usefulness of transaction cost economics in
explaining governance methods, Oliver Williamson observed that “Because...
each generic form of organisation has both strengths and weaknesses,
organisation needs to be studied as both problem and solution”.** This is
particularly true of the security and intelligence domains. As the preceding
chapter makes clear, the provision of effective security must necessarily
address legal and law enforcement issues, domestic political agenda,
national and personal security issues and international political
complications, as well as touching upon areas like education and social

policy. This is the case in counterterrorism, counter intelligence and more

101 A more detailed examination of how institutional cost theory relate to other theories in the field are
discussed in the following chapter

192 Oliver E. Williamson, "The Institutions of Governance," The American Economic Review 88, no.
2, Papers and Proceedings of the Hundred and Tenth Annual Meeting of the American Economic
Association (1998).
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general intelligence activity undertaken to provide policy makers with a
decision advantage in any area of government business. Internally, each
sphere and undertaking has its own sense of a ‘best outcome’ that is not
wholly representative of the broader national level ‘general utility’. The
organisational set-up of the intelligence community needs to function in the
most complex of environmental settings. This inevitably increases the
institutional costs of each agreement, decision and action, with individual
actors regularly required to settle for what are, from their perspectives, sub-

optimal outcomes to accommodate the preferences of others.

The question then, is how that agreed outcome is arrived at. There are two
possible visions of an intelligence and security community: The first may be
described as a utopian ideal wherein all the actors are co-operatively
engaged in the pursuit of a single Jeremy Bentham-like and uniformly agreed
general utility. Within this view various intelligence community reformers,
most notably the former US Deputy Attorney General David Kris,*®® have
conceived the various parts of the community tools through which this utility
might be maximised. Decision making is thus a matter of principal actors
agreeing which tool or combination of tools will provide the maximum benefits
for the minimum cost. It should however be noted that even within this ideal
scenario there will be occasion when a trade-off is still necessary. For
example within the counterterrorism sphere an early arrest is likely to reduce
intelligence gathering possibilities and even viable evidence, but remove at
least the immediate threat, as was the case with the 2006 plot to bring down
airliners from the UK over the Atlantic. Bargaining and negotiation will always
be necessary, however it is managed, and this will naturally provoke frictions

and incur costs.

More realistically, within that idea of utility, decision makers and those that
influence them will have pre-ordained preferences for particular types of
solution, often as a result of their own background and experience; soldiers
will opt for a military approach, police officers for a law enforcement based

solution, and so on. Bentham’s idea of utility therefore starts to degenerate

103 Kris, "Law Enforcement as a Counterterrorism Tool."
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into one more like that conceived by John Stuart Mill whereby different types
of utility are valued differently.’®® As soon as actors start to regard some
elements of the community as more important than others frictions between
those elements become more apparent and institutional costs will increase,
possible options will be constrained and sub-optimal results will not only
ensue but be more acceptable. The negotiations observed within the utopian
scenario still need to take place, but will become more susceptible to

negative influences.

Most importantly, whether one starts with a conception of the ideal state of a
single shared goal, or with the reality of diverse preferences, it is impossible
to avoid the fact that those involved have to enter into some form of
negotiation to decide on their joint priorities and how they are going to
proceed. This is summed-up in Figure 2.1 below,*®® wherein actors can follow
a process down either the right or the left hand side, but will inevitably arrive

at a bargaining situation as depicted in the bottom right hand corner.

At this point how that process of bargaining is managed becomes central to
what outcomes are achievable.® In his seminal work ‘The Problem of Social
Cost’, Ronald Coase described how the existence of a maximum achievable
net gain across all the parties involved should encourage a process of
‘Coasian’ bargaining whereby that maximand is achieved amongst them. The
division of those spoils amongst the participants is nonetheless still a matter
of rational self interest, with each attaining their own personal maximum utility
(given the existence of the other parties).'®” Although initially considered as a
market problem, the pursuit of an overall maximisation makes Coase’s
theorem every bit as applicable to negotiations within the public sector, and

significantly more useful than the alternative, compensation based, approach

104 See for example John Stuart Mill, Utilitarianism [Together with] Liberty [and] Representative
Government([S.1.] : Dent, 1910 (1968)).

105 5ource of diagram: Own design

19 for a discussion on the utility of bargaining as a model for intergovernmental policy making see
Martha Derthick, The Influence of Federal Grants: Public Assistance in Massachusetts(Harvard
University Press, 1970). and Tim Conlan, "Administration and Governance in a Compound Republic:
Martha Derthick's Contributions to the Study of American Federalism," Public Administration Review
70, no. 5 (2010).

107 Ronald H. Coase, "The Problem of Social Cost," Journal of Law and Economics 3(1960).
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to externalities laid out by Arthur C. Pigou in ‘The Economics of Welfare’.*%®

Critically for this argument, Coase also noted that the possibility of successful
bargaining that could achieve the maximum net gain for the actors involved
was contingent on two factors; the absence of transaction costs and clearly
delineated property rights. Disappointingly, in reality transaction (or
institutional) costs are never zero and property rights are only very
occasionally well, much less perfectly, defined. This is particularly true in the
security and intelligence domains. It is therefore institutional cost theory and
property right allocation that are at the root of the explanatory model

developed below.

Figure 2.1: Derivation of a Bargaining Based Model across the Intelligence
and Security Functions
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Section 3: The Derivation of a Institutional Cost Effects Framework for

the Security and Intelligence Functions

The significant impact of transaction costs on organisational decisions was
first operationalised by Oliver Williamson in 1975. Like Coase before him his

initial focus was on the private sector, and in particular the factors that

108 A C. Pigou, The Economics of Welfare ... Fourth Edition(London: Macmillan & Co., 1932).
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influenced a firms decision to conduct an activity in the market or within its
own hierarchy.'® However the universal applicability of his argument was
apparent and made explicit in numerous papers that he either authored or
inspired, including several specific to the public sector.*'® As he examined
the ‘market or hierarchy?’ question in detail Williamson managed to reduce
the problem to specific elements, divided between behavioural and
environmental types, which then interacted. From this he went on to design
his ‘organisational failures framework’ which encapsulated those elements
and thus indicated what factors and constraints would impact on the decision

making process.

Figure 2.2: Oliver Williamson’s Organisational Failures Framework
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111 and demonstrates that

His diagram is reproduced here (figure 2.2),
although elements are issues in their own right, it is their interaction that

aggravates the impact of the frictions that occur. This then increases them

109 williamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.

119 See inter alia McDonough, “The Industrial Structure of National Defence and Transaction Costs."
Ruiter, "Is Transaction Cost Economics Applicable to Public Governance?." Williamson, "Public and
Private Bureaucracies: A Transaction Cost Economics Perspectives." and Williamson, "Transaction
Costs and Public Administration."”

11 source of diagram: Reproduced from Markets and Hierarchies : Analysis and Antitrust
Implications : A Study in the Economics of Internal Organization.40
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exponentially beyond the mere sum of their parts. This is a significant point
and has major repercussions as the model is developed so that institutional
costs in the public sector, particularly intelligence and security provision, are

able to be assessed.

At their most broad, transaction costs have been defined by Steven Cheung
as “.... all the costs which do not exist in a Robinson Crusoe economy”. He
argues that this is an important expression of how such costs can be
assessed as they are routinely impossible to separate out as individual costs
or benefits.**? All security and intelligence could of course be regarded as
institutional costs experienced by the society that is using them. Some sense
of this can be attained through contributors such as David Omand in the
United Kingdom, who perceives the primary duty of governments to be the
provision of a secure environment so that citizens can go about their
business with confidence. Thus to Omand the function of a government
security and intelligence apparatus is to provide this confidence, so that
market transactions and other aspects of normal society can proceed.'*?
However this thesis is concerned with the level and type of institutional costs
within the intelligence and security spheres, which vary according to the
institutional context being used. Nonetheless the interconnectedness of
institutional costs from each such context has a particular resonance within

these functions of government.

It is particularly pertinent within the intelligence and security arenas that it is
usually some sort of information asymmetry through which behavioural and
environmental factors inter-relate. This issue can be still further heightened
by the additional information asymmetry typical of the political field in which
both tend to play-out. It should also be noted, as the United States
Constitutional example indicates, that reducing such costs and increasing
efficiency will not always be the desired goal because of some additional
dynamic, and a system of high institutional costs may be preferred precisely

because they are high, as this might be seen as providing stability or

112 Cheung, "The Transaction Costs Paradigm: 1998 Presidential Address Western Economic
Association."515.
13 Omand, Securing the State.
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protection to parts of the community in question. Overall then the security
and intelligence spheres can be better represented via the adapted version of
Williamson’s 1975 diagram, which is outlined below (Figure 2.3).*%*
Subsequent chapters will therefore consider functional elements of security
and intelligence provision, as well as their supporting organisational design,

using this model.

Figure 2.3: The Institutional Costs Impact Framework for Intelligence & Security Provision
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Section 4: The Underlying Assumptions of Institutional Cost Theory

An assumption of this work, like the microeconomic analysis from which it
comes, is that actors are rational and self-interested. However Parts two and
three clearly demonstrate that both assumptions are both far more nuanced
constructs than simple classical economic analysis allows. In fact it will be
argued that this is one of the powers of institutional cost approach that

follows. The detail of both these elements therefore needs to be drawn out

1% Source of diagram: Own design developed from Williamson, Markets and Hierarchies : Analysis
and Antitrust Implications : A Study in the Economics of Internal Organization.40
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slightly: Rational behaviour is a contextual creation, not an absolutely pre-
determined response. Rationality in an actor is, as Kenneth Arrow argued,
less about the ends he or she pursues, and more about the reasonableness
of the methods used to achieve them.'™ The reactions of actors to a
particular stimulus will vary according to the environmental setting in which
that stimulus is applied, and the factors that make up that environment can
be shown to be very broad indeed. However this more realistic interpretation
of rationality need not be contrary to fundamental economic thinking: Adam
Smith himself took an open view of what motivated economic actors,**® and
in linking economics with the wider social sciences Mark Casson argues for a

similarly broad understanding of rationality.*’

The Weberian understanding of rational behaviour is nonetheless more
useful in this context than that found in more purist neo-classical economic

113

theory; to borrow Richard Swedberg’s phrase; “... rational behavior is a
variable, not an assumption.”**® The simple predictions of an economists
supply/demand curve (for example) are not realisable in the more complex
context of security or intelligence. The reactions of participants, while still
rational, will be chosen in response to numerous stimuli. These might occur
simultaneously, be of varying importance, and will not only influence the actor
in question, but will also act on each other in a complex pattern of feedback
loops. Rather than being based on perfect knowledge, choices are made by
individuals and groups suffering bounded rationality in a complex and
uncertain environment. The merits of any particular reaction may be rational
to one decision maker and wholly irrational to another depending on personal
priorities. The personal nature of this rationality is what distinguishes human

approaches from those of computers and biological processes: As Thomas

15 Arrow, The Limits of Organization.17

18 Adam Smith, The Theory of Moral Sentiments (1790), Sixth ed.(MetaL ibri, 2005).

117 See variously Mark Casson and GB Richardson, “Entrepreneurship and Business Culture: Studies
in the Economics of Trust, Volume One," Economic Journal 107, no. 440 (1997). Mark Casson,
Organization of International Business: Studies in the Economics of Trust Volume Two(Edward Elgar
Publishing, Incorporated, 1995).

118 s\wedberg, Max Weber and the Idea of Economic Sociology.36, paraphrasing an observation by
Arthur L. Stinchcombe, Stratification and Organization: Selected Papers(Cambridge: Cambridge
University Press in collaboration with Maison des Sciences del\02B9 Homme, Paris, 1986).5, that "...
the central trouble with discussions of rationality is that we are taught by economists and decision
theorists to treat rationality as an assumption... but in the real world rationality is a variable to be
explained". (italics in original).
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Schelling succinctly puts it; although a leaf might be observed to turn towards

[

the sun to photosynthesize “... words like purpose and seek are wholly
nonascriptive and nonevaluative.”™*® People are different. They engage in
conscious adaptive and reactive independent thinking. Although this does not
mean that their reactions to stimuli cannot be predicted, it does mean that
such predictions are of probable or possible reactions, not certainties, and
are only broadly based on the “... method of ‘vicarious problem solving’ that
underlies most of microeconomics.”*?*® Numerous intelligence analysts have
discovered this distinction to their cost in areas as diverse as the Russian
invasion of Afghanistan in 1979 and the layering of assessments of Saddam

Hussein’s production of chemical and biological weapons.*?*

The nature of self-interest too needs elaboration. Within the context of
individuals and groups of the intelligence and security spheres self-interest is
a more complex phenomenon than mere greed. Indeed the multiple levels of
sometimes conflicting indicators an actor perceives as in their interest is one
of the central tenets of this work, and is elaborated on, inter alia, in the
discussion of opportunism in this context. For now it is adequate to note that
the issues of self-interest and organisational goals are intimately connected,
and each is adapted by the other, but that this can be in a negative as well as

a positive way.

As Talcott Parsons observed in his early considerations of social theory, the
social norms of an institution will often be designed so that an actor’s self-
interest is canalised into conformity with them, but this is more than a system
of rewards and sanctions. Rather, the actor will see conformity, and the
principles embodied by conformity, as a good for their own sake and “.... this
attitude will prevail in so far as he shares in the system of ultimate common
»122

value-attitudes of which the institutional system is a manifestation...

However, where the actor sees a value as incompatible with his or her

Ez Schelling, Micromotives and Macrobehavior.17-18.

Ibid.
121 ord Butler of Brockwell, Review of Intelligence on Weapons of Mass Destruction: Report of a
Committee of Privy Councillors (London: The Stationary Office, 2004),
http://www.archive2.official-documents.co.uk/document/deps/hc/hc898/898.pdf
122 Talcott Parsons, "Prolegomena to a Theory of Social Institutions,” American Sociological Review
55, no. 3 (1990).326
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motivations, Parsons suggests a more calculative approach will be taken,
and even that non-conformity may be the most advantageous course,

depending on the level and type of sanctions it might provoke.'*

Like the issue of rationality, this issue has major repercussions on
consideration of the intelligence and security communities. Problems like
sub-goal pursuit and informational asymmetries will be shown here to be
much more a by-product of conformity to the goals of the agencies that
constitute the community than simple self-advancement would suggest.
Particularly in the United States case, the sanctions referred to by Parsons,
and available to community level authority figures such as the Director of
Central Intelligence in the past, or the Director of National Intelligence now,
are not adequate to prevent non-conformity. This is precisely because the
authority of the Executive has not been adequate to empower them against
sub-group opposition from entities like the Department of Defense, whose

own moral concerns lay with maximising their own capabilities.

Section 5 — The Institutional Cost Impact Framework for Security &

Intelligence Provision

Although necessarily considered separately below, it is important to note that
property rights and institutional costs are intimately linked at every level.
Indeed in his 1999 overview of the debate between the neoclassical definition
of transaction costs, which is exclusively concerned with the cost of trading
across a market, and the broader understanding subsequently developed by
scholars such as Williamson, Cheung and Armen Alchian, Douglas Allen
explicitly names the property rights approach as the alternate viewpoint.*?*
Indeed he formulated a definition of transaction costs as the cost of
establishing and maintaining property rights in his earlier 1991 paper.'® Allen
also notes that Alchian’s early work on tenure, and subsequent consideration
with Reuben Kessel of an individual’s utility within a firm, are both dependant

on the organisations institutional make-up: Non-profit ‘firms’ like public bodies

123 H
Ibid.
122 Douglas W. Allen, “Transaction Costs," in Microeconomics, ed. Buford Curtis Eaton, Diane F.
Eaton, and Douglas W. Allen(Scarborough, Ontario ; London: Prentice Hall Canada, 1999).
125 Douglas W Allen, "What Are Transaction Costs," Research in law and economics 14, no. 0 (1991).
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are able to bear significantly higher institutional costs precisely because they
are not profit making,'®® the latter having particular pertinence as an
explanatory factor in the variance in organisation and delivery of security and

intelligence.

Even within this group, security and intelligence provision are undertakings
that necessarily involve high institutional costs, and as Thrainn Eggertsson
notes in his 1990 review, such activities require rules to guide resources to
the uses that return the highest utility. The economics-of-law literature?’
demonstrates that the State, the property rights it allocates and, crucially,
how they are structured, has the potential to be a force for either good or ill:
Either they can push the structural production frontier closer to the maximum
technically possible, or they can be responsible for organisational failure.*?
As discussed below this impact is not restricted to any prevailing legal
framework, but it is nonetheless central to how efficiently security and
intelligence can be both performed and interwoven into more general

governance.
a. Institutional Costs Overview:

Just as Alchian had made a conceptual leap with his understanding of
property rights a few years earlier (discussed in detail below), so did Steven

Cheung’s work on share tenancy,'®

and his subsequent reflections on
communist Chinese organisations, add definition and breadth to Coase’s
original (market based) conception of transaction costs. This in turn allowed a

re-definition of Pareto optimality within the real world wherein all costs,

126 See Armen A. Alchian, "Private Property and the Relative Cost of Tenure," in The Public Stake in
Union Power, ed. Philip D. Bradley(University of Virginia Press, 1959).

127 For a discussion on organisational economics see Luis Garicano and Richard A Posner,
"Intelligence Failures: An Organizational Economics Perspective,” Journal of economic perspectives
(2005).159 For a critique of new institutionalist approaches see for example Richard A. Posner, "The
New Institutional Economics Meets Law and Economics," Journal of Institutional and Theoretical
Economics (JITE) / Zeitschrift fir die gesamte Staatswissenschaft 149, no. 1, The New Institutional
Economics Recent Progress; Expanding Frontiers (1993). For a broader view on the different
approaches see Ernst-Joachim Mestmécker, A Legal Theory without Law: Posner V. Hayek on
Economic Analysis of Law, vol. 174(Mohr Siebeck, 2007).

128 See Thrainn Eggertsson, "The Role of Transaction Costs and Property Rights in Economic
Analysis," European Economic Review 34, no. 2 (1990).

129 steven Ng-Sheong Cheung, The Theory of Share Tenancy. With Special Application to Asian
Agriculture and the First Phase of Taiwan Land Reform(Chicago & London: University of Chicago
Press, 1969).
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including internal ones, need to be included in the calculus. Individuals might
work to reduce transaction costs, but behave so as to increase them. Under
different institutional arrangements or circumstances their ability to do either
will vary.®® Cooperative efficiency between actors is thus linked to the level

of institutional costs that impact on their relationship

Oliver Williamson describes transaction costs as the economic counterpart of
frictions in a machine: Do the gears mesh efficiently, are moving parts oiled,
and is there energy-losing slippage anywhere.131 Intelligence and security
communities need to be considered in the same holistic fashion to determine
how far the level of institutional costs they are working under undermines
their joint effectiveness. Friction in the derivative parts, such as the legal
system, can be as detrimental as friction at its core, and the interaction
between the parts is both critical and problematic.

As the provision by the State of a secure environment is a necessity for all
other social and economic activity, and the State is a near monopoly supplier
that is not in competition with others, it might seem reasonable to presume
that those involved in its supply would be uniformly and co-operatively
committed to reducing these frictions. One would expect all parties to
routinely demonstrate successful Coasian-style bargaining with each other,
both horizontally and vertically, in the pursuit of Pareto improvements to the
overall security situation. At the very least any Kaldor-Hicks type of advance,

132 should

that at least offers the theoretical possibility of overall improvement,
be readily accepted and introduced. Yet, as the discussion in subsequent

chapters will demonstrate, this is often not the case.

130 gee for example Cheung’s consideration of the service of a buffet dinner where the Pareto
condition is apparently violated until the savings on waiting on tables etc. is factored in with the
opportunistic and boundedly rational behaviour of customers, at which point the Pareto is satisfied.
Cheung, "The Transaction Costs Paradigm: 1998 Presidential Address Western Economic
Association."517

131 williamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.1-2

132 By this criterion an outcome is more efficient if the overall level if improvement is such that those
that enjoy the fruits of that improvement could, in theory at least, compensate those that are made
worse off by it. See Nicholas Kaldor, "Welfare Propositions of Economics and Interpersonal
Comparisons of Utility," The Economic Journal 49, no. 195 (1939); J. R. Hicks, "The Foundations of
Welfare Economics," ibid., no. 196.



56

Speaking more generally about the public sector, Joseph Stiglitz opined that
the failure of governments to deliver Pareto efficient improvements was not a
matter of Coasian bargaining being suited only to the private sector, but
rather that it was centred on a misalignment of incentives; an argument he
extended over four hypotheses demonstrating how this misalignment
produced (wilfully or otherwise) high institutional costs that obstructed the
implementation of beneficial policy changes.*** Although primarily focused on
the policymaking level in the Clinton administration, Stiglitz’s points are as
relevant to the working level/decision-making nexus, where similar pressures
necessarily increase levels of institutional costs. They are also more
generally applicable to security and intelligence provision all the way through
to the operational level, particularly where information issues are concerned,

and are discussed further below under the relevant factor heading.

More broadly however, Stiglitz identifies the temporal nature of public sector
bargaining,™** which has been shown to apply in the intelligence and security
worlds and impacts on the development of organisation within them.**®> This
has two effects: Firstly, when coupled with uncertainty as to future
developments, there is a tendency to impede apparently positive changes for
fear that they might either undermine a group’s interests later,**® or even
reduce capability to respond to different, as yet unforeseen, future threats. In
the latter case both the bounded rationality of actors and their probity itself
can act as impediments to achieving apparently Pareto efficient
improvements. Secondly, the dynamic nature of the bargaining process itself
can encourage informal coalitions within an intelligence community to form
networks based on longer-term support, rather than the merits of a particular
issue. In such cases apparently obvious Pareto improvements may seem
riskier propositions than they should because they might damage longer-term
alliances. As Stiglitz observes, the results are actually dependant on “... what

implicit property rights people thought they already had” and how an initiative

133 Joseph Stiglitz, "Distinguished Lecture on Economics in Government: The Private Uses of Public
l?}erests: Incentives and Institutions," The Journal of Economic Perspectives 12, no. 2 (1998).

Ibid.11
135 Grey, Decoding Organization: Bletchley Park, Codebreaking and Organization Studies.15
B38stiglitz, "Distinguished Lecture on Economics in Government: The Private Uses of Public Interests:
Incentives and Institutions."8
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might affect these. The bounded rationality of actors is displayed via
inefficient signalling during bargaining and because negotiations are not one-

shot episodes “...each round affects the fall-back position for the next”.**’

Thus the organisation of the institutions tasked with providing security and
intelligence really does matter as it is here that the level and impact of such
frictions is decided. A competitive system may encourage innovation and
effort, but it may also be destructive in circumstances such as those in the
public sector where perfect competition and information are absent. In such
cases gains can be achieved by the diminution of one’s competitor as well as
by self-improvement. Intelligence and security both sit close to the political
level. However while politics is a zero sum pursuit, policy is not. On occasion
this distinction is observed, as was the case with cross-party co-operation
over Northern Ireland during the Major Government in the United Kingdom.
More often the lines are blurred, as debates over defence spending when
power passed from Brown’s Labour Government to Cameron’s Conservative
one, demonstrate. In the case of northern Ireland an inclusive approach
removed a sense of information asymmetry. Without this it is likely that an
actor will assume that any proposal from an ‘opponent’ must be made for the

opponent’s own benefit, and at their expense.**®

Furthermore there is a particular factor with governmental transactions. In all
other cases government is the primary enforcer of contracts, so where it is
one of the contracting parties, who is there (in Stiglitz words) to ‘guard the
guardians’?**® The possibility that government will change its mind always
exists, particularly in democracies where a new administration with different
ideas is possible at any time. Credible commitments are difficult, which can
be problematic in itself, but so too are the possible solutions:**° One of the
ways a government can reduce the possibility of reversal of their decisions,

and thus demonstrate their commitment, is by building in significant

137 1bid.9&11(italics in original).

%8 bid.12-13

%9 Ipid.10

140 James M Buchanan, The Limits of Liberty: Between Anarchy and Leviathan(University of Chicago
Press, 1975).p.35-90 and his extended discussion on political choice in Freedom in Constitutional
Contract: Perspectives of a Political Economist(Texas A & M University Press College Station,
1977). See also James M. Buchanan, Constitutional Economics(Oxford: Basil Blackwell, 1991).
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institutional costs to changes. In the United States for example altering the
Constitution is theoretically possible, but exceptionally difficult in practise, by
virtue of the institutional costs that would be incurred by any government
disposed to attempt change. This can be a positive thing of course, but the
benefits of the status quo may be a subjective matter, and in the face of
uncertainty it reduces the flexibility of decision makers to address changes in
the environment. The same issues pertain through to the operational level,
where existing and rigid ‘guidelines’ designed for a previous set of

circumstances constrains Pareto improvements in the present.**

The applicability of the different parts of the institutional costs effects
framework outlined above to the governmental functions of both security and
intelligence provision will therefore now be considered in turn. Starting with
the central position of information issues and the criticality of the interaction
of behavioural and environmental factors through them, it will then consider
specific parts of the model: First, the behavioural factors of opportunism
(including both moral hazard and hold-up problems), bounded rationality, and
probity, then the environmental aspects, uncertainty and complexity, asset
specificity, and frequency. Finally the surrounding circumstances of property
rights clarity, atmosphere and the participants’ sense of a shared common
goal will be examined before the argument returns to a more general

consideration.

b. Information Impactedness and the Interaction of Human and

Environmental Factors:

The complexity of the intelligence and security environments mean that
information is routinely held on an asymmetric basis. This multiplies the
impact of the environmental and behavioural factors discussed elsewhere.
The effects of information impactedness are further exaggerated by two key
points: Firstly the secrecy inherent in both pursuits increases the perception
of the problem and secondly, because a large proportion of the information

involved is also highly idiosyncratic the statistical aggregates used to

141 stiglitz, "Distinguished Lecture on Economics in Government: The Private Uses of Public
Interests: Incentives and Institutions."



59

compensate for a lack of detailed knowledge in more conventional economic

activity have a limited utility.

Friedrich Hayek had noted that "... every individual has some advantage over
all others in that he possesses unique information of which beneficial use
might be made, but of which use can be made only if the decisions
depending on it are left to him or are made with his active cooperation” as
early as 1945.'* Nonetheless the central placing of information-related costs
by Williamson was prescient. He constantly emphasises that it is the
interaction of environmental and behavioural elements that gives rise to
transaction costs, and that it is information impactedness that is the central
cog dictating how that interaction will play out, as depicted in his
organisational failures framework. Because of its overlapping place between
the behavioural and the environmental factors the effect of information
impactedness and hidden communication costs is mostly dealt with within
those sections. However the peculiar import of this factor within intelligence

and security provision merits particular mention:

Within the intelligence, and (to a lesser but still significant extent) the security
domains, the issue of information impactedness has a special significance
because secrecy is essential in some areas and prevalent in almost all.
Although David Omand suggests a recent cultural shift from the need to

know principal towards a duty to share'®®

the alterations required to make
this a general reality are substantial, and not yet complete. Secrecy is

omnipresent and throws up some particular institutional cost problems.

Perhaps foremost among those is the tendency to aggravate other
institutional failures or weaknesses. Secrecy increases both the problem of
asymmetric information and, in a culture where it is nearly universal, the
perception of its presence. This, as Joseph Stiglitz observes, creates a
dynamic that leads to biased and unrealistic information being introduced. ***

Furthermore a credible commitment is less likely because those excluded

142 Friedrich August Hayek, "The Use of Knowledge in Society,” The American economic review
(1945). 521-2

143 Omand, Securing the State.

14% stiglitz, "Distinguished Lecture on Economics in Government: The Private Uses of Public
Interests: Incentives and Institutions."15-17
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from the process that arrived at the decision are unlikely to feel bound by it,
but rather that they are fully justified in trying to overturn the conclusion

reached when possible.

Secrecy is the most clearly defined technical barrier between different
elements of the security and intelligence communities. The necessity to
secure information means that an additional tranche of property rights must
be allocated and negotiated over. These sit alongside and are largely
independent of the property rights that deal with the roles and responsibilities
of actors. Almost uniquely, secrecy can provide near-infinite transactional
costs between those who are indoctrinated into a secret, and those who are
not, with very significant penalties often imposed on those that breach that
divide.

Some divisions may be basically hierarchical, such as those based on levels
of vetting. Negotiating access is then a matter of established protocols; a
developed vetting status gives one routine access to material marked as
Secret, and occasional access to top-secret, for example.'*> Negotiations are
irregular and relatively friction-less, being based on abstract cases. In these
cases property rights are allocated according to when individuals acquire the

necessary status.

More problematic are the property rights that need to be negotiated over
when compartmentalisation is based on particular projects or work streams.
These can operate horizontally as well as vertically and include what in the
US are known as Special Access Programs (SAP) and, within them Special
Compartmented Information (SCI) such as Talent-Keyhole (TK) product.
Even within these, access to individual reports is restricted to those are
inducted into the relevant operation at that time, or have a demonstrable
need to know, in the judgement of those in charge of them.*® Negotiating

access is thus a sequence of complex one-off bargains, where the actor

145 See for example the UK's "Government Security Classifications," ed. Cabinet Office(HM
Stationery Office, April 2014).

148 See for example Barack Obama, "Executive Order 13526 of December 29, 2009 Classified
National Security Information," ed. The White House(Washington D.C.2009). "Director of Central
Intelligence Directive 1/7: Security Controls on the Dissemination of Intelligence Information,” ed.
Director of Central Intelligence(Washington D.C.: Federationof American Scientists, 1998).



61

wishing it is substantially disadvantaged. He or she will be suffering from a
significant asymmetry of information holdings from which to advance their

argument for access.

The appropriate set of property rights are thus likely to be defined by the
holder of information classified in this manner. Even a relatively widely
disseminated piece of intelligence might remain the property of the
originating organisation, and they can retain the property rights to it. In
practise this means that they continue to decide to whom, under what

circumstances, and with what detail or ‘form of words' it is passed.

There are likely to be a number of different and contradictory pressures on
the holders of secret information when they are deciding whether, and when,
to share it. Christopher Grey has, for example, described the way in which
the being indoctrinated' or 'enwised' into the Ultra secret could provide both
technical and cultural separation from co-workers at Bletchley Park,**’ and
act as a unifying cultural 'pillar' as actors were linked in their shared
understanding of the need for secrecy, and of being in a joint effort to achieve
it, even if they are excluded from individual secrets.**® He notes that the
same effects have been observed by Michael Herman in more recent times,
with intelligence officers enjoying a shared 'specialness' into which

individuals are inducted through specific rituals.**°

Membership of such a group can facilitate negotiations through the sense of
trust it engenders, and the temporal nature of the relationships within it. Such
trust is however always fragile, and primary loyalties likely to be to the actors
own part of an organisation. Even in the best of circumstances secrecy
means that very real technical barriers will need to be routinely negotiated
across, and so permits the interaction of other institutional costs described
below. The various effects of secrecy thus have non-trivial impacts on the

institutional cost landscape.

147 Grey, Decoding Organization: Bletchley Park, Codebreaking and Organization Studies.159
148 B

Ibid.121-132
149 Herman, Intelligence Power in Peace and War.
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In addition, because the process must inevitably by-pass normal consensus
decision making if arrived at in secret, the decision itself is likely to increase
the divergence between winners and losers. As Stiglitz puts it; “... secrecy
aggravates the problem of positional goods and destructive competition.” A
piece of information can thus be a positional good if those holding it can
derive status from the secrecy surrounding it. In an environment where
secrecy is common, it is likely that actors will constantly suspect an
“...interest group is taking advantage of the secrecy to advance their cause
over yours”. Unfortunately because having information is valuable if others do
not, secrecy creates rents, which in turn creates a market (however
informally), and thus provides an incentive to the actors involved to promote
even an artificial scarcity. Looking at it from the policy making angle, Stiglitz
has no time for secrecy at all, believing its only merit is in providing a tactical
advantage in the political bargaining game.*® However in the intelligence
and security arena, where an active external opposition will seek to do you
harm on the basis of any information obtained, there is, and will remain a

need for it despite the institutional costs that it inevitably implies.

Conversely it could be argued that the introduction of various initiatives on
open government and transparency that have become policy since the early
1990’s have established a new, and often significant monitoring cost every bit
as detrimental to security or intelligence provision as secrecy. Whether
usefully or not, public debate that takes place in the maelstrom of a diverse
media (each aspect of which will have its own ideas on maximising utility)
inevitably leads to criticism. That can induce a risk-averse culture in both
political and operational levels which can in turn impact on the perceived
utility of any given option, or the constraints under which options are
available, for example through new laws or guidelines.** These constraints
can have wider policy implications, as the UK/US spat over intelligence

sharing that followed the Binyam Mohammed Court case demonstrates.>

130 stiglitz, "Distinguished Lecture on Economics in Government: The Private Uses of Public
Interests: Incentives and Institutions."15-17

131 For examples of this sort of effect see, for example Philip Anderson, "Complexity Theory and
Organization Science," Organization Science 10, no. 3 (1999).

152 5ee for example "Binyam Mohamed Torture Appeal Lost by Uk Government *, BBC News
Channel(2010), http://news.bbc.co.uk/1/hi/uk/8507852.stm and discussed in MP Chairman The Rt.
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Furthermore as different organisations might suffer different levels of
criticism, depending on what enters the public domain, new frictions between
them that impact on collaborative working can develop. The enthusiasm of
the former Special Branch’s to undertake Security Service taskings suffered
as a result of the former’'s vulnerability to Freedom of Information Act
requests and more accountable public posture than that of the latter, for

example.*®

An organisational set-up will thus have to balance these various pressures,
and it is likely that in so complex an environment that the point of equilibrium
will be constantly moving. Secrecy, like expertise, is thus one of the drivers
for using an organisational design that moves what Stiglitz calls ‘critical
decision making’ (note that ‘critical’ may be at any level, not necessarily the
highest) some distance from political decision making; an area that will be

discussed in subsequent chapters.

In his seminal work ‘Markets and Hierarchies’ Williamson considers the
transaction cost implications of the “inside contracting system”, wherein a
firms management provided space, machinery and materials to a second firm
to whom they delegated a production function in its entirety, paying a
negotiated piece rate for the finished item.** Inside contracting presents a
useful broad-brush metaphor for a government’s use of different agencies to
jointly provide security and intelligence by each being responsible for the
productions of elements thereof. The advantages enjoyed by firms using
inside contracting are those an intelligence and security community would
desire. Notably that there is no need for the principal firm to have detailed
technical knowledge of the subsidiary functions to direct them, or to have to

Hon Paul Murphy, "Rendition,"” ed. The Intelligence and Security Committee of Parliament(HMSO
(Crown Copyright), 2007).

153 The investigation into possible historic abuses of authority by covertly deployed Special Branch
officers, stemming from one such targeting of Trotskyite groups on behalf of the Security Service is
an example of this difficult juxtaposition. Senior Special Branch Officer(Retired) P4, interview by
Author, November, 2012, London. For a wider discussion of the cognitive processes that shape the
impact of such divergent vulnerabilities see Pamela S. Barr, Stimpert J. L, and Anne S. Huff,
"Cognitive Change, Strategic Action, and Organizational Renewal," Strategic Management Journal
(1986-1998) 13(1992).

5% Wwilliamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.96 using John Buttrick, "The inside Contract System," The
Journal of Economic History 12, no. 03 (1952).201-202
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negotiate contracts with personnel. There are also economies of
communication and monopoly powers that might give rise to opportunistic
‘hold-up’ problems (discussed below) are, theoretically at least, limited.
Furthermore incentives to each inside contractor can be set to encourage
efficiency and innovation.*®® Information impactedness that might discourage

investment is minimised.

Despite these advantages the inside contracting system experienced
significant frictions and wastage. Williamson divides these into eight broad
categories (summarised below), including three problems still stemming from

defective incentives:

A bilateral monopoly, albeit restrained, inevitably develops.

2. Periodic renegotiations encourage information hoarding and delay
innovation as actors attempt to improve their position.**®
Component flow is hard to regulate.

4.  Work in progress inventories were excessive and later stage work could
thus prove wasteful of components on which earlier work had been
completed. This can manifest itself as duplicated efforts, and correlates
to non-collaborative intelligence or security production.

5. Disparate relative incomes can de-stabilise desired changes to
organisational patterns.*’

6. Equipment, being outside a contacting ‘firms’ responsibility, is not
properly used or maintained.

7. Innovation tends to favour labour saving, for which the ‘firm’ is
responsible, over materials, for which it is not.**®

8. Incentives to innovate the product itself were inadequate, as it can be in
the interests of ‘contracting firms’ to maintain a status quo. They are

unlikely to see the rewards of innovation above their level of operation.

135 1n the modern intelligence context this could be managed via funding devices, such as the Single
Intelligence Account in the United Kingdom.

1% such periodic renegotiations may be seen to parallel Single Intelligence Account payments and the
like.

37 An equivalent problem was experienced as a result of the mix of police and civil servant salaries in
the newly created Serious and Organised Crime Agency in 2006, which caused significant ill-will and
hindered the consolidation of the new organisation into a cohesive whole.

138 1n many current security or intelligence activities the pervasiveness of overly specific budget
streams has a similar effect.
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All of the problems that inside contracting experienced have parallels within
the intelligence and security spheres. All occur because of the interaction of
behavioural and environmental factors, are immanent to the system itself,
and have some element of information asymmetry at their root. The bilateral
monopoly is central to the nature of these sovereign transactions,™® and
allows the construction of the ‘ring of secrecy’ within which they must exist.
However it means that a ‘small-numbers’ condition is equally unavoidable,
and that the equivalent of a ‘first-mover advantage will always exist.
Strategic delay and other gaming-like behaviour will occur in the absence of
full information, and will be joined with group or individual opportunism to
improve position and reputation. The regulation of components (or their
equivalent) could be improved in the absence of bounded rationality, but
each element is assessing optimal flow on the basis of their own
requirements and capabilities. Status issues emanating from bounded
rationality (with asymmetric information) and skewed incentives encourage
attempts to shift contractual relationships towards subordination relationships

producing suboptimal outcomes.

The fact that individuals who do not own assets are unlikely to care for them
properly, as Williamson suggests, is effectively a ‘free-rider’ problem. The
possibility that one’s own organisation will not be able to fully appropriate the
gains from any outlay on those assets is likely to be a deterrent to investment

and innovation. To quote Williamson in full:

“Given uncertainty, whence the occasion to make coordinated
adaptations between successive parts, and bounded rationality,
whence the limitations on long-term contracts and the infeasibility of a

flat (single stage) hierarchy, the defects listed are manifestations of

139 An idea developed by William Niskanen in his earlier work on bureaucratic behaviour, which is
discussed further below. See William A. Niskanen, "The Peculiar Economics of Bureaucracy,” The
American Economic Review 58, no. 2 (1968). However, while the bilateral monopoly condition is a
reasonable approximation of the UK system, in the US a monopsonic condition can also be argued in
some areas of security and intelligence, as the Executive can seek, for example, National Estimates
from different suppliers. The options are limited however, and although this distinction can be linked
to other institutional costs the argument here is not significantly affected.
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small-numbers bargaining relations in which opportunism and

information impactedness conditions obtain.”*®

Although Williamson was referring to a firm using the inside contracting
system, the synopsis of the operating conditions quoted above could be
applied to an intelligence or security community equally well. It is also a
pointed summation of how the outcome of the interaction between human
and environmental factors is affected by asymmetric information and the

costs of communicating across separate parts of any such endeavour.
c. Behavioural Factors:
i) Opportunism

When analysing institutional costs and their impact on an institutions
organisation and capability, the relevance of opportunistic behaviour as a
factor that needs to be reckoned with is contentious even in the private sector
where financial gain is the declared purpose. That it should be relevant to an
important public service such as the provision of a secure environment is
naturally even more so. In fact its impact is the larger because of the extent
of information asymmetry widespread throughout this area. However the
common-usage definition of ‘self-interest-seeking with guile’,"®* whilst
technically accurate, does not fully capture the range and motivation of what
is observably ‘opportunistic’ behaviour by actors in this sphere. The ‘self-
interest’ is often actually a conviction of the rightness of one’s perspective, or
that of one’s agency, over that of others, with at least a conception of the
greater good still in mind. Self-interest is of course served by superiors
accepting that point of view and the reputational enhancement that comes
with success, but not by failure, so the individual or agency will usually have
a genuinely held conviction that they are correct. Williamson notes that

internal opportunism takes the form of sub-goal pursuit, whether it be of an

180 Wwilliamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.97-98
181 See for example ibid.96
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2

individual or collective nature;*®* a seminal problem within the intelligence

and security spheres as subsequent chapters will demonstrate.

The ‘guile’ required is a similarly opaque construct. Information impactedness
between actors is an accepted and unalterable fact of life in both the
intelligence and security worlds. Secrecy, environmental uncertainty, and
bounded rationality implicit in varying specialisations and roles mean that
individuals and agencies must select what information is shared, when, and
with whom, both vertically and horizontally. Their own sense of what
constitutes an optimal outcome is an inevitable bias in this. As it is neither
feasible nor useful to attempt to pass all possible information, all the time,
any interested party in the chain with a different perspective to the originator
will probably conclude there was ‘guile’ within the decision-making process,
even if the original actor believes himself or herself to have been wholly

righteous.

That different agencies are aware of their different beliefs is enough to
increase institutional costs. The suspicion that others may act
opportunistically is enough to ensure that ex ante negotiations and ex post
governance become costly as soon as anything less than all the actors have
anything less than complete knowledge.'®® Nonetheless, as Williamson
observes for the private sector, the fact that actors harbour opportunistic
inclinations does not imply a flawed system per se. It is the conjunction of
opportunism with the small-numbers issue that is problematic; an issue that
is ubiquitous in the intelligence and security spheres as the agencies are
near-monopolistic suppliers of their own product.*® The exchange is thus

one between “... bilateral monopolists in stochastic [market] circumstances”

192 1bid.125 note 1

183 For a discussion of this effect and the impact of bounded rationality see The Economic Institutions
of Capitalism: Firms, Markets, Relational Contracting.66

164 Although not discussed here it can be argued that this situation is at least reducing with the
exponential increase in open source information and the rise of Private Military Companies and
security concerns in the delivery of various elements of both intelligence and security even to
government consumers, although whether such sub-state actors can genuinely represent the same level
of legitimacy is questionable. See for example James Pattison, "The Legitimacy of the Military,
Private Military and Security Companies, and Just War Theory," European Journal of Political
Theory 11, no. 2 (2012). or Kristine A Huskey, "Accountability for Private Military and Security
Contractors in the International Legal Regime," Criminal Justice Ethics 31, no. 3 (2012). and Daniel
Warner, "Establishing Norms for Private Military and Security Companies,” Denv. J. Int'l L. & Pol'y
40(2012).
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and it is in the interests of the parties involved to seek the best terms for

“

themselves via “...opportunistic representations and haggling”.'®> Whereas
the system would be best served if they could be co-operatively joined to
avoid the bargaining and, more seriously, the mal-adaption costs generated,

as subsequent case studies demonstrate.

The term ‘moral hazard’ should not therefore necessarily mean that agents
are acting dishonestly despite the pejorative nature of the term. Alchian and
Woodward’s contention that the 'moralistic overtones' are justified because
“... if everyone would simply agree to undertake a given standard of effort

and abide by the promise, a more efficient outcome would result”*®°

may be
adequate to straightforward contracting but does not deal adequately with
issues of varying interpretations and shifting circumstances. Clearly the very
fact that hostile governments and bodies are deliberately countering one’s
efforts or suborning one’s personnel are a particular problem within the
intelligence or security arenas and costs are therefore certainly incurred in
policing them. But there are also well-intentioned and wholly internal
deviations that need to be considered, and these can be every bit as
significant to the institutional costs incurred, and to the organisational design

that results.

In their review of Williamson's ‘Institutions of Capitalism’, Alchian and
Woodward argue persuasively that the relevance of opportunistic behaviour
can be better assessed if it is divided into conduct concerned with moral
hazard and that concerned with the problem of hold-up.*®’ This separation is
also useful to the analysis of the security and intelligence functions and is
therefore utilised here.

185 williamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.27 and see earlier note (Section b.) regarding bilateral
monopoly/monopsonic conditions.

186 Armen A. Alchian and Susan Woodward, “The Firm Is Dead; Long Live the Firm a Review of
Oliver E. Williamson's the Economic Institutions of Capitalism," Journal of Economic Literature 26,
no. 1 (1988).68

17 1bid.67-69
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i) Moral hazard

The susceptibility of organisations to moral hazard is dependent on their
plasticity; the degree of discretion or legitimate options open to decision
makers.'®® The nature of both intelligence and security provision, with their
dynamic nature, their distinctive policy, strategic, tactical and operational
levels, and their variable tools and objectives make them very plastic indeed.
The impact of this on property rights is discussed later, but here the issue is
that the necessary freedom of action enjoyed by agents will inevitably allow
them to bias their decisions away from the primary wishes of their principals
towards their own agenda. On occasion this may be an advantageous state
of affairs, but it will also allow re-interpretation of policy to best suit one’s own
beliefs and world view. Consider for example a recent statement by the then
head of the United Kingdom’s Secret Intelligence Service to the Intelligence
and Security Committee, wherein he stated that did not feel bound by the
requirements and priorities laid out by the Joint Intelligence Organisation
(JI0) in Cabinet Office.’®® The passage of time between requirements edicts
whilst new threats emerge, and the run-in time for any successful
recruitments of human sources mean that some flexibility at this level is
beneficial. However for the most part it is likely that new threats and
opportunities,’”® as well as their tie-in to forthcoming government policy, will
be best understood within Cabinet Office machinery that has access to pan-
governmental analysis and needs. Diversions from their established
‘requirements and priorities’ process may therefore not be helpful.}’* The
number of vertical and horizontal levels within an intelligence community
means that monitoring compliance with these is always going to be a

significant institutional cost, and unlikely to ever be comprehensive, even

1% 1bid.69

16° Oral Evidence of Head Of Secret Intelligence Service on 27" Jan. 2009 to Intelligence and Security
Committee. See Chair Rt Hon Kim Howells Intelligence and Security Committee, "Annual Report
2008-2009,"(London: Intelligence and Security Committee ISC, 2009).32

170 For a discussion on the longer term problems for requirements and priorities see Kristian
Gustafson, "Strategic Horizons: Futures Forecasting and the British Intelligence Community,”
Intelligence and National Security 25, no. 5 (2010).

171 At the time the then head of SIS made his observation the National Security Council was in its
infancy. The inter-relationship of the two bodies, and how policy advice and requirements and
priorities are managed remains nascent. There are however significant property rights issues with the
system at the time of writing, which will be further discussed in subsequent chapters.
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where there is no malicious intent but only a marginally different view of the

overall ‘good’."2

Joseph Stiglitz, discussing insurance provision, defines moral hazard as

arising “...when neither the state of nature nor individuals actions are
observable to the insurer”, and goes on to say that this form of moral hazard
is pervasive in the economy including when insurance is provided by
governments via social institutions.’” Investment in (defensive) intelligence
provision and target hardening measures are themselves a form of insurance
against a possible, rather than certain, event although the ‘insurer’ and the
‘insured’ are both contained within government. This makes actions more
observable, but not completely so, due to the disparate functions and the

distinct levels that comprise them.

On the other hand, the extent and complexity of the ‘state of nature’ that
needs to be observed is far larger than any that conventional insurance might
need to consider. Even when discoverable it will be imperfectly observable
due to surrounding noise. The principal-agent relationship is thus
characterised by limited or asymmetric information and monitoring difficulties.
These allow the latter to use their discretionary latitude to deviate from the
formers implicit wishes, and the fact of the ‘insurance’ existing will itself
produce an incentive for agents to take risks they might not otherwise
contemplate when deciding how to allocate scarce resources.'” Knowing
that the Security Service had primary responsibility for intelligence on
terrorism has, for example, allowed the Metropolitan Police to cease
intelligence coverage of possible terrorists and their support groups unless it
was directly linked to an active investigation. This had been a role performed

by their Special Branch until its dissolution in 2006.*"

172 The J10 and the tensions in central requirements processes are discussed in more detail Philip H.J.
Davies, "Twilight of Britain's Joint Intelligence Committee?," International Journal of Intelligence
and Counterlintelligence 24, no. 3 (2011).

173 Richard J. Arnott and Joseph E. Stiglitz, “The Basic Analytics of Moral Hazard," The Scandinavian
Journal of Economics 90, no. 3, Information and Incentives. Vol. 1: Organizations and Markets
(1988).383

174 stiglitz, "Distinguished Lecture on Economics in Government: The Private Uses of Public
Interests: Incentives and Institutions.”383 and footnotes

175 Senior Special Branch Officer P1, interview by Author, August, 2011, London.
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Additional or unexpected funds can also produce the sort of moral hazard
that raises institutional costs; they may thus be every bit as detrimental.
Subsequent chapters will discuss the United States intelligence community
as a whole, but even in the usually frugal United Kingdom’s security
environment the shift of resources to a newly created and centrally allocated
Counter-Terrorism fund allowed opportunistic behaviour by agents. Here
various projects that would normally have been funded from conventional
policing budgets, and in many cases had struggled to realise resources on
that basis, were slightly re-written so that community based elements
acquired a counter-terror angle.’’® The apparently critical nature of the time
constraints made proper monitoring expensive and limited, so that the costs
of genuine delivery were heightened by these more opportunistic projects.*’’
The situation here is akin to that observed by Williamson (and then later
Frederic Scherer, in relation to defence contracts). Unless intrusive
monitoring can establish and therefore disallow unwarranted expenditure, it is
actually in the interest of firms (or in this case agencies or parts thereof) to
incur excessive costs.'”® This is due to the misaligned incentives that the
equivalent of cost-plus contracts and difficult to penetrate ‘cost sharing’

contracts promotes.*’®

Stiglitz' (with Rothschild) subsequent analysis shows how an individual’s
marginal private benefit, achieved through expending a given level of effort
on accident prevention, falls as more insurance is provided, until preventative
effort will theoretically reach zero.'® There is thus a substitution effect, and
the trade off between incentives and risk bearing needs to be considered
alongside any anticipated trade-off needed to allocate scarce resources.

17 1bid.

77 Senior Police Officer P2, interview by Author, October, 2011, London.

178 williamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.242 and "Hierarchical Control and Optimum Firm Size," Journal
of Political Economy 75, no. 2 (1967). and for defence specific observations Frederic. M. Scherer,
"The Theory of Contractual Incentives for Cost Reduction," The Quarterly Journal of Economics 78,
no. 2 (1964).

79 williamson, The Economic Institutions of Capitalism: Firms, Markets, Relational Contracting.336
18056 the argument developed in Michael Rothschild and Joseph Stiglitz, "Equilibrium in
Competitive Insurance Markets: An Essay on the Economics of Imperfect Information,” The
Quarterly Journal of Economics 90, no. 4 (1976).
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An insurance provider may be reasonably paralleled with government
provision of defensive intelligence and security. The effort towards accident
prevention by individuals is then a parallel of agency activities that they
perceive as marginal to their core functions. Thus a government, having
invested heavily in physical security measures to counter a known threat, is
likely to feel more protected from attack (or at least to the type of attack most
recently suffered) and invest less heavily in intelligence gathering, leaving
itself vulnerable to new threats. This was the position in the 1990’s, on both
sides of the Atlantic, when a peace dividend was anticipated from the
investment made against the Soviet threat.’®* Conversely, but perhaps more
reasonably, as observable criteria and thus the level of certainty increases,
the augmented intelligence picture should allow a reduction in physical

security measures.

Misaligned incentives, or a lack of clarity around them, can therefore be
critical to the effectiveness and efficiency of security or intelligence delivery. If
a principal could perfectly align the incentivisation of his agents with his or
her wishes then the rational self interest of each agent, whether inclined to
use guile or not, would perfectly accord with them. The plasticity of the two
spheres under examination, their dynamic nature and complexity all make
incentive schemes much more general than this ideal however; a type of
incomplete contracting in itself. Significant ex post monitoring costs should
therefore be expected if the moral hazard that results is to be alleviated.®?
This has been the case even in a relatively well regarded controlling
organisation, the UK Home Office's 'Office for Security and Counter

Terrorism' (OSCT), which is required to monitor and direct police and

1815ee for example Professor the Lord Peter Hennessy in "Oral Evidence to the Defence Select
Committee Preparing the Next Strategic Security and Defence Review (Chair: James Arbuthnot),” ed.
Defence Select Committee(24th April 2013). quoting Michael Quinlan, formerly one of the United
Kingdom's foremost nuclear strategists; ... the expected, precisely because it is expected, is not to be
expected. Rationale: What we expect, we plan and provide for, what we plan and provide for, we
thereby deter, what we deter does not happen. What does happen is what we did not deter, because we
did not plan and provide for it”

182 Niclas Berggren and Nils Karlson, "Constitutionalism, Division of Power and Transaction Costs,"
Public Choice 117, no. 1/2 (2003).
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Security Service counter terrorism activity even though both are, nominally at

least, under the Home Office.'®
i) Hold Up

The second type of opportunistic conduct identified by Alchian and
Woodward is that associated with ‘hold-up’, a behaviour intimately associated
with the environmental condition of asset specificity discussed elsewhere.
Using Alfred Marshall’s idea of a composite quasi-rent that is dependent on
continued association with a separate, but currently associated resource, *2*
Alchian and Woodward describe hold-up as the amount that those providing

those currently associated resources “.... could attempt to expropriate by
refusing to pay or serve”. Either an agency or policy-maker might be
vulnerable to hold-up, as each are reliant on the services of others to
maintain their particular type of production. Furthermore the appearance of
hold-up type behaviour, and even its possibility, can be as detrimental as its
actual occurrence.'® Taking an holistic view of an intelligence and security
community one would anticipate the problem to be minor; all parts are after
all ‘owned’ through some mechanism or other by the executive branch of
government. However many such functions are very asset specific,
particularly in respect of their personnel. Asymmetric information (including
this functional expertise), set within a complex and uncertain environment,
have caused individual agencies to behave as distinct entities that are co-

reliant in much the same way as Alchian and Woodward'’s private firms.

The possibility of hold-up has two consequences within the security and

intelligence spheres: Firstly institutional costs are raised as ex ante

183 Senior Specialist Operations Officer P3, interview by Author, September, 2012, London. The
OSCT is discussed in greater depth in Chapter 6.

184 Alchian and Woodward paraphrase Marshall to explain that “A quasi-rent is the excess above the
return necessary to maintain a resource’s current service flow, which may be the means to recover
sunk costs. Composite quasi-rent is that portion of the quasi-rent of resources that depends on
continued association with some other specific, currently associated resources.” Alchian and
Woodward, "The Firm Is Dead; Long Live the Firm a Review of Oliver E. Williamson's the Economic
Institutions of Capitalism."67 using Alfred Marshall, Principles of Economics(Digireads. com
Publishing, 2004).453-4 and 626

18 Some political scientists have even argued that hold-up tactics by a lower body can be beneficial
on the higher one as it ensures the latter remain properly grounded. See for example Martha Derthick,
"The Enduring Features of American Federalism,” The Brookings Review 7, no. 3 (1989).36-37 on the
relationship between congress and the individual States.
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negotiations and contracting (whether formal or informal), then ex post
monitoring, are increased to mitigate this hazard. Secondly, and perhaps
more seriously, it can affect major structural decision-making. As Alchian and
Woodward note, having to buy in services exposes the purchaser to a hold
up risk, making outright ownership or even rental for self-use more attractive.
This decision will be informed by the monitorability, in this case linked to the
perceived reliability of the supplier agency, and degree of dependency
involved.’®® Thus the overall nature of the community and its participants
becomes important again. A collegial, co-operative venture such as that
found in the United Kingdom will concern itself far less with hold-up (but, as
subsequent chapters make clear, will still do so when property rights are
blurred) than will a more competitive, adversarial system such as that found
in the United States. Consider respectively for example the Central

Intelligence Agency’s ownership of an internal SIGINT capability;*®”

arguably
a response to a vulnerability to hold-up by the Department of Defense, and
the development of individual counterterrorism capabilities by local Police
Departments in US cities as a response to a perceived vulnerability to hold-
up by the Federal Bureau of Investigation.’® In both cases the supplier
agency have also been seen as competitors, making the threat of
opportunistic behaviour by them enough of a concern to influence preferred

institutional organisation at significant cost.

The indivisibility of large-scale units also permits opportunistic behaviour by
some actors. The example cited by Williamson is applicable in the
intelligence or security cases, where information specialisation is a
permanent feature of the organisational landscape, and large, usually
monopolistic suppliers are the norm. In his footnote he describes a situation

where a reliable information specialist deviates from optimal behaviour by

18 Alchian and Woodward, "The Firm Is Dead; Long Live the Firm a Review of Oliver E.
Williamson's the Economic Institutions of Capitalism."68

187 Jeffrey Richelson, The U.S. Intelligence Community, 6th ed. ed.(Boulder, CO: Westview Press,
2012).23

188 Robert Block, "Miffed at Washington, Police Develop Own Antiterror Plans," The Wall Street
Journal 10th October 2005. See Garrett M. Graff, The Threat Matrix : The F.B.I. At War, 1st Back
Bay pbk. ed. ed.(New York: Back Bay Books, 2012).157-158 for early FBI/NYPD relationships and
Richard A. Posner, Uncertain Shield : The U.S. Intelligence System in the Throes of Reform(Lanham,
Md.: Rowman & Littlefield ; Distributed by National Book Network, 2006).116, 120-122
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erroneously informing most recipients that the state of things is y, and only
truly informing his preferred recipient that it is in fact x, and then capitalises
with him/her using the advantage that pertains. In the intelligence context this
might be through improving the standing of, for example, the US Department
of Defense elements over civilian agencies in the eyes of the Executive by
the judicious use of some details or by using slightly different phrasing
concerning product from its satellites. This need only be a matter of very
slight differentiation on how intelligence is reported. Williamson makes the
point that whilst in most circumstances, equivalent behaviour is regulated
against, the initial state of information asymmetry and inevitable element of
assumption as to future developments make the likelihood of successful

sanction minimal.*&®

In the intelligence sphere the situation is thus still less clear cut in that the
opportunistic behaviour need not be of the deliberate or malicious type
envisaged by Williamson in his analysis. Rather it is a natural result of
circumstances: The information as final product is likely to contain a higher
percentage of analysis over irrefutable fact than would be the norm in more
conventional circumstances, so that where it is produced will matter. This is
particularly the case where possible future events are being predicted. The
host agency of the information specialist will certainly be more fully sighted
on the detail and how particular conclusions were reached, as well as their
strength against other possible interpretations, and are thus already
advantaged. This will matter less if the collection and analytic parts of the
process are housed within separate agencies (as for example is the case
between the United Kingdom's Secret Intelligence Service and Foreign &
Commonwealth Office) than when a part of the same undertaking (as is the
case with the Central Intelligence Agency in the United States).
Organisational form will thus affect the level of institutional costs from the
outset. More importantly however the information specialist will almost
certainly suffer from a pre-formed bias fashioned during any career within a

parent agency or department. At the extreme these parent bodies have been

182 williamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.42
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described by Paul Flynn as “... a series of fiefdoms that are not particularly

"190 55 these residual

focused on any set of national aims and objectives
loyalties will have impact. As Abraham Maslow’s maxim would have it; “it is
tempting, if the only tool you have is a hammer, to treat every problem as if it
were a nail”.*®* The synopsis then produced by the information specialist will
inexorably be drawn to viewing the problem through the prism of their
personal and organisational perspective. A soldier is more likely to see a

military issue, a police officer a law enforcement one, and so forth.

Thereafter more demonstrably opportunistic behaviour is likely. Most ‘central
service’ type postings, where a lot of information specialisation takes place,
are of a temporary nature (on both sides of the Atlantic), with personnel being
drawn from, and returned to, their original units. For reasons closely linked to
the pursuit of their own rational self-interest, there is an innate tendency on
the part of any information specialist to favour their parent body over the

central service one.®?

To return to Williamson’s analogy, it is hard for all users of the specialist
information to discern, ex ante, whether x or y is the true case — indeed if
they could they would have little need of the information specialist’s services
— especially when the observable information in either case is similar and
minimal. Even in the event of clearly (post event) false reporting it is likely to
be impossible, as Williamson suggests, to establish what was produced
through opportunistic behaviour and what was a genuine mistake. In the
intelligence sphere this difficulty is magnified across several levels, as

subsequent consideration of the Iraqi threat in 2003 on both sides of the

190 paul Flynn in "Who Does Uk National Strategy? Oral Evidence Taken before the Public
Administration Committee on Thursday 9th September 2010 (Chair Bernard Jenkin)," ed. House of
Commons Public Administration Select Committee(London: The Stationerry Office, 18th October
2010).

92 Abraham H Maslow, The Psychology of Science: A Reconnaissance(Maurice Bassett, 2004).

192 Although this problem is recognised, and proposals to obviate have been made such as those
contained in "Who Does Uk National Strategy? Oral Evidence Taken before the Public
Administration Committee on Thursday 9th September 2010 (Chair Bernard Jenkin)." solutions
remain elusive. Nonetheless the gains from employing professionals with diverse experiences, gained
from a variety of parent agencies, have proved substantial at the operational level, as the case of the
UK’s Joint Terrorism Analysis Centre (JTAC) and at the strategic level the past successes of the Joint
Intelligence Committee (JIC) Assessments staff has demonstrated. See Chair Rt Hon Kim Howells
Intelligence and Security Committee, "Annual Report 2007-2008,"(London: Intelligence and Security
Committee ISC, 2008). and Davies, "Twilight of Britain's Joint Intelligence Committee?."
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Atlantic makes clear.'®® In fact the term opportunism may be something of a
misnomer as an individual may well have a genuinely held belief that their
interpretation and resultant policy preference is best for all. Their world view
will have been informed by a nontrivial 'learning by doing' experience (to
which Williamson refers) within their own organisation which will be an
integral part of this. The lack of mischievous intent however does nothing to
lessen the potential damage that such behaviour might cause, or the higher
institutional costs that its possibility must engender. Organisational design
can however reduce this problem significantly, as the success of the United

Kingdom’s Joint Terrorism Analysis Centre (JTAC) demonstrates.*
iv) Bounded Rationality

In his 1945 study, Friedrich Hayek concluded that if organisational issues are
to be properly addressed in an operational way, it was essential that the
bounded rationality of human actors be centrally featured.®® Williams went
further by dividing his examination of the problem into two distinct spheres:
The limits imposed by neurophysiological/computational capacity, and the
limits that language creates, where the term language is used
idiosyncratically to include the range of communication devices used, such
as shared social norms and concepts, which are inevitably developed within
a group as its members pursue economies of communication.’®® This can
have very real implications for institutional costs between communities with
different understandings of a particular term. The term intelligence itself for
example is a particular type of information in the UK, whilst in the US

information is a ‘component of intelligence’, yet the two nations work together

193 See for example the United States Senate report discussion of where failures occurred; whether
within the underlying intelligence (or lack of it), the analysis of it, or policymakers statements based
around it: Select Committee on Intelligence (Chair Senator Pat Roberts), "Report of the Select
Committee on Intelligence on Postwar Findings About Iraq’s Wmd Programs and Links to Terrorism
and How They Compare with Pre-War Assessments Together with Additional Views," ed. Select
Committee on Intelligence(8th September 2006). compared to the Senates more aggressive Press
Release U.S. Senate Select Committee on Intelligence, "Press Release of Intelligence Committee:
Senate Intelligence Committee Unveils Final Phase li Reports on Prewar Iraq Intelligence (Chair
Senator John D. Rockerfeller) " news release, 5th June 2008,
http://www.intelligence.senate.gov/press/record.cfm?id=298775.(which did not consider the policy
making level).

198 Mid Level JTAC Officer J1, interview by Author, January, 2011, London.

19 Hayek, "The Use of Knowledge in Society."519,527

1% williamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.21 and 254-255



78

constantly in the intelligence sphere.’®” Although he does not explicitly
describe them as such, for Williamson language costs are an issue of social
constructivism, and it is in this sense that the term is used throughout this
thesis. Both the computational and language aspects of bounded rationality

have substantial relevance to the intelligence and security spheres.

Computational limitations will pertain in any circumstance where complexity
exists. Williamson quotes Herbert Simon’s summation that “The capacity of
the human mind for formulating and solving complex problems is very small
compared to the size of the problems whose solution is required for
objectively rational behaviour in the real world”.**® The problems experienced
due to this neurophysiological constraint will be magnified exponentially in
the face of uncertainty, where numerous factors will interact, so that in both
the security and intelligence areas bargaining will never achieve anything like
a complete contract. Bounded rationality in these cases thus ensures that
appropriate adaptations cannot be feasibly included in contracts.*®® Fully
clear property rights will therefore be similarly elusive, and actors vulnerable
to not only ex ante, but also ex post opportunistic behaviour.

The effect of the language form of bounded rationality is a factor of the level and
type of information impactedness, a condition prevalent within both the
intelligence and security fields. This can involve an inability for the various
elements to a negotiation to communicate successfully in a mutually understood
language due to differing codes or norms, or even a requirement for more
technical jargon. Further to this it can also mean that the parties understand
something different without realising the discrepancy, for example where
different agencies are pursuing slightly different optimal outcomes but assume
their colleagues are of the same mind. Ironically two of the primary purposes of
an organisational hierarchy are to extend the bounds of rationality through

specialisation of decision making without needing complete information, and to

7 Davies, "Intelligence Culture and Intelligence Failure in Britain and the United States."500

198 Wwilliamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.9 quoting Herbert A. Simon, Models of Man: Social and
Rational; Mathematical Essays on Rational Human Behavior in a Social Setting(New York,: Wiley,
1957).198

199 williamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.17
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economise on communication related expenses,?® but language issues will
inevitably undermine this pursuit. Although the contract to provide a particular
aspect of security is not re-negotiated in the same way a contractor bids to fulfil
a contract, issues such as primacy for a particular operation may be regarded
as parallel, and the same small-numbers problem is observable.?°* Thus the fact
that the United Kingdom’s Senior National Coordinator for Counter Terrorism
operations is a police officer offers the possibility that police bids for primacy will
be better understood and more sympathetically considered because they are

couched in language he or she understands.?*

One of the organisational problems involved in overcoming bounded
rationality is ironically that it is a combination of information asymmetry and
bounded rationality that makes it impossible for leaders to distinguish
necessary fundamental structural change proposals from opportunistic ones.
An inability or very high cost attached to communicating and assessing such
change mean that there is a tendency to water-down proposals and then see
how the consequences manifest themselves via performance. However, as
Williamson warns, performance is a function of many factors, not all within
one’s organisational domain, so that sorting out what is attributable to
structure is difficult.’®® Nor are the obvious solutions any sort of perfect
response; Williamson demonstrates that leaving gaps in agreements, and
adopting a process of adaptive sequential decision making, prevents new

204

hazards, re-emphasising his contention that there is no perfect

organisational form.
V) Probity

Probity, or trust between actors, has institutional cost implications for the
intelligence and security fields because although the particular circumstances
of any one issue might be unique, the relationship of those involved in

addressing it will not be. The impact of temporality to the range of possible

2% pid.257
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202p1,

208 Williamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.193
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paths and forms an organisation might take (including those dedicated to
intelligence or security provision) has been described in detail by Grey in his
examination of the disputes, agreements and eventual evolution of the

° |t that case as in others, there

Bletchley Park decoding organisation.?
exists an ongoing, sequential set of negotiations and actions that beget
further bargains and actions. In each of these negotiations not only does
information have to be shared, it must also be believed to be true.?*® This,
coupled with the vulnerabilities the subject matter engenders, means that
trust between participants is a prerequisite. Whilst this can produce negative
effects if individual actors or agencies go unchecked, without it cooperative
success would be impossible. Indeed Casson argues that trust is the
fundamental basis of cooperation and how managers engender such trust

can define them as leaders.?"’

The probity of actors that will create conditions of mutual trust then has a
particular value within an intelligence community beyond that originally
described by Williamson,?®® and in his subsequent work on the public sector
and foreign affairs in particular the importance of probity is more directly
acknowledged.?®® It impacts at the inter and intra-agency level, and between
the intelligence communities and their consumers. These then are
Williamson’s three parts of public sector probity: The vertical, horizontal and

internal,?*°

and his diagram is adapted below with an intelligence agency
made central, security agencies as his ‘counterpart agencies’, and to include
the distinct bodies charged with oversight as an additional vertical

responsibility (Figure 2.4):*

As can be seen the inter-relationships are two-way. It is of course important

that the policy maker or the governmental machinery that represents him has

2% Grey, Decoding Organization: Bletchley Park, Codebreaking and Organization Studies.

206 Mark Casson and Marina Delia Giusta, "The Costly Business of Trust," Development Policy
Review 22, no. 3 (2004).322

207 Mark Casson, Entrepreneurship and Business Culture(Aldershot: Edward Elgar, 1995). and The
Economics of Business Culture: Game Theory, Transaction Costs, and Economic Performance, Oup
Catalogue (Oxford: Clarendon Press, 1991).

208 \Williamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.106-108

299 \williamson, "Public and Private Bureaucracies: A Transaction Cost Economics Perspectives.”
219 |bid.322-324

1 source of diagram: Own design developed from ibid.323
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confidence that the agencies goals are congruent with their own, that
compliance is timely and efficient, that the quality of the information and
where applicable, and its analysis is adequate (or, at the minimum, shortfalls
in knowledge are clearly indicated as such).?*? However it is also important
that the agency maintains a trust in their political or working level masters,
and believes that it will handle the intelligence provided appropriately and use

it for proper purposes.

Figure 2.4: The Three Parts of Williamson’s Probity Consideration froman
Intelligence Agency Perspective

Policymaker or
Requirements

Oversight &Priorities
Body Organization
Counterpart Intelligence Agency Counterpart
Agencye.g. Agencye.g
. : F 8.
Orslztcllrjﬂra:l or " Supplier of SIGINT
Provision el

Like any large-scale complex task, a Nation’s intelligence and security effort
is necessarily a co-operative affair between a number of agencies divided
into discrete functions that must then be re-integrated into what Davies
describes as “...a single, coherent unified effort”. Re-integration is crucial if
security is to be maintained or proper policy decisions made, so that “The
effectiveness of each individual agency rests on the effectiveness of

interagency management in intelligence more acutely than in many, and

212 gee inter alia Allen Dulles, The Craft of Intelligence : America's Legendary Spy Master on the
Fundamentals of Intelligence Gathering for a Free World(Guilford, Conn.: The Lyons Press, 2006).
Hitz, Why Spy? Espionage in an Age of Uncertainty.
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probably most, areas of national government.”?*® Trust between them is
therefore essential and obvious. Less obvious is that different sub-goals from
agency to agency may establish differing ideas of probity within each, which

can undermine that trust if appropriate inter agency organisation is absent.

This difficulty is extenuated because of the need for a commonly understood
sense of probity at an intra-agency level. Philip Selznick observes that the
“The chief virtue of integrity is fidelity to self-defining principles” and that
“each type of institution ... has a distinctive set”.?* Thus there is an inherent
tension between effective intra-agency and inter-agency cooperation that is
based in both social conditioning and procedural constraints. It follows
therefore that hazards arising through the interaction of asset specificity and
probity will, as Williamson states, be best mitigated within a governance
structure that “supports a presumption of, or predisposition toward,

cooperativeness...”.?"°

There is, then, a symbiotic relationship between the level of trust between
individuals and organisations, and the institutional costs that are incurred
during their interactions. Williamson observes that “Co-operation is jointly
determined by social factors and incentive alignment” so that “... efficiency
depends in part on the distributive process in the co-operative system.”?*°
The clarity of property rights and boundaries will matter much less if all
parties have faith in the others sense of probity. In spheres where complete
contracting is impossible as future situations cannot be fully known but only
hypothesised (as is currently the case with the growing cyber security field for
example) a belief that others will deliver what is required of them, and not act
to exclude other actors from subsequent negotiations, will reduce costs in ex

ante policy implementation and post event monitoring.

213 Davies, Intelligence and Government in Britain and the United States : A Comparative
Perspective.Vol.1, 1

21% philip Selznick, The Moral Commonwealth : Social Theory and the Promise of
Community(Berkeley: University of California Press, 1992).p.322 and quoted by Williamson, "Public
and Private Bureaucracies: A Transaction Cost Economics Perspectives."323

215 pyplic and Private Bureaucracies: A Transaction Cost Economics Perspectives."324

218 williamson, The Economic Institutions of Capitalism: Firms, Markets, Relational Contracting.6
and quoting Chester Irving Barnard, The Functions of the Executive, Fifteenth Printing ed.(Cambridge
University Press, 1962).58
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Nonetheless there is a dichotomy within the transactions cost literature
between a relationship reliant on probity, and a more calculative approach
whereby possible outcomes are assessed and met with a range of cost-
effective actions based on mitigating threats while maximising benefits.**’
Any such deterministic approach to trust will be unsuitable in the highly
uncertain environment inhabited by security and intelligence actors, where
calculations of reciprocity are anyway rarely based on any kind of like-for-like
exchange. Where transaction costs would suggest a hierarchical form of
organisation for exchanges that are essentially idiosyncratic, trust in the
probity of other actors allows for both less formal control systems and the
formation of deeper cooperative inter-organisational relationships that can
provide the necessary temporal dimension, although the nature of each type
of trust is subtlety different.?!® Thus while transaction costs analysis does
allow that trust can improve the resilience and adaptability of contracts,?*°
this facet of probity is of greater significance when issues of governance like

security and intelligence are considered.

Williamson states that the general rubric for transaction cost analysis is that
of risk mitigation through ex-post governance, necessary because as all
complex contracts are incomplete and thus “... the contracting fiction of ex
ante incentive alignment is untenable.”?® However his conclusions on
incentive alignment for sovereign transactions, which include security or
intelligence activity, are that the necessity for probity (in conjunction with the
asset specificity of the human assets involved) dictates a Weberian type
bureaucracy with very low powered incentives. In this view, the now
superseded ideals of a well recognised hierarchical authority, fixed
administrative methods and an absolute distinction between private and

221

business assets““~ are favoured over the high powered incentives where

217 Oliver E Williamson, The Mechanisms of Governance(Oxford, New York: Oxford University
Press, 1996). discussed in Casson and Giusta, "The Costly Business of Trust."323

218 Described as ‘fragile’ and 'resilient’ trust in Peter Smith Ring, "Fragile and Resilient Trust and Their
Roles in Economic Exchange," Business & Society 35, no. 2 (1996). and Peter S Ring, "Processes
Facilitating Reliance on Trust in Inter-Organizational Networks," The Formation of Inter-
Organizational Networks (1997).

219 Wwilliamson, The Economic Institutions of Capitalism: Firms, Markets, Relational Contracting.63
220 \illiamson, "Public and Private Bureaucracies: A Transaction Cost Economics Perspectives."322
221 \Weber, Roth, and Wittich, Economy and Society : An Outline of Interpretive Sociology.956-959
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personnel can “.... appropriate streams of net receipts”, as these are likely to
“... place the fidelity of the system at risk”.?*? In such circumstance ex post

governance structures will necessarily need to be very high to compensate.

The reliance on ex post governance structures promote innovation and
improved efficiency. When coupled with the trust based, co-operative
requirements described above, cultural factors can thus be seen to have
economic implications. The competitive nature of American business life is
reflected in their public bodies, including providers of security, law
enforcement, and intelligence whereas in the United Kingdom the more co-
operative approaches found in most working environments filters into these
spheres t00.%® Clearly faith in the probity of one’s fellows will reduce
institutional costs, and it will be much easier to achieve with someone seen
as part of the same undertaking than with someone with whom one has to
compete. Competition may encourage innovation, but it will also discourage
sharing and trust. As subsequent chapters will demonstrate there are thus
significant differences between the level of United States and United
Kingdom institutional costs because of this probity problem. Even within the
Federal Bureau of Investigation for example, managers regard it as
advantageous to have different agents compete with each other for
recognition and advancement to keep them focused.?** This may have some
advantages where individual instances of crime are being investigated, but it
has pushed the institutional costs generated during activities such as
intelligence, which requires information sharing and co-operation, beyond a
proportionate level. As Barnard concluded as early as 1938, informal
organisation matters every bit as much as formal organisation,?” and the

frictions which are institutional costs can be introduced via either.

222 \Wjilliamson, "Public and Private Bureaucracies: A Transaction Cost Economics Perspectives."325
223 Davies, Intelligence and Government in Britain and the United States : A Comparative
Perspective.

224 Zegart, Spying Blind : The C.I.A., the F.B.I., and the Origins of 9/11.p.114,149-150 Posner,
Remaking Domestic Intelligence.15

225 Barnard, The Functions of the Executive. quoted in Williamson, The Economic Institutions of
Capitalism: Firms, Markets, Relational Contracting.6
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d. Environmental Variables and Factors:
i) Uncertainty and Complexity

As subsequent chapters will make clear, the issues of complexity and
uncertainty pervade the intelligence and security domains. The problems that
decision makers need to address are frequently based on ‘possible futures’
that are hard to predict given the complexity of possible interactions that

6

could affect the scenario in question,??® and the organisational apparatus

needed to deal with them effectively is necessarily little simpler.

For Williamson uncertainty is inextricably associated with bounded rationality.
The co-relation between them may be likened to that between the ‘mysteries’
and ‘secrets’ (respectively) of the intelligence world, and the same problems

of predicting outcome, whether at policy or operational level, pertains.?*’

In his 1950 paper considering the evolutionary aspects of firms in the face of
uncertainty, Armen Alchian advances the model offered by Gerhard Tintner
who also considered the effect of subjective uncertainty on decision-

making.#*®

Tintner demonstrates that, critically, under conditions of
uncertainty any possible action (in our case on the part of security or
intelligence personnel) has not one, but a range of potential outcomes.
Although only one actual outcome will occur, decision makers cannot know
which that will be. Under such circumstances there is a spectrum of potential
outcomes. Within these there will be, for example, an action offering a higher
mean but greater spread of the possible utility to be achieved, and another
with a smaller mean but smaller spread. In such circumstances there is no
useful maximum utility guaranteed as a result of the action selected (except

in unusual cases where the actions in question could generate wholly

228 Daniel Javorsek Il and John G Schwitz, "Probing Uncertainty, Complexity, and Human Agency in
Intelligence," Intelligence and National Security, no. ahead-of-print (2013).

227 There exists a longstanding distinction between secrets and mysteries in the intelligence
community, described in Butler of Brockwell, Review of Intelligence on Weapons of Mass
Destruction: Report of a Committee of Privy Councillors 14 " A hidden limitation of intelligence is
its inability to transform a mystery into a secret. In principle, intelligence can be expected to uncover
secrets. The enemy’s order of battle may not be known, but it is knowable. The enemy’s intentions
may not be known, but they too are knowable. But mysteries are essentially unknowable: what a
leader truly believes, or what his reaction would be in certain circumstances, cannot be known, but
can only be judged."

228 Gerhard Tintner, "The Theory of Choice under Subjective Risk and Uncertainty," (1941).
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distinct, non-overlapping possible outcomes), but rather a choice between

different distributions of possible results; a very different calculation.?*°

Even within the relatively straightforward arena of profit and loss this is a
complex problem, but at least the distribution of utilities potentially achievable
can be compared like for like. In the security sphere the issue is further
affected by the distinction of type, as well as scale, between potential
outcomes. At the extremes decision-making may be simplified by an
overwhelming ‘distaste’ for some outcomes. In the counterterrorism sphere
this may, for instance, be a significant loss of life. Or, in the counter
intelligence world the possible loss of a nuclear secret or serious harm to the
State. The avoidance of even their possible occurrence will limit the actions
available. Bounded rationality may however make even these circumstances
difficult to recognise. More routine situations will offer a combination of
uncertainty as to both the exact circumstances faced and the possible
outcomes, and bounded rationality, which will prevent proper computation of
them and the utility to be achieved. The degrees of distaste for outcomes to
be avoided cannot of course be given an accurate ordinal value, but they can
at least be rank ordered. An examination of the United Kingdom’s protective
marking system, and how items are ascribed a classification of, for example,
secret rather than top secret, indicates the seriousness that the State places
on each type of harm that loss might provoke.?® So to can other levels of
protection such as limiting circulation to favoured or trusted allies. Similarly
‘Standard Operating Procedures’ can be indicative of the value individual
agencies place on particular benefits and harms. This is synonymous with
Alchian’s ‘preference function’ and may be based on both negative outcomes
preferably avoided and positive outcomes sought, but as he observes, this
does not in itself provide a “criterion of rationality or choice” in the face of

uncertainty.?**

The implementation of any such preference function necessitates the

introduction of standardised rules for given sets of circumstances. Whether

229 Armen A Alchian, "Uncertainty, Evolution, and Economic Theory," The Journal of Political
Economy (1950).

230 »Government Security Classifications.”

231 "YUncertainty, Evolution, and Economic Theory."212-213
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they are framed as ‘Standard Operating Procedures’ (SOP’s) or ‘doctrine’
these are intended to ensure that the actions of junior levels reflect the
preferences of more senior ones. However they are rarely duplicated across

232 ayen where different

different organisations unless based in law,
organisations will find themselves working alongside one another. Put into
institutional cost terms, in the general case categorisation of problems
reduces costs by treating issues within designated criteria as the same, so
that new solutions need not be sought (and in more individualistic cases the
costs of searching outside normal procedures has the additionally desirable

effect of restraining any ill considered “... passage of “impulse into action”).?*

However the very precision and reliability of bureaucratic responses
discussed as a positive by Weber, that is as a method of reducing frictions,
thus increasing efficiency, can in only slightly more uncertain circumstances
have the polar opposite effect as a result of “trained incapacity” and
“occupational psychosis”.?** Both of these can corrupt Weber's efficiency
effect and increase costs. At the extreme the original goals of an organisation
could even be displaced by the increasing rigidity of the regulatory framework

intended to support them; “... an instrumental value becomes a terminal
value”. This in turn means the bureaucracy can no longer adjust readily, and
indeed may exhibit a defensive tendency when required to do so. Entrenched
interests and internal loyalties to the status quo can outweigh broader
organisational goals.?®*® These rigidities are of course synonymous with the
institutional costs associated with asset specificity (as discussed below).
Thus an attempt to lower the institutional costs caused by one environmental

condition can increase those associated with another.

The opaqueness around best outcomes in the face of uncertainty impacts on

decision making across all levels of security or intelligence delivery. In the

232 Even this is not a hard and fast rule: For example then Director of National Intelligence Dennis
Blair gave two speeches in 2010. The first related to the work of both the Police and intelligence, the
second did not. See Dennis C. Blair, "Road Rules for the Intelligence Community," Vital speeches of
the day 76, no. 4 (2010); "It's up to You, to Think Creatively, and...Do What's Right for the Entire
Intelligence Community, and for the Count," Vital speeches of the day 76, no. 9 (2010). respectively.
%3Robert K Merton, "Bureaucratic Structure and Personality," Soc. F. 18(1939).560 citing Harold
Lasswell, "Politics: Who Gets, What, When, How?, 1936," New York (1965).120-1

2% Merton, "Bureaucratic Structure and Personality."562

%% |bid.563-5
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private sector of course a firm need only be better than its rivals to survive,
rather than some imaginary perfect competitor. Although public sector bodies
do not ‘perish’ in the way firms can, and do not therefore evolve via selection
in quite the same way, successful strategies and elements of agencies will be
favoured over those that fail, which will naturally atrophy;?*® Alchian
reasonably suggests that “The economic counterparts of genetic heredity,
mutations, and natural selection are imitation, innovation and positive profits”
(the last of which is arguably akin to success in public sector bodies®").
However uncertainty ensures that this need not be related to positive
adaption or decision. Chance becomes an element of success, but as
Alchian notes the strategy that brought success is likely to be adopted as
good no matter how randomly selected.?®® Thus under uncertainty the

tendency to imitate rather than innovate increases exponentially.

Alchian identifies six factors that motivate the imitation of past successes in
preference to freshly informed decision making; and all are present in both
the security and intelligence environments where uncertainty is conjoined
with bounded rationality. These factors are: An absence of clear criterion for
decisions, a shifting environment, too numerous a variety of factors relevant
to decisions, uncertainty within each of them, the absolute imperative of
superiority over the ‘competition’, and no trial and error option. Imitation thus
allows under-pressure officials or policy makers to avoid real decision making
in favour of creating conventions, social norms, or ‘standard operating

procedures’ based on previously observed success.

Certainly a successful genuine innovation would reap dividends, but these
would be limited under the low-powered incentives usually found in the public
sector pursuant to the needs of probity discussed elsewhere. The risks of a
failed innovative approach are significant, and often more personally felt, so
the bar defining ‘success’ is likely to be far higher. Identifying when, and
when not, to break with these conventions is difficult as in complex and

dynamic environments such as these no two instances will ever actually be

2% For a full discussion of different views of evolutionary adaption in organisations see Christiane
Demers, Organizational Change Theories: A Synthesis(Sage Publications, 2007).

287 Discussed further in Chapters 3 and 4.

2%8 Alchian, "Uncertainty, Evolution, and Economic Theory."214-220
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the same. However deciding whether the degree and type of difference
observed is such as to require a wholly innovative responses is nigh on
impossible. Convergence to an optimum is not a possibility due this lack of
repetition as well as the seriousness of failure (equating to the death of a
firm), so that the maximand needed to allow Coasian bargaining is obscured
and an ability to determine the “..... goodness of actions in anything except a
tolerable-intolerable sense is lost”.?*® Where a threat is of an immediate and
serious nature, such as during an active terrorist operation, this may be
adequate but for longer term and more mundane issues uncertainty over

outcome will alter the tenor of debate and the possibilities considered.

Interwoven with this uncertainty is the complexity of most security or
intelligence scenarios, which generally involve multiple actors and need to be
considered over various time-frames. Again, the bounded rationality of actors
is the principal behavioural issue magnifying complexity problems, but the
risk of opportunistic behaviour is also significant. Damon Coletta has argued
for example that the increasing complexity of the military sphere has
increased levels of 'principal-agent' frictions between governments and their
armed forces, as well as with actors in their wider operating environment.?*° It
is also pertinent to note that complexity and uncertainty create their own

dynamic at an organisational as well as operational level.

The systems that provide intelligence or security at a national level are
necessarily complex and exhibit the characteristics of complex systems
discussed below, as summarised by Calvin Andrus in his exhortation to the
United States intelligence community to be more adaptive.”** All have

institutional cost implications, whether positive or negative:

1. Self-Organisation — Individual actors in proximity to each other act in the
same way without necessarily increasing efficiency (in keeping with

earlier notions of the isomorphic tendencies observed by Walter Powell

239 i

Ibid.219
249 Damon Coletta, "Principal-Agent Theory in Complex Operations,” Small Wars & Insurgencies 24,
no. 2 (2013).
241 D Calvin Andrus, "The Wiki and the Blog: Toward a Complex Adaptive Intelligence Community,"
Studies in Intelligence 49, no. 3 (2005).
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and Paul Di Maggio).?** At an organisational level this creates costs.

Senior executives must try to manage the costs and benefits of

maintaining a broad repertoire of intelligence or security options, whilst

still attempting to keep the agencies involved engaged with a single
strategy. At an operational level isomorphism causes problems in terms
of analytic product, with costs incurred to prevent groupthink.?*®

2. Emergence — The successful creation of a genuinely inter-operable
intelligence or security community will allow it to produce benefits beyond
those anticipated by the simple sum of its parts. Conversely the
introduction of a discordant element can have disproportionate costs, as
was the case after the introduction of the Department of Homeland
Security to the United States intelligence community. The same positive
and negative trends can be observed at every level; even for example in
the efficiency of a single surveillance team or during equivalent
operational level activity.

3. Relationships — Relationships matter in the security and intelligence
fields, but can be costly to maintain in a complex environment. Most
obviously the productivity of an agent will be determined by the quality of
his or her relationship with their handler or case-officer, but the case-
officers loyalty is to his or her employer and their multi-faceted goals.
Similarly the type of relationship experienced between departments or
agencies (whether collegial or competitive for example) will also affect
costs and outcomes. These costs will be increased exponentially as

actors are required to trade-off advantage now for goodwill later within an

242 paul J. DiMaggio and Walter W. Powell, "The Iron Cage Revisited: Institutional Isomorphism and
Collective Rationality in Organizational Fields," American Sociological Review 48, no. 2 (1983).65
Writing in Walter W Powell, The New Institutionalism in Organizational Analysis(University of
Chicago Press, 1991). the authors argue that a discrete field can “only exist to the extent that they are
institutionally defined and that the process of institutional definition, or structuration, consists of four
parts: An increase in the extent of interaction among organisations in the field; the emergence of
sharply defined inter-organisational structures of domination and patterns of coalition; an increase in
the information load with which organisations in a field must contend; and the development of a
mutual awareness amongst participants in a set of organisations that they are involved in a common
enterprise”.

243 See inter alia Stephen Marrin, Improving Intelligence Analysis: Bridging the Gap between
Scholarship and Practice(Routledge, 2012). "Improving C.1.A. Analysis by Overcoming Institutional
Obstacles.” For a broader view see Rob Johnston, "Analytic Culture in the Us Intelligence
Community: An Ethnographic Study,"(DTIC Document, 2005). and in the military sphere "Quick
Wins for Busy Analysts,” ed. Defence Intelligence Futures and Analytical Methods Team(Ministry of
Defence, July 2012).
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increasingly complex community. The subsequent tendency to assess
situations based on the existing assessment of those with whom one is
allied can have either cost-saving benefits or negative outcomes as the
2003 Iraq assessments made clear.?**

4. Feedback and Adaptability — With information being so central to the
efficient operation of both security and intelligence activity the manner in
which it is adjusted as it works its way around the system and back to the
originator is critical. In a successful system the original data will be
enhanced with additional information that benefits the final product and
thus the resultant decision making in excess of the costs of circulation.
However in both spheres information is invariably incomplete and
unproven, and both are open to new information from the external
environment. Divergent opinions and tangential issues can all play both
positively or negatively as information moves through the system. White
noise can obscure and even corrupt the original message so that either
the wrong degree or direction of damping or amplifying occurs within the
feedback loop. The more complex the system through which information
needs to pass is, the more likely this becomes. It results in both the data
and the system itself adapting, but always to the last situation, so that
inefficiency costs accrue due to its imperfection for the next situation. For
example, considered within the context of the internationalisation of
counterterrorism intelligence, such complexity and the costs associated
with it are obviously on the increase. However the more routine
phenomena of circular reporting has always been a problem, whether in
counterterrorism or counter-intelligence operations.?*°

5. Non-linearity — The complexity and the quantity of influences constantly

acting on any issue within either the intelligence or security sphere mean

244 »Review of Intelligence on Weapons of Mass Destruction: Report of a Committee of Privy
Counsellors," in The Butler Report(London, United Kingdom: House of Commons Library, 14th July
2004). and Hon. Laurence Silberman and Hon. Charles S. Robb, "The Commission on the Intelligence
Capabilities of the United States Regarding Weapons of Mass Destruction,"(Washington DC31st
March 2005).

2% Circular reporting is prevalent where the original source of a piece of information is necessarily
obscured, but then different actors share the information without specifying its point of origin, so that
when it feeds back to the originator via a removed channel it appears as new, and therefore
corroborative, data. This is a cost that inevitably increases as the intelligence ethos shifts towards a
duty to share from the previous need to know, and managing it can impose significant institutional
costs of its own.
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that consequences are likely to be out of proportion to the original
environmental change, and unpredictable in their nature. Both increase
institutional costs and make pre-emptive adaption to minimise them
difficult.

i) Asset specificity

As has already been discussed asset specificity has been associated with
the hazard of hold-up by Alchian and Woodward, but Williamson has also
associated it with the probity needed within sovereign transactions such as

intelligence and security provision.

Although Terry Moe regards asset specificity as less relevant to the public
sector,?*® Williamson successfully counters that this is to miss the specificity
of human assets, where sunk costs include significant non-transferable
training and social conditioning. Sovereign transactions are particularly
susceptible to this sort of asset specificity. Williamson discusses Foreign
Service officers, but those involved in either intelligence gathering or security
provision are likely to be no less particular. So too will the “..... requisite deep
knowledge of protocols and procedures” be imbued into personnel, especially
where secrecy is involved.?*’ The asset specificity of personnel has two
distinct transaction cost effects: First, that these are incurred in mitigating it
as a hazard through security of employment (which may include continuing
payment to ineffective personnel), maintaining internal dispute resolution
machinery, and related conventional incentives. Second that the asset
specificity of staff will significantly increase the consequence of the

behavioural hazard of probity (discussed previously).

The problems resulting from asset specificity extend beyond the immediate
resources being used on a particular intelligence pursuit or security risk. They
can also be seen permeating through the formal and cultural institutional
configurations of agencies and communities, affecting their ability to function

within their current environment, and to adapt to changes in it. Because

248 Terry M Moe, "The Politics of Structural Choice: Toward a Theory of Public Bureaucracy,"
Organization theory: From Chester Barnard to the present and beyond (1990).123
4T Williamson, "Public and Private Bureaucracies: A Transaction Cost Economics Perspectives."322
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culture is "...related to the total organization (and is) not regarded as

"248 it is not

phenomena solely vested in the hands of management
necessarily amenable to direction from management. As the property rights
discussion below concludes, the impossibility of fully predicting and
contracting for all potential circumstances in spheres as uncertain and
complex as these results in a significant proportion of what might be required
of individuals and agencies being embedded in social norms and an
organisations “culture”.?*® These less formal and implicit requirements are
nonetheless binding on all parties. For the most part this is an advantageous
arrangement that allows not only management of minor changes in the
environment but also more efficient communication within groups using the

. codes and other shared human capital’ referred to by Richard Posner

and Luis Garicano®® 251

(building on the work of Jacques Crémer<>~ ). However
Kenneth Arrow has shown how agents may be rationally disinclined to
change these norms and codes even when faced with changes in their

environment.?>?

The use of such informal arrangements reduces the contracting costs
between policy makers and agencies, and between agencies and their staff,
to realistic levels and provide an efficient means of communication at both
the inter and intra agency level using these shared values and
understandings. They are nonetheless, as Posner/Garicano observe, a
substantial sunk investment.??® A sunk investment, furthermore that, unlike its
contractual equivalent, does not have a pre-designated method of being re-
negotiated (however expensive an option that might be in the case of legal
contracting). Although they allow minor shifts and flexibility by setting such

modifications in a larger cultural understanding around purpose. When more

248 Richard M. Cyert, Herbert A. Simon, and Donald B. Trow, "Observation of a Business Decision,"
The Journal of Business 29, no. 4, Human Aspects of Management (1956).458

249 For a fuller discussion of corporate culture and contingency management using game theory see
David M Kreps, "Corporate Culture and Economic Theory,” Firms, Organizations and Contracts,
Oxford University Press, Oxford (1996).

20 Garicano and Posner, “Intelligence Failures: An Organizational Economics Perspective."158

22! See variously Jacques Crémer, "Corporate Culture and Shared Knowledge," Industrial and
Corporate Change 2, no. 3 (1993). Jacques Crémer, Luis Garicano, and Andrea Prat, "Codes in
Organizations," (2004). Jacques Cremer, Luis Garicano, and Andrea Prat, "Language and the Theory
of the Firm," The Quarterly Journal of Economics 122, no. 1 (2007).

252 Arrow, The Limits of Organization.13-29 48-59

2%% Garicano and Posner, "Intelligence Failures: An Organizational Economics Perspective."158
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major re-alignment is required that necessitates a re-evaluation of the culture
itself, the extent of the sunk investment in these social norms and codes
becomes aligned with the degree of difficulty in altering them in the manner

described below (Figure 2.5):%>*

Figure 2.5: Cost differentialsin Formal and Informal Contracting Arrangements

Anticipated
costs where
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rules
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costs where
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contracting
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Degree of Environmental Change

The fact that an organisation’s supporting culture and codes are optimal to an
existing external operating environment at a given point in time, but may not
be at another, make them an asset that is specific to that environment. This
in turn means that cultural factors, and the investment an organisation puts
into them whether consciously or not, are hostage to the same vulnerabilities
as their other sunken investments. Within the intelligence and security
functions, the unusually large degree of risk of change that the complexity
and uncertainty of the environment create mean that this problem is
exacerbated. Just as an investment in a particular human or technical source
may be rendered less valuable than anticipated when events move on; so too
will an agencies cultural condition. However in the latter case money alone is
unlikely to alleviate the problem as the United States intelligence community
has repeatedly found. The most cited case of this problem is the post Cold

War adaption from a single, overarching and absolute threat to the plethora

2% Source of diagram: Own design
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that subsequently emerged.”> However more minor instances abound on
both sides of the Atlantic; examples include the United Kingdom’s Special
Branch reaction to the Security Service being put on a statutory footing,?*® or
the Federal Bureau of Investigation’s failure to integrate its own intelligence

apparatus.®’

The informal contracting methods embodied in these cultural understandings
and organisational codes thus have a dual nature that can be either
beneficial or deleterious. Certainly, effective organisation is made easier if, as
Luther Gulick argued, there is an ‘homogeneity of function' amongst those
involved.”® This is particularly clear when one considers how the asset
specific nature of such traditions impacts on another behavioural element of
institutional costs; that of probity. As Williamson makes clear in his
consideration of the United States Department of State, it is essential to good
governance that what he terms ‘sovereign transactions’ are completed by
staff committed not only to the policies of the current Executive, but also the
longer term good of the Nation. This requires not only a low-powered
incentive scheme to discourage adventurous behaviour, but also a positive
investment in human capital.>*® In coming to this conclusion, Williamson is
building upon the work of Donald Warwick, who states that the United States
foreign service is comprised of an elite that “.... places great emphasis on the
intellectual and social superiority” of its staff, recruits them from the bottom
rather than laterally, thus ensuring that standing values are fully inculcated
into them before they become decision makers, and is content that they
boast “litle in the way of marketable skills”.?®® The asset specificity of the
resultant workforce is clear. So too is the trade-off that must be made. The

often-laudable certainties that this specificity brings are inevitably contrasted

2% Garicano and Posner, “Intelligence Failures: An Organizational Economics Perspective."159

2% Christopher Andrew, The Defence of the Realm: The Authorized History of M.1.5(London: Allen
Lane Penguin Group, 2009).776
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with a consequential lack of responsiveness. Williamson suggests that the
frustrations with an apparent inefficiency are actually no more than “...a
predictable consequence of the syndrome of attributes that define the
sovereign bureau (hence should be interpreted as part of the design trade-
off).”*!; an idea with important ramifications for the organisation of an

intelligence or security capability.

When the assets inherent in an organisation’s personnel become too specific
for their, often more immediate, requirements, policy makers are likely to
attempt to adapt into a different organisation less weighed down with cultural
and formal regulations, or to simply create a different organisation with
different assets. Williamson's (somewhat flawed) implication that the creation
of the Office of Strategic Services (subsequently the Central Intelligence
Agency) was because the State Department proved unwilling to take on
tasks that might compromise its core responsibilities for diplomatic missions,
and to adapt to the new environment of hostilities, is an example of this.?
The merits of such moves are of course subject to the individual
circumstances of each case, and often subjective: Consider for example the
US use of different organisations to achieve very similar policy objectives in
Chile in the 1970's. While 'Track 1' was an expansive, whole of government
strategy, the more secret 'Track 2' of the Whitehouse and CIA specifically
excluded both the State Department and Department of Defence (and
thereby both the Ambassador and Defence Attaché).”®® Yet cooperation
between these organisations was entirely possible, as the meeting in late

1972 to decide on their joint approach to any potential coup demonstrates.”**

Different organisational cultures can therefore provide decision makers with a
greater range of policy options in the face of asset specificity in any one of

them, even as it presents property rights problems. This is demonstrated by
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the way different Presidents have utilised the National Security Council as an

alternative, shorter term version of the State Department,?®°

or as an organ to
avoid Congressional oversight as in the Iran-Contra debacle.?®® On that
occasion formal rules deliberately increased the asset specificity of the
governments ‘factors of production’ for security, in that case by prohibiting
both the Central Intelligence Agency and Department of Defense from
funding combatants in Central America. This was in fact done to prevent
exactly the sort of unwanted consequences that were eventually
experienced. The result was that an alternative, less suitable organisation —
The National Security Council — that was very much an animal of the (then
current) administration, and had a much smaller sunken investment in the
broader United States system of governance that included the legislature,
was used instead.?®’ Even more gentle evolutionary changes within an
intelligence system can be baulked by the specificity of the culture or
intelligence “theology” as Marrin and Davies consideration of the
intelligence/policy interface embodied within the national intelligence

estimates system makes clear.®

Curiously, even between bodies engaged solely with ‘sovereign’ transactions,
altering an asset so that it becomes more specific to a particular task, and is
thus a hostage to the endeavour, can be used to signal to others involved in
a joint undertaking that one is genuinely committed to a course of action. In
this respect the asset specificity of resources is linked to the probity of those
using them, and it can be advantageous despite the additional institutional
costs likely to accrue.”® Asset specificity can therefore mean that
organisations are locked into a particular role. This may mean that property

rights are clarified, even if flexibility is reduced.
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The multifaceted nature of what Posner and Garicano refer to as the “lock-in”
issue is further exemplified by their conclusion that the United States
intelligence community at large actually benefits from the disparity of such
norms from agency to agency, so that at least one agency might be well
structured to deal with any new threat.?’® The reality of that will be discussed
in subsequent chapters; at present it is enough to say that such an
arrangement incurs institutional costs through other imperfections. These
have included overlapping property rights leading to a lack of clarity of role,
notwithstanding the point made at the end of the paragraph above. Indeed a
difference in culture both within and between agencies has more often been
cited as a key problem?’* and, ironically, is one of the drivers behind Posner’s

own advocacy for a new domestic intelligence agency outside the Bureau.?"?

Even at the operational level within the intelligence sphere the product itself
can become something of a sunk-investment to those that have advocated a
particular interpretation of even very limited core data. The science of
analysis,*”® and the particular pathologies that can afflict it and its effective

274 and will

usage, have been examined by academics and practitioners alike,
inevitably form part of the argument in the following chapters. Suffice it to say
here that analysed product is asset specific in that it is particular to the
available data and environmental conditions at the time it is produced,
including relationships with policymakers, and these are varying constantly.

Nonetheless an analyst is inevitably going to be associated with his or her
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published thoughts on any particular issue. This in turn can either encourage
equivocation and overly timid assessments, or alternatively a reluctance to
abandon previously articulated views. Both have institutional costs
implications as additional tiers of review, each potentially subject to the same
conditions (although not necessarily at the same time) are required, and
bring further issues of blurred responsibilities and more complex information

exchange.

Overall then the importance of asset specificity to the provision of security
and intelligence may be summarised in the words of Oliver Williamson who
stated; ” The organization of economic activity is massively influenced by the
degree to which the transactions under examination are supported by assets
that are specific to the parties.” So that “.... governance structures need to be
matched to the underlying attributes of transactions in a discriminating way if

the efficiency purposes of economic organisation are to be realised.”?"®

iil) Frequency

The frequency with which identifiably similar issues occur in the intelligence
and security spheres impact on institutional costs when conjoined with
opportunistic behaviour to an even greater degree than in the private sector
areas discussed by Williamson. He discusses the impact of small numbers
bargaining, and how some circumstances within larger number bargains can
act as small number bargains to increase institutional costs. In the same way
the limited number of potential providers of a security ‘good’, or of a type of
intelligence, and the unique facets of most security problems can allow a
public sector manifestation of the same problems. This can be exacerbated
by the mixture of stochastic circumstances and monopolistic relationships

prevalent in the intelligence and security spheres.?’®

The unique nature of any security or intelligence issue, whether at the
strategic, tactical or operational level, mean that what may at first appear as

large number transactions within the day-to-day provision of intelligence

27> Williamson, "Credible Commitments: Using Hostages to Support Exchange." 537
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A Study in the Economics of Internal Organization.27)
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could well be anything but. The homogeneity required for large number
circumstances to pertain, and thus neuter opportunistic behaviour, is illusory
in this context. Similarly the ‘learning by doing’ and information impactedness
advantages realised by incumbents will provide substantial advantages over
alternate providers or strategies in dealing with a problem at the equivalent of
contract renewal stage: In both cases institutional costs rise in terms of both
bargaining costs and mal-adaption. The problem is as Williamson described
it in the private sector, but magnified; the interests of the actors encourage
opportunistic haggling and misrepresentation, whereas the interests of the
system require bargaining to be based on an overarching maximisation of
utility.?””

Both the intelligence and the security functions are made up of numerous
non-standard transactions. In his synopsis on transaction cost economics in
1985 Oliver Williamson noted that a specialised governance structure would
be “...more sensitively attuned” to such atypical transactions; but that such a
structure would come at great cost. The frequency problem with respect to
governance structures in these spheres is thus whether these costs can be
justified, which will vary depending on both their benefits and utilisation.
Costs will be more easily recovered from large, recurrent transactions of
course, but are more likely to be incurred during infrequent and even unique
situations. As Williamson continues, where nuanced governance is required,
some type of aggregation of similar cases or other factor is likely.?"
Perfection is unlikely to be achieved but the resultant organisation may be
more appropriate than any other realisable option, and further informal
adaption of specific elements can minimise the underperformance. For
example intelligence elements of larger concerns, such as the United
Kingdom’s military’s Intelligence Corps or police’s Special Branch, both
developed flatter and less hierarchal governance structures informally whilst
nominally still maintaining the formal rank structure of their parent body.*”®
The frequency issue can thus impact on both operational and organisational

capability.

?’" 1bid.26-28
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e. Surrounding Variables
i) Property Rights

Coase was thinking primarily of market-based transactions when he first
developed his theorem on transaction costs, property rights and the
possibility of a mutually beneficial bargaining process. Central to this theorem
is that “.... the delimitation of rights is an essential prelude to market
transactions.””® However the usefulness of the theory as a paradigm for
security and intelligence organisation developed here is as dependent on the
subsequent conceptual leaps of other scholars: With respect to the
understanding of property rights that point of departure came when Armen
Alchian re-conceived them not solely as legal rights, but also as economic
rights so that they can be viewed as the right to the use of a resource;?® a
much broader idea and one that more readily allows degrees of ownership,
and for some uses to be permitted whilst others are not. An inevitable
extension to this concept is that property rights are not therefore restricted to
formal laws but must include social norms and ideology or, as Eggertsson

describes it; peoples taste for a good society.?®?

This reinforces Coase’s point of the importance of private ordering as against

legal centralism,?*

and importantly for this argument when the United
Kingdom and United States are compared, allows the conclusion that a strict
legal framework can in fact be inimical to clear property right allocation
because, as Galanter observes; “.... participants can devise more satisfactory
solutions to their disputes than can professionals constrained to apply
general rules on the basis of limited knowledge...”.”®* In other words, in

complex areas the necessary flexibility can be better achieved if property
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rights are situated in informal norms, rather than in cumbersome regulatory

frameworks.

Alchian’s conclusion was that property rights are not reliant solely on the
State for delineation and enforcement, and he concurs with Williamson that a
plethora of other governance structures are involved, with varying degrees of
formality and explicitness. Different transactions will have different
governance needs and these needs will be recognised and adapted to in an
efficient system.?®®> The extent that an actor can demonstrate their property
rights is thus bound up with issues of reciprocity. These might affect their
freedom to use the resources exactly as they would wish, their ability to make
credible commitments, and what additional costs might need to be incurred in
order for them to do so (such as the equivalent of providing economic

hostages, as discussed by Williamson).

Informal systems of governance can thus supplant legal or other formal
solutions, and in reality often do. More frequently still, particularly in
sovereign transactions such as intelligence and security delivery, the two
systems sit side-by-side. The relative importance of legal constraints to
customs, social norms, and the way a society or group is informally ordered
in deciding how property rights are allocated and disputes resolved has a
significant impact on the resultant institutional costs, as grey areas are
protected and contested. As the subsequent comparative chapters will
demonstrate, this is particularly pertinent in examining the relative
responsiveness to both external and internal stimuli of the respective

intelligence communities of the United Kingdom and United States.

In order to prove the real world importance of informal norms in dispute
resolution, and challenge Coase’s assumption that the legal framework would
be the starting point for dispute resolution in his seminal rancher/farmer
parable, Robert Ellickson conducted a field study in exactly that environment.
He demonstrates how the particularities of a given groups social norms
dictated their preference for a non-legal resolution. Legal redress was seen

as “costly and politicised”. It was regarded as producing higher institutional

28 Williamson, "Credible Commitments: Using Hostages to Support Exchange."537
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costs by using “sovereign authority” in the pursuit of property rights clarity
when compared to a “good neighbours” approach. Interestingly however in
other circumstances a legal resolution might be preferred, despite the higher
costs, simply because of the environment in which the ‘dispute’ was set; in
Ellickson’s work the case of a cow being hit by a vehicle rather than straying
into a field is cited.?®® Thus how property rights are decided is dependent on
context as well as the minimisation of institutional costs, although this is itself
a factor in defining the context. This has implications for the management of
security and intelligence provision at every level. In fact Ellickson develops a
model of five “controllers” employed in the pursuit of social-order.?®” Using
these he demonstrates how the twin human factors of potentially
opportunistic behaviour and bounded rationality (whereby an overall utility
cannot be clearly grasped by all the relevant actors) both need to be
managed by a combination set within the five ‘controllers’. These controllers

include, but are not a sub-set of, regulatory frameworks.

The security and intelligence facets of governance, like any economic
undertaking, have both a technical and structural production frontier, and the
latter will be determined (as in the case of the Eggertsson’s larger economy)
by the “... country’s prevailing structure of property rights, which determines
the set of feasible organizations”. Furthermore the structural production
frontier will always be inside the technical one because, although rational
participants are assumed to want to maximise wealth, (and therefore ensure
a property rights allocation that allows this) they are unable to do so as the
bargaining costs are sufficiently high as to prevent the evolution of perfect
property rights arrangements.?®® Eggertsson further notes that “For any
branch of production, and given the set of known production technologies,
alternative forms of contracts among the owners of the inputs (alternative

ownership structures) are associated with different types of incentives,
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leading to different costs of production.”?®® How each branch is situated

within the whole is thus of importance.

The property rights alluded to by Eggertsson can define incentives within a
narrower band of activity more completely than any appreciation of a national
level of utility could hope to do. This in turn can be inimical to greater
collusion between branches within an intelligence community. At the other
end of the spectrum, too broad a set of incentives can lead to an
inappropriate structure and leadership remaining in existence. For example
the Federal Bureau of Investigation has historically been organised with its
incentives supporting law enforcement activity. At the community level these
incentives have been too narrow and unsuited to the larger focus of those
with intelligence responsibilities as a whole. This has lead to a cultural wall
between the FBI and (inter alia) the Central Intelligence Agency.?*® At the
same time within the organisation the same incentives are too broad for all its
functions. This has resulted in an inability for its increasingly large domestic
intelligence unit to assimilate itself into its parent body.?*! Vague property
rights can therefore cause increases in institutional costs not only horizontally
but also vertically. In the FBI case, imperfect ‘contracting’ at an individual
level leads to imperfect allocations of property rights and incentives, which in
turn have shaped not only the status of analysts within the FBI, but also its
place within the United States Intelligence Community, and indeed the

community's resultant capability to perform.*

Just as property rights shape the incentive schemes and resultant costs of
production, so too can different institutional arrangements affect the way they
do so. The particular vulnerability of the security and intelligence spheres to
‘moral hazard’ is discussed with other opportunistic behaviours above.

However from the property rights perspective it should be noted that both
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endeavours are based on resources that are, as Alchian and Woodward
describe it, subject to a wide range of “.... discretionary, legitimate decisions
within which the user may choose”. They therefore exhibit a high degree of
‘plasticity’ with the attendant monitoring costs. This plasticity is unavoidable
in pursuits where there is a high requirement for discretionary behaviour but
inevitably leads to a blurring of property rights. Alchian and Woodward
describe how even within a simple firm this can allow different operational
levels to bias their actions towards their own stage of production, which can
be “.... to some degree inconsistent with the interests of the principal”,?*® a
tendency that can be exaggerated over a complex and multi-tiered institution

like an intelligence community.

Preferences for different property right allocations will also affect the level of
institutional costs as different institutional arrangements are selected
horizontally. At the national level a comparison can be made between those
observed in the United Kingdom and the United States; where the former’s
collegial approach is contrasted by an intentionally adversarial one in the
latter. At this level the democratic nature of the systems in which both
Nations intelligence and security apparatus must operate impacts on the
property rights framework that is preferred. This will not necessarily be the
one that brings the structural production frontier closest to the technical
production frontier, and thus maximises the overall utility that can be realised.
Rather it is that which is acceptable to the majority of participants and

observers within their own cultural context.?®*

As the subsequent consideration of the United States intelligence community
makes especially clear, there are instances when the property rights around
a particular issue are deliberately blurred, notwithstanding the increase in
institutional costs that this must incur. This is precisely to avoid any
concentration of power in any particular hands. For example although the
President is invariably perceived as the top of the decision making pyramid

for security and intelligence affairs the Constitution ensures he is in fact

2%% Alchian and Woodward, "The Firm Is Dead; Long Live the Firm a Review of Oliver E.
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merely the top of one of the pyramids. Congressional budgetary control,
State level responsibilities, and Judicial challenges ensure that authority is in
fact diluted. Furthermore changing technology, threats and priorities ensure
that no clear demarcation between each body’s responsibilities and authority
is tenable for any great period of time. This apparently deliberate lack of
clarity around property rights, despite the resultant inefficiencies and costs it
imposes, is then reflected down through the rest of the community. While not
entirely unique to the public sector this deliberate pursuit of high costs is rare
outside it, ensuring that the use of transaction cost economic analysis of the

public sector is of particular value.

Even outside of these constraints the efficient allocation of property rights
and concomitant reduction in institutional costs is not a matter of inexorable
improvements being made over time. The structural production frontier does
not simply move closer to the technical one as advances are made. As
Williamson and others have noted, there is no one perfect organisational
arrangement which will be ideal in all circumstances, even if it is likely to be
faced with only a modest range of problems. Complex contracting is
necessarily incomplete and less than one hundred percent specific so the
resultant organisational structure it produces cannot be ideal in all situations.
Instead it needs to be flexible enough to deal with most of them
adequately.?® The temporally wide and infinitely complex requirements on an
intelligence or security infrastructure at any level will therefore always be

particularly problematic.

Even Richard Posner, an unabashed advocate of organisational reform in

the United States intelligence community,*®

when examining it from an
economic perspective (as he has successfully done with U.S. law),
acknowledges that while the US community has systemic obstacles, the
costs of radical reform would outweigh the benefits. In particular he notes
that increased centralisation (in other words strengthening property rights)

will improve information sharing and minimise ‘turf wars’ but would reduce

2% Williamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.1-40
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the quality of the intelligence produced through ‘herding’ and related

pathologies becoming more prevalent®®’

so that only ‘modest’ prescriptions
can realistically be offered. Even within a single agency, the Federal Bureau
of Investigation, Posner concludes that there cannot be a single
organisational structure suited to both law enforcement and domestic
intelligence. The property rights embedded in social norms are distinctly
different between the two functions and the de-centralised (field office)
system that proved so calamitous in the run-up to the 9/11 attacks is

nonetheless well suited to crime fighting.?%®

There is therefore a link between property rights allocation and what type of
an institution actors believe an organisation is. A shift in organisational type
at Bletchley Park, as previously diverse skill sets were merged, and
functional capability shifted towards those of a full-blown intelligence
organisation, lead to exactly the same sort of frictions over contested
property rights observable in the US intelligence community this century.?%°
When one then also considers the added complexities inherent in strategic
level intelligence and security activities the inexorable increase and
significant scale of costs that result in lack of property rights clarity the

importance of the issue becomes clear.

Another risk of weak property rights is that it allows actors to potentially
threaten ‘hold-up’ (see above). However the property rights dimension is
important. Security and intelligence communities are like firms in that, as
Alchian notes, they; ”... involve ownership in common of the coalition specific
resources” But the use of those resources also remains within the control of
specific agencies or even individuals. Property rights are thus divided and
unclear. In ideal conditions the utility to be achieved by ‘joint action’ will

exceed that achievable by the sum of separate results that specific parts of
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the community could achieve. Reward will then, as Alchian continues, be a

portion of the whole.3®

It is however unlikely that members of the coalition will know in advance with
any certainty what, if any, utility is to be gained by a particular action. The
mutually held property rights, in conjunction with a high degree of inter-
specificity, allow for actors to easily and convincingly threaten hold-up if they
are unhappy with a proposed course of action. They can thus extract what

Marshall called “composite quasi rent”***

either explicitly, or more likely within
the public sector context, implicitly. The protective measures required to limit
these problems, such as increased vertical integration, longer term
agreements that reduce flexibility, regulation and even legislation,**? all
increase the institutional costs involved in the joint effort and thus reduce the
overall utility gained by not only all the actors, but also the policy makers and

public.

A linked problem with multiple interested parties having an interest in the
resources of a security or intelligence endeavour is how the inevitable
variations in that resources’ value are managed. The merits of a particular
resource in any given circumstance will of course vary from one type of
operation or pursuit to another. This need not be particularly problematic if,
over time, all are used adequately enough to secure their relevance while not
being overburdened relative to the others. Indeed, in such conditions the fact
that “all components of property rights to a resource need not be held in
common”® can be a positive advantage, with joint owners working co-
operatively to spread the load, and maximise the gains from specialisation.
Rather, a problem arises where one input is superseded by another, and one

of the group has a greater interest in it than his/her peers. As Alchian states,
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variation in value is inevitable, even where the intrinsic worth of an input is

unchanged, and someone has to bear this.***

New technologies might mean that a particular type of intelligence input,
while still theoretically usable, is less cost effective than a more recently
developed one which becomes the equivalent of a new joiner in a market
environment. Alternatively, one agency recruiting a new human intelligence
source with improved access against a particular target may mean the
agency with the existing source being relegated in importance. In either case
there will be a tendency for those with a heavy investment in the original
‘factor of production’ to provide perfunctory rather than consummate co-
operation®®® in supporting the shift (in what are very idiosyncratic roles). They
will be incentivised to use their inter-specific rights to conduct hold-up tactics
as described above, and to question the validity and value of the newer input.
Unfortunately within these two spheres of security and intelligence it may
even be that, whatever their motives, they are right to do so. In any event it is
likely to be a long time before the veracity of their position can be properly

assessed.

The property rights issue is then central to the level and type of institutional
costs intelligence or security endeavours will be faced with, and will define
the realistic options available to it. The relationship between the two is
symbiotic, so that the right institutional framework will allow a re-allocation of
rights and reduced institutional costs. For example the United Kingdom’s
Armed Forces ‘Joint Doctrine of Intelligence and Understanding’ describes
how intelligence activity has two possible approaches:3%® The first it terms the
conventional approach, which has “.... fixed lines and boundaries between
departments which include rules for inter-agency co-operation” — a system
with clear but inflexible property rights firmly established and well suited to
some, but not all, defence related problems. Traditionally the use of a military
solutions has boasted the most unequivocal objectives, but this is no longer

the case in the Twenty-First Century.

304 H
Ibid.
%% Wwilliamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.57-81
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The alternate approach is one where property rights are based in a more
flexible and open system. This allows actors to pursue easier and more
adaptive inter-agency co-operation, which is more an improvisation on a
theme (the overarching strategy of commanders) in the same way that jazz
musicians might interpret a piece.>*” As the Joint Doctrine publication itself
suggests, clarity around property rights (the rules between agencies) will
remain an essential part of the mix. A system that incorporates both this
clarity and the “flexible and creative” rules the doctrine advocates, with

308
l,

authority for sharing at the lowest possible leve will not be an easy one to

develop.

In all these cases property rights include not only legal, but also economic
rights to the use of particular resources. These can be delineated not only by
sovereign authority, but also by social norms, patterns of reciprocity and
informal contracting, but are no less valid for this. Subsequent chapters will
demonstrate how the intelligence communities of both the United Kingdom
and United States are thus influenced by the same ‘controllers’ of society
observed by Ellickson, and that they also operate at the tactical and
operational levels of the intelligence and security functions. They affect the
allocation of property rights in different ways in different circumstances, but
always impact on the resultant level and type of institutional costs

experienced.

As later examination of attempts to reform the intelligence and security
communities will show, it is not simply a matter of tightening up the property
right ownership patterns. Different allocations have both different strengths
and different weaknesses in the intelligence and security context. There is no
perfect organisational form to cover all eventualities in any but the simplest

repetitive spot transactions,3*® and these spheres are situated in an infinitely

%07 Steven Hardest and Lt Col McDaniel, "Countering Irregular Threats: A Comprehensive
Approach,” ed. United States Marine Corps Concepts and Plans Division(United States Marine Corps
(USMC), Marine Warfighting Laboratory, electronically published pamphlet, 2006).5
$8rnderstanding and Intelligence Support to Joint Operations’ Third Edition ".1-8 Note that Joint
Doctrine publications draw a distinction between ‘intelligence' and 'understanding'. See also "Joint
Doctrine Publication 04: Understanding," ed. Concepts and Doctrine Centre
Development(Shrivenham: Ministry of Defence, 2010).

%99 Merton, "Bureaucratic Structure and Personality."
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complex and uncertain world. Clarity must sit alongside flexibility, centrality
with localised independence of action. A property rights system that can
deliver all of these will be hard to design and harder still to define in such a
way as to be clear to all the relevant actors. The inevitable imperfections,
when coupled with the other behavioural and environmental factors, are likely
to be taken advantage of by individual (or sub-group) level actors, in pursuit
of their own utility over that of the whole. This will be a particular problem
where actors have a different conception of what the maximand actually is.
The conscious ‘taste’ for the higher institutional costs that a disperse
allocation of property rights brings is a particular public sector problem. Firms
(under the added evolutionary pressure of being likely to ‘die’, a fate only
very rarely suffered by public bodies) almost invariably prefer an efficient
concentration of decision making capability over the wilful neutering of its
authority figures. Public bodies, on the other hand, need not give this much

consideration.

For efficient bargaining to occur, geared towards maximising overall utility,
Coase offered that property rights must be clear. Despite the difficult
circumstances of the security and intelligence sphere, that general principle
holds. Decision makers will be more efficient when able to bargain with clarity
amongst themselves, towards a maximisation of their joint utility. Expenditure
on securing and protecting property rights due to imperfections in initial
allocation and overlap within the communities should ordinarily be minimised.
More utility from the security and intelligence communities will be preferred to
less, ceteris paribus, and this can be best achieved when all institutional
costs are as low as possible.

i) Atmosphere

Williamson’s original conception of the organisational failures framework
reproduced above incorporates what he refers to as ‘atmosphere’. This
concept allows that the nature of an interaction itself may have value to the
participants in it, and thus broadens the understanding of net benefits that is
required. The low powered incentives required for actors working at

‘sovereign transactions’ (see the discussion of probity) mean that intelligence
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and security interactions are particularly affected by considerations of
atmosphere. Within each sphere there are various types of exchange
relations operating vertically and, equally importantly for the actors,

horizontally. As Williamson observes “... these relations themselves are
valued” so that they must be included in any calculus of efficiency.3'°
Furthermore these atmospheric factors may be non-separable, even where a
technological separation is discernible. Attitudinal factors such as job
satisfaction will be intrinsically linked to productive efficiency. In many areas
of the public service sector atmospheric benefits replace the type and level of
those achievable in the private sector, and are seen as an inherent (albeit
implicit) part of the remuneration package. Changes to them can thus have
far reaching effects. Atmospheric considerations then provide the backdrop
to the interactions between behavioural and environmental factors whereby
institutional costs are generated or reduced. They are of particular relevance
in fields such as intelligence and security that are heavily reliant on the
personnel involved, rather than whatever technology may support them.
Although difficult to measure or predict they can have far reaching and
unintended consequences as Williamson’s example of blood donors being

dissuaded from attending when a fee is introduced amply demonstrates.>**

Subsequent chapters will demonstrate how the effectiveness of very similar
organisational forms was variable when situated in different situations.
Contrast for example, the 1990’s, when a peace dividend was expected and
intelligence and security requirements seemed to be on wane, and the post
9/11 period, when budgets increased substantially but the reputation of many
agencies was at a very low ebb. This was not only because of the degree of
technical frictions experienced against newly prioritised targets, but also
because of the effect of atmosphere on encouraging what Williamson calls
consummate (over perfunctory) completion of tasks.**? Similarly there can be
a reciprocal effect on the effectiveness of agencies and individuals

depending on their self-perceived relevance to policy making or other

319 williamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.38
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functions. In the United States context for example the same institutional set-
up can be used or by-passed by particular Presidents depending on their
personal preferences, as demonstrated by President G. W. Bush’s transfer of
primacy in the fight against terrorism from the Federal Bureau of Investigation
to the Central Intelligence Agency (and thence, arguably, to the Department
of Defense).*!* The same sort of demoralisation occurred in the Metropolitan
Police’s Special Branch when the Security Service were made lead agency in
countering the Irish Republican threat on the mainland in 1991.%
Atmospheric effects operate at all levels, from the individual to the national,
and include the general health of agencies and communities. The usefulness
of incorporating ‘atmosphere’ effects into the calculation, despite the risk of

criticism from pure-rationalists, is that it ensures the focus remains holistic.**®
iif) The Degree of a Shared Sense of a Single Maximand

Closely related to the concept of atmosphere and its effects on institutional
costs is the extent to which the various actors and their agencies share a
sense of what the optimal outcome actually should be, and can therefore be
expected to act co-operatively in trying to achieve it. However such a
maximand is not a simple construct and cannot realistically be created
through managerial constructs like 'mission statements' or announcements of

'shared values'. Rather it is a complex mix of cultural values,®*

aligned
incentives and actors understandings of their roles and responsibilities. It is
therefore also closely associated with both property rights and the asset

specificity of those involved.

The sense of shared purpose (across whatever organisational form is used)
will determine the degree disparate elements are motivated to collaborate.

Conversely the type of organisational form adopted, the and the resultant

%13 Ron Suskind, One Percent Doctrine: Deep inside America's Pursuit of Its Enemies since
9/11(Simon and Schuster, 2006).

%1% David L. Carter and Jeremy G. Carter, "Intelligence-Led Policing: Conceptual and Functional
Considerations for Public Policy," Criminal Justice Policy Review 20, no. 3 (2009).

%1% Williamson cites the example of President Kennedy et al’s mistaken approach to Vietnam to
exactly this problem within the rationalist mind-set. See Williamson, Markets and Hierarchies :
Analysis and Antitrust Implications : A Study in the Economics of Internal Organization.256 footnotes
318 For an insight on the realities of constructing shared cultural values (and thus a genuine shared
maximand) see Coase, "The Problem of Social Cost.” and Cyert, Simon, and Trow, "Observation of a
Business Decision."
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levels of other institutional costs, can make a shared maximand more or less
likely. The United States, which organises its intelligence community sub-
units predominantly according to their individual objectives, has a long history
of trying to implement community wide reforms with only very limited
success. The combination of different views as to what represented the
national good, within its increasingly diverse elements, coupled with different
ideas on how it might be achieved, has undermined suggested reforms
throughout its history. Different bodies and agencies have had different
objectives, which they each conceived as the true expression of the national
good, and have then pursued to the detriment of their partner agencies and
even their own managers. Despite Director Robert Mueller's advocacy for an
emphasis on intelligence and more collaborative working®’ the FBI has
consistently struggled to extend their sense of a positive outcome beyond the
conviction of offenders. 3 The rational behaviour of actors has been
bounded by their limited sense of overall utility. This has then been coupled
with the inescapable uncertainty of the environment. Institutional costs have
thus escalated whilst reform has failed to clarify the property rights situation.

The United Kingdom on the other hand, which primarily organised its
community by collection discipline, leaving assessment to others,*° has
historically demonstrated a greater cohesion around the objectives espoused
through its central machinery and a more pronounced adaptability to these. It
is of course smaller and therefore more wieldy, but the principle of a joint
objective handed down from on high has certainly meant that agencies have
not had to interpret where utility was to be found, but merely to maximise it.
The existence or lack of a shared maximand is not a nation-centric
phenomenon however: It is pertinent to note that even during World War |l
different understandings of organisational purpose created significant

320
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frictions even in the success story of Bletchley Par and very recent

317 Steven N. S. Cheung, "The Fable of the Bees: An Economic Investigation,” Journal of Law and
Economics 16, no. 1 (1973).
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319 The exceptions to this are the Security Service and Defence Intelligence, both of which do boast an
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capabilities.
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changes in central government machinery, which have lead to the increased
direct exposure of the United Kingdom’s community to political and other
exogenous factors have significantly reduced the sense of shared purpose
previously felt as a result of more opaque property rights, in a manner more

reminiscent of the United States’ experience.?*

The degree to which disparate actors subscribe to a mutually understood and
genuinely shared sense of a best outcome at a level appropriate to their role
is thus part of a circle with other elements of the institutional costs impact
framework that can be either vicious or virtuous, and can substantially effect

cooperative efficiency.
Section 6: Supporting argument for a Micro-economic Approach

a. The Reality of a Single Shared Maximand in Intelligence and Security

Provision:

For Coasian bargaining to be feasible there must be a maximand made up of
the same constituent parts for each actor involved. In his original, market
based, example Coase could use a dollar based system to make clear the
reciprocal nature of the issue and how it must be considered both “... in total
and at the margin” (emphasis from original).*?* Like other public sector and
governance issues however the provision of intelligence to decision makers
and a secure environment are not reducible to simple pounds or dollars.

323 50 that

They are both, like their subset defence, public or collective goods,
their usage by one actor need not reduce the amount available to others. Nor
would it be to true to say that simply because monies have been spent on
their provision, that the actual amount of each that is available has been

increased. Simple quantitative analysis is therefore problematic.

Furthermore, both the United Kingdom and the United States have adopted

very broad conceptions of their national security.®** These cover not only

%21 Davies, "Twilight of Britain's Joint Intelligence Committee?."

%22 Coase, "The Problem of Social Cost."

323 See for example Zycher Benjamin, "Defense," in The Concise Encyclopedia of Economics(Library
of Economics and Liberty2008).

%24 see for example Barack Obama, "National Security Strategy of the United States
(2010),"(Washington D.C.: DIANE Publishing, 2010). and Prime Minister Cameron’s "Securing
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traditional conceptions of security from foreign invasion (perhaps regarded as

the oldest duty of any governing body)**

and physical attack, but also ideas
of economic well being, environmental and virtual threats, and even each
Nation’s sense of itself as it is integrated into the wider world. The tentacles
of each Country’s national security are thus intricately involved with almost
every sphere of governmental activity, exponentially increasing the
interactions and trade-offs likely to be required from decision makers. Indeed
the agenda outlined in each Nation’s ‘National Security’ planning could more
easily be described as an attempt to capture the authors’ view of the
‘National good’.**® This inherent complexity makes any attempt to reduce the
maximand to a specific value for the purposes of quantitative analysis

fraught.

Nonetheless security and intelligence provision are, in general, ideally suited
to examination using Pareto’s famous simplification of the economic problem
into the division between “tastes” and “obstacles”, and the resultant shifts
around equilibrium between the two.**” In both spheres the obstacles to
increasing overall utility are both internal and external: Technical obstacles
such as finite resources limit the total possible productivity, as in conventional
cases. However so too will the fact that, as Hicks observes; “... so much of
total production is at the disposal of persons other than himself” and that this
truism will hold good for any group that is less than “... the totality of a closed
community”.3®® This then includes the activities of either the foreign
intelligence service or terrorist cell, whose utility is obviously at odds with
one’s own. But more importantly for this argument, it also includes the
alternate sub-units on one’ own side, situated within (variously) opposing
political factions, other parts of the intelligence community, or even the
narrow managerial parts of one’s own unit, where different opinions will

always exist.

Britain in an Age of Uncertainty: The Strategic Defence and Security Review," ed. Cabinet
Office(HM Stationery Office, 2010).

%2> Omand, Securing the State.

326 Obama, "National Security Strategy of the United States (2010)." "Securing Britain in an Age of
Uncertainty: The Strategic Defence and Security Review."

%27 See Vilfredo Pareto, "Manual of Political Economy,"(New York: Augustus M. Kelley, 1927;
reprint, 1971 translation of 1927 edition).106

%28 Hicks, "The Foundations of Welfare Economics."698
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The aggregation of such disparate “tastes” is not therefore a simple matter,
as Pareto himself found. However within the context of a broad national level
defence against external hostility and the pursuit of national welfare
(including disparate strands such as economic and energy security) it can at
least be understood in a qualitative sense. In both the United Kingdom and
United States there is without question a shared sense of national security
and public safety as a universal ‘good’. A vague conception perhaps, which
inevitably frays at the edges when examined in detail from any one
perspective, although the United Kingdom’s and the United States national
security Strategies may be regarded as attempts to encapsulate exactly

this.®?°

Just as when Nicholas Kaldor concluded in 1939 that “... the economist
should not be concerned with “prescriptions” at all, but with the relative
advantages of carrying out certain political ends” because ‘it is quite
impossible to decide on economic grounds what particular pattern of income-
distribution maxims social welfare”,** so too is it more useful to consider this
particular problem at the macro level despite the use of micro-economic
theory as the paradigm. A broad conception of national security means that it
can be envisaged as a national level general utility, in the same way as the
profits earned by a firm is regarded as its utility. Indeed the former is a much
nearer approximation of utility as originally outlined by Jeremy Bentham in

1780.%%

In formulating a doctrine whereby individual endeavour within a social group
should be directed towards maximising “.... the greatest happiness for the
greatest number of people” and advocating authoritarian intervention to
achieve this, Bentham encapsulated the real purpose of each element of a
social network such as an intelligence community. Of course, in the case of a
firm, utility is maximised when those within it are most broadly and fully

rewarded, whereas in an intelligence or security community the benefits are

%29 Obama, "National Security Strategy of the United States (2010)." "Securing Britain in an Age of
Uncertainty: The Strategic Defence and Security Review."

%30 Kaldor, "Welfare Propositions of Economics and Interpersonal Comparisons of Utility."551
(?arenthesis added)

%31 Jeremy Bentham, An Introduction to the Principles of Morals and Legislation(Clarendon Press,
1879).
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to be bestowed on both those within and those outside. This only
emphasises the necessity for such bodies, their sub-units, and the individuals
within them, to adopt an expansive vision of their purpose. The inevitable
problems in achieving this utopian ideal are a central tenet of this thesis, but
the beauty of Bentham’s starting point is its very simplicity; the reduction of

options to a two-dimensional continuum between pleasure and pain.3*

It follows therefore that the admittedly almost infinitely complex and nuanced
concept of utility offered by an expansive vision of national security
(notwithstanding that it must allow different timescales and aspects of itself to
take precedence in any given circumstance) can nonetheless be collated into
a single conception of the national good. The success or otherwise of this
collation must then impact on the level of institutional costs and clarity of
property rights experienced within the intelligence or security sphere under
consideration, and thus its ability to efficiently adapt itself and deliver the

required product.

Inevitably then, anything less than a perfectly uniform conception of an ideal
solution to whatever issues are addressed generates some amount of
institutional cost. Opinions do not need to be diametrically opposed; only
imperfectly aligned. The position is similar to that discussed by John Stuart
Mill as he built on Bentham’s work, in that some tastes deserve preference
over others.*®*® However in deciding which ‘taste’ deserves preference
decision makers need to bargain and trade-off the different merits of, for
example, law enforcement over intelligence collection and contract amongst
themselves. They will then need to monitor the outcome for both internal non-
compliance and for external shifts in the situation being addressed. All of

which involve incurring institutional costs.

%32 | bid. Bentham states “An action then may be said to be conformable to the principle of utility, or

for shortness sake, to utility, (meaning with respect to the community at large) when the tendency it
has to augment the happiness of the community is greater than any it has to diminish it.” And
therefore: “A measure of government (which is but a particular kind of action, performed by a
particular person or persons) may be said to be conformable to or dictated by the principle of utility,
when in like manner the tendency it has to augment the happiness of the community is greater than
any it has to diminish it”

%3% John Stuart Mill and Colin Heydt, Utilitarianism, New ed. / edited by Colin Heydt.
ed.(Peterborough, Ont.: Broadview ; London : Eurospan [distributor], 2011).
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b. Intelligence and Security — Distinct Pursuits Conjoined:

Whilst each is a wholly different pursuit, the costs and benefits of intelligence
or security are inseparable from those of the other. Intelligence agencies
creates a product, whilst security organisations deliver a service so that both
are delivery agencies within the Dunleavy definition.*** They are however
controlled by different regulatory bodies. This dichotomy has consequences
for their ability to agree, or their enthusiasm for, any negotiated agreement
despite their inseparability.**®> Acquiring a particular piece of information may
have usefulness in decision-making around potential physical threats and in
the pursuit of economic advantage. The institutional costs involved in
obtaining the information cannot be separated into those paid out for each, in
the same way that the costs of Cheung’s toll collector provides both a
policing and revenue service.**® The ensuing benefits, though they cross
disparate spheres, are universal and mutually dependant so that they may be
regarded in the same way as the ‘indivisibilities’ discussed by Williamson
despite the organisational difficulties in aligning the agencies delivering them.
The economic benefits will only accrue in a secure environment, and security
is dependent on economic well-being. Any mathematical division of the
resulting benefits, like those of the initial costs, is therefore likely to be
subjective and misleading. Information is unusual as a ‘good’ in that once
acquired its use does not diminish it in quantity or (necessarily) value, and
neither is the set-up cost or resources required for its acquisition dependent

“

on the “... scale of the production process in which the information is

%34 Dunleavy, Democracy, Bureaucracy and Public Choice: Economic Explanations in Political
Science.183-188
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important in ensuring a fair dispersal of rewards over time, as discussed elsewhere in this chapter.
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used”.®*" The formation of a community, in either the formal or informal
sense, to manage the provision of intelligence and security has its foundation
here, and the institutional design of that community will be dependent on the

institutional cost context of the environment in which it will need to operate.

The different evolutionary paths and current forms of the United Kingdom’s
and United States intelligence and security apparatus’ can be divined within
this paradigm. As Williamson observes; “....there is no technological bar that
prevents one individual from assuming the information gathering and
dissemination function.... all parties, suppliers and users,... could be
independent ..... yet scale economies of both types could be fully realized”.>*
In the case of the United Kingdom, which boasts not only a collegial attitude
to such matters but significant treasury constraints, this style of monopolistic
provider is evident. Levels of substitutability between intelligence providers
are, for example, much lower than in the US case. The primary division
amongst agencies in the UK is by collection discipline, with the use of their
product or service being disseminated to ‘customers’ as needed. This
approach is demonstrated by the division and directing of the Government
Communications Head Quarters (GCHQ'’s) capability, and, for example, the
increased percentage of its work undertaken at the request of the Security
Service.**® However the more adversarial position of the United States and
their fundamental belief in the separation of power3* (linked to their ability to
resource a more expensive organisational framework) has resulted in a
division based on function, and mutually beneficial pursuits have been
artificially cleaved. The transactional difficulties in re-amalgamating these, as
discussed in later chapters, are such that much of the United States
intelligence community’s evolutionary history has been concerned with

overcoming them so that the natural advantages of these indivisibilities can

%37 Roy Radner, "Problems in the Theory of Markets under Uncertainty," American Economic Review
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be captured. To return to Williamson “....the incentive to collectivize activities

for which indivisibilities are large.... are transactional in origin.”3*

When institutional structure supports this natural state of indivisibility between
different elements of the security and intelligence, it need not be a
problematic issue, and may even be a positive force for good. However it is
worth reiterating that indivisibility can present problems when actors indulge
in opportunistic behaviour in the presence of sometimes substantial elements

of information specialisation, as can often be the case in these spheres.

c. The Reciprocal Nature of the Security and Intelligence Bargains:

Reciprocity has been described as “...the vital principle of society”**?

and may
be regarded as central to analyses of stability and instability within a society.
Functionalists make reciprocity central to the interpretation of data by
establishing its consequences for the larger structures within which it sits.3*
This is no less the case within the security and intelligence communities. As
such degrees of reciprocity are closely linked with both coalition forming
behaviour, and the effect of information impactedness across and within
agencies. The relevance of reciprocity for institutional costs is affected by

several factors that must therefore become part of the calculus.

Despite the ubiquitous nature of the phenomenon Gouldner counsels against
an assumption of its presence, or that the receipt of a benefit will necessarily
mean a return, and argues that the existence of such a relationship needs to
be empirically demonstrated.?** A collegial type intelligence community such
as the United Kingdom’s is more likely to demonstrate reciprocal behaviour
than one based on a power relation, and therefore exhibit lower institutional
costs generally. Attempts have been made by the United States to ‘force’
reciprocal behaviour on the various parts of a diverse community through,

variously, a Director of Central Intelligence, a Director for Homeland Security

1 Williamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.42

%42 |_eonard Trelawny Hobhouse, Morals in Evolution: A Study in Comparative Ethics(H. Holt,
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and most recently a Director of National Intelligence (whose real authority is
open to question and in any case varies by type and degree from agency to
agency). but these attempts have only tended to increase institutional costs,
whereas bottom-up reciprocity has tended to lower them, as subsequent

chapters will demonstrate.

Where reciprocal behaviour is being assessed between parties to
transactions, it should be understood that it need not be either ‘wholly absent’
or ‘wholly present’ but is quantitatively as well as qualitatively variable, with
extremes from ‘equal benefits returned’ to ‘no benefits returned’. In fact
Gouldner suggests that the case where one party gives more or less than the
other is probably the most common case. In any event what reciprocity does
entail is a mutual dependence between the actors that is “...the complement
» 345

to and fulfilment of the division of labor”,” where the mutual gratification is in

the long-run as well as part of the immediate exchange.

It follows then that institutional design will be affected by the degree and type
of reciprocity common in the society in which it is set, and that the
institutional cost position will vary accordingly. Gouldner’s observations that
reciprocity is not part of the American dominant cultural profile, but rather
inhabits a latent or substitute cultural structure within institutional sectors,3*
suggests that the United States was always destined to promote a very
different looking intelligence community to that emanating from the United
Kingdom.**’ Indeed in the UK, reciprocity amongst intelligence actors leading
to patterns of probity between them, and the eventual development of a
shared maximand can be traced back to 1924 and the establishment of
Cryptography and Interception Committee (and its standing Y Sub-
Committee). This was composed of the Single Services, the Government
Code and Cypher School (GC&CS, which provided code-breaking functions),
and later the Service Intelligence Directorates. Because, for example, The

Army could more easily intercept communications useful to the Air Force,

%45 |bid.164, 169-170 quoting Bronislaw Malinowski, Crime and Custom in Savage
Society(Transaction Publishers, 2013).55
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and the Navy could do the same for the Army the Y Sub Committee was
needed to coordinate the role of each as an 'honest broker’, and to link them
to GC&CS and even the Post Office (GPO). Their mutual reliance was thus
clear, and bound them to collective goals.?* This initiative pre-dates even the
Joint Intelligence Committee (JIC), which is often cited as a long-standing
example of integration in an intelligence community, and demonstrates the

enduring nature of collegiality in the British intelligence system.

It must however be kept in mind that whether the presence of reciprocity is a
force for good or ill will depend on the particular circumstances pertaining.
Unofficial reciprocity can undermine a bureaucracy, as Gouldner suggests
occurs in the Philippines where it pervades all spheres of life and is an
integral part of their corruption problem. But it can also enhance information
sharing and co-operative behaviour. Gouldner therefore argues persuasively
that a distinction needs to be made between ‘complementarity’; which
denotes that one’s rights are another’s obligations and ‘reciprocity’; wherein
each party has both rights and duties, so that the latter has an impact at a

systemic level.3*

The act of reciprocation is itself a part of a transaction. Gouldner discusses
the case where groups whose needs are met by the political machine
reciprocate by paying the machine for the services received and notes that
there are two necessary assumptions: That the reciprocation actually occurs,
and that the performance of positive functions by the one are contingent
upon the performance of positive functions by the other.**® Whether the
machine is negatively corrupted, or not realistic in its ambitions will depend
on the detail of this inter-play, but in any event the degree and manner of

reciprocity will have institutional cost consequences.
Section 7: Concluding Remarks

As the discussion above makes clear, the conflicting pressures within the

government functions of both intelligence and security, sitting as they do in

%% |bid.Vol.2.85 and Francis Harry Hinsley et al., British Intelligence in the Second World War, vol.

1(HMSO, 1993).23-24
3 Gouldner, "The Norm of Reciprocity: A Preliminary Statement."171 & 169
%0 1bid.163
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the most complex and uncertain of environments, means that no single
organisational design will be ideal in all circumstances or to all agencies and
departments. As the new institutional economists of the last few decades
have concluded in other spheres, there will inevitably need to be a trade off
between the different sorts of institutional costs that might be incurred. This
will be influenced by the different sorts of utility that decision makers will wish

to attain, and the parallel tradeoffs between these.

Nonetheless the level of these institutional costs will be affected by the
capacity for the organisational system in place to conduct Coasian style
bargaining efficiently. A shared idea of what constitutes a maximum possible
utility to be achieved in any given circumstance needs to be shared by those
involved within and across agencies. This must be by both type and quantity,
and should be clearly delineated and understood within a shared sense of
national security, so that the products of the various departments and
agencies are visualised as factors of production or tools to that end, rather
than ends in themselves. In reality however the type and amount of benefits
that actors can achieve are limited by the frictions inherent in delivering the
possible options. These will in turn be resultant on the institutional costs

incurred in selecting and delivering each possibility.

Additionally, the work of Alchian and Demsetz demonstrates how, for such
bargaining to work well, the participants also need to all have a clear (and
shared) sense of the property rights involved. Within the security or
intelligence spheres this means clarity around responsibilities as well as
ownership of resources. In most cases boundaries between different areas of
responsibility will be crossed, and most security or intelligence issues will
likely have some element of uniqueness about them, so that this is not an
easy undertaking. The institutional design is therefore of paramount
importance to how such problems are handled (as subsequent chapters will
demonstrate) because this is how the property rights and responsibilities of

participants are made clear.

The institutional costs described are not unique to any particular aspect of

intelligence or security delivery, but rather will occur internally, horizontally
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and vertically in each so that the institutional cost impact framework must
address issues of organisation, decision-making and even international
relations at large. It is therefore argued that the institutional costs based
approach developed above can significantly add to understanding of

variations of cooperative success in the security and intelligence spheres.

The next two chapters will examine existing approaches, and how
institutional cost analysis sits within them. Because the institutional cost
methodology developed in this chapter is an holistic model that includes a
wider variety of behavioural and environmental concerns a number of
different theoretical perspectives must be considered. These have each been
concerned with one or more of the elements of cooperation identified above,
whether or not the scholars in question have applied their thinking to either
the intelligence or security functions. To make the discussion manageable it
is divided across two chapters. Chapter 3 will consider how issues of
cooperation within the security and intelligence functions can be located
within existing scholarship on different aspects of cooperation and
collaboration. Chapter 4 will build on these insights to properly examine how
the institutional costs approach developed here inter-relates with the

prominent schools of thought in these disciplines.

Between them, the two chapters will thus assist in further detailing the
potential contribution an institutional cost approach can make to the analysis
of cooperation in the intelligence and security spheres, before the specific
cases of counterterrorism and defence intelligence provision are considered

in Parts' two and three.
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Chapter 3 - Intelligence & Security, Existing Theories and Scholarship

Section 1: Introduction

Having derived an institutional cost impact framework for cooperation across
the security and intelligence functions in Chapter 2, this Chapter will now
examine the relationship between those same functional areas and existing
scholarship that either has been or could be usefully applied to them, before
Chapter 4 places them in the institutional cost context. Chapter 2 described
how an institutional cost paradigm could be usefully employed to further
explain the intelligence and security spheres; how they function as a part of
more general governance, and how some specific features can be accounted
for. The setting may be distinct, and the resultant issues therefore apparently
more significant or, on occasion, critical, none of the issues described are
unique to the intelligence or security domains. They have in fact been
observed in other areas by social scientists for some years; only the mix and

points of emphasis varies to any great degree.

Security and intelligence communities have, since their inception, existed in a
complex and interconnected environment, although (as Part 3 will
demonstrate) the shift towards greater threats from non-State actors, and the
ensuing rise in multi-faceted alliances, has certainly lead to an increase in
what Emile Durkheim described as the moral or dynamic density of a society:
Intra-social relations have “... become more numerous, since they extend, on
all sides, beyond their original limits.”*** There are inevitable side effects to
this increase in the number of “... individuals sufficiently in contact to be able
to act and react upon one another.” and the development of the division of
labour that results, both vertically and horizontally.**?> This chapter will
therefore consider the extent to which existing theoretical approaches have
successfully addressed this inter-connectivity in a manner that can explain
the particular experiences observed in the intelligence and security spheres

as the requirements made of them have fluctuated.

%! Emile Durkheim, The Division of Labor in Society, trans. George Simpson, Free Press Paperbacks

(New York: Free Press of Glencoe, 1964). 257
%2 bid.
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Any tranche of theories considering societal action, interaction or
development must necessarily be selective. Ever since the rationality of
earlier ‘enlightenment’ thinkers, such as Descartes and Newton, has been
tempered by notions of complexity and then feedback in the late nineteenth
and early twentieth centuries, some idea of contemporaneous action and
being acted upon has been acknowledged. This is the case even where
particular issues, such as culture or agency, have been the principle point of
focus. A huge body of work therefore exists in these areas.**® In order for this
to be manageable, some selectivity must occur. As the intelligence and
security communities are embedded in wider governance, and it is how those
interactions play-out that is at the heart of this thesis, then the scholarship
that has most closely addressed these issues, but that nonetheless
represents a broad swath of perspectives, will be prioritised. It is however
worth noting at the outset that any theoretical distinction used to sub-divide
an analysis of the organisational make-up of the intelligence and security
function, or the way the two communities are organised is slightly arbitrary.
There are significant cross-over’s between the observations and thoughts of
scholars working in the various schools, as well as notable disagreements
within each tradition, as Richard Scott discovered when trying to develop an
analytic framework across the whole body of institutional and organisational
study using a division based on sociological, political and economic

paradigms.®>*

Firstly Section 2 will examine the conclusions of academics and practitioners
that have framed their work not on any particular theoretical approach but on
the cooperation needed for intelligence and security reform. Section 3 will
then pick up on how new institutionalist thinkers have viewed reform in the
United States, contrasting their ideas with the more collegial views of British
adaption. Next Sections 4 and 5 will examine how behavioural then
bureaucratic understandings of collaboration can be usefully applied to the

security and intelligence functions, and what it is that limits each approach.

%3 Robert Geyer, "Beyond the Third Way:The Science of Complexity and the Politics of Choice," The
British Journal of Politics & International Relations 5, no. 2 (2003). 237-257.

4 W. Richard Scott, Institutions and Organizations : Ideas and Interests, 3rd ed.(London: SAGE,
2008).1.
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Section 6 will then consider the relationship between cooperation and
decision making, whilst Section 7 will utilise theories of complexity to further
unpack the difficulties inherent in the two spheres. Finally Section 8 will
examine the extent to which more standard theories of international relations
and the uncertainty of that level of analysis can explain cooperative
difficulties in intelligence and security delivery. The whole will then be
concluded in Section 9 before Chapter 4 examines each in turn to see how

they interrelate with the institutional cost approach developed in this thesis.

Section 2: Intelligence and Security Scholarship, Reform and

Collaborative Working

Security and intelligence scholarship has included both academics and
senior practitioners. Many of these have identified that any holistic picture
needs to be generated by an examination with a much higher degree of
resolution. The resultant reforms they so often advocate are intimately bound
up with cooperative working between actors and the necessary

organisational shifts to deliver it.

Even senior figures like the late William Odom, whose long career included
senior posts in the military, in intelligence and in policy making,*® focuses
not on simple fixes or increased cooperation, but rather on providing an in
depth study of the entire bureaucracy, including both organisational and
behavioural factors like the commitment of any government to see reforms
through. However, in trying to operationalise this approach the difficulties in
generating a single methodology applicable to the whole of so complex and
integrated an undertaking become apparent and inconsistencies appear.
General Odom was, for example, a keen advocate of a clear line of
command.®*® Subsequently though, in his discussion of the National Security
Agency (NSA) and their unique technical ability, he also promotes
stovepipes, so that different commands have to ‘come to the same well’ to

obtain intelligence. He argues that the NSA is a national resource by default,

%% General Odom was a career soldier, Director of the N.S.A. between 1985 and 1988, and was the
Military assistant to Zbigniew Brzezinski, President Carter’s assistant for national security affairs,
between 1977 and 1981.

%% Odom, Fixing Intelligence for a More Secure America.14
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and also that it is 'a combat support agency' and should be the only provider
of tactical level signals intelligence (SIGINT), despite acknowledging the
problems this has caused in the past.*’ To Odom, the NSA is both a unified
command in the DoD, and a military service in its own right.>*® Given these

contradictions a clear line of command seems improbable.

The same thinking can be seen in his approach to the intelligence-
policymaker interface. Odom argues that autonomy for an intelligence
agency is usually a detrimental organisational form. Proximity between the
consumers and their requirements and priorities are what direct a collection
program most effectively, and ensure the real needs of the consumer are
met. He suggests that the contrary argument is based on the problem of
biases towards existing policy choices or decisions, but that autonomy does
not really address this problem.®*° However he also argues that in some
discrete areas a central provider is best, and that autonomous 'stovepipes'
are of benefit. Odom links this to specialised knowledge, and even argues
that it may be the way to address the existing problems between national and

360

tactical level within the military™" (an issue discussed at length in Chapter 5

of this thesis). In particular Odom cites the admittedly very specialist skills of

361

cryptanalysts™ and the work of both the NSA and the then National Imagery

and Mapping Agency (NIMA),%%

arguing quite reasonably that such skill sets
cannot and should not be replicated at lower levels, but that lower levels
should be able to access the intelligence they need from central providers. In
this respect he seems to reflect Luther Gulick’s preference for uniformity of
function within an organisational unit.>®® Yet there is a similar specific skill-set
and technical requirement in the comprehensive analysis of a particular
functional or even geographic area that can include everything from
contextual cultural factors to detailed knowledge about access to weapons
and their capabilities. It is therefore somewhat disingenuous to suggest this is

a lower type of specialism and can be handled at a tactical level.

%7 See inter alia ibid. 40-41, 116-121

%8 1bid.116

%9 | bid.38-40

%0 1bid.99

%L 1bid.40

%62 |bid.111. NIMA is now the National Geospatial Intelligence Agency (NGA)

%3 Gulick, "Notes on a Theory of Organization."9-10 Discussed further in chapter 5
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At the strategic level, Odom argues that net assessments should be a wholly
military function, yet allows that the single services and joint chiefs have
never (and probably will never) agree on them because of vested interests in
particular programs. However his solution is effectively a re-working of the
idea of an external body taking on this function, albeit based in the office of
the Secretary of Defense because they would have access to information.
His rationale is that while the service chiefs "might quarrel..." they "..could
hardly object".** However the same might be said for having a Presidential
directive ordering co-operation with the CIA: It is the difference between
perfunctory and full compliance that matters.*®> Odom's reliance on the
authority of command, an inevitable predisposition in a former senior military
officer, does not answer this. Indeed Zegart has argued persuasively that the
authoritarian approach suited to the military function is contraindicated in the
intelligence arena.>® In each case therefore, there must be other factors at

work.

The General’'s examination of budget management is similarly instructive:
Odom notes the discontinuity between the (then) Director of Central
Intelligence’s (DCI’s) role of preparing and submitting the National Foreign
Intelligence Program (NFIP) for congressional approval and his lack of
relevance to the resultant appropriations being spent. Despite his intuitive
liking for an imposed top-down solution it is, he admits impractical in this
case for both behavioural ("turf disputes”) and environmental ("complexity")
reasons.®*’ He discusses the separation of the NFIP and various tactical
level budget streams (Tactical Intelligence Related Activities (TIARA), the
Joint Military Intelligence Program (JMIP), and the Defense Airborne
Reconnaissance Office (DARO)), and suggests they will only be integrated
'by chance'.*®® He makes the point that for the effective use of budget inputs
they must be linked to outputs; the 'collection of usable intelligence’. Odom

does however acknowledge that in the military sphere it is difficult to separate

%4 0dom, Fixing Intelligence for a More Secure America.113

%65gee Williamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization. 71-74

%66 Amy B. Zegart, "Focus on Officers, Not the Media," in New York Times(7th January 2013).

%7 0dom, Fixing Intelligence for a More Secure America.30

%8 |bid.31. The JMIP and TIARA are now integrated into the Military Intelligence Program (MIP)
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operational and intelligence activity, so the problem is actually only being
moved along the line. He only truly begins to get to the root of the problem
when he elaborates on how budgets are broken down into the three
categories of 'operation and maintenance', '‘procurement’ and 'research,
development, testing and evaluation'. The problem is that intelligence outputs
depend on all three, with different agencies and departments involved with
any or all streams. Odom observes that the fixed total approved at the outset,
and resultant zero sum game, cause bureaucratic pathologies, including
budget maximising behaviour, as observed in the National Reconnaissance
Office (NRO), but he is unable to fully account for it. Instead he reverts to his
preference for single management across the three budget streams as far as
is possible, despite it being at odds with his alternative view that some

agencies should be stove-piped.3°

General Odom is obviously keenly aware of the issues of both complexity
and uncertainty. Indeed part of his rationale for SIGINT functions being
managed at the national level alone, and removed from single services, is the
complex and interactive nature of the technology, the targets, and varying
priorities at different levels of command, and in that context his argument is
convincing. At the same time he is clear that in his view reform should be
directed from the top.®”° This is contrary to orthodox thinking on the nature of
a complex adaptive systems, which are generally held to adapt from the
bottom up.3"* Ironically, the development of 'Intellipedia’, precisely the sort of
shared 'well' of intelligence advocated by Odom in his discussion of the NSA,

relied on precisely this sort of 'bottom-up' evolutionary pressure.*"?

Like William Odom, General Michael Hayden uses his own experience as a
senior member of the US intelligence community to inform his observations
on how it should function and deliver national security objectives.?”® Despite
much of Hayden’s senior tenure being in the very different strategic

environment of the post 9/11 era the two find many of the same difficulties.

%9 1bid.28-37

*"% Ibid.89

371 Andrus, "The Wiki and the Blog: Toward a Complex Adaptive Intelligence Community."

%72 Robert Hinck, "Intellipedia,” (2010), http://csis.org/print/21093.

%73 General Hayden headed both the NSA and CIA, as well as being Principal Deputy Director of
National Intelligence.
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Hayden, like Odom, is disposed towards an authoritarian solution, although in
this case based on comprehensive legislative authority to support the
Director of National Intelligence as a genuine head of the intelligence
element of the community. Yet he is also cognisant of the pre-eminence of
the Pentagon because the Country is effectively at war, and their resultant
claim on many of the national level resources. This dominance can be to the
detriment of not only civilian needs but also tactical military requests as
resources are tasked to acquire militarily useful ‘communications externals’
such as links and geo-locators, rather than the more tactically useful
intelligence often found within the communication itself.*"* More profoundly at
odds with his general conviction in the utility of a hierarchy, Hayden believes
that the authority of DCI George Tenet, prior to the 'Intelligence Reform and
Terrorism Prevention Act (IRTPA) of 2004, stemmed not from his legislatively
enshrined position as head of the community or the 200 strong coordinating
staff that came with it, but rather because he was head of the Central
Intelligence Agency itself. As such he brought a distinct function that was
needed and useful, which in turn granted him a strong voice (a voice that the

new DNI post has probably lost),3”

a view shared by a number of earlier
DCI's.®”® More recently it has been argued that the CIA's control over covert
operations, under the direct supervision of the White House rather than its
Directors line manager, the DNI, has effectively left the latter ‘impotent’.>’’
Bargaining power rather than formal authority is the more important element

here.

Hayden is also aware of the tension between integrated and autonomous
operating in any complex undertaking; either of which can be virtues in
particular circumstances, but vices in others. Too much central control leads

to inflexibility and lost opportunities, too little means that individual excellence

$"*Hayden, "The State of the Craft: Is Intelligence Reform Working?."41
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cannot be ‘leveraged’ or ‘harmonized’.>"® However to Hayden it is simply a
matter of striking the right balance.?”® This may be adequate in considering
strategic shifts such as the end of the Cold War, but can hardly
accommodate the different but simultaneous needs of tactical war-fighters
and national level strategists that he himself identifies, so that a more

complete model of cooperative working is required.

Similar inconsistencies arise with strategic thinkers on this side of the
Atlantic. Throughout his book 'Securing the State® Sir David Omand®**
discusses the changes needed to the intelligence and security regimes of the
United States and United Kingdom as a result of the increased complexity
and uncertainty of the wider environment. Yet each lesson is referenced by
an earlier historical context, suggesting the situation, or at least particular
elements of it, are not as unique as one might think.

Like his American colleagues, Omand argues for stronger leadership of the
intelligence community, citing the US case. He notes the previous difficulties
of the formerly double-hatted DCI. Then, with apparent approval, the creation
of the DNI as a single head of the intelligence community charged with
creating a "... unified, collaborative and coordinated enterprise”, and that
extensive coordinating machinery has been established to support that
aim.*®? However he also notes that the lack of a clear and unambiguous
authority will make the task most difficult.*®® In his parallel discussion of the
UK agencies, he instead seems to invest his hopes in an improvement in
coordination, with the agencies best left as independent entities aware of the

needs of the others, and engaged with them in a joint enterprise. His concern

$8Hayden, "The State of the Craft: Is Intelligence Reform Working?."36-37

$7%The Future Security Environment podcast audio, Rethinking Seminar Series: Rethinking U.S.
Enduring Strengths, Challenges and Opportunities2011,
https://dnnpro.outer.jhuapl.edu/rethinking/Video Archivess=GENMichaelHaydenPresentationVideo.asp
X.

%80 Omand, Securing the State.

%! Sir David Omand has also straddled the intelligence/security/policy making divide as a former
Director of GCHQ, Permanent Secretary at the Home Office and the UK’s Security and Intelligence
Coordinator.

%82 David Omand, "Creating Intelligence Communities,” Public Policy and Administration 25, no. 1
(2010).107

%83 1bid.107 drawing on the work of Helen Fessenden, "The Limits of Intelligence Reform," Foreign
Affairs. 84(2005). who examines particularly the lack of budgetary authority of the DNI over the
community he or she is supposed to govern.
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for the UK is for the loss of the Permanent Secretary level coordinator.3®*
Although he equates the role to that of the DNI because both have
responsibility for community health and product quality, the organisational
and cultural networks in which each sat were very different. This, as well as
the relative performance of each, needs to be accounted for in any

theoretical model used to compare the two.

Omand’s enthusiasm for strong leadership is supported by his take on the
early history of the Joint Intelligence Committee (JIC), and in particular its
Chair. Though it is at least debatable whether the post boasted the 'visible
authority' Omand credits them with. Indeed Omand himself cites Dick White

as having brought the strong community leadership he suggests®**

through
his appointment as ‘a very senior Coordinator’.*®® It seems likely that his
authority stemmed from his unique position as a former chief of both SIS and
SyS, just at DCI Tenet's was rooted in his role as head of the functional
Central Intelligence Agency, not his community management role. 3’
Certainly the JIC, as the executive of the Permanent Secretaries’ Committee
on the
Intelligence Services (PSIS), was an important element in setting the
requirements and priorities (particularly at the strategic level) for the
agencies, and this vested some authority within them, but it ran concurrently
with other points of authority, such as the relevant Secretary of State. Yet the
system worked, which cannot be fully explained by any reliance on a simple

hierarchical architecture.

It seems clear therefore that efforts at reforming as well as understanding the
intelligence and security communities on either side of the Atlantic are
plagued by apparently contradictory evidence, even when undertaken by

those with such a wealth of practical experience.

Other reformist authors, such as Betts and Treverton are more focused on

the practicalities of the coordination issue. They have a clear view of the

%84 Omand, "Creating Intelligence Communities."114

%8 securing the State.302-304

%86 nCreating Intelligence Communities."105
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difficulties, and what they would like a reformed intelligence community to

look like, but struggle to account for why it has not been ‘fixed’.

Gregory Treverton’s work focuses on the problems of increasing complexity
as a result of environmental shifts that include the post Cold War impact of

globalisation®®

and the increased interaction between different types of
security and intelligence provider with the advent of the ‘war on terror’.**° He
is keenly aware of the need for horizontal as well as vertical integration and
bemoans the existence of stovepipes as an ‘institutional legacy’.>** Amongst
his prescribed solutions however is that organisation shifts from being by
agency, to being by ‘issue’. Seeing the problem solely from an organisational
perspective, Treverton does not address in any depth why he feels these
issue based divisions would not simply inspire new stovepipes, albeit based
on different divisions, and a repetition of the same sub-goal behaviours he
implicitly observes as making the current ones into what he describes as

‘baronies’.

Treverton, centres his reforming argument on the disparities between cold
war and post cold war intelligence in its societal setting. He argues that the
FBI and CIA failed to co-operate effectively "... because we, the American
people, didn't want them to". He notes the dichotomy between the desire for
personal freedom and for security that resulted in the ‘'raggedy' cooperation
between the two whilst each sat on either side of ‘intelligence and law-
enforcement' and 'home and abroad' divisions.*** In Europe, on the other
hand, some scholars saw the same increased complexity as an
environmental shift in 'risk’. The shift away from globally dominant centres of
power, and the threat that they presented, towards the cauldron of multiple
State and sub-State (or more accurately perhaps trans-State) level hazards
that now need to be addressed. In part this is because although less serious
than the potential nuclear holocaust of the Cold War years, the threat had
become more amorphous. Ulrich Beck went further and argued that the world

had changed from one “dominated by threat” to one “permeated by risk” so

%% Treverton, Reshaping National Intelligence for an Age of Information.
%89 Intelligence for an Age of Terror.
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that the “... fixed norms of calculability, connecting means and ends or
causes and effects....(were) rendered invalid. "*** He went so far as to
connect this admittedly dystopian view with both the administrative and
technical decision-making process, but crucially saw them now couched in a
more complex environment so that uncertainty of outcome was suddenly

omnipresent.

While both Treverton and Beck have certainly observed significant
environmental shifts it is less clear that these have introduced any genuinely
new, qualitatively distinct problems. There have always been trade-offs
required between different options, and some level of discord between
agencies has existed since the environment became complex enough to
need them. Rather, recent decades have seen a quantitative increase in the
need for integration of different national security and intelligence tools, and
for this to occur at ever increasing levels of decision making. Frictions in
organisational ordering, which could previously be dealt with on a case-by-
case basis, are now daily issues. If the shift in risk was a principal
explanatory factor in cooperative success one would expect to see good
cooperation on both sides of the Atlantic, worsening through the 1990’s and
into the modern era, as opposed to poor integration of US community parts
(in most cases) and better cooperation in the UK. Thus environmental
changes can not alone account for the interactions observed, and can be no

more than part of the answer.

In his seminal work ‘Enemies of Intelligence’,** Richard Betts acknowledges
the substantial amount of empirical work into intelligence and security issues,
but notes that that they mostly deal with intelligence failures, and that there is
no overarching normative theory that encapsulates them. He goes on to
describe three distinct but overlapping issues that impact on efforts to

coordinate the community:

The first are failures of perspective, and he suggests here that the record of

failure is not as bad as it is often regarded. This view is linked to the problem

%%2Beck, World Risk Society.3-4 and further discussed in Mark Phythian, "Policing Uncertainty:
Intelligence, Security and Risk," Intelligence and National Security 27, no. 2 (2012).
%3Betts, Enemies of Intelligence : Knowledge and Power in American National Security.
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advanced by Mark Lowenthal of not being able to empirically show what one
gets for each pound or dollar spent on intelligence or security; unlike in the
military sphere where there is a demonstrable ‘bang for one’s buck’.
Comparisons can be made between competing items of equipment, in
intelligence the utility of any patrticular intelligence stream is hard to define,
and harder still to predict at the outset.*** If nothing surprising happens, then
the decision maker can never be sure if it did not happen because the risk
was known and steps to avoid it happening were successful, or because it
was never actually going to happen anyway, and the investment was
unnecessary.*® Betts links this to the related problem for intelligence that
while successes may be opaque, failures are clear and often serious. The
point is certainly a fair one. It fails however to disaggregate unavoidable
failures and failures that could have been prevented, given the status of
relevant intelligence capability across the board. For example the non-
prediction of the Arab Spring, where the tensions in each of the four Arab
states involved were well reported, as was the increasing influence of social
media, but that the self immolation of a Tunisian fruit seller would or could act
as the catalyst was not and could never have been predicated. This is clearly
an unavoidable failure, and can be compared with such failures as not linking
information separately held by the CIA and FBI prior to the 9/11 attacks, or
the misinterpretation of information before the Argentinean invasion of the

»396

Falklands. The difference between ‘secrets and mysteries’**", in other words.

The net result however is that reforming impetus is often misdirected, a

%*Mark Lowenthal, Declining National Security Spending - Implications for Intelligence, podcast
audio, Rethinking Seminar Series: Rethinking U.S. Enduring Strengths, Challenges and
Opportunities2012,

https://dnnpro.outer.jhuapl.edu/rethinking/Video Archives/LowenthalPresentationVideo.aspx.

%% Often thought of in the UK as Quinlan’s Law. See for example Professor the Lord Peter Hennessy
in oral evidence to the Defence Select Committee preparing the next Strategic Security and Defence
Review (24th April 2013) quoting Michael Quinlan, formerly one of the United Kingdom's foremost
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provide for it” "Towards the Next Defence and Security Review," (House of Commons: Defence
Committee Minutes of Evidence, 2013).

%% The fundamental difference between secrets and mysteries, often quoted in intelligence literature,
is from an unknown original source although it has, according to Omand, been 'popularised’ by R. V.
Jones. Secrets refer to information that exists but is hidden, and can therefore be discovered (at least in
theory). Mysteries on the other hand refer to intentions not yet crystallized into decisions, which are
not therefore knowable however desirable the information might be. See Omand, Securing the
State.46
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practical problem based upon repeated failures to comprehend the issue as a

whole.

Betts second area of concern is around the processing and communication of
information in a timely and manageable way, an information cost of the sort
discussed in Chapter 2 and throughout the case studies to this thesis,
particularly Chapter 5. Finally and perhaps most tellingly he suggests the “...
roots of failure lie in unresolvable trade-offs and dilemmas” so that “... curing
some pathologies with organisational reforms often creates new pathologies
or resurrects old ones”;**’ very much the pattern empirically observed and
the root of the new institutionalist approach discussed immediately below.
Although he laments the lack of any normative theory of intelligence, Betts
does not however attempt to link these three issues in a single cohesive

framework.

Intelligence and security scholarship that examines cooperation in the fields
can therefore be seen to be limited in its explanatory power, often to the
particular issue or instance under consideration. The review of the same
authors in Section 2 of Chapter 4 will argue that institutional cost analysis can

provide a more comprehensive explanation.

Section 3: The Dichotomy of Collegiality and New Institutionalism in

Intelligence and Security Cooperation

New institutionalist authors have also found inconsistencies emerging when
examining the problem from a more theoretically grounded position. This
approach, which is utilised explicitly by US reformers such as Amy Zegart
and implicitly by the likes of Richard Posner, can explain how collaboration
can break down, but struggles to account for the many occasions when it
works well (despite being at least partially rooted in transaction cost

economics,>%

an issue explored in Section 3 of Chapter 4 when new
intuitionalism and institutional cost analysis are examined together). Although
it is concerned with the behaviour of actors, new institutionalism is rooted in

microeconomic theories. It therefore seeks to explain apparently irrational

97Betts, Enemies of Intelligence : Knowledge and Power in American National Security.21
%% Zegart, Flawed by Design : The Evolution of the C.I.A., J.C.S., and N.S.C.19
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macro level outcomes from a rationalist starting point by focusing on micro
level issues (such as the very personal preferences and bounded rationality
of individual actors). These are set within a strong cultural framework. Any
such notion must be tempered by an acknowledgment that culture itself is a
mosaic of what in Grey's conception are 'pillars' or overarching and widely
shared values and norms, and 'splinters’ associated with different groupings
to the one under analysis but that are no less strong for that.**° The impact of
culture on the personal utility of key actors is thus a product of different
cultural memberships, and which is prevalent in any particular set of
circumstances is not necessarily easy to deduce. The cultural affiliations of
being a member of a small operational team, such as the one working under
the US Ambassador in Sarajevo in the 1990's that saw State, CIA and DoD
officials create the Diplomatic Intelligence Support Center (DISC), may
trounce those associated with membership of one of the parent organisations
under one set of circumstances, but the latter might re-emerge as dominant
as these diminish.”® The assumptions of a dominant culture informing new
institutionalist approaches thus provide a useful means of making cultural
impact manageable (and have been used for that same purpose within this

thesis), but viewed in isolation from other factors they can skew analysis.

In Zegart’s view the rationality of the institutions of national security and
intelligence is nonetheless socially constructed. The behaviour of actors is in
the context of the values, norms and traditions of their own organisations.
These thus both constrain the behaviour of their members, and are
reinforced by it. In an extensive examination Zegart thus argues persuasively
that the failure of the US intelligence and security community, and the

401

elements within it, to adapt successfully™" to the new circumstances of the

%% Grey, Decoding Organization: Bletchley Park, Codebreaking and Organization Studies.107-172
%00 See Jennifer E Sims, "Understanding Ourselves," in Transforming Us Intelligence, ed. Jennifer E
Sims and Burton L Gerber(Washington: Georgetown University Press, 2005). 51-53. Future 'DISC's
were obstructed by the CIA once the Balkan crisis receded.

01 Between 1991 and 2001 no less than twelve influential reports around US governance generated
340 (out of 514) recommendations that focused on improving the national intelligence capability. Of
these, despite a declared intention dating back to 1947, 94 were focused on the need to improve
coordination in some way. Clearly the issue was not mired in complacency, nor was there a lack of
will to address acknowledged problems. Yet, the influential make-up of the report’s authors
notwithstanding, of the 340 recommendations a mere 35 were fully implemented, and some 268 were
not implemented to any degree. Despite exogenous pressure, and an acknowledgement of the



140

post Cold War world was because of the frictions and difficulties such issues
imposed to counter evolutionary pressure. Zegart argues that it is the
difficulties in cooperative behaviour between actors who are operating within
the parameters of their individual organisational environments that are the
causal factors in poor adaption.*®? Intelligence and security agencies exhibit
similar characteristics to, and are subject to the same budgetary pressures

as, other organisations,**

the fact that they exist in a largely monopsonistic
relationship with their paymasters means that the governance more generally
must be included in their analysis. Zegart's view is thus one of a very

interdependent set of organisations.

Where domestic policy issues are normally the province of a discrete
department, foreign policy can be affected by a variety of disparate voices.
These can include State Department, the military, or the intelligence
community, with overlapping interests. Yet Zegart (writing prior to the
September 2001 attacks) found that organisational structure was not an
issue to those foreign policy interest groups that did exist, despite it being
relevant to their opposite numbers in the domestic arena, so that evolutionary
pressure for adaption was restricted to internal actors with particular and
overly parochial interests.*®In fact She found that foreign policy in general,
and the intelligence and securities spheres in particular, demonstrate an

asymmetry of information between those within the policy process and those

changing threat post Cold War, the changes that a realist model would have anticipated failed to
materialize. For a full list of the reports considered and further discussion thereof see Zegart, Spying
Blind : The C.I.A., the F.B.1., and the Origins of 9/11. 27-35 and 199-202 (Appendix - Intelligence
Reform Catalog Methodology).

%92 See both Flawed by Design : The Evolution of the C.I.A., J.C.S., and N.S.C. And Spying Blind :
The C.1.A., the F.B.1., and the Origins of 9/11.15-42. The former deals with the formation of agencies
and the organisational ‘birthmarks' that endure as a result, while the latter examines the poor levels of
adaption observed. Zegart's theoretical approach has also evolved between the two books,and it is the
more recent that makes this point most forcefully.

403 See for example Anthony Glees, Philip H. J. Davies, and John N. L. Morrison, The Open Side of
Secrecy : Britain's Intelligence and Security Committee(London: The Social Affairs Unit, 2006). 61-
64. The authors demonstrate that Intelligence Agencies operate under similar economic constraints to
organisations outside the community. Most importantly agencies are subject to pressures from
complimentary/substitute costs of alternative sources. Fundamentally an institutions success or failure
is dependant both on a need from the demand side, and an ability to satisfy it from the supply side. At
an operational level ‘requirements’ may be paralleled with the goods and services required of any firm
or institution. The subsequent processes of budgeting and resourcing, authorization and even eventual
supply of the product and an assimilation of market feedback are not unique to the Intelligence
community.

4% For a discussion of the impact of the distinct interest group environment in this sphere see Zegart,
Flawed by Design : The Evolution of the C.I1.A., J.C.S., and N.S.C. 22-27.
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outside it. Information is more likely to be classified as well as being hard to
obtain. This is at variance to domestic policy areas where the situation can
even be reversed, so that external interest groups ‘brief’ policy makers in
Congress. Bureaucrats thus have an ‘insider’s’ information advantage over
‘outsiders’ in interest groups or other public bodies, who would incur

substantial costs in generating their own sources of information.

Congress is in any event incentivised to concentrate on the domestic policy
arena which provides a more demonstrable (electoral) benefit. Secrecy
combines with the high level of uncertainty in the intelligence and security
spheres to dis-incentivise members of the legislature, who have little to gain
by success and a lot to lose by failures in the security or intelligence fields.
As Zegart notes, even after the Iran-Contra scandal, the "Tower Report'
emphasised that foreign policy was, and should be, in the Executive domain
and thus minimised the negative impact that the relative uncertainty of the
foreign policy arena might have on congress.*® The ambivalent position of
Congress was further demonstrated by their muted acquiescence of the fact
that the administration refused to share the results of its review of the US
nuclear posture, Presidential Policy Directive 11 (PPD 11), with the Congress
despite their being the organisation required to perform "due diligence"
around implementation of the 2010 'Start Treaty'.*®® Despite Senator Lugar's
longstanding interest in nuclear deterrence his only censure was a polite
observation that "... | simply would say that our country is strongest and our
diplomacy is most effective when nuclear policy is made by deliberate
decisions in which both the legislative and executive branches fully
participate.” and even then reaffirmed that "... This process should begin with
the President of the United States.” even adding that the President should be
more involved in funding decisions despite funding being one of the principle

tools of Congress exercises any authority over the Executive.*’’

“% 1bid.30.

%% ppD-11 were the terms of reference for Nuclear Posture Review implementation study which
included information such as numbers of missiles and warheads and was therefore necessarily
classified. See Committee on Foreign Relations, Implementation of the New Start Treaty, and Related
Matters: Hearing before the Committee on Foreign Relations United States Senate 112th Congress,
Second Session, 21 June 2012. 43.

“O7 Ibid.
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Zegart thus argues that the fundamental problems in the intelligence and
security communities are likely to be ‘sticky’ because of micro level factors
like the incentives of different actors. She could draw on a number of
empirical reviews that have come to a similar conclusion. The Silberman
Robb Commission’s overview for example stated; “..... Indeed, Commission
after Commission has identified some of the same fundamental failings we
see in the Intelligence Community, usually to little effect. The Intelligence
Community is a closed world, and many insiders admitted to us that it has an
almost perfect record of resisting external recommendations.”**® Even more
routine reviews, such as those undertaken by congressionally constituted
bodies such as the Aspin-Brown Commission,*®® or independent bodies such
as the Council on Foreign Relations,*° (both of which considered the US
intelligence community at large in the post Cold-War period), do, while
varying in the specifics of their recommendations, tend to recommend similar
broad changes. This is echoed by congressional reviews of progress made
following criticism and recommendations, such as those considering the
FBI's development towards an intelligence based domestic national security
capability.*** Yet, as the new institutionalist model predicts, these
recommendations consistently fail to be enacted in any meaningful way. A
purist new institutionalist model would suggest that the bureaucracies of
private firms should be similarly ‘sticky’ but, unlike government agencies,

private firms adapt at a population level.*? As soon as they fail to modify

%8 See Laurence H Silberman and Charles S Robb, "Report to the President of the United States - 31
March 2005,"(Washington DC: Commission on the Intelligence Capabilities of the United States
Regarding Weapons of Mass Destruction, 2005). 6.

%99 See United States Congress, "Preparing for the 21st Century: An Appraisal of Us Intelligence,"(US
Government Printing Office,Washington DC: Commission on the Roles and Capabilities of the United
States Intelligence Community -104th Congress, 1996). Chair L. Aspin (until May 1995), Dr. H.
Brown (from July 1995).

10 See for example Maurice R. Greenberg and Richard N. Haass, Making Intelligence Smarter: The
Future of U.S. Intelligence - Report of an Independent Task Force(New York: Council on Foreign
Relations, 1996).

11 See for example A. Cumming and T. Masse, Fbi Intelligence Reform since September 11, 2001:
Issues and Options for Congress, (Washington DC: Library of Congress, 2004),
http://www.law.umaryland.edu/marshall/crsreports/crsdocuments/RL32336_04062004.pdf.

2 population level adaption is discussed in Michael T Hannan and John Freeman, “The Population
Ecology of Organizations,” American Journal of Sociology 82, no. 5 (1977).
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after exogenous shocks they perish and are replaced by new firms, whereas

most government agencies have been around for some fifty years.**

Zegart therefore demonstrates that “organizations are never neutral”, so that
the nature of government organisation seriously impacts on its policy
output.*** She also establishes that there is no one perfect structure to
address the problem because of the complexity of the inter-relationships and
the uncertainty of the environment in which they must work. Her work very
successfully accounts for failures in collaboration that in turn undermine
reforms and overall efficacy. However Zegart, whose emphasis is on reform,
does not does not account for instances where different actors have

cooperated successfully.

New institutionalisms inability to deal with cooperative success is not
however rooted in Zegart’s analysis but in new institutionalism itself when it is
applied to cooperation right across the intelligence and security regimes. Its
emphasis on behaviours being acted out in rigid organisational pathways
cannot account for why the same agencies sometimes successfully
cooperate, and sometimes do not. As a CIA officer attached to the FBI Henry
Crumpton found good informal and tactical level cooperation, but poor
collaboration above that, a fairly common experience.**® At the same time the
UK’s community faces qualitatively similar external problems to that of the
USA, but manages to cooperate fairly efficiently in most (but not all) areas as
Part 2 and 3 to this thesis make clear.**° If collaboration works at a tactical
level but breaks down at a policy or strategic level, or works in one area but
not another, then there must be something more going on than simple

national or cultural approaches can explain.

13 Only 438 new agencies were created in the USA between 1946 and 1997. Zegart, Spying Blind :
The C.1.A., the F.B.1., and the Origins of 9/11. 46-7. In contrast in 1957 alone some 398000 new
businesses were created with similar numbers being transferred or failing. See Howard Aldrich,
Organizations and Environments(Englewood Cliffs, N.J.: Prentice-Hall, 1979). 36.

414 Zegart, Flawed by Design : The Evolution of the C.I.A., J.C.S., and N.S.C.1

“5Crumpton, The Art of Intelligence: Lessons from a Life in the C.I.A.'S Clandestine Service.p.105-
120 but see also Op. Courtship (between the FBI and CIA) and the 'Special Collection Service' (SCS)
(between the CIA and NSA) Davies, Intelligence and Government in Britain and the United States : A
Comparative Perspective.Vol.1.280-281 and 111-112 respectively.

8 Also see for example Herman, Intelligence Power in Peace and War. or for a wider comparative
Davies, Intelligence and Government in Britain and the United States : A Comparative Perspective.
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Richard Posner has also used a new institutionalist approach to critique
efforts at reform in the United States intelligence community and inevitably
comes to very much the same conclusions as Amy Zegart.*'” Although he
also acknowledges the occasional successful collaborative endeavour, like
her, his narrative offers little explanation for these. Posner notes the impact
of external issues such as the complexity of the security and intelligence
problem and the wuncertainty inherent in any proposed solution,
acknowledging that they make satisfactory negotiations more difficult and
strong advocacy more attractive, particularly in the counterterrorism sphere.

1418 and utilitarian ideas to make sense of the difficulties

He adds both cultura
he observes across the intelligence and security endeavour.**® Despite this
implicit use of what is essentially a new institutionalist paradigm, Posner is
largely concerned with advocating change. He has therefore limited his
explicit attempts in providing a theoretical architecture to providing (with
Garicano) an ‘organisational economics' perspective for some aspects of
intelligence provision. This perspective nonetheless included some of the
facets of the model developed in Chapter 2. They note for example that while
an examination of a specific case might indicate that a particular piece of
information should have been passed internally or from agency to agency,
the organisational realities in delivering this involve a more complex trade-off.
A more centralised, hierarchical organisation is likely to improve appropriate
information sharing both within and between agencies. It will foster the
adoption of common codes, data networks and even cultural practises.
However it will also encourage group-think and ‘herding’.**° The suitability of
each structure, and the optimum point of balance between centralised and
decentralised arrangements, will thus vary according to the problem faced.

The net result is that in using an organisational economics paradigm more

*posner, Countering Terrorism : Blurred Focus, Halting Steps.33-69

18 See for example Culture in the FBI as opposed to that of a domestic security agency. Ibid.105-133
and for a wider discussion of these culture in the security/intelligence context see Davies, Intelligence
and Government in Britain and the United States : A Comparative Perspective.

19 See variously Posner, Countering Terrorism : Blurred Focus, Halting Steps. Uncertain Shield :
The U.S. Intelligence System in the Throes of Reform. Remaking Domestic Intelligence.

#20 |_uis Garicano and Richard A. Posner, "Intelligence Failures: An Organizational Economics
Perspective," Centre for Economic Policy Research Discussion Paper Series No. 5186 (2005). 3 &
13.
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directly, Posner is lead to question the likely effectiveness of the sort of

radical reforms he argues for elsewhere.**

Posner's understanding of the breadth of the security and intelligence
function is nonetheless comprehensive, and includes broader intra-agency
organisational issues such as the incongruence of having a (pe-2004)
Director of Central Intelligence positioned as head of an agency specifically
barred from domestic matters or, as is still the case, having national level
assets that would also have domestic counterterrorism functionality situated
in the Department of Defense. Posner considers that Law enforcement is one
tool, intelligence another, and ‘target hardening’ a third and sees integration
of these as critical. He highlights the linkage between flawed organisational
forms, inappropriate incentives, sub-goal pursuits, territorial behaviours and,
ultimately, sub-optimal performance. He is not therefore naive in assessing
possible solutions. Posner also appreciates how the ‘probabilistic’ nature of
counterterrorism intelligence provokes problems for decision makers at the
policy level, so that some work up to a certainty, others down to a ‘zero
chance’ because both are easier to deal with.**? Yet Posner also realises that
the real probability of an attack is a factor of capabilities, intentions,
personalities and a myriad of other circumstances. Developing future policies
when so much is unknown or even unknowable is thus no simple task,
provoking behaviour where decision makers indulge in ‘satisficing’, or

produce policy based on lines of least resistance.

Within both Zegart and Posner the seeds of a fuller explanation that could
explain the full range of outcomes are apparent but are not fully developed,
as the discussion that contrasts their approaches to the use of institutional
cost analysis in Section 3 Chapter 4 will discuss. In his work with Garicano
Posner has recognised the importance of both environmental and
behavioural factors and has even used microeconomic tools to compare the
utility of different organisational forms for teams doing intelligence

analysis.**® However because the relevance and even type of impact that

*21 Garicano and Posner, "Intelligence Failures: An Organizational Economics Perspective."
*2posner, Countering Terrorism : Blurred Focus, Halting Steps.1-14
*23Garicano and Posner, "Intelligence Failures: An Organizational Economics Perspective."
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different issues provoke varies in different circumstances Posner stops short
of offering a more far-reaching theory, and concentrates on particular
reforming ‘fixes’ like the creation of a domestic security agency for the US

akin to the UK’s Security Service.

Conversely authors like Michael Herman discuss how cooperation across
security and intelligence endeavours can work, with reference to the UK’s

intelligence system.***

Where Zegart and Posner explain why cooperative
workings fails, but cannot explain the occasions on which it succeeds, his
argument that the collegiality endemic to the British system is at the root of its

collaborative success cannot really explain why it sometimes breaks down.

Herman’s explanation is based on sound observations as both senior
practitioner and academic,*® yet his conclusions are diametrically opposed
to those who argue for a strong hierarchal architecture to reform communities
in response to environmental shifts. Rather, Herman has observed a
deliberately induced tension in the UK between a centralising tendency and a
strong enthusiasm for the benefits of independence.*?® Furthermore he states
that reform in the UK has been more successful than in the US precisely
because it is gentle and evolutionary rather than ‘root and branch’ (with the
exception of the Trend Reforms and the move of the Joint Intelligence
Committee (JIC) into Cabinet Office). It is, for the most part, internally

generated from the bottom up as need arises.**’

%24 See particularly Herman, Intelligence Power in Peace and War. and Intelligence Services in the
Information Age : Theory and Practice.

% Michael Herman was a senior intelligence officer at GCHQ including service with the Defence
Intelligence Staff and in Cabinet Office and was Secretary to the JIC. He has also been a Research
Fellow at Nuffield College, Oxford and at Keele.

%26 Michael Herman, "Parallels between Government Intelligence and Statistics," in Understanding
and Improving Intelligence Analysis: Learning from Other Disciplines

(Brunel University, London, 2012).

*?"|ntelligence Services in the Information Age : Theory and Practice. However it is possible that
changes in the central machinery during Gordon Brown’s premiership, discussed in Davies, "Twilight
of Britain's Joint Intelligence Committee?." coupled with the advent of the National Security Council
during the early days of David Cameron’s coalition government, may be equally radical but it is as yet
too soon to reliably judge.
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Yet Herman is neither insular nor conservative in his outlook.*?® His views are
not because of any limited view on the role of intelligence or of the complexity

of the environment in which it needs to operate,*?°

nor even its need to adapt
to changing circumstances. For example in a prescient piece in 2002 Herman
argued that the refocusing of resources on non-State and rogue State entities
post 9/11 should be linked to a diminution in the targeting of ‘friendly’ States if
the diplomatic consensus it required was to be maintained.”* Herman’s
views on oversight seem equally at odds with the US authors: He notes with
approval that in the UK self censorship is the norm and supervisory bodies
rather weak. This requires a collegial rather than adversarial relationship that
supports mutually agreed and better considered change to occur; a view
strongly at variance with both Amy Zegart and Jennifer Kibbe. Zegart argues
empirically that a lack of proper incentives creates a weakness in oversight

1 whilst Kibbe,** focuses

architecture that in turn makes it ineffective,*
instead on the information disadvantages of the oversight bodies and their
partisan nature to account for their failings. Both positions are empirically
based, but no theoretical template that account for their divergence is

offered.

Philip Davies has used a more internal point of focus to examine coordination
and efficacy in the intelligence sphere. His use of organisational theory has
incorporated both bureaucratic and behavioural issues, and allows that in
different circumstances different factors will carry different weight.***

Although Davies explanations remain rooted in cultural factors (exacerbated

“*28Robert David Steele et al., "An Intelligence Response,” Foreign Policy (2002). and Michael
Herman, "Counter-Terrorism, Information Technology and Intelligence Change," Intelligence and
National Security 18, no. 4 (2003).

29 “Intelligence as Threats and Reassurance," Intelligence and National Security 26, no. 6 (2011).
#3011 September: Legitimizing Intelligence?,” International Relations 16, no. 2 (2002).

31 Amy B. Zegart, Eyes on Spies : Congress and the United States Intelligence Community, Hoover
Institution Press Publication (Stanford, Calif.: Hoover Institution Press/Stanford University, 2011).See
also Amy Zegart and Julie Quinn, "Congressional Intelligence Oversight: The Electoral
Disconnection," Intelligence and National Security 25, no. 6 (2010).

*32 Jennifer Kibbe, "Congressional Oversight of Intelligence: Is the Solution Part of the Problem?,"
ibid., no. 1.

#33 Compare for example Davies, M.1.6 and the Machinery of Spying. with his editing of "Intelligence
and the Machinery of Government: Conceptualizing the Intelligence Community." and use of the 'core
executive theory' (see Martin J Smith, "Intelligence and the Core Executive," ibid.).
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by different understandings), and the social norms that result,*** like General
Odom he suggests that these cultural issues are themselves the product of
organisational factors. In this account organisational changes are in part the
result of cultural perceptions as the two journeys of the UK and USA
intelligence communities as detailed in his two volumes of 'Intelligence and
Government in Britain and the United States' make clear.”* For Davies there
is therefore a circular relationship between the two that can be either vicious
or virtuous. It is not therefore simply an issue of national character leaving
US actors predisposed against cooperative working, as the success of US
operations like Courtship (between the FBI and CIA) and the 'Special
Collection Service' (SCS) (between the CIA and NSA) make clear.”*® The
mechanics of how behaviour and bureaucracy interrelate are thus non-trivial,
with substantive potential repercussions, as Davies rather depressing
summation of the 'National Commission on Terrorist Attacks Upon the United
States' (the 9/11 Commission) stated views of the potential formation of a
Security Service equivalent for the USA indicate.”®’ Yet they are still not fully
accounted for.

In Davies account, it is the quality of accepted interagency coordination that
makes the difference, and by extension its effective operation that will allow

appropriate adaption or reform as required,*®

and he produces significant
evidence to attest to that fact. However, he also argues persuasively that this
is realised not by a chair of 'personal authority' but by a realisation amongst
his or her peers that they are engaged in a collective pursuit so that they
sublimate their own and their departments goals to those of the group.**®
These goals thus become a shared maximand. This seems to work well

enough in the UK, where the culture is inherently collegial, but not in the

3 Davies, Intelligence and Government in Britain and the United States : A Comparative
Perspective. Vol.1. 155

* |bid. Volumes 1 and 2.

#3 1bid. Vol.2. 319 The SCS was so successful that it evolved to incorporate more modern SIGINT
programs like Project STATEROOM and was still running in 2013 when exposed by Edward
Snowden. See lan Allen, "American Spies Use Nz Embassies to Collect Intelligence,"”
Intelnews.org(2014), http://intelnews.org/2014/10/13/01-1572/.

37 Davies, Intelligence and Government in Britain and the United States : A Comparative
Perspective. Vol. 1.365-367

%8 1bid. Vol.2 .321-2

%% Ibid. Vol.2 .318
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USA, where the missing interagency coordination problem is "... exacerbated

by the tendency to work competitively..."**°

SO we return once again to
cultural factors influencing outcomes. Cultural competitiveness can however
be rooted in organisational minutiae, such as how budgets are decided and

spent*. d. 442

as his examination of the UK’s imagery intelligence demonstrate
So the wheel turns full circle; the two factors of culture and organisation are

clearly intimately interrelated.

As a result as soon as a community divides its component parts into
specialisations that can more efficiently and accurately handle policy areas or
threats, they will inevitably overlap and as they or the environment alters will
cease to exhibit the same clearly defined borders that the division of the
community had originally anticipated. Divergence, as Davies continues, is
thus inevitable and the question becomes one of managing both the
regularisation of cooperation and the resulting distinctive departmental
objectives.*”®* However, in concluding that the effectiveness of collegiality
over competitive approaches to community management can be ascribed to
the cultural circumstances in which each is applied, Davies account stops
short of deriving a ‘general model’ that incorporates the various micro factors
he has unearthed during his detailed observations. It therefore remains
unclear why, for example, General Soyster could leverage horizontal control
across the stovepipes inherent in the Department of Defense intelligence
enterprise, whereas no DCI ever could achieve the same in even the civilian
arena that they nominally controlled, or indeed why, in the UK context, the
Chief of Defence Intelligence struggles to manage this sort of control whilst
the civilian JIC can.

Other authors have also argued persuasively that specific causes are at the
heart of given problems of cooperation.*** Yet in each case whilst the
particular instances under discussion can empirically validate the arguments

advanced, a more complete selection of cases shows that they are either

“%1bid. Vol.2 .322

“! Ibid. Vol.2 .326

#42 "Imagery in the Uk: Britain’s Troubled Imagery Intelligence Architecture.”

3 |ntelligence and Government in Britain and the United States : A Comparative Perspective.7
#4% Summarised in the introduction Section 2.
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inconsistent or incomplete. Examples of collegiality clash with new
institutionalist perspectives, and vice versa, but both can be evidenced.
Section 3 of Chapter 4 will develop the argument that this dichotomy can be
addressed by the use of institutional cost analysis. The next sections of this
chapter will instead consider how more general theories might explain the

different phenomena observed in security and intelligence cooperation.

Section 4: Security and Intelligence Cooperation and the Relevance of

the Behaviouralist Perspective

Uncertainty is a key element of both the security and intelligence functions. It
is also a central platform of the predominant international relations school of
structural realism or neo-realism. This has lead one of its scholars to
observe, albeit anonymously, that intelligence is irrelevant because it deals
with intentions which are unknowable.**> The leading proponent of neorealist
thought, Kenneth Waltz has gone even further and argued that the
complexity of international relations (which is intimately linked with the
uncertainty of the international environment) means that they cannot be
reduced to "autonomous realms" and are thus beyond theoretical
explanation;**® a very unsatisfactory state of affairs. The importance of an
approach that can address environmental complexity and uncertainty with the

myriad of other factors at a useful level is therefore clear.

Despite this apparent divergence between structural realism and intelligence,
a behaviouralist approach can allow the two to mesh: Using a definition of
intelligence as “the collection, analysis, and dissemination of information for
decision-makers engaged in a competitive enterprise” Jennifer Sims puts the
behaviour of actors relative to each other onto the agenda as they negotiate
and manoeuvre for advantage.*’’ The degree and method by which these

activities are conducted as a competitive game within the intelligence and

5 Quoted by J.E Sims, "Defending Adaptive Realism: Intelligence Theory Comes of Age " in

Intelligence Theory : Key Questions and Debates, ed. Peter Gill, Stephen Marrin, and Mark Phythian,
Studies in Intelligence Series (London: Routledge, 2009).151.

8 Kenneth Neal Waltz, Theory of International Politics(Reading, Mass. ; London: Addison-Wesley,
1979).71-72 Kenneth N. Waltz as discussed by Gideon Rose, "Neoclassical Realism and Theories of
Foreign Policy,” World politics 51, no. 01 (1998).145.

*47 Sims, "Defending Adaptive Realism: Intelligence Theory Comes of Age ".154 italics added.
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security communities is elaborated on in the following paragraphs, and when
discussing other models, so for now it is enough to note that although Sims
developed her definition and subsequent theory for the international arena, it
has application at every level. Advantage is sought via information

asymmetry both externally and internally.

There are four key elements to Sims approach; collection, transmission,
anticipation and leveraged manipulation. The latter being a euphemism for
the counter intelligence function that emphasises the relevance of achieving
a relative advantage rather than any absolute acquisition of knowledge or
power. She argues that a principle feature of successful transmission and
anticipation, which represent a significant proportion of the internal element
of intelligence provision, are bound up with ‘trust’. As has been noted in
Chapter 2 this has been referred to as the lubricant of a social system, and
the antonym of the frictions captured within institutional costs.**® In the case
of transmission Sims states that the more intelligence functions must be
delegated to enhance collection the more important trust becomes. In this
she is supported by Lawrence and Lorsch’s definition of an organisation as
“... a system of interrelated behaviors of people who are performing a task
that has been differentiated into several distinct sub-systems, each sub-
system performing a portion of the task, and the efforts of each being
integrated to achieve effective performance of the system”.**® Thus capturing
the fundamental features of a security and intelligence community in the
complex modern environment. Because both the break-down of different sub-
functions and their re-integration are encapsulated the importance of probity
amongst actors is highlighted. However increased distance between
intelligence providers and intelligence users makes trust more difficult as
institutional blocks increase. Conversely too great a proximity can hinder
anticipation as collectors merely react to current policy favourites.**® This

contradiction is at the heart of not only the merits of ‘push or pull

8 Arrow, The Limits of Organization.23.

9 paul R. Lawrence and Jay W. Lorsch, "Differentiation and Integration in Complex Organizations,"
Administrative Science Quarterly 12, no. 1 (1967).3.

0 Sims, "Defending Adaptive Realism: Intelligence Theory Comes of Age ".155-156.
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organisational architecture,*** but also the root of the current debates on both
sides of the Atlantic about how close intelligence providers and political
classes should be in the wake of the 2003 invasion of Iraq.*** Chapter 4 will
argue that the discussion of probity in the institutional costs context can

provide increased clarity around this dichotomy.

There are strong parallels between a large commercial organisation and an
intelligence and security community. It follows that when Cyert and March
introduce their seminal ‘A Behavioral Theory of the Firm’ by describing the “...

modern representative firm” as a “large complex organization...” with its

major functions “...performed by different divisions more or less coordinated

by a set of control procedures,” >3

they could as easily be describing the
modern security and intelligence community. An intelligence body generates
a product, the intelligence, in exchange for resources, its funding. Whilst the
price mechanism is not immediately apparent it is nonetheless the case that
the customer, in this case a government department involved in the provision
of security, needs the information to assist in its decision making on a
particular issue. It will only continue to agree to a particular level of resources
(which are then no longer available to itself) being passed to the intelligence
community if it feels it gets the right level of value in return. This necessitates
the product being accurate, relevant and timely to the issue at hand.*** In the
United Kingdom the process can be clearly paralleled through the process of
agreeing the Single Intelligence Account, wherein it is the customers who
decide on the appropriate level of future funding for the agencies.**® In the
United States the linkage is a little less clear because of their predilection for

a separation of power: **® It is Congress who agree funding, as they do for

*1 Discussed later in the chapter but see Davies, M.1.6 and the Machinery of Spying. 341.

2 gee for example for the USA Stephen Marrin, "The 9/11 Terrorist Attacks: A Failure of Policy Not
Strategic Intelligence Analysis," Intelligence and National Security 26, no. 2-3 (2011).182-202, and
for the UK Anthony Glees and Philip H. J. Davies, Spinning the Spies : Intelligence, Open
Government and the Hutton Enquiry(London: Social Affairs Unit, 2004).

“3 Richard M Cyert and James G March, A Behavioral Theory of the Firm, 2nd ed., (Oxford UK:
Blackwell Publishers, 1992).1

#°% See inter alia Loch K. Johnson, "Sketches for a Theory of Strategic Intelligence " in Intelligence
Theory : Key Questions and Debates, ed. Peter Gill, Stephen Marrin, and Mark Phythian, Studies in
Intelligence Series (London: Routledge, 2009).46.

% Davies, Intelligence and Government in Britain and the United States : A Comparative
Perspective. Vol.2. 57-60, gives an account of ‘Security Service’ funding in the UK.

#%6 Zegart, Flawed by Design : The Evolution of the C.I.A., J.C.S., and N.S.C.19
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most governmental functions, and then provide at least some degree of
oversight, but the intelligence community is very much a tool of the
Executive. There are thus similarities between this arrangement and that of a
firm that might have to answer to a board of directors and to their

shareholders.

It follows that Cyert and March's observations are then equally apposite: Like
a firm, a nation’s intelligence and security community produces diverse and
numerous products, ‘buying and selling’ in many different ‘markets’, it
generates and processes a significant amount of information, then makes
decisions and adapts as a result. Perhaps most telling in their analysis is the
observation that if the external market was the sole determinant of a firms
behaviour little of the above would be particularly relevant, but in fact the
market is “..neither so pervasive nor so straightforward. The modern firm has
some control over the market; it has discretion within the market; it sees the
market through an organization filter.”**” The modern firm then exists within
the same sort of complex environment already observed by Davies to apply
to an intelligence agency (The United Kingdom’s Secret Intelligence Service)
which has adapted to pressures from two distinct environments: One extra-
governmental and shaped by the operational situation, akin to a firms
production issues, the other intra-governmental and shaped by the political
and administrative circumstances of its consumers and its relationship with
them; similar to the need for a firm to inter-relate and service a changing

market and group of consumers.**®

Cyert and March observed that firms pro-actively examine their environment
to decide which issues are deserving of organisational attention. They have
to examine options with a much broader perspective than classic economic
modelling allowed, and subsequently assess the potential consequences of
each. As Williamson later noted, each part of the process has non-trivial
costs associated with it.**® As importantly for this parallel, comparison of the

utility each option might provide is rarely even a matter of pitting like against

7 Cyert and March, A Behavioral Theory of the Firm.1.

*8 Davies, M.1.6 and the Machinery of Spying.318.

9 Williamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.
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like, but tends to include tangential issues and intangible but important
factors, often measured in wholly distinct ways.*®® One of the results was that
profit maximisation, a central tenet of classic economic theory, was not
necessarily actually pursued. Instead the decision maker tended to opt for a

satisfactory alternative that seemed to “... satisfy a number of auxiliary
conditions”.*®* Their behaviouralist approach can therefore be seen to
advance understanding of the difficulties inherent in security and intelligence

provision and their pursuit of a shared maximand.

Their conclusions on the subject of the organisational goals of firms are
equally instructive in the examination of intelligence and security, and may
also be further explained by a consideration of the institutional costs in each

situation.*®® A firm’s goals are described as “... a series of more or less
independent constraints imposed on the organisation through a process of
bargaining among potential coalition members and elaborated over time in
response to short-run pressures.”*® This analysis can be seen to be very
similar to that discovered by Derthick in her descriptions of intergovernmental
bargaining as an ongoing business of shifting perceptions of utility by some
leading actors who react to external pressures,*®* but whose options are
nonetheless circumscribed by others who set their agenda ex ante, and
direct implementation post ante as the internal and external environment

evolve.*®®

One would anticipate the goals of a firm to be much simpler than those of
most governmental functions, with profit a clearly dominant factor to the near
exclusion of all others. Cyert and March instead see the same sort of

interaction of environment and behavioural factors as one would expect in

*60 See for example John Child, "Organization: A Choice for Man," in Man and Organization: The
Search for Explanation and Social Relevance, ed. John Child, Routledge Revivals (London:
Routledge, 2012).

“1 Richard M Cyert, Herbert A Simon, and Donald B Trow, "Observation of a Business Decision,"
The Journal of Business 29, no. 4 (1956).237.

#2 cyert and March, A Behavioral Theory of the Firm.30-51.

“%3 1bid.50.

#64 See for example Derthick, The Influence of Federal Grants: Public Assistance in Massachusetts.
%%° See for example Policymaking for Social Security. Derthick was not of course examining security
or intelligence provision per se, but has found substantial evidence of these issues in several aspects
of US governance so that it is not unreasonable to assume they might also present in these areas, and
there are numerous examples cited of similar issues within this thesis.
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the more complex spheres of intelligence or security (discussed in
institutional cost terms in Section 4 Chapter 4), and their view of both the
process and the resultant potential outcomes is more reminiscent of a
governmental bureaucracy operating rather like that described by Martin
Smith as a ‘core executive’; with bargaining amongst key players more
relevant than an application of neoclassical economic modelling would
predict for a firm apparently wholly dedicated to profit maximising. *®® Their
conclusion that goals develop in this way precisely because even a firm is a
“... coalition of participants with disparate demands, changing foci of
attention, and limited ability to attend to all organizational problems

"4%7 increase the strength of the parallel with an intelligence or

simultaneously
security community. Indeed one of Cyert and March’s primary questions in
‘The Behavioural Theory of the Firm’; “what is the effect of departmental
structure on the goals actually pursued in an organization?” and the resultant
“differentiation of subunit goals and the identification of individuals with the
goals of the subunits, independently of the contribution of that goal to the

»468

organisation as a whole. could be regarded as the critical question for

community integration in the security and intelligence spheres.

Two further points arise from their conclusions on firms’ organisational goals:
Firstly the distinction between their long-run and short-run goals.*®® The
former may be paralleled with strategic level goals and the latter with tactical
or operational goals. Thus, because long-run goals are constantly altered
through shifts in coalition structure and the bargaining positions of its
members, institutional costs are likely to be higher and prediction more
difficult. Secondly, the success of a particular organisational make-up of a
firm is peculiar to the specific circumstances in which it finds itself at a given
point in time. There is no ideal in the firm’s case anymore than in that of a
governmental function. Therefore what would seem to be weaknesses can
paradoxically be advantageous if the environment shifts appropriately. Cyert

and March note that “... the decentralization of decision making (and goal

%66 Smith, “Intelligence and the Core Executive."11-18.
*7 Cyert and March, A Behavioral Theory of the Firm.50.
“% 1bid.19-20.

%% |bid.50.
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attention), the sequential attention to goals, and the adjustment in
organisational slack permit the business firm to make decisions with

inconsistent goals under many (and perhaps most) conditions.”*®

The uncertainty prevalent in the intelligence, the security, and the commercial
environments also has effects on both types of organisation that impacts on
how decision-making is managed and what organisational architecture is
used to support it. Intuitively one might expect that a higher level of
uncertainty would lead to actors maximising both their predictive capability
and their flexibility; ensuring that any choices were as rooted in the specific
circumstances of a case as was possible, and that pre-commitment should
be minimised as far as possible to guarantee that flexibility. In fact, in their
consideration of a firm’s organisational choices in the face of uncertainty
Cyert and March concluded that this was achieved by becoming more
reactive and less predictive.*”* Such a shift may be tenable within a security
providers organisational structure it has critical importance for an intelligence
agency, whose primary purpose is providing information, the usefulness of
which may hang on its predictive qualities.*"

Cyert and March identify four key characteristic of organisational choice and

control:*"®

1. Multiple and varying goals where the "... criterion of choice is that the
alternative selected meet all of the demands (goals) of the coalition".
(parenthesis in original).

2. Only a vague and sequential examination of alternatives that is
concluded when the first viable solution is found.

3. Uncertainty is avoided rather than incorporated into the process by the
use of set procedures and reaction to resultant feedback over attempts at
prediction.

4. Standardised procedures and standards are used to make and apply

decisions.

“7% 1bid.50.

1 1bid.134.

*2 Discussed in Gustafson, "Strategic Horizons: Futures Forecasting and the British Intelligence
Community."

#73 Cyert and March, A Behavioral Theory of the Firm.134
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These are the result of both long term adaption and are the response to short
term control and decision making needs, and can be found within the case
studies which follow this chapter, so that although identified through the
prism of the firm they may be regarded as applicable to the public sector in

general and intelligence and security bodies in particular. *"

It might
reasonably be expected that security providers might act in the manner
predicted by Cyert and March, as security is intrinsically a reactive function to
the combination of threat and risk,*”® but an important part of intelligence
provision is predictive, so that the type of solutions summarised in the four
elements above should be an anathema to them, and certainly the national
security strategies of both the UK and US emphasise the extent to which they
rely on predictive intelligence.*”® However recent assessment of the United
Kingdom’s longer term 'horizon scanning' capability by Kristian Gustafson,
and earlier work on the analytic function in the United States suggest that this
need not be the case and in fact there are organisational pressures for even
intelligence providers to adhere to Cyert and March’s dictum, particularly in

the ‘Requirements’ field. *'’

Yet the inclination to apply a standard operating procedure, which can be
precisely why a large organisation is usually efficient in performing a core or
routine function can paradoxically be why an institution acting in an area of
high uncertainty fails to adapt.*’® This dilemma lead Weber to re-think the
concept of rationality as a simple linear condition and develop the idea of

formal and substantive rationality (of economic action) to capture the

7 |bid.134.

#75 see for example Michael Hough, Anton Du Plessis, and George PH Kruys, Threat and Risk
Analysis in the Context of Strategic Forecasting, vol. 45(Institute for Strategic Studies, University of
Pretoria, 2008).

#7® See inter alia "Contest: The United Kingdom's Strategy for Countering Terrorism," ed. Office of
Security and Counter Terrorism at the Home Department(London: Her Majesty's Stationery Office
Limited, July 2011). "Securing Britain in an Age of Uncertainty: The Strategic Defence and Security
Review.", Obama, "National Security Strategy of the United States (2010)."

17 Gustafson, "Strategic Horizons: Futures Forecasting and the British Intelligence Community."589-
610. Also see for example: Jeffrey R Cooper, Curing Analytic Pathologies: Pathways to Improved
Intelligence Analysis, (Washington DC: Center for Study of Intelligence,Central Intelligence Agency,
2005), https://www.cia.gov/library/center-for-the-study-of-intelligence/csi-publications/books-and-
monographs/curing-analytic-pathologies-pathways-to-improved-intelligence-analysis-
1/analytic_pathologies_report.pdf . 16-21, 21-26 and 32.

*78 See inter alia Herbert A. Simon, Administrative Behavior : A Study of Decision-Making Rrocesses
in Administrative Organizations, 4th. ed.(New York ; London: Free Press, 1997).266-267. And as
noted by Cooper, Curing Analytic Pathologies: Pathways to Improved Intelligence Analysis.25.
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distinction between the application of an accepted and existing logic, and
more ambiguous and open approaches based on ultimate ends. *° It has
long been recognised as a factor in the effective management of intelligence
in both the United Kingdom and United States. Within the intelligence and
security spheres one can note informal solutions being overlaid on to
particularly rigid institutions, such as the flexible and loose approaches
adopted by both Special Branches' within the Police and the Intelligence
Corps in the British Army.*° A successful integration of the two approaches
can mean lower institutional costs, so that the advantages of each might be

realised.

Cyert and March thus develop three core ideas that have significance for
cooperative working across the intelligence and security domains; the
bounded rationality of those involved, imperfect environmental matching, and
the dynamic character of processes within them, each of which can be

recognised as an aspect of the model developed in Chapter 2.

Thomas Schelling on the other hand, like his fellow economist Williamson,
focused on the micro level, considering overall outcomes as an almost
inadvertent result of the sub-level pursuit of actors’ rational self-interest. To
him economics is based on transactions in which "everyone affected is a
voluntary participant",*** and again a parallel can be drawn with the
intelligence and security function in a democracy. Like most government
functions those affected are voluntary participants, albeit to a greater or
lesser degree. They are funded via taxes and are responsive in the short
term/operational area via the wishes of a politically appointed decision
maker, in the medium term via their budget, and in the longer term through
the electoral vulnerability of that decision maker. So, like the examples
quoted by Schelling, an examination of the impact of externalities and

'market failure' is likely to be instructive.

79 Max Weber, Economy and Society : An Outline of Interpretive Sociology, ed. Guenther Roth and
Claus Wittich, trans. Ephraim Fischoff et al., 4 vols., vol. 2(Berkeley: University of California Press,
1978).85-86.

8 Davies, Intelligence and Government in Britain and the United States : A Comparative
Perspective. Vol.1.76-77.

*81 Schelling, Micromotives and Macrobehavior.28.Italics in original.
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In including the complexities and more nuanced aspects of behaviour in his
modelling, Schelling captures other key features of the intelligence and
security spheres that must form part of any holistic examination. Firstly, it
allows for the dynamic and ongoing nature of the spheres. Decisions do not
simply exist in a moment of time but are informed by the past, the actual and
anticipated behaviour of others, and then continue impacting into the future.
This paves the way for the feed-back loops and unintended consequences
discussed under 'complexity’ below. Behaviour is purposive, but over a
period of time that might exceed the issue under analysis. Secondly,
although equilibrium is a useful theoretical tool it is less relevant in the
shifting and complex environment that is reality. It is not necessarily a
desirable state, nor routinely part of a participants’ calculation. Thirdly, the
rational pursuit of goals is not predicated in the way neo-classical models
would have it: They may be misguided or not fully articulated and humans
can deceive themselves as to the goals they are actually pursuing, or the
benefits they will in reality bestow. They may be motivated by emotional 'self-
interest' rather than more obvious gain, and actors are often content to enjoy
a reasonable success and do not then fully pursue maximum utility.*** These
factors, taken together, fundamentally alter the dynamic of microeconomic
considerations of individuals pursuing their own self-interest, with an invisible
hand arranging an aggregate common good, without in any way contradicting
it.

Based on the factors above, Schelling allowed that rational actors, whilst
intentionally pursuing their own interests, were capable of forming coalitions
with others who were pursuing different interests; even where this meant that
they achieved a sub-optimal outcome, on the particular occasion in question.
This is a clear point of similarity with actors in the intelligence and security
communities. It permitted him to alter the probable outcomes of game theory

to more closely reflect observable outcomes in reality.*®® Rather than being

82 |bid. 11-34.

#83 Royal Swedish Academy of Sciences, "The Bank of Sweden Prize in Economic Sciences in
Memory of Alfred Nobel 2005," Scandinavian Journal of Economics 108, no. 2 (2006). 183-184, In
2005 Schelling was (jointly with Robert Aumann) awarded the Nobel Prize for Economics for his
work in this area of game theory and used his conclusions to consider international security in The
Strategy of Conflict' and to demonstrate that, as the citation says "... that a party can strengthen its
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doomed to an undesirable aggregate outcome through the pursuit of their
own micro-motives, actors could be seen to cooperate to improve the result
for all, even where this was not the best outcome for them as individual
agents. Game theory thus becomes a part-bargaining model. This has
implications for its explanatory power concerning cooperation in the
intelligence and security spheres, as discussed in this chapter, and thus for

the importance of the negotiating costs detailed in the next.

Schelling's argument may be summarised thus: Where n people have a
binary choice with the same preferred option and pay-off, and are better off
whichever choice they make as more amongst the 'others’' choose the less
desirable option, then there is some number (k), which is greater than 1, such
that if all individuals numbering k or more choose their un-preferred option
and the rest do not, then those that do are actually better off than if they had
all chosen their preferred choice (see the hypothetical case represented in
Figure 3.1).%%

This is still the case despite the fact that free riders (choosing their own
personal preferences) still benefit to a greater extent. Schelling is therefore
implicitly linking Coase's ideas*®® with Cyert and March's consideration of
coalitions.*® k is thus the minimum size of a viable coalition (the red line
represents the total or average values corresponding to the numbers
choosing the preferred or less desirable option). However its relationship to n
is not uniform or easily predictable. It will vary from situation to situation and
is a second important factor in probable outcomes.*®” Schelling's work
therefore suggests that the viability of cooperative working in the security and
intelligence spheres will be subject to the same strictures.

position by overtly worsening its own options, that the capability to retaliate can be more useful than
the ability to resist an attack, and that uncertain retaliation is more credible and more efficient than
certain retaliation."

“8 Source of diagram: Own design

“8 Discussed in Chapter 1 Sec.4 and Chapter 2 Sec.2)

*% Cyert and March, A Behavioral Theory of the Firm.35-37

*87 For a fuller explanation and consideration of all the alternative possibilities see Schelling,
Micromotives and Macrobehavior. 213-243
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Figure 3.1: Pay-off curves in a two option game in the Intelligence and Security
Communities
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Paralleling an intelligence community with a large firm and the behaviour of
actors within it can thus be instructive, provided that the parallel is used to
examine the community at the right level of resolution. The simplicity of
neoclassical economic theory is both inadequate and misleading as it too
closely links cause with effect. Like Allison's consideration of complex
problems from the perspective of a unitary rational actor (discussed later) the
very process of pairing back to fundamental elements risks ignoring
apparently minor factors that actually combine to great effect and, as the

conclusion in Chapter 9 makes clear, in very different ways.

Section 5: Security and Intelligence Cooperation and the Bureaucratic

Perspective

Having examined the applicability of behavioural theories to the security and
intelligence spheres, this section will consider how far bureaucratic theory
can usefully add to that understanding, so that the equivalent section in
Chapter 4 can then demonstrate the usefulness of applying institutional cost

analysis to bureaucratic explanations of cooperation in them. Max Weber's
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view of bureaucracy was as a technically superior means of organising the
division of labour, boasting a "... "rational" character, with rules, means-ends
calculus, and matter-of-factness predominating”, supported by a system of
the sort of low-powered incentives still recognisable in first Robert Merton
and then Oliver Williamson's later work. *®® In this view the importance of

individual behaviour is diminished: The bureaucrat is "...a small cog in a
ceaselessly moving mechanism..." and above all "... forged to the common
interest of all the functionaries in the perpetuation of the apparatus and the
persistence of its rationally organised domination." so that "increasingly the
material fate of the masses depends upon the continuous and correct
functioning..." of the bureaucracies that support the capitalist system.**® The
development of fixed forms and responses to prevent their collapse and the
chaos that would result is thus inevitable. However the rigidity of the structure
that naturally results introduces costs when a more flexible approach is
needed, particularly in a notoriously uncertain area like security. The question
then is under what circumstances are those costs worth paying, and what
organisational forms will minimise the trade off required. This is the dilemma
with all organisational ‘standard operating procedures’, but its relevance
increases exponentially with increasing uncertainty, and uncertainty is the

prominent characteristic of both intelligence and security provision.

One of the most constant criticisms of the United States intelligence and
security communities, although they are not alone in this, is that they
routinely fail to adapt to either implicit need or explicit instruction.
Bureaucracy simply does not manage the unexpected or unique well, yet
these are the pre-eminent circumstances of both the security and intelligence
worlds.*® This is an issue that will be discussed further in subsequent
chapters, but it is worth noting that this stickiness is typical of any institution
that becomes sufficiently complex to become a bureaucracy. Indeed so

fundamental is this process that the very title of institution is derived from the

*%8 \Weber, Economy and Society : An Outline of Interpretive Sociology, 2. 973, 1002 (quotation marks
in the original) and for example see Robert K Merton, "Bureaucratic Structure and Personality,"
Social Forces 18, no. 4 (1940).561.

*89 \Weber, Economy and Society : An Outline of Interpretive Sociology, 2. 998.

0 Davies, Intelligence and Government in Britain and the United States : A Comparative
Perspective. Vol.2.8
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process whereby actors fix or ‘“institute” previously fluid or ad hoc
arrangements, as noted by Emile Durkheim.*** Durkheim identified that the
shared belief systems, social mores and norms of a group engaged in some
shared endeavour, although subjectively formed around a particular
objective, become “crystallized”.*** For example the same constraining
frameworks that ensured the Central Intelligence Agency could not pass
funds to the contras in El Salvador (much to the chagrin of some very senior
actors) and therefore kept them from too active an involvement in what would
become the National Security Council's ‘arms for hostages’ debacle also
prevented quick adaption to the post-Cold War environment and the

emergence of the asymmetric non-state terrorist threat. **

The ideas of Weber and Durkheim were developed by Talcott Parsons, who
linked the entwined arenas of social and cultural frameworks with the
personality traits of the actor to add an additional dimension to any analysis.
He saw social action as a largely voluntaristic result of norms and values,
which allowed the introduction of ideas of sub-goal pursuit and opportunistic
behaviour. Parsons thus argued that the function of an institution was to
regulate action “...in conformity with... common values”. This has important
consequences for efficiency as far as the original purpose of an organisation

is concerned,*®*

and even more important consequences for sort of
integration of disparate agencies required to make a modern day intelligence

or security apparatus function properly.

Parsons regarded systems as either functional or normative; the former
consisting of “... a plurality of interdependent variables” but the latter is
something more, an interrelationship “... of entities which, once the basic
principles or assumptions on which it rests are given, constitutes a

“harmonious whole...” with a relationship of “mutual requiredness” evident

1 Discussed by Jeffrey C. Alexander, Theoretical Logic in Sociology. The Antimonies of Classical
Thought: Marx and Durkheim, 4 vols., vol. 2(London: Routledge & Kegan Paul, 1983).259.

92 See “inter alia’ Emile Durkheim, The Rules of Sociological Method : And Selected Texts on
Sociology and Its Method ed. Steven Lukes, trans. W.D. Halls, 1982 ed.(London: Macmillan,
1895).50-59.

%93 See for example Rothkopf, Running the World : The inside Story of the National Security Council
and the Architects of American Power.248. For a comprehensive discussion on evolutionary bars in
this period see for example Zegart, Flawed by Design : The Evolution of the C.1.A., J.C.S., and N.S.C.
#9 parsons, "Prolegomena to a Theory of Social Institutions." 331.
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throughout. “® A distinction that, according to conventional wisdom, also

seems to summarise the US and UK communities respectively.

Normative rules lead to structural integration by virtue of their “... regulatory
relation to action” established by the basic assumptions alluded to by
Parsons, and the use of sanctions indicates a weakening of integration.**® As
well as this internal constraint, a set of organisations will be similarly
constrained in the means they might use by the ultimate ‘common-ends’ they
seek or even the “... ultimate common value-system” in use, so that the most
efficient means-ends calculus will not necessarily be adopted.**” A common
phenomenon in communities of organisations such as those found across an
intelligence and security function. In a legally bound democratic entity like the
United States for example the Executive incurred significant institutional
costs throughout 2002/3 by having the future invasion of Iraq established as
both legally and morally justified through the concept of a ‘war on terror’ and

the apparent existence of weapons of mass destruction.

Merton went further and argued that, over time, the very purpose of an
organisation can be displaced by the lower level objectives that emerge from
the regulatory framework that is supposed to support it. The impact of this on
their capacity to share a maximand or single goal will be expanded on in
Chapter 4 in the course of the institutional cost discussion there. Here it is
enough to note that as a result the bureaucracy itself becomes less flexible
and more defensive when adaption is required, with internal loyalties
predominant over those focused on the wider good.*®® The same issue can
occur when specific professionalism encourages actors to develop “ ...special
preferences, antipathies, discriminations and emphases”; a condition of
‘occupational psychosis’ that can lead to what Merton called a pride of craft

that leads to a resistance to change.***

%% 1bid. 332, italics in original.

“% 1big.

“7 1bid. 324.

8 The impact of this tendency is discussed in Chapter 2 Section 4. But see Merton, "Bureaucratic
Structure and Personality." 563-5.

99 |bid. 565, citing Harold D. Lasswell, Politics. Who Gets What, When, How(New York ; London:
McGraw-Hill Book Co., 1936).120-121.
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Given the condition of structural secrecy that pervades the sectors under

° and a

discussion, such inflexibility can lead to principal-agent problems,*
lack of adaptability, so that they will exhibit a punctuated equilibrium,
permitting only minor evolutionary change that acts as a release of pressure,
until some major external occurrence forces sudden adaption. Even then the
degree of adaption will be constrained by how high the institutional barriers
had become when compared to the force for change.*®* This condition is not
specific to intelligence and security provision, as an examination of social
security in the United States has made clear,*®* and the rigidities that are at
the root of the phenomena are prevalent in both functions of government. If it
were possible to provide a meaningful empirical measurement of
organisational change occurring within the intelligence and security
communities one would therefore expect a severely leptokurtic distribution for
the United States, similar to that found by Jones et al in the social security

case.

At the extreme, events such as the Pearl Harbor or 9/11 attacks certainly
generated a massive desire for significant adaption within the United States
intelligence apparatus and a great deal did indeed change. However after the
initial pressure slackened, and the more immediate crisis was passed
institutional blockages and the sub-goal pursuits of elements like the
Department of Defence and Federal Bureau of Investigation began to once
again provide frictions to the efficacy of (in the latter case) the new Director of

National Intelligence.®*

In the British case, as the case studies that follow indicate, one would expect
a more normal distribution as institutional friction is generally lower so

gradual adaption more deliverable. It is however still a factor: The controlling

%90 \Weber regarded bureaucracy as "... a power instrument of the first order...". see Weber, Economy
and Society : An Outline of Interpretive Sociology, 2. 987, Central to this concept is the idea of what
Weber describes as 'Administrative Secrecy' (bureaucratic secrecy in Robert Merton’s work), Merton,
"Bureaucratic Structure and Personality." 56. which in turn become the 'information asymmetries' of
institutional cost theory.
%01 See for example Bryan D. Jones, Tracy Sulkin, and Heather A. Larsen, "Policy Punctuations in
gb()\zrnerican Political Institutions," The American Political Science Review 97, no. 1 (2003). 152.

Ibid.
%3Eor a good overview see Odom, Fixing Intelligence for a More Secure America. For a more specific
analysis see the more recent Davies, Intelligence and Government in Britain and the United States : A
Comparative Perspective.Vol.1
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nexus for intelligence (prior to 2010), the Joint Intelligence Committee, has
for example adapted in only very minor ways throughout its long history,
except for two significant changes that occurred in the wake of crises. In the
first case chairmanship shifted from the Foreign and Commonwealth Office in
the light of the Franks Report into the Argentinean invasion of the
Falklands.®® In the other case the fall-out from the Review of Intelligence on
Weapons of Mass Destruction by Lord Butler also ensured that a tipping
point was reached.® On that occasion the crisis of confidence that resulted
permitted the Brown government to introduce a more confused raft of

changes whose usefulness is still debateable.>®

Merton also considers outcomes, and the degree of 'causal imputation’
between action and outcome. He starts by dividing those that are actually
intended from those that are not, noting that those that are intended are at
least 'relatively’ desirable to the actor, even if they seem not to be; even
when negative they will at least be "the lesser of two evils"®’ This is the
means-ends of the rational actor. More often however the anticipated
consequences of the purposive action considered by Merton are conjectural;
there is some stochastic element to the outcome. This too has particular
implications for the intelligence and security functions. For example as
uncertainty increases the further away the time horizon is, the more an actor
will concern themselves with the "...imperious immediacy of interest">® to the
exclusion of both the more distant consequences of action and indeed less
apparent threats or opportunities. This is a pathology particularly prevalent in
defensive security operations, but can also be observed in longer term

intelligence functions. **° Uncertainty can thus also impact on the ‘variability’

%04 See Lord Franks, Falkland Islands Review: Report of a Committee of Privy Counsellors, (London:
HM Stationery Office, 1983),
http://www.margaretthatcher.org/document/E415E0802DAA482297D889B9B43B70DE.pdf.

505 See Butler of Brockwell, Review of Intelligence on Weapons of Mass Destruction: Report of a
Committee of Privy Councillors

%% Davies, "Twilight of Britain's Joint Intelligence Committee?." 427-446.

597 1t is worth noting that the empirical question of assessing causal imputation is difficult due to both
external factors affecting outcomes, and actors "post event rationalisation”. See Robert K Merton,
"The Unanticipated Consequences of Purposive Social Action," American sociological review 1, no. 6
(1936).895-7

*% 1bid. 901.

50% see for example Stella Rimington, “British Intelligence Past and Present - Interview by Peter
Earnest " Podcast audio, International Spy Museum, Spycast , 27 Jan 2009,
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of rationality as discussed earlier. Rational pursuit of immediate interests can
be irrational in terms of longer term or more nebulous issues like values.>*°
There are on-going discussions on both sides of the Atlantic as to whether
the (largely successful) prosecution of the ‘war on terror' has undermined
democratic values but even more modest issues, like the United Kingdoms'
'Freedom of Information Act' can have the opposite of its intended outcome,
with some operators committing less of their activity to permanent record on
the assumption that it may subsequently be released, even at the risk of

compromising terrorism prosecutions.”*

In bureaucratic terms, the Intelligence and security interface can either be
managed by a 'pull’ architecture, whereby consumers task agencies with
discovering what information they feel they need, or by a 'push’ architecture
in which the producing agencies collect that they feel is appropriate or
possible then push it on the consumer (or some mix of the two). The former
is of course intuitively more appealing but actually both present both costs

and benefits.>*?

The centrally set 'requirements and priorities' of the United Kingdom's
national intelligence machinery make it essentially a 'pull’ orientated system.
This emphasis persists down through the operational and tactical levels, with
the security end seeking an assessment from, for example, the ‘joint
Terrorism Analysis Centre' or a military J2 cell on a given functional or
geographical area when the need presents itself. *** Consumers may be
unaware that they need intelligence on a given issue, or even that it is an
issue at all until it is too late; re-targeting intelligence collection, particularly
human intelligence (HUMINT), can require a very long lead-in time before it is

useful, and the dangers of relying on untried sources have been recently re-

http://castroller.com/Podcasts/ThelnternationalSpy/948384 , accessed 8th Nov. 2012 and Gustafson,
"Strategic Horizons: Futures Forecasting and the British Intelligence Community."” 589-610.

*19 Merton, "The Unanticipated Consequences of Purposive Social Action." 902.

51 Mid-Senior Level Special Branch Officer P5, interview by Author, June, 2014, London.

*12 For a discussion of push/pull architecture in the United Kingdom see Davies, M.1.6 and the
Machinery of Spying. 340-346.

513 But note developments highlighted by "A Critical Look at Britain’s Spy Machinery: Collection
and Analysis on Irag," Studies in Intelligence 49, no. 4 (2005).
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emphasised by the 'Curveball' debacle prior to the 2003 invasion of Iraq.>*

There is a dichotomy between the bounded rationality of department heads,
their short term requirements, and the needs of the rest of their department,
much less the wider governmental community in which they sit.>* In a 'pull’
system it is difficult to limit what and how much intelligence is requested by
the security consumer (amongst others) for whom more will always be

preferable. Even then collection may not be feasible at all.**®

On the other hand, an over reliance on the suppliers pushing intelligence
upwards has its own glut of potential pitfalls to contend with. The rational self
interest of the producers will encourage them to perform well from their home
agencies perspective, which may not be entirely in tune with the preferences
of the consumer. Technical collection agencies particularly can thus flood a
consumer with tangential or irrelevant information leading to information
overload, and are rationally inclined to continue producing at the very limit of
their resources.®*’ The same can occur in human intelligence collection at the
operational level, as the Security Service's short lived experiments with
performance related pay tied to numerical factors (number of reports for
example) in the 1990's, or the Metropolitan Police Special Branch's attempt
at devolved budgets at the same time, which denied managers the flexibility
to move resources to particular areas of operation as they peaked in interest,
demonstrated. In both cases frenetic activity continued in areas of marginal
interest, to the detriment of others in which the consumers had a far greater

interest.>*®

Ideas of how bureaucrats demonstrate their rationality, the type of utility they
are motivated to pursue, and how they pursue it, are central to both
cooperation in the intelligence and security spheres and bureaucratic

explanations of organisation more generally. This is not least because of the

>1Bytler of Brockwell, Review of Intelligence on Weapons of Mass Destruction: Report of a
Committee of Privy Councillors

515 See for example Herman, Intelligence Power in Peace and War.289, citing the then future Director
of Central Intelligence Robert Gates.

518 For a discussion of these issues see Walter Laqueur, The Uses and Limits of Intelligence(New
Bunswick and London: Transaction Publishers, 1993).

517 See for example Davies, M.1.6 and the Machinery of Spying.

>18 Senior Security Service Officer (Retired) SyS1, interview by Author, February, 2013, London. and
P4.
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expectation that rational actors will behave similarly in similar circumstances.
The apparent contradictions between the budget maximising model
developed by William Niskanen (who as considering bureaucratic behaviour
in the United States)'® and the bureau shaping model of Patrick Dunleavy

520

(who was focused on the UK)>“" are therefore especially useful in defining

the missing link in bureaucratic analysis.

Dunleavy observed British senior staffs trying to narrow down their
responsibilities to a core function, contracting other responsibilities and parts
of their budget out to sub-contractors to reduce their vulnerability to criticism.
Niskanen on the other hand found their American equivalents inclined to
maximise their responsibilities and budgetary authority as this maximised
their powerbase. Amy Zegart subsequently found exactly this sort of
behaviour as one of the root causes of turf wars in the US intelligence and
security apparatus. *** Both Dunleavy in the United Kingdom and Niskanen in
the United States supported their theories with a substantial amount of
empirical research. However the disparity is not nation specific; Zegart also
noticed the United States congress were disinclined to maximise
responsibilities in connection with the intelligence community as there are
poor incentives for extending involvement.’* The question then is how such
diverse conclusions could be reached when considering government
functions in at least broadly similar environments? If one accepts the
assumption of rationality, then one needs a way to explain the distinct

outcomes observed by each of them.

Niskanen’s enormously influential ‘Bureaucracy and Representative
Government’ was published in 1971 following years of observation of the
American bureaucracy as an insider in Robert McNamara’'s Defense
Department. In it he argued persuasively that bureaucrats are rationally
motivated to maximise their budgets as this is how success is defined, with

larger areas of budgetary control both a survival technique and a proxy for

519 william A. Niskanen, Bureaucracy and Representative Government(Chicago,: Aldine, 1971).
°2% Dunleavy, Democracy, Bureaucracy and Public Choice: Economic Explanations in Political
Science.

521 7egart, Flawed by Design : The Evolution of the C.1.A., J.C.S., and N.S.C.

*22 |bid. 34.
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greater utility from “... salary, perquisites of office, public reputation, power,
patronage, output of the bureau, ease of making changes and ease of

managing the bureau.” °%®

The theory rests on two fundamental premises: That bureaucrats are
rationally motivated to seek larger (discretionary) budgets, and that their
relationship with their sponsor is one of bilateral monopoly. The bureau are
the sole suppliers of a service to a sponsor (the government), which in turn is
their sole source of revenue, normally managed as a one off payment rather
than per unit of output. Niskanen therefore argues that the issue is one of
asymmetric information, as the bureau can control information on both “costs

and capabilities”™**

and can either oversupply the service or supply it at an
inefficient rate. In the United Kingdom the ‘Single Intelligence Account’ is
precisely this sort of one-off payment. In the United States the issue is more
complicated, but as Amy Zegart has demonstrated, the likelihood of genuine
line by line funding through Congress is limited by their own misaligned
incentives.”® As a fully informed sponsor would be likely to insist on the
maximum output at minimum cost, then the bargaining power of the bureau
chief depends on his or her ability to “... distort or conceal information from
the sponsor”. But like any other manager dealing with a potential issue of
sub-goal pursuit by a junior, the sponsor has several options to control this
tendency; monitoring, competition and the securing of detailed information
from alternate sources for example. The important point for the analysis is

that all these measures come at a cost.*%®

523 |n the face some successful critiques of this position by (inter alia) the likes of Dunleavy and
Breton & Wintrobe (discussed herein) Niskanen refined this idea to argue that bureaucrats are actually
motivated to maximise their ‘discretionary’ budget — that is the difference between the total budget
and the minimum cost of producing the good or service in question. See William A Niskanen,
"Bureaucrats and Politicians," Journal of Law and Economics 18, no. 3 (1975).618-9; William M.
Landes, ed. Economic Analysis of Political Behavior : Proceedings of a Conference, April 11-12,
1975, Universities-National Bureau Conference Series (Chicago: University of Chicago Law School,
1975).;Niskanen, Bureaucracy and Representative Government.38,

%24 Bureaucracy and Representative Government. as summarised by Frangois Simard, "Self-Interest in
Public Administration: Niskanen and the Budget -Maximizing Bureaucrat," Canadian Public
Administration 47, no. 3 (2004). 408.

525 Amy B Zegart, "The Domestic Politics of Irrational Intelligence Oversight,” Political Science
Quarterly 126, no. 1 (2011).

526 See Albert Breton and Ronald Wintrobe, "The Equilibrium Size of a Budget-Maximizing Bureau:
A Note on Niskanen's Theory of Bureaucracy," The Journal of Political Economy 83, no. 1 (1975).
199.
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Patrick Dunleavy challenged Niskanen’s view by looking at British central
government and re-conceiving how it should be examined by distinguishing
both different types of budget and different types of links with the centre.
Writing in the mid 1980’s he saw a prospective “hiving-off of three quarters of
the existing Whitehall personnel to separate agencies” as incompatible with
Niskanen’s conclusions from the United States.®®’ In his view the problem
was that “... these new right views make none of the distinctions between
types of budget and types of agency.” that he included.®?® Although
comprehensive in his overview of British central governance at the time,
Dunleavy was writing before the secret intelligence agencies were officially
acknowledged as even existing, and when both the Metropolitan Police and
Royal Ulster Constabulary were controlled in a very different way to how they
are today. So it is worth looking at his categorisations of both budget and
agency type and thus the extent to which the intelligence and security
functions might be incorporated, so that their likely level of institutional costs

in given circumstances might be more easily paralleled.

Firstly, Dunleavy differentiates between the type of budget an agency head

will be dealing with. He uses four broad categories:

a) The core budget, used for its own running costs and operations.

b) The bureau budget, which is the core budget plus monies paid out to the
private sector through contracts etc.

c) The program budget which includes a. and b. plus monies an agency
passes to other public sector bodies for them to spend but over which it
maintains some supervision or control.

d) Finally the super-programme budget which consists of all those above,
plus spending by other bureaus over which the agency nonetheless has

some supervision.®?°

>27 patrick Dunleavy, "The Architecture of the British Central State, Part I: Framework for Analysis,"
Public Administration 67, no. 3 (1989).249

*%% |bid.268

** 1bid. 253



Figure 3.2: Inter-relationship of Classes of Public Sector Organisationin

the Intelligence and Security Communities
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Dunleavy also believed that the organisational choices of leading bureaucrats
would be affected by their relationship with the centre. As the adapted
version of his 1989 diagram (Figure 3.2)>*° demonstrates, these can be
divided them into five categories (A to E) on this basis. Although not

1 the secret

discussed by Dunleavy,>® intelligence agencies (Secret
Intelligence Service, Security Service and Government Communications
Headquarters) would fit into category C, as agencies staffed by civil servants
but not directly controlled by Ministers (that control being once removed
through the Foreign and Home Office’s to their Secretaries of State). Defence
Intelligence on the other hand is directly under the Secretary of State for
Defence, but staffed by both civil servants and military personnel (plus some
private contractors) but as an integral part of the Ministry of Defence can be
located in A, lowering internal institutional costs but making its external
relationships more difficult.>** Other areas of security and intelligence
provision have become more complicated since Dunleavy’s observations. For
example the Royal Ulster Constabulary has become the Police Service of
Northern Ireland and is under the Northern Ireland Assembly’s control rather

than that of the Northern Ireland Office in Whitehall, but with parts funded via

> Source; Own design developed from ibid. 259.

53! The 'agencies’ had yet to be formally admitted to by government at the time of Dunleavy's work.
532 See for example see Butler of Brockwell, Review of Intelligence on Weapons of Mass Destruction:
Report of a Committee of Privy Councillors 158-159.
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Whitehall that include counterterrorist functions. More complicated still, the
Metropolitan Police is now under the Mayor’s office, but with some elements
still funded by and responsive to the Home Office, and in particular the Office
of Security and Counter Terrorism within it, depending on how the function in
question is related to the Home Office’s CONTEST strategy. This has led to a
position where even individual post holders can be (for example) one third
the responsibility of the Mayor's Office, and two thirds under the Home Office
(albeit both via Police managers), leaving them partly in D and partly outside
central control altogether, and introducing a whole new level of institutional
costs to be inculcated by managers beyond those observed by Dunleavy

when he categorised them in 1989.%%

The juxtaposition of the theories of Dunleavy and Niskanen is the classic
demonstration of the difference between the United Kingdom and United
States outlook, and is perhaps best exemplified by is the progress of the
UK’s Joint Intelligence Committee from a military co-ordination body to a
civilian one, as opposed to the USA’s attempt to create a civilian intelligence
supremacy that was mutated (on several occasions) by an engorged and
recalcitrant Department of Defense.>® However the relatively recent
development (both qualitatively and quantitatively) of the threat to various
sorts of electronic communications has also led to the same very different
organisational reactions in the two Countries. In the United States the same
cultural rigidities that were suited to the Cold War environment have proven
ill-suited to the additional complexities (not least the fact that both the
offensive and defensive aspects are co-located) and heightened levels of

white-noise in the cyber world.>*®

In the United Kingdom, on the other hand, the reaction of the Security
Service, despite their mandate to protect such infrastructure, is to seek a co-
operative arrangement with the Communications-Electronics Security Group

(CESG), a sub unit of Government Communications Head-Quarters (GCHQ).

>%Dunleavy, "The Architecture of the British Central State, Part I: Framework for Analysis." 261.

5% See for example Davies, Intelligence and Government in Britain and the United States : A
Comparative Perspective.Vol.2.315-317.

5% See for example James R. Gosler, "The Digital Dimension,” in Transforming U.S. Intelligence, ed.
Jennifer E. Sims and Burton L. Gerber(Washington, D.C.: Georgetown University Press, 2005). 32-
39.
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Furthermore, like the wider security and intelligence communities,
coordination and funding is managed via the Cabinet Office through the
National Cyber Security Program (NCSP) to ensure the same holistic
approach.>*® As Davies has described, the United Kingdom’s intelligence
community members are inclined to seek expertise in their co-members
rather than seek to duplicate it in-house (the trait observable throughout the
United States community). He suggests reasonably that this is due in part to
the limited Treasury funds available to each, so that having the task done
elsewhere is the cost effective and obvious choice, with all intelligence
activity coming out of the same pot anyway. In the United States funding has
historically been easier, and individual community members appear before
Congress to secure their own program budgets, so that such projects would

only increase their chances of a large settlement.>*’

The conflicting findings of Niskanen and Dunleavy are thus reflected in the
security and intelligence spheres of the US and UK respectively. Section 5 of
Chapter 4 will therefore use the institutional cost framework developed in
Chapter 2 to articulate why this is the case despite the similarity of the
environments each must work in using. This explanation will then be
extrapolated into the counterterrorism and defence intelligence provision

case studies that follow in Parts' two and three.

Section 6: Security, Intelligence and the Usefulness of Theories of

Cooperative Decision-Making

A recurring theme in many examinations of intelligence or security is the link
between intelligence and the provision of a decision making advantage of
some sort. Some authors from the structural realist tradition emphasise the
competitive nature of decision making in the international arena: When
looking at the intelligence function specifically, Jennifer Sims constructed her

theory of adaptive realism based on how intelligence informs decision making

5% “The Uk Cyber Security Strategy: Protecting and Promoting the Uk in a Digital World," ed.
Cabinet Office(Crown Copyright, 2011).Although it should be noted that this overarching approach
was not formally instituted until 2010.

537 Davies, Intelligence and Government in Britain and the United States : A Comparative
Perspective.Vol.2.58.
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as a competitive function of government.>® The process by which
governments make decisions, and how intelligence can be capitalised on, is
therefore a key driver of not only how intelligence but also security is, or
should be, organised. The degree to which the two systems are integrated at
the point of decision making will therefore have significant impact on

outcome.

The same form of organisation will be more or less effective depending on
how decision makers go about their business. Nowhere has this been better
demonstrated than through the mismatch of the British intelligence's formal
committee based structure that had evolved over decades, and the informal

style of governance known colloquially a sofa-government®*®

utilised during
Tony Bair's Government during the run up to the invasion of Iraq in 2003, and
the consideration of Saddam Hussein's weapons of mass destruction.>*° How
decision makers include or dismiss information and then act and react

amongst themselves as a result, is therefore a necessary consideration.

The need for breadth in conceptual thinking on decision making around
intelligence and security issues was most eloquently highlighted by Graham
Allison, one of the preeminent authors on national security during the Cold
War. In the seminal Essence of Decision Allison specifically drew out not only
the strengths but also the inconsistencies of three explanatory models as
applied to the Cuban missile crisis;>** His unitary actor model uses the neo-
realist approach to simplify decision-making, but requires a comprehensive
and single rationality and set of preferences by all the actors concerned, as
well as a full knowledge of all alternatives and consequences. Although a
useful macro level tool for some tasks, it cannot offer a realistic analysis of

5% See for example Waltz, Theory of International Politics., and Sims, "Defending Adaptive Realism:
Intelligence Theory Comes of Age ™. 151-165.

5% The description 'sofa government' was Lord Butler of Brockwell in Max Hastings, "The Sofa
Government of Blairism Has Been an Unmitigated Disaster ', The Guardian(2006),
http://www.theguardian.com/commentisfree/2006/may/16/comment.labour.

$9AlIthough the failures of intelligence in the United Kingdom were considered in depth during the
Butler Enquiry (see Butler of Brockwell, Review of Intelligence on Weapons of Mass Destruction:
Report of a Committee of Privy Councillors the failures of policy were excluded, however how the
nexus between the two functioned was central to the flawed eventual outcome. See for example
Davies, Intelligence and Government in Britain and the United States : A Comparative
Perspective.VVol.2.273-291.

*1Allison, Essence of Decision : Explaining the Cuban Missile Crisis.



176

the whole situation in reality. On the other hand his organisational process
model provides an embryonic description of the sort of frictions that are at the
heart of the explanation developed in this thesis, and his political bargaining
model captures some of the sub-goal pursuit issues and behavioural factors
that result. However neither theory can capture the whole picture in isolation

so that something more holistic is needed.

In his rational unitary actor model Allison uses version of the configurational
ideal developed by Weber. °*? It relies on a Hobbesian idea of "... consistent,
value-maximizing reckoning or adaption within specified constraints".>*® The
strength of this model is that it allows analysis of specific problems at a
manageable level, as it reduces even entities like the United States and the
Union of Soviet Socialist Republics to single actors competing only with each
other. But in doing so, as Allison demonstrated, it obscures more
comprehensive understanding. Not only can it hide internal divisions and
processes, but in assuming a unified and rational actor progressing as best
as it may in a linear fashion towards a desired objective, it can be deceptive
as to the complexity of that objective as well as the environment in which it is

pursued.>**

More particularly in this context, it tends to assume an enemy will also act
rationally by the same standards as one's own, which has often lead to the
analysis breakdown known as mirror imaging, and has caused predictive
failures in circumstances like Yom Kippur and the Russian invasion of
Afghanistan.>* The model also fails to cope with diverse pursuits within an
apparently unified government; Allison cites Chinese simultaneously wanting
national superiority and Marxist-Leninist goals.>*® As Allison himself notes,
the model relies on 'comprehensive rationality’, which incorporates full

knowledge of all alternatives and all consequences, which is simply not

%42 Essence of Decision: Explaining the Cuban Missile Crisis(Boston Mass.: Little, Brown and
Company, 1971; repr., 18th Reprint Ed.). 10-38.

>3 |bid. 29, italics in original.

5 The point is illustrated by Allison (quoting Halperin & Perkins) by using the twin classes of goal of
Communist China in pursuing both its own national interest and the broader Marxist-Leninist cause;
interests which need not always be exactly synchronized. See ibid. 23.

> |bid. 18.

> 1bid. 22-23.
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realistic in situations of any complexity.>*’ The procedural ruts that Allison
considers as part of his organisational process model®*® are precisely the
‘rigidities’ conceptualised by Merton above, but also demonstrate how the
behavioural ideas developed by Simon impact on outcomes.>* In the Cuban
missile case the established organisational processes' and cultural norms
detailed by Allison preclude some possible policy responses and encourage

others, and are therefore significant.

In his third model Allison, like Williamson, argues that outcomes are not so
much a result of governmental decision making, but rather a 'resultant’ of
numerous bargaining games involving national, organisational and personal
goals, all interconnected and affecting each other over time. He aligns the
model with earlier work by Charles Lindblom arguing that consideration of
what outcomes are desired cannot be separated from what means are to be
used, they are considered simultaneously and as one, so means-ends
analysis is very limited, and alternative options and even other possible
consequences are often overlooked. Rather decision makers proceed

incrementally according to their last output.>*°

The public choice theorist Martin Smith has developed these ideas to
generate an explanation of the UK's Westminster governance he calls 'core
executive theory’, and he has applied this to the interface between
intelligence and government particularly.>®* In this view governance and
decision making are a process wherein key but mutually dependant actors
exchange resources. Power is thus based on dependency rather than
command. However access to intelligence can shift the balance of power
relations through what former Foreign Secretary Douglas Hurd described as

the "...cache of the double envelope".>*

> 1bid. 31-32.

>*8 1bid. 67-100.

%49 Simon, Administrative Behavior : A Study of Decision-Making Rrocesses in Administrative
Organizations.266-267

550 Allison, Essence of Decision: Explaining the Cuban Missile Crisis.154. citing inter alia Charles E.
Lindblom, "The Science of "Muddling Through"," Public Administration Review 19, no. 2 (1959).
551 Smith, "Intelligence and the Core Executive."

%2 Douglas Hurd, "Interviewed by Gordon Corera in Mi6: A Century in the Shadows: Part 3," in
New Enemies First (BBC Radio 4: , 10th August 2009).
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Smith argues convincingly that it was the shift of general policy organisation
closer into Downing Street, in pursuit of the generally laudable goal of ‘joined
up government’ across departmental boundaries, the apparently inoffensive
use of ‘task forces’, and even the use of (often derided) issue specific ‘Czars’
that all combined to allow the Blair government to bring intelligence further
into his fiefdom. The information advantage this generated in turn allowed a
small cligue to manage the intelligence on Iragi weapons of mass destruction
so that more general and critical discussion was limited (incredibly, there was
no Defence and Overseas Policy Committee meeting during the twelve

553

months that preceded the invasion of Iraq)™® so that the Prime Minister

achieved substantial autonomy over national security issues.>**

However, this does not mean that he achieved, or ever could achieve,
unalloyed domination. A Prime Minister or a President is still only the most
powerful actor within a group of slightly less powerful actors and is thus
vulnerable to coalitions. The very different constitutional positions of each
affect how and when authority will wax or wane, and how dramatically, but
not the fact that it will. Authority will vary from issue to issue.**® In different
circumstances for example Treasury officials may use their particular
knowledge as a power resource simply by their ability to generate statistical
information over massive data sets, and that too can provide a significant
bargaining advantage; as the Brown Chancellorship under Prime Minister
Blair indicated. In such a case (economic) intelligence on rival nations may
be requested by, and supplied to, the Treasury by the agencies horizontally,
and need not go via Downing Street. Even if it does it may lack the context
that drove the original tasking. Conversely, as Smith argues, the core
executive can widen the understanding of ‘national security’ so that normally
discrete policy areas such as immigration or anti-social behaviour are

incorporated into it, moving the intelligence advantage back again, and

>3 presenter Speaking Under Chatham House Rules CH1, (MoD London2014). and obliquely referred
to in Butler of Brockwell, Review of Intelligence on Weapons of Mass Destruction: Report of a
Committee of Privy Councillors 146-147

5% Smith, "Intelligence and the Core Executive." 24-25. citing Butler of Brockwell, Review of
Intelligence on Weapons of Mass Destruction: Report of a Committee of Privy Councillors

%% gmith, “Intelligence and the Core Executive." 13
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legitimising decisions that would otherwise be intolerable, as has occurred on
both sides of the Atlantic in the post 9/11 era.>*®

Both Allison and Smith therefore demonstrate how important the
relationships and motivations between different actors in the security and
intelligence spheres can be, so that Section 6 in Chapter 4 can next examine
the increased resolution that institutional costs analysis can offer of these.
However the external environment is also significant so that theories that

address it specifically must also be addressed.
Section 7: Complexity and Cooperation in Security and Intelligence

Globalisation and the accelerating rise of a post-traditional social order have
increased complexity exponentially. The deliberate intrusion by societies into
their own environments has, according to Anthony Giddens, made internal
what had previously been the external issues of risk and uncertainty.>” This
has meant that rather than a linear cause-effect relationship between
intelligence or security goals and outcomes a reflexive relationship
prevails.>® The difficulties this entails can be most clearly seen in attempts at
strategic warning following the move from State-centric threats to those that
are globally networked.>®® However complexity theory by its very nature
resists methods of analysis that require some elements to be abstracted
away from others; its interconnectedness and feedback loops are central to
how it operates. Simple reductionist approaches to analysis are likely to be

inadequate because multiple levels of analysis are the only way to account

> |bid. 17,15.

557 Anthony Giddens, Beyond Left and Right : The Future of Radical Politics(Cambridge: Polity Press,
1994). 78.

558 \Weber deduced that such complex interactions would produce uncertainty themselves, so that as
well as whatever outcome was intended, actors would experience secondary outcomes that may be
positive or negative, but were at least anticipated, and also truly unintended consequences that would
then have to be dealt with. Like Williamson in subsequent years, Weber therefore concluded that
bureaucrats would prefer to follow strategies that would merely provide an adequate return, but
minimise their exposure to such an uncertain future (‘satisficing' as it came to be known). See Richard
Swedberg, "Max Weber's Interpretive Economic Sociology,” American Behavioral Scientist 50, no. 8
(2007). 1043.

> Myriam Dunn Cavelty and Victor Mauer, "Postmodern Intelligence: Strategic Warning in an Age
of Reflexive Intelligence," Security Dialogue 40, no. 2 (2009).
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for emergent properties.>®® Too expansive a view on the other hand renders

the analysis useless.

There are two aspects to complexity that must be considered; those that are
internal and those that are external to (in this case) the intelligence and
security communities in question. The former can be assessed along three
axes where vertical complexity is represented by the number of hierarchical
levels, horizontal complexity by the number of different departments,
agencies, 'job titles' and the like, and spatial complexity by the number of
different geographical locations involved. The latter can be summarised as
the number of different exogenous issues that impact on or must be dealt
with by the organisation in question.”®* Each aspect is a force multiplier on
the others, and internal complexity will be designed to adequately address
the complexity of the external environment with which it must deal. The
provision of intelligence and security to any nation state engaged with the

wider World will necessarily be extraordinarily complex.

According to complexity theory complex adaptive systems such as
intelligence and security communities boast four aspects that are relevant
here: Firstly they are made up of agents with schemata. Where system level
outcomes are the aggregate of many such schemata, each of which is
delineated by the perception and limits of the agent in question. Sub-level
actors have flexibility and some limited degree of autonomy, so that their
strategies and tactics both compete and reinforce each other. Secondly they
are self-organising networks sustained by importing energy (information). For
a complex system to function well its individual parts need to be partially, but
not fully connected, and there is an upper and lower number of ‘connections’
that each unit can usefully have. The energy that needs to be imported into
the system will, for any particular part of the system, come from the same few
near neighbours. As Herbert Simon argued, too great an inter-connectedness
means that either the system decays as change is constantly dampened out,

or it becomes utterly chaotic as every alteration is magnified as it continues

*% philip Anderson, "Perspective: Complexity Theory and Organization Science,” Organization
Science 10, no. 3 (1999). 217, quoting Yaneer Bar-Yam, Dynamics of Complex Systems(Reading,
Mass.: Advanced Book Program, 1997).

%01 gee for example Anderson, "Perspective: Complexity Theory and Organization Science.” 216.



181

to bounce around the system.*®> The evolutionary aspects of complex
adaptive systems are to be found here, so that thirdly they display co-
evolution to the edge of chaos. Finally the fourth aspect is that they
recombine and evolve during and after each cycle. Parts of the outcomes

from one round of activity become the input to the next round.

As a consequence patterns emerge without the input of a central controller.
Indeed attempts at hierarchical ordering, which must be made on the basis of
limited situational awareness and high uncertainty as to the future, are likely
to be problematic if they run counter to these more evolutionary forms of
order.>®® That is not to say such interventionism is always wrong, merely

difficult to successfully achieve.

Ironically in the United Kingdom it was the acceptance of Anthony Giddens
view of the complexity of the international environment that lead to the Blair
then Brown governments adopting the Third-Way approach to policy: An
outlook which was in turn applied to the organisation of central governance®**
and proved so significant to the effective functioning of the Joint Intelligence
Committee. The sort of partial intervention described above had a very
different result to the more informal evolution exhibited by the Committee
throughout most of its history.”®® Robert Geyer argues persuasively that the
difficulties exhibited across the Third-Way project were precisely because
there was not just a third way, but a fourth, fifth and probably many more

beyond that; the full extent of the complexity had not been fully factored in.>®

One of the distinguishing strengths of complexity theory is that it includes
temporal as well as spatial breadth. Despite the problems engendered by
complexity described above, there is a more positive longer term outcome

from the tendency to self- organise; agents and sub-systems within the whole

%62 See for example Herbert A. Simon, The Sciences of the Artificial, 3rd ed. ed.(Cambridge, Mass. ;
London: MIT Press, 1996). 176-179. Simon also discusses the limits imposed by bounded rationality
in terms of the limitations to ‘information in’ that can be processed. 143-4.

%63 See for example Karl E. Weick, The Social Psychology of Organizing, 2d ed., Topics in Social
Psychology (Reading, Mass.: Addison-Wesley Pub. Co., 1979). 8.

%64 See for example Geyer, "Beyond the Third Way:The Science of Complexity and the Politics of
Choice."251

%85 For a discussion of these developments in the Joint Intelligence Committee see Davies, "Twilight
of Britain's Joint Intelligence Committee?."

%86 Geyer, "Beyond the Third Way:The Science of Complexity and the Politics of Choice." 238-242.
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will co-evolve. Changes by any one of these need to be reacted upon by its
near neighbours, and in turn this will be reacted on by theirs. This adaptation
will eventually be fed back to the originator of the change so that they can
then refine what they are doing in the light of the new information on the
activities of its fellows, and so the component parts of a complex system are
in a constant state of co-evolution. A mix of small and large changes are
inevitable during this co-evolution of interacting systems, even if the process
is essentially stochastic. If an increasingly 'long-run’ of change was plotted, it
would show an increasingly clean line.®®” This in turn means a lack of
concern with points of equilibrium. The history and future of a complex
system are more than mere fluctuations around a fixed point of balance, so
that high fitness peaks cannot be sustained in an uncertain and shifting
environment. Nonetheless a balance between flexibility and stability must be

achieved for any organisation to survive at the macro level.>®®

Despite complexity theory's position that the least fit sub-system or agent will
be replaced, assumptions of natural selection within intelligence or security
communities must be approached with some caution. Public bodies of any
sort rarely 'die’, so that Darwinesque notions of evolution via natural selection
would seem flawed.*®® Yet evolution per se has certainly occurred, and the
very roots of intelligence evolution are biological: “... every animal, even a

protozoan, must have a mechanism to perceive stimuli...”"

to organise its
survival. The application of an organic explanatory paradigm to the
complexities of intelligence and security concerns therefore retains an
intuitive appeal. Recent years, and the advent of qualitatively different threats
have for example necessitated that both the US and UK develop new

bureaucratic entities that cross conventional departmental responsibilities. To

*%7 Benoit Morel and Rangaraj Ramanujam, "Through the Looking Glass of Complexity: The
Dynamics of Organizations as Adaptive and Evolving Systems," Organization Science 10, no. 3
(1999). 286.

%8 See for example Shona L. Brown and Kathleen M. Eisenhardt, Competing on the Edge : Strategy
as Structured Chaos(Boston, Mass.: Harvard Business School Press, 1998). and quoted by Anderson,
"Perspective: Complexity Theory and Organization Science." 224

%69 See for example Christiane Demers, Organizational Change Theories : A Synthesis(Thousand
Oaks, CA ; London: SAGE Publications, 2007). 25-28.

570 Kahn. David, "An Historical Theory of Intelligence,” in Intelligence Theory : Key Questions and
Debates, ed. Peter Gill, Stephen Marrin, and Mark Phythian, Studies in Intelligence Series (London:
Routledge, 2009). 4.
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return to the organic metaphor, a successful complex system will have
‘influence over the great sympathetic, but it permits the latter great

autonomy”. °™

Complexity also has impacts on the allocation of resources. Most levels of
decision maker naturally prefer to deal with things that can be understood.
This not only means that managers are inclined to let the urgent drown out
the important and that short term issues are dealt with at the expense of the
more uncertain long term problems,>’? but also that budgets are harder to
secure for items where the return is hard to visualise. This includes
intelligence generally, but also affects how resources are allocated between
disciplines or agencies. Initiating human intelligence operations, which are
always very uncertain of success, is harder to fund than a geospatial imagery
operation where a hard-copy photograph can be handed to the customer.
This has most recently been found to apply to the new cyber threat, where
politicians have found it harder to allocate resources in austere times to
projects that are expensive, but do not have an easily and publicly
demonstrable benefit. A senior minister has paralleled the situation to that
observed in the Sacha Baren Cohen film 'The Dictator' where funds are more
easily won for defence procurement that involves "pointy hurty shiny things"

than for computer based, more nebulous projects.>”

The CIA's Calvin Andrus has argued persuasively that in order to have any
hope of 'keeping-up' with the unpredictable environmental changes faced by
intelligence practitioners in a complex and uncertain world they would need
to be similarly adaptive and unpredictable.®™® Andrus rationalised this
conclusion by paralleling the intelligence community with successful adaption
in an even more traditionally hierarchical body; the United States military. In
that case information technology has allowed ever lower levels of command

to assume increasingly greater autonomy in their decision making, but this

57 Durkheim, The Division of Labor in Society. 223 using the cerebro-spinal system as a metaphor for
complex systems.

572 For a fuller discussion see Gustafson, "Strategic Horizons: Futures Forecasting and the British
Intelligence Community." 589-610.

573 Senior British Political Figure Speaking Under Chatham House Rules CH2, interview by Author,
April, 2012, London.

5™ Andrus, "The Wiki and the Blog: Toward a Complex Adaptive Intelligence Community."
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could only be countenanced because junior officers were fully aware of
strategic as well as tactical objectives, then supplied with real-time
information of the battle space near them. Feedback loops of information
became as important horizontally as vertically (whether up or down) as the

situation changed.

He thus advocated the use of self-organising technologies such as 'wikis' to
spread and share intelligence and information, and 'blogs' to add points of
view and promulgate more effective feedback loops. Environmental
complexity and the internal complexity needed to meet it clearly have
ramifications for cooperative working across the intelligence and security
spheres, and for their interface with policy makers. However the temporal
nature of complexity means that any comprehensive assessment of its
impact must also include the effects of the behavioural traits of the relevant
actors. To accommodate this Section 7 of Chapter 4 will therefore consider
the complexity issue from the new institutionalist perspective. Before that
however the next section will consider how the features described above can
be factored into perceptions of national security and intelligence functions in

the international sphere.

Section 8: Security and Intelligence Cooperation and Theories of The

International Environment

The international arena in which intelligence and security issues are
increasingly predominantly situated are inevitably complex. This is as a result
of both historical/future complications and the sheer number of interested
actors both within and external to the body addressing them. The problems in
operationalising complexity theory have been touched on above but it is
pertinent to note that as a result even such auspicious neorealist thinkers as
Kenneth Waltz have concluded that although a theory of international politics
"...can describe the likely outcomes of the actions and interactions of states...
" in general theories of international politics bear on "... the foreign policies of
nations while claiming to explain only certain aspects of them.">” In arguing

that international theory must deal with “autonomous realms” he concludes

37% Waltz, Theory of International Politics. 71-72.
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that it cannot deal with both internal and external factors simultaneously. One
is left, according to Waltz, with analysis of events.’’® This means that any

such theory will fall well short of providing a complete explanation.

Various attempts have been made to bridge this gap. Some, like ‘Innenpolitik’
theories, stress the domestic angle over the external issues, others, such as
‘aggressive realist’ theory, regards the environmental pressures as most
significant. Alternatively defensive realism allows for some flexibility between
the two.’”” They are nonetheless still variations on a theme, dependant on
the preferred point of emphasis. Most theories "take as their dependent
variable not the pattern of outcomes of State interactions, but rather the

behavior of individual states">"®

so that a full understanding of the impact of
both complexity in outcome and uncertainty in decision making is difficult to
achieve. What seems to work effectively in one case is less so in another. As
Allison so convincingly demonstrated states cannot be understood simply as
rational and unitary entities,””® but on the other hand domestic centred
explanations cannot account for why, as Gideon Rose puts it; "... states with
similar domestic systems often act differently in the foreign policy sphere and

why dissimilar states in similar situations often act alike".>®

More intuitively appealing in a complex security environment is the
neoclassical approach to realism, which addresses both internal and external
factors: Foreign policy, to this way of thinking, is a product of a nation’s
power relations within the international system (the realism), but that that
policy is not delivered by anything resembling Allison’s unitary actor. Rather it
is adapted and ‘translated’ as it passes through various levels of governance
(the neoclassical element).”® Neoclassical realism is a theory of foreign
policy rather than of intelligence and security per se but the two are closely

aligned. Although it regards the various tiers involved in a foreign policy

576 Kenneth N Waltz, "International Politics Is Not Foreign Policy," Security Studies 6, no. 1 (1996).
54-55,

*"" Rose, "Neoclassical Realism and Theories of Foreign Policy." 148-150.

°"® bid. 145.

> Allison, Essence of Decision: Explaining the Cuban Missile Crisis.Graham T. Allison (1971) 10-
38.

%80 Rose, "Neoclassical Realism and Theories of Foreign Policy." 148.

%81 |bid. 146.
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decision as differentiated, and can increase or reduce the granularity to
include any level that can impact on the final decision (including the level of
the general population, which has become increasingly relevant),”®* the
systemic pressures are what remain paramount. It is on these that the
explanation focuses. Unlike structural (neo)realism discussed above, which is
more concerned with foreign policy outcomes and considers the State itself
to be a black box, neoclassical realism reverts to classical realism's concern
with the policies that produce these outcomes, and is thus additionally
concerned with the internal power relations. °®® It can therefore include some
of the issues incorporated into the approaches discussed above, from simple

behavioural considerations to the machinations of a core executive.

When addressing a security concern more directly, Dyson finds a disparity
between successful tactical and operational level adaption and failed
strategic level adjustment to a changing military threat environment. This is
despite the neorealist assumption of an ‘invisible hand' in national security
that replicates that found in the markets.”® He uses this disparity to
demonstrate how neorealist theory's assumption of high executive level
autonomy within this sphere fails to explain the persistence of strategic drift in
the United Kingdom's defence posture, and the apparent inability of the core
executive to deliver strategic improvement, despite its dynamism at lower
levels. This failure is despite the fact that the same three potential responses
frame all three policy levels; inertia (the failure to adapt), emulation (the
adoption of recognised best practise) and innovation (a potentially riskier
approach offering the possibility of higher pay-offs), so that a government's

pursuit of one should translate across the different policy levels.>®

%82 See for example the discussion of why and how governments need to 'deceive' their own
populations to manage foreign policy in John Kurt Jacobsen, "Why Do States Bother to Deceive?
Managing Trust at Home and Abroad,"” Review of International Studies 34, no. 2 (2008)..

%83 Steven E Lobell, Norrin M Ripsman, and Jeffrey W Taliaferro, "Introduction: Neoclassical
Realism, the State, and Foreign Policy," in Neoclassical Realism, the State, and Foreign Policy, ed.
Steven E Lobell, Norrin M Ripsman, and Jeffrey W Taliaferro(New York: Cambridge University
Press, 2009). 22.

*%% Waltz, Theory of International Politics. 89-93.

%85 See Tom Dyson, "Defence Policy under the Labour Government: Operational Dynamism and
Strategic Inertia," The British Journal of Politics & International Relations 13, no. 2 (2011).220, 213-
214,
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Taliaferro on the other hand argues that a State’s power is found in their
relative ability to “... extract or mobilize societal resources as determined by
the institutions of the state, as well as by nationalism and ideology” and that
it is these that shape the policy options available.*®® Any democratic system
will have constraints imposed on decision makers of course, but how they
organise will dictate both their degree and type. The United Kingdom’s core
executive will for example need to engage in the sort of horse trading
described by Martin Smith,>®” with costs and results varying depending on a
multiplicity of factors that will include the level of initial consensus and the
historical position of ‘favours owed’. In the United States on the other hand,
the executive’s capability to mobilise resources is more explicitly linked,
through the Constitution, to its ability to bargain. In both cases however
democracy itself tempers the states autonomy and introduces further actors
into the bargaining process.’®Although described by Taliaferro at the
national level, the same pattern is observable at other levels. An agency or
department would naturally prefer to retain its resources for its own
designated purposes. Yet, as the subsequent case studies show, whilst the
United States intelligence and security communities exhibits this trend
regularly, the United Kingdom's do so only occasionally. An explanation that
can transcend this dichotomy is therefore required, and the more nuanced
explanation of these preferences that the more holistic institutional costs
impact framework can provide will therefore be described in Section 8 of the

following chapter.
Section 9: Conclusion

Intelligence and security organisations are no more and no less than
institutions of governance, and like any other governmental institution they

adapt according to a range of stimuli.”®® This means that, like any other

%8 Jeffrey W Taliaferro, "Neoclassical Realism and Resource Extraction: State Building for Future
War," in Neoclassical Realism, the State, and Foreign Policy, ed. Steven E Lobell, Norrin M
Ripsman, and Jeffrey W Taliaferro(New York: Cambridge University Press 2009). 197.

587 Smith, "Intelligence and the Core Executive." 11-28.

>% Taliaferro, "Neoclassical Realism and Resource Extraction: State Building for Future War."204.
%8 The capacity of organisations to use knowledge to adapt was developed in Harold L Wilensky,
Organizational Intelligence: Knowledge and Policy in Government and Industry, vol. 19(Quid Pro
Books, 2015).
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organisation, a wide variety of approaches can usefully explain various
aspects of cooperative success and failure amongst the actors and agencies
engaged in their delivery. Each approach has acknowledged however,
(whether explicitly or implicitly) that whatever its particular point of emphasis
or focus, any analysis of collaborative working in those communities must
have regard to a wide range of factors that can be internal or external to
them. Furthermore these are often only apparent when the granularity of the
analysis is at the micro level because they are a product of how disparate
elements interact. Different situations and perspectives appear to lend weight
to one point of view or another, only for it to then appear flawed in
subsequent circumstances. A range of apparently shared goals and interests
become distinct as the examination increases in resolution. Existing general
theories are peppered with ideas that are applicable to some parts of the
intelligence and security cooperation issue, but are never comprehensively

explanatory:

The analysis of US reformists and new institutionalist scholars discussed in
Sections 2 and 3 for example could provide a very persuasive account of
collaborative failure and its detrimental impact on both reform and efficacy.
But despite their inclusion of both process and behavioural driven frictions
they could not address those occasions when cooperation between different
actors with distinct preferences was successful. When separated out, both
behavioural and bureaucratic accounts provided convincing explanations for
specific actions but were less engaged with the environmental conditions that
necessitated them. Accounts that credibly described the nature and impact of
cooperation amongst actors that influenced decision making demonstrated
the same limitation. Conversely approaches that focused external issues
such as complexity or international relations seemed limited in their
cognisance of how internal negotiating and positioning impacted on those

processes.

Having developed what this thesis argues is a more comprehensive
explanatory architecture for collaborative success or failure across the

security and intelligence spheres in Chapter 2, and then examined how far
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existing approaches explain different aspects of that collaboration in this
chapter, Chapter 4 will next investigate the relationship between institutional
costs analysis and the various approaches to cooperation that have been
considered here. In this way they will be used both as a critique to the theory,
and to assess the degree to which the various alternative approaches may

be utilised to add depth to the institutional costs approach.
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Chapter 4 - The Interrelationship of Existing Theories and Institutional

Cost Analysis, and the Methodological Approach Used

Section 1: Introduction:

This chapter will examine how institutional cost analysis 'talks' to the existing
theories of social interaction that were applied to the security and intelligence
sphere in Chapter 3, and by also describing some of the issues that the
approaches described in the previous chapter into institutional cost language,
demonstrate how its particular strengths better explain cooperative success
and failure in those functional areas. In particular the Chapter will show that
although the institutional cost paradigm develops many of the key points of
emphasis in other approaches, it is not simply a synthesis of existing
theories. It is instead a method of considering the myriad of relevant factors
as a set of interacting 'lowest common denominators' without having to treat

them as autonomous, so that their inter-relationship can be examined.

In this respect institutional cost theory relies on the same sort of duality
identified by Anthony Giddens and his ideas of structuration; the interaction
of agency and structure.®® At the heart of the institutional cost impact
framework is the interaction of environmental and behavioural factors. Indeed
there are obvious parallels between that work, the organisational failures
framework of Williamson,*** and the model derived to examine collaboration
in the intelligence and security spheres in Chapter 2 The impact of actors
equates to Williamson’s behavioural elements, and the relevance of structure
to his environmental and surrounding concerns, including the clarity of

property rights.

In the same way the broad bodies of theories discussed in Chapter 3 will now
be examined to assess the extent to which analysis of the institutional costs

involved can usefully add to their ability to explain the sort of complex

5% See inter alia Anthony Giddens, Central Problems in Social Theory : Action, Structure, and
Contradiction in Social Analysis(Berkeley: University of California Press, 1979).45-48 and
additionally on his ideas of how social structures are "both the medium and the outcome™ of social
activity see: The Constitution of Society : Introduction of the Theory of Structuration(Berkeley:
University of California Press, 1984). 25.

5% Wwilliamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.
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interactions that define intelligence and security provision. It will argue that
institutional costs rise, and will probably continue to do so exponentially, as
increases in intra-community communications and bargaining interact with
increased complexity. In the same way shifts leading to new uncertainties
around the property rights of the actors are bound to arise. It will also engage
with the extent to which the intelligence and security spheres are enmeshed
in the wider world, and the impact of this on their ability to co-ordinate
internally. Nonetheless it will suggest that recent shifts are problems of
degree, not of a wholly new typology. This chapter will instead argue that by
increasing the resolution at which these issues are considered, institutional
cost analysis can add depth to the approaches discussed in Chapter 3, and
explain why they appear to fail in some circumstances while being strong in
very similar ones, so that a more comprehensive and inclusive explanation is

possible.

The first half of the Chapter will proceed in a manner that parallels that of
Chapter 3. Sections 2 and 3 will consider how institutional cost analysis can
inform ideas of intelligence and security scholarship generally, and the new
institutionalist approach more specifically. Next the behaviouralist and
bureaucratic approaches will be contrasted with institutional cost theory.
Cooperative decision making, complexity and then theories of the
international environment itself are the examined through the same

institutional cost prism.

The second half of the chapter will then be given over to a discussion of the
methodology and case study selection used in Parts 2 and 3 to engender the
widest possible trial of institutional cost analysis as an explanation for
cooperative success and failure in the security and intelligence spheres given
the limited space available. The whole will then be concluded in Section 11

before Parts 2 and 3 move on to examine the specific cases.
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Section 2: Intelligence and Security Scholarship and Institutional Cost

Analysis

In many of the reforms advocated by the intelligence and security scholars
and practitioners that were discussed in Chapter 3, the identification of
cooperative working was an essential element of many of the reforms
advocated. When coupled with the subsequent divergence in their various
policy prescriptions, this suggested that a theoretical framework that can
account for interactive success and failure between actors, such as that of

institutional cost analysis, could have wider application.

The apparently contradictory policy fixes advocated by Odom and dilemmas
examined by Betts that were discussed in Chapter 3 for example can be
explained by considering the institutional costs experienced by those
involved. Odom has in fact observed many of the sort of factors that make-up
an institutional cost architecture, but as a senior practitioner, has not
extended his narrative to provide an overarching framework. He is however
implicitly clear that property rights matter, and that frictions in negotiation
count. For example he argues that the DIA should cease its collection
activities and pass them on to the appropriate 'expert' collection agency,>®
and that the CIA should become the HUMINT lead, with defence HUMINT
under the operational control of the DCI. He even goes so far as to suggest
that overt collection through Defense Attaches, debriefing programs and
even interrogation should be managed by the DCI, because this would clarify
HUMINT ownership at large. Yet he does not address the negotiating
problems this would cause in terms of the property rights around tasking and
product ownership.>*® The lack of a more holistic framework that can deal

with these issues thus leads to inconsistencies in his approach.

More generally his dual advocacy of both clear lines of command and
stovepipes of technical expertise make practical sense individually but are
contradictory. Whilst it is inconceivable for example that each tactical level

command could have the resources or expertise to manage the collection,

%92 Wwilliam E. Odom, Fixing Intelligence : For a More Secure America(New Haven, Conn. ; London:
Yale University Press, 2003).104-110
*% bid. 108-110
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decryption and analysis necessary to have their own SIGINT capability,>**

without clarifying the property rights of those tactical level units to a national
level resource difficulties and friction will necessarily ensue.>®® This clarity
need not be vested in ownership or direct control however, so long as rights
of access are agreed and understood. This is shown by the arrangements of
property rights to the intelligence product of the UK’s Government Security
Head-Quarters’ (GCHQ) by the Secret Intelligence Service (SIS or MI6) and
the Security Service (SyS or MI5) and even more conventional areas of
government.®®® Hayden's contention that the DCI's authority emanates not
from his formal position as the head of the intelligence community, but rather
from his position as head of an individual part of it can also be explained by a
consideration of the property rights involved: The DCI had clear and
unequivocal rights to the CIA's own directorates, but only a vague authority
over the rest of the community that overlapped that of other actors.>®” As long
as property rights are clear, they do not need to be mono-linear or
formalised. The tension between integrated and autonomous operating
identified by Hayden can then be considered not simply as a shifting point of
balance, but in a more nuanced way as actors with a clear sense of the
property rights of other participants at each functional level will be able to
vary between the two as circumstances demand without further complex

negotiations.

There is a paradox between the two intelligence communities on each side of
the Atlantic.: The United States has had a legally enshrined 'intelligence
community' since its inception in 1947, but has resisted the reality with
individual agencies co-operating with others only fitfully, whereas the United

**bid.97-101

5% Consider for example how the November 2004 debate over the creation of a ‘National Intelligence
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Kingdom has resisted the term, emphasised the individual independence of
each element (even when legal recognition finally arrived during the late
1980's and 1990's), yet has managed enviable levels of collaborative working
over the same period.’® This has been noted by Sir David Omand and leads
him to conclude that that there can be no ‘right’ organisational model and is
content to note instead some ‘general characteristics’ that they might share.
He highlights the necessity for trust, not hierarchy, as a lubricant to ease the
inevitable increase in interactions required as he lays out a model of four
concentric circles of functionaries.®*® Despite its centrality however, the way
trust might offset the negotiating frictions involved in linking different aspects
of the intelligence and security function is still not an idea that is developed.
In a similar fashion Treverton acknowledges the importance of sub-goal
pursuits by actors within agencies, implicitly suggesting this is important to
how different organisational forms play-out.°®® Although unstated it is
nonetheless clear that in both their views the property rights of actors and

how they behave together is as important as how they are organised.

Both Treverton and Betts are also concerned by the increased levels of
horizontal engagement between intelligence providers and security delivery,
as well as the need for public and political support.®®* Information costs are
thus key to them both. There is a shift from too little information to an excess
of it,%”? a quantitative increase in the number of communications, a qualitative
difficulty of having them understood across the varied 'languages' used by
different actors.®® There is also an inbuilt asymmetry of information holdings
between intelligence providers and consumers, as well as between both of
them and the 'end-consumers' of security, the public, that can hinder
agreements. Bett's discussion of unwelcome strategic estimates, and the

different analysis that is likely from either military or civilian intelligence

%% Omand, Securing the State. 299
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Knowledge and Power in American National Security. respectively
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professionals can evidence this disparity.®®* Information costs must therefore
be treated not only as a matter of efficiency, but also as part of the
negotiating problem, as it is in the institutional costs impact framework.
Treverton, like Odom, implicitly seeks a low institutional route to managing
the dramatic increases in information and consumers by avoiding stovepipes,
and putting consumers, analysts and sources all together.®® However this

leads to an unresolved tension with the increased complexity that results.

Treverton is nonetheless concerned with the environmental conditions of

both complexity®®®

and uncertainty (his discontinuous cascades of
effects).®®’A principle advantage of his approach is that it (implicitly) lowers
institutional costs by removing vested interest in a pre-decided judgment, and
of frictions at the intelligence and policy interface. Yet the "... unified,
explanatory, consensual understanding about the world..." that

608 is at odds with the sub-

"organizational sense-making" theory demands
goal pursuit of most agencies and actors, just as his solution to the
information problem is at odds with his views on complexity. In each case
although Treverton et al identify the same issues that constitute the
institutional they do not address their interaction, so that contradictions

emerge.

Davies also recognises the problem of information costs in a complex
environment, citing different understandings of what intelligence itself is
within the United States community context. This adds to the problem of
different holdings of information by actors, mandated by both specialisation
and secrecy, that result in an apparently insoluble interagency coordination
problem that is too complex to be properly addressed.®® He also shares the
concern with 'language' costs observed in US scholars. In their open letter to
the UK's 'Development, Concepts and Doctrine Centre' (DCDC), Davies and

Gustafson cite the mismatch between civil and military understandings of

60%Betts, Enemies of Intelligence : Knowledge and Power in American National Security.24
%05 Treverton, Intelligence for an Age of Terror. 61
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%% Davies, Intelligence and Government in Britain and the United States : A Comparative
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such critical areas as the nature of the 'strategic' realm, and whether it is

d.%® |n their view, different

geographically or temporally delineate
understandings as well as different information holdings impact on how
successfully different elements of a community can interrelate, complicating

negotiations between them.

Despite such complications Davies is clear that such negotiations must occur
for any intelligence and security system to be coordinated. In the UK (which
is generally better at holistic collaboration) the unfortunate history of imagery
intelligence is used by Davies to show how hard it is for an agency such as
JARIC®™ to serve two masters, in this case the national community and its

612 |n the United States he demonstrates that the

military paymasters.
problem is more prevalent, with similar problems over DoD assets that are
part of the national system, as well as organisations like the FBI, whose
loyalties are strained across their dual requirement to be both law enforcers
and intelligence gatherers.®*® Although unstated Davies is clear that in both
cases the use of resources must be negotiated whatever organisational form

is actually used, and property rights clarity will be central to its efficacy.

Nonetheless Davies is unambiguous in his view that national intelligence
resources on both sides of the Atlantic must be handled by national entities,
not sublimated into lower level or parallel pursuits, implicitly arguing that this
produces a sub-goal orientation by actors suffering a toxic combination of
bounded rationality and self-serving bias in an uncertain environment, which
is deleterious to the national role. Yet he also argues persuasively that the
CIA could usefully be broken up into an SIS style National Clandestine
Service, with its analytic functions passing to, for example, the State
Department in the same way the UK's F&CO fulfil the bulk of the analytic

function for SIS.®* At the same time he is aware that no reform initiative

1%D)avies, "B.C.1.S.S. Comments on Jwp 2-00 Re-Write Arising from D.C.D.C. Intelligence
Seminar." 2009

®11 Formerly the ‘Joint Air Reconnaissance Intelligence Centre' ,now the 'Defence Geospatial
Intelligence Fusion Centre' (DGIFC) but still referred to as JARIC.

®12 Davies, "Imagery in the Uk: Britain’s Troubled Imagery Intelligence Architecture."

%13 |ntelligence and Government in Britain and the United States : A Comparative Perspective. Vol.2
321-6

* Ibid. Vol.2 323-4
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based on direction from a 'monocratic hierarchy' can achieve more than
perfunctory compliance.®®® Like the scholars discussed above, Davies has
identified many of the constituent parts of the institutional costs impact
framework as impacting on particular aspects or instances of coordination
and cooperation in the intelligence and security communities of each nation
but has not gone so far as to develop an overarching theoretical framework

to contain them.

Section 3: Institutional Costs, Intelligence and Security Cooperation,
and the Problem of Collegiality and New Institutionalism

The new institutionalist approach also incorporates many of the individual
elements developed as Williamson's original transaction cost organisational
failures model so there is significant overlap between new Institutionalist and
microeconomic conclusions.®*® Indeed, as Chapter 3 observed, Zegart sees
transaction cost economics and classic new institutional theory as almost
synonymous, although her treatment of this is only superficial.®*’ For Zegart,
it is nonetheless these same factors that are the root cause of poor
community design and adaption in the United States.®*

However, just as Williamson’s organisational failures framework needs to be
adapted to the institutional cost impact framework for the use in the
intelligence and security sphere, Zegart has found that conventional new
institutionalist theory was inadequate to the foreign policy realm in which
most intelligence or security questions lie, being better suited to the domestic
policy sphere.®®® This shortfall can be addressed by the analysis developed
here because it links the internal issues on which she concentrates with

wider environmental aspects.

*% Ibid. Vol.2 317

616 See Powell, The New Institutionalism in Organizational Analysis.and Williamson, Markets and
Hierarchies : Analysis and Antitrust Implications : A Study in the Economics of Internal
Organization. These are dealt with as both individual and cumulative factors in the previous chapter
so will not be examined in detail again here.

617 Zegart, Flawed by Design : The Evolution of the C.I.A., J.C.S., and N.S.C. 6.

%18 See hoth ibid. and Spying Blind : The C.I.A., the F.B.1., and the Origins of 9/11.15-42.

619 7egart observes that the new ideas of “transaction cost’ theory were only ever applied to the old
‘domestic’ agencies that bureaucratic theory had focused on. Spying Blind : The C.1.A., the F.B.1., and
the Origins of 9/11.220.
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It is external uncertainties that ensure there can be no one perfect structure
to address all circumstances. The different transaction costs inherent in each
mean that the contracting issues which are the heart of institutional costs are
significantly different for those trying to influence foreign, rather than
domestic, policy. Zegart is concerned by the one-sided nature of information
holdings of the President over Congress, for example, but is also aware they
give the Executive much more freedom to act unilaterally.®® Institutional
costs from negotiating and implementing policies are therefore much lower
and action potentially much quicker, which is often of great advantage as the
pace of decision making required during the Cuban missile crisis amply

1

demonstrates.®”® Conversely the resultant lack of effective oversight can

lead to foreign policy disasters like the Iran-Contra affair where, arguably,
external scrutiny would have moderated Executive branch activity.®??
However she also observes that it is the incentive schemes for members of
Congress that make intrusive oversight a costly pursuit with little obvious

return (aside from in exceptional cases®®

). Property rights around foreign
policy responsibilities are also more opaque than even Zegart demonstrates.
A 1992 report by the General Accounting Office for the House of
Representatives concluded that National Security Directives contain foreign
or military policy making guidance not specific instructions but "... do not
appear to be issued under statutory authority” so that even the legal positions
are unclear.®® This combines with the inherent secrecy in intelligence and
security activity and impacts on the institutional cost in the more immediate
external environment. The imbalance of information ensures foreign policy

interest groups are few and relatively recent. Even within the operational

620 Elawed by Design : The Evolution of the C.I.A., J.C.S., and N.S.C.27-28.

621 See for example the operational scope and pace demonstrated by Kennedy’s ExCom, a sub-group
of the National Security Council because even that was too unwieldy for the circumstances of the
crisis. See Allison, Essence of Decision: Explaining the Cuban Missile Crisis. 57.

622 See John Tower, Edmund S Muskie, and Brent Scowcroft, The Tower Commission Report: The
Full Text of the President's Special Review Board(Bantam Books New York, 1987).

623 Zegart cites those with Presidential aspirations as likely to achieve a return on their investment in
foreign policy matters, but involvement in a high profile issue such as the post 9/11 hearings would of
course also produce a degree of benefit amongst a legislators electorate. Zegart, Flawed by Design :
The Evolution of the C.1.A., J.C.S., and N.S.C.32

624 See John Conyers, "National Security: The Use of Presidential Directives to Make and Implement
Us Policy: Report to the Chairman, Legislation and National Security Subcommittee, Committee on
Government Operations, House of Representatives.,"(Washington DC: United States General
Accounting Office, 1992).1
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agencies charged with providing intelligence and security information costs
are a perennial problem: almost every major review, particularly those
initiated to examine the causes of an intelligence failures, °*> have concluded
that information sharing has been an issue and needed addressing in some
way or other. Given the cachet that comes with having secret information
when others do not, this seems unlikely to change.®® Even the FBI's own
strategic review, in typically understated fashion noted that “...historically, the
challenge has been to share this information effectively within and outside
the FBI”.°?" In the intelligence and security spheres information costs are thus
not isolated as a friction in their own right, but rather are fulcrum about which
other issues play as the diagrammatic model developed in Chapter 2

demonstrated.

In Zegart's view, national security and intelligence bodies must exist with
other departments, agencies and bodies in a more ‘tightly knit’ way than their
domestic counterparts. Asset specificity produces institutional costs through
the degree of “asset cospecialization” so that the utility of one agencies work
depends on that of another, which can produce hold-up problems.®?® One
agency may be hostage to the machinations or inefficiencies of another.
These costs have to be assessed against those introduced by overlapping
capabilities and the resultant duplication of effort and loss of property rights
clarity if an agency chooses to become less asset specific and bring a

function in-house.

It is here that Zegart departs from Williamson's transaction costs model. She
argues that the avoidance strategies suited to the private sector that offset
the hold-up problem, such as vertical integration, more complete contracts

and signalling commitment, are not applicable to the security and intelligence

625 See for example Randy 1. Bellows, "Attorney General’s Review Team on the Handling of the Los
Alamos National Laboratory Investigation "(Washington DC: United States Department of Justice,
2000). Chapter 20 and Thomas H. Kean and Lee H. Hamilton, The 9/11 Commission Report: Final
Report of the National Commission on Terrorist Attacks Upon the United States, Authorized ed.(New
York ; London: W. W. Norton, 2004). Particularly chapters 6,7,8 &11.

626 see for example Grey, Decoding Organization: Bletchley Park, Codebreaking and Organization
Studies.159-160

627 See US Federal Bureau of Investigation, Federal Bureau of Investigation Strategic Plan 2004-2009
- Counterterrorism, (2004), https://www.hsdl.org/?view&did=466149.

628 7Zegart, Flawed by Design : The Evolution of the C.1.A., J.C.S., and N.S.C.37-38.
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spheres.®® The State Department cannot, for example, buy-out the Central
Intelligence Agency if unhappy with its product, and certainly most attempts
at this sort of vertical integration within the community have been
problematic.®*® Nonetheless agencies and departments do bring functions in
house when they feel the need. This has been demonstrated by the New
York Police's (NYPD's) paralleling of FBI's programs post 9/11.%%
Furthermore contracting is often as complete as the uncertainties of the
environment allow, indeed overly rigid contracting is as often the problem in
the US case. The establishing of probity, and signalling commitment to a
course of action once it has been agreed, are also very much part of the UK's
strategy for security and intelligence cooperative working (as Part 2 to this
thesis discusses) even if it is less evident in the US case examined by
Zegart. Despite the domestic/foreign division that Zegart notes, the model
does still have general applicability to those spheres if applied holistically.
That vertical integration has failed does not, for example, detract from the
fact that it has been attempted, or explain the motivations of those

introducing it.

The rigour of this aspect of the new institutionalist model and its relationship
with transaction cost approaches has been established in the private sector.
Jane Lu contrasted the usefulness of Walter Powell and Paul DiMaggio’s
theory against the Transaction Cost model in predicting the entry mode
choices of over one thousand Japanese companies as they sought to invest
into Western Countries. It concluded that the two models complimented each
other and that the empirical data supported the hypothesis that both intra and
inter mimetic isomorphism were strong factors in entry mode choice.®** This
study is useful not only for the extent of its quantitative data but also because

the Japanese companies were, like their security sector equivalent the

629 1bid.p.37 Citing Paul Milgrom and John Roberts, "Economics, Organization and

Management,"(Prentice-Hall, London, 1992).

630 See for example the disaggregated nature of the US's IMINT community described in “Ic21: The
Intelligence Community in the 21st Century," ed. Staff Study Permanent Select Committee on
Intelligence, Featured House Publications (Government Printing Office, 1996).VI IMINT: Imagery
Intelligence

%31 Craig Horowitz, “The Nypd's War on Terror,” New York News and Politics(2003),
http://nymag.com/nymetro/news/features/n_8286/

632 Jane W Lu, "Intra-and Inter-Organizational Imitative Behavior: Institutional Influences on
Japanese Firms' Entry Mode Choice," Journal of International Business Studies (2002).31
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Department for Homeland Security which is examined in Chapter 6, cultural

and institutional outsiders at the outset so that parallels can be drawn.®*

Where property rights overlap there is an ‘opportunity cost’ to the tasks
undertaken so that any function ascribed to one agency will reduce the
functionality of its ‘competitor’ agencies. This was the case in the creation of
the Department for homeland Security which was conceived to be “revenue-
neutral’, so that financing became a ‘zero sum’ competition.®®** In such
circumstances it is no surprise that established organisations behave as
Zegart’'s model predicts. Despite being staffed by talented people, they did
not manage, as the Silberman Robb Commission put it “..... to escape the
iron laws of bureaucratic behaviour” but instead have developed “... self-
reinforcing, risk averse cultures that take outside advice badly”. °* This is the
‘iron cage' of isomorphic behaviour described by Powell and DiMaggio that
develops in the face of "... resource centralisation, goal ambiguity and
technical uncertainty".®® Despite the twin exogenous shocks of 9/11 and the
invasion of Iraq based on flawed intelligence assessments, the Silberman
Robb Commission found bureaucratic adaption hard to implement, and the
high institutional costs involved in that adaption can be seen to be a root

cause of that difficulty.

Although Zegart is concentrating on the United States community, the factors
She identifies also have relevance in the United Kingdom. It is how the
factors play-out that can be distinct. Most importantly she demonstrates how
the new Institutionalist theory can address the problem of intelligence and
security issues falling in the gap between previous theories of either foreign
or domestic policy analysis. Indeed She notes that although transaction cost
analysis has been usefully employed in the domestic arena it has not been

used in areas that fall under foreign policy.®®” Just as neoclassical realism

633 For a discussion of how the same factors impacted on the DHS see Chapter 6 to this thesis.

%34 Richard A. Clarke, Against All Enemies: Inside America's War on Terror(New York ; London:
Free Press, 2004). 253.

6% See Silberman and Robb, "Report to the President of the United States - 31 March 2005."

6% paul J DiMaggio and Walter W Powell, "The Iron Cage Revisited: Institutional Isomorphism and
Collective Rationality in Organizational Fields," American Sociological Review (1983).147.

637 Zegart, Spying Blind : The C.I.A., the F.B.1., and the Origins of 9/11.220. More recently Defence
and related issues have been subject to transaction cost analysis. See for example Moritz Weiss,
"Transaction Costs and the Establishment of the European Security and Defense Policy," Security
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incorporates both the internal and external factors whose interactions are at
the centre of institutional cost theory, but emphasises the external
environment, so new institutional does the same but emphasises the internal
dynamics. Yet different factors will rise or fall in importance in specific

circumstances and this needs to be accounted for.

Section 4: The Behaviouralist Perspective and Institutional Cost

Analysis

The behaviouralist tradition examined in the previous chapter, and its
identification of the limitations in neoclassical economics was, in many ways
the forerunner to Williamson's transactional cost theory, and thus the
institutional costs impact framework for security and intelligence. In particular
Cyert, Simon and Trow questioned the ability of classical economics to
properly describe decision making in a large organisation in a complex
environment; arguing that the assumption of a given problem that boasts a
given set of alternate reactive courses of action, each with a particular set of
consequences, is too simplistic. Nor did they accept that the decision maker
could then choose amongst them based on a simple process of utility
maximisation, even in a firm where monetary profit would generally be
regarded as the purpose of all activity.®*® It is Williamson's transaction cost
analysis that can provide the linkage between the methodological divergence
between the 'maximisers’ of economists and the ’'satisficers’ of the

behaviouralist tradition.®°

It was Williamson's use of microeconomic theory, and his inclusion of factors
such as complexity uncertainty and atmosphere, that not only explained why
the behaviour they observed occurred, but also allowed the factors to be
simultaneously modelled to the extent that some degree of predictive power
around such interactions resulted. Indeed the distinction that Cyert et al make
between programmed (that is repetitive and pre-defined) and non-

programmed (strategic, future based and ill-defined) decision making

Studies 21, no. 4 (2012).; and McDonough, "The Industrial Structure of National Defence and
Transaction Costs."

638 Cyert, Simon, and Trow, "Observation of a Business Decision."237..

8% QOliver E. Williamson, "The Economics of Organization: The Transaction Cost Approach,”
American Journal of Sociology 87, no. 3 (1981).574
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requirements, and the resultant applicability or otherwise of conventional
economic modelling to each, is implicitly based on the transactional costs
involved in each case, although they refer to the degree of 'search’ a
particular decision will require.®”> Where Cyert, Simon et al finished by
highlighting the question, transaction cost economics provided the answer;
an answer well suited to the decision making and organisational make-up of
intelligence and security provision in a complex environment of asymmetric
information.®*' These are the non-programmed areas that boast high and

thus very relevant institutional costs.

The rationality that drives these non-programmed decisions, where further
negotiating will be required, is a central assumption of the economic model,
and an intimate element of any behavioural explanation, but it can vary
across different levels and around different conceptions of ‘self-interest’.
Police officers like to make arrests, soldiers to win battles, and diplomats to
reach an understanding. Yet a collective goal or maximand, to which each
are rationally inclined, is usually taken as understood, and as importantly in
the intelligence and security spheres, as shared. This perception, and how it

is managed, is in fact a non-trivial variable.®*?

There are implications too from behaviouralist conclusions on firms’
organisational goals. Cyert and March differentiate between their long-run

3 There are therefore different maximands

and short-run findings.®
associated with each. Long-run goals are constantly altered through shifts in
coalition structure and the bargaining positions of its members, institutional
costs are likely to be higher and prediction more difficult. On the other hand,
the short-run or operational level has more clearly identifiable goals available
to participants so that their pursuit is easier because institutional costs are
lower. There are clear parallels with the different cooperative experiences
across the same agencies but at different levels, and one can find examples

of good cooperation in the short-run (or operational tactical levels) even

%40 Cyert, Simon, and Trow, "Observation of a Business Decision." 238. Italics in original

*4L | bid.248.

%42 See for example the discussion around the different Discounted Marginal Utility and Marginal
Advocacy Costs between top tier and lower level bureaucrats in the same organisation in Dunleavy,
Democracy, Bureaucracy and Public Choice: Economic Explanations in Political Science.199

843 Cyert and March, A Behavioral Theory of the Firm.50.
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between elements of the United States intelligence community that are
apparently renowned rivals: The eventual success of the operation that lead
to the killing of Osama Bin Laden and a significant haul of intelligence was as
a result of successful co-operation between the National Security Agency
monitoring communications, Central Intelligence Agency assets collecting
and developing intelligence, Federal Bureau of Investigation officers passing
on intelligence retrieval techniques to the marines on the ground, and the
Department of Defense's Navy Seals team that actually conducted the raid
and seized the intelligence.®** Each element performed a specific and clear
role according to their actual expertise. This allowed a lower level of
institutional frictions thanks to clear goals and distinctive property right
allocations amongst the actors involved, leading to a successful joint-

working.

Recent analysis of defence reform in the United Kingdom supports this
contention; tactical and operational reform has been dynamic and guided by
observed need rather than path dependency, but strategic level reform has
"... reached a state of organisational, bureaucratic and intellectual decay".®*®
In the former institutional costs are relatively low but in the latter both
negotiating costs and uncertainty ensure they are significantly higher. Even
the major shift in requirements from the defence sector has been inadequate
to make incurring the costs worthwhile. At the same time the success of a
particular organisational make-up of a firm in achieving any institutional goal
is peculiar to the specific circumstances in which it finds itself at a given point
in time. The crucial factor is therefore the level of friction interfering with any
adjustments required. High levels of friction may prevent flawed decisions

just as easily as low ones might permit good ones.

644 See inter alia Frederick P Hitz, "Us Intelligence in the Wake of September 11: The Rise of the Spy
Commando and Reorganized Operational Capabilities,”" Harvard Journal of Law & Public Policy
35(2012).245-248.

%4 Dyson, "Defence Policy under the Labour Government: Operational Dynamism and Strategic
Inertia."206-229 and quoting Paul Cornish and Andrew Dorman, "Blair's Wars and Brown's Budgets:
From Strategic Defence Review to Strategic Decay in Less Than a Decade,” International affairs 85,
no. 2 (2009).247-261.
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This is evidenced by Cyert and March's own key characteristics of
organisational choice and control.?*® The first is essentially an
acknowledgement of the central relevance of bargaining and all four implicitly
involve the frictions and difficulties within the process itself. One can
recognise in them Williamsons' concern with ‘contact' costs, the cost of
negotiating new ‘contracts’ and how these encourage the use of near-fit
existing solutions, particularly around the machinery for 'control'.?*’ It follows
that these frictions could be further unpacked for security or intelligence
organisations by reference to the institutional cost impact framework

developed here.

This increased explanatory power may be made clear by a cursory
examination of the three ideas that Cyert and March concluded were at the
core of a behavioural theory of a firm. The first, the bounded rationality of
actors, is central to both Williamson's organisational failures framework and
the institutional cost impact framework developed here. It arguably
represents the greatest flaw of neoclassical economics, with its assumptions
of perfect information and calculation, in explaining real behaviour. However
by considering bounded rationality not only as an issue in its own right, but
also in conjunction with environmental factors such as uncertainty,
complexity, or the specificity or frequency attending a particular problem.
Viewing these combinations through the prism of not only a dearth of
information, but also an inequality of its distribution, this sort of
microeconomic consideration can take behavioural considerations much

further.

Their second core feature is imperfect environmental matching. Like bounded
rationality, this admits the imperfections excluded by neoclassical theory,
wherein form follows requirement perfectly and near instantaneously, with
less well evolved approaches dying out through competitive pressure. It
acknowledges that the form chosen will in fact be shaped by history as much

as efficiency, and subject to numerous internal and external influences.

%8 Discussed in Chapter 3, Section 4 but see Richard M Cyert and James G March, "A Behavioral
Theory of the Firm," Englewood Cliffs, NJ 2(1963).134

®47 Williamson, Markets and Hierarchies : Analysis and Antitrust Implications : A Study in the
Economics of Internal Organization.
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Institutional cost analysis can not only include all these factors holistically, but
will allow their interaction to be regarded with finer granularity. Finally, Cyert
and March note the importance of the dynamic nature of the processes
involved: These include unresolved conflict between multiple actors with
conflicting interests, within firms as well as between them, that cannot be fully
settled through '‘complete’ contracting (an unachievable ambition in the face
of either uncertainty or complexity). Furthermore these conflicts do not exist
in a moment of time, or ever achieve a state of equilibrium. Rather the
negotiated settlement of one issue will have repercussions (in terms of
favours owed or 'precedent') for future negotiations. *® Property rights clarity,
atmosphere, and the degree to which the actors involved share a sense of

the same maximand will all inform outcomes in this area.

The focus by Thomas Schelling on micro level behaviour as a determinant in
economic and social action outcomes that were discussed in the previous
chapter means that there is a significant cross-over between his and
Williamson's approaches. Both use a high level of resolution to explain
complex phenomena, although Schelling focuses on numerical aggregation
whereas Williamson is more concerned with the different type of factors that

conjoin to form macro level outcomes.

Schelling identifies the same sorts of problems as Williamson; the bounded
rationality of some actors, the asymmetry of information holdings, and the
mis-incentivisation of actors. He also concludes that any solution would need
to be based at an organisational level, in formal and informal structure and
constraints.®*® Ironically he thus provides a strong argument for the use of
microeconomic theory to deconstruct the sort of social phenomenon
observed in a governments aggregate production of a good, apparently

contradicting his own believe that economics is "... a large and important

» 650 In

special case rather than a model for all social phenomena
demonstrating that individual motives could be subsumed into cooperative

approaches that improved utility overall, even when actors were simply

648 Cyert and March, A Behavioral Theory of the Firm.214-216
%49 Schelling, Micromotives and Macrobehavior.37-41
*0 1bid. 27.



207

rational as in game theory, Schelling also implied that the factors affecting
the efficacy of that cooperation, the institutional costs, will be critical. The
ease and reliability through which individual actors can form coalitions will
have a direct bearing on whether decisions emanating from a collective body
l