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Abstract: This paper is concerned with the event-based security @optoblem for a class
of discrete-time stochastic systems with multiplicativéses subject to both randomly occurring
Denial-of-Service (DoS) attacks and randomly occurringegiion attacks. An event-triggered
mechanism is adopted with hope to reduce the communicaticateh, where the measurement
signal is transmitted only when a certain triggering caodiis violated. A novel attack model is
proposed to reflect the randomly occurring behaviors of tb& Bttacks as well as the deception
attacks within a unified framework via two sets of Bernouistdbuted white sequences with
known conditional probabilities. A new concept of meanagusecurity domain is put forward
to quantify the security degree. We aim to design an outpedidack controller such that the
closed-loop system achieves the desired security. By ubi@gtochastic analysis techniques,
some sufficient conditions are established to guaranteddbieed security requirement and the
control gain is obtained by solving some linear matrix irgdies with nonlinear constraints. A
simulation example is utilized to illustrate the usefukebthe proposed controller design scheme.

1. Introduction

It has been well recognized that some characteristics dfimear systems can be closely approx-
imated by models with multiplicative noises rather thanibgarized models [1]. In the past few
decades, considerable research efforts have been made conttnol issues for stochastic systems
with multiplicative noises (also called bilinear systemsystems with state-dependent noises) and
a rich body of literature has been available. Up to now, tlinenee been mainly four approaches
that shed insightful lights on the control design of stoticas/stems with multiplicative noises,
namely, the game-theoretic method [2], the linear matexurality (LMI) approach [3], the Riccati
equation approach [4, 5] and the optimization method [6].

Owing to the ever-increasing popularity of communicati@tworks, more and more control
tasks are executed over communication links [7—13]. It khbe mentioned that, in the interest
of energy saving, the traditional time-based control sahemght be a conservative choice. Ac-
cording to the engineering practice, when the limited reselbbecomes a concern, the following
three points should be taken into account when selectingragmtation protocols: 1) too frequent
data interaction via networks is likely to overspend thelelable bandwidth and thus deteriorate
communication quality; 2) it is often the case that only som&lly important measurement data



should be transmitted for control/estimation purposesag &s the basic system performance can
be maintained; and 3) unnecessary communications betleeystem components in an energy-
limited environment (e.g. battery-operated wireless genstworks) could lead to the waste of the
limited resource. In this case, it is theoretically sigrafit and practically important to develop
some new control schemes that are capable of utilizing theank resource in an efficient way
when transmitting measurement or control information. dgponse to the engineering need for
emerge-saving, in the past few years, the event-basetimsues have received much attention
from the control community. Some initial yet inspiring réésthave been reported in [14-18] for
the consensus control problems of multi-agent systemsl9/32] for the sample-data control
problems, and in [23] for the model predictive control peshk. Note that the main characteristics
of the event-based control scheme are that the controhrebon is updated only when some func-
tion of the system state or measurement exceeds a certashtiid [24—26]. In comparison with
the widely used time-based control scheme, such an eveetdlsheme could effectively reduce
the communication burden and improve the resource uiibzafficiency. As such, it makes prac-
tical sense to investigate the event-based control profdestochastic systems with multiplicative
noises.

As is well known, sensors, controllers and controlled dame often connected over a common
network medium for networked control systems (NCSs). Irhsat engineering setting, the ex-
changed data without security protection can be easilyogeuol by attackers (or adversaries) [27].
Nowadays, two types of attack models, namely, Denial-ofi8e (DoS) attacks and deception
attacks, are generally adopted in the performance anaysisynthesis when it comes to the se-
curity issue. It is worth noting that, by destroying certsignificant data, the aim of the adversaries
is often to destabilize the plant or steer the plant to theeeshiries’ expected operating point [28].
As such, the network security is of utmost importance in nnodeciety that has been attracting
considerable attention in recent years. Up to now, soménpiredry results have been reported in
the literature, see, e.g. [29-31] for the case of DoS at{§8Rs33] for the case of deception attacks
and [34, 35] for the case of replay attacks. FurthermoretHerattacked systems with protection
equipment or software, the attacks may occur naraddom way since the successes of the attacks
are largely dependent on the network conditions (e.g. métead, network congestion, network
transmission rate) that are typically randomly fluctuat&@ry recently, a Bernoulli process or
Markov process with known statistical information has beeployed in [36] to govern the ran-
domly occurring DoS attacks. Nevertheless, the netwodki@ed random nature of the deception
attacks has been largely overlooked due probably to thedif§iin coming up with appropriate
methodologies for the problem formulation and theoretarzlysis. Furthermore, the attackers
could adopt any type of attack at a particular time in ordent¢oease their successful ratio. There-
fore, to closely reflect the reality, it would be practicadignificant to look into the security issue
when both the DoS deception attacks occur randomly withiniiea framework.

Summarizing the discussion above, it can be concludedhbkatdcurity control problems have
attracted some initial research interest and most availeddults have been concerned with the
single type of attacks (e.g. either DoS attacks or decepatitatks). So far, the security control
problem with bothrandomly occurring DoS attacks and randomly occurring deception attacks
has not been properly investigated, not to mention the caseathe event-based communication
schemeis also utilized. Itis, therefore, the purpose of this papeahorten such a gap by examining
the impact of mixed network attacks on the system securitheuan event-based mechanism. This
appears to be a challenging task with two essential diffesiltientified as follows: 1) how can we
establish a model to describe randomly occurring DoS adtackl randomly occurring deception



attacks within a unified framework? 2) what kind of methods ba developed to quantify the
influences from both the random nature and the interfereigoals transmitted by adversaries on
the security performance?

In this paper, to handle the two identified challenges, achttnodel is first proposed to simul-

taneously describe the randomly occurring DoS attacks amdiomly occurring deception attacks
via two sets of Bernoulli distributed white sequences, aneé\wa concept of mean-square securi-
ty domain is put forward to quantify the security degree. A,Hgy using the stochastic analysis
techniques, some sufficient conditions are establisheddcagtee the security requirement of the
addressed systems and the desired controller gain is eldthynsolving certain linear matrix in-
equalities with nonlinear constraints. The main contitrubf this paper is mainly threefoldr)
A novel attack model is established to account for the randomly occurring behaviors of the DoS
attacks and the deception attacks; 2) the event-based mechanism is utilized to reduce the com-
munication burden; and 3) based on the proposed attack model, the controller gain is obtained
to ensure that the closed-loop system is secure with respect to the parameter set (d1, 9o, 03, 04, R)
where each parameter does have its own engineering inter pretation.

Notation The notation used here is fairly standard except where wikerstated. R" and
R™*™ denote, respectively, thedimensional Euclidean space and the set of.atl m real matri-
ces. I denotes the identity matrix of compatible dimensions. To®ton X > Y (respectively,
X > Y), whereX andY are symmetric matrices, means that— Y is positive semi-definite
(respectively, positive definite)A” represents the transposedf \,,,..(A) and \,,.;,(A) denote
the maximum and minimum eigenvaluefrespectively. For matrice$ € R™*" andB € RP*9,
their Kronecker product is a matrix iR”?*"? denoted asl ® B. E{z} stands for the expecta-
tion of the stochastic variable ||z|| describes the Euclidean norm of a vectorThe shorthand
diag{ M, Ms,--- , M,,} denotes a block diagonal matrix with diagonal blocks belrggrhatrices
M, ..., M,. In symmetric block matrices, the symbois used as an ellipsis for terms induced by
symmetry.

2. Problem Formulation and Preliminaries

In this paper, consider the following discrete-time statitasystem with multiplicative noises in
both the system and measurement equations:

Tht1 = <A0 + Z%’,k!‘h) T + Buy
i=1

Uk = <Co + i wi,kci)xk
=1

wherex, € R", 7, € R™ andu, € R" are the state vector, the sensor measurement and the
controller input, respectively4; (: =0,1.--- ,r), BandC; (i = 0,1.-- -, s) are known constant
matrices with appropriate dimensions;, € R (i = 1,2,--- ,r)andw;, € R(i = 1,2,---,5)
are multiplicative noises with zero means and unity vagsnand are mutually uncorrelatedkin
andi, r ands are known positive integers. It is assumed that the rank n,,.

In this paper, an event-triggered communication mechargsaken into consideration in order
to reduce the communication burden. Define the event gemdtatictiony(-,-) : R™ x R — R
as follows:

(1)

Y(eg, ) = 6£6k — 5% (2)
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where

er =1 — Uk
with ;. being thetransmitted information at theatest event instant and, being a given positive
scalar. The executions are triggered as long as the conditio

ek, 01) >0
is satisfied. Therefore, the sequence of event triggerearits
0<sp <1< <8 < -+
is determined iteratively by
si+1 = inf{k € N|k > s;, ¥(eg,01) > 0}.

Furthermore, it is assumed that the attackers only degteyransmitted data and have the ability

to carry out both the Denial-of-Service (DoS) attacks amdiéception attacks with certain success
probabilities, in other words, both kinds of attack can hentzhed in a random way. To reflect such

a situation that is of practical significance, a new attackleh@s proposed as follows:

Uk, = @, Tk, + Br,vi,) + (1= o) )y, (3

wherey;, is theregister information on the controller and; < R™ stands for the signals sent by
attackers. In addition;; is modeled as

Uk, = Ok, + &,
for deception attacks where the non-zgéfosatisfying

Ik, 1l < 02

is an arbitrary bounded energy signal. The stochastichasa,_ ands,, are Bernoulli distributed
white sequences taking values @or 1 with the following probabilities

PI’Ob{Ozks = 0} =1—a, PI’Ob{Ozks = 1} = q,

Prob{$,, =0} =1 -3, Prob{,, =1} =3,
wherea € [0,1) andj3 € [0, 1) are two known constants.

Remark 1. Generally speaking, network attacks can be divided intdéeial-of-Service (DoS)
attacks and the deception attacks. For DoS attacks, thesadyeprevents the controller from
receiving sensor measurements. For deception attackadilesary sends false information to
controllers. Due to the network-induced phenomena andppécation of safety protection de-
vices, there is a nonzero probability for each attack laadohia networks to be unsuccessful at
a certain time. The model proposed in (3) provides a novdlathframework to account for the
phenomena of both randomly occurring DoS attacks and ralydocourring deception attacks.



Remark 2. Three cases can be observed from (3) as follows: a) the systaffer from the
deception attacks whes, = 1 andf;, = 1; b) the systems are subject to the DoS attacks when
o, = 0 and the register information on controller cannot be uptiatethis case; and c) the
controller receives the normal sensor measurements whes 1 andg;, = 0. Furthermore, it

is worth mentioning that Case a) (witli,. = 0) describes the traditional phenomenon of packet
dropouts and Case b) can also reflect the time-delays. Trerehe proposed attack model covers
time delays and packet dropouts as its special cases.

Remark 3. Due to limited energy, the adversaries could not arbifydealinch the attacks and,
from the defenders’ perspective, the cyber-attack coulahtegmittent and the injected signal is
bounded. Furthermore, the injected signal sent by advessara kind of invalid information to
achieve the control task and therefore it can be viewed asiargg bounded noise. The main
purpose of the present research is to improve the securignbgncing the insensitivity to certain
types of bounded and random cyber-attacks.

Fork € [ks, ksi1), theregister information (3) can be rewritten as

ye = o (Gr, + Br.vr.) + (1 — af, )y (4)

with y;,, = y;, . Furthermore, taking both the even-triggering conditiod ¢he attack bound into
consideration, and applying the output-feedback control

u, = Kyy,
whereK is the control parameter to be determined, one has the foitpatosed-loop system

Tpe1 = Ay + (@ — o, ) AsZi + (0, — @) — Xk, ) Asy

v _ 5
+ Ay g, T + aBAsE, + a(l — B)Aser + X, As, + (0, — &) — Xn, ) Ase. ©)

where
Ty = [ x;}F y/f_l :|T7
Xk, = (g, —@)B + (B, — Ba + (aj, — &) (B, — B)
AF:.%+FQ—@BK@ ﬂ—@BK]
a(l —B)Cy (1—a)l ’

[0 BK BKC, 0 BK
&:()I}’&:[Cwo}’%:[l}

W [ CiwaAi+ ol (1= BL) Y0, @iBEC, 0
of, (1—8L) Y, i 0

Remark 4. A schematic structure of the addressed control problem eashbwn in Fig. 1. The
adversary can detect the transmitted data from plants amdtitir to destroy them to attain certain
goals. Furthermore, in order to increase the success nadi@ahance the covertness of attacks,
the adversary could randomly adopt any type of attacks dt #aw. On the other hand, it is
easy to find from (2) that the time interval (also called irdeent time) between adjacent event-
triggering instants is generally not a constant, which texeined by the event generator function
1. Therefore, the closed-loop system (5) cannot be regarsle@ddiscrete-time expression with
constant sampling interval.
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Fig. 1. Attacks on an event-based control system.

Before proceeding further, we introduce the following digfams.

Definition 1. For a given positive scaldg representing the desired security level, the set
9 - {930 e R™ - E||5]|? < 62, Vk:} (6)

is said to be the mean-square security domain of the origineo€losed-loop system (5).

Definition 2. Let R be a positive definite matrix and, J,, 63 andd, be given constants. The
closed-loop system (5) is said to be secure with respe@t 10, 03, 44, R) if, when (e, d;) <0,
1€:]] < 69 andzl R7y < 07, one hag||7||* < o2 for all k.

Remark 5. The five parameters,, -, d3, 6, and R do have their own engineering insights. To
be specificy; is the triggering threshold that governs the transmissiequency for the benefit of
energy savingy, is the energy bound for the false signals that the advergaay o impose on the
measurement output from the attacked syst®ng associated with the desired security level (i.e.,
the upper bound for the dynamics evolution of the attachstesyin the mean square sensgg)s
about the energy of the initial system state &hid the weighting matrix for the initial system state.
Obviously, these five parameters play crucial roles for ttstesn security performance evaluation
and design.

Our aim in this paper is to design an output feedback coetrédr system (5) with the event-
triggering communication mechanism and the randomly aowicyber attacks. In other words,
we are going to determine the controller gairsuch that the closed-loop system (5) is secure with
respect tqd,, ds, 03, 04, R).

3. Main Results

In this section, the security is analyzed for the closeglegstem (5) with the event-triggering
communication mechanism and the randomly occurring cytiacks. A sufficient condition is
provided to guarantee that the closed-loop system (5) isrsesith respect tqd;, d2, 93, 94, R).
Then, the explicit expression of the desired controllengaiproposed in terms of the solution to
certain matrix inequalities subject to nonlinear constisi

Let us start with giving the following lemma that will be usedhe proof of our main result in
this paper.



Lemma 1. Given constant matrices;, ¥, Y3, whereX; = T and¥, = ¥ > 0. Then
¥+ 2T < 0if and only if

5, uF
Sy =

—9 23
<0 or < 0.
{2%? El}

Theorem 1. Let the positive scalarg, d-, d3, 44, the positive definite matri and the controller
gain K be given. The closed-loop system (5) is secure with respe@htd., d3, 44, R) if there
exist two positive definite matriced’ and P, and three positive scalats, €, andr satisfying the
following inequalities

El— * 29 0 <0 (7a)
* * 533
Amax (Pr)0; 0% 2
By = <4 7b
2 = e { e PG —T < % (70)

where

A,y = diag{ Z ATP A +a(l - B) Z ((BKC;))"PLBKC; + C] PC;), 0},
i=1 i=1
P =diag{P,, P,}, x=apf*+pa’+ap, 0= /e16? + e:03,
En=A'PA +aAlPA;, - 2(a — aB)AL P A;
+ (& —2aB + ) AT PAs + Ay — P+l
aBATPAs — aBATPAs + (6 — X)AL PAs,
a(l — B)ATPAs — (& — af) AL PAs + (& — 2a8 + X) AL PAs,
2= ((aB)? + V)AL PA; — e3l, Zyps = (@°6+ap — Y)ALPA;
33 = (@*(1 = B)* +a—2aB+ V)AL PAs — eI, a=a(l—a),
Pr=R""?PR7? p=Xuu(P), 7= p%ﬂ B=p01-p).
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Proof. See the Appendix.
Having obtained the analysis results, we are now in a positidiandle the design problem of
the controller gain matri¥. First, in terms of Lemma 1 and the inequality

2(As — A3)TPA; < (Ay — A3)T P(Ay — A3) + AL PAs,

(7a) is true if the following holds

1:111 * *
Hl = H12 —P_1 * <0 (8)
M, 0 —IeP!



where
Bi=[As —As As]|, Byo=[Ay— A3 A5 A5 ],

S = diag{I,O, —]}, Sy = dlag{I, —I,I},
P =diag{P,P,P,P,P}, Y=[C{ Cf ... CT ",

s

Moo = Y ATPA+a(1-8)) CI'PCi— P+l
i=1 i=1

I = diag{ﬂom —Py+7l, —eol, —51]}>

1:112 = [ H{z H{s H1T4 H{s H{G ]T

=[] A aBAs a(l—pB)As], Ihs=/XBi,
My, = VaB,S,, Tl = \/ aBByS,y, 1l = \/ aBB. Sy,
;=] +va(l-5(I®@BK)T 0 0 0 ].

In what follows, we introduce a free matrix

| ©11 O
@—{ 0 @22}

Y

and denote
W =[ B(B"B)™")" B* |,

K :@HK, ]C - [KT O]T,
=W +w'e" — P, v =eWwpr'w'e’,
where©;; € R%*?, ©;, € R%*(=P) and@,, € R=~P)x(n==p) Bl stands for an orthogonal

basis of the null space fds”.
Pre- and post-multiplying the inequality (8) by

diag(!, I; ® diag{OW, B}, I © (W)}

and
diag{/, Is ® diag{(6W)", R}, I @ (W)}
yields
1:_[11 * *
= | I}, —I;@dag(¥,P}  * <0 (9)
I1;; 0 —IxU
where
s _ | KC 0 -k K G _| KG K K K
=1 pCcy, 0 =P, Py |° T2 | =PCy P, P, P |’

i _ [eWA +a(l-=BKC (1-a)k aBk a(l-BK
12 = a(1— B)P,Cy (1—a)p, app, a(l-p3)p, |’

s =XBi, Iy =VaB,S,, 15 = \/ afByS,,
g =\/aBpB:S,, Thr=[\/al-B)(IeK)Y 0 0 0],
ﬁikz = [ ﬂsz ﬁ% ﬁﬂ ﬂ{% ﬁ{ﬁ ]T-
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It is apparent from (9) that

H11 * *
H2 == ];TZ —]5 (%9 dlag{f‘, Pg} *
1,7 0 —I®T (10)

+ diag{o, Is ® diag{l’ — 7,0}, ® (T — xy)}.
Finally, in light of

oW + (ew)’ —ewPr (W) - P,
= — (P —OW)P (P, — W) <0,

one has
H11 * *
H2 S Hg = ];T2 —]5 (%9 dlag{F, Pg} * . (11)
I 0 -l

It should be pointed out that the mat®dl is invertible if 1, < II3 < 0. It can be seen that
I, < 0 is equivalent to (8), and therefofg, < 0 is equivalent to (7a) in Theorem 1. Finally, ac-
cording to the analysis conducted above, the following tbenis easily accessible from Theorem
1 and its proof is therefore omitted.

Theorem 2. Let the positive scalarg, d,, d3, 0, and the positive definite matrik be given. As-
sume that there exist two positive definite matriégsand P, two matrices® and K and three
positive scalarsy, ¢, andr satisfying the matrix inequalitield; < 0, and the condition (7b). In
this case, with the controller gain matrix given by

K=0,'K

the closed-loop system (5) is secure with respe¢tt,, ds, o4, R).

Algorithm:

Sepl. Denote a positive scalarfor linearly searching step size.

Sep2. Letnw = 0 and then check the solvability of inequality (7a). If it is
solvable, go to next step, else goStep 6.

Sep 3. Letrw =7+ 7, solve the following optimal problem:

OP: mln ﬁmax +e14+¢e9 St (7(1,) and P < meax[-

T, Pmax

Sep4. If the optimal problemOP is solvable, calculate, v, Anax(Pr),
Amin(P) and#?. In what follows, obtairE, and go to the next step.
If it is not solvable, go td&ep 6.

Sep5. Check the condition (7b). IE, < 02, K = ©;'K is the desired
controller gain, the calculation stops. Else g&tep 3.

Sep 6. The algorithm is infeasible. Stop.




In the case that the threshald= 0, it is not difficult to see that the triggering rules are alway
fulfilled, that is, the event-based approach reduces to e-tinven one. Consequently, we have
the following corollary.

Corollary 1. Let the positive scalai, d3, 6, and the positive definite matrik be given. Assume
that there exist two positive definite matricBsand P,,, two matrices9 and K’ and two positive
scalarss; andr satisfying the following inequalities

=1 * *
E3=| =, —I;®T s <0 (12a)
= 0 —I®T
— )‘maX(PR>53 ‘92’7 2
= — ) 12b
1= max { SR T ) <% (126)
where )
g _ | KCo 0 K g _| KG K K
T RCy 0 —Py 27| =RCy P, P

= = diag{HOO, Pyt —511}, 0 = /2105,

— [ WA +a(l-p)KCy (1-a)k apkK

o a(l — BP0y (1—a)P, afpP,

ET:& = \/:81, Eik4 = \/53251, E% =\ 54582527

~16—\/ BB:S:, Iz =[Va(l -5 KT 0 0],
=T =T =T =T 1T

“12 - [ —12 H13T —14 =15 =16 ]

S, =diag{,0}, S, =diag{—1,I}.

In this case, with the controller gain matrix given By = ©,]' K, the closed-loop system (5) is
secure with respect t@, ds, 3, 04, R).

)

Remark 6. In this paper, the event-based security control problemwsstigated for a class of
discrete-time stochastic systems with multiplicativesesi and cyber attacks. By utilizing two
sets of Bernoulli distributed white sequences, a novethkttaodel is proposed to account for the
phenomenon of both randomly occurring DoS attacks and rahdoccurring deception attacks.
Based on such a model, the result established in Theoremtaiosrall the information about
the threshold of the event-triggered communication meisharthe security requirements and the
statistical information of cyber attacks. It is worth meming that the research methodology
developed in this paper is quite general that can be apmiedvariety of systems. For example,
the obtained results can been easily extended to more awatgydi cases such as the case where
the attacks occur in the channel between controllers andigdiysystems as well as the channel
between sensors and controllers.

4. lllustrative example

Following [37], we consider the security control problem éogeared DC motor, which is a com-
ponent of the MS150 modular servo system. Setting the sagpineT” = 0.01s, we obtain the

10



following discretized nominal system matrix and measummeatrix:

T
1 0.0098 1
AO_[O 0.9653}’ CO_{O} '

In the MS150 modular servo system, the control inpuis a voltage and the measurement output
Ui 1S a rotary angle of the extended shaft, which is also caledposition of the shaft. The
movement of the motor is affected by the stochastic disneea; . (i = 1). To this end, other
parameters are given as

0.0120 0
Al_{ 0 0.0900]’

T
1.50 0.12
B:{ ]’Cl:{—o.lzl}'

Assume that the attack probabilities are= 0.90 and3 = 0.25. Moreover, the parametefs,
92, 93, 04 aNd R are, respectively).004, 0.10, 0.32, 0.30 and diad0.95, 0.95}.

By using the Matlab software (with the YALMIP 3.0 [38]) whetlee solver is selected as
'solvesdp’, a set of feasible solutions of Theorem 2 is at#dias follows:

g1 = 24.8338, g, = 22.3623, 7 = 0.4044, K = —5.6703, P, = 5.0861

p _ | 9-6681 —0.1235 ] o [ 15.6750  0.3023
17| —0.1235 9.9088 |’ 0  —16.5272 |-
Furthermore, the desired control parameter is obtaingd as—0.3617.

In the simulation, the disturbance signal of attackgérss selected a8, sin(k) and the initial
value is set ag, = [0.20 — 0.18]7. The simulation results are shown in Figs. 2-4, where Fig. 2
plots the norm of states for the open-loop system and thedmsop system without attacks. Since
the spectral radius of the matrify @ A, + > > | A; ® A; is 1.0015, we can see that the open-loop
system is unstable.

Fig. 3 depicts the norm of states for the closed-loop systémattacks. The curve experiences
three unexpected jumps/at= 75, 78, 81 and114 since the system suffers from deception attacks
atk = 73,74,77,80 and113. In comparison with the dotted line in Fig. 2, the controlfpenance
is degraded by attacks.

The event-triggered time and the successful time of attackshown in Fig. 4, from which we
can easily find that the number of event-triggered commtioicés quite small and the communi-
cation burden is effectively reduced. In Table 1 and Table&further examine the effect on the
security level from the increased attack probability of Caitacks (or deception attacks) and we
can conclude that the security performance deterioratdseaattack probability increases.

Table 1 The minimum security level with differert— a for 3 = 0.001

1-—a 0.380 0.385 0.390 0.395 0.400 0.405 0.410
Security levels? 0.5899 0.6065 0.6254 0.6457 0.6680 0.6937 0.7213

1-a 0.415 0.420 0.425 0.430 0.435 0.440 0.445
Security levels? 0.753 0.7894 0.8305 0.8784 0.9359 1.0034 1.0851
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0.35 T
the open-loop system
‘‘‘‘‘ the closed-loop system without attacks

0.3f b

0.25

0.2}

llzl

0.15f -
0.1F \ i

0.05 N 1

C o

0 50 100 150

Fig. 2. The norm of states for the open-loop system and the closed-loop system without attacks.

0.35

T
the closed-loop system with attacks
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Fig. 3. The norm of states for the closed-loop system with attacks.
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Table 2 The minimum security level with different for & = 0.999

B8 0.26 0.29 0.32 0.35 0.38 0.41 0.44
Security Ievel5§ 1.8650 1.8664 1.8676 1.8686 1.8716 1.8743 1.8778

B 0.47 0.50 0.53 0.56 0.59 0.62 0.65
Security Ievel5§ 1.8842 1.8905 1.8990 1.9093 1.9221 1.9395 2.1790

The successful time of DoS attacks

The successful time of attacks

The event-triggered time

The event-triggered and attack time

0 50 100 150
Time (k)

Fig. 4. The event-triggered time and the attack time

5. Conclusion

In this paper, the event-based security control problermbeas discussed for a class of discrete-
time stochastic systems with multiplicative noises. Thenplunder consideration is subject to
randomly occurring DoS attacks and randomly occurring piéee attacks. First, a novel attack
model has been provided to describe such two attacks withimifeed framework. Then, an event-
based communication mechanism has been utilized to reti@eceammunication burden. Fur-
thermore, the output feedback controller gain matrix hanhbtained by solving a linear matrix
inequality with nonlinear constraints. Finally, a simutatexample has been exploited to show the
effectiveness of the event-triggered security controesoh proposed in this paper.
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Appendix: Proof of Theorem 1

Construct the Lyapunov function
Vi = @} Piy.

By calculating the difference df}, along the trajectory of system (5) and taking the matheraltic
expectation ow; y, @, (i = 1,2,--- ,r,j =1,2,--- s), o_andf; , one has

E{AVi|in} = B{&}, Py — T Pl 3}

= B{B{7], Pans — 5 Piufaf,. 61, } | }

- E{:z;{ (A’{ PA, +aATPA; —2(G — aB)ATPA,
+ (@ — 248 + X)ATPA; + Ay — P) B
+ &, (2aBA] PAs — 2aBA5 PA; +2(af — ) A PAs)é;. (13)
+ i, (2a(1 — B)A] PA; — 2(& — a3)A] PA;
+2(a —2a3 + X)AgPAs)ek + (gis)T(((@BY + X)Agpv%)g/tfs
+2(6,)" (@25 + af — X) AL PAs)ex
+el((@2(1— B +a —2aB + x)A?PAS)ek)gék}

_ . I=
= N =Nk
where .
e = | T (51@) e
R En—nl =3P Zi3
== * 522 + 82[ 0
x x 533 + 61[

Subsequently, taking (e, d1) < 0 and||&f|| < 0, into consideration, one has
E{AV(k)}
<E{ni S, + e1(87 — el ex) + £2(05 — (6,760 }

14
= E{n;{Elnk — ngdiag{ﬂl, 0, O}nk} + 615% + 525§ (14)
< — E{pldiag{nI, 0, 0} } + 6°
which implies
E{AVi} < —mB{ ||y ]?} + 6 (15)

For any scalary > 1, it follows from the above inequality that

E{y**'Vis1} — E{*Vi}
=V HME{Vier — Vit + 7 (v — DE{Vi} (16)
<AH((y = Dp — ym)E{|| 2} + 7*+16°.

Selectingy = p_LW and one has from (16) that
E{y*Vi} —=E{Vo} < (" +7* 1+ -+ )¢ (17)
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which implies
E{Vi} <7y P E{Vo} + (1 +77" 4+ 4762

ok [1—(1/7)"¢”
=7 EVo} + 7
0% 0%~
_ Ak _
7 [E{VO} v—1 +7—1 (18)
0%~ 0%~
<~k —1/2 pp—1/2y52 _
=7 (AmaX(R PR )54 7_1>+7_1

2
< max {)\max(R‘l/zPR‘W)éi, %}

Finally, it can be concluded from (7b) that the closed-logptem (5) is secure with respect to
(01, 02, 93, 04, R), which completes the proof.
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