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ABSTRACT

The early days of voice over IP (VoIP) adoption were characterized by a lack of concern and awareness about security is-
sues related to its use. Indeed, service providers and users were mostly preoccupied with issues related to its quality, func-
tionality, and cost. Now that VoIP is a mainstream communication technology, security has become a major issue. This
paper investigates the major security threats for VoIP communications and proposes a multipath approach solution, espe-
cially targeted for low bandwidth networks. Results show that security has an effect on VoIP quality especially for a large
distance between communicating nodes and packet size. Results also show that our proposed multipath solution reduces
significantly packet losses and performs better than single routing techniques in networks with low bandwidth capacities.
Copyright © 2016 John Wiley & Sons, Ltd.
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1. INTRODUCTION

Voice over IP (VoIP) is rapidly replacing traditional tele-
phony networks such as the public switched telephone net-
work as the main method of communication between
remote users. One of the main challenges of VoIP is the
unreliable quality of such a communication method. In
many cases, congestion on IP and internet networks pre-
vents service providers and users from delivering an excel-
lent quality for VoIP communications. It is worth to note
that there exist considerable research proposals and
solutions tackling the quality of service issues in VoIP
networks [1–10,12–17]. However, there is a paucity of
research on VoIP security threats. This is of special
concern especially bearing in mind when we think that
VoIP is becoming mainstream.

Traditionally, the most important factors that affect
VoIP quality are its latency, jittering, and available
bandwidth. It is worth noting that there is a rising concern
about the quality and efficiency of VoIP communication
when adding and implementing functionalities targeting
its security. The level of security services applied to a VoIP
commination plays a role in determining its quality.

Therefore, the following security services are the main
factors that should be considered in any VoIP communica-
tion [2,4,7,8,12,13]:

• Confidentiality: It is the protection of communi-
cated VoIP packets from attacks. In other words,
the content of information cannot be revealed if
being sniffed by an attacker in the middle of trans-
mission. For example, a video conversation be-
tween two state presidents is considered as
needing to be confidential to the utmost degree.
Therefore, the content of this conversation should
not be revealed.

• Integrity: It assures that the VoIP packets have been
received as being sent with no modification.

• Non-repudiation: It prevents communicating parties
either sender or receiver from denying a transmitted
VoIP conservation. Thus, after a VoIP conversation,
the receiver can prove that the assumed sender has
in fact led the VoIP conversation.

It is worth noting that security threats related to VoIP
communications can be accomplished by different
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techniques. A list of these security threats include identity
theft, eavesdropping, denial of service, VoIP phishing, call
interfering, and flooding. In addition, one of the main
concerns of VoIP is the changeable quality of such a com-
munication technique. In many cases, congestion on IP
networks prevents service providers and users from
delivering an excellent quality on voice over IP communi-
cations. Therefore, this paper investigates the effect of
security on the reliability of VoIP communications. This
paper also discusses research literature related to VoIP
and security and concludes with a proposed solution based
on multipath routing to provide security for low or limited
bandwidth networks.

This paper is organized as follows. Section 2 discusses
the related work on Voice Over IP (VoIP) networks. We
present the analysis of security impact on VoIP quality in
Section 3. The design model and implementation issues,
and results of our multipath approach solution to provide
VoIP security in low or limited bandwidth networks are
then discussed in Section 4. Finally, we conclude the paper
and present some future trends in Section 5.

2. RELATED WORK

The widespread usage of VoIP applications and their inte-
gration with personal computing in different fields has
changed the model of how security of VoIP should be han-
dled. Indeed, there have been a growing number of re-
search initiatives, designs, and implementations that have
explored the use of security in this regard. When consider-
ing security, the quality and performance of VoIP commu-
nications are the critical issues that need to be considered.
For example, Reason and Messerschmitt [2] have intro-
duced this issue more than a decade ago. Anwar et al. [3]
started research that aims to document three design pat-
terns for VoIP implementations related to specific VoIP se-
curity problems. In related work, Kunze et al. [4] have
considered the non-repudiation security issue for the con-
tent of VoIP communication by applying digital signature;
however, this approach does not secure the confidentiality
of the VoIP content. Palmieri et al. [5] addressed the secu-
rity of VoIP from an end-to-end perspective taking into the
account the three security factors (confidentiality, authenti-
cation of users, and authentication of voice content).
Nevertheless, reviews on this approach show a problem re-
sulted from public key infrastructure (PKI) infrastructure
requirement. Another approach that considers the heavi-
ness of applying encryption techniques on VoIP communi-
cation was proposed in [6]. This approach put forward an
adaptive lightweight encryption algorithm that takes into
account CPU capabilities of participating parties. The per-
formance of this approach with regard to delay, packet
loss, and jittering has not been evaluated and tested,
however.

It is worth noting that the analyses and proposals for
VoIP secure quality are still under discussion and debate.
A recent approach that considers the performance of

VoIP has been published by Cioponea et al. [7]. The au-
thors used a dedicated hardware (a firewall) to test the
quality of VoIP; however, it can be noticed that this work
focuses only the authentication of VoIP content. Hanifan
and Bandung [8] have considered the security of VoIP
communications, but the scope of their implementation
is limited to enterprise networks only. This kind of solu-
tions cannot be generalized as usually VoIP communica-
tions are performed through the internet, and therefore,
the effects of security applications are more critical than
those in local networks. One recent interesting approach
for Son et al. [9] has tested the Advanced Encryption
Standard (AES) encryption and PKI by using RSA Rivest
Shamir and Adelman algorithm on VoIP communications
quality, but they only consider the delay factor. Moreover,
Wanga and Liu [10] also tested the AES and elliptic curve
Diffie–Hellman for key exchange on VoIP quality. Their
results included the delay and packet loss. Angrisani
et al. [11] have also tested VoIP secure communications
and checked the impact of security on quality factors such
as delay and jittering. The authors in [12] have evaluated
the overhead impact of IPSec on VoIP. Their implementa-
tion was limited to LAN networks and only via mobile test
cases. The work in reference [13] investigates the three
major factors (delay, jittering, and packet loss) that in-
fluence the quality of service (QoS) for VoIP. The re-
sults obtained show that VoIP over a virtual private
networks gives better QoS over traditional firewall for
VoIP communications; however, these results were ob-
tained by using a test on OPNET. For P2P VoIP com-
munications, Jiang et al. proposed a secure key
agreement for P2P VoIP Session Initiation Protocol.

Research has also focused on possible attacks on VoIP
communications and their impact [15–17,21,22]. Such at-
tacks may include theft of service, masquerading, IP
spoofing, call interception, non-repudiation attacks, call
hijacking, denial of service, call setup and signaling at-
tacks, and attacks on smartphones.

It is worth observing that the literature on VoIP security
is not mature. On the other hand, to the best of our knowl-
edge, the issue of VoIP security in low bandwidth net-
works has not been previously examined and forms the
focus of this paper. In Table I, we provide a comparison
of some literature work related to VoIP security. The fac-
tors presented in the comparison table concentrate on the
five factors: security protection type, for example, is confi-
dentiality considered or not, and the network type, for ex-
ample, is it local, wide, internet, generalized MPLS
(GMPLS), or low bandwidth networks. The remaining fac-
tors are jittering, delay, and packet loss.

3. ANALYSIS OF SECURITY IMPACT
ON VOIP QUALITY

The main observation from the previous section is the po-
tential negative impact of implementing security function-
ality on VoIP applicationsˈ quality, such as the delay,
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packet loss, and jittering. Our objective in this section is
to test by simulations and analyze the impact that adding
security considerations has on the quality of VoIP calls.
These simulations consider the delay, packet loss, and
jittering as main performance evaluation parameters.
Table II shows the simulation details and security param-
eters for two different scenarios. The first one is when
sending the VoIP traffic in one single path, while the sec-
ond is when sending the VoIP traffic in multipath. The
simulations were conducted by using the NS2 simulation
tool (NS-2.35) [20]. The first scenario in Table II applies
the AES as an encryption technique to encode VoIP data.
The key management protocol that is used to exchange
the security keys is the PKI (RSA) based on 1024 bits
key size. We have chosen different network topologies
with variable distances between nodes ranging from
100m to 4000 km in the context of wired networks
(LAN, WAN, MAN). Indeed, the purpose of making
the distance between node variable is to help measure
the distance effect on VoIP quality. The employed proto-
col as a routing agent for single-path routing is the Open
Shortest Path First (OSPF), while we used M-OSPF for
multipath routing. We used the G.711 and G.729
compression techniques to send VoIP traffic between par-
ticipating nodes. The simulation takes into consideration

different scenarios for traffic rate and variable packet
sizes.

Simulation results in Figures 1–3 show the effects of
distance, packet sending frequency, packet size, network
infrastructure type, and number of nodes along with secu-
rity on the quality of VoIP traffic with concentration on de-
lay, jittering, and packet loss as quality of service factors.

The second part of the simulations considers the packet
size effect and security on VoIP communication quality.
Figure 4 concludes these findings. The main observation
found is that the packet size has a strong impact on VoIP
delay performance, especially when a packet size exceeds
the threshold of 120 bytes. In addition, the packet size
has also an impact on the packet loss and jittering. Most
of the results obtained so far show that the effect of apply-
ing security is acceptable as long as the packet delay does
not exceed 150ms [13], which is the case for all testing re-
sults except for the case of AES 256 bit encryption and for
node distance exceeding 4000 km.

It is worth highlighting that the previous testing findings
apply only to computer networks with sufficient bandwidth
capabilities. However, these results cannot be valid or ap-
plicable in low or limited bandwidth networks [13,17].
Therefore, in the next section, we will discuss this case
and propose a solution.

Table I. Comparison summary of literature related to voice over IP security.

Approach Security protection type Network type Delay Jittering Packet loss

Cioponea et al. [7] Authentication Enterprise/local
networks

N/A N/A N/A

Hanifan et al. [8] Confidentiality Enterprise/local N/A N/A N/A
Son et al [9] Confidentiality Internet Yes N/A N/A
Wanga et al. [10] Confidentiality Enterprise Yes N/A Yes
Angrisani et al. [11] N/A N/A Yes Yes N/A
Kazemi et al. [12] IPSec Local LAN N/A N/A N/A
Our proposed work Confidentiality LAN/WAN/internet/low

bandwidth networks/GMPLS
Yes Yes Yes

GMPLS, generalized multiprotocol label switching.

Table II. Simulation parameters.

Parameter Type/value Parameter Type/value

Encryption technique AES 128, 192, 256 bits Network infrastructure type Wired, LAN, WAN, MAN
PKI RSA, 1024 bits Number of nodes 2, 4, 6, 10, 20
Simulation area:
distance between nodes

100m, 1 km Traffic UDP
10 km, 100 km
1000 km, 2000 km
4000 km

Routing agents OSPF, M-OSPF Signaling protocols SIP, SDP, RTP
VoIP Codec G.711, G.729
Sending frequency 30 Pkts/s Traffic throughput CBR

50 Pkts/s
100 Pkts/s

Packet size 100 bytes/200 bytes Simulation time 400 s
300 bytes
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4. A MULTIPATH APPROACH
SOLUTION TO PROVIDE SECURITY
IN LOW OR LIMITED BANDWIDTH
NETWORKS

In some network infrastructures, the bandwidth capacity of
links can be variable, that is, some have high bandwidth
capacities, and others have low or limited capacities. In ad-
dition, some links are more reliable than others, for exam-
ple, wired links are more reliable than wireless links, and
therefore, packets traversing through them are more vul-
nerable to packet loss and attacks. In such cases, the VoIP
quality may be affected, especially if security applications
are involved.

We propose a multipath approach based on network
coding to protect the content of VoIP communication and
increase its quality. The basic idea is to divide VoIP traffic
arriving at network gateway (i.e., Ingress Gateway) and
distribute the traffic into multipaths toward the outgoing
gateway (i.e., Egress Gateway). Figure 5 shows the struc-
ture model for our proposed VoIP multipath approach.
The multipath routes between Ingress and Egress gateways
are assumed to be disjoint. To illustrate more, disjoint
paths require having no common routers or links between
any of the participating multipath routes. This assumption
increases the effectiveness of security and reliability of
transmitted data. However, it is also possible to have max-
imally or partially disjoint multipaths, which means that
there are some shared router(s) and/or link(s) between
any of the participating nodes in the multipath routes. It
is expected to have a decrease in the performance of the

networking system when having partially multipath routes.
A direct explanation for this decrease can be expected due
to the fact that a failure or an attack on a shared node will
affect and involve more than one path and therefore could
lower the performance of the system.

Our multipath approach relies on three algorithms to ac-
complish this task. Algorithm 4.1 in the succeeding texts
illustrates how our approach distributes the VoIP traffic
at the Ingress Gateway. Algorithm 4.1 is responsible for
partitioning the VoIP traffic arriving at the Ingress Gate-
way into multipaths toward the Egress Gateway. The re-
construction of multipath VoIP traffics arriving at the
Egress Gateway is illustrated in algorithm 4.2. Both algo-
rithms 4.1 and 4.2 rely on the GMPLS to support the mul-
tipath route between Ingress and Egress gateways.
Algorithm 4.3 illustrates the MPLS role in distributing
and reconstruction of multipath traffics. The term GMPLS
is used to refer for a generalized label formats implemented
in networking switching technologies such as IP network
switching, time network switching, wavelength, or space
network switching. In this paper, we focus on the IP
networking, and therefore, we use the MPLS term because
it is the commonly used term in IP networks.

Algorithm 4.1 [Partitioning the VoIP traffic at the Ingress
Gateway]
Input: VoIP traffic S
Output: n sub-VoIP traffic depending on the number of multipaths
available toward the Egress Gateway.
Step 1: Initialization
•Divide the VoIP IP packet traffic into sub-VoIP IP packets.
•Set the fragmentation bit and enforce fragmentation to divide
the original VoIP packet into n fragments. Indeed, the fragmen-
tation is not enabled for small size packets; therefore, we can

Figure 1. Effect of security on packet delay with regard to variable distance between nodes.
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use the fragmentation fieldˈs information such as the fragmenta-
tion ID to help in reconstructing these multipathsˈ VoIP packets
at the Egress Gateway.
Step 2: Processing VoIP traffic
•Break the VoIP packet into blocks of fixed lengths B1, B2, …, Bi,

where 0 ≤ i ≤ U, and U is the total number of blocks in a VoIP
packet.
•Block size should be divisible over n � 1 with no remainder, that
is, (Bi/k) ≠ 0.
•Padding, in the last block in VoIP IP packet, is required if the

Figure 3. Effect of security on packet jittering with regard to variable distance between nodes.

Figure 2. Effect of security on packet loss with regard to variable distance between nodes.
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number of bytes in the block is not divisible by k.
•In each block, all bytes are fed to all coefficients of the poly-
nomial function represented in GF(2

8
) finite field.

•Break the resultant VoIP into n sub-VoIP packets.
•For every n sub-VoIP packets, produce a redundant sub-VoIP
packet by using the XOR calculation in GF(2

8
).

•Save and distribute the calculated n values to n multipaths.
Step 3:Repetition 1
Repeat step 2 for all bytes in Bi

Step 4: Repetition 2
Repeat steps 2 and 3 for all blocks in a VoIP packet.
Step 5: Finish or wait for another VoIP to be processed.

Algorithm 4.2 [Reconstruction of VoIP from sub-multipath routes
at the Egress Gateway]
Input: multipath VoIP sub-IP packets
Output: VoIP traffic S
Step1: Select any k = n � 1 out of n sub-VoIP packets.
Step 2: Perform the reconstruction by defragmentation process
•If : one fragmented sub-VoIP packet is lost or has errors, then :
Recover it from the redundant VoIP sub-packet.
•Reconstruct the original block Bi from blocks of each sub-VoIP

packet, where Bsub is the block size in each sub-VoIP packet.
Step 3: Repetition
Repeat step 3 until all blocks from sub-VoIP IIP packets are re-
constructed, and finally, the original VoIP packet is recon-
structed.
Step4: Repetition
Repeat steps 2 and 3 until all VoIP traffics are reconstructed
Step5: Finish or wait for another VoIP traffic.

Algorithm 4.3 [VoIP sub-IP packet distribution and reconstruc-
tion at gateways and network infrastructure handling]
Input: multipath VoIP sub-IP packets
Output: labeled VoIP sub-IP packets
Requirements: MPLS supported by the network core infrastructure
Step 1: Select multipath label switched paths (LSPs) for n sub-
VoIP packets (between Ingress and Egress gateways)
Step 2: At Ingress Gateway, assign MPLS labels for each VoIP sub-
IP packets and distribute it to the assigned LSP.
Step 3: At Egress Gateway, extract MPLS labels received from LSPs
and Defrag.
Step 4: Reconstruct original VoIP packet
Step 5: Repetition

Figure 4. Effect of security on packet delay, loss, and jittering with regard to variable packet size.

Figure 5. A multipath structure model for voice over IP.
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Repeat steps 1 and 4 until all VoIP traffics are processed at In-
gress and Egress gateways.
Step 5: Finish or wait for another VoIP traffic.

In order to test our multipath approach for VoIP
communications, we made some modification to the label
distribution protocol traffic engineering protocols [18][19]
to support extensions for M-OSPF multipath routing proto-
col. It can be clearly noticed that new objects have to be in-
troduced in the label distribution protocol traffic engineering
signaling messages. Therefore, we have defined new
Forwarding Equivalence Class called forward error correc-
tion VoIP, management information base, EXPLICIT-
ROUTE objects for multipath routing for M-OSPF routing
protocol, route request object, and route reply objects.

Now, our goal in this section is to test by simulations
and analyze the impact of using the multipath approach
on the quality of VoIP communication. In addition, we
measure the impact of using the multipath approach toward
enhancing the security of VoIP. These simulations con-
sider the delay, packet loss, and jittering as main perfor-
mance evaluation parameters. We have used the same
simulation setup as shown in Table II with two testing sce-
narios; the first one is when sending the VoIP traffic in one
a single path, while the second is when sending the VoIP
traffic in multipath routes. The simulations were conducted
by using the NS2 simulation tool (NS-2.35). Figure 6
shows that multipath delays between two Ingress and
Egress gateways are very close to the single-path routing
with more delay encountered in the multipath routing due
to the fact of having longer paths than the others. However,
Figure 7 shows a significant improvement in respect of
packet loss when using multipath routing, which is to be
expected due to its having redundant packets sent over
the multipath VoIP communication.

Nevertheless, the multipath option comes with a cost.
The option to find multiple paths between two

communicating gateways may not always be available.
Moreover, buffering at the receiving gateway is also re-
quired because it has to wait for slower paths. To allocate
the required buffer size, the following calculations are
required:

Consider an original VoIP traffic T with n sub-VoIP
traffic Tn. The end-to-end delay for each share toward an
Egress gateway Ge is given by

dTn;Ge ¼
X
i;jð Þ∈Mn

dij (1)

where according to our description dij is the delay of each
link (i, j) in a pathMn. The delay for the slowest Tn belong-
ing to Egress gateway Ge is

dTn;Ge

slowest ¼ max dTn;Ge
� �� �

for all Mn in M (2)

Therefore, the buffer size QTn;Ge required for each Tn
traffic is

QTn;e ¼ dTn;Ge

slowest � dTn;Ge

� �
:RTn (3)

where RTn is the bit rate arrival for gateway Ge from traffic
Tn. It is noticed that a buffer for the slowest path is not re-
quired. The total buffer size required at an egress router Ge

for an original VoIP traffic T is

QTe ¼
X

∀Mn∈M
QTn;Ge (4)

5. FUTURE WORK AND
CONCLUSION

In this paper, we focused on VoIP communication and the
security impact for wired infrastructure networks.

Figure 6. Packet delay evaluation for single and multipath voice over IP communications.
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Therefore, our next step will target the same objectives
mentioned in the preceding texts but with focus on wireless
network infrastructures, which require different testing and
simulation environment. Moreover, the visibility of VoIP
application in distributed systems/cloud computing envi-
ronments will also be investigated.

In this paper, we have studied the effect of security on
VoIP communications. Our simulation results have shown
that adding security on top of a VoIP communication may
result in adding more delay, jittering, and packet loss,
especially when applying high encryption standards such
as AES (256 bits). This paper also investigates the appli-
cation of VoIP in multipath environment. Our analysis
has shown that multipath networking can reduce the VoIP
packet loss with a slight delay incurred. We also, sug-
gested the use of MPLS as core infrastructures for multi-
ple path networking as MPLS is able to provide
multipath routing with simple implementation and less
networking overhead.
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