<fresh page><cn>6
<ct> DIRECTIVE 2009/110/EC ON THE TAKING UP, PURSUIT AND PRUDENTIAL SUPERVISION OF THE BUSINESS OF ELECTRONIC MONEY INSTITUTIONS AND DIRECTIVE 2015/2366/EU ON THE CONTROL OF ELECTRONIC PAYMENT SEVICESS IN THE INTERNAL MARKET EU
<au>Christine Riefa
<T/S please set ToC over 2 columns>
6.1 	Introduction							6.01
	6.2	The failure of the first Electronic Money Directive		6.06
6.3	The new legal landscape for electronic payments			6.16
6.4	Interaction between the E-Money Directive and the Payment Services Directive								6.21
6.5	Adoption of a risk-based approach to regulation to stimulate technological innovation in electronic payments 					6.27
6.6 	Technology neutral rules					6.37
6.7 	Heightened security rules for electronic payments under PSD2	6.43
6.8 	Protection of consumers under the Payment Services Directive 	6.51
		6.8.1 Information requirements					6.52
	6.8.2	Liability of the parties for un-authorised or incorrectly executed payment transactions						6.63
6.9 	Surcharging							6.69
	6.10	 Conclusion							6.76


Important dates regarding the Directive 2009/110/EC on certain legal aspects of the control of electronic payments in the EU, in particular payment services and electronic money are in chronological order:	Comment by Christine Riefa: Should you not include the same for Directive 2015/2366 on payment services? Seems odd to only have one of the two cited in the title? 
<blist>
> <bt>2008, October 9 – Proposal adopted by the Commission;
> <bt>2009, April 24 – Proposal approved by the European Parliament, subject to amendments;
> <bt>2009, 27 July – Approval by the Council of the EP Position
> <bt>2009, 16 September – Signature by the President of the EP and by the President of the Council
> <bt>2009, 10 October - Publication Official Journal
> <bt>2011, 30 April – Directive to be implemented </list>

<a> 6.1 INTRODUCTION
[prn] 6.01 The existence of suitable payment systems has always been critical to the development of electronic commerce.[footnoteRef:1] They have enabled transactions to take effect there and then, rather than waiting for a cheque to arrive by post, or cash to change hands. Now, one can pay with a mobile phone not only a retailer, but also a friend, when splitting the restaurant bill. Technology is enabling money to circulate more freely, although some may argue that this is not without its dangers.  [1:  Chris Reed, Ian Walden and Laura Edgar, Cross-border Electronic Banking: Challenges and Opportunities (2nd ed, Informa Law 2014) 167. ] 

[prn] 6.02 Electronic payments are not defined as such in any European legal instruments, although a number of them do in fact regulate their operations.[footnoteRef:2] For the purpose of this chapter, we understand electronic payments to cover a diverse range of payments methods used for buying and selling goods and services using non-cash methods. They all have in common that the payment order is initiated using electronic means.[footnoteRef:3] This includes card systems (e.g., Visa, Mastercard) or electronic money. Electronic money takes many forms and utilises a variety of business models. But to date, the most successful model is based on the intermediation between bank accounts or payment cards and retailers (e.g., Paypal, Sofort), rather than the issuance of virtual cash or currency to replace coins and banknotes. Indeed, most digital cash projects have failed. Only card-based e-purses survive today but still do not have significant relevance in terms of market shares.[footnoteRef:4] Other electronic payment methods exist in the form of direct debits or credit transfers but those do not tend to be favoured by consumers shopping online or via their mobile phone, although they still represent a large portion of electronic payments.[footnoteRef:5] [2:  Note however for example, Recital 3, Recommendation 97/489/EC of 30 July 1997 concerning transactions by electronic payment instruments and in particular the relationship between issuer and holder, OJ (1997) L208, 52–58.]  [3:  Etienne Wery, Paiments et monnaie électroniques, Droit européen, francais et belge (Larcier 2007) §14, 17. Note that Recommendation 97/489/EC of 30 July 1997, ibid., talked of remote access payment instruments (see definition in Article 2(b)).]  [4:  See Christine Riefa, Achim Tiffe, Udo Reifner, Helena Klinger, Patrice Muller, Miriam Sinn, Iris Mantovani and Shaan Devnani, Krzysztof Korus and Hugo Godschalk, Study on the impact of Directive 2007/64/EC on payment services in the Internal market and on the application of Regulation (EC) No. 924/2009 on cross-border payments in the Community, Final report (January 2013) 43 <http://ec.europa.eu/finance/payments/docs/framework/130724_study-impact-psd_en.pdf >. For example, Beenz, founded in 1998 for example closed in 2001. The site allowed users to earn beenz that could be redeemed with participating online merchants. InternetCash based on the use of pre-paid card also disappeared in 2001. Those schemes however were limited to spending the digital cash at participating stores and could arguably be excluded from the scope of the E-Money Directive 2000/46/EC. Digicash, which relied on software to store money on their computers, also met the same fate. Simpay, which relied on mobile phone billing as means to effect payments also stopped operation in 2005. ]  [5:  They were the second and third largest in total number of transactions after card payments, according to the European Central Bank <https://www.ecb.europa.eu/stats/money/payments/paym/html/payments_n_2014.en.html>. We will not study them in this chapter. The rules applicable can be found in the PSD as well as the cross-border payments Regulation 924/2009. It was amended by Regulation 260/2012 of 14 March 2012 establishing technical and business requirements for credit transfers and direct debits in euro, OJ (2012) L94/22. ] 

[prn] 6.03 The latest trend shows that the electronic money payments market is maturing, though e-money payments still only account for a small proportion of all payments made in the EU.[footnoteRef:6] Data from the European Central bank demonstrates that the total volume of e-money issued in the EU grew from €1.2 billion in 2008 to €5.8 billion in February 2015.[footnoteRef:7] Most of the growth seems to have taken place after 2011,[footnoteRef:8] coinciding with the entry into force of the second E-money Directive 2009/110/EC (EMD2). Yet, this is far from the estimated €10 billion the European Commission was hoping for, by the end of 2012, when it introduced EMD2.[footnoteRef:9] Not only has the volume of transaction grown, the market has also evolved and new forms of payments, not simply based on dematerialised bank notes and coins have appeared. This includes payment initiation services, such as Paypal, or account information services that aggregate online information on one or more payment accounts held (although the later cannot enable payment, but helps consumers monitor their spending). Most recently Apple Pay launched in the EU[footnoteRef:10] and other mobile phone payments have emerged. It is expected that by 2020, more than a quarter of a billion people will embrace mobile payments, driving $130 billion spent using mobile devices.[footnoteRef:11] Bitcoin and other crypto-currencies, although still more or less at experimental stage, may also become a payment method of choice for retail transactions in future.[footnoteRef:12] [6:  Figures from the ECB show that out of the total number of transactions (68,073 million), only 2,077 million were electronic money transactions. The most popular mode of payment to date remains card payments <https://www.ecb.europa.eu/stats/money/payments/paym/html/payments_n_2014.en.html>. ]  [7:  http://sdw.ecb.europa.eu/reports.do?node=1000003509. ]  [8:  See Christine Riefa et al., n. 4, 29 <http://ec.europa.eu/finance/payments/docs/framework/130724_study-impact-psd_en.pdf >. ]  [9:  Europa Press Release, (2009) IP/09/637 <http://europa.eu/rapid/pressReleasesAction.do?reference1⁄4IP/09/637&format1⁄4 HTML&aged1⁄40&language1⁄4EN&guiLanguage1⁄4en>. ]  [10:  Apple Pay launched in collaboration with Visa in the UK in July 2015 <https://www.visaeurope.com/making-payments/applepay/>. ]  [11:  Strategy Analytics <https://www.visaeurope.com/tokenisation/>. ]  [12:  <http://www.technologyreview.com/news/535221/is-bitcoin-stalling/>. Note that the operation under which traditional currencies are exchanged for Bitcoins and vice versa was considered to be a supply of services by the CJEU and as such exempt from VAT. This may come to encourage the use of Bitcoin in the EU in future. See CJEU Case C-264-14 Skatteverket v David Hedqvist, 22 October 2015, <http://curia.europa.eu/juris/document/document.jsf?docid=170305&mode=req&pageIndex=1&dir=&occ=first&part=1&text=&doclang=EN&cid=767107>. ] 

[prn] 6.04 In order to ensure that electronic payments can continue to flourish while offering consumers the protection and security required, the EU has undertaken a programme of modernisation of its legal framework, starting with the adoption of a revised E-money Directive 2009/110/EC (EMD2) and culminating with the adoption of the second edition of the Payment Services Directive 2015/2366 (PSD2) in late 2015.[footnoteRef:13] This latest Directive will come into force two years after its publication in the Official Journal and in the meantime, the current Directive 2007/64/EC (PSD1) will continue to apply. I will therefore discuss primarily EMD2 and PSD1, which are, at the time of writing, the current legislation, but point out forthcoming changes in PSD2 that will affect electronic payments.  [13:  Directive 2015/2366 of 15 November 2015, OJ L337/35. Note that at the time of writing the Directive had not been published in the official journal. I therefore used the text adopted by Parliament on 08/10/2015 as the basis for writing, available online: <http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//NONSGML+TA+P8-TA-2015-0346+0+DOC+PDF+V0//EN>. Note also that the Banking Directives briefly discussed below were merged and revised and are now replaced by Directive 2013/36/EU of 26 June 2013 on access to the activity of credit institutions and the prudential supervision of credit institutions and investment firms, amending Directive 2002/87/EC and repealing Directives 2006/48/EC and 2006/49/EC, OJ (2013) L 176/338. In addition, Regulation (EU) No 575/2013 of 26 June 2013, OJ (2013) L 176/1 contains updated prudential requirements. ] 

[prn] 6.05 While comprehensive, the legal framework applicable to electronic payment is extremely complex, primarily due to the fact that the numerous legal texts that regulate them are changing rapidly, are lengthy and are in fact largely intertwined. As it is not possible to explore all aspects of this here, this chapter starts by charting the historical background surrounding the control of electronic payments in Europe, focussing primarily on the failure of the first Directive controlling electronic money. It then continues looking at the current and forthcoming legal framework for electronic payments. This chapter examines closely the rules enacted and their interaction and will review key themes rather than proceeding as an article-by-article commentary. It focusses particularly on the issues of technological neutrality, heightened security rules applicable to electronic payments, the move towards a risk-based regulatory regime to push growth in the sector and will lastly look at the rules put in place by the Payment Services Directive, mostly for the protection of consumers using payment services and e-money. 

<a>6.2	THE FAILURE OF THE FIRST ELECTRONIC MONEY DIRECTIVE
[prn] 6.06 Efforts to control electronic payments date back to the late 1980s[footnoteRef:14] Recommendation 87/598/EC concerning a European Code for electronic payments[footnoteRef:15] focussed on the use of cards in terminals and at point of sales, at a time when the new technology was ‘not being developed on a large scale in any of the Member States’ and was making it ‘impossible as yet to determine with any accuracy all the specific problems that are likely to arise’.[footnoteRef:16] Nevertheless, the idea of a code of conduct was established to encourage growth in this area, yet retaining the level of flexibility required not to hamper any progress. The principles developed concerned interoperability, fair practice, transparency and security. A second Recommendation[footnoteRef:17] quickly followed, this time focussing on consumer protection.  [14:  They coincide with a wider initiative to develop EU Payments law and the free movement of capital in the internal market. For more on this subject, see Agnieszka Janczuk-Gorywoda, Evolution of EU Retail Payments Law (2015) 40 European Law Review 858. ]  [15:  Recommendation of 8 December 1987, OJ (1987) L365, 72-–6. ]  [16:  Recitals, Recommendation 87/598/EC. ]  [17:  Recommendation 88/590/EC of 17 November 1988 concerning payment systems, and in particular the relationship between cardholder and card issuer, OJ (1988) L317/55. ] 

[prn] 6.07 Together they were the precursors to Commission Recommendation 97/489/EC concerning transactions by electronic payment instruments and in particular the relationship between issuer and holder[footnoteRef:18] which solidified a number of key principles that are still in use today, although included in other legal sources, with binding force this time. The principles included the transparency of conditions for transactions, the irrevocability of payment and the liability of the parties (including a cap on the loss imposed on a card holder in case of loss or theft providing the issuer had been notified and the personal identification number or other pin had been kept secret). Recommendation 97/489/EC focussed on several types of payment instruments: reloadable electronic money instruments (in the form of stored-value cards and electronic tokens stored on network computer memory) as well as other forms such as remote access to a consumer’s account (payment cards, phone- and home-banking). [18:  Recommendation of 30 July 1997, OJ (1997) L208, 52–8. ] 

[prn] 6.08 Other legal instruments[footnoteRef:19] followed including Directive 97/7/EC[footnoteRef:20] which contained in Article 8, the right for consumers, who bought goods or services at a distance, to request the cancellation of a payment where the card was used fraudulently as well as for the sums paid to be re-credited. [19:  See for example, Decision 1999/438 of 14 September 1999 on combating fraud and counterfeiting of non-cash means of payment.]  [20:  Directive 87/7/EC of 20 May 1997 on the protection of consumers in respect of distance contracts, OJ (1997) L144, 19–27. ] 

[prn] 6.09 The core of the regulatory regime in application today however, truly started to take more formal shape in 2000. Directive 2000/46/EC on electronic money (EMD1), ‘granted legal recognition to electronic money’[footnoteRef:21] for the first time and defined the rules applicable to the taking up, pursuit of and prudential supervision of the business of electronic money institutions. It did not lay down any rules concerning the contractual relationships formed between the electronic money institution and its users. This was left to Recommendation 97/489/EC which has since become part of the Payment Services Directive (see below).  [21:  John A Usher and Andrés Guadamuz, ‘Electronic Money: The European Regulatory Approach’ in L. Edwards (ed.), The New Legal Framework for E-Commerce in Europe (Hart Publishing, 2005) 173–201. Available at SSRN: http://ssrn.com/abstract=1285961. ] 

[prn] 6.10 EMD1 was adopted in response to the emergence of new pre-paid payment products and was intended to create a clear legal framework[footnoteRef:22] and contribute to the development of electronic commerce.[footnoteRef:23] However, it became quickly apparent that the legal regime put in place did not have the desired effect and in fact, the Directive’s provisions were ‘considered to have hindered the emergence of a true single market for electronic money services and the development of such user-friendly services’.[footnoteRef:24] This was primarily anchored in a number of features that were making it difficult for Electronic Money Institutions (EMIs) to get off the ground. [22:  Recital 1, E-Money Directive 2009/110/EC. ]  [23:  Ruth Halpin and Roksana Moore, ‘Developments in Electronic Money Regulation – the Electronic Money Directive: A Better Deal for e-money Issuers?’ (2009) 25 Computer Law and Security Review 564. ]  [24:  Recital 2, E-Money Directive 2009/110/EC.] 

[prn] 6.11 First, some confusion existed as to the legal classification of EMIs as ‘credit institutions’. Credit institutions were already able to issue and administer payments taking place with electronic money[footnoteRef:25] under Directive 2000/12/EC (Banking Directive, hereafter BD1), although the Directive did not spell it out. Besides, EMD1 was adopted to ensure a level playing field with institutions specialising in the issuance of electronic money. It was modelled on the aforementioned Banking Directive defining specific prudential requirements (including initial capital requirements and on-going funds as well as restrictions on investment activities), although it was arguably less cumbersome on pure Electronic Money Institutions.[footnoteRef:26] Article 1 BD1 defined credit institutions as ‘an undertaking whose business is to receive deposits or other repayable funds from the public and to grant credits for its own account’. Yet, EMD1 clarified in its preamble that the issuance of electronic money as such was not a deposit-taking activity, justifying that a separate regime be adopted in EMD1 for Electronic Money Institutions. Article 2 of EMD1 also explained that the receipt of funds by an Electronic Money Institution was not a deposit or other repayable fund if the funds were immediately exchanged for electronic money (and inversely).[footnoteRef:27]  [25:  Directive 2000/12/EC, Annex I, point 5, which listed as an activity attracting mutual recognition the ‘issuing and administering means of payment (e.g., credit cards, travellers' cheques and bankers' drafts)’.]  [26:  Despina Mavromati, The Law of Payment Services in the EU (Wolters Kluwer 2008) 167 and 48–9. According to this author, ‘only the IR provisions on prudential supervision and the Money laundering Directive were applicable to Electronic Money Institutions’. Also see Recital 11, Directive 2000/46/EC. ]  [27:  Mavromati, ibid., 167. ] 

[prn] 6.12 While prudential requirements imposed on EMIs were relaxed compared to credit institutions, their business activities were limited to issuing electronic money and little else.[footnoteRef:28] This had the effect of drastically limiting the activities that could be carried out by EMIs without falling into the category of credit institutions and under the weight of a more drastic legal regime.[footnoteRef:29] The Banking Directive has since been recast in Directives 2006/48/EC and 2006/49/EC[footnoteRef:30], and the definition of a credit institution was amended to include ‘an electronic money institution within the meaning of Directive 2000/46/EC’.[footnoteRef:31] The recast laid down the legal framework for the taking up and prudential supervision[footnoteRef:32] of credit institutions and enables an institution, authorised in one Member State, to operate in all others, through the ‘passporting’ provisions.[footnoteRef:33] However, the advantages of being able to operate in all Member States through a single authorisation exercise[footnoteRef:34] did not seem to outweigh the drawback of a stringent regime, in particular regarding the minimum capital requirements imposed on credit institutions.[footnoteRef:35] As a result very few institutions seem to be taking up the business of issuing electronic money as credit institutions.  [28:  Article 1(4) stated that Member States shall prohibit persons or undertakings  that are not credit institutions, as defined in Article 1, point 1, first subparagraph of Directive 2000/12/EC, from carrying on the business of issuing electronic money. Article 1(5) continues stating: 
<quotation>The business activities of electronic money institutions other than the issuing of electronic money shall be restricted to: (a) the provision of closely related financial and non-financial services such as the administering of electronic money by the performance of operational and other ancillary functions related to its issuance, and the issuing and administering of other means of payment but excluding the granting of any form of credit; and  (b) the storing of data on the electronic device on behalf of other undertakings or public institutions.</quotation.]  [29:  For an application of the rules in the member states, see Gbenga Bamodu, ‘The Regulation of Electronic Money Institutions in the United Kingdom’ (2003) 2 JILT <https://www2.warwick.ac.uk/fac/soc/law/elj/jilt/2003_2/bamodu/#fn5>. ]  [30:  Note the latest reform of this Directive, namely, Directive 2013/36/EC of 26 June 2013 on access to the activity of credit institutions and the prudential supervision of credit institutions and investment firms, OJ (2013) L176/338, repeals Directive 2006/48/EC on the taking up and pursuit of the business of credit institutions and Directive 2006/49/EC on the capital adequacy of investment firms and credit institutions. ]  [31:  Article 4 Directive 2006/48/EC (recast). ]  [32:  Note that prudential requirements are now pulled together in Directive 2013/36/EU and Regulation (EU) No 575/2013.]  [33:  Recitals 10, 14, 16 on mutual recognition and Annex I Directive 2006/48/EC. See also Recitals 7, 15 and Annex I BD1. ]  [34:  Note that Article 2 EMD1 prevents electronic money institution from benefiting from mutual recognition. The only activity covered by passporting is limited to the issuance of electronic money. ]  [35:  See Article 5 BD1 and Article 9 Directive 2006/48/EC. ] 

[prn] 6.13 Second, despite claiming to be technology-neutral (for more on this, see below), EMD1 was designed mostly with smart card technology in mind,[footnoteRef:36] hindering technical developments in this industry.[footnoteRef:37] Indeed, Recital 3, EMD1 stated:  [36:  Guadamuz Andrés, ‘PayPal: the Legal Status of C2C Payment Systems’ (2004) 20 Computer Law & Security Report 298. See also, Usher and Guadamuz, n. 21, p. 35. ]  [37:  Recital 5, Directive 2000/46/EC. ] 

	<quotation>For the purposes of this Directive, electronic money can be considered an electronic surrogate for coins and banknotes, which is stored on an electronic device such as a chip card or computer memory and which is generally intended for the purpose of effecting electronic payments of limited amounts.</quotation>
[prn] 6.14 Many uncertainties also existed with regard to the legal regime of hybrid issuers, in particular pre-paid mobile network operators[footnoteRef:38] services, electronic vouchers and public transport smart cards.[footnoteRef:39] [38:  For more on those concerns, see the consultation paper of DG Internal Market on the application of the E-Money Directive to mobile operators (2004) http://ec.europa.eu/internal_market/payments/docs/emoney/2004-05-consultation_en.pdf.]  [39:  Halpin and Moore, n. 23. ] 

[prn] 6.15 Lastly, under the regime of Directive 2000/46/EC, EMIs were prevented from generating revenue by charging for services, which drastically stalled their development. Indeed, they could not charge for issuing funds[footnoteRef:40] or for depositing funds[footnoteRef:41] in an electronic purse.[footnoteRef:42]  [40:  Article 1(3)(b), Directive 2000/46/EC defines electronic money as a monetary value as represented by a claim on the issuer which is: (i) stored on an electronic device; (ii) issued on receipt of funds of an amount not less in value than the monetary value issued; (iii) accepted as means of payment by undertakings other than the issuer. ]  [41:  Article 3(1), Directive 2000/46/EC. ]  [42:  For more details on those anomalies in Directive 2000/46/EC, see Usher and Guadamuz, n. 21, p. 26. ] 

<a>6.3	 THE NEW LEGAL LANDSCAPE FOR ELECTRONIC PAYMENTS
[prn] 6.16 Meanwhile, the Payment Services Directive 2007/64/EC (PSD1) was adopted, the result of efforts to pull together a system, which ‘despite the existence of a number of community instruments and the introduction of a common currency in the euro area, remained largely regulated by national legislation’.[footnoteRef:43] PSD1 was primarily directed at payments taking place electronically (or at least being initiated in this way) and excluded paper-based transactions including cheque and cash transactions.[footnoteRef:44] PSD1 laid down a regime with two main components. It defines rules to protect consumers using payment services. They concern the transparency of the conditions and information requirements imposed on payment services and the rights and obligations of the parties in relation to the provision and use of payment services. The second component is a prudential regime that applies to a newly created category of financial services institutions: the payment institutions. This prudential regime akin to that of the Banking or Electronic Money Directives contains rules on minimum capital requirements, rules concerning the taking up and exercise of ‘payment services activities’ and applies the principle of mutual recognition, whereby authorisation in one Member State enables an institution to provide services in all Member States. It is this prudential regime that largely inspired a rethink of the regulatory landscape for electronic money and led to the adoption of Directive 2009/110/EC (EMD2). EMD2 Recitals recognise that the regulatory regime created by the PSD is modern and coherent with regard to payment services[footnoteRef:45] and that in order to remove the barriers to market entry that plagued the application of EMD1, the rules to which Electronic Money Institutions were subject needed to be reviewed. Alongside those reforms, the banking Directives were also pulled together and modernised.[footnoteRef:46]  [43:  Maria Chiara Malaguti, ‘The Payment Services Directive- Pitfalls between the Acquis Communautaire and National Implementation’ (European Credit Research Institute Report No. 9, March 2009) 1. ]  [44:  Article 3 PSD1 on negative scope. ]  [45:  Recital 3 EMD2. ]  [46:  See Directive 2013/36/EU of 26 June 2013 on access to the activity of credit institutions and the prudential supervision of credit institutions and investment firms, amending Directive 2002/87/EC and repealing Directives 2006/48/EC and 2006/49/EC, OJ (2013) L 176/338. In addition, Regulation (EU) No 575/2013 of 26 June 2013, OJ (2013) L 176/1 contains updated prudential requirements.] 

[prn] 6.17 PSD1 is acknowledged to have delivered benefits for the payment services market.[footnoteRef:47] However, the consultation entitled ‘Towards an integrated European market for card, internet and mobile payments’[footnoteRef:48] showed that significant areas of the payments market were problematic. This was because many innovative payment products or services did not fall within the scope of Directive 2007/64/EC or uncertainty as to whether or not they did remained. Also some of the exclusions from the scope of the PSD were troublesome either because their wording was unclear or because they did not reflect market developments. Those scope issues presented some risks for consumers who despite using payment services would not benefit from the protection of the PSD. Those discrepancies also acted as an entry barrier, with service providers being reluctant to launch innovative digital payment services. Recital 5 PSD2 also noted that the continued development of an integrated internal market for safe electronic payment was crucial for economic growth. As a result, PSD2 took steps to address some of those sticky areas. [47:  Recital 3 EMD2. ]  [48:  COM/2011/0941 final. ] 

[prn] 6.18 For example, one such problematic service concerned payments services at a distance and in particular through mobile phones. According to Mavromati, these payment services bear many similarities to electronic money and have puzzled national legislators as to the applicability of the EMD to mobile operator networks.[footnoteRef:49] Similar concerns were raised in the wake of the adoption of PSD1. Article 3(l) PSD1 on the negative scope of the Directive (i.e., all services excluded from its scope) excludes payment transactions executed by means of any telecommunication, digital or IT device, where the goods or services purchased are delivered to and are to be used through a telecommunication, digital or IT device, provided that the telecommunication, digital or IT operator does not act only as an intermediary between the payment service user and the supplier of the goods and services. By contrast, point 7 of the Annex of PSD1, which lists services that fall under the scope of the Directive, mentions the execution of payment transactions where the consent of the payer to execute a payment transaction is given by means of any telecommunication, digital or IT device and the payment is made to the telecommunication, IT system or network operator, acting only as an intermediary between the payment service user and the supplier of the goods and services. Yet, the use of mobile phones to pay for low value sales of digital content has grown exponentially in recent years (through the sale of ringtones, music and games downloads, etc.). In addition, the use of mobile phone has also evolved. While payments used to be taken direct by the Mobile Network Operator, many payments effected via smartphones are no longer reliant on the role of the operator. Indeed, they mostly now depend on the use of separate accounts or wallets. The new PSD2 therefore takes it upon itself to clarify what services delivered and paid by mobile phones come within its scope although there is no evidence that such payment transactions have developed into a general payment intermediation service.[footnoteRef:50] Ambiguities had indeed led Member States to apply the exclusions differently, leading to possible fragmentation. The exclusion relating to certain payment transactions by means of telecom or information technology is now confined to micro-payments for digital content and voice-based services. For the avoidance of doubt, a clear exclusion is also made in Article 3 (negative scope) for payment transactions relating to electronic ticketing and charitable donations. However, those exclusions only apply below a specific threshold (€50 per transaction or €300 per months for subscription services[footnoteRef:51]) in order to limit it clearly to payments with a low risk profile.[footnoteRef:52] [49:  Mavromati, n. 26, 169. This is, for example, because the definition of electronic money requires that it be redeemable. Yet pre-paid mobile phone credit for example is not. Also see http://ec.europa.eu/internal_market/payments/emoney/archive_en.htm and in particular the consultation document (fn 38). ]  [50:  Recital 15 PSD2. ]  [51:  Article 3(l) PSD2. ]  [52:  Recital 16 PSD2. ] 

[prn] 6.19 Another similar example concerns what are known as overlay or payment initiation services. Payment initiation services are defined as a service to initiate a payment order at the request of the payment service user with respect to a payment account held at another payment service provider.[footnoteRef:53] One typical example of such service is PayPal. Under the PSD1 regime, such services were not regulated. Credit institutions were not favourable to their inclusion in the PSD and had many reservations concerning privacy, data protection and risks such as fraud, etc.[footnoteRef:54] This is relevant to them as their infrastructure provides the backbone which allows payment initiation services to work. The rest of the stakeholders including regulators and consumer associations thought that they ought to be subjected to the PSD in future in order to protect consumers more adequately.[footnoteRef:55] PSD2 has now included those services within its scope[footnoteRef:56] and included specific obligations on credit institutions in order to ensure access to account details.[footnoteRef:57] However, those measures are counterbalanced with rules on the liability of payment initiation services[footnoteRef:58] and security measures that need to be taken in dispensing the service[footnoteRef:59] (see below for more on those consumer protection rules).  [53:  Article 4(15) PSD2. ]  [54:  For more details, see Christine Riefa et al., n. 4, 108. ]  [55:  Ibid.]  [56:  They are listed at point 7 of the Annex of the PSD2. ]  [57:  Article 66 (1) PSD2. Note that the rules on access are limited to account details that are available online. ]  [58:  Article 90 PSD2. ]  [59:  Article 66 (3) and (4) PSD2 and Article 68 PSD2. ] 

[prn] 6.20 PSD2 will also bring other changes relevant to electronic payment services. Consumers’ rights will be enhanced in numerous areas, including reducing their liability for non-authorised payments to €50[footnoteRef:60] (from the current €150 threshold), introducing better rights for direct debits payments, such as a refund rights for debits in euros, prohibiting surcharges on debit and credit cards for payments made online or in brick and mortar shops. The Directive also tightens the security measures that need to be applied to all electronic payment requiring in particular the use of strong customer identification (see the discussion below).  [60:  Article 74 PSD2. ] 


<a> 6.4	INTERACTION BETWEEN THE E-MONEY DIRECTIVE AND THE PAYMENT SERVICES DIRECTIVE
[prn] 6.21 There are direct links between the E-money Directive and the PSD made obvious by many references in both legislative texts. Electronic money institutions and payment services institutions continue to be subject to distinctive prudential regimes.[footnoteRef:61] However, those are aligned in their content even if the details differ to cater for the perceived risks involved with each activity. Recital 9 EMD2 provides a good example of this alignment of the prudential regimes. It explains in further details the interaction between the two texts, stating that: [61:  Recital 8 PSD1 states: 
<quotation>It is necessary to specify the categories of payment service providers which may legitimately provide payment services throughout the Community, namely, credit institutions which take deposits from users that can be used to fund payment transactions and which should continue to be subject to the prudential requirements under [Directive 2006/48/EC of the European Parliament and of the Council of 14 June 2006] relating to the taking up and pursuit of the business of credit institutions, electronic money institutions which issue electronic money that can be used to fund payment transactions and which should continue to be subject to the prudential requirements under Directive 2000/46/EC of the European Parliament and of the Council of 18 September 2000 on the taking-up, pursuit and prudential supervision of the business of electronic money institutions, and post office giro institutions which are so entitled under national law.</quotation>] 

<quotation>a reference to ‘payment institution’ in Directive 2007/64/EC therefore needs to be read as a reference to electronic money institution; a reference to ‘payment service’ needs to be read as a reference to the activity of payment services and issuing electronic money; a reference to ‘payment service user’ needs to be read as a reference to payment service user and electronic money holder; a reference to ‘this Directive’ needs to be read as a reference to both Directive 2007/64/EC and this Directive; a reference to Title II of Directive 2007/64/EC needs to be read as a reference to Title II of Directive 2007/64/EC and Title II of this Directive[footnoteRef:62]; a reference to Article 6 of Directive 2007/64/EC needs to be read as a reference to Article 4 of this Directive[footnoteRef:63]; a reference to Article 7(1) of Directive 2007/64/EC needs to be read as a reference to Article 5(1) of this Directive; (…)</quotation> [62:  Title II PSD1 refers to rules concerning payment service providers (application for authorisation, capital requirements, and other prudential rules). It refers to similar rules in EMD2 as it concerns the requirements for the taking up, pursuit and prudential supervision of the business of electronic money institutions. ]  [63:  Those articles refer to the initial capital requirements. ] 

And so on and so forth, this recital carries on for many more lines going through another eight articles of the PSD and their equivalence in EMD2.[footnoteRef:64] [64:  On waiver conditions. ] 

[prn] 6.22 The primary activity of electronic money institutions is to issue electronic money.[footnoteRef:65] The PSD bars any payment services from issuing electronic money.[footnoteRef:66] However, electronic payment institutions that also facilitate payment transactions will be subject to the PSD’s rules on payment services. Payment services institutions and electronic money institutions therefore share rules pertaining to the execution of payment transactions (that is explored further below). [65:  Note that credit institutions are also allowed to issue electronic money. See point 15, Annex of Directive 2013/36/EC. ]  [66:  Recital 8 PSD1 states: 
	<quotation>This Directive should lay down rules on the execution of paymen transactions where the funds are electronic money, as defined in Article 1(3)(b) of Directive 2000/ 46/EC. This Directive should, however, neither regulate issuance of electronic money nor amend the prudential regulation of electronic money institutions as provided for in Directive 2000/46/EC. Therefore, payment institutions should not be allowed to issue electronic money.</quotation>] 

[prn] 6.23 Indeed, PSD1 applies to ‘payment service providers’ and lists six categories that are subject to the Directive. This includes, in particular, the payment institutions defined in PSD1, credit institutions and electronic money institutions.[footnoteRef:67] A similar definition exists in PSD2.[footnoteRef:68] Conversely, Directive 2009/110/EC (EMD2) adopted a definition of electronic money in Article 2(2) that makes a direct link with point 5 of Article 4 of Directive 2007/64/EC.  [67:  Article 1 PSD1. The other categories include post office giro, the European Central Bank and national central banks when not acting in their capacity as monetary authority or other public authorities, Member States or their regional or local authorities when not acting in their capacity as public authorities.]  [68:  Article 1(b) PSD2. ] 

[prn] 6.24 Under EMD2, electronic money institutions can carry out activities that go beyond the simple issuing of electronic money. According to Article 6(1) EMD2, they can operate payment systems,[footnoteRef:69] grant credit relating to payment services,[footnoteRef:70] and engage in the provision of payment services listed in the Annex to Directive 2007/64/EC.[footnoteRef:71] Those services include a range of activities such as the execution of payment transactions, including transfers of funds on a payment account with the user's payment service provider or with another payment service provider and those that include a credit line. It also includes activities such as the execution of payment transactions where the consent of the payer to execute a payment transaction is given by means of any telecommunication, digital or IT device and the payment is made to the telecommunication, IT system or network operator, acting only as an intermediary between the payment service user and the supplier of the goods and services.[footnoteRef:72]  [69:  Article 6(1)(d) EMD2. ]  [70:  Article 6(1)(b) EMD2. ]  [71:  Article 6(1)(a) EMD2. ]  [72:  For an exhaustive list, see Annex PSD1. ] 

[prn] 6.25 For any of the activities listed in Article 6 EMD2[footnoteRef:73] that fall within the scope of the PSD, PSD rules will apply. But the spill over of the PSD goes further because even rules pertaining to out of court complaint and redress procedures are mimicked by EMD2. Recital 19 EMD2 explains that those ‘procedures should be at the disposal of electronic money holders. Chapter 5 of Title IV of Directive 2007/64/EC should therefore apply mutatis mutandis in the context of this Directive, without prejudice to the provisions of this Directive. (…)’.  [73:  For an exhaustive list please refer to Article 6 EMD2. ] 

[prn] 6.26 The Directives are therefore closely linked. They make references to each other and borrow rules from one another. The PSD controls payment services institutions capable of executing payments made with electronic money that are not connected to the taking of deposit of the issuance of electronic money.[footnoteRef:74] Furthermore, PSD1 controls the relationship between electronic money issuers and consumers for the execution of those payments.[footnoteRef:75] The entry into force of PSD2 will not come to shake this status quo.[footnoteRef:76] Indeed, Recital 25 confirms that it does not regulate electronic money and that payment institutions should not be allowed to issue electronic money. It is strictly limited to laying down the rules on the execution of payment transactions.  [74:  Recital 9 PSD1.]  [75:  Recital 9 and 10 PSD1. Also see Mavromati, n. 26, 168.]  [76:  Note that the PSD2 amends Directive 2009/110/EC mostly by replacing mentions in text of Directive 2007/64/EC with references to the new PSD2. ] 


<a>6.5	ADOPTION OF A RISK-BASED APPROACH TO REGULATION TO STIMULATE TECHNOLOGICAL INNOVATION IN ELECTRONIC PAYMENTS
[prn] 6.27 Despite adopting prudential mechanisms similar to EMD1 and the Banking Directive in existence at the time of its adoption, PSD1 laid down lower requirements commensurate with risks.[footnoteRef:77] The idea behind risk-based regulation is that if the bar is placed too high it will discourage competition and block new market entrants. Placed too low, it will scare consumers away. As a result, the PSD attempts a balancing act between consumer protection and strong market oversight.  [77:  According to Recital 11 PSD1: ‘the conditions for granting and maintaining authorisation as payment institutions should include prudential requirements proportionate to the operational and financial risks faced by such bodies in the course of their business’. ] 

[prn] 6.28 For example, the initial capital requirements contained in Article 6 range from €20,000 to €125,000, a far cry from the €5 million required for credit institutions[footnoteRef:78] or the €1 million originally required for electronic money institutions under EMD1. On-going capital requirements can also be calculated according to a choice of three methods of calculation under Article 8, offering more flexibility. Institutions can opt for calculation methods based on fixed overheads, payment volume and interest income. Waivers can also be offered under Article 26 for entities that present a lesser risk because of their volume of business (less than €3 million per month in the preceding 12 months). Further, low value payments are also subjected to a lighter regime, limiting information requirements to essential information under Article 34.[footnoteRef:79]  [78:  Article 9 Directive 2006/48/EC. Note that this requirement remains the same under Directive 2013/36/EC. ]  [79:  Also see Recital 30, PSD1. Low value payments are those part of a framework contract that do not exceed €30 for an individual transaction, or have a spending limit of €150 or store fund not exceeding €150 at any time according to Article 34(1), PSD1. Note that under Article 34(2) Member States could decide to decrease or double the amounts for national transactions and increase the amounts to a maximum of €500 for pre-paid instruments. ] 

[prn] 6.29 Little will change under PSD2.[footnoteRef:80] However, it is useful to note that capital requirements for payment initiation services are brought in line with risk. Those entities are considered to raise a medium risk with regard to initial capital requirement.[footnoteRef:81] On-going requirements are replaced with professional indemnity insurance. This is because those services do not in fact hold any funds for the user. They access accounts held by third parties to enable payments.[footnoteRef:82]  [80:  Initial capital requirements and calculation of own funds remain more or less the same under Article 7 and 8 PSD2; waivers are still subject to similar conditions under Article 32 PSD2; similar rules remain in place for low value payments under Article 42 PSD2. ]  [81:  Recital 34 PSD2. ]  [82:  Article 5 PSD2. ] 

[prn] 6.30 This risk-based approach was also followed in the second iteration of Electronic Money Directive[footnoteRef:83] (EMD2), adopted to address the failings of EMD1 (highlighted above) and create a level playing field for all payment services providers.[footnoteRef:84] This change of approach was partly prompted by a report from the Commission on the application of EMD1 that indeed stated that: [83:  Directive 2009/110/EC of 16 September 2009.]  [84:  Recital 4, EMD2. ] 

<quotation>there is a considerable degree of support for the idea that certain elements of the regulatory framework are disproportionate to the risks caused by the activities of e-money issuers, and that a less restrictive regime may have been sufficient to ensure the stability and soundness. Many industry stakeholders find the overall set of rules ‘too blunt’ and argue you that there is room for adopting a more risk-based approach without endangering the stability of issuers or the adequate protection of consumers.[footnoteRef:85]</quotation> [85:  European Commission, DG Internal Market, Evaluation of the E-Money Directive 2000/46/EC (2006) Final report no.26, 5.4.4.2. ] 


[prn] 6.31 In addition, Recital 9 EMD2 explained: 

<quotation>the prudential supervisory regime for electronic money institutions should be reviewed and aligned more closely with the risks faced by those institutions. That regime should also be made coherent with the prudential supervisory regime applying to payment institutions under Directive 2007/64/EC. In this respect, the relevant provisions of Directive 2007/64/EC should apply mutatis mutandis to electronic money institutions without prejudice to the provisions of this Directive.</quotation>

[prn] 6.32 As a result, the initial capital requirements for electronic money institutions have been reduced to €350,000.[footnoteRef:86] When an institution only issues a limited amount of electronic money, since risks are lesser, a waiver is also in place to lighten the legal obligations this institution will come under[footnoteRef:87] although it continues to need to be registered with a supervising authority. Waivers however are limited in scope and can only apply to institutions, which satisfy the following two criteria, laid out in Article 9(1):  [86:  Article 4, EMD2. ]  [87:  Article 1(3) and Article 9 EMD2. Such system already existed under EMD1 (in Article 8). ] 

<quotation>(a) the total business activities generate an average outstanding electronic money that does not exceed a limit set by the Member State but that, in any event, amounts to no more than EUR 5 000 000; and (b)  none of the natural persons responsible for the management or operation of the business has been convicted of offences relating to money laundering or terrorist financing or other financial crimes.</quotation> 
[prn] 6.33 Under Article 5(3) a new simplified calculation method (based on payment volumes) is introduced for activities relating to the issuance of electronic money, in addition to the already existing on-going capital requirements that remains for any other activities. 
[prn] 6.34 In addition, the ‘scope of payment services that Electronic Money Institutions are permitted to provide is also widened to include the payment services listed in the Annex to the PSD’[footnoteRef:88] and they are able to charge for some of their services. For example, the rules on redeemability were strict under the EMD1. Article 3(1) stated:  [88:  Halpin and Moore, n. 23, 565. ] 

<quotation>A bearer of electronic money may, during the period of validity, ask the issuer to redeem it at par value in coins and bank notes or by a transfer to an account free of charges other than those strictly necessary to carry out that operation.</quotation> 
[prn] 6.35 As a result, EMIs could only realistically cover their costs. Those rules have now been changed and Article 11(3) EMD2 enables institutions to charge a fee for redemption. However, fees are strictly limited to three instances where the fee was clearly stated in the contract: (a) where redemption is requested before the termination of the contract; (b) where the contract provides for a termination date the electronic money holder terminates the contract before that date; or (c) where redemption is requested more than one year after the date of termination of the contract.[footnoteRef:89] Besides, fees shall be proportionate and commensurate with the actual costs incurred by the electronic money issuer. While this limits the amount of fees that can be imposed it is an improvement on the previous regime, where institutions could only cover costs. Here they can, in those narrowly defined instances, charge a fee, which while close to costs, since it has to be proportionate and commensurate to the actual costs, can allow a profit to be made, as long as the consumer is aware of the fees’ existence.  [89:  Article 11(4) EMD2. ] 

[prn] 6.36 According to Murray,:
<quotation>And with the relaxation of the strict rules found in the first Electronic Money Directive the EU is finally in the right place to reap the rewards of such technologies as we are seeing in a variety of exciting applications such as Apple Pay (which can be installed on your phone or your Apple Watch), Android Pay, Barclays Pingit, and a national travel card system, like Oyster,[footnoteRef:90] known as ITSO to be effective across England and Wales in the next few years.[footnoteRef:91]</quotation> [90:  The Oyster card is used on the public transport system in London. It is a smart card which holds pay-as-you-go credit, travelcards and bus and tram passes. See < https://tfl.gov.uk/fares-and-payments/oyster/what-is-oyster>. ]  [91:  Andrew Murray, Information Technology Law: The Law and Society (3rd ed, 2016 Oxford) 481. ] 

Figures charting registrations of electronic money institutions seem to support a trend towards more operators entering the market place and attesting to the success of EMD2 in supporting growth. At the end of 2005, there were only nine licensed EMIs, across eight Member States in Europe, but 72 were operating on a waiver.[footnoteRef:92] In 2007 there were EMIs registered (either fully licensed – the minority – or on a waiver) in 13 countries of the EU most of which were either registered in the UK or the Czech Republic.[footnoteRef:93] There were, at the last count in 2012, 71 EMIs licensed in the EEA, operating from 17 countries, most of them coming under the UK regime (42.2 per cent of all EMIs were registered there).[footnoteRef:94] [92:  Evaluation partnership Ltd, Evaluation of the E-Money Directive 2000/46/EC (February 2006) Final report, < http://ec.europa.eu/internal_market/bank/docs/e-money/evaluation_en.pdf> p. 34. ]  [93:  Phoebus Athanassiou and Natalia Mas-Guix, Electronic Money Institutions, Current trends, regulatory issues and future prospects (ECB legal working paper series no. 7, July 2008) Annex I. ]  [94:  Riefa et al., n. 4, 29–31. ] 


<a> 6.6	TECHNOLOGY NEUTRAL RULES
[prn] 6.37 Another tool to ensure the development of electronic payments is the adoption of ‘tech neutral’ rules. Technological neutrality is a European paradigm that has permeated policy in many areas. It is for example found in the regulation of Electronic Communications Networks and Services,[footnoteRef:95] the Electronic Commerce Directive,[footnoteRef:96] and unsurprisingly the regulation of electronic money and payment services. Its popularity is easily explained by the fact that legislation needs to remain as neutral as possible, if it is to have any longevity.[footnoteRef:97] However, we have already seen that attaining technological neutrality is not as easy as it may seem. [95:  Directive 2002/21 on a common regulatory framework for electronic communications networks and services (Framework Directive), OJ (2002) L108/33. See Ulrich Kamecke and Torsten Korber, ‘Technological Neutrality in the EC Regulatory Framework for Electronic Communications: A Good Principle Widely Misunderstood’ (2008) ECLR 330–37. ]  [96:  Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information society services, in particular electronic commerce, in the Internal Market ('Directive on electronic commerce'), OJ (2000) L 178/1–16. ]  [97:  This is what Reed called ‘futureproofing’. See Chris Reed, ‘The Law of Unintended Consequences – Embedded Business Models in IT Regulation’ (2007) 2 JILT <http://go.warwick.ac.uk/jilt/2007_2/reed/>.] 

[prn] 6.38 Indeed, EMD1 had originally failed. However, Directive 2009/110/EC (EMD2) adopted a simpler definition of electronic money in Article 2(2):
<quotation>‘electronic money’ means electronically, including magnetically, stored monetary value as represented by a claim on the issuer which is issued on receipt of funds for the purpose of making payment transactions as defined in point 5 of Article 4 of Directive 2007/64/EC, and which is accepted by a natural or legal person other than the electronic money issuer. </quotation>
[prn] 6.39 This definition removed the reference to defined storage mediums (specifically ‘chip card or computer memory’), which did not encompass server-based e-money solutions used in the online retail sector. The new definition now also includes magnetically (as well as electronically) stored monetary values, which could extend e-money technologies to include magnetic (non-smart) cards and disposable medium produced by existing magnetic ticketing infrastructures according to Halpin and Moore.[footnoteRef:98]  [98:  Halpin and Moore, n. 23, 565. ] 

[prn] 6.40 Similar problems were encountered with the adoption of PSD1. Recital 4 PSD1 explains that: 
<quotation>it is vital, therefore, to establish at Community level a modern and coherent legal framework for payment services, whether or not the services are compatible with the system resulting from the financial sector initiative for a single euro payments area, which is neutral so as to ensure a level playing field for all payment systems, in order to maintain consumer choice, which should mean a considerable step forward in terms of consumer cost, safety and efficiency, as compared with the present national systems.</quotation>
[prn] 6.41 However, according to Malaguti, the PSD tried to: 
<quotation>simultaneously elaborate rules common to any money transfer, independent of the payment instrument used. Yet, this significant step is undermined by a number of evident inconsistencies and structural complexities in the building-up of the institutional framework underlying the provision of the service.[footnoteRef:99]</quotation>  [99:  Malaguti, n. 43, 5. ] 

Indeed, the payment services controlled by the Directive were in fact defined partly by the technology that operated them or by the business models supporting them. For example, overlay (payment initiation) services were not included within the scope of PSD1, although they were not specifically excluded either in Article 3. In addition, distinctions are made between transactions executed by telecommunications. PSD1 only applies when the operator acts as a pure intermediary. The PSD does not apply to the purchase of ring tones, music or digital contents because the operator is there deemed to add value and therefore provide a service that goes beyond the remit of payment services (as seen above).[footnoteRef:100]  [100:  Recital 6, PSD1. ] 

[prn] 6.42 The rules contained in PSD2 come to address this point. Recital 21 states that the ‘definition of payment services should be technologically neutral and should allow for the development of new types of payment services’. This is of course a welcome move as the technology of payment services is in constant evolution. Ultimately what ought to count to determine scope is not technology or business models, but the impact the payment service and its use will have on the consumer. Consumers are not necessarily aware that when using Paypal today they do not benefit from the same rights they would if they used their credit cards for the same transactions. It therefore seems essential to devise truly technologically neutral rules so that any payment instrument can be caught in the same way. The enlargement of the scope of PSD2 as well as the new security measures added will no doubt help here. 

<a>6.7	HEIGHTENED SECURITY RULES FOR ELECTRONIC PAYMENTS UNDER PSD2
[prn] 6.43 Recital 7, PSD2 notes that: ‘in recent years, the security risks relating to electronic payments have increased. This is due to the growing technical complexity of electronic payments, the continuously growing volumes of electronic payments worldwide and emerging types of payment services’. 
[prn] 6.44 A lot of the newest payment technology is focussed on means to secure transactions. The tokenisation technology used by Apple Pay enables the creation of a set of numbers, which is substituted for the initial card information. The secure token is used when making an app or in store purchase. Tokens are device, user and usage specific and can be cancelled in case of the loss of the mobile phone on which they are stored without the need to cancel the payment card that enabled their creation. Equally, the adoption of crypto-currencies is motivated by security as well as offering an alternative to traditional payment systems. Bitcoin[footnoteRef:101] and others[footnoteRef:102] rely on cryptography to secure transactions. However it is important that security be tightly controlled and not just left to market forces.  [101:  At present, it is unclear if Bitcoin could be caught by PSD2, but in so far as it enables payment transactions, there seems to be no reason why not. What is more complex is determining the legal status of any currency exchange that may take place. Bitcoins are indeed redeemable for US dollars and other currencies. While the payment transactions carried out with a Bitcoin wallet ought to be subject to PSD2, the legality of the currency itself is in doubt, which could of course render the point moot. ]  [102:  For a list of crypto-currencies, see <https://en.wikipedia.org/wiki/List_of_cryptocurrencies>. ] 

[prn] 6.45 PSD2 reinforces the security paradigm. It introduces a number of additional measures that require heightened levels of security for the protection of consumers using payment services caught by the Directive. 
[prn] 6.46 The main element of this new security set up rests on ‘strong customer identification’. Article 4(30) PSD2 defines it as:
<quotation>an authentication based on the use of two or more elements categorised as knowledge (something only the user knows), possession (something only the user possesses) and inherence (something the user is) that are independent, in that the breach of one does not compromise the reliability of the others, and is designed in such a way as to protect the confidentiality of the authentication data.</quotation>
[prn] 6.47 For online payments the security requirements go even further. The strong identification also needs to include elements, which dynamically link the transaction to a specific payee and specific amount.[footnoteRef:103] This is meant to further protect the user by minimising the risks in case of mistakes or fraudulent attacks.[footnoteRef:104]  [103:  Article 97 PSD2. ]  [104:  Payment Services Directive: frequently asked questions (MEMO/15/5793, 5 October 2015) answer to question 16. ] 

[prn] 6.48 Ultimately it is the payment service provider that is responsible for security measures.[footnoteRef:105] In case of disputes, according to Article 72 PSD2, it is for the payment service provider to prove that a payment has been ‘authenticated, accurately recorded, entered in the accounts and not affected by a technical breakdown or some other deficiency of the service provided by the payment service provider’. If the payment is made via a payment initiation service, the burden rests on this intermediary to prove the same. Further, they would have to prove fraud or gross negligence on the part of the payment initiation service user to avoid any liability. Under Article 73 PSD2, a derogation exists which makes the payment user liable for the first €50 loss. However, no liability can be imposed on the user if the provider did not require strong customer identification (unless of course the user acted fraudulently) according to Article 74 PSD2.  [105:  Recital 91 PSD 2. ] 

[prn] 6.49 Specific regulatory technical standards will be adopted for payment initiation services and account information services.[footnoteRef:106] In addition, some exemptions from heightened security rules, for example for low value payments made by mobile phones or via contactless payments at the point of sale, may be envisaged. All, however, will have to be defined, alongside the finer details of this security regime by the European Banking Authority (EBA) in collaboration with stakeholders and the ECB. The EBA is indeed given powers by the PSD2 to come up with the technical rules necessary to make this tight security a reality. Those will have to be adopted by the European Commission as technical standards.[footnoteRef:107]  [106:  Recital 92 PSD 2. ]  [107:  Article 98 PSD2. ] 

[prn] 6.50 Those rules appear to be very beneficial for the protection of consumers. However, note that none of those very protective PSD2 features will come into effect for a while. Indeed, the PSD2 rules will only come into force two years after publication of the Directive in the Official Journal. Besides the regulatory technical standards that will be adopted by the Commission following recommendation by the EBA will only come into force 18 months after their adoption. It will therefore be some time before any of the above can truly have an effect on consumers. However, it is expected that from the date of entry into force of the PSD2, Member States will be expected to interpret existing rules in line with the PSD2 and refrain from adopting any contradictory national measures. 

<a>6.8	PROTECTION OF CONSUMERS UNDER THE PAYMENT SERVICES DIRECTIVE[footnoteRef:108] [108:  In addition, for electronic money issuers, rules on the redemption of electronic money are contained in Article 11(3) EMD2, see above.] 

[prn] 6.51 Aside from a strong prudential regime and security features, consumer protection rules enable consumers to be effectively protected and contribute towards building trust and disseminating the use of electronic payments. It is, so to speak, the last piece of the jigsaw to enable electronic payments to spread widely. An important part comes down to common rules being adopted since electronic payments facilitate cross-border payments. The PSD lays down information requirements as well as liability rules, all designed to provide consumers with a high level of protection. However, one area where PSD1 had failed consumers was by enabling retailers to apply surcharges to payment transactions. I will conclude this chapter showing how PSD2 will come to close this loophole and protect consumer against unfair charges being applied to their chosen means of payment. 
<b>6.8.1	Information requirements 
[prn] 6.52 One key element of a consumer friendly regime is the use of information. The premise behind using information as a tool is that if consumers are given the right information, they will make smart choices. Title 3 of the Payment Services Directive 2007/64/EC details the transparency rules that apply to payment transactions. In particular, it establishes a right to free basic information about transactions, although a charge in line with actual cost can be levied for more frequent or detailed information provided at the request of the payment service user.[footnoteRef:109]  [109:  Article 32 PSD1 and Article 40 PSD2. ] 

[prn] 6.53 Some confusion on the interpretation of requirements under PSD1 had led to different practices in different Member States.[footnoteRef:110] PSD2 therefore adopts a maximum harmonisation approach[footnoteRef:111] to transparency requirements trying to ensure that consumers are treated the same way wherever they are in the Community (and beyond).[footnoteRef:112]  [110:  Riefa et al., n. 4, 220. ]  [111:  Recital 54 PSD2. ]  [112:  Some rules indeed apply to ‘one-leg’ transactions where only one party is based in the EU. ] 

[prn] 6.54 The rules are spilt between framework contracts, which provide for a series of payment transactions and single transactions. This is because the information burden has to be commensurate with the needs of the user.
[prn] 6.55 For single transactions some key information about the transaction needs to be provided or at least made available.[footnoteRef:113] This includes information on the information of or unique identifier that has to be provided by the payment service user in order for a payment order to be properly executed, the maximum execution time, all charges payable by the user to the service provider and, where applicable, a breakdown of the amounts of any charges as well as exchange rate.[footnoteRef:114]  [113:  Article 36 PSD1. ]  [114:  Article 37 PSD1. ] 

[prn] 6.56 The payment user can request that this information is given to him on paper or another durable medium. The Directive has defined what is to constitute a durable medium in line with other consumer texts. The same definition was maintained in the PSD2. Recital 57 PSD2 explains that as printouts by account printers, CD-ROMs, DVDs, the hard drives of personal computers on which electronic mail can be stored, and internet sites, provided that such sites are accessible for future reference, for a sufficient period of time for the purposes of accessing the information and provided that these sites allow the reproduction of the information stored there in an unaltered form can all be considered durable medium. It also adds that: 
<quotation>it should be possible for the payment service provider and the payment service user to agree in the framework contract on the manner in which subsequent information on executed payment transactions is to be given, for instance, that in internet banking, all information on the payment account be made available online.</quotation> 
[prn] 6.57 If the single payment is concluded using a means of distance communication, meaning that the provider is not able to provide the requested information, the information will need to be provided immediately after the execution of the payment transaction.[footnoteRef:115] The information and conditions also need to be given in easily understandable words and in a clear and comprehensible form according to Article 36 PSD1. After the transaction, information enabling the consumer to check all was executed as planned also needs to be provided.[footnoteRef:116] The PSD2 does not change those rules.[footnoteRef:117] However, it adds some detailed information requirements for payment initiation services contained in Articles 45(2)≠49 PSD2.  [115:  Article 36 PSD1. ]  [116:  Article 39 PSD1. ]  [117:  See Articles 44 and 45(1) PSD2. ] 

[prn] 6.58 Prior to initiation, payment initiation services need to provide to the payer (or make available) the name of the payment initiation service provider, a geographical address (head office or branch) and any other contact details relevant for communication as well as the contact details of the competent authority (presumably to enable consumer to complain more easily if things go wrong). This information of course needs to be provided in a clear and comprehensible manner.[footnoteRef:118] It is also expected that information and conditions of use of the payment service (which include a description of the main characteristics of the payment service provided) are made available to the consumer in an easily accessible manner.[footnoteRef:119]  [118:  Article 45(2) PSD2. ]  [119:  Article 45(3) PSD2 making reference to conditions listed in Article 52 (on transactions in framework contracts). ] 

[prn] 6.59 Immediately after the initiation of a payment order further information duties fall on the provider. Confirmation of the success of the initiation is required alongside a reference enabling the identification of the transaction and its details (such as payee identification and amount). If any charges are payable to the provider of the payment initiation service, they also need to be disclosed.[footnoteRef:120] Similar information enabling the identification of the transaction such as reference number needs to be provided to the payer so that he or she can check the transaction took place on his account (held with the third party) and also on his payment initiation account.[footnoteRef:121] The payee is also entitled to some information about the transaction.[footnoteRef:122]  [120:  Article 46 PSD2. ]  [121:  See Articles 47 and 48 PSD2. ]  [122:  Article 49 PSD2. ] 

[prn] 6.60 Unsurprisingly, there are more obligations for framework contracts under both the PSD1 and 2. A long list of information concerning the payment services provider, the use of the payment service, charges, interest and exchange rates, communication, safeguards and corrective measures, changes and termination of the contract and redress have to be communicated to the user.[footnoteRef:123] They are to be dispensed by the provider. As for single transactions, conditions applicable to them must also be provided to consumers on paper or other durable format and be clear and comprehensible before the conclusion of the contract or immediately after if the contract is concluded at a distance and this prevents the provider from respecting his obligation.[footnoteRef:124] However, note that the study on the impact of the Directive, carried out in 2012, showed that clarity and comprehensibility of conditions was a major issue. Most consumer associations consulted in the EU provided evidence that the information consumers were receiving was unclear.[footnoteRef:125] This was linked not only to the ability of the payment services providers to choose the way they present the information to consumers (some terms and conditions could be up to 66 pages long) but also by consumers not being proactive enough in requesting the said information from providers, among other factors.[footnoteRef:126] Consumers continue to have the right to be informed and in particular to be informed of any changes to the framework contract. They should be informed of any changes no later than two months before their date of application and reject or accept them.[footnoteRef:127] Rejection entitles the consumer to terminate the framework contract free of charge. Similar rules exist for changes in interest rates.[footnoteRef:128] The PSD2 does not change drastically the provision of information regarding framework contracts, which is regrettable, and it does not dictate more efficient ways to communicate key information to consumers. It is therefore unfortunate that despite stronger information provisions in the PSD2, the outcome may remain the same. [123:  Article 42 PSD1 and Article 52 PSD2. ]  [124:  Article 41 PSD1. The same obligation is spelt out at Article 51 PSD2. ]  [125:  Riefa et al., n. 4, 220–23. ]  [126:  Ibid]  [127:  Articles 44 PSD1 and 54 PSD2. ]  [128:  Ibid. ] 

[prn] 6.61 One notable change under the PSD2 concerns the modality for the termination of framework contracts. They can be terminated at no charge unless termination occurs within the first six months (it was 12 months under the PSD1[footnoteRef:129]). In this case, charges in line with actual cost can be imposed to effect the termination. This rule should enable more mobility among customers and make it easier to leave one payment service provider for another. The notice period the consumer needs to give is limited to one month.[footnoteRef:130] One important point here is that Member States will be able to provide more favourable provisions for payment services users if they wish to do so.[footnoteRef:131]  [129:  Article 45 PSD1. ]  [130:  Article 55 PSD2.]  [131:  Article 55(6) PSD2. ] 

[prn] 6.62 We have also already noted the existence of an exception for low value payment instruments and electronic money under Article 34 PSD1. The derogation enables providers to forego some of the information obligations highlighted above in line with the risks involved with the transaction. This is an exception that is maintained under the PSD2 in Article 42. 
<b> 6.8.2	Liability of the parties for un-authorised or incorrectly executed payment transactions 
[prn] 6.63 One main area of risk in electronic commerce concerns card fraud although other payment methods are not immune to fraud either. But consumer risk does not stop here, and the PSD protects against the incorrect execution of a payment transaction. 
[prn] 6.64 The legal regime in place rests on the mutual obligations of the provider and user. The user has the obligation to notify the provider of any loss of the payment instrument ‘without undue delay on becoming aware of loss, theft or misappropriation of the payment instrument or of its un-authorised use’.[footnoteRef:132] The user is also under a duty to keep his personal security features safe.[footnoteRef:133] Some liability is imposed on consumers who fail to respect those obligations. PSD1 used to enable the provider to recoup up to €150 for un-authorised transactions resulting from lost or stolen payment instruments. This amount has now been limited to €50 under PSD2.[footnoteRef:134] This is a welcomed move as some Member States’ practices were not using €150 as a maximum amount but as the amount the consumer would be responsible for, irrespective of any negligence on their part.[footnoteRef:135] The conditions for the application of this initial liability on consumers has been restricted further by PSD2. There are now very strict conditions for its application. In particular, some latitude is given to Member States to reduce this amount further in cases where the consumer has not acted fraudulently or intentionally failed to fulfill his duties. This new liability regime now also takes into account the nature of the personalised security credentials and the specific circumstances under which the payment instrument may have been lost, stolen or misappropriated.[footnoteRef:136] Where the provider does not use strong customer authentication, the consumer will not be liable for any losses.[footnoteRef:137]  [132:  Article 56(1)(b) PSD1 and Article 69(1) PSD2. ]  [133:  Article 56(2) PSD1 and Article 69(2) PSD2. ]  [134:  Article 61 PSD1 and Article 74 PSD2. ]  [135:  This was for example the case in Germany. See Riefa et al., n. 4, p. 240.]  [136:  Article 74(1) PSD2. ]  [137:  Article 74(2) PSD2. ] 

[prn] 6.65 In return, the payment provider is obliged to make sure that the security features of the payment instrument are not accessible to parties other than the user and must ensure that appropriate means are available at all times to enable the payment service user to make a notification and prove it has been made if the user requests it. The provider is also under the obligation to prevent all use of the payment instrument once notification has been made.[footnoteRef:138]  [138:  Article 57 PSD1 and Article 70 PSD2. ] 

[prn] 6.66 When the user	
<quotation>denies having authorised an executed payment transaction or claims that the payment transaction was not correctly executed, it is for his payment service provider to prove that the payment transaction was authenticated, accurately recorded, entered in the accounts and not affected by a technical breakdown or some other deficiency.</quotation> 
[prn] 6.67 The burden of proof placed on the provider is stringent. The recording of the use of the payment instrument is not sufficient. It does not necessarily prove that the transaction was authorised or that the user acted fraudulently.[footnoteRef:139] This extends under PSD2 to payment initiation services. [139:  Article 59 PSD1 and Article 72 PSD2. ] 

[prn] 6.68 When a transaction has been un-authorised, the consumer has an immediate right to refund[footnoteRef:140] which extends to the debited amount as well as restoring the debited payment account to the state in which it would have been had the un-authorised payment transaction not taken place.[footnoteRef:141] Note that under PSD2 more details is given regarding the speed at which the refund must take place. PSD1 only explained that the refund ought to happen immediately. PSD2, Article 73 now fixes a limit on the length it takes to reimburse to the end of the following business day. This rule also applies to payment initiation services. This should hopefully speed up reimbursements taking place where appropriate.  [140:  Note that there are separate rules for refunds of payments made by direct debits. This chapter only focuses on the rules for cards and other payment methods such as payment initiation services. ]  [141:  Article 60 PSD1 and Article 73 PSD2. ] 


<a> 6.9	SURCHARGING
[prn] 6. 69 ‘Payment surcharging is the term used to describe the practice of businesses adding extra fees or charges to the price of a purchase based on a method of payment, most commonly a debit or credit card’. [footnoteRef:142] PSD1, Article 52(3), had created a loophole for a fee to be levied on payments by card. Indeed, with a view to encourage the use of cheaper and more effective payment services, it enabled retailers to apply a discount or charge a fee (the surcharge). Member States however could decide to ban the use of surcharges if they wished to do so; 14 Member States have decided to impose a ban while the remainder either allowed surcharging or limited it. This is for example the case of Denmark where surcharges are only allowed on the use of credit cards, or the UK, where surcharges are allowed on all payment instruments but are limited to reasonable costs. [142:  BIS, Consultation on the early implementation of a ban on early implementation of a ban on above cost payment surcharges (September 2012) 12. ] 

[prn] 6.70 Instead of encouraging competition among payment methods, the use of surcharging has led to some abuses, notably in the airline industry,[footnoteRef:143] where heavy surcharges were applied even in countries where a surcharge ban was in place.[footnoteRef:144] Indeed, Recital 66 PSD2 explains that: [143:  Evidence of widespread practices can be found for example in ECC-Net Study on Airlines’ Currency & Payment Cards Fees, The Cost of Paying (July 2012). ]  [144:  Riefa et al., n. 4, p. 88.] 

<quotation>different national practices concerning charging for the use of a given payment instrument ('surcharging) have led to extreme heterogeneity of the Union’s payments market and have become a source of confusion for consumers, in particular in the e- commerce and cross-border context. Merchants located in Member States where surcharging is allowed offer products and services in Member States where surcharging is prohibited and surcharges the consumer. There are also many examples of merchants surcharging consumers at levels much higher than the cost borne by the merchant for the use of a specific payment instrument.</quotation> 
[prn] 6.71 Some steps to address this problem were originally taken in the adoption of Article 19 of the Directive on Consumer Rights (DCR). However, such a measure proved not to be sufficiently robust. This is because the DCR controls surcharges by prohibiting retailers from charging costs that are not in line with actual cost. However, calculating those ‘actual costs’ is notoriously difficult and there was always going to be a risk that consumers would struggle to see this right applied given the difficulty of proving that a charge may be disproportionate to costs. The main difficulty resides in the way the payment systems operate. Card payments can use a third party (e.g., Amex) or a fourth party (Visa, Mastercard for example) system where the parties accrue remuneration for the service rendered. This is called a multilateral interchange fee (MIF) and constitutes the main component of merchant charges. It is often this charge that merchant seek to recoup through their customer by imposing a surcharge.
[prn] 6.72 PSD2, Article 62 maintains the ability for service providers to steer users towards particular forms of payment by requesting a charge or offering a reduction. Where this is the case the charge should not exceed the ‘direct costs’ borne by the payee. However, it adopts a solution to curb the surcharging problem. It regulates MIFs through the application of Regulation 2015/751 on interchange fees for card payments[footnoteRef:145] (already in force), which complements PSD2.[footnoteRef:146]  [145:  Regulation (EU) 2015/751 of the European Parliament and of the Council of 29 April 2015 on interchange fees for card-based payment transactions, OJ (2015) L123/1. ]  [146:  Recital 2 PSD2. ] 

[prn] 6.73 In the run up to the adoption of the Regulation, the Commission observed that: 
<quotation> competition between payment card schemes actually leads to cost increases for retailers, which they pass on to all consumers through relatively higher retail prices, given that merchants find it difficult to refuse and/or surcharge in particular the 'must-take' consumer debit and credit cards. Consumers paying with debit cards or in cash thus 'subsidise' the air miles of the users of expensive cards. New and innovative providers of mobile or online payment services cannot enter the market and (low fee) domestic operators cannot expand as banks expect at least the same (high) revenues from them as for normal card payments.[footnoteRef:147]</quotation.  [147:  European Commission Memo, 24 July 2013, Payment Services Directive and Interchange Fees Regulation: frequently asked questions, <http://europa.eu/rapid/press-release_MEMO-13-719_en.htm?locale=en> at point 1.1. ] 

[prn] 6.74 This practice of imposing MIFs was therefore causing a major structural issue that the Regulation on Interchange Fees for card-based transactions[footnoteRef:148] addresses. The Regulation imposes a cap on MIFs at 0.2 per cent of the value of the transaction for debit and 0.3 per cent for credit cards first in cross-border payments and for national transactions (within two years).[footnoteRef:149] Rules to avoid circumvention of the interchange fees and charges to be imposed elsewhere have also been adopted in the Regulation.[footnoteRef:150] Those caps are likely to have a significant impact in the countries where the average fee is much higher (e.g., Germany) since they are currently way below the practice of card companies. It is hoped that low interchange fees will stimulate the use of cards that are currently ignored by merchants due to high charges. Surcharges should effectively be eliminated since payees cannot request charges for card schemes falling under the Regulation on interchange fees. This represents about 95 per cent of cards currently used on the market for which the Regulation will cap fees at 0.2 and 0.3 per cent. For the remainder, surcharges can be applied but in line with the DCR, such charges cannot ‘exceed the costs borne by the payee for the use of the specific payment instrument’. [148:  Regulation (EU) 2015/751 of the European Parliament and of the Council of 29 April 2015 on interchange fees for card-based payment transactions, OJ (2015) L123/1.]  [149:  Articles 3 and 4. ]  [150:  Article 5 Regulation 2015/751. ] 

[prn] 6.75 It is important to note however that this chosen solution is unlikely to eliminate the surcharging issue completely, because Member States will continue to have a choice to prohibit or limit the right to request charges and the solution is in fact incomplete. Indeed, it does not capture the entire market. Already charges on payment initiation services have started to be levied and the problem could re-occur albeit with the use of a different payment method. 

<a> 6.10 CONCLUSION
[prn] 6.76 Electronic commerce will continue to rely heavily on easy to use and cheap payment solutions. To develop, those payment services need an effective and supportive legal framework in place. The legal regime applicable to electronic payments, whether e-money, card transactions or payment initiation services, is in place, but it remains very complex. The complexity stems from a legal regime spread across several legal instruments, the most recent of which (PSD2) counts no less than 113 recitals and 117 articles. Nevertheless, after the demise of EMD1, which hindered, rather than helped the market for electronic payment to develop, the new regulatory initiatives undertaken have tried to enable innovation while introducing a regime favourable to consumers. The PSD1 was particularly efficient at incentivising new comers and creating rights for consumers using payment services. EMD2 also seem to have had a positive impact in the sense that more electronic money institutions are being created than before. However, it is not certain that e-money as a means to replace physical coins and bank notes will really take off. Most initiatives have largely failed and Bitcoins and other crypto-currencies are encountering difficulties breaking into the retail market. However, the new PSD2 paves the way for the regulation of new payment means and catches up with practice, now regulating payment initiation services as soon as it will come into force and to some extent some mobile payment systems that were to date excluded from PSD1. This is a welcome move as those payments methods have proved extremely successful in recent years and are set to continue to spread. PSD2 also promises improved consumer rights and consumer security (although on the latter point the technical standards have not yet been adopted). While a lot is being done to create a payment services market that will encourage growth and therefore support electronic commerce, I have also highlighted that niggling issues continue to exist. This includes, for example, the case of the surcharging of payment methods. As years pass and PSD2 comes into application, no doubt more problematic technical issues will come to the fore. But for the time being, consumers using the internet or their mobile phone to shop will have to content themselves with the regime in place and hope that it can provide sufficient protection. 
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