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Abstract—In this paper, the fault-tolerant consensus control probem
is investigated for multi-agent systems with sensor faultsA first-order
difference equation is utilized to describe the sensor fatiland an observer
is designed to estimate the state and the fault simultaneolys For security
enhancement and/or congestion mitigation purposes, the tamated state
is first encrypted into a series of finite-level codewords by @ encryption
algorithm and then transmitted to other agents through a directed
topology. After being received, the codewords are then degpted by the
corresponding decryption algorithm and subsequently utiized to design
the consensus controller. By constructing a novel matrix non along
with its compatible vector norm, we obtain a necessary and dficient
condition, which serves as an index in the observer and the otroller
design. In the end, two simulation examples are given to demgtrate the
validity of the results in this paper.

Index Terms—Encryption-decryption scheme, multi-agent system, con-
sensus, fault-tolerant control, sensor faults.

I. INTRODUCTION

confidentiality, integrity, and availability. Confideniis prevents an
unauthorized user from obtaining secret or private datgeghity
prevents an unauthorized user from modifying the data. |&bdity
ensures that the data can be used when requested [28]. Gampar
with the integrity and availability against different atks (e.g.
Denial-of-Service attacks [10] and Byzantine agents k#tg85]),
the confidentiality of MASs, not limited to the single- or die-
integrator MASs, has only received initial research aitentwhich
motivates us to shorten this gap.

Generally speaking, data confidentiality protection esatech-
nologies include two main types, namely cryptography-ase
encryption-decryption (CED) and private data release (PRFED
aims to transmit data securely and correctly, which alwaygiires
heavy cryptographic calculations. On the other hand, PDRs db
perturb released data such that the original data can natfeead
from the perturbed data, and simultaneously, the pertudaga can
still enable certain utilities [27], which is similar to theoding-

The consensus problem has long been a fundamental rese%f@@oding technology [33]. The coding-decoding technolbgy been

topic with its root in distributed computing [3], [31]. In g&ular,
the consensus control problem for multi-agent systems (8)Afs
received considerable research attention ever since thmalework

investigated in the existing literature (see [4], [12], [[2[22] for
single-integrator MASS, [23], [25] for double-integratelASs, [17],
[20], [32] for general linear MASs and [7] for nonlinear MASs

in [9], where a directed graph has been used to model the Io%lh the aim of designing a pair of encoder-decoder appabgly

information exchange and the knowledge of the graph theasybleen
introduced to obtain stability conditions for the undemtyiMASs. Up
to now, the consensus control problem for MASs has been sixtn
studied (see e.g. [6], [24]) with promising applicationsainvariety
of domains such as formation control [8], [30], flocking coh{5],
[15], [16] and distributed estimation [26], [29].

As a research forefront, the security issue of MASs hascitita
growing attention in response to the ever-increasing deimain
safety and reliability. For MASs, the security issue mayules
from a communication-link weakness (logical security &sor a
potential component fault (physical security issue). Astfe logical
security issue in MASSs, the interconnection among agermntsug
the communication networks exhibits obvious vulnerabtitto po-
tential attackers, and this may lead to unintended consegse In
general, data logical security includes three main secpribperties:
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such that at each time instant, the decoding error is pgssibiall

with the minimum size of the released data. Based on the above

analysis, in this paper, we propose a novel encryptionygéion

scheme combining CED and PDR technologies, where 1) the CED

technology is employed to ensure the high security of theegysand
2) the PDR technology, realized by the coding-decodingrteldyy,
is employed to reduce the size of the released data, theeeluging
the heavy calculations that will be imposed on the CED atgoni

Apart from enhancing the logical security, another effextvay to
improve the security of MASs is to guarantee the physicalisgc
which refers to the protection of tangible items. In this @apve
concentrate on sensors and provide a feasible method tataimain
certain availabilities of sensors even in the presence witsfaAs
is well known, sensors are used for obtaining informatiod s
provide the primary support for process monitoring and @dniAs
for MASs, they usually perform tasks in harsh environmewtsich
makes the sensors prone to faults. These faults may resutt fr
external environmental factors (e.g. temperature, hugpigollution
and corrosion) or internal factors (e.g. abnormal wear ofijponents
and over-heating). Moreover, due to the underlying inteneztions
among agents, these faults, if not dealt with in time, coutztbpgate
to the neighboring agents, thereby affecting the perfonaasf the
overall MAS. In addition, as compared with the actuatort®([11],
[34]) and the process faults ( [18], [19]), the sensor fanked to
gain more research attention because the embedded centisotiot
equipped with the fault-tolerant capability against serfaalts [38],
and this motivates the research on the fault-tolerant obntr

In general, the sensor fault is first estimated by constigctin
augmented system as well as an observer, and a controllbers t
designed to compensate the effect from the sensor fault [13],
[39]. According to the prior knowledge about the faults, wenc
choose to construct an augmented descriptor system or ameatied
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non-descriptor system. Specifically, if we do not know anjompr
knowledge, an augmented descriptor system can be corestr[i3],
[14]. Nevertheless, it is worth noting that to obtain an aate
estimation, the detectability of the descriptor system yigically
required and such a requirement is rather stringent. Toigetfrthe
detectability requirement, an augmented non-descrigttem can be
constructed by assuming the magnitude or the derivatietitiitder
difference of the fault is bounded [39]. Inspired by [39], evé the
continuous-time systems is considered, we construct amewigd
non-descriptor system as well as its observer to deal wite@efaults
for discrete-time systems. The novelty lies in that: 1) blyaducing
the first-order difference of the sensor fault, bias faultd drift faults
can be estimated/tolerated simultaneously; and 2) a noaghomorm
along with its compatible vector norm is exploited so as toveethe
necessary and sufficient condition for the observer andrebsbased
fault-tolerant controller design.

Motivated by the above discussion, in this paper, we strive
deal with the fault-tolerant consensus control problem KbASs
subject to sensor faults under an encryption-decryptionese.
The main contributions of this paper are summarized as vistio

1) we have made one of the first attempts to deal with the data

confidentiality issue through combining cryptographic gomation

algorithm and system dynamics, which could largely reduce t

calculation burden and preserve certain control-theopatiformance
of MASs; 2) a novel matrix norm along with its compatible act
norm is constructed (according to the property of the specadius)
so as to obtain the necessary and sufficient condition tditédei the

design of the observer-based consensus controller; andndyvel

analysis method is proposed based on the constructed nod®ato
with the tight couplings of coding-decoding-based PDR atgm,

consensus controller and observer.

The rest of this paper is structured as follows. In Sectign
fundamental concepts on graphs, the model of MASs subjesetrtsor
faults and basic encryption-decryption ideas are intreduén Sec-
tion lll, the encryption-decryption-based consensus &lyaed and
the consensus controller is designed. In Section IV, twaukition
examples are provided and Section V concludes this paper.

Notations. Let 1,, and 0,, denote them x 1 column vector
with all ones and all zeros, respectivel@.,, stands for the
m X n matrix with all zeros.I,, is an-dimensional identity matrix.
dia{ fo, ..., fn} represents a diagonal matrix witfy,..., f» as

its diagonal elements(A) and Amax(A) denote, respectively, the

The i-th eigenvalue ofL is denoted by\;(L). A directed graphg
is said to contain a directed spanning tree if there existsde rthat
can reach any other nodes through paths.

In this paper, we consider the leaderless consensus of an MAS
consisting of N agents. The dynamics of each agent is described by
zi(k+ 1) = Azi(k) + Bus(k)
yi(k) = Cai(k) + F fi(k)
wherez; € R", u; € R™ andy; € R? are the state variable,
the input variable and the output variable, respectivelyk)

[fir(K),--- ,fip(k)]T € R? denotes the unknown sensor fault that
evolves according to

Ak + 1) = fk) + A (B),

)

)

where A 2 [agf agll - A" and k) 2 ik o+

t) — f;(k). The form (2) can describe a variety of faults including
bias faults (by letting /™ (k) = 0 and "' (0) = 0) and drift faults

(by letting A" (k) = 0 and fI"1(0) # 0).

Definition 1: (Consensus) The consensus is said to be reached
asymptotically if

i (k) — (k)| =0, i, =1,2,...,N 3)

lim
k—oo

is satisfied for any given matrix norm.
By constructing the following augmented state

T

G0 2 [Ty ) (1Pm)]

the augmented system can be established as follows:

! { Gilk+1) = AGi(k) + Bui(k)+ DAY (k)
yi(k) = CG(k),

where

(4)

spectral radius and the maximum eigenvalue of the squareixmat Considering the augmented system (4), we propose an observe

A. |||l and || - ||~ denote, respectively, the-norm and theoco-
norm of a vector or a matrix. For a complex numberRe(s) and
s represent its real part and conjugate complex number, cigply.

based encryption-decryption fault-tolerant consensusrobscheme
for MASs, which is shown in Fig. 1. First, based on the augment
system (4), an observer is designed to estimate the statehend

For a symmetric matrix?, P > 0 meansP is positive definite. For sensor fault simultaneously. Then, the estimated stat@blar is

a complex matrixC, C* denotes the conjugate transposeCofThe encrypted into codewords by a prescribed PDR algorithm dsase

symbol® represents the Kronecker product. For a given real numb&ICED algorithm, and subsequently transmitted to the speaiféents

z, [x] means the minimum integer not smaller than according to the topology. The received codewords are gézayand
further utilized to design the distributed consensus cdletr

In the following, the observer, the coding-decoding-bag&daR
scheme and the distributed consensus controller will begyded one
by one.

Il. PROBLEM FORMULATION

For an MAS consisting ofV agents, the information flow within
the system forms a directed gragh® (v,e, Ag), wherev =
{vi,v2,...,un} is the set of nodes and each node represents arPbserver of agent:
agente C v x v is the set of edges and; = (vi, v;) € ¢ if there is F k4 1) = A (k) + Buy (k) + Gui(k
an information flow from node; to nodev;, and Ag = [ai;] Gl . ) _é}( ) (k) w:(k)
is the adjacency matrix. The set of neighbors of noedés denoted gi(k) = CGi(k)

— 9i(k))
©)

by N; = {jlj € v,7 #i,e;; € e} and the cardinality of\; (i.e. the ¢i(0) =0,

in-degree of nodey) is denoted byi;. a;; = 1/(d; + 1) if and only R T

if £;; € €, otherwisea;; = 0. L = [lij]NxN denotes the Laplacian where ¢;(k) £ [gg;f(k) FT (k) gfi[”(k)) ] and G is the
matrix of the graphG with I;; = Z;V:L#i aij, lij = —as5,1 # j. observer gain matrix to be designed.
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s,(k) Agentj |f;(k) (k)
» x0) ¥, 5 ) 0!
{ f\i ((e —>{ Decryption H Controller H H Sensor H Observer H Encryption ’—‘—v °) \/\/‘\ \
-
v
S,(k) ( Agent i lf (k) (A)
s,
(1, x;, () 1, (k x,(k) (k) % (k) (k)
{ \ ((Ce 4-{ Decryption H Controller H }—r ensor H Observer H Encryption ’—‘—v . /\ ) \
-

Fig. 1. Observer-based encryption-decryption controbsth

PDR-coding algorithm of agent data; 2) the introduced coding-decoding algorithm is welsigned

2i(k) — A&i(k — 1) to preserve control-theoretic performance of the MAS; 3 @ED
si(k) = Q¢ ( : G _Ll) ) algorithm, realized by a kind of homomorphic encryptionaaithm,
g (6) s introduced to ensure the high security of the released; datd
Ci(k) = A&i(k — 1) + g(k = 1)si(k) 4) PDR and CED algorithms are executed cooperatively totlgrea
&(0) =0, reduce the calculation burden.

. N R X
where &;(k) is an auxiliary variable introduced to obtaif (k), Define the estimation error asAz-(k) = zi(k) — &i(k), the
si(k) is the codeword to be transmitted to agept(e;; € ) augmented estimation error agk) = ¢;(k) — ¢;(k), the encryption

~ A ~ . .
g(k) is a decaying scaling function to be determined, which c (?{ror as 61'(;) = &i(k) — @:(k) and the quantization error as

also be seen as a symmetric key in the process of PDR since he -1 si(k) — (&i(k) — A&(k — 1)) /g(k — 1). Then, we
cannot decrypt the received informationgifk) remains unknown. °Pt@in _ -
For v = [vh... 7un}T, the quantization function is defined as {6’(k+ 1) = (4-GOek)+ DAf (k) (20)
Qu(v) £ [ai(v1), -+ s e(vn)] " with i(k) = [In Onxar] &(k),
and
dg, (d——)5<vi<(d+l)5 si(k) = gk —1)8;(k—1), k>1
Qt(vi) = { N . < 27 2 (7) €; g i 5 = 11
Qt( Uz): (% B: él(o) = 0. ( )
where S is the given quantization parametés; — ¢;(vi)| < (/2 . Lo
andd = 0,1,2,...,M with M — max,y ||s:(k)/B|l. The For notation simplicity, we denote
communication channel of each agent is required to be capafbl z 2 [2],27, 796%]T7 &= [27,23, -, 2% .
transmitting[log,(nM + 1) + 1] bits of data at each time step. S R SO, T oca [T, F CT]T
PDR-decoding algorithm of agerit Lovza o IN 12525777 05N] o
eé [6{7627 7671:7]T7 éé [5{7557 7571:7]T7
zji(k) = Azji(k — 1) + g(k — 1)s;(k)
(8) e [er el eh]", e 2 [ef,ef, - ek
1’31(0):0, jej\[h - 1-,%2> » CN ’ - 1,62 'SN )
. . . = [8’{78%17 7871\17}717 ué [u?7u27 . 7u71:7]T7
wherez;; (k) is the state obtained after decryption. N - T
Controller of agent o= [5 10250 751\7} : (12)
With the aid of the Kronecker product, the collective dynesnof
= —cKZaLJ (&i(k) —zji(k)), (9) the MAS can be represented as
k+1)=(In® A)z(k)+ (In ® B)u(k
wherec > 0 is the coupling gain and is the feedback gain matrix. { o k) B (IN C)x(k) (In Julk) (13)
Remark 1:Under the PDR algorithm, ageptsends the codeword y(k) = (In ® C)z(k).

sj(k) to agenti (¢;; € €). Agent i receivess;(k) and obtains Moreover, (6) and (10) can be written in the following contpiacm:

the statex;;(k) according to the decryption algorithm (8). From Sk — (1 Ak —1
(6) and (8), we haver;;(k) = &;(k). Through the introduction of s(k) = Q: (x( )= Un ® A)E( ))

the quantization process, the coding-decoding algorittorksvas a g(k—1) (14)
PDR technology to add uncertainties into the released aetah §(k) = (In @ A)E(k — 1) + g(k — D)s(k)

can be executed in conjunction with CED technology, e.glli€ai £(0) =0,

encryption algorithm (PEA), to further enhance the seguoit the B B _ _ (1]

released data. To be more specific, we can transmit the fickepa ek +1) = (In @ (A = GO)e(k)+DAS (k) (15)
using PEA to ensure the initial state is secure and then é&PMBR e(k) = (IN® [In  Onxap))é(k).

algorithm take over, which is sufficient to protect the stafermation T

of the MAS since the initial inferred error of eavesdroppeitslead Where Al £ [(Ahm)Tv (AT, 7(Af1[\}])T] andD £

to an exponential growing of the estimation error. The epiop- In ® D.

decryption scheme proposed in this paper can be summaried aln this paper, we investigate the fault-tolerant consermrgrol

1) the PDR algorithm, realized by introducing a dynamic ogdi problem for MASs subject to sensor faults under the encoppti
decoding algorithm, is exploited to add uncertainties thioreleased decryption scheme. In other words, we aim to design the PDR
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algorithm (6)-(8), the observer (5) and the controller (@¢tsthat:  Therefore, it can be inferred thatA — %/\z—(L)BK)*P(A —
1) the consensus of the MAS is reached asymptotically in tQ%Ai(L)BK) < P. Letting v denote the corresponding eigenvector

presence of the sensor fault (2); of the eigenvalue\(A — -)\; BK), we have
2) the size of the transmitted data is bounded under the PDR 1 1
algorithm (6)-(8). v (A - c—)\i(L)BK)*P(A — c—)\z‘(L)BK)I/
0 0

Il1. M AIN RESULTS

=V"AA - l)\iBK)P)\(A — l)\iBK)u
In this section, we first address the consensus problem of the Co Co

addressed MAS and then analyze the size of the transmittied da = |\A - l,\iBK)ﬁy*pV < v*Pu, (22)
To start with, we give the following assumptions and lemnvesich o
will be used for deriving our main results in the sequel. which further implies
Assumption 1The directed graplg contains a directed spanning 1
tree. p(A — C—O)\ZBK) <1, (23)

Assumption 2:There exist known positive constants and yo
such that||zc(0)|lcc < xe and ||¢(0)]loc < X0, Wherez.(0) =
2(0) — (1nrT ® I,)x(0).

Lemma 1:[36] Under Assumption 10 is a simple eigenvalue of
L and all the other eigenvalues have positive real parts,0i.e: AP AT — P — AP.CT(CP.CT + 1) 'CPAT + Q. = 0.
A(L) < Re(A2(L)) < ... < Re(An(L)). Moreover, L1y = On (24)
and there exists a vectar = [ry, - ,rN]T such thatr’1y = 1
andr” L = 0%.

and the proof is complete. [ ]
Lemma 3:Let P, = P{ > 0 be the solution of the following
discrete Riccati equation with a given matq = Q¥ > 0:

Then, we haver(4A — GC) < 1 and the observer gain matrix in (5)

. can be designed a8 = AP,CT(CP,CT +1)~'.
It follows from Lemma 1 that there exist matrix = [ﬁ 1y To] Proof Itgfollows from (124) (andé _ EPBC’T(C‘HC’T Iy
and7T~ " = [V/Nr TﬂT such that that
1 ~ 1 ~N\T
T LT =J= { 0 2 ] e o
0 = AP, AT — AP,CT(CPCT + 1) 'CP AT
where A is a block diagonal matrix. — AP,CT(CPCT + )2CP AT — Py

Lemma 2:Suppose that Assumption 1 holds. LRt= PT > 0 be
the solution of the following discrete Riccati equation:
T T T 1T With the similar procedure in Lemma 2, we can readily obtain
A"PA—-P—-A"PB(B'PB+1I) B PA+Q=0. (16) p(A—GC) < 1 .

DefineK = (BT PB+1)"'BTPA, ro> max; |\;(L) —co| andr = Remark 2:The design of the consensus controller is dependent on
(/\max(Q*%KTBTPBKQ*%))fé. Let co<2min;{ Re(A\:(L))}. the .Laplacian matrix of the communication graph. Differ&nm the
If there exist a matrixQ = QT > 0 and a scalako such that undirected graph, the directed graph leads to complex eidess

=—Q1— AP CT(CPCT + 1) ?CP A" <0.  (25)

ro/co <, thenp(A— LA\ (L)BK) < 1foralli=2,...,N. of its Laplacian matrix, which complicates the controlleesign
Proof: It follows froom (16) andK = (BTPB + I)"'BTPA problem, and a conventional approach is to discuss the m&l a

that imaginary parts of the eigenvalue separately in order taiohthe

controller gain, see e.g. [32]. In this paper, inspired b@][2ve

ATPA—P—-AT"PB(B"PB+1)"'B"PA+Q propose a novel Riccati-equation-based method as iltestréy

=(A-—BK)"P(A-BK)+K'K-P+Q=0. (17) Lemma 2, where the consensus controller gain is divided tnto
) parts, namely, the coupling gain and the feedback gain. dhpling
For a complex numbes = a + bj, we know that gain can be adjusted to handle the effect of the graph on theecsus
(A— sBK)"P(A — sBK) agg_ _the feedbackdgai_nh czﬁn be ulseq tho?ChLeve theI (_:\(‘)drget?sus. In
B T 9 T T addition, compared with the results in , the resultsi y
=(A—aBK) P(A—aBK)+b"K" B PBK. (18) Lemma 2 has removed the full-rank assumption on the marix
It follows from (17) and (18) that Combining (9), (13), (14) and (15), we obtain the closedsloo
(A sBK) P(A— sBK) — P collective dynamics as follows:
—s —s _

:2(1—a)ATPBK+(a2+b2—1)KTBTPBK z(k+1) = (In ® A)z(k) — (cL ® BK)&(k)
e < (E(K) — (k)
=(In®A—cL® BK)z(k) — (cL ® BK)

=(1-2a+ad>+b)K"B"PBK + (1 —-20)K"K —Q () — () + 3(K) — o(k)

=|s—1°K"B"PBK —Q + (1 — 2a)K" K. (19)
) =(In®A—cL® BK)x(t) — (cL ® BK)
Clearly, if |s— 1| < (Amax(Q ? K" BTPBKQ %)) = r and x (8(k) — e(k))

1 —2a<0, then(A — sBK)*P(A — sBK) — P < 0. Furthermore, = (In®A— cL ® BK)z(t) — (cL ® BK)
notice thatrg/co < r implies

0/co p ) x (6(k) — (In ® [In Onx2p)) &(k)). (26)

max ZC—O - 1‘ <, (20) Now, we are in a position to give the main results.

‘ o Theorem 1Consider the casa f" (k) = 0. Under Assumption 1

and co<2 min;{Re(Xi(L))} implies and the encryption-decryption-based fault-tolerant eosss control

L oRe <)\z‘(L)) . QRe()\i(L))So‘ 21) scheme (5)-(9), if and only ip(A — eAi(L)BK) < 1 for all i =

2,...,N and p(A — GC) < 1, then there exists an encryption-

Co Co
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decryption keyg(k) > 0 such that the consensus of the MAS withwhich, together with: (k) =

agents (1) can be reached for any given initial states.

Proof: SufficiencyLetting z.(k) = z(k) — (1nr? ® L)z (k)
and z(k) = (T~' ® I,)z.(k), we obtain from(Ix — 1nrT)L =
L(Iny —1nrT) = L that

2(k+1) = (In® A—cJ ® BK)z(k) — (¢cJT™' ® BK)

x (&(k) — (In ® [In Onx2p]) &(k))
ALETh+1) 2L yk+1)]" 27)
wherezi (k) € R™ and 22—y (k) € RY~D" Noting that
2 (k) = (\/N’I‘T(IN “1vrT) @ In) z(k)=0,  (28)
we have
szN(k + 1) = A2127N(k3) — (CAT1 X BK)
x (é(k) — (In @ [In  Onxa2p))e(k)), (29)

where A £ In_1 ® A — cA ® BK. Omitting the computation
procedure, we arrive at
k—1
=AMz (1) = ) AT ATy ® BK)
=1
x (e(l) = (In ® [In  Onxa2p))e(l)), k> 2.

Denotep = max;{p(A — c\i(L)BK), p(A — GC)}. Recalling
that p(A — cA\;(L)BK) < 1 andp(A — GC) < 1, we havep < 1.
Using the property of the spectral radius, for ahyx ¢ < 1 — p,
we can find a matrix norm such thatA — c\;(L)BK) = p(A) <
[Al =m < p+e <1, p(A-GC) = p(In @ (A - GC)) <
lIn ® (A—GC)|| = m2 < p+e < 1andn < n. Then, (30)
further leads to

22— (K)|
< i lze—n (D) + [[eATy ® BEK]|

g

szN(k)

(30)

(1= 16(1 = 1)|| + ||cAT: ® BK||

X || In ® [In Onx2p Hzn’“ e k>2, (31)
with
227]\7(1) = A227N(0) =+ (CATl ® (BK [In 0nX2p])) é(O)
Denoting f1 (k) = S0} g(l —1)nf~"~*||8(1 — 1)|| for k > 2 and
h(k) = f1(k)/g(k), we obtain
_ mg(k) g(k—1)
nlk 1) = JBEESRK) + Se s Itk =Dl (32)

If sup, g(k)/g(k+1)=p, 0<mp<1and klim g(k) =0, then
— 00
h(k) satisfies
2

h(k) < SRl 33
()_l—nlumI?XH()” (33)
and lim fi(k) =0.
k— o0
Moreover, definingfz (k) = ;=) n¥~'~'||&(1)||, we obtain
k—1 ’I]k 2
f2(k) <D m ™ ey e < 117||é(1)|| (34)
— n2/m
and furthermorelim f2(k) = 0. Thus, we have
— 00
lim ||z2—n (k)| =0, (35)
k—oo

(T7'*®I,)z.(k), finally concludes that

lim [z (k)| = 0, (36)
k—oo

and the consensus is therefore achieved.

Necessity We know thatlimy,_, o A* = 0 if and only if p(A —
c\i(L)BK) < 1, andlimy,_, o (A —GC)* = 0 if and only if p(A —
GC) < 1. If p(A—c)\(L)BK) >1o0r p(A—GC) > 1, z2a_n(k)
will not converge to zero unless;—n(0) = 0. The necessity is
directly proved and the proof of Theorem 1 is now complete.m

Remark 3:Based on the foregoing analysis, we know thék)
can be arbitrary forms satisfyingup,, g(k)/g(k + 1) = p, 0 <
mp < 1andlimy .. g(k) = 0, and two simple examples ageu "
and go/(k + p). For the formg(k) = gops™", p can be any values
satisfyingl < p < 1/(p + €). Nevertheless, we prefer to choose a
larger 1 so as to have a higher convergence rate (&f).

Corollary 1: Consider the more general case whe{é[”( k) #0
and ||Af ( Moo < fmax for any ¢ and k. Under Assumption 1
and the encryption-decryption-based fault-tolerant ensss control
scheme (5)-(9), ifp(A — c\i(L)BK) < 1 forall i = 2,...,N
andp(A — GC) < 1, then there exists an encryption- decryptlon key
g(k) > 0 such that the bounded consensus of the MAS with agents
(1) can be reached for any given initial states.

Proof: It follows from (15) that
k2 || Dl fmax

lle(R)Il < 2"~ llel + == pa

where0 < n < 1andkz > 0. This, together with (34), concludes that
there exists a positive constafitsuch thatklim l|zi(k) — x; (k)| <

:— 00
B, i.e., the bounded consensus can be reached. [ |

In Theorem 1, we have derived theecessary and sufficient
condition for the existence of the PDR algorithm. Meanwhike
have provided a specific design method for the consensusotlent
gain and the observer gain in Lemma 2 and Lemma 3, respsactivel
In the following, we will discuss the size of the transmittéata.

From the definition of the quantization functi@p; in (7), it can
be calculated that

@37

(38)

M = "max

ik

(k) — A& (k — 1)” B 11 _
Bg(k—1) o 2

Theorem 2:Consider the casAfim(k) = 0. Under Assumptions
1-2, suppose that the following conditions are satisfied:

p(A-GCO) <1 (39a)

p(A—c\(L)BK) <1, i=2,...,N,  (39b)
gk) 1

WP k) M 1<p< g, (B9%)

klim g(k) =0, (39d)

wheree and p are defined in Theorem 1. Thel is bounded.
Proof: At time instantk + 1, we obtain

T (k + 1) — Afz (k)
g(k) o
:i:i(k+1)—:ci(k+1) :Ez(k+1)—Afz(k)
= ) Hm - 9(F) Hw
- g9(k) 9(k) |l
gk = V]| Al || i (k) = A&(k—1)
BT -1 Sl(k)Hw

l[e(E)llo + [[Bui(k)[loo + [[Alloc [[E(R) [l

= g(k)
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+ 9k = D[ Alloc || 2i(k) — A&k — (k) H following example: choosingy(k) = gou™* with miu > 1 and
g9(k) g(k—1) p > 1, then we obtain from (32) thafi(k) < go(nf 2 +
< (H”A”C"’)”e(k)']lf"+ | Bus(®)lee , olk _21 i”A”"". 777,;;;5?%)m]?XHfi(k’)HNk > 3. Thus, lim fi(k) = 0, which
9(k) 9(k) (40) implies thatz,_ (k) is convergent. Morf;oc\)/oer, it is worth noting
that the derived bounded consensus in Corollary 1 will leadhe
Sincea;; = 1/(di + 1), we haver.\’:1 a;; <1 and infinite size of the transmitted data under the proposedrseh)-
| Bus (k)| (9), which is undesirable. In this case, we would like to jdeva
¢ o feasible scheme to reduce the size of the transmitted datdeT
< c[|BK|| max €i(k) — &i(k) + (k) — zi(k) more specific, 1) a healthy system can be introduced for egehta
v . N ) as a reference system to deal with the external consensds2)an
~ (& (k) = &5(k)) = (25 (k) — 25()) an internal observer-based controller can be designedatik tihe
+ (@i(k) = 2 (k)| reference system.
< | BK oo (g(k = 1)B8 4+ 2|[(T' ® In)2(k) |l Remark 5:Compared with existing results (e.g. [20]), the technical
+2[|&: (k)| oo)- (41) novelties of this paper can be summarized as follows:
Substituting (40) into (41) yields 1) The observer-based PDR algorithm is constructed, heimee t
state is no longer required to be fully available.
Zi(k+1) — A&i(k) ‘ 2) A general sensor fault model is considered that includies t
g(k) o commonly investigated bias faults and drift faults as saeci
< 2eIBE|loo [T ® Inlloo]| (k)0 cases.
g(k) 3) A novel matrix norm along with its compatible vector nore i
e(k)|lco k—1 exploited so as to derive the necessary and sufficient dondit
+ (1 + (1Al H ;(;g + g(zg(k))ﬁ Ao for the desired consensus.
cBl|BK ||oog(k —1)  2¢| BK|oo||e(k)]|oo 4) The full-rank assumption on the matri® is removed when
+ g(k) g(k) : (42) designing the gain of the controller.
Moreover, combining (31), (33) and (34), we obtain
B IV. SIMULATIONS
I=( Consider an MAS consisting of six agents described by (1h wit
<)) + eAT: © B 29
—mp A:{1 0.1}32{0.2}02[10}1?:1
77 ” e(1)]| 0.15 0.5 |’ 0.25 |’ ’ ’
+eATy @ BK| |[In ® [In Onxap] || 5 mMDE - (43) _ . .
—n2/m where A is unstable but(A, B) is stabilizable. The augmented

From the equivalence property of the matrix norm, we know thgystem with(4, C) is detectable The initial state is set af)) =

there exist positive constants and k, such thatk, ||| _ < ||| < [10223041536 4]".
k2 |||l As a result, we have The directed topology among agents is shown in Fig. 2 and the
Laplacian matrix of the graph is
lo(R)llee < 220tz
e 771 e 0.75 0 0 —0.25 —-0.25 —-0.25
kz H Bg( ) —0.5 0.5 0 0 0 0
t T H cAT: @ BK || ;| —033 —033 067 0 0 0
o —-0.5 0 0 0.5 0 0
k AT ®BK o 2
QHCk = /” )77 le(loe,  (44) 0 0 0 05 05 0
TR/ 0 0 0 0  -05 05
and . .
~ . . The eigenvalues of are0, 0.5, 0.6667, 1 and0.62540.3307:. The
lE(k)|loe < le()ll _ nzlle(O)ll . kama He(o)”%_ (45) decaying scaling function is chosen @) = 0.98" and the quan-
T ok T ke T ki tization parameter i$$ = 1. According to Lemma 2, the controller
Finally, we obtain parameters in (9) are designed &s= [0.9457 0.2602] andc =
Zi(k + 1) — A&i(k) 1.0526. Other parameters ag = O._95, ro = 0.4637, r = 1.7.013,
9(F) ro/co = 0.4881 < r and@ = I. Letting @1 = 0.017, we obtalr%the
observer gain a& = [6.4430 1.8283 —5.9331 —0.0769
< uBe| B oo + 2 Allee £ 26| BE oo k2xo ’ : :
9(0) k1
- 1
cka|| BK ||oo||T |0 (2K3m2x0[|cAT: ® BE | O
+ L
k1 9(0)kin1(m — n2) L TN
24 Bl|eAT: © BK o 2xcHT’1HooHAHoo> A I
+ + \
1—mp g(0)m / \
Allso \
2 10, s
which implies thatM is bounded. The proof is complete. [ ] ) e

Remark 4:The conditionn:u < 1 is utilized to prove the
boundedness oMM, but this condition is not necessary in ensuring

the convergence of»_n (k). This can be demonstrated by theFig. 2. Topology of the multi-agent system.
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We consider the case where the bias fault and the drift fau s00

occur simultaneously withy!! Sk) =1, M) =0, fiVk) =3,
k) =4, 19k = 0 TR =6, 10) = 0, £2(0) =7,

f3(0) = 1, f4(0) = 2, f5(0) = 4, fe¢(0) = 5. Simulation results

are shown in Figs. 3-7. Figs. 3-4 depict the trajectories 4f) and
u(k). Figs. 5-6 illustrate that the estimation erripe; (k)| of the
designed observer approaches zero asymptotically andidkédiift
fault can be estimated. By denoting..x (k) £ max; ||s;(k)||co, We

have Fig. 7 showing that the size of the encrypted data isethde

bounded. Therefore, this simulation example with offsetitfahas
confirmed the theoretical results.

200

——Xe,, ——XC,, XCyy ———XC, ——XCyy xc,

I | | | | |
0 50 100 150 200 250 300 350 400
kitime step
100 T

Trajectories of xc

e ————

-100 L L L L L L L
0 50 100 150 200 250 300 350 400

kitime step
Fig. 3. Trajectories ofc.(k).
-100 [~ b
—ul ——u2 ud ——u4 ——us ué
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kitime step
Fig. 4. Trajectories of the input variabte; (k).
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H
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° .
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Fig. 5. State estimation errofg;(k)||2.

V. CONCLUSION

In this paper, we make one of the first attempts to deal with the

security issue of MASs (from the perspective of logical sigland
physical security) through developing a new cryptograuimputa-
tion algorithm with system dynamics. Our focus is to disgotre
underlying fundamental properties by investigating lmegstems,
which can be extended to nonlinear systems. The main catitiis
include the design of the coding-decoding-based PDR dlgorand
the design of the consensus controller under the directealdgy. By
employing and designing a decaying scale factor, the inted PDR

400

The estimation of f(k)

. . . . . .
0 50 100 150 200 250 300 350 400
kitime step

Fig. 6. Estimated faultf; (k).

10F e S R

. . . ! —
0 50 100 150 200 250 300 350 400
kitime step

Fig. 7. Trajectory ofsmax (k).

algorithm will not affect the steady-state performancehaf system,
i.e., the steady-state error will converge to zero. By iti@ng a
novel matrix norm, the necessary and sufficient conditios Iheen
derived for the desired consensus. With the merits of erihgnc
the data security and facilitating the data compressioa ptioposed
encryption-decryption scheme has potential applicatiometworked
control systems [37], sensor networks [2], etc. As a futesearch
topic, the encryption-decryption-based distributedneation problem
deserves further investigation especially in the presaficeeasure-
ment noise or outliers [1].
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