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ABSTRACT

In recent years, the communication-protocol-based synthesis and analysis issues have gained sub-
stantial research interest owing mainly to their significance in networked systems. In this work,
we survey the control and filtering problems of networked systems under the effects induced by
communication protocols. First, we introduce the engineering background of networked systems
as well as the theoretical frameworks established to deal with the communication-protocol-based
analysis and synthesis problems. Then, recent advances (especially the latest results) are reviewed
on the stability analysis issue subject to protocol scheduling. Subsequently, the particular effort is
devoted to presenting the latest progress on various communication-protocol-based control and
filtering problems according to the characteristics of networked systems (e.g. time-varying nature,
random behaviours, types of parameter uncertainties, and kinds of distributed structure). After that,
we provide a systematic review of the communication-protocol-based fault diagnosis problems.
Finally, some research challenges of communication-protocol-based control and filtering problems
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are outlined for future research.

1. Introduction
1.1. Engineering background

The research on networked systems (NSs) has
attracted a vast amount of interest in the past several
decades (Heemels et al., 2013). The most typical char-
acteristic of NSs is the utilisation of network-based
communication technology, under which the data
exchange among different system components (e.g.
controllers, sensors, filters, and actuators) is imple-
mented via the shared communication network. Dif-
ferent from the traditional point-to-point communi-
cation technology, such network-based communica-
tion technology possesses numerous advantages (e.g.
simple installation, reduced hardwire, low cost, and
high reliability; Peng & Yang, 2013). Accordingly, NSs
have achieved successful applications in an extensive
range of fields such as smart vehicles, smart grids,
environmental monitoring, industrial automation and
intelligent transportation. By now, NSs have become
the focus of intensive research in signal processing
and control communities. A typical NS is shown in
Figure 1, where the signal transmission between the

controller and plant is implemented through two com-
munication channels: the sensor-to-controller (S/C)
channel and the controller-to-actuator (C/A) channel.
Nevertheless, the utilisation of network-based com-
munication would also give rise to certain special
phenomena that might degrade the system perfor-
mance. Such network-induced phenomena include,
but are not limited to, transmission delays (T. Li
etal., 2019; Peng & Han, 2016; Y.-W. Wang et al., 2018),
packet dropouts (B. Chen, Zhang, et al.,, 2014; Han
etal., 2016; Lu et al., 2017), data packet disorder (Lian
et al,, 2019; A. Liu et al,, 2015; E. Zhang et al., 2018),
signal quantisation (Ren & Xiong, 2020; H. Shen,
Men, et al., 2019; F. Wang et al., 2019), communica-
tion protocol scheduling (K. Liu et al., 2012; J. Song,
Wang, et al., 2019; Zou, Wang, Hu, et al,, 2017), and
channel fading effects (Guo & Wang, 2015; B. Hu
et al., 2019). As such, the synthesis and analysis issues
of NSs subject to various network-induced phenom-
ena have attracted an ever-increasing research interest,
see e.g. Dimarogonas et al. (2012), Ge et al. (2017),
Tabuada (2007), L. Zhang et al. (2013), L. Zhang
et al. (2005), X.-M. Zhang et al. (2016) and X.-M.
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Zhang et al. (2017) and the references therein. For
instance, in F. Wang et al. (2018), the finite-time track-
ing control problem has been investigated for a type
of NSs with quantised inputs. The distributed and
centralised estimation issues have been studied in
Caballero-Aguila et al. (2014) for NSs with missing
measurements.

Among various network-induced phenomena,
communication protocol scheduling is one of the most
typical phenomena and would lead to a particularly
significant impact on the performance of NSs. Such a
phenomenon is mainly caused by the limited commu-
nication capability of the underlying channel in the NS.
More specifically, in a typical network-based commu-
nication process, data transmissions would unavoid-
ably suffer from data collisions in case of simultaneous
multiple accesses to the shared communication net-
work. In order to prevent such data collisions from
occurring, an effective way is to restrain the net-
work accesses according to the so-called communica-
tion protocols by guaranteeing that only one network
node is permitted to transmit its data at each trans-
mission instant through the shared communication
channel (Daci¢ & Nesi¢, 2007). Communication pro-
tocols are capable of orchestrating the transmission
order of all the network nodes and thereby generat-
ing certain scheduling behaviours that inevitably com-
plicate the analysis and synthesis issues of NSs. By
now, there are three kinds of extensively investigated
communication protocols in the literature, e.g. the
Try-Once-Discard (TOD) protocol (Zou, Wang, Han,
et al,, 2017), the Round-Robin (RR) protocol (K. Liu
et al., 2012), and the Random-Access (RA) protocol
(Guo & Wang, 2015).

1.2. Theoretical frameworks

In NSs, communication protocols are in fact a type of
agreements with the aim to regulate the signal trans-
missions over shared channels. Accordingly, commu-
nication protocols would have a dramatic effect on the
dynamical behaviours of NSs. So far, the analysis and
synthesis issues subject to different communication
protocols have attracted an ever-increasing research
interest. It is worth mentioning that the dynamical
behaviours of NSs subject to communication proto-
cols are mainly affected by two aspects: the scheduling
behaviours of communication protocols and the signal
compensation methods. The former one determines

which network node is selected to transmit its data
at each transmission instant, while the later one pre-
scribes how to compensate the data corresponding
to the network nodes that have not been selected to
transmit data. Nevertheless, the so-called protocol-
induced effects can be regarded as the impacts of the
corresponding scheduling behaviour and the signal
compensation method on the NS. Generally, there are
two signal compensation methods widely adopted in
practical applications: the zero-order holder (ZOH)
method (Sun et al, 2011) and the zero-input (ZI)
method (Schenato, 2009).

Let us briefly introduce the protocol-induced effects
by a simple example. Consider a discrete-time NS
with N network nodes labelled as {1,2,...,N}. Let &
denote the chosen node which is allowed to get access
to the communication channel at time instant k, y; x be
the signal of the ith node before transmitted at time
instant k, and y;x be the signal of the ith node after
transmitted at time instant k. Then, the communica-
tion subject to certain communication protocol can be
described by the following transmission model:

_ 7@y + (I = TED)Pk-1,  the ZOH method,
A TR the ZI method,

1)
where

(&) £ diag{8 (& — DL 8(E — )L, ..., 8(& — NI},
=T 1T
J’N,k]

T
YNk

=D i

=W yax

1Y
and (&, — i) € {0,1} is a Kronecker delta function
(ie. 8(&x —i) =1 holds if & =i and 8(&x — i) =0
otherwise). In this model, the scheduling behaviour
of the underlying communication protocol is char-
acterised by the time-varying variable &. The main
research topic of NSs subject to communication pro-
tocols is to analysis the effects of the transmission
model (1) on system performances and to design the
corresponding controllers, filters, or fault estimators
according to the system dynamics and the transmis-
sion model (1), i.e. the analysis and synthesis problems
of NSs under the transmission model (1).

To date, there are main three different theo-
retical frameworks available in the literature deal-
ing with the analysis and synthesis problems of
NSs subject to various communication protocols,
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Figure 1. A typical NS with two communication networks.

namely, switched-system-based (SWB) framework
(Donkers etal., 2011), impulsive-hybrid-system-based
(IHSB) framework (Tabbara & Nesi¢, 2008), and
switched-time-delay-based (STDB) framework (K. Liu
et al,, 2012). Generally speaking, the SWB framework
is always adopted to settle the discrete-time systems
subject to communication protocols. Let us take the
control problem of discrete-time NS with certain com-
munication protocol for example. Consider a discrete-
time NS with N sensor nodes. & is the selected sensor
node obtaining access to the communication network
at time instant k. The NS is characterised as follows:
X1 = F (X% Uk @), @)
Yk = Ik vi)s
where Xk, yi, Uk, wr and v are the system state,
measurement output, control input, process noise
and measurement noise at time instant k, respec-
tively. F (-,-,-) and 1(-,-) are two real-valued func-
tions. Under the effects of communication protocol,
the transmission model can be described by (1). Then,
letting the control input be ux = J(yk), the dynam-
ics of the closed-loop system can be described by the
following difference equation:

F & (x> Yk—1, k> Vi), the ZOH method,

X1 = {Fék (X6 Ok Vi), the ZI method.

(3)

Obviously, the closed-loop system (3) can be regarded
as a switched system and the switching law is

determined by &, which represents the scheduling
behaviour of the underlying communication proto-
col. As such, the performance analysis and controller
design issues of such a NS can be implemented based
on the SWB framework. More details regarding the
SWB framework can be found in Bauer et al. (2013)
and Donkers et al. (2011).

The THSB framework is always employed to han-
dle the continuous-time systems with sampled mea-
surements and communication protocol scheduling
effects. For such kind of systems, the corresponding
transmission model can be described by an impulsive
system. Then, the resulted system dynamics could be
represented by an impulsive switched system in which
the system state would switch its value at every sam-
pling instant. One of the representative works of IHSB
framework can be found in Heemels et al. (2010). Both
the SWB framework and THSB framework are capa-
ble of dealing with NSs subject to three widely stud-
ied communication protocols (i.e. the RR protocol,
TOD protocol and RA protocol). Compared with such
two frameworks, the STDB framework is developed
to cope with the analysis and synthesis issues of NSs
with protocol scheduling and communication delays
(or the delay effects induced by the sampling mech-
anism). In the STDB framework, the transmission
model under the protocol scheduling is described by
a delayed measurement model with switching param-
eters. Based on such a transmission model, the resulted
system dynamics could be modelled by a switched
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Figure 2. Organisation of this survey.

time-delay system. More details regarding the STDB
framework can be found in K. Liu et al. (2012). So far,
a rich body of literature has appeared on the analysis
and synthesis issues subject to various communication
protocols based on these aforementioned frameworks,
see e.g. Donkers et al. (2012), Heemels et al. (2010), Ju
etal. (2019), K. Liu et al. (2018), Long and Yang (2014)
and Zou, Wang, Hu, et al. (2017). The relevant research
on NSs subject to communication protocols have
mainly focused attention on (1) the stability analysis of
NSs subject to various communication protocols, (2)
the communication-protocol-based control problem
of NSs, (3) the communication-protocol-based filter-
ing (or state estimation) problem of NSs, and (4) the
communication-protocol-based fault diagnosis prob-
lem of NSs.

In this survey, we aim to provide a thorough and
timely review of existing research works on recent con-
tributions to the analysis and synthesis issues of NSs
subject to communication protocols. This paper is the
first deep overview of recent progress in the study of
communication-protocol-based analysis and synthe-
sis problems, additionally discussing some vital future
challenges which might contribute to the meaning-
ful progress of novel results. The rest of this work is
organised as follows. In Section 2, we firstly review
the recent advances on the stability analysis issue sub-
ject to communication protocol scheduling effects. In
Sections 3 and 4, the communication-protocol-based
control problem, communication-protocol-based fil-
tering problem and communication-protocol-based
fault diagnosis problem are reviewed for different

—— Section II

Communication-Protocol-Based Control and
— Filtering of Liner Time-Invariant Systems

Communication-Protocol-Based Control and
[~ Filtering of Nonlinear Systems

—— Section III 4— Communication-Protocol-Based Control and

Filtering of Uncertain Systems

Communication-Protocol-Based Control and
Filtering of Time-Varying Systems

— . . — Section IV
Based Fault Diagnosis L, Communication-Protocol-Based Control and
. Filtering of Distributed Networked Systems
| Some Challenging Section V
Issues
Conclusions and
onclusions an Section VI

NSs, respectively. Section 5 discusses some challeng-
ing works of communication-protocol-based analysis
and synthesis issues of NSs. Conclusions and future
topics of research are presented in Section 6. The
organisation of this survey could be summarised by
Figure 2.

2, Stability analysis subject to protocol
scheduling

The performance analysis issue has gained a lot
of research attention for NSs subject to protocol
scheduling effects since the pioneering works (Walsh
& Ye, 2001; Walsh et al., 2002; W. Zhang et al., 2001).
Stability is one of the mostly investigated perfor-
mance indices of dynamical systems. The schedul-
ing effects of communication protocols would lead to
an enormous impact on the stability of NSs (Daci¢
& Nesic¢, 2007). In Walsh et al. (2002), the stability anal-
ysis issue has been studied for continuous-time linear
time-invariant (LTI) systems subject to the effects of
RR protocol and TOD protocol, respectively. Further-
more, a maximum allowable transfer interval (MATI)
has been proposed to guarantee the global exponential
stability (GES) of a NS subject to the TOD protocol.
In Carnevale et al. (2011), an improved MATT has
been obtained to guarantee the GES compared with
(Walsh et al., 2002) based on the hybrid-system-based
method. The input-output £, stability issue has been
investigated in Nesi¢ and Teel (2004) for continuous-
time nonlinear systems subject to RR protocol and
TOD protocol, respectively. The results have been



extended to the continuous-time nonlinear systems
subject to hybrid communication protocols in Tab-
bara et al. (2007). Based on the IHSB framework, the
L) stability problem has been addressed in Heemels
et al. (2010) for continuous-time NSs with com-
munication protocol scheduling, time-varying trans-
mission intervals and communication delays, where
the trade-offs between the MATI, maximally allow-
able delay (MAD) and performance gains have been
provided.

The study on NSs with RA protocol has been first
reported in Tabbara and Nesi¢ (2008), where sufficient
conditions have been acquired to guarantee the £, sta-
bility for continuous-time NSs. For discrete-time NSs,
the mean-square stability has been analysed based on
the SWB framework in Donkers et al. (2012) with
RR, TOD and RA protocols, respectively. Generally
speaking, there are two different stochastic processes
describing the scheduling behaviour of the RA proto-
col. The first one is the independent and identically
distributed (i.i.d) sequence of random variables, which
has been first introduced in Tabbara and Nesié (2008).
The other one is the discrete-time Markov chain,
which has been first adopted in Donkers et al. (2012).
The choice between such two stochastic processes is
dependent on the actual communication channel. In
K. Liu, Fridman, and Johansson (2015), the authors
have studied the exponential mean-square stability of
NSs subject to two different RA scheduling models (i.e.
the i.i.d sequence of random variables and the discrete-
time Markov chain) respectively based on the IHSB
framework. In L. Zhou and Wei (2015), the £}, stability
issue has been addressed for nonlinear NSs with TOD
protocol scheduling by using the small gain theorem.

The exponential mean-square stability analysis
issue has been considered for NSs with two kinds of RR
protocols in Xu et al. (2013), where two Markov chains
have been employed to model the packet dropouts.
In K. Liu et al. (2011), the stability problem has
been investigated based on the STDB framework for
discrete-time NSs with RR scheduling, constant com-
munication delays and the nonuniform sampling
scheme. The authors have extended the results in K.
Liu et al. (2012), where the exponential stability has
been considered for NSs with time-varying commu-
nication delays and RR scheduling. Then, the authors
have discussed the stability issues subject to TOD pro-
tocol scheduling effects for continuous-time NSs and
discrete-time NSs in K. Liu, Fridman, and Hetel (2015)

INTERNATIONAL JOURNAL OF SYSTEMS SCIENCE . 3017

and K. Liu et al. (2018), respectively, where the cor-
responding stability criteria have been derived by
using the hybrid-delayed-system-based approach. In
Antunes et al. (2015), the mean-square stability has
been discussed based on the STDB framework for a
class of stochastic NSs with protocol scheduling effects,
where it has been shown the TOD protocol would
lead to a larger MATI compared with the RR pro-
tocol. It should be noted that the TOD protocol is
designed based on the ‘competitive’ principle. As such,
it is sometimes difficult for certain network nodes to
obtain sufficient opportunities getting access to the
communication channel. In this case, some ‘improved’
TOD protocols have been developed to ensure that
every node is eventually assigned with the network
access opportunity within a finite window of time.
In Tabbara et al. (2007), a so-called constant-penalty
TOD (CP-TOD) communication protocol has been
introduced based on the mechanism of ‘ silent time’
and the £, stability of the NS subject to the CP-TOD
scheduling has been studied. The input-to-state stabil-
ity in probability has been studied in B. Li et al. (2019)
for nonlinear stochastic systems under quantisation
effects and communication protocols in virtue of the
switched Lyapunov function method.

3. Communication-protocol-based control and
filtering

The control and filtering problems are two fundamen-
tal research topics in industrial automation commu-
nity. In order to evaluate the control and filtering per-
formance, various control and filtering methods have
been developed. These control and filtering schemes
can be categorised into several groups according to the
considered systems and noises as shown in Table 1.

As discussed in Section 2, the closed-loop system
dynamics of a NS is largely dependent on the protocol-
induced effects. As such, the controller/filter design
of a NS should take the protocol-induced effects into
consideration in order to achieve the desired perfor-
mance. In this section, we would like to review the
communication-protocol-based control and filtering
problems for different systems.

3.1. Communication-protocol-based control and
filtering of linear time-invariant systems

The control problem of linear time-invariant (LTT) sys-
tem is a hot research topic that has attracted quite a
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Table 1. The control and filtering methods for different systems with different noises.

Noises

Systems

Control problems

Linear time-invariant

systems Nonlinear systems Uncertain systems

Time-varying systems

Multi-agent systems

Energy-bounded noises
Norm-bounded noises

Stochastic noises

"H oo control, energy-to-peak control
ultimate-bounded control, /; control

LQG control, variance-constrained control

Systems

finite-horizon Heo
control

ultimate-bounded
control

error-constrained
control

H o consensus control

bounded consensus
control

mean-square
consensus control

Filtering problems

Linear time-invariant

Noises systems Nonlinear systems

Networked systems

Uncertain systems Time-varying systems over sensor networks

Energy-bounded noises
Norm-bounded noises

Stochastic noises

H o filtering, energy-to-peak filtering
ultimate-bounded filtering, /, filtering

variance-constrained filtering

finite-horizon H o distributed H o

filtering filtering
set-membership distributed ultimate-
filtering bounded filtering
recursive filtering distributed recursive
filtering

lot of attention (D. Ding, Han, et al,, 2019; D. Ding
et al, 2018; X.-M. Zhang et al., 2016, 2019). The
protocol-induced effects lead to an enormous impact
on the closed-loop system. Consider a typical linear
time-invariant system of the following form:

Xk4+1 = Axy + Buy + Ewy,
Yk = Cxx + Dvy.

Let the control input be uy = Kyk. Then, based on the
transmission model (1), the dynamics of the closed-
loop system subject to the ZOH method can be
described as follows:

[xk+1} _ [A + BKT1(§)C  BK(I — -i(ék))}
Yk TE0C I—"1G80)

y |:yxk ] n [E BKj(:Sk)Dj| |:a)kj|
Vk—1 0 TGE0D | [w]
The dynamics of the closed-loop system subject to the
ZI method can be described as follows:

Xk+1 = (A + BK (&) O)xx + Ewy + BK1(£x) Dv.

Obviously, the above two difference equations are,
in fact, linear time-invariant systems with certain
switching behaviours. The main purpose of the
communication-protocol-based control problem of
time-invariant systems is to design the controller
parameters subject to such switching systems. In C.
Zhou et al. (2012), a co-design strategy of TOD proto-
col scheduling and controller has been developed for

a class of LTI systems, where the desired controller
parameter has been acquired by solving a set of matrix
inequalities. The results have been extended to the co-
design problem of TOD protocol and controller for
linear time-delay NSs in C. Zhou et al. (2015), where
the desired controller has been developed by using
linear matrix inequality (LMI) techniques. Consider-
ing the input saturation effects, the control problem
has been addressed in K. Liu and Fridman (2014)
for discrete-time systems with network-induced delays
and TOD protocol scheduling by using the delay-
dependent Lyapunov-Krasovskii method. The results
have been extended to the control problem subject to
RR protocol scheduling in K. Liu and Fridman (2015),
where the corresponding stability has been analysed
based on the STDB framework. The quantised control
problem has been investigated in K. Liu et al. (2016)
under the RR protocol scheduling, large communica-
tion delays and time-varying sampling intervals.
Considering the random packet dropouts in the
communication channel, the optimal control problem
has been studied in C. Zhu et al. (2015) for linear time-
invariant systems with RA protocol scheduling. The
co-design of controller and protocol scheduling strat-
egy has been investigated for linear NSs with random
packet losses in W. Zhang et al. (2015), where resulted
closed-loop NSs have achieve a minimal decay rate.
Hoo control issue is one of the research focuses in the
field of networked control systems. In Ishii (2008), the
Hso control problem has been considered for linear



systems with RR protocol scheduling and measure-
ment missing effects. The control problem of medium-
constrained vehicular networks has been studied in
Guo and Wang (2015) where a shared communica-
tion channel with protocol scheduling and channel
fading effects has been considered. Considering that
the statistical properties of the RA protocol schedul-
ing is partly unknown, the output feedback controller
has been designed in J. Zhang et al. (2017) for linear
NSs by solving a set of LMIs. In Guo and Wen (2016),
a so-called most regular binary sequences protocol has
been considered and the corresponding controller has
been designed by using piecewise Lyapunov functional
and the average dwell time technique.

Filtering (or state estimation) is one of the most
studied fundamental issues in signal processing and
control communities (B. Chen, Yu, et al., 2014; T.
Chen, 2017; Ge et al.,, 2019). For the filtering issue of a
typical NS, the filtering process is implemented based
on the received measurement data, which are largely
affected by the adopted communication. Similar to the
communication-protocol-based control problems, the
filtering error systems under the effects of commu-
nication protocols can be modelled by linear time-
invariant systems with certain switching behaviours.
The main purpose of the communication-protocol-
based filtering problem of time-invariant systems is
to design the filter parameters subject to such switch-
ing systems. In Zou et al. (2019b), the moving-horizon
estimation problem has been studied for a class of
linear time-delay systems under the RR protocol,
where the developed estimation strategy has achieved
a satisfactory performance by using a lifting-based
design framework. In Zou, Wen, et al. (2019), the
communication-based train control (CBTC) system
has been modelled by a LTI NS subject to certain
communication protocol, and two ultimately bounded
state estimators have been designed by solving two
optimisation problems according to two different per-
formance requirements (i.e. the minimisation of the
ultimate bound and the fastest decay rate of the
output estimation error). The H, filtering problem
subject to certain communication protocol has been
investigated in J. Zhang and Peng (2019), where a
continuous-time linear NS with a TOD protocol has
been considered. Multi-rate sampling scheme is a
widely utilised method in various practical systems to
achieve the relatively low resource consumption. In Y.
Shen et al. (2020a), the H o filter has been constructed

INTERNATIONAL JOURNAL OF SYSTEMS SCIENCE . 3019

for multi-rate multi-sensor systems subject to the p-
persistent CSMA protocol (a special RA protocol),
where the multi-rate system is converted to a single-
rate system by adopting the lifting method.

3.2. Communication-protocol-based control and
filtering of nonlinear systems

The control and filtering issues of nonlinear systems
have always been two of the most challenging issues
in the past decades. Considering the communication-
protocol-based control problem for a typical nonlinear
system described by (2), the dynamics of the closed-
loop systems subject to different signal compensation
methods can be modelled, respectively, by

|:x’f+1:| = ﬁ5k<|:yxk :| , Wk vk), the ZOH method
Yk k—1

and

X1 =F £ (X, Wk, V),  the ZI method.

Similarly, for the communication-protocol-based fil-
tering problems, the corresponding filtering error
systems can also be modelled by such nonlinear
switching systems. Compared with the linear sys-
tems, the dynamical behaviours of nonlinear systems
are much more complex, thereby leading to diffi-
culties in performance analysis and controller/filter
design issues of nonlinear systems. So far, there are
some representative methods dealing with the con-
trol and filtering problem of nonlinear systems, see,
e.g. Ahmadi and Salmasi (2015), D. Ding, Wang,
et al. (2019a, 2019b), Heemels et al. (2010), Postoyan
et al. (2014) and Tabbara and Nesi¢ (2008). With the
rapid development of NSs, the research on nonlinear
NSs has gained considerable research interests owing
to the potential applications in modern industry. The
control problem of nonlinear systems subject to proto-
col scheduling is an important topic in such research.
In Postoyan et al. (2014), the tracking control prob-
lem has been addressed for nonlinear NSs subject to
communication protocols, where the controller has
been designed based on the IHSB framework. The reli-
able control problem has been investigated in Ahmadi
and Salmasi (2015) for nonlinear NSs with TOD pro-
tocol scheduling in presence of actuator faults, where
the remote observer-based reliable controller has been
designed by using Lyapunov-Krasovskii functional
method and some matrix manipulations.
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FlexRay is a deterministic communication protocol
that is widely employed in automotive control. Under
the effects of FlexRay, the transmission order of net-
work nodes are orchestrated according to a pre-set
communication cycles composed of a static segment
and a dynamic segment that are periodically repeated.
In W. Wang et al. (2015), an emulation controller has
been developed for nonlinear NSs subject to FlexRay
scheduling based on the IHSB framework. Consider-
ing the case that the transmission delays are larger than
the transmission intervals, the predictive control prob-
lem has been studied in Sun et al. (2016) for nonlinear
systems subject to communication protocols. The neu-
ral network is an effective tool dealing with nonlinear
systems. In D. Ding, Wang, et al. (2019a, 2019b), the
neural-network-based output-feedback control prob-
lem has been investigated for nonlinear systems sub-
ject to communication protocols, where the adaptive
dynamic programming method has been employed to
handle the controller design issue. In Y. Li et al. (2019),
a neural-network-based adaptive controller has been
designed for bilateral teleoperation systems with mul-
tiple slaves under Round-Robin scheduling protocol.
The ultimate boundedness control problem issue has
been addressed in Zou, Wang, Han, et al. (2017)
for a class of nonlinear NSs subject to TOD pro-
tocol scheduling, where the desired controller gains
are derived by solving a convex optimisation prob-
lem. The T-S fuzzy modelling method is one of the
most widely employed approaches to handle non-
linear systems. In Y. Dong et al. (2020), the fuzzy
model predictive control problem has been con-
sidered for discrete-time Takagi-Sugeno fuzzy sys-
tems under a so-called event-triggering-based TOD
protocol.

The filter (or state estimator) design issue for non-
linear systems is a hot yet important topic in signal
processing community. The existence of a commu-
nication protocol would further complicate the fil-
ter design task. In K.-Z. Liu et al. (2016), the state
estimator has been designed for a type of nonlin-
ear NSs with communication protocols based on the
IHSB framework and the small gain theorem. The
communication-protocol-based state estimation prob-
lem for complex networks has been studied in Zou,
Wang, Gao, and Liu (2017) where the considered com-
plex networks have been modelled by nonlinear time-
delay systems. Measurement outliers might occur in
system operation due to various reasons such as sensor

malfunction, large non-Gaussian noises and cyber-
attacks. Noting that the measurement outliers would
pose serious threats to the filtering process, in Fu,
Dong, Han, et al. (2020), the H filtering issue has
been addressed for a type of nonlinear stochastic sys-
tems with RR protocol scheduling. Noting that the
dynamics of certain complex systems can be mod-
elled by nonlinear systems, the corresponding Hxo
filters have been proposed in H. Shen et al. (2020)
and Wan, Wang, Wu, et al. (2019) for nonlinear com-
plex networks and genetic regulatory networks. The
well-known artificial neural network is a special non-
linear system whose nonlinearity is determined by
the underlying neuron activation functions. In Alsaadi
et al. (2018), the finite-time state estimation issue
has been investigated for delayed artificial neural net-
works, where a shared communication network with
the RA protocol has been adopted for the signal trans-
missions between the sensors and estimator.

The quantisation and missing measurement phe-
nomena are two widely studied network-induced com-
plexities in NSs. The simultaneous existence of pro-
tocol scheduling effects and other network-induced
complexities would further complicate the analysis
and design issues of NSs. In Mao et al. (2019), a net-
worked recursive filter has been constructed for a type
of nonlinear stochastic systems subject to uniform
quantisation, missing measurements and RR proto-
col scheduling effects. Sliding mode observer is an
effective estimator dealing with uncertain nonlinear
systems. In S. Chen et al. (2019), the sliding model
observer design issue has been considered for a type
of discrete nonlinear time-delay systems subject to
the RA protocol scheduling, where sufficient condi-
tions for the existence of the desired sliding model
observer has been proposed in terms of the feasi-
bility of a minimisation problem. By introducing a
special extended dissipative property index, the gen-
eralised state estimation problem has been consid-
ered in H. Shen, Huo, et al. (2019) for Markovian
coupled networks under the RR protocol scheduling,
where the Markovian coupled networks have been
modelled by a nonlinear complex network with a
Markov stochastic process. Moving horizon estimation
is an effective scheme to tackle nonlinear systems. The
communication-protocol-based moving horizon esti-
mation problem has been studied in Zou et al. (2019c¢)
for nonlinear NSs by using a special robust-based
scheme.



3.3. Communication-protocol-based control and
filtering of uncertain systems

Uncertainties serve as a class of important complexities
for system modelling, which describe the parameters
changes in system dynamics. There are two kinds of
uncertainties widely studied in the literature, namely
the norm-bounded uncertainties (J. Hu et al., 2020;
B. Shen et al., 2018) and the polytopic uncertainties
(Rao et al., 2018; Shi & Peng, 2020). The existence of
uncertainties would pose serious threats to the system
performance (e.g. the stability of a closed-loop sys-
tem). As such, the control and filtering problems sub-
ject to uncertainties have gained an ongoing research
interest for various systems ; see, e.g. Basin and Mal-
donado (2014), Caballero-Aguila et al. (2019) and X.-
M. Zhang et al. (2018). It is worth mentioning that, for
a NS, the utilisation of communication protocol would
further complicate the control and filter design of
uncertain systems. Considering the communication-
protocol-based control problem for a networked sys-
tem with norm-bounded uncertainties, the dynamics
of the closed-loop systems subject to different sig-
nal compensation methods can be described by the
following models:

|:xli+1:| = mgk (|:;xk :| , Wi, Vk» Ak> R
Yk k—1

the ZOH method,

Xk+1 = gté'k (Xk» Wk, Vi, Ak)’
the ZI method.

Obviously, the utilisation of communication protocols
would affect the stability and robustness of closed-loop
systems. To data, the communication-protocol-based
control and filtering problems of uncertain systems
have begun to stir some initial research interest. For
instance, in K. Zhu, Song, and Ding (2018), a resilient
robust model predictive controller has been devel-
oped for polytopic uncertain systems subject to the
TOD protocol scheduling by using an average dwell-
time-based approach. The results have been extended
to the model predictive control problem of poly-
topic uncertain systems with event-triggered mecha-
nism and Round-Robin protocol scheduling in K. Zhu,
Song, Ding, Wei, et al. (2018). In Y. Song et al. (2019), a
robust H;/Hs model predictive control problem has
been studied for polytopic uncertain systems subject
to the TOD protocol scheduling based on the SWB
framework.
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In J. Wang, Song, and Wei (2019), the dynamic
output-feedback robust model predictive control
problem has been studied for polytopic uncertain sys-
tems with RR protocol, where a model-dependent
observer has been developed to estimate the system
states. The authors have then extended their results
to the robust model predictive control problem for
polytopic uncertain systems with state saturation non-
linearities under Round-Robin protocol scheduling in
J. Wang, Song, Wei, and Dong (2019), in which the
state saturation nonlinearities have been reformulated
into the sum of a finite number of linearities. The slid-
ing mode control is an effective tool to handle the
uncertainties by forcing the state trajectories subject
to parameter perturbations to reach certain sliding
manifolds. In J. Song, Wang, et al. (2019), the authors
have developed an H, sliding mode controller for
discrete-time systems with norm-bounded uncertain-
ties subject to the RA protocol scheduling, where the
reachability of the sliding mode dynamics has been
guaranteed by using a token-dependent stochastic Lya-
punov function. The results have been extended to
the sliding mode control problem for cyber-physical
switched systems with RR protocol scheduling in
H. Zhao et al. (2020), where the input-to-state stabil-
ity in probability has been analysed based on the linear
matrix inequality method.

In practical applications, sometimes parameter
uncertainties may occur in a random fashion. In D.
Li et al. (2019), the robust H, state estimation prob-
lem has been considered for two-dimensional systems
with randomly occurring uncertainties, signal quanti-
sation effects and RR protocol scheduling. The results
have then been extended to the H, control problem
of a type of two-dimensional systems with randomly
occurring uncertainties, nonlinearities and unknown
time delays subject to RA protocol scheduling effects
in D. Li et al. (2020). It is worth noting that uncertain-
ties can describe not only the parameters changes in
plant dynamics, but also the parameters perturbations
of the transmission behaviour (e.g. the statistical prop-
erties of RA protocol scheduling). In J. Li et al. (2020),
a remote H o State estimator has been formulated for
time-delay neural networks under the scheduling of
RA protocol, where the scheduling behaviour of the
RA protocol is governed by a Markov chain whose
transmission probability is uncertain. For certain com-
plex systems, the inner coupling strengths of nodes
might suffer from some variations, which result in



3022 (&) LZOUETAL.

the so-called uncertain inner coupling. In D. Chen
et al. (2019), a resilient set-membership state estima-
tor has been constructed for a type of time-varying
complex networks with sensor saturation, uncertain
inner coupling and distributed delays subject to the RR
protocol. The communication-protocol-based filter-
ing problem has been addressed in S. Liu, Wang, Chen,
et al. (2020) for nonlinear systems with stochastic
uncertainties, where two resource-saving unscented
Kalman filters have been developed.

3.4. Communication-protocol-based control and
filtering of time-varying systems

In practical applications, a large number of systems
are subject to certain time-varying parameters varia-
tions, and thereby leading to a rich body of research
works concerning time-varying systems. Considering
the communication-protocol-based control problem
of a time-varying system, the closed-loop system can
be described as follows:

Xk+1 5 Xk
- = SR - > Wi, V) ak )
5t = ([ | o)
the ZOH method,

Xjp1 = gigk (X, W Vi, k),
the ZI method.

The aim of communication-protocol-based control
problems is to design the desired controllers for
such time-varying systems subject to different switch-
ing behaviours. The communication-protocol-based
control issue has been firstly investigated in Zou
et al. (2016a) for time-varying systems, where a
dedicatedly constructed finite-horizon H, controller
has been proposed based on the solution of two
coupled backward recursive Riccati difference equa-
tions. The authors have then extended their results
to the finite-horizon H filtering problem subject
to the RA protocol scheduling in Zou, Wang, Hu,
et al. (2017) for a type of time-varying NSs with a
high-rate communication network, in which a map-
ping technique has been employed to model the
randomly switching behaviour of the data trans-
mission. The communication-protocol-based finite-
horizon H, state estimation issue has been stud-
ied in Z. Zhao et al. (2018) for artificial neural
networks with component-based distributed delays.
In Zou et al. (2016b), the set-membership filtering
problem has been investigated for networked linear

time-varying systems with protocol scheduling effects
for the first time. The results have been extended to
the communication-protocol-based set-membership
filtering problem in J. Li et al. (2018), where the plant
under consideration is modelled by a time-varying
nonlinear system with censored measurements. The
quantised finite-horizon H filtering problem has
been studied in S. Liu et al. (2018) for multi-rate sys-
tems with RA protocol. The results have then been
extended to the fusion estimation problem in Y. Shen
et al. (2020b) for multi-rate linear repetitive processes
subject to the TOD protocol.

In practical systems, the controllers and filters
might sometimes suffer from certain perturbations. In
order to guarantee the desired system performance,
the so-called resilient scheme has been adopted in the
controllers and filters design processes. In Yuan, Wang,
et al. (2019), a near-optimal resilient controller has
been developed for networked time-varying systems
with gain perturbations, state saturations and addi-
tive nonlinearities, where the RA protocol has been
utilised to scheduling the signal transmissions between
the sensors and the controller. Event-triggered trans-
mission is an effective approach to reduce transmission
frequency. The noncooperative event-triggered con-
trol problem has been proposed in Yuan et al. (2020)
for time-varying NSs under the RR protocol schedul-
ing. Furthermore, the developed control strategy has
been applied to the load frequency control problem
in circuit systems to show the effectiveness of the pro-
posed method.

Note that the communication-protocol-based con-
trol and filter issues are very important for com-
plex networks, since it is quite crucial to guaran-
tee the efficient communication among nodes. The
communication-protocol-based H filtering issues of
time-varying complex networks have been address
in L. Shen et al. (2018) and D. Wang et al. (2019)
with random coupling strengths and state saturations,
respectively, where the corresponding filters have been
designed by using the backward recursive Riccati dif-
ference equations method and the recursive linear
matrix inequality technique. Similar communication-
protocol-based Ho, estimation method has been
employed to deal with the genetic regulatory networks
in Wan, Wang, Han, et al. (2019), where the genetic
regulatory networks have been modelled by time-
varying systems with nonlinearities. The filtering error
covariance is an important to evaluate the estimation



accuracy under stochastic noises. By minimising the
traces of error covariance (or the upper bounds of
error covariance), a communication-protocol-based
Kalman filters and communication-protocol-based
extended Kalman filter have been designed in S. Liu,
Wang, Hu, et al. (2020) and Zou et al. (2019a) for lin-
ear time-varying systems and nonlinear time-varying
systems, respectively. In H. Zhang et al. (2019), a recur-
sive filter has been developed for time-varying nonlin-
ear complex networks under RA protocol scheduling
effects. A recursive full information estimator has been
designed in Zou et al. (2019d) for time-varying sys-
tems subject to the RR scheduling by solving a minimi-
sation problem, where the upper bound of the norm of
the state estimation error has been achieved.

3.5. Communication-protocol-based control and
filtering of distributed networked systems

For the communication-protocol-based control prob-
lem of a distributed system, the dynamics of node i can
be described by

X',k+1 9 — - -
[ ;_/'k ] = J(Xi k> Vik—1> Xi» Wifes Vik> Viks §ik)
1,
the ZOH method,
Xift1 = S(Xiko Xifor Qi Vi Vier Ei)>
the ZI method,

where X, V;x denote the state information and the
measurement noise information of the neighbour
nodes for node i; & is the scheduling behaviour
of the transmissions between the node i and its
neighbour nodes. Obviously, such communication-
protocol-based control problem for distributed net-
worked systems are more challenging compared with
the centralised networked systems. The main difficulty
to deal with such a control problem is induced by
the complex scheduling behaviour described by &;.
Similarly, for the communication-protocol-based dis-
tributed filtering problems, the corresponding filter-
ing error systems can also be modelled by such dis-
tributed systems with complex scheduling behaviour.
The communication-protocol-based distributed filter-
ing problem has been firstly studied in Ugrinovskii
and Fridman (2014), where the RR protocol has been
adopted to scheduling the signal transmissions among
sensor nodes. The results have been further extended
to the finite-time distributed state estimation issue in
Xu et al. (2018) for nonlinear systems over sensor

INTERNATIONAL JOURNAL OF SYSTEMS SCIENCE . 3023

networks with RR protocol scheduling effects and fad-
ing channels. Considering the case that the network-
based communication suffers from cyber-attacks, the
communication-protocol-based distributed secure fil-
tering problem has been investigated in K. Liu
et al. (2020) for linear NSs in the STDB framework.
Considering the filtering problem of time-varying
state-saturated systems, a communication-protocol-
based distributed recursive filtering scheme has been
developed in B. Shen et al. (2020), where a special
matrix simplification approach has been utilised to
tackle the sensor network topology’s sparseness issue.
The distributed set-membership filtering problem has
been studied in S. Chen et al. (2020) for nonlinear
systems subject to RR and RA protocols over sensor
networks.

The resilient method is capable of reducing the
impact of the system performance on the gain per-
turbations of the controller (or filter). The dis-
tributed resilient control and filter problems have been
addressed, respectively, in Yuan, Shi etal. (2019) and L.
Shen et al. (2019) subject to communication protocols.
Considering the time-varying multi-agent systems, the
finite-horizon Hy, consensus control problems have
been studied in J. Song, Han, et al. (2019) and Zou,
Wang, Gao, and Alsaadi (2017) subject to the RA
protocol and RR protocol, respectively.

4. Communication-protocol-based fault
diagnosis

In real-world applications, practical systems usually
suffer the threats of faults that might take place in vari-
ous system components. As such, the research on fault
diagnosis has attracted significant attention ; see, e.g.
S. X. Ding et al. (2014), J. Li et al. (2019), Y. Wang
et al. (2014) and Yang and Yin (2019) and the refer-
ences therein. Generally speaking, the research works
of fault diagnosis include fault detection, fault estima-
tion and fault isolation problems. The fault detection
and isolation problems of NSs have been first reported
in Long and Yang (2014), where the RA protocol has
been employed to schedule the transmission between
the sensors and the remote fault detection and isola-
tion filter. Furthermore, a finite frequency stochastic
H_ performance requirement has been achieved by
using the linear matrix inequality method. The results
have been extended to the Ho, fault detection issue
with RA protocol in Long and Yang (2015) and the
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frequency-dependent fault detection issue with TOD
protocol in Long et al. (2020). The robust H, fault
detection issue has been considered in Luo, Wang,
Wei, and Alsaadi (2017) for nonlinear 2-D systems
with so-called randomly occurring linear fractional
uncertainties under the effects of RR protocol. The
authors have then extended the results in Luo, Wang,
and Wei (2017), where an H , fuzzy fault detection fil-
ter has been developed for networked fuzzy systems
with multiplicative noises subject to the RR protocol
scheduling.

Considering the phenomenon of missing measure-
ments with the uncertain occurrence probabilities,
the communication-protocol-based fault detection has
been studied in W. Chen et al. (2018) for time-delay
systems with missing measurements under uncertain
missing probabilities. The authors have then extended
their results in W. Chen et al. (2020), where a robust
fault detection filter has been developed for nonlin-
ear systems with data drift and randomly occurring
faults subject to TOD protocol. In Ju et al. (2019),
the fault detection has been considered over a finite-
frequency domain for time-delay NSs with RR proto-
col scheduling, in which both the required H_ and Hoo
performance indices have been achieved by using an
improved Kalman-Yakubovich-Popov lemma. Con-
sidering the gain variations in the filter, the non-fragile
Hoo fault detection problem has been proposed in
Ren et al. (2020) for fuzzy systems subject to the RA
protocol by adopting the strong centralised stochastic
analysis technique and the matrix calculation method.
In Gao et al. (2020), the distributed fault estimation
problem has been investigated for a type of delayed
complex networks subject to the RR protocol, where a
set of unknown input observers have been designed to
decouple the external disturbance from the estimation
process as much as possible.

Recently, the fault detection and estimation prob-
lems of time-varying systems have received an increas-
ing amount of attention. The fault detection prob-
lem has been investigated in Ju et al. (2020) and
Gao et al. (2019) for time-varying systems subject
to TOD protocol and RR protocol, respectively. In
Fu, Dong, Song, et al. (2020), the finite-horizon H
problem has been studied for a type of nonlin-
ear time-varying systems with randomly occurring
faults subject to the RR protocol. The main idea of
fault estimation is to reconstruct the desired fault
information (e.g. the size and shape of the fault)

based on the available measurements. The informa-
tion about the fault could help to improve the reli-
ability of control systems. In H. Dong et al. (2019),
the communication-protocol-based fault estimation
problem has been studied for time-varying systems
with randomly occurring sensor nonlinearities where
the desired fault estimator has been designed by
using the recursive linear matrix inequality tech-
nique.

5. Some challenging issues

In the past decade, we have witnessed significant
progress on the communication-protocol-based filter-
ing and control for various NSs, including the LTI
systems, nonlinear systems, uncertain systems, time-
varying systems and distributed systems. A large num-
ber of research results have been reported in the lit-
erature to handle the performance analysis, control,
filtering and fault diagnosis problems. In this section,
we would like to highlight some challenging problems
with respect to the research topics.

5.1. Modelling technology of transmission
behaviours under communication protocols

The transmission model is the fundamental issue for
the analysis and synthesis of a NS. Accordingly, it is of
great importance for model-based control and filtering
problems to develop accurate models describing the
transmission behaviours under communication proto-
cols. By now, such transmission behaviours are ideally
described by switching models or impulsive hybrid
models. Such models are, in fact, incapable of fully
characterising the impacts of communication proto-
cols. In practical applications, the scheduling pro-
cesses of communication protocols are quite complex,
which implies that the existing transmission models
are rather idealisation and simplification. For instance,
the well-known Carrier Sense Multiple Access with
Collision Avoid (CSMA/CA) protocol is a widely used
scheduling protocol, in which each network node
would first listen to the channel to see if the chan-
nel is available before sending data. Such a protocol
would perform four steps when a network node needs
an opportunity to get access to the network channel:
(1) listen to the favoured channel for its status (idle or
busy); (2) if the channel is sensed as idle, try to send



a data packet; (3) if the channel is busy, wait for cer-
tain interval (a random backoff time) and then check
again to see if the channel is idle; (4) if the channel is
known to be busy, repeat the procedure the process in
step 3 until it obtains the network access. Obviously,
the existing transmission model under the RA proto-
col has not fully captured the scheduling behaviours of
the CSMA/CA protocol.In order to achieve the more
reasonable transmission models under the communi-
cation protocols, it is necessary to fully understand
the detailed working processes of various communi-
cation protocols and introduce the valid assumptions
based on experimental tests (e.g. the assumption about
the stochastic process in RA protocol scheduling, the
assumption about the transmission interval of the
network-based communication). Furthermore, some-
times the data transmissions of a NS are implemented
over multiple communication networks subject to var-
ious communication protocols. In this case, it is quite
important yet challenging to study the modelling tech-
nique about the transmission behaviours under the
combined impacts of multiple communication proto-
cols.

5.2. Analysis of protocol scheduling effects on
system performance

Performance analysis of NSs subject to protocol
scheduling effects is an important foundational issue of
the research on communication-protocol-based con-
trol and filtering problems. So far, many important
results have been reported in the literature concerning
the analysis of the protocol-induced effects on stabil-
ity issue of NSs based on three frameworks (i.e. the
SWB framework, IHSB framework and STDB frame-
work). Nevertheless, the analysis issues on other sys-
tem performance indices have not yet gained adequate
research attention despite their practical significance.
The analysis issues include, but are not limited to, the
passivity analysis, dissipation analysis, analysis on set-
tling time, and analysis on H, index. Obviously, it
is difficult to deal with these analysis issues based on
the existing three frameworks. How to develop suitable
frameworks for such analysis issues is a challenging
problem.

On the other hand, for a NS, the utilisation of com-
munication protocol would enhance the communication
reliability while degrade the communication efficiency.
In the communication-protocol-based communication
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scheme, the number of network nodes and the trans-
mission interval would have a great impact on the
system performance. Generally speaking, there is a
trade-off between such two issues and the resulted
system performance. Nevertheless, the analysis about
such two issues has not been properly investigated.
How to examine the impacts of such two issues on
various system performance indices (e.g. the stabil-
ity, settling time, H, index) is a challenging research
topic.

5.3. Communication-protocol-based control and
filtering of distributed parameter systems

In the past decades, distributed parameter systems
(DPSs) have found applications in a wide range of
fields, including ocean sampling, oil spill and cellu-
lar neural networks (R.-G. Li & Wu, 2020). In reality,
most DPSs are modelled by partial differential equa-
tions (PDEs). The analysis and synthesis issues of
such kind of systems are more challenging compared
with the widely studied lumped parameter systems
(which are described by ordinary differential equa-
tions). Recently, the control and filtering problems of
networked DPSs have drawn some refreshed research
attention ; see, e.g. Demetriou (2015), X. Song, Wang,
Ahn, et al. (2020), X. Song, Wang, Song, et al. (2020)
and Z.-P. Wang and Wum (2017). Nevertheless, the
communication-protocol-based control and filtering
problems of DPSs have not yet received adequate
research attention despite their practical significance.
Generally speaking, the analysis frameworks and
design tools of DPSs are quite different from those
of lumped parameter systems. As such, the research
results of communication-protocol-based control and
filter of lumped parameter systems cannot be directly
extended to DPSs. Obviously, it is not easy to estab-
lish the reasonable research frameworks for networked
DPSs with communication protocols and some new
technologies should be developed to deal with the
corresponding analysis and synthesis issues.

6. Conclusions and future work

In this paper, we have reviewed and discussed the
results, mostly from relatively recent works, on the
communication-protocol-based control and filtering
problems. Firstly, we have briefly introduced the engi-
neering background of NSs subject to communication
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protocols and discussed the theoretical frameworks
dealing with the analysis and synthesis problems of
NSs subject to communication protocols. Then, the
stability analysis, control and filtering problems have
been surveyed in a great deal for various systems sub-
ject to different communication protocols. After that,
we have reviewed the communication-protocol-based
fault diagnosis problems (including the fault detection,
fault estimation and fault isolation problems) for sev-
eral NSs. Finally, we have considered some challenging
problems concerning the communication-protocol-
based control and filtering issues. Next, let us point
out some related research directions in the area of
communication-protocol-based control and filtering
which are worthy of further studies:

(1) In real-world applications, the signal transmis-
sions of a NS might be implemented via multi-
ple communication networks with different pro-
tocols. The corresponding control and filtering
processes of such a NS are affected by the com-
bined effects induced by these communication
protocols. In this sense, such control and filtering
problems are referred to as the control and fil-
tering problems subject to hybrid communication
protocols. The dynamical behaviours of a NS with
the hybrid communication protocol are quite dif-
ferent from those with the single communication
protocol. Hence, it would be a promising research
topic to develop the suitable approaches to handle
the corresponding control and filtering problems.

(2) The studies on the adaptive control and filtering
problems subject to communication protocols are
very few. Adaptive strategies are capable of han-
dling the systems with unknown parameters. In
practical applications, sometimes the parameters
of the underlying communication protocols are
tully accessible for a variety of reasons. Hence, the
adaptive control and filtering techniques might
fit well with such a case. Obviously, it leads to
a particularly attractive area for investigating the
adaptive control and filtering problems subject to
communication protocols.

(3) It should be note that the extensively studied
communication protocols (the RR, TOD, RA pro-
tocols) are, in fact, some widely utilised time
division multiple access (TDMA) protocols in
modern industry. Code division multiple access

(4)

(5)

(6)

(CDMA) protocol is another well-known a com-
munication protocol that is widely adopted in
cellular telephone systems. The transmission
behaviours under the CDMA protocol are quite
distinguished from those under the TDMA pro-
tocol. Accordingly, the existing research frame-
works are incapable of dealing with the analysis
and synthesis issues under the CDMA protocol.
As such, a trend for future research is to develop
certain new research frameworks to deal with the
analysis and synthesis of NSs with CDMA proto-
cols.

As we have discussed in Section 5.1, the widely
studied models of communication protocols are
incapable of fully characterising the impacts of
protocols on signal transmissions, which pre-
vents us from tackle the practical NSs sub-
ject to communication protocols. By now, the
research works on applications of the established
communication-protocol-based control and filter
methods are very few despite their practical sig-
nificance. This is mainly due to the fact that it
is always very difficult to obtain reasonable mod-
els describing the transmission behaviours under
communication protocols. Obviously, it would be
a promising research topic to study the applica-
tions of the established theories and methodolo-
gies to some practical engineering problems.

In practical applications, sometimes it is
extremely difficult to obtain accurate system
models. As such, the aforementioned model-
based methods are not applicable to such sys-
tems. Model-free schemes would be the ideal
approaches to handle the corresponding control
and estimation problems. To date, a large num-
ber of results have been reported in the literature
concerning the model-free control problem for
different systems (Hou & Xiong, 2019; S. Liu, Hou,
et al., 2020; W. Zhang et al., 2021). Nevertheless,
the model-free control problem subject to com-
munication protocols has not gained adequate
research attention despite its potential in practi-
cal applications. Hence, it would be of significant
engineering importance to develop model-free
control strategies for NSs with protocol schedul-
ing effects.

Nowadays, machine learning optimisation meth-
ods have gained an increasing amount of attention



due to the strong applicability. Note that the exis-
tence of communication protocols in practical
systems (especially large-scale complex systems)
would greatly complicate the system behaviours.
The utilisation of machine learning optimisation
methods in the controller and filter design pro-
cesses would significant improve the resulted sys-
tem performance. Hence, it is of great significance
to consider how to design the optimal control and
filtering strategies by using the machine learning
optimisation methods.
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