Emerging Trends

AN ECOSYSTEM OF
INTERCONNECTEDNESS:
PRIORITISING KEY LEGAL
CONCERNS IN THE METAVERSE

The recent hype surrounding the
metaverse has deftly captured our
interest, but we also need to be aware
of any potential legal issues that
might arise. This brief analysis sheds
light on some of these concerns, and
emphasises the critical role of law,
governance and policy when dealing
with transactions/interactions in
the metaverse.

BY PIN LEAN LAU

borne witness to the evolution of

the metaverse. Interestingly, the
metaverse is not a new phenomenon,
but has been quietly building traction
since the early 2000s. The coincidence
of timing with the COVID-19 pandem-
ic affecting the world population in
2020 and tech giant Facebook’s re-
branding of itself as Meta? are likely

I n the past couple of years, we have

contributory factors that catapulted
the visibility of the metaverse into
mainstream technological cultures
and imaginings. A simple keyword
search for “metaverse” in a web
browser is likely to display at least 1.6
billion search results, demonstrating
to us the rich trove of both knowledge
and speculation about our digital fu-
tures in the metaverse.

In a previous article in The
Conversation, the author raised three
legal concerns that we should be
aware of in the metaverse®. These
include the “commercial” aspect of
the metaverse as a marketplace, issues
relating to data and the protection of
data rights and privacy and, finally,
avatar user interactions within the
metaverse. Whilst it is not possible to
uncover all the legal issues that could
arise in the metaverse, the present
article expands on two main concerns,
and pivots the discussion towards an
ecosystem of interconnectedness,
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Crafting and modelling the success of the NFT space in the
metaverse further requires clear rules, stewardship and
transparency, not unlike corporations in our “real” world.

similar to an ecosystem of technologies*. This
ecosystem encompasses the critical roles that can
be played by leaders and policy makers, together
with technology developers and manufacturers,
and the immediate stakeholder at large - users or
consumers of the metaverse.

Firstly, in considering the metaverse and
commercial transactions that take place therein,
it cannot be denied that it has opened up a
boundless virtual reality space in which busi-
nesses can thrive. With a single digital currency,
or non-fungible tokens (NFTs), leveraging block-
chain technologies, the metaverse is highly
powered through data and connected virtual
worlds. Companies such as Sotheby’s now have
Decentraland, the world’s first virtual gallery in the
metaverse, a “digital twin” of its London offices.’
Rapper and hip-hop mogul Snoop Dogg can boast
of his own SnoopVerse, where virtual pieces of
land can be purchased.® Sandbox, another digital
world, is now one of the virtual “homes” of PwC’s
Hong Kong branch.” With many companies now
clamouring to capitalise on the “perceived value
of NFTs and the ability to invest in a non-existent
asset”,® it is prudent to take stock of the legal real-
ities of this space.

In the context of NFTs, particularly collect-
ible NFTs of digital art, music or other creative
works, their release or launch may be akin to
initialpublic offerings (IPO) of shares, offered
for sale to the public via issuance of new stocks,
generally traded on a stock exchange platform,
such as the London Stock Exchange. IPOs and
the like in our world are subject to strict legal
rules, compliance with listing requirements, and
banking and securities legislation. And whilst
different trading platforms may each have their
own laws and rules depending on jurisdiction, it
is still unclear to us whether this may be appli-
cable in the case of NFTs in the metaverse. For
example, if information about a prospective new
release of an NFT is leaked before its launch
date, can appropriate action be taken against the
party leaking such information?® The question of
insider trading also comes to mind.* Because of
the value attributable to NFTs, and the resulting
emerging models of NFT-native properties that
can expand into different products, activities,
events and interactive experiences!, main-
taining and growing the NFT space should ideally
have oversight and audit mechanisms to protect
both NFT creators and investors. Crafting and
modelling the success of the NFT space in the
metaverse further requires clear rules, steward-
ship and transparency, not unlike corporations
in our “real” world.

We should be also concerned that the virtual
environment of the metaverse could be ripe
for market place exploitation, similar to Silk
Road® in the dark web. Silk Road was a dark web
marketplace platform that dealt primarily in
illegal drugs and contraband, weapons, prohib-
ited pornography, sex trafficking and, allegedly,
murder for hire. One of the reasons why Silk
Road was able to operate successfully and under
the radar was due to the lack of government over-
sight, the difficulties of enforcing laws within its
space, and the ability of users to perform trans-
actions using cryptocurrencies without involving
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In an idealised regulatory metaverse space, adequate safeguards
need to be put in place to ensure equitable access to all, taking
control out of the hands of the powerful elites.

banks or financial institutions.®* Will the metaverse be
susceptible to this kind of virtual marketplace too? What
kind of laws can be put into place to provide adequate
and effective safeguards for all users? Who would be an
appropriate regulatory authority to govern and enforce
any rules for the platform? This requires cooperation
between creators, innovators, policy makers, legislators,
users and the like, within the ecosystem of connected-
ness, moving towards a common goal and aim that fosters
mutual benefits and interests.

Secondly, another main concern would be in connection
with user interactions in the metaverse via avatars. Whilst
interacting in a virtual space is not a new experience —
for example, in massive multiplayer online role-playing
gaming (MMORPG), such as World of Warcraft** - the
heightened immersion that can be experienced in the
metaverse can raise novel questions relating to criminal
law (assault and battery, or sexual harassment/offences)
or tort law (defamation, negligence or breach of duty of
care). As one example, what about interactions between
avatars that either are, or border on, sexual harassment
or, worse, sexual assault? Disturbing news has already
emerged that sexual predators have begun to misuse the
seemingly neutral space of the metaverse, with reported
incidents of groping,’ sexual assault in Horizon Venues,'
and numerous other incidents of sexual assault.” How
can we even begin to explain that sexual assault in the
metaverse is no different from sexual assault in reality,
and that the trauma experienced by a victim is real? Are
our existing laws on sexual harassment and sexual assault
robust enough to tackle these kinds of actions in the
metaverse? There is already enough literature to indicate
that victim blaming continues to rear its ugly head, with

tech giant Meta allegedly making the claim that its users
were not using it correctly.®* Notwithstanding the fact that
Meta is making adjustments to its tools to protect its users,
using a feature called “Safe Zone”,”” and taking some posi-
tive steps to assign moderators to the space, this may not
be adequate, because the problem of sexual harassment
does not go away.

This is where greater clarity is needed as to the role
of the operator, data controllers, and processors, and
whether an over-arching framework of harmonised poli-
cies of use, including terms and conditions and governing
legislation, is necessary. Critical dialogues within the
ecosystem of interconnectedness (described earlier) need
to begin, drawing on the voices and needs of users and
communities, and shared values and principles to inform
appropriate standards of use, robust policies and oversight
systems, and concrete sanctions accompanied by effective
complaints or dispute resolution mechanisms. Whilst the
current existing virtual worlds will, no doubt, each have
their own user terms and conditions, it is vital to ensure
that measures of enforcing compliance with these rules are
in place. Each of these worlds’ terms and conditions need
to meet the scrutiny of internationally accepted stand-
ards that protect fundamental rights and liberties, whilst
allowing creators, innovators, operators, etc., to continue
building creative innovations and carrying out beneficial
research and development.

Collectively, we are at an infant stage in our explora-
tion of the metaverse and what it means for the future.
As technologies continue to grow and evolve, and as
we navigate a balancing exercise with the Collingridge
Dilemma,? there is no harm in equipping ourselves with
the necessary knowledge, information, and readiness to
welcome an equitable and conscious legal or regulatory
framework of the metaverse. We are still light years away
from formulating novel legal systems in the metaverse,
bearing in mind not only key regulatory challenges® but
also the time that is needed to build our ecosystem of
interconnectedness. Ultimately, in an idealised regulatory
metaverse space, adequate safeguards need to be put in
place to ensure equitable access to all, taking control out of
the hands of the powerful elites.? Just as we have come to
recognise the systemic problems in our societies, cultures,
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and institutions, so, too, we should be determined not to
allow these same problems to find a home and metastasise
in the metaverse.
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