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Abstract—In this paper, the security-guaranteed fuzzy net- R" The n-dimensional Euclidean space
worked state estimation issue is investigated for a class of gnxm The set of alln x m real matrices
two-dimensional (2-D) systems with norm-bounded disturbances. L
Considering the structural specificity of the 2-D systems, the The set of all nonnegative integers
membership function in the Takagi-Sugeno fuzzy model is Z~ The set of all negative integers
established to reflect the spatial information. Multiple sensor - The Euclidean vector norm iR"™
arrays are utilized to improve the observation diversity and

overcome the measurement obstacle induced by geographical Amax(") The maximum eigenvalue
restrictions. The network-based deception attacks, occurring in= i, (+) The minimum eigenvalue

a pr_obablllstlc fashion, are characterlzed_ by a set of Bernoulli I, The identity matrix of dimension x n
distributed random variables. By resorting to the 2-D fuzzy . .

blending and augmentation operations, the error dynamics of M The inverse of}/

the sth 2-D fuzzy estimator is formulated and, subsequently, A7 The transpose o/

the globally asymptotical stability of the local error dynamics X>Y X-Y is positive semi-definite
is studied in virtue of Lyapunov stability theory, fuzzy theory, - ) o o
and stochastic analysis technique. Then, sufficient conditions are X > Y X-Y is positive definite
derived to ensure the so-called o1, 02, 03, ps)-security of the local
error dynamics. Furthermore, the estimation fusion problem of
the local fuzzy estimators is discussed and the corresponding
(01, 02, 03, ps)-security is also guaranteed. Finally, an illustrative  Ever since the seminal work in [1], the Takagi-Sugeno
example is provided to demonstrate .the.ratlonall'.cy and the (T-S) fuzzy model has been attracting a steadily growing
effectiveness of the proposed state estimation algorithm. interest from the system science and control communities
Index Terms—Two-dimensional systems, Takagi-Sugeno fuzzy In particular, benefiting from its distinctive approximation
model, state estimation, multiple sensor arrays, deception attacks, capability, the T-S fuzzy model is well known to be one of
estimation fusion. the powerful tools to characterize the complicated nonlinear
systems. Briefly speaking, by resorting to the fuzzification and
Notations defuzzification operations within the T-S framework, a nonlin-
ear system can be approximately described by a set of local
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For example, the robust state estimation problem has bdencombine information from local sources to construct a
addressed in [15] for a class of 2-D systems within a finitemified picture and thus achieve better performance than the
horizon framework. The sufficient and necessary conditioferal setting [28]. In the past several decades, considerable
have been established in [16] to guarantee the stability of 2¢rBsearch effort has been devoted to the estimation fusion
linear systems in continuous, discrete and mixed cases. In [Liggues [29]-[31], and some diversified fusion means can be
the robustH ., filtering issue has been investigated for a clagsund in [40], [41]. For instance, the multi-sensor fusion
of uncertain 2-D discrete systems. In [14], the sliding mod&oblem has been investigated in [32] for a class of clustered
control law has been designed for the 2-D systems under gensor networks, where the sequential measurement fusion and
event-triggered transmission mechanism. Nevertheless, limigestimation fusion have been taken into account. The optimal
work has been done for the 2-D systems due probably to tlireear estimation fusion problem has been studied in [38], and
difficulty in physical modeling and mathematical analysis. Athree estimation fusion architectures have been discussed. By
such, it is imperative to build a paradigm for the study of 2-Desorting to the Cholesky factorization and special approxi-
systems, which constitutes the first motivation of this papemation to the cross-covariance, two computationally effective

Owing to the prominent advantages in light weight, simplision algorithms have been provided in [39]. However, to the
installation and easy maintenance, the networked systebest of our knowledge, the state estimation problem has not
(NSs) have received considerable research attention from bezn adequately discussed yet for 2-D fuzzy NSs with multiple
engineering and scientific communities [33]—[37]. Accordingsensor arrays and deception attacks, not to mention the case
ly, there has been a great deal of elegant results available inWieere the estimation fusion is also involved.
literature, see e.g. [18]. For a typical NS, the information trans- As is well known, state estimation is a fundamental issue in
mission among system components (e.g. sensors, plants, ¢be-areas of systems science and control engineering because,
trollers, and actuators) is usually implemented over a sharéde to physical structure/constraints [5]-[7], some important
communication network [19], [20]. In practical scenarios, ibystem states are unobservable from sensor measurements
is often the case that the information interactions are protieat are likely to be contaminated by noises [21], [22]. So
to the cyber-attacks due to the openness of communicatfan a great deal of literature has been available on the
network. The network attacks (including, but are not limited tambserver design for 2-D systems see e.g. [53]. Very recently,
data tampering, spoofing, hijacking, and capture-replay) [44fre fuzzy-model-based state estimation problem has attracted
[46], if not properly handled, would deteriorate the systermome initial research attention for nonlinear 2-D systems.
performance and even destroy the system stability. It is woflor example, with help of T-S fuzzy approximation, the
pointing out that, compared with other kinds of cyber-attacksbserver design problem has been discussed in [54]-[57]
the so-called deception attack caused by tampering/spoofiog 2-D systems characterized by the Fornasini-Marchesini
is more dangerous due to its stealthiness. To this end, thedel for the purpose of dynamic output-feedback control.
security issue of NSs under deception attacks has begurSimilarly, in [51], [52], the state estimation problem for 2-D
attract particular research attention in recent years, see &gesser systems has been examined based upon the T-S fuzzy
[47], [48]. Nevertheless, the corresponding security-guaranteedthodology. On the other hand, networked systems have now
state estimation problem has not been investigated yet for tiecome increasingly popular and, accordingly, it makes both
2-D fuzzy systems, and this gives rise to another motivatidgheoretical and practical sense to look into the fuzzy state
of the current study. estimation problems for 2-D systems, and this motivates our

As pointed out in [24], a single sensor array would beurrent study.
sufficient to obtain high-accuracy measurement under idealSummarizing the above discussions, in this paper, we en-
conditions. Nevertheless, in real-world applications, the ide@tavor to deal with the security-guaranteed state estimation
conditions are less likely to be satisfied due to the effects pfoblem for a class of 2-D fuzzy NSs with multiple sensor
certain adverse yet ineluctable factors such as non-calibratiarrays and deception attacks. The main contributions of this
offset, and fault [23]. As such, it makes practical sense pmper are highlighted as follows. 1) The security-guaranteed
consider the case of multiple sensor arrays, where all senssiee estimation problem is, for the first time, addressed for the
are geographically distributed in an “array” configuration ove2-D NSs with multiple sensor arrays and deception attacks. 2)
different regions of interest [25]. Particularly, the utilization ofAn estimation fusion scheme is developed based on a set of
multiple sensor arrays is capable of improving the observati@rD fuzzy local state estimators. 3) Some sufficient conditions
diversity and overcoming the measurement obstacles incurezd established to guarantee tiiebally asymptotical stability
by geographical restrictions. Up to now, some elegant reseaestd the (o1, 02, 03, ps)-security of the local error dynamics,
results have been reported on the investigation of multiple sexs well as the o1, 02, 03, p)-securityof the fused counterpart.
sor arrays. For example, a new technique has been presentethe remainder of this paper is organized as follows. Sec-
in [26] to determine the locations of multiple sensors, wheretion 11 formulates the security-guaranteed state estimation
tradeoff between the information redundancy, the sensor cqeipblem in the 2-D T-S fuzzy framework. In Section IlI,
and the process information has been considered. the desired state estimator is proposed, and ghabal-

In the context of state estimation with multiple sensdy asymptotical stabilityand the prescribedos, 02, 03, ps)-
arrays, the step named estimation fusion has been playsegurity(o1, 02, 03, p)-security are discussed. In Section 1V,
a paramount role in enhancing the authenticity and deaasimulation example is provided to examine the validity of
availability [27]. The basic idea behind estimation fusion ithe developed 2-D fuzzy estimation algorithm. Finally, this
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paper is concluded in Section V. the measurement obstacles caused by geographical restrictions.
Specifically, the measurement model of tth sensor array
Il. PROBLEM FORMULATION is given by
for%9n5|der a class of T-S fuzzy systems of the following 2-D 7 (p,q) = Csz(p, q) + Div(p, q), sc & (5)
Plant Rule i: where y*(p,q) € R™ denotes the measurement outpdf,
IF ng’q) iS Fit, -y 95.”"") is Fij, - andeff”q) is Fip, and D{ are given coefficients with appropriate dimensions,
THEN and& = {1, 2,---, S} with S being the number of sensor

arrays.

z(p+Lg+1) =Auz(pg+1) + Aziz(p+1,9) The measured data in the multiple sensor arrays are all
+ Biiv(p.g+ 1)+ Bav(p+1,q9), (1) transmitted to the remote endpoint devices (i.e. local state
where z(p,q) € R™(p,q € Z*) denotes the state VeCtor,estimator) through a shared cqmmunication network (subject
ej(_p.,q) 2 10,(p.q+1), 6;(p+1.q)] (G = 1,2,---,p) is the to cyber-attacks), th(_areby ac_h|evmg _the so—cgll_e_d networked
deployment concerning the information acquisition process.

As such, the underlying system is referred to asnéevorked
i corresponding to the spatial input Vecaﬁy,q)’ T is defined 2-D fuzzy systems. Note thgt the meagurements transmitted

N ] i over an open network environment might suffer from the

asZ ={l, 2,---, R} with R being the number of IF-THEN qoantion attack launched by adversaries. In this case, the

rules, v(p, q) € R" is the disturbance input, and.;, Ay, fctual measurement model can be described by
B;; and By; are known real constant system matrices wit

compatible dimensions. y*(p,q) =y°(p,q) + B(p, 0)y°(p, @) (6)

Assumption 1. The disturbance input(p, q) is bounded by where 7°(p,q) £ —5°(p,q) + £(p,q), &£(p,q) € R™ is the
@) deception data injected by the attackers, ai@,q) is a
random variable with the following probability distribution:

e o _ ~ Prob{B(p,q) =1} =B, Prob{B(p,q) =0} =1-75 (7)
Considering the structural specificity of the premise variable,

in 2-D systems, the following spatial membership function ¥ith 5 € [0,1) being a known scalar. The measurements

spatial premise variable at the locatign ¢) (which might be
state or measurable variablgj,; is a spatial fuzzy set of rule

||V(p7 q)H S 01,
where o, is a given positive scalar.

introduced [42]: passing through the_network are stored in a set of zero-order-
() holders (ZOHSs), which provide the ready-made data for the
hi"® = [hi(p,q+1), hi(p+1,9)], (3) subsequent fuzzy state estimation procedure.
where Assumption 2. The deception dat(p, ¢q) satisfies
p
hitpa) 2 2D g0 2 T] 5 0P0). 6. 0)] < 02 ®)
Vi(p,q) =1 where g, is a prescribed positive scalar.

1=1
The component;(p, ¢) of the spatial membership function isRemark 1. It is worth ment!onlng that the_comb|nat|on of
actually the normalized membership functi(mj(ej(.p’q)) >0 multiple sensor arrays and _|nformat|on fusion (;enter yvould
_ ) i o enhance the diversity of available data, thereby improving the
is the grade of membership 6f in ;. It is not difficult reliability and accuracy as confirmed by engineering practice.
to see that Compared with the ordinary sensor network, one clearly finds
N from the construction (5) that characters of the multiple
0< hi(p,q) < 1, Zhi(p"I) =L VpaeZ'. (4 sensor arrays take on large quantity, wide distribution and
=1 multifarious collection. It will immediately degrade into the
ordinary sensor network onc®& = 1. In terms of this view,
Multiple sensor arrays results obtained in this paper can be applied to ordinary
v(k,,)ab:;seguzz_z; r;rc;gzlss Vo semsor 2oy T W 3 sensor.netwo.rk. On the other hand_, th_e system measurements
transmitted via an open communication network are very
____________ susceptible to deception attacks. In TCP/IP based network,
there are many forms of deception attacks which include,
but are not limited to, IP deception, ARP deception, DNS
deception, and route source deception. Generally speaking,

R

2-D fuzzy state estimator

kD | Fusion

. these various but random attacks can be characterized by the
cente! v g .
unified model (6) through constructing(p, ¢) and 3(p, q).

Such a formulation would facilitate the design and analysis of

Fig. 1: Block diagram of 2-D fuzzy networked estimation syste . -
g g Y = the fuzzy state estimator under deception attacks.

In this paper, as illustrated in Fig. 1, multiple sensor arraysIn this paper, thesth full-order local fuzzy state estimator
are adopted to improve the observation diversity and overcomeconstructed of the following form:
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Local State Estimator Rule:: for any s € ZT. Letting é*(p, q) £ 2(p, q) — 2°(p, q), the sth
IF 9?"‘) is Fit, - 9“” 9 is Fij, -+ and ei(f’q) is Fip, 2-D fuzzy error dynamics can be calculated as follows:
THEN

. - - Ep+1a+1) = > hibyha (A = Alp)z(,0+1)
P(p+1,q+1)=A7,3%(p,g + 1) + A5 2°(p + 1, 9) Z 1f'7)

1,5,n=1

+ Bigiy'(p,a+1) + 4378 (pq + 1) + Buv(p,g + 1)
+B3y° (P +1,9), ©) — (1= B(p,q+1))Bis;Crz(p,q + 1)
where % (p, q) is the state vector of theth state estimator, — (1= B(p,q+1))Bis; Dyv(p,q + 1))
andAj;;, A5, Bi; and B3, are the gain parameters to be — Bp,q+ 1B £(p,q + 1)}
determined. » 1
Assumption 3. The initial boundary conditions of the 2-D + Z hihjhn{(AQi — A3 )z(p+1,9)
fuzzy system (1) and theh local state estimator (9) are i,j,n=1
specified by + A3p€°(p+1,9) + Bav(p+1,9)
4" (p,q); i (p,q) €0 % [0, bn] — (=Bt 1,4) BayCralp +1,0)
2(prq) = (. q) = Vo) i () €10, 0] X0 ) o — (=B +1,0)B5;;Dv(p +1,9)
| U0 i (rg) €0 (b, o) ~ B+ LByt +10].  (19)
0; if (p,q) € (by, 00) X 0

T _
Define e*(p, q 2T(p,q) (€°(p, )| and&(p,q) 2
with "(0,0) = 4°(0,0), whereb, and b, are prescribed () { ) (&0,0) } )

positive integers. For a known positive scalas, ¥"(p, q) v (p, q) ¢ (p.q)] - Then, the augmented 2-D fuzzy error

¥¥(p, q) are given vectors satisfying dynamics is obtained as
R
h NN
H [dj” b } H <os. )  Ce+lat) = > hihghahihih
V*(p,q) i =1
It3astedf ?r? trzweDofperation ?f fu(Zf)y blenbding, the deifl:jzzified X [Ai{jesm ¢+ 1)+ B€(p, g +1)
output of the 2-D fuzzy system (1) can be represented as s s
S - —6( Bt
z(p+1,g+1) =Y hi(p,q+ 1){Auz(p.q+1) P 2B
=1 —B(p.a+1)B;,;&(p,a+1)
= +AS *(p+1, )+B E(p+1,9)
+ Buv(p.g + 1)} + D hi(p +1,0) 12) P5@) T B\ e
i=1 —(1— Bp+1,9)Css.e%(p+1,9)
x {Asiz(p+1,9) + Baiv(p+ 1,9) }, ~(1-B(p+1,q)B: (p+1 q)
Zh p.q ) + Div(p, q)]. —Bp+ Lq)Bzﬁf(pH,q)}, (15)
where
It should be noted that the validity of the 2-D fuzzy model in T AL 0 - B. 0
(1) with (12) were already studied in [59]. Aj” = A 1145 A5 ] , B & {BIZL 0} ,
Similarly, the defuzzified output of theth local state - i i i L
estimator is readily obtained as As. A Ay; 0 B. 2 By, 0
2~ | Ay AS As | 2 |B, 0]’
2f7 21
Fo+1l+1) = hilp,q+ D{A3 ;2% (p,q+1 s ol N 0 0
(v Z (pa DT (pa+ 1) Byy; £ } By = [B; D 0}’
fJ
S s X s A s A 0 0
+ Bity (p,q+1)}+zhi(p+1,Q) B;,. 2 o Bf; By &1 B33
i—1 J jgon"
x {A3#°(p+1,q) + B3y’ (p+ 1 13 s oo 0 s ol 0 0
{A572° (0 +1,9) + Bpay*(p +1,9) ). (13) Cy = _BfijZ ol » Casn = [Biﬁci ol -

: : - . [oa g . _—
. FAor brevity, let's choiceh; = hi(p,q), hi = hi(p,q + 1), Assumption 4. The initial boundary condition (10) as well as
hi = hi(p+1,4) and the stochastic variables(p, ¢) and 3(p,q) (p,q € Z*) are
r r r r mutually independent.
Z hiyhig -+ hi, = Z hi, Z iy -+ Z i Now, let us present two relevant definitions.

91,92, ,is=1 i1=1 io=1 is=1
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Definition 1. (Globally asymptotical stability) Theth 2-D [1l. M AIN RESULTS
fuzzy error dynamics (15) witlj(p,q) = 0 is said to be

. ) . In this section, we first derive some sufficient condi-
globally asymptotically stable in the mean-square sense if

tions to ensure thelobally asymptotical stabilityand the
i E{ S(p, 2} —0 16 (01, 02, g3,pls)—secur|tyof the 2-D fuzzy error dynamics (15)..
p+§,1300 He (v Q)H (16) Then, we discuss the design of the desired local state estima-
holds for the initial condition (10). In this case, the 2-D stat&ors @s well as the corresponding estimation fusion problem.
estimator (9) is said to be a globally asymptotically stable
fuzzy state estimator for the target system (1). A. Stability and(p1, 02, 03, ps)-Security

Definition 2. ((o1, 02, 03, ps)-Security) [43], [49] Given the  The following theorem presents a sufficient condition un-
positive constant scalarg:, o2, 03 and ps. The sth error  der which the closed-loop 2-D fuzzy system (9)gkbally
dynamics (15) with€(p, q) # 0 is said to be(p1, 02, 03, ps)- asymptotically stable in the mean-square sense

secure in the mean-square sense if
2
E {’ } <Tp, pa€Z, s€6 (17) it £(p,q) = 0'is globally asymptotically stable in the mean-
square sense if there exist matric@8 > 0 and Q¥ > 0 such
holds for any given integef” € Z* under the conditions (2), that the following matrix inequalities hold:

8) and (11). PN
® (11) ASBIBDTY <0, 4, 7,n,0,5,nETL, €S (18)

Theorem 1. Let the sate estimator gaindj,;,, A5, Biy;

(T, q+1) and B;,; be given. Thesth 2-D fuzzy error dynamics (15)

e*(p+1,7)

The input-to-state stability, which was introduced in [58],
has been widely used in analyzing nonlinear systems wifff€re

exogenous inputs. Such a concept bridges the gap betweesnle_j piga s |[An o *

input-output and state-space approaches, and has therefére' ' T Ay Aol

gained a growing popularity in recent years. In this paper, al - B B T

Definition 2 can be considered to be a security-adapted version A1y :( f” + (8- 1)0155,1)

of the traditional notion of input-to-state stability. Similar to A W\ [ s _ -
input-to-state stability (with bounded input and bounded state), % (Q +tQ ) (Alz‘j' +(6- 1)Cljﬁ)

in Definition 2, the trajectories of the error dynamics (15) > SlAs N Ah o ) As h
are bounded in terms of size of the input (i, 02 and g3) +B(1-5) (Clj‘ﬁ) (Q +@ )Clj'r'z - @

Aoy & AZU + (B —1)C5, )T(Qh + Qv)

2jn

for sufficiently large times. Actually, the bounded state can
also be regarded as a sort of stability criterion (i.e. the so-

called security), which is a very important performance index « ([ls” +(B- 1)@5{,),

for cyber-physical systems against malicious attacks. In this 1 13;

sense, the security notion (reflected in Definition 2) is of clear Ao é( ’;Z + (B - 1)0;\%) (Qh +Q° (;1;)

engineering insight. ! ! o
The main purpose of this paper is to design a set of full- + (B — 1)(72'°‘3h) +B(1— B)(C‘%h)

order local fuzzy state estimators of the form (9) for the 2- , g

D T-S model (1). More specifically, we are looking for a X (Q +Qv) Cg5 — Q7

set of estimator gain parameters to guarantee globally
asymptotical stabilityand the (o1, 02, 03, ps)-Security of the
2-D fuzzy error dynamics (15).

Before ending this section, the following lemma is intro- Vip.q) = Vi(p,q) + V' (p,q), (19)
duced, which will be used in the subsequent analysis.

Proof: Choose a Lyapunov-like functional of the follow-
ing form

. " .. Where
Lemma 1. Let R € R"*" be a symmetric positive definite
matrix. For any real vectors(; .;,,, € R and X, € R” V(p,q) £ (¢ (p,0)" Q"e*(p, q),
with 7, 7,10, 2,7, ™M, d,b,¢é,a,b, ¢ € S, we have VU (p,q) 2 (¢*(p,q) Q¢ (p, q).

R _
A A A O S S A S Letting £(p, ¢) = 0, along the trajectory of error dynamics
h:h:hnhghihehshshyhahs he o7 :

Z v by b (9), the difference o/ (p, ¢) can be obtained by

4,,11,6,b,¢,3,,m,4,b,e=1

XE o RX i I(p,q) = AV"(p,q) + AV (p, q), (20)
R
S s where
< th.hjhmhxh}.thI o RXe s
) (20 1ymagm 1ymaigm h N L N
i, =1 AV (p,q) ZE{V"(p+1,¢+ 1) = V"(p,q+ 1)|h(p,q)},

ereh > 0, he 3 0. and Sy = B he = twithees, O O EVE+La+ ) -V e+ olhp. ),
where y >0, an = — Wi c S. N .
o = & Mp,q) £{e*(p,q +1),e*(p+ 1,9)}.
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Considering Lemma 1, it follows from (15) and (20) that  x [lemes(p, g+1)—(1-B(p,q+ 1))054,65(p, qg+1)

AV (p,q) =(e*(p+1,q+ 1)) Q"e*(p+ 1,4 +1) +Ae*(p+1,9) = (1= Bp+1,0)C55,¢°(p + 1,9)
- @@+ 1) Q" (p g+ 1) — (.0 + 1) Q e (pg +1)
R
=S ihshabyhsh (0 +1,0)7 Q" (0 + 1,)|lp,0)}
[RERREES] R
{[Asu.es(pﬂ-i- 1) - MZJ:n 1h hihahhsh
- (1-8(pq+1 e’(p,g+1 AT
; qul ;> ) < B (p.q) A7 (p, )} 23
+ A€’ (p+ 1.
(- Bp+ L), e (p 1 )}TQh wheren(p,q) £ [(e*(p,.g+1)7 (e*(p+1,9))7]"
P b For any positive integerg;, and7,, summing up both sides
Ai” *(p,q+1) of (23) for p andq varying fromo0 to, respectivelyy, and7y,
_ one has
—(1—ﬁ(p,q—l—l))clsjnes(p,q—i-l) i
u h v h
+ A5+ 19— (1-Bp+1,9)) DS TE{Z(p, )} < Amax (As Jny) >
x Oy e’ (p+1,Q)} —(pa+1)"Q" o a=0p=0

Z hlﬁjhnhlhjhnE{Hn(p,q)“2} .

x e*(p,q + 1)‘h(p, Q)}, (21) X (24)

=(e*(p+1,g+1)"Q"(p+1,q+1)
—(e*(p+1,9)"Q"e*(p+1,q)
R T

AV*¥(p.q)
Then, it follows from the nonnegativeness{p, ¢) that

hcﬁjfzﬁh;hﬁhE{Hn(p,CI)HQ}

X E{ [AS *(p,q+1) 1 N
s s < ——— L VI0,q+1)
— (1= Bp,a+1)C;; e (p,q +1) Amax (Aanan) {qz_:o '
+ AS *(p+1,9) M
T +) VP(p+1,0) .
~(1=Bp+1,0)C,e 0+ 1,9)] Q pz:;) '
X [ 1€ *(p,g+1) Furthermore, based on the finite initial boundary condition
—(1-B(p,q+ 1))015 e(p, g+ 1) (10), we conclude that
+ Aje(p+1,9) — (1= Bp+1,9)C5 Tv T S
29 . 2 im > hifu b hi,
X e (p+1,Q)} —(’(p+1,9) Q" ToTomrboo f g o2 05 i yme1 ‘
s 2
xe*(p+ 1,Q)’h(p,q)}- (22) XE{Hn(p,q)H } < o0, (25)
Then, we arrive at which infers _&%m E{Hes(p,q)HQ} = 0. Therefore, the
p+l—o00 -~
E{Z(p,q)} sth 2-D fuzzy error dynamics (15) wittf(p,q) = 0 is
R globally asymptotically stable in the mean-square sense, which
< Z hihshphyhy hncIE{ {A e*(p,q+1) completes the proof. ]
IR RR R Theorem 1 provides a sufficient condition to guarantee the
—(1-B(p,q+ 1))Clm “(p,q+1)+ A;B,es(p +1,q) globally asymptotical staplllty)f thg sth error dynamics. In
B T B what follows, we are going to discuss the:, o2, 03, ps)-
—(1-8(p+1,q9) ; e‘lp+1 q) Q" {Ai Jes(p, q+1) sectu_rit)t/r\]/vith the help of stochastic analysis techniques and
~ . matrix theory.
— (1= B g + D)5, (a0 +1) + Agpye*(p + 1,0) peneon
s s e . Theorem 2. Let the sate estimator gaindy,,, A5, Bi,
—(1=8(p+1,9)C5, e’ (p+1 q) + {Au‘je (pa+1)  and B3, be given. Thesth 2-D fuzzy error dynamics (15)
—(1-8{pq+1)) _f e*(p,q + 1) + fl;ﬁes(p +1,q) with v(p, q) # 0 is (o1, 02, 03, ps)-Secure in the mean-square
T sense if there exist matriceg” > 0 and Q” >0 such that
—(1-B(p+1,9)C5. ef(p+1,9)| Q° the following matrix inequalities hold for anyj, 7,7, j, 7 € T
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and s € G: where

AT <0, (26a) AVE(p.q)
@%72 + max {)\max(Qh); /\max(Qv)}Qg - 9 —E{ p +1 ,q+ 1)) Qhes(p + 17 q+ 1)
min { Amin (@) Amin (@) | — (€ (p,q+1)" Q" (p.q + 1)|A(p,q)}

Where@l,Q £ V 2@% + 29%. - Z iLZfLJiLniLliL]iLn

All * *

Ksij ddgi a |Aor Aop % <0 X E{ [(Ai” + (8- 1)(_718571)68(]97 q+1)
C o [Asr Asp Asg ’ _ _ _ = \
Au Aw Ko Fu + By +(B=1)B;;; - BB;,; )Epa+1)

55+ (B=1)Cy, )0 +1,0)

By + (B =By, — B3, )+ 1,0)] @

(4 + - 1>c;n) e*(p,q+1)
+(B-1)By,; - ﬂéffj)ﬁ_(p, ¢+1)

Ay + (B=1))C35, )¢ (0 + 1a)
.

=l
«

é(Blﬁ(B— 1)B; <—B§ffj)T(Qh+Qv) +
x (A3 + (B-1)Cy,). +

Aso é(th + (B ) 1f5 ﬂBlfg) (Qh T Qv) g
X (/_1;;3— + (8- ))ngn)

Ko 2(By + (8- 1By, — BB;,;) (Q"+@Q") by £ T D) )
< (B, + (8- 1)B;,; - AB; ;) By + (8= 1By = BB, ‘-)5 v+ 1.0)
+(5-5)(B m) (@"+Q")B;,, + (B =B pa+ 1) (C ) Q"Cyue (g +1)
(- 52)( m) (Qh+Qv)§ffj_L + (8- (p,q+1) ( f) By &(p,q +1)
Kou 2(By+ (3 - 1)By, ~ BBy;) (" + Q) G- a1 (Bry;) @B+
< (A + (B-1C3). (3= B)er+1.0)7 (G, ) Q"Cye* (0 +1.0)
i 2(By + (8- 1)B; .«.—BB;ﬁ)T(thtQ”) + (3= B¢ (0 +1,0) (B} f) Bypép+1,0)
x (g + (B - ))c;m) +(B- B v+ 1,0) (B ) B3 E(p+1.0)
Ry 2 ( s+ (B 1)B; 2“) ( +Qv) —(e*(p,q+1)) Qhes(p,qul}ﬁp,q}
X (Bli +(B - ) and
&ﬁ(éﬂm—l) m) (@"+Q)  AV'(.g)
“(Bs -0 2”'_[332”)_ AE%{< (iij; 1@3)”e§2<;ej—(]19,:>\1;£p,+q§)}
+(B-(By,) (@ @) By, DR bbb
+ (8- 52)( 2“) (Qh+Q”)§§ﬁ—I- TP

Proof: Recalling Assumptions 1-2, it is not difficult to X E{ KA;; + (8- 1)ijﬁ) e*(p,qg+1)
see that o0 + (Bu+ (B,_ 1)B: - BEB;,; )€ a+1)
{ —"(p,@)é(p,q) + 05 >0, Az + (5 - 1))C§3h)es(p+ La)
By, + (B = 1)Byy; — BBy, )&p + 1, q)rQ“
(A3 +(B-1)Cy, )e*poa+ 1)
(B—1)By; - Béfﬁ)é(p, q+1)
(B=1)Cs;, )" (0 +1,0)

— & (p,q)é(p.q) + 01 + 02 > 0. (27) +

Similar to the proof of Theorem 1, the difference 6fp, ¢) % [
along the trajectories of error dynamics (9) witp,q) # 0
can be calculated as (

Z(p,q) = AV"(p,q) + AV (p,q), (28)
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_ _ T-17-1
* (BQ%JF(ﬂ DBy ﬂB2fJ)§(p—|—1 q)} <]E{ > Z hihshhyhs b,
+ (B - (e (p7q+1))T( ) chs (g +1) a=0 p=0{ ;1 n=1
+ (B BIE g+ 1)(B}y;) @BlEwa+ ) x [—Amm(—AS”"”")||n<p,q>|2+@i2}}, (33)
+(B-8H"(pq+1) (Bff ) 1“5(]9 q+1) which can be rewritten as
T v 1S R T-1
+(B-B*)(e’(p+1,9) ( ) Q"Cye’(p+1,9) IE{ 3 fz;ﬁjﬁﬁh;h}th{ (Vh (T.q+1)
+(5—525Tp+1q(3f) & +1.9) b3 h=1 =0
+(B-8)"p+1, q)( ) Q" ;ﬁf(p—i-l,q) —Vh(O,q+1))}
— (e*(p,q+ 1) Q ¢ (p, g + 1)|h(p, ) }. 7-1
(e*(pa+1))7 Q" (p,q ’ pq} . (V”(p+1’r) V”(p+10))}
Then, it follows from (27) that p—0
Z(p,q) SA‘{h(p,Q)JrAY”(p,q)—ET(erl,Q)f_(p,qul) SIE{ i ﬁ;ﬁjﬁﬁh;hﬁh%lﬁl[
— &+ Lol +1,9) + 01 5 F i et 4=0 p=0
R
“E Y hihshabihyha (76,0 (,0) N o S [ e +@12}}
1,3,7,1,5,h=1

< K G0 ) (b, 0) + é?,z’ﬁ(p, Q)), (29) or, equivalently,

_ T T-1
Based on the fact that™" "™ 0, one has =0
r T-1
I(p7 Q) < Z hzhjhnhzhjhnE{ + (Vv(p+ 17T) _Vv(p+ 170))}
§.d i =1 P=0
R R RN 9 9 =T
~min( — Il + 2} @) = =(e(T.a+ Q" (T.a+1)

Recalling the definition of the Lyapunov-like functional in

p
(19), it is not difficult to verify that +ep+1L,TQ (P +1,7)

E{V (2. 0)} <E{ Anax (Q")lle*(pa + 1)1 = (T, 0Q"e(T,0) = (0, )@ (0,7) }
 Ama (@) |e°(p + 1.0)] (SR B FETN
. U} ) SE{ S [ A (=T g, )2
S max {)\max (Q ); /\max (Q )}Hn(pa q)” (31) q=0 p=0
and + @%,2}}
E(V(p, @)} ZE{ Auin(@") le*(p, g + 1) o
+ Ain (Q) € (p + 1,9) 12| < oo (34)

. . h . v 2
2 min {Anin(@): Auin (@) Hln(p- )P (32 From (11), (26b), (31), (32) and (34), we obtain

For any integer7 € Z*, summing up both sides of the

inequality (30) forp andg varying from0 to 7 — 1 yields E 7231721 le*(T,q+ D+ |lef(p+ 1, T
T-1T7T-1 q=0 p=0
> E{Z(.a)} 1 { - (
4=0 p—=0 < E T@%,z
T-1 min {)\min (Qh) » Amin (Qv)} q=0 p=0
—E Z(Vth—i—l) V™o, q+1)) h
= + max {)\max (Q ) y Amax (Qv) }

\]
L

+ (vv<p+1rr>—vv<p+1,o>)} x(|es<o,q+1>|2+|es<p+1,o>|2>}

p

Il
=]
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T-17-1 S
SE{ Z (T(Q%,Q + max {)\max (Qh) » Amax (Qv) } - 52231 asz(p, q)
q=0 p=0 =

(35) °

5
q=0 p=0 s
which implies ;ase #.0). (39)
E{ Zzg';ql-y% HQ} < T (36) Then, it is easy to obtain that
’ o(Tog+1) |

Therefore, according to Definition 2, we can conclude that the || e(p +1,7)
error dynamics (15) witlg(p, ¢) # 0 is (o1, 02, 03, ps)-S€ECUrE 2
in the mean-square sense. The proof is now complete ®m S ase’(T,q+1)

Up to now, some sufficient conditions have been derived ir- || Tt
Theorems 1-2 to guarantee tigobally asymptotic stability S oaef(p+1,7)
and the(p1, 02, 03, ps)-security of the local error dynamics. s=1

Next, we shall deal with the estimation fusion issues of these
local state estimators. In this regard, an estimation fusion (
scheme will be provided in the next corollary. Meanwhile,

it should be pointed out that the matrix inequalities (26a) S ase*(T,q+1)
are actually unsolvable due to the product terms of matrix x 3
variables. To address such a problem and design the gain S aget(p+1,7)
parameters, a new theorem (Theorem 3) will be offered in s=1

the following subsection. s

B. Fusion of local state estimators and parameter design

s T S
In this paper, the fused state estimate at fusion center is_ (Zases(zﬂ- 177)) ZQSBS(ZH_ 1, 7). (40)
expressed by

s=1 s=1
S . By using Lemma 1 again, we have
Z asT® (37)
e(T,q+1) ||

wherea; (0 < as < 1) are the fusion coefficients satisfy-H e(p+ 1,T <Za5[ (T q+ 1)) (T,aq+ 1)}
s

ing > as = 1. Similar to the definitions of*(p,q) and

S
= as | (ef TeS
es(p,q)l, we let #(p, ) 2 2(p,q) — 2(p,q) and e(p,q) = t2 S{( b+1.7) OHLT)}

[ﬁvT (p,q) (Z(p, q))T}

Corollary 1. Let the positive scalarg; in (2), g2 in (8), o3

S
:Zas [(*(Toq+1) e (T a+ 1)

in (11), ps in (17) andp be given. Based on theth local o T
2-D fuzzy state estimator (9) with the globally asymptotical e+l T)) '+ I’T)]
stability and( o1, 02, 03, ps)-Security, the fused state estimation 5 S(T,q+1) 2
error e(p,q) obtained from the fusion mechanism (37) is ZZ% Sp+1,7) (41)
(01, 02, 03, p)-secure if there exist parameters (0 < as < 1 s=1
and s € &) such that the following constraint holds Note that the(o1, 02, 03, ps)-Security of the sth local state
estimator is guaranteed under the conditions (26a)-(26b) in
Za5p52 < pt (38) Theorem 2. Then, it follows from (17) that
= T 1 2 S S
Proof: In light of (37), the augmented error vecigp, q) e(T.q+1) < Z asTps? = TZ Qsps>. (42)
can be rewritten as ep+1,7) || ~
s=1 s=1
e(p,q) = { z(p, q) ] Subsequently, it is obtained from condition (38) in Corollary 1
’ z(p,q) — &(p, q) and (42) that
I(pa q) 2
_ S R B(Taq+1) H <Tp2 (43)
z(p,q) — 2_:1 SR e(p+1,7) -7
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which implies that the fused state estimation ewQs, q) is

(01, 02, 03, p)-secure The proof is complete. B matrix inequalitiesA”
Now, we are in a position to design the gain parameters apgyritten as

the fusion coefficients. .

Proof: With the help of Schur Complement [50], the
< 0 in Theorem 2 can be

2,7,M1,%,7,M

117, 1,1,]7,1

Theorem 3. Let the positive scalarg; in (2), g2 in (8), © <0, (45)
o3 in (11), ps in (17) and p, as well as the nonzero slackwhere
matrix S be given. The gain matrices of the local 2-D fuzzy o i
state estimator (9) satisfying globally asymptotical stability @Sij-ﬁijﬁ A @11{ o L
and (o1, 02, 03, ps)-Security in the mean-square sense can @;1“77"’“3’" @;; RER A
be readily obtained if there exist matric€®” and Qv, and :—Qh . . . e x
parametersA; ,;, A3, B, Bip, andé, (0 < a, <1 and 0 Q' % %
s € ) such that the following matrix inequalities hold: PPN
@S,Z,J,n,z,g,n A 0 0 -1 * * *
@sbiiiii 0 (44a) M o000 T s x|
O] O] S} () O5 *
—2 h v 2 5,1 5,2 5,3 5,4 5 *
s+ e [ (@) @) S Oon Oas Ona B 4
—min { i (Q"), Auin (Q°) }? < 0, (44b) 0 0 ©5 0 00
0 0 G 0 0 0
—-Q" — s, 5,07 8,3
Q1 <0. (440 Griittitaly @, 0 0 0 0f,
—Q" <0, (44d) 0 0 0 ©pa 0 0
A 0 0 0 ©ns 00
arpr =1k x x s A e o~
Gapr 0 =1 % x| 0 (a4e) (S8 =diag{O¢, O, O6, O, 6},
3 - v —1
. * 65 £ (Qh + Q ) )
- — 1 -1
asps 0 0 0 -1 [ s - Qh Qv .
ﬂ _ BQ ( )

......

Noting that@Q" > 0 andQv > 0, one has

@S,l, 31,7,
1

8,0,7,70,0, 7,10 * _
S Qeibddin  gedimidal’ Q" +Q") ' +8(Q"+Q")sT -8" - S
| 921 22 B
[—Q" * * * * * = {8 - (Qh + Qv) 1} (Qh + QU)ST
A ST fs-@ay ]
@i,ll,. sT,2,7,M0 £ ’ T
0 0 0 —1 * * T h o —1 h v
—[s" - (Q" + +
O51 Os2 O3 Os4 O { (@"+Q) } (@"+@)
_@6,1 0 0 0 0 6 % [ST . (Qh i Qv)_l}
0 0 ©5 0 00 =0
PR R R RN 0 0 Os.3 0 00 — (h vy 1 h v\ eT _ T _ 46
o5 210 Oy 0 0 0 o, —=-(Q"+Q")  <S(Q"+Q")S" -S8" -5, (46)
0 0 0 C) 0 0 T RPN L s
0 0 0 ei)j 0 0 which implies@”"/"™""" < @s#.iii.  Then, the condi-

PP RPN ~ tion (26a) in Theorem 2 is ensured by (44a). Meanwhile, it
O3, 7" 2diag{Og, O, O, O, O}, O3 = B (26a) y (492)

S .
173’

In this case, the o1, 02, 03, p)-security of the fused estimation,

@571 ézzl‘;:]' + (B - 1)6’157'1,1, @6_’1 é CS’

157°
Os.0 245 + (B —1))Css,, O73 2 By,
©s3 £B,;+ (B —1)By,; — BB; 5,
5,4 2By + (B —1)B;5 — BBy 1,

05 £5(Q" +Q")S" - 8T - S,
S(Q"+Qv)sT-8T -8
B~ B ’

O104 2 Bgﬁ, O = By .

0 &

Q9,2 £C;

) 25’

is easy to see that the scalar inequality (26b) in Theorem 2
is equivalent to (44b). The positivity of matric€g* and Qv
in Theorem 2 is satisfied according to the constraints (44c)
and (44d). In other words, the conditions in Theorem 2 are all
guaranteed by (44a)-(44d). As such, the globally asymptotical
stability and the(o1, 02, 03, ps)-securityof the sth local 2-D
fuzzy error dynamics (15) are simultaneously ensured.

On the other hand, by noting that = &2, it can be easily
checked from (44e) and Schur Complement [50] that

S S

~2 2 2 2
E Qs Ps :§ Qsps™ < p7,
s=1 s=1

which implies that the(o, 02, 03, p)-security of the fused

(47)

is ensured, and the fusion coefficients in (37) are derived ggtimation is guaranteed. The proof is now complete. ®

by letting o, = &2

s"
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Remark 2. It is worth mentioning that the product terms of ¢, — [_0-15 0.01 ] , Cag = [_0-27 0.03 ] 7

matrix variables have been avoided in Theorem 3 by utilizing ) 0.02 _0-41_ _0-01 _0-30_
the slack matrix technique. In this paper, the slack matrix _|—0.42  0.02 Dio — —0.13  0.01

is selected prior to solving the linear matrix inequalities ne |—0.04 —0.56]"° 2= |1—0.02 —0.24]~
(44a)-(44d). The main advantages of such a manipulation ~[-021 0.02] ~ [-032 0.03]
are twofold. Firstly, it is not necessary to choose a special D13 = 001 —0.12]" Do = |-0.12 —0.21]"

structure for the slack matri¥ since there is no product term
composed ofS and the gain matrices (e.gs?lsij, SBffj,,,
and Sz(?lsjﬁ). Secondly, the gain matrices of th¢h local
fuzzy estimator can be directly derived without any extra The success probability of the deception attacks is assumed
manipulations such as the contragradient transformation arid be 5 = 0.32. The constants in conditions (2), (8), (11) and
the reversible transformation. In this sense, the known slak8) are, respectively, set as = 1.2, p» = 0.7, p3 = 1.1 and
matrix can facilitate the gain design of the desired 2-D fuzzy= 2.

estimator. More specifically, th§ is required to be nonzero Let us defineS = diag{S11, S22}, where

in Theorem 3, and its simple structure (e.g. diagonal form)

could further reduce the computational burden. In other wordg; | — —0.0008 0 ] - {_0'0006 0 )

the matrix S should be chosen to be nonzero, structurally 0 —0.0009 0 —0.0007

simple and practically meaningful. It is seen from Theorem By solving the matrix constraints (44a)-(44e) in Theorem 3

2 th"f‘t the §ecurity of thesth 2-D fuz_zy error dynamics with the help of control toolbox of MATLAB software, we
(15) is heavily dependent on the amplitudes of beth, q) can obtain

and £(p, ), which means that an excessive large intensity ) i i )
of the disturbance/deception signals (ellg(p, q)|| > o1 or O = 36.19  —8.95 o) 6.56 —7.96
I€(p, q)|l > 02) might result in the undesired insecurity for  *"'' ~ [~8.95 59.95)| ¢ T |-7.96 27.90]°

[—0.21 0 [—0.43  0.01 ]
Daz = | 0.01 —0.32_’D23_ 0 -021]

the estimation error system. 0 [35.72 —8.79] 0 (3314 —1.81]
h22 = ; Woll = )
Remark 3. In this paper, we have dealt with the security- :_8'79 59'20: ___1'81 48'57__
guaranteed state estimation problem for a class of 2-D Quar = 4.05 —1.46 Qvaz = 3293 —1.72
fuzzy NSs with multiple sensor arrays and deception attacks. *“*' ~ |-1.46 16.95]' “"** ™~ |-1.72 48.18|"

Compared to the existing results, our main results exhiq\ih hile. th . i f th local stat fimat
the following distinct characteristics: 1) a novel security- eanwhiie, the gain matrices ot three local state estimators

guaranteed state estimation problem is investigated where A readily obtained as follows:

estimation fusion scheme is developed based on a set of 2-D [—0.27 0047 5 —0.28 0.04
fuzzy local state estimators; and 2) the mformaﬂo_n about the A1y1 = | 0.04 —0.35]" A = 0.04 —0.35|°
globally asymptotlp stability, theps, 02, 03, ps)-.SGCUI’Ity of the , 020 0.05] . 025 0.07
local error dynamics, ando, o2, 03, p)-security of the fused Alp = s Apy = ,
; 0.02 —0.41 0.06 —0.35
counterpart are all reflected in Theorems 1-3. L - . !
A2, —0.26  0.10 A3 —0.26  0.08
IV. [LLUSTRATIVE EXAMPLE e L 0.14 —0-56: e L 0.06 —0-40: ’
Consider a 2-D T-S fuzzy system in the form of (1) with A%ﬂ _|~0.14 0.04 , Agﬂ _|=0.15 0.3 ,
the number oflF-THEN rules beingR = 2. The detailed L 0.02 _0-24: L 0.03 _0-24:
parameters are given as follows: A3 —0.15 0.03 Al —-0.15 0.04
_ _ _ _ 2f1 — _ s LR2f2 — _ ’
W _052  0.02 e 043 011 I 0.02 0.28: I 0.02 0.19:
- 033 0.05 ] . —030 0.04] I 0.01 —0.37: i 0.03 —0.2():
b 025 0.05 ] . 023 0.12 ] : 0.15 —0.47: I 0.26 —0.77:
(034 014 [—045 001 ] [ 020 —0.51) | 0.12 —0.41:
Bar=1002 —032) P27 001 -052|° g2 _ 7054 013 pg  1-0.27 0.09
| L ) . . f271-0.01 —0.85|" Y27 | 017 —0.45]|’
The number of multiple sensor arrays is takenSas- 3, u : o -
and the coefficient matrices in the measurement model (5) arepl, — —0.50  0.01 B2, = —0.77 0.10
given by 017 —034)7 7T 021 —0.62]°
o [-0260 0067 . [-018 001 B3 = _Ooff _0(‘)0666 , Bypy = _Ooﬁ?’ _0(')0;9 ,
B 10.02 0 —041)7 7T 1003 —0.26]" L e L e
o [039 0027 . [-0.30 0.02 B3y = _005518 _0(')1957 . Bipy = _001?62 _o(.)o?s))? :
B710.01 —033]0 72T 1003 —0.62| L . L o
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The fusion coefficients are acquired as = 0.23, as =
0.44 and a3 = 0.33, and the condition (38) is thus satisfied
with 3% a.p? = 0.9461 < p? = 4.

To simulate the dynamic process of the fuzzy state estima-
tors, the normalized membership functions are chosen as

é(p.q)

sin(z1(p, q)) + pg
hi(p,q) = , ha(p,q) =1—hi(p,q).
1(p,q) 2+ cos(1(p.q)) + pa 2(p. @) 1(p, )
The disturbance input and deception signal are, respective-

ly, selected asv(p, = [arccot(—) arccot(——)]T
v () = farccot(0)  arceot(— )]

and &(p,q) = [0.23 O.56]T. In addition, we have

¥"(p,q) = 30n(p, q) [arccot(pg) cos(pq)]” andy®(p,q) =
30n(p, q) [arccot(pq) cos(p + q)}T, wheren(p, q) is a nor-
mally distributed stochastic variable with mean zero and
varianceo? = 1. ¥"(0,0) = ¢"(0,0) = 0. Moreover, we
setb;, = 45 andb, = 50. It can be verified that the conditions
(2), (8) and (11) are met under the aforementioned disturbance
input, deception attack and boundary conditions.

é(p.q)

p=12. 00 g—12.

Fig. 3: Estimation error under the proposed fusion scheme.

Fig. 2: The binary white sequenggp, q).

The value of the random binary white sequemke, ) is
shown in Fig. 2, whergl(p, ¢) = 1 means that the deception
attack is successful. The error trajectory of the fused estima-
tion is depicted in Fig. 3, which also implies the , 02, 03, p)-
securityof the 2-D fuzzy error dynamics (15). To demonstrate
the advantages of the proposed estimation fusion scheme,
the fused estimation error in case of nonconvergent error of
the 3rd local estimator (Fig. 4) is shown in Fig. 5, which
clearly illustrates that the fusion approach can still function
even though one of the local estimators lost efficacy. In order
to analyze the impact of the intensity of the network attack
on the system performance, the fused estimation results in
different probabilities of occurrence of(p, q) (i.e. 3 = 0.12
and § = 0.92) are revealed in Fig. 6, where the index Fig 4: Nonconvergent estimation error of local fuzzy estimgs=3).
is fixed to 40 for sake of examination convenience. Fig. 7
shows the actual occurrence 6fp, ) whenp = 40. Figs. 6-

7 visibly indicate that the fused estimation error is inferior to

the case of highep. To implement a comparison with the

case of no multiple sensor arrays, the matricgs C;, Ci, error. Performance improvement offered by the technique of

C3, Di, D}, D} and D3 are all set to be zero, which meansnultiple sensor arrays is confirmed by the result comparison

only a single sensor array is used during the measurementFig. 3 and Fig. 8. Moreover, the emanative state plotted in

procedure. Fig. 8 illustrates the state trajectories of the fuzEig. 9 is the estimation error by overlooking deception attacks

estimation error under such case, from which we see a singled fuzzy rules, and the comparison effects substantiate the
sensor measurement may induce a nonconvergent estimastutlied fuzzy estimation solution.
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Fig. 5: Estimation error under the proposed fusion schemase of

1=1,2..

nonconvergent error of the 3rd local estimator.

€2(40,q)

——— The trajectory of ¢ (40,¢) with /3 = 0.12
12 —— The trajectory of ¢ (40,¢) with 3 = 0.92 []

—— The trajectory of &(40,q) with 3 = 0.12
—— The trajectory of é(40,¢) with 3 = 0.92
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Fig. 6: Fused Estimation error with differept
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Fig. 8: Estimation error under a single sensor.

property has been introduced to characterize the deception
attacks launched by malicious attackers. Accordingly, a set
of local 2-D fuzzy state estimators has been constructed, and
some sufficient conditions have been derived to guarantee the
globally asymptotical stabilitand (o1, 02, 03, ps)-security of

the local error dynamics in the mean-square sense. Moreover,
the estimation fusion problem has also been considered for the
developed local fuzzy estimators, and a sufficient condition

has been established to ensure the, 02, 03, p)-security of

the fused estimation system. Finally, the proposed 2-D fuzzy

state estimation scheme has been validated via a numerical
example.

In this paper, the security-guaranteed fuzzy state estimation
problem has been tackled for a class of 2-D NSs with multiple
sensor arrays and deception attacks. In order to enhance the REEERENCES
observation diversity and overcome the measurement obsta-

cles, multiple sensor arrays have been employed in this papéll.
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