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Abstract: In recent years, the exponential prolifera-
tion of smart devices with their intelligent applications
poses severe challenges on conventional cellular net-
works. Such challenges can be potentially overcome
by integrating communication, computing, caching,
and control (i4C) technologies. In this survey, we first
give a snapshot of different aspects of the i4C, com-
prising background, motivation, leading technological
enablers, potential applications, and use cases. Next,
we describe different models of communication, com-
puting, caching, and control (4C) to lay the foundation
of the integration approach. We review current state-
of-the-art research efforts related to the i4C, focusing
on recent trends of both conventional and artificial in-
telligence (Al)-based integration approaches. We also
highlight the need for intelligence in resources inte-
gration. Then, we discuss the integration of sensing
and communication (ISAC) and classify the integra-
tion approaches into various classes. Finally, we pro-
pose open challenges and present future research di-
rections for beyond 5G networks, such as 6G.
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I. INTRODUCTION

Currently, there exist many research efforts in
academia and industry that have been devoted to ad-
dressing the longstanding issues of communication,
computing, caching, and control (4C) functionalities.
However, a considerable number of these efforts fo-
cused on improving the performance of these under-
lying functionalities separately, which in turn leads to
their unavoidable shortcomings. For instance, in the
communication domain, the popular Shannon capac-
ity limit is on the verge of being approached with the
existing long-term evolution (LTE) techniques [1-3].
In the area of computing, the Moore’s law is fast ap-
proaching its impending limit based on silicon chips
technology. In the caching/storage domain, the rapid
progress in magneto-optical and optical disks for stor-
age may not accommodate the increasingly growing
big data demands [1]. Likewise, the performance of
control could be limited by multiple factors, including
heterogeneous users’ demands, wireless fading chan-
nels, and insufficient computing power. In particu-
lar, wireless networked control systems share informa-
tion among sensors, actuators, and plants using wire-
less networks, characterized by deep fade and suscep-
tible to signal power loss. Such channel impairments
render the control functionality/algorithm sub-optimal
[4]. Besides, control algorithm relies on extensive
computations to run some networked control systems
rapidly; thus, insufficient/weak processing units de-
grade the control performance.

Due to these inherent limitations, further signifi-
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cant performance improvement in terms of commu-
nication, computing, or caching capabilities becomes
more challenging for engineers and researchers in re-
search and development sectors [1]. In other words,
optimizing any one of the 4C functionalities/resources
will hardly maximize the performance of a commu-
nication network [5]. Hence, relying on a single 4C
functionality alone will no longer sustain the require-
ments of emerging intelligent applications and ser-
vices. Nonetheless, the great advances in the individ-
ual domains of 4C triggered some promising steps to-
ward proposing hybrid functionalities [6], leading to
the revolutionary changes that warrant the respective
functionalities of 4C to encroach on one another’s ter-
ritory. Here is why one can hardly place a clear bound-
ary among communication, storage (cache), comput-
ing [1], and control domains nowadays.

Moreover, the individual functionalities of 4C have
great potential to complement and reinforce one an-
other. For example, edge caching technique can
minimize traffic redundancy, avoid duplicate trans-
mission, and reduce bandwidth consumption in com-
munications [5]. On top of that, the control algo-
rithm is essential for controlling, coordinating, and
optimizing the other integrants of 4C. The promis-
ing gains derived from the capabilities of 4C accel-
erate the progress toward integrating them in future
networks. Achieving this striking breakthrough im-
plies a paradigm shift toward the information trans-
mission, processing, storage, and intelligent decision-
making networks that support the new-technologies-
new-services trends. Indeed, the integration of com-
munication, computing, caching, and control (i.e.,
the i4C) will provide massive support for the fifth-
generation (5G), sixth-generation (6G), and beyond
networks, enabling key network elements, functional-
ities, and heterogeneous services.

1.1 Integration for 5G, 6G, and Beyond

Against prior network generations, the 5G network is
emerging with a much more complex mission, i.e.,
supporting the dramatic evolution of information and
communications technology (ICT) and the Internet.
Hence, 5G systems support not only communication
functionality but also the other three parts of the 4C
functionalities. These functionalities play pivotal roles
in enabling a variety of services in 5G, e.g., massive

machine type communication (mMTC), enhanced mo-
bile broadband (eMBB), and ultra-reliable and low la-
tency communication (URLLC) [7, 8]. Today, with the
advent of 5G networks, we witness a great boom in in-
telligent applications and use cases. Such applications
keep emerging with unusual demands for communica-
tion, computing [8], and caching resources. So far, the
5G’s achievement in satisfying the stringent require-
ments of the applications is insufficient.

Furthermore, the evolution of 5G prompts the notion
of beyond 5G networks, such as 6G and beyond, for
superior performance. In 6G networks, novel disrup-
tive wireless technologies and futuristic network ar-
chitectures will be put into perspective. 6G is further
envisaged to ultimately attain future generation con-
nectivity, driven and motivated by the transformation
from “connected everything” to “connected intelli-
gence,” hence facilitating “human-thing intelligence”
interconnectivity [9].

Therefore, compared with 5G network, 6G is ex-
pected to surface with larger dimensions, higher com-
plexity, dynamicity, and heterogeneity features. These
issues require a novel, agile, flexible, adaptive, and in-
telligent architecture. Featured with intelligent recog-
nition, high learning, predicting, and powerful rea-
soning and decision-making abilities, artificial intel-
ligence (Al) can allow the 6G network architecture
to learn, intelligently decide, and adjust itself in or-
der to enable diversified services without requiring hu-
man support [10]. To this end, Letaief et al. [11] ap-
plied Al techniques to realize network intelligentiza-
tion, closed-loop optimization, and intelligent wireless
communications for 6G networks.

Moreover, Al will serve as a powerful assistant
for the communication, computing, and caching func-
tionalities in edge computing. This promising novel
paradigm is termed intelligent edge. With the Al tech-
niques, intelligent edge provides optimal edge com-
puting solutions, such as resource allocation optimiza-
tion [12].

The idea of softwarization alone will no longer be
sufficient for the 6G mobile networks due to the grow-
ing complexity and heterogeneity in mobile wireless
communication networks. To be more specific, net-
work elements should support different capabilities,
comprising Al control, communication, computing,
content caching, and even wireless power transfer, for
supporting mobile Al-based applications [11]. In other
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Figure 1. A typical scenario for the i4C in 5G, 6G, and beyond.

words, converging intelligent control, sensing, com-
munication, computing, and caching functions will be
a core driver behind the emerging 6G networks. The
recent influx of the Al frontiers (e.g., deep learning
(DL), federated learning (FL), machine leraning (ML),
and deep reinforcement learning (DRL) techniques)
at the network edges implies the urgent need for the
intelligent decision-making techniques that can effi-
ciently interact the conflicting functionalities in future
networks. In fact, 6G networks will rely on the Al
frontiers to realize intelligent optimization of 4C. Be-
yond that, integrating communication, computing, and
caching with Al-based/intelligent control could be one
of the biggest revolutionary trends that come to stay in
6G and beyond mobile networks for disruptive appli-
cations/innovations.

In short, 6G networks will unleash the maximum
potential of communication with computing and con-
trol at the proximity of myriad mission-critical ap-
plications [11], such as extended reality (XR), Tac-
tile Internet, autonomous vehicles, Internet of Vehi-
cles (IoV), Internet of Everything (IoE), Internet of In-
telligent Things (IoIT), flying vehicles, and space-air-
ground integrated networks. The i4C will indeed al-

low the 6G mobile networks to make appropriate deci-
sions on the user equipment (UE) applications’ tasks.
The control will ensure that only tasks to be com-
pletely and optimally executed, given the available re-
sources at the moment, are granted resources. Hence,
the convergence of 4C will bring unprecedented so-
lutions to multitudinous intelligent applications that
emerge with stringent requirements for massive con-
nectivity, ultra-high reliability, ultra-low latency, high
mobility, energy-saving, and so on. Above all, the
14C will drive wireless networks to reach newer and
greater heights of performance. Fig. 1 portrays a typi-
cal scenario where the integrated 4C resources embed-
ded in distributed collaborative network edge servers
are shared for different quality of service (QoS) re-
quirements. Therefore, moving toward integrating 4C
(i.e., i4C) should be the focal point for the evolution
of 6G and beyond mobile networks.

1.2 Motivation and Contributions

In recent years, we witness many promising gains
brought by the evolution of information technology
(IT) in wireless network environments. The apprecia-
ble advances in IT and communications have been rev-
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Table 1. Comparison of existing surveys on the integration of resources

Related Themes Key Contributions Limitations

Surveys

[7] Communication ® Surveyed communication and computation mod- o Omitted caching and control and ig-
and Computation els in MEC. nored their models.

Resource Allocation ®Reviewed communications and computation re- ® Omitted recent efforts on Al and
sources allocation. edge intelligence.

[81] Integrating MEC into @ Focused on fusing MEC and 5G technologies. @ Discussed 4C optimization as an ap-
5G Technologies o Applications of ML in MEC, comprising 4C opti- plication of ML in MEC.

mization, big data, etc. ® Omitted 4C models.

[13-15] Converging  Com- ® Reviewed issues of converging/integrating com- @ Did not cover recent efforts on edge
munications, Com- munication, computing, and caching. intelligence and Al solutions for i4C.
puting, and Caching ® Focused on definition, architecture/frameworks, ® Omitted control.
in Mobile Edge enablers, metrics, IoT, and challenges. @ Ignored 4C models.

Networks

[16] Integrating Commu- o Surveyed the integration of communication, com- e Ignored efforts on network edges,
nication, Computing, puting, and control. edge intelligence, and the Al roles in
and Control ® Focused on real-time computing, networked con- i4C.

trol, real-time networking, wireless sensor networks, o Did not cover caching.
and autonomous vehicles. ® Omitted 4C models.

This i4C o Reviewed the i4C with emphasis on Al-based and

Survey conventional integration approaches.

e Surveyed the integration aspects, including moti-
vations, key enablers, applications and use cases.

® Discussed 4C models, challenges, and future di-
rection.

olutionizing conventional networks in terms of struc-
tures and operations, driving new capabilities by lever-
aging synergies among different functionalities of 4C.
Considering significant benefits brought by the indi-
vidual functionalities of 4C, integrating them into a
single system/network becomes necessary for users’
satisfaction and networks’ performance requirements.
Converging 4C may lead to realizing the optimal so-
lutions that will fulfill diverse QoS requirements of
futuristic intelligent applications and use cases in the
coming decades. Suffice to say, the i4C becomes a nat-
ural trend that has pivotal roles to play in 5G, 6G, and
beyond networks.

Today, different aspects of 4C receive attention from
academia and industry. In fact, several research ef-
forts investigated the trends and issues of converging
communication, computing, and caching and that of
communication, computing, and control. However, a
few survey articles, including [7], [8], and [13-16],
focused on these concepts. Table 1 summarizes the
contributions of these surveys. Specifically, Mao et
al. [7] reviewed efforts on mobile edge computing
(MEC), focusing on joint computation and communi-

cations resource allocation in MEC and their models.
Pham et al. [8] focused on integrating MEC with po-
tential 5G technologies and discussed applications of
machine learning in MEC, comprising 4C optimiza-
tion, crowdsensing, big data, and privacy and security.
The survey in [13] reviewed recent works on mobile
network edges, exploring issues of communication,
computation, and caching techniques, and discussed
challenges and applications of edge networks. Wang
et al. [14] reviewed some efforts intended to integrate
communication, computing, and caching. The central
theme of the survey focused on key aspects of the inte-
gration, i.e., motivations, enabling technologies, per-
formance metrics, frameworks, and challenges. In
[15], the authors reviewed the trends of technology
in communication, caching, and computing resources,
analyzing the interactions among the resources while
collecting, storing, indexing, and processing IoT data.
They also described the convergence in devices, sen-
sors, and gateways. [16] focused on integrating com-
munication, computing, and control and its potential
applications.

These surveys contributed greatly to optimizing the
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Figure 2. The roadmap of the survey.

networks’ performance and improving the users’ ex-
perience. Nevertheless, neither integrating communi-
cation, computing, and caching nor integrating com-
munication, computing, and control is sufficient. Of
course, the roles of control in resources integration
cannot be overstated. For example, in radio access
network (RAN) slicing and distributed resource allo-
cation, a control scheme has to be put in place to guide
the allocation and deallocation of the competitive net-
work resources. Besides, to satisfy diverse QoS needs,
5G New Radio (NR) is designed to be flexible; the
6G network is expected to be much more flexible and
complex. The growing flexibility in these networks
implies more control parameters necessitating essen-
tial changes in wireless network operations [17]. Like-
wise, caching saves network bandwidth and avoids the
transmission of duplicate content. Therefore, the need
for i14C arises to shape up the visions of future genera-
tion networks.

To the best of our knowledge, there is no existing
survey that devoted itself to converging 4C. Hence,
this paper aims to present a firsthand tutorial on the
convergence of 4C against the aforementioned sur-
veys. The survey differs from the previously men-

tioned ones with the following contributions. To begin
with, the paper discusses different aspects of the inte-
gration, exploring its background, motivations, lead-
ing enabling technologies, and potential benefits and
use cases. Another point worth noticing is that the ex-
isting surveys omitted the 4C models, which serve as
the backbone of the design and implementation of an
integrated 4C network/system. Considering the roles
of Al in 6G networks and the increasingly growing
complexity of wireless networks, the paper pays much
attention to the recent trends of i4C based on the Al
techniques. Thus, the paper comprehensively reviews
the i4C, focusing on conventional and Al-based ap-
proaches. It also classifies various approaches of the
integration and discusses the integration of sensing
and communication (ISAC). Then, it considers several
open challenges and provides future directions. The
roadmap of this survey is shown in Fig. 2.

1.3 Organization of the Article

The rest of this paper is organized as follows: Section
II brings a snapshot of potential applications and use
cases. Section III presents the main enablers for i4C
in future mobile networks. Section IV discusses vari-
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ous models of 4C, which lays the foundation for their
integration. Section V reviews many cutting-edge re-
search efforts on the i4C with a focus on both Al-based
and conventional optimization/integration approaches.
It also discusses the convengence of communication
and sensing and classifies different approaches of in-
tegrating resources. Section VI focuses on open chal-
lenges and explores future research directions. Finally,
Section VII concludes the survey.

II. POTENTIAL APPLICATIONS AND USE
CASES

Numerous drivers motivate the convergence of 4C
functionalities. One of the key driving forces behind
the i4C is the explosion of wide-ranging intelligent
applications and use cases, including big data, au-
tonomous cars, telesurgery, Internet of Things (IoT),
XR & Metaverse, Tactile Internet, multimedia, and
energy/power systems. Generally, such applications
come up with different service requirements, includ-
ing ultra-low latency, higher throughput, ultra-high re-
liability, intensive computational capabilities, and vast
caching resources. This section highlights the roles of
i4C in accommodating the needs of these applications.

2.1 Big Data Analytics

Data analytics undergoes revolution in numerous sci-
entific domains due to the exponential growth of data.
This complex and enormous volume of data calls for
parallelization at an unprecedented scale because pro-
cessing it may exceed the capabilities of a single or
even a couple of machines [18]. Today, mobile UEs
and other IoT devices offload tasks and corresponding
data via wireless channels with varying rates, and such
data, owing to its diversity, scale, and timeliness, may
require real-time analytics and live stream computing
and caching. These raise the need for fast, parallel, and
distributed processing [19]. To this end, 4C is pushed
closer to the devices generating the data, avoiding the
bottlenecks resulting from the need of moving data
from the storage to the central processing unit (CPU)
and its main memory and back. In this way, real-
time response, lower latency, and energy saving can
be guaranteed [20].

To support big data analytics, characterized by
increasingly growing volume, variety, and velocity
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Figure 3. Collaborative MEC servers for big data process-
ing.

(3Vs) of data, the big data infrastructure has to couple
a scalable data storage with an ultrafast data process-
ing system [21]. Thus, the analytics system should be
configurable, flexible, and scalable both vertically and
horizontally [22]. Of course, a highly distributed col-
laborative system of 4C deployed at the network edges
will serve significant roles for big data requirements
in future networks. Furthermore, the convergence of
4C capabilities at the network edges can allow 6G net-
works to handle huge volumes of data with high-speed
data rate connectivity per UE [23]. Fig. 3 shows a
collaborative system of MEC servers hosting 4C re-
sources for processing big data. In a word, the i4C is
a potentially promising approach to cope with the big
data challenges in 5G and 6G networks.

2.2 Blockchain

Besides its bright potential for implementing key ser-
vices in 5G, 6G, and beyond networks, blockchain
technology deserves recognition for its remarkable
achievement in cryptocurrencies, such as Bitcoin, Car-
dano, Ethereum, and other trending metaverse appli-
cations. However, due to their distributed nature,
such cryptocurrencies call for high bandwidth, sens-
ing, computing, and caching capabilities for pledg-
ing the ledger integrity. The cryptocurrency protocol
handles huge volumes of data transmitted/broadcasted
across the participating/playing nodes [24].
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Despite its enormous potential, blockchain faces
some critical issues, including scalability and latency,
that limit the performance of its applications [24, 25].
To realize a scalable blockchain system with real-time
applications, the 4C functionalities can be tightly con-
verged in distributed systems to handle the demands
for ubiquitous connectivity, caching, and computing
capabilities.

2.3 Intelligent Transportation Systems

Recently, autonomous vehicles begin to surface with
the advent of 5G networks. The key performance re-
quirements of such vehicles include ultra-high reliabil-
ity and lower transmission delay in terms of millisec-
ond scale. However, the dynamic on-vehicle infor-
mation processing rates and the randomness of wire-
less communication channels limit the performance
of autonomous vehicles. Due to these inherent limi-
tations, the vehicle-to-vehicle (V2V) communication
links will unavoidably experience time-varying de-
lays. Using delayed information in designing the con-
trol system of autonomous vehicles could jeopardize
the stability of the platoon system [26]. This issue re-
quires a robust integrated system of 4C to sustain the
stability of the platoon.

In future transportation systems, intelligent infras-
tructures and intelligent vehicles will converge. By
operating the intelligent traffic infrastructures, the
whole traffic systems’ throughput can be managed ef-
ficiently. On the other hand, by equipping intelli-
gent vehicles with seamlessly integrated systems of
embedded computing and in-vehicle networks, wire-
less data exchange can be enabled between vehicle-to-
infrastructure and vehicle-to-vehicle. These two ca-
pabilities can allow the vehicles to guide drivers or
even drive independently (autonomously) by observ-
ing and evaluating traffic conditions, planning ahead
of their behavior, and actualizing (implementing) the
plan using the drive-by-wire functionalities, which in-
clude steering, speed and stability controls, braking,
and so on [16]. Hence, the i4C becomes necessary for
sustainability, ultra-low latency, efficiency, ultra-high
reliability, stability, and safety of autonomous vehi-
cles. In 6G and beyond networks, the convergence of
4C will undoubtedly be fully leveraged to realize the
visions of fully autonomous vehicles and the IoVs.

2.4 XR & Tactile Internet

XR is an umbrella term referring to the set of immer-
sive technologies, comprising AR, VR, and mixed re-
ality (MR). To transmit higher resolution/frame rate
videos, mobile AR/VR applications impose high de-
mands for greater bandwidth with ultra-low latency,
ultra-high reliability, and high computing power. Like-
wise, the Tactile Internet applications, which may
extend to healthcare, entertainment, robotics, and
autonomous vehicles, require higher communication
bandwidth with ultra-low latency. Thanks to the na-
ture of haptic signals and human perception, the re-
quired latency for Tactile Internet is 1 ms. Unfortu-
nately, satisfying the stringent requirements of these
applications is beyond the capabilities of the existing
LTE networks [27]. The 5G and 6G wireless networks
will support the tight convergence of 4C at the vicinity
of the users’ applications. This implies promising so-
lutions for latency-sensitive applications. Therefore,
with an integrated system of 4C at the network edges,
the requirements of both Tactile Internet and XR ap-
plications will be fulfilled.

2.5 IoT & IoE Technologies

One of the intrinsic features of IoT is its potential-
ity to provide users with in-built intelligence by en-
abling its devices (aka IoT devices) to connect. Most
of the resource-hungry IoT devices interact with one
another, reforming the way individuals perceive their
environment and get information. Such smart de-
vices can sense and access information from their
surrounding environment and accordingly form what
is termed sensory swarm. The accessed information
may be conveyed to different applications for process-
ing and analysis [28]. The IoT devices share and
interpret information based on standardized formats,
and by leveraging the essential functionalities of 4C,
IoT transforms its devices from traditional to smart.
Hence, the i4C will impact the advancement of flex-
ible and efficient IoT in smart cities, providing end-
users with diverse smart services thereby enriching
energy, entertainment, environment, healthcare, and
transportation [29]. Furthermore, the impact of i4C
will potentially reach beyond the concept of IoT. Of
course, the emerging IoE paradigm, where everything
is connected to everything, requires the convergence
of 4C; likewise, the concept of IolT.
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2.6 Multimedia

The current prevalence of UEs results in the rapid
growth of the internet traffic [30], which is dominated
by video streaming. Today, video streaming accounts
for more than 70% of North American downstream
traffic at peak time. However, with unstable wireless
network conditions, insufficient bandwidth, and bil-
lions of viewing devices, the user experiences are in-
herently deteriorated, sparking a tussle between the in-
creasing video traffic demand and the quality of view-
ing experiences. In such conditions, adaptive bit rate
(ABR) streaming can be used to enhance viewing ex-
periences. Nevertheless, ABR requires tremendous
caching and computing resources for pre-transcoding
of each video and caching all video chunks [31]. Thus,
future mobile networks have to integrate 4C function-
alities in the vicinity of the UEs in order to enable ef-
ficient multimedia service delivery (in terms of seam-
less connectivity, lower latency, and high reliability).

2.7 Remote Surgery

In the coming decades, the 6G networks and beyond
will be providing improved healthcare services for hu-
man beings. Remote surgery/Telesurgery enables a
doctor to perform a surgical operation on a patient
without being in the same physical location. This re-
quires ultra-high-speed data rates, ultra-low latency,
ultra-high reliability, flexibility, high computational
power, and the rest, which can hardly be guaranteed
by the 5G capabilities. In 6G and beyond, the 4C func-
tionalities will integrate to steer the remote surgery to
greater heights. Moreover, many future applications
and use cases, among others holographic teleporta-
tion, intelligent production, and intelligent life, will
undoubtedly require the i4C.

III. KEY ENABLERS FOR INTEGRATING
4C

This section focuses on the key enabling technologies
for the i4C in 5G, 6G, and beyond networks. Specif-
ically, Section III-1 gives a snapshot of multi-access
edge computing, Section III-2 discusses softwariza-
tion, and Section III-3 focuses on edge intelligence.
These fundamental enabling technologies have, in-
deed, proven their capabilities in providing diversified
network solutions.
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Figure 4. A typical MEC system.

3.1 Multi-access Edge Computing (MEC)

MEC emerged to bring the IT and cloud computing
capabilities into the RAN domain [7]. Due to the
emergence of MEC, 4C is moved to mobile network
edges nowadays [7], [19, 32]. With the 4C function-
alities at the network edges, data and computational
tasks can be wirelessly offloaded, analyzed, computed,
and stored near the UEs. In this way, both energy
consumption and end-to-end latency will be signif-
icantly reduced. However, integrating MEC with a
wireless network environment poses some challenges
about the control and coordination of joint communi-
cation, computing, and caching [19]. Hence, there is
a need for optimal decision making on both networks
and UEs’ computational tasks/data. In the design of an
efficient MEC framework, it is essential to flawlessly
couple computation offloading control and communi-
cation resource management in order to adapt the ran-
dom variations of wireless channels in terms of fre-
quency, space, and time [7].

On the other hand, the variations in both wireless
channels and available computing resources necessi-
tate the need to intelligently control the input data size
in UEs for local computing and efficient computation
offloading. In doing so, the overall energy consump-
tion for local CPU and transmission will be reduced
under a task-deadline constraint [33]. Therefore, joint
control of local computing and computation offloading
has to be considered for swift execution and caching of
the computational tasks. Fig. 4 shows a typical MEC
system.

Besides, both computing and cache resources rely
on the available communication resources. Specifi-
cally, the communication resource is required to of-
fload data and tasks for processing, analyzing, and
caching at the network edges [19]. In a 5G mobile
edge network, a smart base station (SBS), widely con-
sidered a primary 5G infrastructure, will enable the
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integrated 4C services. This requires leveraging the
ultimate synergy of the integrated caching, commu-
nication, and computing operations by comprehen-
sively considering all essential control factors. In other
words, an integrated control scheme is needed to har-
ness the existing synergies between the communica-
tion, computing, and caching capabilities for realiz-
ing the optimal performance of the 5G network. Thus,
in the 5G edge network, a control functionality has to
interact the rational agents with conflicting objectives
in the SBSs [34]. Accordingly, [35] emerged with a
framework that programmably controls and integrates
in-network caching, networking, and computing for
essential network operations. This further entails the
necessity of converging 4C in 5G, 6G, and beyond mo-
bile networks.

3.2 Softwarization

Network functions virtualization (NFV), software-
defined networking (SDN), and information-centric
networking (ICN) make the leading candidates for
softwarization [36], playing significant roles in the
i4C. The NFV adopts virtualization techniques to
flexibly program the network service functionalities
as software instances, i.e., virtual network functions
(VNFs), at the network edge servers. The MEC and
NFV converge at the network edge to enable the pro-
visioning of computation-oriented services. Thus, var-
ious compute-intensive applications will be greatly
supported, thereby reducing both operating and capital
expenses. Conversely, SDN decouples the control and
data planes to improve the network-layer data traffic
forwarding and optimizes the network-level resource
orchestration; it utilizes a centralized controller in the
control plane to receive the network information. The
controller, having a global view of the network, makes
the network-level decisions for resource allocation, ac-
cess control policies for UEs, and traffic routing path
configuration among the network components, which
include network edge servers, access points/BSs, and
network switches in the RAN and core network, for
enhancing QoS and improving overall resource uti-
lization [37]. Other than splitting the control and data
planes, SDN follows the abstraction principles, com-
prising data traffic forwarding, routing, and configu-
ration as a computing problem. Employing these ab-
stractions results in enabling the network slicing func-

tionalities, and slicing the network leads to enabling
the network resource allocation [36].

Hence, the network resource allocation can be ef-
fectively managed and optimized by SDN. Adopting
SDN to serve as a control module for the integration
of resources becomes natural due to its efficiency and
effectiveness in managing wireless networks. Never-
theless, the concept of control and resource allocation
mechanism of the unified 4C solution is wider than
the concept SDN alone; likewise, its diversity goes be-
yond the reach of any single technology [13]. This im-
plies the need for hybridizing enabling technologies to
realize the i4C solutions in future networks.

5G network requires an integrated approach com-
posed of MEC, cloud, and core network. In this
paradigm shift, NFV and SDN have challenging roles
to play in transforming the way of managing wireless
networks [36]. Coupling an NFV and SDN framework
with MEC brings centralized network control over
communication, computing, and caching resources,
thus improving multi-resource orchestration efficiency
[37]. In short, integrating NFV and SDN promises
flexible network infrastructure, resource management
as well as new applications deployment [38].

On the other hand, ICN enables content retrieving
for UEs based on identifiers (content identification),
not on the basis of physical locations. In 5G, 6G, and
beyond, ICN will serve similar roles as NFV and SDN
[36]. Note that these promising networking paradigms
do not compete, they complement one another instead;
they handle various networking issues while benefit-
ting one another. For example, ICN and SDN can be
combined to form an SD-ICN framework, hence real-
izing holistically optimal resource allocation through
the logically centralized controller. Moreover, inte-
grating SDN and ICN brings several gains, solving the
host-centric networking (TCP/IP) problems and tack-
ling the caching and control issues; see [38].

Today, ICN, NFV, and SDN converge to provide
promising 4C solutions. ICN offers a new approach
for provisioning services in SDN and NFV; it can also
virtualize the network edge functions with some de-
gree of data plane programmability [38]. Due to its
ability to allow better migration to cutting-edge tech-
nologies through isolation of network parts, SDN-
based virtualization excels as a decent approach for
converging heterogeneous networks (Het-Nets) with
MEC and ICN [39], [40]. It brings several benefits:
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i) it allows flexible management and maintenance of
Het-Net framework; ii) with the abstraction and stan-
dardization of the data and control planes, networks
and applications can be evolved and updated without
redesigning the network infrastructure; iii) the control
plane can be pushed to the edge/cloud servers rather
than a dedicated platform; and iv) both operation and
capital expenditures are reduced by utilizing advance
software and conventional hardware [40]. In [40], an
integrated resources mechanism was built upon the
concept of SDN and wireless network virtualization,
where MEC and ICN reinforce each other for promot-
ing network efficiency and guaranteeing diverse ser-
vice requirements.

In 5G and 6G networks, the promising capabilities
of ICN, NFV, and SDN will be leveraged to tightly
integrate 4C to meet the QoS needs of diverse applica-
tions. However, softwarization alone is insufficient for
6G due to the increasing complexity and heterogene-
ity of wireless networks [11]. This opens a new av-
enue for integrating communication, computing, and
caching with intelligent control in 6G and beyond.
Here is where the concept of edge intelligence and in-
telligent edge begins.

3.3 Edge Intelligence

One of the essential network entities missed in the 5G
mobile networks is edge intelligence, powered by the
Al frontiers. Edge intelligence will, in all likelihood,
serve the role of a key component in 6G networks to
enable new functions, services, and superior perfor-
mance [41]. Today, edge intelligence is increasingly
becoming a center of attention, attracting several re-
search endeavors, due to its promising future and great
benefits in 6G and beyond networks.

There are synergistic benefits between the Al tech-
niques and edge computing. For example, edge com-
puting unleashes its scalability and potentials with Al,
and the AI technique allows innovations and algo-
rithms for edge computing. Besides, Al extends its
applicability to edge computing, and edge computing
offers scenarios and platforms for Al. Thus, the Al
techniques and edge computing will support and re-
inforce each other. The prospect of combining edge
computing and Al has triggered a solid interest in both
academia and industry. The integration of Al and edge
computing , which is considered natural and unavoid-

able, results in the birth of edge intelligence. Actually,
edge intelligence goes beyond a mere fusion of the Al
techniques and edge computing. The concept of edge
intelligence is wide enough and greatly sophisticated,
covering several technologies and concepts, which are
intertwined together in a mind-boggling way; see [42].

Deng et al. [42] stated that there has not been a for-
mal and globally accepted definition of edge intelli-
gence today. However, the definition is given in some
studies. To be specific, Xu et al. [12] defined edge in-
telligence as a new paradigm of intelligence involving
a collection of connected systems and UEs for collect-
ing, analyzing, processing, and caching data near the
sources of the data. The goal is to improve the data
processing speed and quality and to secure and protect
data privacy. Hu et al. [43] described edge intelligence
as the paradigm shift involving data collection, trans-
mission, processing, and caching through the use of
edge computing with ML techniques and higher net-
working capabilities.

Contrasted with cloud-based intelligence, in edge
intelligence, data is locally analyzed and processed. In
edge intelligence, a distributed computing paradigm
offers edge inference, edge training, edge caching,
and computing services at other edge devices or
edge servers for the requirements of a particular
edge intelligence application. Thus, edge intelligence
brings striking gains by effectively protecting the sub-
scribers’ privacy, saving bandwidth, ensuring higher
reliability, and lessening response time. Furthermore,
by training ML and/or DL models with self-created
data, edge intelligence allows subscribers to customize
smart applications. In intelligent edge, Al offers
strong support for edge computing. The focus of in-
telligent edge lies in solving edge computing problems
with the Al techniques, such as resource allocation op-
timization [12]. Both intelligent edge and edge intel-
ligence require each other. In fact, the DL services
in intelligent edge are likewise a piece of edge intelli-
gence. Hence, in addition to resource utilization, intel-
ligent edge can offer enhanced service throughput for
edge intelligence [44].

IV. COMMUNICATION, COMPUTATION,
CACHING, AND CONTROL MODELS

A model may represent a theory and plays a crucial
role in simplifying the real-life situation analysis. In
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this section, we explore four different models of 4C to
lay the foundation of resource integration for 5G, 6G,
and beyond networks. Thus, beneath this section, we
discuss the communication model in Section I'V-1, the
computation model in Section I'V-2, the caching model
in Section I'V-3, and the control model in Section IV-4.
As per [7], such models can support mechanisms for
abstracting diverse functions and operations into opti-
mization problems and simplifying theoretical analy-
sis.

4.1 Communication Model

In recent decades, stochastic geometry was introduced
to serve as a standard tool for modeling and design-
ing wireless networks. A rich set of spatial point pro-
cesses comprising Poisson Point Process (PPP) and
cluster processes have been employed for modeling
node locations in various wireless networks, includ-
ing Het-Nets, cellular networks, and cognitive radio
networks. Many research efforts in this area were de-
voted to addressing interference and wireless chan-
nels hostility, such as fading and path loss, to guar-
antee higher coverage and channel reliability for RAN
or distributed D2D networks [45]. Actually, improv-
ing the networks’ performance in terms of throughput,
low latency, and spectral/energy efficiency has been
the main emphasis throughout the evolution of mo-
bile communication networks [46]. Hence, several pa-
rameters need more attention for efficient wireless net-
works design and network resources optimization.

4.1.1 Spectral Efficiency (SE)

Various wireless networks air interface techniques,
including adaptive modulation and coding (AMC),
multiple-input-multiple-output  (MIMO) antenna
strategies, and frequency domain packet scheduling
(FDPS), have improved SE to a great extent. To-
day, such techniques extend SE near the theoretical
Shannon’s capacity limit [47]. However, Shannon’s
theory remains a key design base for the emerging 6G
wireless network and offers two main approaches of
maximizing network capacity: i) increasing network
bandwidth and ii) improving SE. As a key perfor-
mance indicator (KPI) for the 6G wireless network
design and analysis, SE has to be further improved
to tackle issues of communication resources, such
as multi-dimensional radio and x-haul resources.

Thus, in 5G and 6G networks, SE will be enhanced
to 3x that of 4G and 5-10x that of 5G, respectively
[48]. As per [25], 30 bps/Hz and 15 bps/Hz in the
downlink and uplink, respectively, mark the minimum
requirements for peak SE in 5G. Realizing this will
enable efficient computation offloading, which serves
a significant role in the i4C. Based on [49], we can
express the achievable SE for offloading tasks in an
uplink direction in (1) as

ka
% = log, <1+p22“), (1)

where p* denotes the transmission power from UE to
an SBS k and the G* represents the corresponding
channel gain between UE « and SBS k.

4.1.2 Interference

Now that the state-of-the-art wireless technologies op-
erate nearer the Shannon capacity bound, a limited ca-
pacity gain can be extracted with current cell struc-
tures and frequency allocation techniques. The 5G
radio access technology (RAT) promises to utilize a
three-dimensional capacity model (i.e., bits per second
x Hertz x cells per square kilometer), implying that
the so-called capacity gain can be achieved with an in-
crease in a number of cells per square kilometer. Cell
densification has been earmarked to generate more ca-
pacity gain for 5G networks [50]. 6G is expected to
be more heterogeneous than 5G, thus presenting more
promising scenes for computation offloading due to
the proximity of UEs to SBSs, higher capacity, and
lower latency. However, the increase in SBSs raises
high energy costs, and the closeness of SBSs to one
another can generate severe co-channel interference
[2, 51]. Co-channel interference can immensely com-
plicate the computation offloading decision, which is
determined by the wireless transmission condition.
Hence, the interference mitigation techniques, such as
transmission power control, frequency subcarrier allo-
cations [52], adaptive beamforming, interference can-
celation, interference randomization [53], and coexist-
ing cloud and edge Al [48] should be considered in the
future wireless networks design to improve the rate of
offloading tasks.
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4.1.3 Bandwidth and Power Allocation

Bandwidth and power allocation has been a pivotal
technique of improving network efficiency under guar-
anteed QoS to users. In orthogonal frequency divi-
sion multiplexing (OFDM), bandwidth is allocated by
converting a wideband spectrum into several narrow-
band orthogonal subcarrier channels to serve multiple
users at a time. That means the subcarrier channels
can be shared among several users using the same net-
work concurrently; hence, users can efficiently offload
the tasks via the subcarrier channels. Moreover, in
multicarrier systems, the total transmitted power (the
power required on each subcarrier) is minimized to
control co-channel interference while offloading the
tasks for computing and caching services. Such tech-
nique dramatically reduces interference since a sub-
carrier can be occupied by at most one user [54]. Thus,
the demands for higher throughput, lower latency, and
higher reliability will be met. On top of that, 6G
holds strong potential to emerge with superior wire-
less channels, such as universal filtered multicarrier
and filtered-OFDM, which could further accelerate the
computation offloading efficiency.

4.1.4 Energy Efficiency

The increasing demands for higher communication ca-
pacity and fast-growing energy costs make the energy-
efficient wireless communication network design an
emerging trend. In conventional networks, the radio
access part is viewed as the prime energy consumer,
accounting for greater than 70% of the total energy
consumption [21]. In the design and analysis of green
networks, EE metrics are intrinsic since they help as-
sess and compare the consumed energy of various de-
signs and provide long-term research goals [55]. De-
signing an energy-efficient wireless network is highly
desirable for efficient tasks offloading. Hence, EE has
to be improved in the future wireless networks design.
According to [48], the network EE will enhance to 10-
100 x that of 4G and 10-100 x that of 5G, in 5G and
6G networks, respectively. Therefore, as a KPI for
evaluating 6G wireless networks, EE has to be thor-
oughly considered.

4.1.5 Achievable Transmission Rate

Several studies explored the maximum limits of the
achievable transmission rates of wireless communica-
tion networks over fading channels [56]. The study
of time-varying fading channels, where fading gains
(channel states) are often modeled as stochastic pro-
cesses, such as independent and identically distributed
(i.i.d.) process and Markov process, yield tremen-
dous achievements [57]. For modeling wireless fad-
ing channels, finite-state Markov channel (FSMC) is
mostly considered. The FSMC model, which relies on
partitioning the received signal-to-noise ratio (SNR)
into a finite number of states, has drawn much atten-
tion due to its great balance between complexity and
accuracy [58].

The efforts in [59-61] modeled the wireless chan-
nels as FSMC; the goal is to effect higher efficiency
than that of traditional assumption of static channels.
In such wireless scenario, Shannon’s theorem can be
used to evaluate the achievable data rate. In other
words, in a cellular cell with an available bandwidth
allocated to each UE and a given BS transmission
power, the ultimate wireless transmission rate of a mo-
bile UE is defined by the Shannon’s capacity theorem
[62]. Hence, based on the achievable SE Eﬁ expressed
in (1), the achievable transmission rate of the UE u can
be expressed as;

RE =ytBet, )

where B represents the available communication
bandwidth and ¥ denotes the fraction indicator (0 <
1/}5 <1) of the available bandwidth allocated to the UE
U.

The time (in seconds) taken to offload a computa-
tional task n from a mobile UE u through a wire-
less channel, i.e., transmission time/delay can be ob-
tained by dividing the task input-data size (denoted
by L,) by the achievable transmission rate expressed
in (2). Hence, transmission time does not depend on
the channel length, rather, it relies on the input-data
size/quantity of the task and the data transmission rate,
and it can be given by;

k _ Ln
u7n - k ’
R

where L,, (in terms of bit) represents the input quantity
of the task n; see [49], [63].
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12

China Communications



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final
publication. Citation information: DOI10.23919/JCC.2023.00.039, China Communications

As per [63], the energy (in joule) consumed while
transmitting a task n from a mobile UE through a wire-
less channel can be obtained simply by multiplying the
transmission power of the UE u ( pfj) and the trans-
mission time expressed in (3). This energy can be ex-
pressed as;

By = ¢{ip’zf%%- @)

In wireless networks, the uplink/downlink transmis-
sion of UE is generally managed by a wireless BS,
which might be a Wi-Fi AP, a Femtocell network AP
or even a macro-cell BS [64]. RAN is widely seen
as an intrinsic part of the wireless network infras-
tructure facilitating wireless connection between the
UE or any wireless controlled device and the cellu-
lar core network. In an MEC system, the UE is wire-
lessly connected to RAN; likewise, RAN is connected
to the core network through the guided channels like
IP/ethernet. In particular, RAN provides connection
between BSs and backhaul networks through the eth-
ernet interface, supporting high-speed data transmis-
sion [65].

In mobile cloud computing (MCC), the communi-
cation paths between the UEs and cloud servers are
normally abstracted as bit pipes characterized by con-
stant or varying rates with given distributions. The
point behind such models has to do with tractability
and may be connected with an MCC system design,
focusing on handling the latency issues in the core net-
work and managing the large-scale cloud. Thus, these
bit-pipe channel models do not pay attention to the
wireless communication network latency. Conversely,
in a small-scale edge cloud, such as an MEC system,
the focus is to dramatically minimize the communica-
tion network latency through an advanced air interface
design. Moreover, the bit-pipe models omit some im-
portant features of wireless propagation and are too
simple to support implementing modern communica-
tion techniques [7].

4.2 Computation Model

4.2.1 An Overview

Computation offloading associates with communica-
tions through two major issues, i.e., latency and en-
ergy consumption. Nonetheless, it plays a pivotal role

in computation aspects [66]. In literature, several of-
floading destinations were considered for executing
the computational tasks. The main destinations in-
clude: i) cloud-only, in this class, the computation-
intensive tasks and latency-tolerant applications are
pushed to the remote cloud server for execution, ii)
MEC-only, herein, the latency-sensitive applications,
e.g., VR, Tactile Internet, face recognition, and other
mission-critical IoT applications, are migrated onto an
MEC server for speedy execution, and iii) local, where
the tasks are rather executed locally at UEs than at an
MEC/cloud server due to higher energy consumption
and latency [67]. In [68], three key steps were iden-
tified for offloading computation-intensive tasks from
UEs; these steps are: 1) tasks partitioning, ii) offload-
ing preparation, and iii) offloading decision, as shown
in the sequel.

Tasks Partitioning: The tasks here are grouped into
offloadable and non-offloadable components (tasks).
The former involves the tasks that should be migrated
for remote execution; whereas the latter refers to the
tasks that should be retained at UEs. Identifying
computation-intensive tasks to be offloaded requires
performing source code analysis and performance pre-
diction by an application programmer [68]. Determin-
ing part of the tasks that should be offloaded for exe-
cution is important in partial offloading; thus, there is
a need for partitioning tasks into modules. The parti-
tioning approach can either be static (where the tasks
are partitioned into a fixed number of partitions dur-
ing application development) or dynamic (where the
tasks are partitioned at runtime based on the availabil-
ity of bandwidth and quality of network connection).
The static is quite easier to implement. However, the
dynamic is important in cases where the computation-
intensive applications are required to adapt to the
network and mobile environment changes. For in-
stance, some frameworks, such as MoSeC and Self
Cloning, employ dynamic partitioning; whereas oth-
ers like Aura, Avatar, and MALMOS use both static
and dynamic [69].

Offloading Preparation: This covers all essential
steps, such as remote server selection, migration, code
installation, and tasks or data migration for remote
computing, required for offloadable tasks to enable
their use in native UE applications [68].

Offloading Decision: This usually precedes remote
execution of offloadable tasks. The execution context
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Computational Task Model
for Partial/Binary Offloading
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Computation Time

Figure 5. A rodmap of the computation model.

determines whether an installed remote task is used
in the UE applications or not [68]. Offloading deci-
sion is an extremely complex process affected by var-
ious factors, including subscriber’s preferences, appli-
cation (nature), UE capability (e.g., high or low perfor-
mance UE), application model, connection (e.g., net-
work bandwidth, delay, and costs), and cloud/MEC
service [70, 71]. Generally, offloading decision is car-
ried out in sequence. This can be explained in an MEC
environment, in such scenario, UE decides whether
to offload a computational task via wireless channels
for remote execution or execute them locally. If the
task is offloaded to the network edge/MEC server, the
server determines whether it can meet the request or
the computation should be further offloaded to the re-
mote cloud for execution. Offloading decision can ei-
ther be full or partial. The gains derived from full
offloading decision are to: reduce the consumed en-
ergy at UEs while satisfying the constraints of delay,
ii) lower the computing delay, and iii) determine a de-
cent tradeoff between the computing delay and energy
consumption. In partial offloading, the benefits are to:
lower the consumed energy at UEs while satisfying the
constraints of computing delay and ii) find appropriate
tradeoff between the computing delay and energy con-
sumption [71].

Before walking through the computation model, we
find it helpful to briefly look into partial offloading
and binary offloading at this point. The former en-
ables partitioning of computational tasks into different
parts at UEs for local computing and offloading simul-
taneously. Whereas the latter makes it impossible to

partition the computational tasks; rather, the tasks are
executed as a whole either at the UEs or at the network
edges [72]. To simplify the description of the remote
CPU computation model, we restrict the scope of our
discussion to the computational task model for binary
offloading, which is subsequently followed by compu-
tation energy and computation time as following.

4.2.2 Computational Task Model for Binary Offload-
ing

Here, the task model can be described in terms of two
or three different fields. In a two-field task model, a
computational task n can be characterized by T'(L,,,
D,,). In this case, L,, > 0 (in bits) and D,, > 0, respec-
tively, depict the task input size and the total number
of the required CPU cycle to execute the task [64]. The
size of the computation output is usually assumed neg-
ligible; thus, it was ignored in [64], [73-75]. There
are various factors on which the required CPU cycle
number depends for executing the tasks. These fac-
tors include specific applications, task input size, and
physical components, such as memory and CPU, in
the computing device [73]. However, the number of
the required CPU cycle is not considered in some two-
field notation models; rather, a task completion dead-
line might be a priority especially when computation
delay becomes a concern. Such model was adopted in
[73-75], where T'(L,,, 7,,)) characterizes the compu-
tational task n. This implies that each task n with an
input-data size L,, has to be accomplished within its
completion deadline, denoted by 7,, > 0 duration. For
the latency-sensitive applications, it is assumed that
the completion time cannot exceed the coherence time
of the channel. Thus, the channel power gain does not
change within the block of interest.

The computational task requested by the UE appli-
cations can be modeled as i.i.d. Bernoulli process. To
be specific, for each time slot, the probability of re-
questing a task can be denoted by p, and that of not
requesting it can be given by 1-p. Such request is of-
ten followed by an execution decision [74]. For in-
stance, when a mobile VR device requests a compu-
tational tasks, an MEC server determines whether the
requested tasks should be computed on it or not. If the
tasks should not be executed at the server, the tasks
or their corresponding parts (chunks) have to be for-
warded to the VR device for local execution [76].
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Alternatively, the three-field task model has been
adopted in several efforts, including [7], [63, 77]. In
such model, a three-field notation T'(L,,, X,,, 7,,) can
be applied to represent a computational task n. This
notation carries the information of the task input size
L,, > 0 (in bits), the computation workload/intensity
X, > 0 (in CPU cycles per bit), and the task comple-
tion deadline 7,, > O (in seconds) [63, 76, 77]. The
three fundamental parameters of a task are determined
by the nature of the task itself [7, 63, 77, 78].

The CPU workload of a computational task directly
determines the consumed energy of computing. The
workload is determined by the total amount of the re-
quired CPU cycles. In short, the relationship between
the number of the required CPU cycle (D,,) for com-
puting a task n and the task input size (L,,) with the
computation intensity (X,,) can be expressed as: D,,=
L, X,. Hence, the number of the required CPU cy-
cles for executing computational tasks differs in vari-
ous applications, and it may be determined by offline
measurement [74].

4.2.3 Computation Energy

The power consumption in a CPU depends on a num-
ber of factors, such as short circuit power and dynamic
power. However, the main energy consumer is dy-
namic power, which can be controlled by adjusting the
CPU-clock frequency of the chip voltage based on the
dynamic voltage and frequency scaling (DVFS) mech-
anisms [75]. The DVFS varies the CPU supply voltage
and clock frequency of UEs according to computation
load to meet the performance requirements. With the
DVEFS mechanisms, the CPU-clock frequency of UEs
will be regulated to lower the energy consumption in
an adaptive way. Therefore, by incorporating DVFS
techniques into computation offloading, the strategy
design becomes more flexible [79].

For the computational task n, the total energy con-
sumption constitutes the energy consumed while of-
floading the task from the UE to the network edge
(e.g., SBS k) and the energy consumed while com-
puting the task at the SBS. This is given byE’u‘“m
(as expressed in Section IV-1) and E{f’n, where EF=
Lo f,fDn, o is a constant related to the CPU of a
computing server in the SBS k£, and fj denotes the
CPU cycle frequency of a computing server in the SBS
k. Here, the computation result is assumed negligi-

ble [63]. To that effect, the total energy (in joule) ex-
pended for executing the task n at the network edge
can be represented as

E,=E}, +E}. (5)

4.2.4 Computation Time

Here, our focus lies in the total time costs for execut-
ing a specific task at a network edge, consisting the
time consumed while transmitting the task to the net-
work edge and the actual time spent while executing
the task at the edge. Thus, a computational task n,
denoted by T'(L,, X,, T,), can be offloaded through
an OFDMA channel with maximum achievable trans-
mission rate to the network edge (e.g., SBS k). In this
regard, the time expended for offloading the task n to
the SBS k can be given by Tfm, as expressed in Sec-
tion I'V-1. Likewise, the time cost for executing a task
at the network edge, as defined in [63], refers to the to-
tal amount of the required CPU cycles for computing
the task divided by the corresponding CPU-cycle fre-
quency. Hence, the time consumed for computing the
task at the SBS &, which depends on both CPU-cycle
frequency fi and computation intensity, can be given
by Ty = L% 5 see [63, 80, 81]. To that effect, the
total time cost (in second) for executing the task n at
the network edge can be expressed as

T, =Ty, + 1. (6)

4.3 Caching Model
4.3.1 An Overview

In the previous decades, research studies devoted to
CDNs gained momentum by focusing on where to
deploy the servers (server placement); which files to
cache at each server (content placement); how much
storage capacity to allocate to each server (cache di-
mensioning); and how to route content from caches to
end-users (routing policy) [82].

The caching systems may differ in terms of granu-
larity, scale, and technologies. Nonetheless, the com-
mon goal shared by all caching systems is to opti-
mally cache data contents for subsequent usage [83].
To provide clear description of the caching model,
this overview touches on the two basic approaches to
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caching studies, caching places, and performance of
cache networks.

Approaches to Caching Studies: The effort in [84]
described two basic approaches to caching studies,
i.e., coded and un-coded caching. One of the ap-
proaches involves the conventional caching schemes,
such as first-in-first-out (FIFO), least frequently used
(LFU), least recently used (LRU), etc. Such schemes
generally use cache hit ratio as a key parameter for
performance evaluation and are often called un-coded
caching schemes because there is no coding in them.
Besides, each of the schemes is featured with partic-
ular insertion and eviction policies. The other ap-
proach, i.e., coded caching, involves content place-
ment and content delivery. In the placement phase,
caches are populated with file contents usually during
low network activity, i.e., off-peak hours. While in
the delivery phase, the server serves the requests by
executing coded multicasting. The peak/average num-
ber of file contents transmissions via the shared link
is commonly considered as a key performance metric.
Since coding is used for delivering content, this ap-
proach minimizes the file transmissions within the net-
works and attracts extensive research investigations;
see [85, 86].

Caching Places: In mobile networks, several places
can be considered for deploying edge servers and con-
tent caching. The three key places where cache can
be deployed to cache file contents in cellular net-
works constitute UEs, RAN, and the core network
[14, 87]. Since deploying cache at the evolved packet
core (EPC) is technically more convenient than de-
ploying cache at RAN, EPC is considered as the most
commonly deployed caching place. At the network
edges, content may be cached in MBS, SBS, or UEs
[14]. In MEC, caching content at the network edge
brings significant gains, enabling MEC to get real-time
information from RAN and utilize it for guaranteeing
QoE of UEs. Hence, with real-time information, re-
mote/MEC server optimizes the users’ traffic to ensure
QoE [88].

Performance of Cache Networks: The main con-
siderations for overall caching performance involve
caching policies, deciding what to cache and when
to deliver the caches [89]. Hence, user’s request pat-
terns, caching policies, and how caches are operated
(cooperatively, independently, or in a globally coordi-
nated manner) constitute some of the several factors

on which the performance of cache networks depends.
The caching policy is vital; upon a user’s request for
data, it makes decisions whether to cache the data,
where to cache it, what timer value to set in case of
using time-to-live caches, or which data to evict in
case of a full cache [90]. Various caching policies
have been offered in literature for managing a single
cache, which differ in terms of either eviction or in-
sertion policy. In [91], some existing caching policies,
such as FIFO, LFU, LRU, q-LRU, k-LRU, RANDOM,
and k-RANDOM were studied.

Being easy to implement, LRU is widely adopted
and it provides great performance. In the context of
ICN, FIFO and RANDOM are considered as feasible
substitute for LRU since their hardware implementa-
tion in speedy routers is easier. The k-LRU and q-LRU
enhance the LRU performance through advanced in-
sertion policy; see [91]. Estimating the gain behind
a content by assessing its present popularity, poten-
tial popularity, cache capacity, and locations of ex-
isting replicas over the network topology is essential.
Instead of applying conventional policies, including
FIFO, LFU, and LRU, it is desirable to propose co-
operative caching policies for EPC and RAN caching
in order to efficiently increase cache hit rate [89].

The concept of caching has been advancing rapidly
due to the unprecedented growth of network traffic
With the advent of MEC,
both caching [92] and computing are pushed near the
UEs, i.e., network edges. This implies dramatic reduc-
tion in both content delivery delay and network traffic
and also guarantees adequate computing and caching
functionalities. Indeed, efficient caching functionality
at the edges allows mobile UEs to alleviate the pos-
sible burden from backhaul links. Thus, caches can
be designed for efficient communication between edge
servers and UEs [88], [92]. Moreover, the classifica-
tion of caching techniques, not only in the context of
MEC, can be either reactive/transparent or proactive.
In transparent caching, neither UE nor the application
service provider (ASP) is aware of a caching MEC
server. In proactive caching, data contents are non-
transparently cached before being requested since it
can result in high network utilization in future [93].

over wireless networks.
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4.3.2 Cache Performance Metrics

In conventional caching scheme, cache-hit rate/cache-
hit ratio is considered as a common performance met-
ric, representing the ratio of the requests satisfied
by a caching system and the aggregate incoming re-
quests. Generally, high cache-hit ratio implies a high-
performance caching system since it brings about dra-
matic reduction in redundant data transit. There are
four factors on which cache-hit ratio depends, i.e.,
cache size/capacity and cache algorithm; these two
can be figured and controlled to a certain extent. The
other two factors are content population and content
popularity distribution; these cannot be controlled.
They are externally generated by subscribers and cor-
responding applications that interact with the caching
system. Despite being widely viewed as a common
performance metric of caching systems, cache-hit ra-
tio is incapable of providing insights into the perfor-
mance of network of caches. Thus, being a conclu-
sive result of request filtration that all caching systems
in a network achieve, server hit ratio is considered as
a more appropriate metric. Another KPI is footprint
distance. Here, the shorter the footprint distance, the
nearer the data content is to the requesters, hence im-
plying shorter response time for the requesters. In
short, for green communication networks, caching
time is an essential index. Hence, in designing a
cache algorithm, footprint distance, server hit ratio,
and caching time have to be considered [83].

4.3.3 Cache Capacity

The cache capacity or size of cached information (in
bytes) is widely considered as the typical measure-
ment of caching capability [13, 46]. With increase
in the capacity of cache memory, the cache-hit ratio
can be improved. Compared with content population,
the cache capacity is relatively small. However, multi-
magnitude increase in the cache capacity may lead to
a few percentage points of cache-hit ratio improve-
ment [84]. At the network edge, after computing the
tasks, the outputs might be considered reusable. In
such case, a BS with a given caching capacity, say
C bytes, can be required to cache the outputs [78].
Therefore, to cache content at the network edge, each
BS decides whether the content offloaded from UEs
should be cached in its cache memory before or after
computation based on each content’s popularity dis-

tribution. This is achieved by considering two binary
parameters to control the caching strategy, e.g., v¥'!
and %2 If it is decided that BS will cache the origi-
nal content fyfj’z is set to 1; otherwise, it is set to 0. On
the other hand, if it is decided the BS will cache the
computed content 75’2 18 set to 1; otherwise, it is set
to 0 [94]. The cached content may be represented by
a set of finite numbers, where each content can be a
short video clip or a portion of movie with a given size
(in bits) [95].

4.3.4 Cache Capacity Constraint

Since the capacity of cache memory of a BS (e.g.,
MEC server) is finite, the total size of cached content
cannot exceed it [94]. That is to say the caching ca-
pacity constraint, expressed in (7), has to be satisfied.
Specifically, for a given cached content, the caching
capacity constraint can be expressed as

> kL. <c, (7

where C (in bytes) denotes a given caching capacity
and the cache decision variable and computation result
can be denoted by 7% € {0,1} and L,, respectively
[78, 96].

In the conventional (un-coded) caching scheme, the
gain is derived from making content available locally.
Actually, a UE may request some content cached in
its cache; in this way, the local memory of the UE
serves this request. This implies the local caching
gain, which is essential if the local cache memory is
big enough to cache ports of the popular content lo-
cally. In the coded scheme, as per [76, 77], the global
gain is derived from joint optimization of the place-
ment phase and delivery phase, ensuring that various
requirements are met in the delivery phase with the
single coded multicast transmission. Because content
placement is carried out without knowing the actual
requirements, realizing the global gain requires care-
ful design of the placement phase such that multicas-
ting opportunities can be created at the same time for
all possible requests in the delivery phase. In a word,
if the aggregate global cache capacity exceeds the to-
tal content size, then the global caching gain becomes
relevant [29, 85, 86].
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4.3.5 Caching Reward

In mobile wireless networks, the reduction of the net-
work backhaul delay or the backhaul bandwidth alle-
viation is considered as a caching reward. Hence, the
reward of caching content requested by a mobile UE
can be expressed by v%2 Re. In this regard, c and R, re-
spectively, represent the content request rate requested
by a mobile UE u and the average data rate of a single
UE in the system [96].

4.4 Control Model
4.4.1 Distributed Control Model

Designing an accurate control model that controls,
coordinates, integrates, and optimizes communica-
tions, computing, and caching resources can be highly
complex. Recently, [19] adopted a distributed con-
trol model based on a distributed optimization by
which the communication, computing, and caching
models can be coordinated and integrated at the net-
work edges. The distributed control model enables
the MEC servers hosting computing and caching re-
sources to be deployed at the same domain and col-
laborate to share resources. In this way, the informa-
tion exchange between the MEC servers and central-
ized cloud server can be reduced, thereby minimizing
the backhaul bandwidth. Hence, with the distributed
control model, the cache hits can be improved. As
discussed in Section IV-3, the reduction of backhaul
delay is termed caching reward. Here, the amount of
backhaul bandwidth saved by the distributed control is
adopted as a caching reward.

Moreover, the distributed control enables the ex-
change of a small amount of information among the
collaborating MEC servers, thus bringing significant
gain in terms of maintaining the resource allocation
in the vicinity of accessible computing and caching
resources. However, among the collaborating MEC
servers, there is no provision for a centralized con-
troller that controls the entire servers. In such a case,
the distributed control can be modelled as dynamic
feedback control model; see [97]. So then, the re-
source allocation table update at each server can serve
as a feedback with a given state at iteration t, which is
used for determining the new state at the next iteration
t+ 1;see [19].

Therefore, instead of collecting all problem pa-

rameters and performing a central calculation, sev-
eral agents, obtaining certain problem parameters by
sharing information with finite set of neighbors, com-
pute distributed algorithms. The agents may represent
BSs, edge/MEC servers, UEs, or buses depending on
the specifics of the distributed algorithm and the ap-
plication of interest. Compared with centralized ap-
proaches, distributed control algorithm brings several
gains. For instance, the computing agents can only ex-
change small amount of information with a subset of
the other agents. This means the expense of the chal-
lenging communication infrastructure can be lowered
and also cybersecurity can be improved. Due to its
ability to do parallel computations, distributed control
algorithm can be computationally superior to central-
ized control algorithm when it comes to the maximum
problem size that can be handled and solution speed.
In addition, distributed algorithm is robust in terms of
failure of individual agents. Finally, distributed algo-
rithm has the potential to respect data privacy, cost
functions, measurements, and constraints, which be-
comes more significant in a distributed generation sce-
nario [98].

4.4.2 Hierarchical Control Model

In hierarchical modelling, models may represent dif-
ferent parts of a studied system or its various proper-
ties that are logically ordered to form a hierarchy or a
sequence. In modelled systems description, the lower
hierarchical levels usually correspond to higher lev-
els of detail. Besides, there is nearly similar level of
detail in each element of a sequence, and the outputs
of a present model imply the input data of a succeed-
ing/next model [99]. Molzahn et al. [98] described
hierarchical control scheme as algorithms where com-
putations are performed by agents that exchange in-
formation with other agents at a higher level in a hier-
archical structure, eventually leading to a centralized
control. The promising gains of hierarchical control
triggers extensive research efforts.

In [34], hierarchical control scheme was proposed
to model the interactions between SBSs and UEs by
integrating bandwidth allocation for communication,
computation offloading, and cache splitting. The con-
trol scheme harnesses the synergistic combination of
caching, computing, and communication capabilities
in the SBS, hence characterizing competitive and col-
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laborative interactions among them. Specifically, a
two-tier hierarchical game model was applied based
on a unified and integrated approach to model the in-
terplay between the SBSs and UEs. The control de-
cisions are made by the game players, i.e., SBSs and
UEs, in line with the step-by-step timed learning ap-
proach. In the first-tier, only SBSs act as the game
players. The communication bandwidth is shared
among these SBSs as per a dynamic bargaining model.
In the second-tier, each SBS and its respective UE
act as the game players, and the interactions among
them are modelled as Stackelberg game model. The
SBS, serving as a leader, splits its caching capacity
and decides the cost of communication and comput-
ing services. The leader’s decision is monitored by the
UEs (followers), which select their appropriate strat-
egy. In [19], the hierarchical control enables offload-
ing decision-making at UEs and enables each MEC
server, as a controller, to decide for the offloaded tasks.
In a word, control entails decision-making with re-
spect to what, how much, where, and when to allocate
available resources to a given task.

However, limited resources and heterogeneous
users’ demands make resource allocation a complex
problem. Generally, the types and amount of the re-
quired resources are determined by users in their re-
quests. Network service providers, in response, allo-
cate the resources requested while ensuring that the
granted resources are sufficient to meet the constraints
defined by the users. As a result, any control strategy
for resource allocation systems i) has to be focused
on requested resources, ii) must satisfy the users’
ever-changing demands, iii) has to be optimal by en-
suring optimal utilization of resources, and iv) pri-
oritize task for superior performance [100]. These
requirements make resource allocation system con-
trol very challenging and thus limited. Hence, com-
ing up with tractable control techniques that guaran-
tee optimal distribution/allocation of a system’s re-
sources is not an easy task. Nearly all the optimal or
near-optimal resource allocation system control tech-
niques/algorithms are not tractable. On this account,
researchers make a trade-off between tractability and
optimality. Recently, Lima et al. [4] achieved near
optimality of control system and stability by emply-
ing the constrained reinforcement learning (RL) tech-
niques. This achievement portrays strong potential of
intelligent control in overcoming the shortcomings of

conventional resource allocation control techniques.

4.4.3 Intelligent Control Model

This involves learning, decision-making, and opti-
mization based on the frontiers of Al, e.g., DL, ML,
and DRL. Intelligent control relies on utilizing exist-
ing knowledge or experience to enable various agents
to intelligently learn, optimize, and take appropriate
actions (e.g., resource allocation control, network as-
sociation, and resource management) with dual func-
tions for supporting diversified network services. Such
functions can be realized with Al techniques applied
in 6G networks. Thus, network agents, such as BSs,
MEC/edge servers, and UEs, can be equipped with
learning models (intelligent brain) such that they auto-
matically learn to make resource allocation decisions
[10]. Generally, edge devices or edge servers host both
edge resources and training at the network edges. Such
servers are not powerful as computing clusters or cen-
tralized cloud servers. Xu et al. [12] raised four ma-
jor problems that need consideration for edge training,
i.e., 1) how to train (the training architecture), ii) how
to speed-up the training (acceleration), iii) how to opti-
mize the training approach (optimization), and iv) how
to assess the vulnerability of the model outputs (uncer-
tainty estimates).

Today, the intelligent control brings striking gains
in terms of coordinating, controlling, and optimizing
mobile communication, computing, and caching re-
sources. Considering the heterogeneous nature of both
wireless networks and UEs with challenging QoS re-
quirements of the UEs applications, the conventional
resource allocation optimization and control algo-
rithms cannot be sustainable for performance require-
ments of 6G and beyond mobile networks. Hence, the
promising answer lies in the Al-based control (which
can be distributed algorithms/model), which has been
attracting extensive studies.

To realize the i4C framework, these models can
be jointly optimized by considering the possible con-
straints, decision variables, and optimization objec-
tives. Depending on the specifics of the optimiza-
tion and the application task of interest, i) the deci-
sion variables comprise the computation offloading,
data caching, execution, and resource allocation de-
cision variables; ii) the optimization goals could be
network performance, costs of deployment and opera-
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tion (communication/computation costs, energy con-
sumption, etc.), efficiency, network/system reliabil-
ity, and privacy [42]; and iii) the constraints may in-
clude computation time, local computing capabilities
of UEs, caching and computing capacities [19], wire-
less channel states, dynamic trust values, cache status
[60], computation delay [73], and so on. Thus, various
optimization techniques can be considered to realize
the i4C model.

Note that, some traditional optimization techniques
may not yield desirable results due to the numer-
ous configurable parameters, wireless channels condi-
tions, multiple decision-making variables, and hetero-
geneous users’ demands; besides, the complexity of
mobile networks is still growing. However, among the
conventional optimization approaches, the Lyapunov
optimization method excels as the best candidate for
the long-term stability of dynamic systems. What fol-
lows in the next section is devoted to various optimiza-
tion approaches for achieving the i4C in 6G and be-
yond networks.

V. INTEGRATION OF 4C

This section presents a great deal of research ef-
forts aimed at combining 4C. We observe that sev-
eral cutting-edge research efforts on the i4C focused
on applying the Al techniques to integrate/optimize
4C at the network edges due to the growing complex-
ity of mobile wireless networks. This is in contrast
to earlier efforts that tended to integrate/optimize the
resources based on the conventional resource alloca-
tion optimization approach. This section considers
both conventional and recent integration approaches.
Specifically, the section reviews recent works on the
i4C based on the conventional optimization approach
in Section V-1, discusses intelligence for resources in-
tegration in Section V-2, reviews recent trends in Al-
based integration approach in Section V-3, brings a
snapshot of the various approaches devoted to the in-
tegration of 4C in Section V-4, and discusses the inte-
gration of sensing and communication in Section V-5.

5.1 Conventional Approach

Now that it becomes a common fact that the network
resources/functionalities are on the verge of attain-
ing their maximum performance, integrating them be-

comes unavoidable. Such integration will guarantee
true pervasiveness. In future, rather than subscribing
to individual services separately, subscribers will most
likely subscribe to a service provided by integrating
several services in different domains, which may in-
clude communications, caching, computing [101], and
control. The confluence of these resources will in-
duce a remarkable transformation in the design phi-
losophy of future networks [14]. Hence, combining
4C in the overall 5G, 6G, and beyond mobile networks
design becomes necessary, especially for surmounting
the challenges of emerging technologies.

To this end, the efforts in [19] and [34] focused on
utilizing the network edges to achieve maximum net-
work utility through the convergence of 4C. In par-
ticular, Ndikumana et al. [19] proposed an integrated
framework of 4C for managing big data in MEC. The
framework enables big data computing and caching
operations at the MEC servers, thus reducing end-to-
end latency. These servers occupy the same cluster
and actively collaborate to share the 4C resources. The
technical rationale behind this is to: i) improve the
backhaul network traffic, ii) maximize utilization of
resources, and iii) minimize latency in the integrated
4C. The authors collaboratively optimized 4C to max-
imize bandwidth while minimizing latency under the
constraints of the computing deadline, the local com-
putational power of UEs, and MEC resources. Be-
cause of decision-making variables at multiple loca-
tions, the optimization problem, which is non-convex,
was solved using a modified version of the block suc-
cessive upper bound minimization (BSUM) approach.

In contrast, Kim [34] applied a hierarchical game-
theoretic control algorithm for integrating resources.
To be specific, the author devised a 5G network SBS,
where a holistic control scheme characterizes the com-
petitive and collaborative interactions among the com-
munication, computing, and caching resources. This
was realized by adopting game theory, which has to
do with tactical interactions among several intelli-
gent logical decision makers that systematically fol-
low their objectives while maximizing the anticipated
value of their payoffs. Due to its inherent ability
to define the interactions among intelligent agents
with conflicting objectives, game theory is applied
to handle diverse competitive issues of network re-
sources in wireless communications. Thus, the pro-
posed approach considers: i) offloading decision at
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each UE, ii) radio splitting decision for data and con-
tent caching capacities, and iii) bandwidth allocation
decision for each individual SBS. These decision is-
sues require leveraging design principles, including
self-interactivity, feasibility, and integral combination
of various control algorithms, which depend on each
other, to deal with conflicting performance benchmark
under highly diverse 5G network circumstances.

In a design of 5G network SBS, where data caching,
computation offloading processing, and mobile com-
munication technologies are jointly utilized, a new
control paradigm has to be employed to leverage the
synergistic benefits of the integrated communication,
computing, and caching operations in the SBSs. By
doing so, different communication, computing, and
caching characteristics can be captured to realize a
promising solution under diverse 5G network circum-
stances. Therefore, as a control theory of several goal-
oriented agents, game theory offers numerous promis-
ing solutions that optimize the overall performance of
5G networks; see [34].

In [102], Huo et al. relied on the principle of pro-
grammable control and caching, stemmed from SDN
and ICN, respectively. Based on these premises, they
proposed an integrated framework that systematically
combines in-network caching, computation, and net-
working resources. These resources are centrally con-
trolled and managed by utilizing SDN controller, thus
monitoring both UEs and resources in the data plane.
The framework enables dynamic orchestration of net-
working, caching, and computing resources to match
the needs of future green networks. Conversely, [35]
employed SDN to introduce an integrated framework
of 4C. By fully considering the ability of the pro-
grammable control in SDN, Chen et al. proposed
a framework that systematically converges network-
ing, computation, and caching resources and allows
the control functionality to dynamically orchestrate
them. Unlike SDN, which programmably controls the
switching devices’ forwarding function, this frame-
work controls the data plane’s three-dimensional re-
sources. It is also considered as service-oriented that
supports general in-network services, thus different
from content-oriented ICN with fixed in-network ser-
vices. The study in [38] described such framework in
Fig. 6, where the data plane is composed of caching,
computing, and forwarding devices; the management/-
control modules for computing and caching resources
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Figure 6. An integrated 4C framework [38].

are appropriately deployed at the control plane. The
management plane bears the responsibility of monitor-
ing and configuring the control functionality remotely
by leveraging the SDN controller. The framework re-
alizes an effective resource allocation and network or-
chestration by dynamically guiding various comput-
ing and content services to the corresponding service
requesting UEs.

5.2 Intelligence for Resources Integration

With the recent emergence of edge intelligence, in-
telligent control will inevitably interact with comput-
ing, communication, and caching functionalities at the
network edge to promote the overall network perfor-
mance and maximize end-to-end users’ experience.
Currently, there are two key factors in existing liter-
ature that motivate integrating/optimizing the edge re-
sources with intelligent control, i.e., 1) complexity of
mobile wireless networks and 2) exponential growth
of data, as explored in the sequel.

5.2.1 Complexity of Mobile Wireless Networks

Mobile wireless networks are becoming more com-
plex nowadays. Such complex networks involve
networking, computing, wireless communications,
caching, and so on [44]. Moreover, the incoming
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6G networks will most likely be highly complex and
dynamic. Conventional optimization algorithms with
weighty mathematical models, such as gradient meth-
ods and Lagrangian duality, may not be desirable can-
didates for 6G. Hence, in Al-powered 6G networks,
the parameters and frameworks will be optimized by
utilizing the AI techniques rather than conventional
tedious computation. Such techniques have good
prospects of training and self-learning models for real-
izing network optimization in 6G networks, enabling
network operators and providers to optimize the re-
sources and parameters for enhanced QoS [10].

Wang et al. [59] raised some points spurring the
convergence of intelligence with the communication,
computing, and caching functionalities. Specifically,
the effort pointed out that several existing efforts han-
dled the resource allocation issues. Such efforts, in
their assuming settings (mostly built upon game the-
ory, convex optimization, etc.), realized quite impres-
sive results. However, with specific use cases in MEC,
such optimization approaches can be limited by: 1)
Uncertain Inputs: here the assumption is that some
relevant information factors are considered as inputs,
unfortunately obtaining some of them remains a her-
culean task owing to randomness in wireless chan-
nels and privacy policies; ii) Dynamic Conditions:
the confluence of communication and computing re-
sources dynamics are still under study; and iii) Tem-
poral Isolation: apart from Lyapunov optimization,
most of those optimization problems overlook the last-
ing effect of current decisions on the allocation of re-
sources, i.e., majority of traditional optimization algo-
rithms are near-optimal or optimal only for a snapshot
of the system in an extremely time-varying dynamic
MEC framework. In short, diversified network devices
requirements, wireless channels variations, different
QoS needs, and much more complicate conventional
optimization of 4C in 5G and 6G networks [8].

Besides, edge computing requires powerful opti-
mization tools to address resource allocation chal-
lenges at various layers, including bandwidth, radio
frequency, access jurisdiction, cache capacity, and
CPU cycle frequency. Al solutions will surely han-
dle such tasks [42]. Therefore, in 6G and beyond net-
works, a finest solution to the resource allocation op-
timization is attributed to Al (e.g., ML, DL, and FL
techniques). Deng et al. [42] highlighted how to uti-
lize the Al techniques at the edge to obtain more opti-

mum solutions.

5.2.2 Exponential Data Growth

Today, we witness the unprecedented growth of data,
created by different prevalent devices from mobile
phones to industrial robots [41]. In fact, billions of
connected IoT and mobile devices generate massive
volumes of data in zillions of bytes at the network
edges. Motivated by this trend, the Al techniques
have to be pushed to the network edges in order to
completely unleash the capability of the edge big data
[103]. Hence, by leveraging an MEC platform and uti-
lizing voluminous data distributed over myriad con-
nected devices, the limitations of computing capabil-
ity and finite data can be overcome at each device.
The two critical and combined aspects in such sys-
tems are i) communicating between connected devices
and edge servers and ii) learning from distributed data
[104]. Learning involves harnessing or altering exist-
ing knowledge and experience with the goal of im-
proving a device or service center. Learning will bring
numerous gains to 6G networks (including resource
management, optimum network slicing, and so on), as
per the applications requirements [10].

At the network edges, Al can exploit its incredi-
ble learning and reasoning capability to obtain sig-
nificant information from data and perform decision-
making, thus realizing intelligent management and
maintenance of a network involving communication,
computing, and caching resources [44]. In a word, big
data analytics and real-time processing require the dis-
tributed integration/optimization of the network edge
resources and intelligent control at close proximity of
the data sources.

5.3 Al-based Approach

The thrust of recent studies in [59, 60] and [105-
108] focused on overcoming several identified issues
of the i4C by harnessing the Al frontiers at the network
edges. Wang et al [59] examined resource allocation
optimization constraints in time-varying MEC systems
and accordingly incorporated the DRL techniques (ex-
plicitly, Deep Q-Learning) and distributed DRL ap-
proaches into mobile edge systems. By coupling the
DRL techniques and FL framework with MEC, the
authors designed a framework to optimize communi-
cation, computing, and caching resources with intel-
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ligence at the edges. The 4C framework, termed In-
Edge Al, intelligently harnesses the collaboration be-
tween the edge nodes and UEs to ensure better train-
ing and inference of the models through the exchange
of learning parameters. Thus, performing dynamic
network-level optimization and application-level en-
hancements meanwhile minimizing unnecessary com-
munication burden. The gains are i) with DRL at
the edges, information collecting, cognitive comput-
ing, and requests handling can be enabled, leading
to an effective management of joint resources and ii)
with FL framework, the DRL agents can be trained
in a distributed way while: dramatically minimizing
the quantity of data that should be uploaded over the
wireless uplink channel, protecting the individual data
security, responding cognitively to wireless networks’
conditions and mobile communications environment,
and fitting well with multiple mobile UEs in an effec-
tive mobile network.

He et al. [60] focused on studying the dynamic na-
ture of communication, computing, and caching re-
sources and how to optimally allocate them using au-
tomatic decision-making intelligent control. The cen-
tral idea is enabling efficient resource sharing for mo-
bile social networks under the integrated resources
scheme. In particular, the authors explored the sharp
increase in trust-based social networks with the recent
growth of D2D communications, MEC, and caching
and proposed an integrated resources scheme. The
integrated scheme faces resource allocation complica-
tions for UEs, especially in time-varying network re-
sources conditions. Thus, when the dynamic trust val-
ues, wireless channel conditions, computational capa-
bilities, and the cache status are jointly considered, the
integrated network becomes more complicated, hence
solving the problem by conventional optimization ap-
proach will be tedious. In such case, applying an in-
telligent control, based on the DRL approach, to auto-
matically make resource allocation decisions by con-
sidering the networks conditions is a desirable solu-
tion. To that end, a Q-learning-based resource allo-
cation strategy was applied to solve the optimized 4C
problem without any explicit assumptions or simplifi-
cation. In [105], Li et al. considered decent gains of
RL in time-varying dynamic systems (such as multi-
user MEC) and accordingly developed an RL-based
optimization framework for handling the resource al-
location in MEC. Specifically, the computation of-

floading decisions and resource allocation were jointly
formulated as an optimization problem, which was
solved by utilizing Q-learning and Deep Q Network
(DQN).

On the other hand, the need to process complex
tasks, e.g., airborne/aerial imagery, precision target
identification, and adaptive cruise, in the air garners
much attention today. Unfortunately, multiple factors
complicate the real-time interactions between an MEC
system and a UAV. For example, UAV has a short
battery lifespan, which may drain fast while interact-
ing with MEC; it may also suffer from insufficient
computing and storage resources due to its miniatur-
ized body. Considering these factors, Hu et al. [106]
proposed a framework to collaboratively optimize the
communication, computing, and caching resources
and the UAV swamp with Al-based decision-making
scheme. To efficiently process complex tasks in the
air by enabling flexible interaction between MEC and
UVA, the framework considers UAV swamp deploy-
ments both in real-time based on real-time perception
and in advance based on historical data mining. The
swamp forms a dynamic resource pool based on UAV
collaborations in multi-task-offloading scenarios. At
the same time, their resources can be dynamically and
flexibly allocated to one another so as to balance the
resources utilization.

The efforts in [107] and [108] focused on addressing
wide-ranging issues of vehicular networks by optimiz-
ing 4C functionalities. In [107], He et al. optimized
4C to fulfill the requirements of emerging vehicular
networks. Specifically, they introduced an integrated
system to dynamically orchestrate networking, com-
puting, and caching functionalities.
ized based on the principle of programmable control

This was real-

and the concept of information centricity, derived from
SDN and ICN, respectively. Then, resource allocation
strategy was constructed as an optimization problem
while considering the respective gains of computing,
caching, and networking functionalities. Due to the
high complexity of the system, the authors observed
striking features of RL and offered a novel DRL tech-
nique for the optimization problem. In [108], the hard
service deadline constraints and the vehicle’s mobil-
ity were considered to design the resource allocation
policy. To be more specific, the authors jointly op-
timized communication, computing, and caching de-
sign problem to maximize the cost efficiency and real-
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Table 2. Comparison of existing works on the i4C resources

Themes Networks Key Contributions Objectives Evaluation Related
Method Papers
Wireless Het- Proposing an integrated mechanism of 4C for To increase bandwidth sav- Simulation. [19]
Nets processing big data in MEC. ing and lower latency.
5G mobile net- Introducing an integrated control scheme to To maximize the 5G net- Numerical [34]
work harness synergies among the mobile commu- work performance. and Simula-
nication, computing, and caching capabilities. tion.
Software  de- Proposing an integrated software defined net- To promote the system per- Simulation. [35]
fined networks working, caching, and computing (SD-NCC) formance and satisfy the
framework. needs of diverse applica-
tions.
Green wireless Integrated framework for dynamic orchestra- To satisfy the QoS require- Simulation. [102]
networks tion of network resources. ments of various applica-
tions.
Mobile UAV Introducing an Al-based decision-making ar- To maximize the network Experiments. [106]
networks chitecture for collaborative optimization of 4C performance by utilizing the
and UAV team. available resources.
i4C Mobile  net- Integrating the DRL techniques and FL frame- To promote content delivery Experiment [59]
works work with mobile edge systems to optimize and increase mobile QoS. and Simula-
communication, computing, and caching re- tion.
sources with intelligence at the edge systems.
Mobile  wire- Introducing a trust-based social networks To maximize the efficiency Simulation. [60]
less networks framework with D2D communication, in- and security of mobile social
network caching, and MEC. networks.
Wireless Het- Integrated system for multi-user computation To minimize the total delay Simulation. [105]
Nets offloading and resource allocation. and energy consumption.
Vehicular net- Integrated framework for dynamic orchestra- To increase the performance Simulation. [107]
works tion of networking, computing, and caching re- of future generation vehicu-
sources. lar networks.
Vehicular net- Developing a joint optimal resource allocation To realize operational excel- Numerical. [108]
works framework for vehicular networks. lence and increase the cost
efficiency in vehicular net-
works.
ize operational excellence of vehicular networks. The tations in algorithms, states, and actions. It can map

formulated problem was solved by developing deep Q-
learning based algorithm with multi-timescale frame-
work. Furthermore, the mobility-aware reward estima-
tion for the large timescale model was proposed to re-
duce the complexity caused by the large action space.
Table 2 compares the contributions of existing efforts
on the i4C.

In summary, Al shows great potential in a mo-
bile network environment, where different network
challenges can be dealt with by jointly optimiz-
ing communication, computing, caching with intelli-
gent control (e.g., DRL). Indeed, the DRL approach
achieves breakthroughs due to its ability to make op-
timal resource allocation decisions, especially in a
highly time-varying dynamic systems. The perfor-
mance of the DRL approach in the 4C optimiza-
tion can be demonstrated by using TensorFlow in
computer simulations. TensorFlow is an ML sys-
tem operating in large-scale and effectively applied
to wireless Het-Nets. Specifically, TensorFlow uti-
lizes unified dataflow graphs to address the compu-

the dataflow graph nodes across several machines in
a group and also in a machine across various comput-
ing devices, such as general-purpose GPUs, multi-core
CPUs, and custom designed ASICs (aka Tensor Pro-
cessing Units). Being an open source, TensorFlow can
provide developers with flexibility and enable them
to conduct experiments with innovative optimizations
and training algorithms according to prior parameter
server designs. Therefore, it supports diverse appli-
cations needing training and inference algorithms on
advanced deep neural networks; see [108, 124, 125].

5.4 Classification of the Integration Ap-
proaches

Previously, several studies integrated key compo-
nents/parts of 4C. The contributions of such efforts
improved wireless networks performance and pave the
way for the emergence and thriving of the i4C. This
subsection dedicates itself to these essential concepts,
providing good insights into the prospects of converg-
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Table 3. Summary of existing efforts on the integration of communication and computing.

Objective
Integration Network Main Latency Energy | Other Performance | Evaluation | Reference
Contribution Minimization | Saving Metrics Method
Wireless Formulating a joint
Het-Nets communication and computing Vv Numerical [66]
resources optimization problem
Mobile Proposing a joint communication
wireless and computation resource Vv Numerical [109]
network allocation for a TDMA-based
multi-user MECO system
Mobile Proposing a joint
wireless communication and computation 4 v Simulation [110]
network cooperation approach
Mobile Proposing a joint Numerical
wireless communication and computation v and [73]
network cooperation approach simulation
Communication | Wireless Presenting an integrated Numerical
and Het-Nets | framework for computation offloading v and [111]
Computing and resource allocation in MEC simulation
Mobile Hybrid pre-coding with
wireless communication and computational v Simulation [112]
network capabilities algorithm
Wireless Formulating a joint
Het-Nets optimization for transmission vV Simulation [113]
and processing delays
Wireless Integrated framework of
Het-Nets VFC for communication Vv Simulation [114]
and computing resources
Wireless Proposing an MEC collaborative
Het-Nets architecture for resource Vv Simulation [115]
sharing among MEC-BSs in UDN

ing 4C in 5G, 6G, and beyond networks. Therefore,
we focus on different approaches to i4C, classifying
various works that converged or explored these four
underlying functionalities.

Specifically, we classify the existing studies per-
taining to i4C into integration of: 1) communication,
computing, and caching; 2) communication, comput-
ing, and control; 3) communication and computing; 4)
communication and caching; 5) communication and
control; 6) computing and caching; 7) computing and
control; and 8) caching and control. However, due
to limited space, we summarize the contributions of
some of these efforts based their objectives (i.e., time
saving, energy saving, and other metrics) in Tables 3,
4,5, and 6. Thus, this survey does not cover all exist-
ing literature related to i4C.

In particular, the focus of discussion in Table 3 lies
in the convergence of communication and computing,
where the major thrust targeted low latency, energy
minimization, and other key metrics. Table 4 presents
the summary of existing studies on the integration of

communication and control with focus on realizing
low latency and other metrics. The themes of the ef-
forts summarized in Table 5 lies in coupling comput-
ing and caching with the aim of realizing low latency,
low energy consumption, latency and energy savings,
and other performance metrics. Table 6 summarizes
some existing efforts devoted to integrating commu-
nication, computing, and caching with the goals of
attaining ultra-low latency, low energy consumption,
low latency and energy savings, and other perfor-
mance metrics.

5.5 Integration of Sensing and Communica-
tion (ISAC)

In 6G wireless networks, various intensive comput-
ing services are expected to pop up. Distributed
computing plays the role of a key 6G enabler that
collectively utilizes pervasive sensing, communica-
tion, and computing functionalities in UEs, MEC/edge
servers, and network nodes. With distributed com-
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Table 4. Summary of existing efforts on the integration of communication and control.

Objective
Integration Network Main Latency Other Performance | Evaluation | Reference
Contribution Minimization Metrics Method
v2v Proposing an integrated control
wireless system and V2V wireless Vv Simulation [26]
networks communication co-design framework
V2v Proposing an integrated control
wireless system and V2V wireless vV Simulation [116]
networks communication co-design framework
Wireless Applying a Smith
vehicular predictor vV Experimental [117]
networks
Wireless Joint control and
networks communication system design 4 Simulation [118]
Wireless Proposing a joint control
NCS and communication design v Simulation [119]
Communication Wireless Proposing three self-
and NCS triggered control strategies V4 Numerical [120]
Control Wireless Joint UAV trajectory and
network power control scheme v Numerical [121]
Wireless Proposing an adaptive
cellular distributed power v Simulation [122]
networks control algorithm
Intervehicle Proposing a novel
communication adaptive switched V4 Simulation [123]
networks control algorithm
Table 5. Summary of existing efforts on the integration of computing and caching.
Objective
Integration | Network Main Latency Energy | Other Performance | Evaluation | Reference
Contribution Minimization | Saving Metrics Method
Wireless Proposing optimal
Het-Nets offloading with caching V4 Simulation [126]
enhancement scheme (OOCS)
Wireless Proposing a data allocation
Het-Nets algorithm and an offloading vV Simulation [127]
scheduling algorithm
Wireless Formulating an integrated model
Het-Nets | of computation offloading, caching, V Simulation [128]
and resource allocation
Wireless Task caching and
Het-Nets computation offloading scheme V4 Vv Simulation [129]
Computing | Wireless Proposing OREO to jointly
and Het-Nets optimize dynamic service V4 vV Simulation [130]
Caching caching and computation offloading
Wireless Constructing a joint
Het-Nets | computation offloading scheduling vV vV Simulation [131]
and caching scheme
Wireless Computation and caching
Het-Nets resources allocation in MEC vV Simulation [32]
Wireless Formulating a joint collaborative
Het-Nets caching and processing vV Simulation [132]
problem as an ILP
Wireless Proposing a joint
Het-Nets collaborative caching and vV Simulation [133]
processing framework
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Table 6. Summary of existing efforts on the integration of communication, computing, and caching.

Objective
Integration Network Main Latency Energy Other Performance Evaluation Reference
Contribution Minimization Saving Metrics Method
Edge Proposing a joint optimization
-cloud of communication, computing, \/ Simulation [134]
and caching on edge cloud,
called Edge-CoCaCo
Mobile Devising a joint
vehicular communication, computing, and \/ Simulation [135]
Networks caching system model
Virtualized Proposing an Air-ground Numerical
Network integrated MEC architecture \/ and simulation [136]
Wireless Proposing Hybrid 10T to enable
Het-Nets efficient transmission, computing, \/ \/ Numerical [137]
and caching of big data and simulation
Mobile Developing implementation
wireless framework for mobile V4 V4 Numerical [138]
network VR delivery
Mobile Presenting a novel
wireless MEC-based mobile VR v Vv Numerical [139]
network delivery framework
F-RANs Enabling a joint caching and
computing policy using the V4 Vv Numerical [140]
communication, computing, and caching
resource allocation problem
Communication, Multiuser Formulating joint Analytical/
Computing, MEC-based optimization of computing Vv Numerical
and Caching wireless network and caching policy [141]
Wireless Formulating a joint computation
Het-Nets offloading, spectrum resource and
computation resource allocation, V4 Simulation [96]
and content caching optimization
Wireless Formulating a joint computation
Het-Nets offloading, resource allocation, \/ Simulation [142]
and content caching optimization
Virtualized Designing a novel information
Het-Nets -centric Het-Nets framework \/ Simulation [39]
Virtualized Designing a novel information
Het-Nets -centric Het-Nets framework V4 Simulation [143]
for sharing communication,
computing, and caching resources

puting, computation-intensive tasks can be partitioned
into several subtasks and allocated to various net-
work nodes for parallel collaborative computing. For
instance, wireless distributed learning and reasoning
could be employed to intelligently forecast future traf-
fic pattern, network bottleneck, and resource availabil-
ity based on archived and real-time big data in mo-
bile networks[144]. Such data can be complex and
enormous and have pivotal roles to play in combin-
ing sensing and communication. Data are exchanged
among numerous UEs and also between the edge/-
cloud servers and UEs, including connected IoT de-
vices, IoV, autonomous vehicles. Various built-in sen-
sors in such devices collect the data for swift process-
ing and analysis. Therefore, while moving toward
6G, we will be witnessing sensor data sharing (ex-
change of information about the environment) among
autonomous vehicles and edge/cloud servers.

The ability to interact by sharing data (information)

among various nodes and continuously sense the dy-
namically varying conditions of the environment is
one of the core drivers for vehicular (autonomous) net-
works. To realize the autonomous systems, different
functionalities/subsystems need to converge. In the 6G
era, communication and sensing will be tightly fused
together to support multiple autonomous systems, e.g.,
UAVs, autonomous vehicles, and Industry 4.0 [23]. To
this end, Wild et al. [145] focused on join commu-
nications and sensing (JCAS) design aspects for be-
yond 5G and 6G networks. The authors offered key
drivers for integrating communications and sensing
(e.g., Al and signal processing, massive bandwidth,
denser networks, and MIMO and beamforming), an-
alyzed the waveform appropriate for communications
and radar sensing, considered various techniques for
converging communications and sensing capabilities,
discussed visions for advanced communications and
sensing systems built upon distributed MIMO, and
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presented many research challenges for JCAS, which
should be overcome to attain natively integrated com-
munications and sensing in the 6G mobile networks.

Beyond ISAC or JCAS, 6G is expected to be the
1st generation of cellular networks where localization,
sensing, communication, and computing functionali-
ties will be tightly integrated. One of the global 6G
initiatives is the Hexa-X flagship project that consol-
idates 25 major participants from academia and in-
dustry; among the explicit objectives of the Hexa-X
project is researching fundamentally new RATs, high-
resolution locations, and sensing. The focus of 6G
is to merge physical, digital, and human worlds, and
the bridge that connects these worlds is the capabil-
ity to sense, localize, and track physical objects. Un-
der Hexa-X lie the integral parts of 6G comprising vi-
sion, radar, localization, and sensing. This will offer
the ultra-high performance required for supporting lo-
cation accuracies and latencies foreseen in the recog-
nized/identified use-case families; it will also result in
the tight integration of communications, radar, com-
puting, localization, and sensing at both physical and
software levels [146].

Recently, the integration of communication, com-
puting, caching, control, and sensing gains consider-
able interest from academia and industry due to its
strong potential in 6G networks. Chowdhury et al.
[23] described that 5G largely overlooks the integra-
tion of sensing, communication, computing, intelli-
gence, and control functionalities. 6G promises to
fulfill this lagging and cope with the 5G constraints
for accommodating new challenges. In particular, the
requirements of emerging loIT/IoE applications, in-
cluding XR, haptics, telemedicine, automation, and
robotics, will surpass the capabilities of 5G and ne-
cessitate the integration of communication, comput-
ing, caching, control, and sensing in the 6G and be-
yond networks [23, 147]. In other words, converg-
ing AR and VR cannot suffice the challenging re-
quirements of several applications, such as near-real-
person video conferencing, remote surgery/diagnosis,
and ultra-high-resolution remote sensing for remote
exploration. Today, holographic teleportation is con-
sidered as a potential replacement for AR/VR-enabled
solutions[148]. The holographic and high-precision
communication for haptics and Tactile applications
will be supported by the two fundamental drivers for
6G, viz., IoE and mobile Internet, to realize compre-

hensive sensory responses, i.e., hearing, vision, smell,
touch, and taste. This calls for processing enormous
data in near-real time, ultra-high throughput (about 1-
5 Tbps), and ultra-low latency (about 1 ms). Hence,
there is need for integrating sensing, control, commu-
nication, caching, and computing capabilities in the
6G networks. Based on intelligent control, the integra-
tion of these capabilities will enable the networks to
optimally decide what objects need to be sensed, what
computational tasks need to be processed by which
computing resources, and what data need to be stored
by which caching resources.

However, realizing the integration of communica-
tion, computing, caching, control, and sensing en-
counters some difficulties due to: i) complex com-
munication resources (e.g., multi-dimensional radio
and x-haul resources), ii) multi-layered computing re-
sources (e.g., Xx-computing), iii) multi-layered caching
resources, and iv) a large quantity of sensing objects
(e.g., environments, humans, and things) for verticals
and IoE applications. Fortunately, Al emerges capa-
ble of choosing appropriate sensing objects and com-
petently managing communication, computing, and
caching resources through learning from data, train-
ing, predicting, and decision making [48]. Thus, in-
corporating Al into wireless network domains will ef-
ficiently overcome these challenges to achieve the in-
tegration of communication, computing, caching, con-
trol, and sensing.

VI. OPEN CHALLENGES AND FUTURE
DIRECTIONS

In the previous section, we present a plethora of re-
search works pertaining to the i4C. In this section, we
will introduce: A) a number of open challenges and B)
future directions for potential efforts on the i4C.

6.1 Open Challenges

Of course, the i4C can bring promising opportunities
for future networks. Despite this bright future, the i4C
raises several challenges that call for proper handling
prior to fully implement it in 6G and beyond networks.
To this end, this subsection highlights some critical
challenges pertaining to the i4C.
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6.1.1 The 4C Tradeoff

In [46], it was proved that with an integrated system
harnessing synergistic combinations of different func-
tionalities/resources, the same types of services can
be realized. Nevertheless, the tradeoffs amongst the
intrinsic 4C functionalities/resources for each type of
service have to be fully investigated separately against
the associated performance metrics and the constraints
of the functionalities/resources. Hence, the optimal
tradeoff of the functionalities/resources for each sep-
arate case, which is obviously important to determine,
remains a key challenge in this context; see [13].

6.1.2 Mobility in 4C

One of the key factors that may account for frequent
channel disconnection between the mobile UEs and
the network edges is mobility. Due to the dynamic
characteristics of wireless network parameters, includ-
ing jitter, bandwidth, latency, and so on, the QoS of
an application can be deteriorated when a mobile UE
happens to be in moving state [31].

Wang et al. [14] pointed out that user mobility
seriously disrupts both caching and computation of-
floading decisions and results in recurring handovers
among the servers of the network edges. In other
words, the user mobility and the short coverage of
network edges contribute immensely to: i) degrading
the efficiency of wireless networks, ii) drastic reduc-
tion in users’ QoS, and iii) interrupting ongoing edge
services [149]. In short, frequent user mobility can
severely limit the performance of the i4C, since joint
consideration of communication channel and compu-
tation capacity is essential for offloading the compu-
tational tasks. To that end, mobility management be-
comes necessary and needs to be redesigned in 4C sce-
narios [150].

6.1.3 Interference in 4C

Signal interference plays a critical role in the wire-
less communication channel. To be more specific, if
there is interference between different UEs, the con-
trol signal may be lost, thereby giving rise to further
problems, such as high energy consumption, transmis-
sion delay, and lower bandwidth. This implies an ad-
verse consequences on the communication resource,
on which the other three key resources may depend.

Hence, the wireless channel interference remains a key
challenge that requires further research investigations.

6.1.4 Security Issues in 4C

Today, 4C functionalities are mostly hosted at the
close proximity of UEs (e.g., the network edges) to
save both energy and time. One of the finest exam-
ples of such hosts are the MEC servers, and deploy-
ing such servers to the network edges amounts to ex-
posing them to vulnerable security threats. Moreover,
disrupting the severs by any physical or cyber threat is
tantamount to disrupting the 4C services/functionali-
ties, limiting the performance of the integrated system
of 4C. Therefore, securing the 4C functionalities/ser-
vices at the network edges becomes a technical chal-
lenge to be addressed.

6.1.5 Data Privacy

Data privacy is another critical challenge that quests
for further investigations in the 4C scenarios. In the in-
tegrated system of 4C, substantial amount of data may
be offloaded from UEs to the servers of the network
edges for real-time analytics, processing, and caching
services. Such data could be: 1) metadata, such as geo-
graphical locations, timestamps, and so on; ii) comput-
ing strategies, which includes computation offloading
strategy; and iii) monitoring data [151].

Indeed, the emergence of edge computing con-
tributes to dramatic reduction of end-to-end latency;
however, data privacy will more than likely face se-
vere challenges. The threat of data tampering and in-
formation leakage is aggravated as a result of wireless
channel properties for computation offloading. For in-
stance, if an edge server happens to be under the con-
trol of a malicious eavesdropper, the enterprise multi-
media data may be transmitted to the server under the
control. In this respect, the multimedia data can be
handily eavesdropped or even tempered by the eaves-
dropper. Presently, data encryption is employed to
guarantee data privacy and security. Nevertheless, due
to the wireless channel characteristics and high com-
plexity in computation, which result in latency and low
QokE, data encryption may not sufficiently address the
issues of data privacy in 4C scenarios [152].
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6.1.6 Ultra-low Latency Requirements in 4C:

Convergence of 4C has broad range of mission-critical
applications, among which are the UAV flight control
systems, Tactile Internet, XR applications, IoIT, IoE,
autonomous vehicles, and Internet of vehicles. Such
applications usually require extremely low latency in
a few tens of milliseconds. Unfortunately, the conven-
tional wireless systems cannot meet such low latency
requirements, which in return create additional intense
challenges for the integrated system of 4C; see [13].

6.2 Future Directions
6.2.1 5G, 6G, and Beyond Networks

Nowadays, myriad intelligent applications and use
cases, such as XR, IoE, IolIT, autonomous vehicles,
blockchain, Tactile Internet, Telesurgery, et cetera,
surface with different service requirements. 5G, hav-
ing 4C functionalities interacting at the proximity of
such applications, promises to handle their diverse
QoS requirements. However, user devices and their in-
telligent applications keep proliferating exponentially
with stringent requirements, driving the 5G capabil-
ities to their limits. This necessitates researchers in
academia and industry to look beyond the boundaries
of 5G networks. To fully support the emerging intelli-
gent applications and use cases in the coming decades,
there is need to look forward to converging the 4C
functionalities in 6G and beyond networks.

6.2.2 Integration

The recent emergence of edge intelligence will un-
doubtedly trigger further research investigation. The
point is that various network functionalities/resources,
including communication, computing, caching, and
control, are involved in the architecture of the edge
networks. Yet, a systematic convergence of 4C (with
the capability of realizing the system-level (optimal)
performance) is far from being concluded [14]. Be-
sides, there is still an urgent need for more holistic and
intelligent control schemes to optimally control, coor-
dinate, and integrate the network edge functionalities.
Thus, more mechanisms for the 14C functionalities are
required at the proximity of UEs. On the other hand,
several emerging applications and use cases necessi-
tate the convergence of communication, computing,

control, and sensing in the 6G era. Suffice it to say,
research on integration has to continue in the future.

6.2.3 Fundamental Relations behind 4C

Most of the existing research efforts conducted on
the i4C focused on improving capacity, latency min-
imization, and energy savings in mobile networks. Of
course, there are many more promising solutions be-
hind a fully integrated system of 4C. However, such
system can be successfully realized by leveraging the
full synergy, capabilities, and tradeoff of the 4C func-
tionalities. Jiao et al. [153] argued that the fundamen-
tal benefits behind utilizing the caching and comput-
ing functionalities/resources in mobile networks have
not yet been studied effectively. Another effort in [6]
pointed out that the ultimate synergy behind a fully in-
tegrated solution of 4C is not nearly well understood.
To this end, synergistic collaboration, tradeoffs, and
capabilities of 4C need to be further studied in order
to fully leverage and benefit from the integrated solu-
tion of 4C in 6G and beyond networks.

6.2.4 The Capacity of 4C

Although communication capacity can be determined
in terms of Shannon information transmission the-
orem, the theoretical capacity of each measure (di-
mension) of caching, computing, and control func-
tionalities is not yet determined. Hence, determining
the theoretical capacity of each individual functional-
ity of 4C remains a potential direction that quest for
further investigations. The classical information the-
oretical model (by which instantaneous rate regions
is addressed) is not directly applicable to the con-
verged system of these functionalities. This is because
it lacks ability to efficiently address caching-induced
non-causality in the system [13], [46]. To sum up, an
effort in [154] uncovered the insufficiency of the con-
ventional concept of rate capacity to portray the net-
work strength (ability) to deliver (release) non-private
contents for several UEs. The effort, which aimed at
measuring the impact of caching in content releasing,
introduced a so-called content rate for measuring the
rate at which the amount of cached data is released to
UEs through a shared wireless channel.

The explicit role that computing plays in the inte-
grated system capacity measurement and calculation is
not properly understood, despite numerous existing in-
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vestigations devoted to integration of wireless commu-
nications and computing. A typical approach that has
to do with this is network coding, which distinguishes
algebraic operation (computing) from communication
operation. Other approaches, such as collaborative
transmission [155] and distributed MIMO [156], do
not decouple computing and communication, as logi-
cal operations and channel coding across information
streams are entwined. Obviously, a bound together ca-
pacity analysis that portrays communication, comput-
ing, and caching resources in canonical frame, bears
considerable hypothetical value, and as such, is in crit-
ical interest; see [13, 46].

6.2.5 Real-Time Decision Making

Due to their proximity to UEs, MEC and other edge
networks can track their real-time information like
user’s location, behavior, and resources environment
[14],[7]. Delivering context-aware services to UEs can
be enabled by inference based on such information.
For example, for video guidance in a museum, the sub-
scribers’ interests can be predicted/learnt through an
AR application, based on their (subscribers’) positions
in the museum, for delivering contents, such as art-
works and antiques. The CTrack system is another ex-
ample, which tracks and predicts multiple subscribers’
trajectories by using BS fingerprints for routing, navi-
gation, monitoring, and personalized trip management
[7]. The success behind realizing such real-time con-
trol systems requires deep insights into the communi-
cations, computing control [157] and caching theories.
On top of that, proactive resource allocation requires
the use of different levels of real-time information, i.e.,
application, network, and UE levels [14].

6.2.6 Intelligence for the i4C

Recent research investigations resort to intelligence to
overcome critical issues of i4C. This may not be un-
connected with the complexity of the integrated sys-
tem and specific use cases in MEC. The study in [44]
raised some key points behind considering intelligence
for resource optimization/integration. As discussed in
the sequel, Al frontiers, such as ML, DRL and FL, will
have pivotal roles to play in 4C scenarios.

Machine Learning: The 5G/6G networks will be
endowed with the swarm intelligence and node in-
telligence to improve their efficiency. Against con-

ventional objective function of a single component, a
trade-off bounded by various factors, such as energy
consumption, delay, capacity, complexity, and so on,
will be dealt with for management and allocation of re-
sources [158]. Hence, heterogeneous network devices,
different QoS demands, as well as large state and ac-
tion spaces will greatly complicate the i4C in 5G, 6G,
and beyond networks. In the face of such compli-
cation, future wireless networks may rely on ML for
online and/or fully-distributed algorithms. Moreover,
ML has capability of dealing with the challenges of
closed-form solution, problem formulation, and other
issues of channel modeling inflicted by model-free
wireless networks [8]. In fact, by leveraging learn-
ing based on try and error experiments, ML is found
efficiently capable of handling multi-objective opti-
mization problems, especially in light of managing the
multi-agent collaborative networks [158].

Needless to say, DRL will potentially play major
roles in breaking the complexity of join optimization
of 4C especially in extremely time-varying MEC sys-
tems. DRL emerges through the coupling of reinforce-
ment learning algorithm with deep learning to combat
considerable input data amount and determine the op-
timal policy for the complicated resource allocation
problems. In DRL, deep Q-network (DQN) can be
leveraged for approximating the Q value function [13].
In [105, 106], Q learning and DQN have been studied
to overcome some challenges related to joint optimiza-
tion of 4C; see [8]. Likewise, [61, 107, 159] applied
DRL approach to investigate the integration of com-
munication, computing, and caching.

Federated Learning: Data privacy is a critical chal-
lenge that calls for more attention. In contrast to con-
ventional approaches of ML, which have no room for
preserving the privacy of training data, FL can enable
UEs to collaboratively learn a shared model while lo-
cally keeping their respective data. In other words,
FL can allow the distribution of training data across
individual UEs. Hence, the limitations of distributed
learning can be dealt with. Such limitations include: i)
low efficiency caused by heterogeneous capabilities in
UEs and network states, ii) insufficient time and train-
ing data, iii) lopsidedness in the number of the training
data samples, as well as iv) non-independent and iden-
tically distributed data between the UEs.

In a computation offloading technique, a significant
number of UEs may offload their tasks for remote
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computation and caching. In tradition, the UEs decide
whether to offload the tasks or not by reporting their
individual information, which involves battery lifes-
pan, channel gain, computing capabilities, and so on,
to the network edge. Unfortunately, malicious eaves-
droppers can access and even use the information ille-
gally to obtain the locations of the UEs. Applying FL.
will allow each individual UE to download the mas-
ter model from the network edge and thereby learn
the computation offloading decisions based on its lo-
cal information only. Moreover, based on the updates
obtained from the UEs, the network edge will be re-
sponsible for the master model update. In this way, FL
will preserve the privacy of data and bring distributed
offloading decisions. In summary, FL can be consid-
ered as one of the finest potential solutions to resource
allocation/integration issues. Thus, it is foreseen to
serve as a sharp tool for various challenges related to
resource allocation optimization in MEC [8].

VII. CONCLUSION

This article brings an extensive survey on the i4C,
which becomes indispensable due to recent growth of
smart devices and their emerging mission-critical ap-
plications. The survey starts with providing a snap-
shot of different aspects of the i4C, including motiva-
tions, some potential applications and use cases, and
key enabling technologies. To lay the foundation of
the integration in 5G, 6G, and beyond networks, the
article offers a firsthand tutorial on various models of
4C. Then, it reviews several state-of-the-art efforts on
the 14C, placing emphasis on recent trends of con-
ventional optimization and Al-based integration ap-
proaches. It disscuses the convengence of communi-
cation and sensing and classifies different approaches
of resource integration. Finally, open challenges and
future directions are discussed.
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