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Abstract: Drones offer significant safety and security advantages by enhancing situational awareness
across various fields. However, realizing these benefits hinges on well-designed drone systems.
This study builds upon previous research on drone deployment challenges and proposes the Drone
Safety and Security Surveillance System (D4S). D4S aims to standardize similar drone-based systems,
enhancing situational awareness and supporting decision-making processes. While initially tailored
for safety and security, D4S holds potential for broader applications. Two system architectures have
been proposed and evaluated with positive feedback from safety and security professionals. D4S has
the potential to revolutionize safety practices, improve situational awareness, and facilitate timely
decision making in critical scenarios.
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1. Introduction
1.1. Unmanned Aerial Vehicles (UAVs)

Drones, also known as unmanned aerial vehicles (UAVs), have gained increasing popu-
larity due to their wide range of applications. These aircraft can vary in size and complexity,
from small, lightweight devices to larger systems equipped with advanced technology.
Drones possess the capability to perform diverse tasks and are being utilized across various
industries and sectors [1]. One of the primary advantages of drones is their ability to
access and navigate areas that are challenging or perilous for humans. In search-and-rescue
operations, drones can locate missing persons in remote or hazardous locations, providing
critical aid to rescue teams. Drones equipped with thermal cameras and infrared sensors
can detect heat signatures, making them invaluable tools in emergency situations [2].

The agricultural sector has also harnessed the potential of drones. By utilizing sensors
and imaging technology, drones can monitor crops, detect crop health, and provide precise
information on irrigation needs. This allows farmers to optimize their crop yield, minimize
resource usage, and enhance overall crop management. Drones equipped with spraying
systems can also be employed for targeted pesticide application, reducing the need for
manual labor and minimizing environmental impact [3].

Drones have found extensive use in the commercial sector, particularly in the delivery
industry. Companies like Amazon and UPS are actively exploring the use of drones for
package delivery, offering the potential to significantly reduce delivery times and costs.
Moreover, drones have demonstrated their efficacy in infrastructure inspections, such as
monitoring pipelines, power lines, and bridges. They can conduct visual inspections and
collect data without requiring expensive equipment or posing risks to human lives [4].

In the media and entertainment industry, drones have revolutionized aerial
cinematography [1]. Equipped with high-resolution cameras and stabilizing technology,
drones have expanded creative possibilities for filmmakers and photographers by captur-
ing stunning aerial footage and providing unique perspectives in film production, sports
coverage, and event photography [1].
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However, as the prevalence of drones increases, comprehensive research and regula-
tory frameworks are necessary to ensure their safe and efficient integration into the global
airspace. Critical considerations such as privacy, security, and airspace management need
to be addressed to prevent misuse and ensure public safety. The development of technical
requirements and standards for drone design and operation is vital to minimize the risk of
accidents and collisions with other aircraft [5].

Regulatory bodies and aviation authorities worldwide are actively working on imple-
menting guidelines and regulations for drone operations, including the Federal Aviation
Administration in the US. These regulations encompass drone registration, pilot certifica-
tion, flight restrictions, and airspace coordination. The establishment of clear rules and
standards enables effective mitigation of potential risks associated with drone operations
while harnessing their benefits [6]. However, to ensure their safe and efficient integration
into the global airspace, further research is required to establish robust regulatory frame-
works and technical requirements so that each country and each sector might benefit from
drones. Through such efforts, drones can be effectively integrated, unlocking their full
potential for the betterment of society [7–9].

1.2. Drone Applications in Civilian Safety and Security Operations

Systematic and in-depth reviews of 45 publications exploring the use of civilian
drones in safety applications to understand the functionality and applications of drones
in the civilian domain demonstrated the significant potential of civilian drones in various
safety applications [7–9]. These included utilizing security cameras to ensure the safety of
residential properties, with the majority of such applications relying on a global positioning
system (GPS) as the primary means of location sensing and incorporating cameras into
their systems [10,11]. Additionally, more than 50% of applications integrated advanced
sensors and software to enable advanced functionalities [11]. However, the systematic
analysis also identified two important areas for which the number of publications or
research papers is limited: smart cities and mega sporting events [9]. Figure 1 depicts
a summary of the review findings, providing a comprehensive overview of the diverse
applications of drones in safety and security matters within healthcare, engineering, public,
and environmental and urban sectors [9]. It showcases the wide range of applications
drones have in these domains.
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It is important to note that drone technology is still evolving [10]. Despite the nu-
merous opportunities UAVs offer, several challenges need to be addressed to ensure the
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safe, secure, and effective deployment of drone applications. These challenges include
privacy and security concerns [11], the energy restrictions of onboard batteries [10], and the
establishment of civilian UAV deployment frameworks in line with international efforts
endorsed by the International Civil Aviation Organization (ICAO) [8]. The utilization of
drones for surveillance and safety and security applications can significantly contribute to
enhancing situational awareness and facilitating dynamic decision making.

A recent study compared the effectiveness of fixed and drone cameras in surveillance
imaging, with the goal of identifying ways to improve situational analysis for better risk
management [12]. The study’s findings revealed that safety and security professionals
acknowledged the limitations of relying solely on fixed cameras and demonstrated height-
ened situational awareness when utilizing drone surveillance. They also expressed positive
attitudes towards adopting surveillance drones for mega sporting events. Furthermore, the
study introduced a model for drone surveillance scenario analysis specifically designed to
support dynamic decision making. This model has been carefully developed and aligned to
effectively integrate drone surveillance, elevating situational awareness not only for mega
sports events but also for similar applications across various contexts.

As illustrated in Figure 2, incorporating drone surveillance as a means of environ-
mental sensing aligns with the situational awareness model and is a crucial element of the
first level in the Endsley model [12], involving the reception of elements present in the
environment. This improvement in environmental sensing results in enhanced inputs for
the other two levels: understanding the current situation and projecting future status. Such
integration facilitates more efficient dynamic decision making, which is essential in safety
and security operations.
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Based on the findings from the systematic review highlighting the increasing utiliza-
tion of drones in civilian safety and security applications, alongside the demonstrable
effectiveness of the proposed Drone Surveillance Situational Awareness model for dynamic
decision making, it is apparent that a unified structural approach is lacking for employing
drones in specific civilian safety and security contexts.

Therefore, this paper’s major contribution is the establishment of functional and
systems architectures for civilian drone safety and security systems. Such architectures
would streamline the development process of these applications and promote efficient
system design, development, and maintenance. In addition, the paper contributes to
the creation of a standardization platform for comparable drone-based systems aimed at
enhancing situational awareness and providing support for dynamic decision making or as
a decision support system.

The rest of the paper is organized as follows: section two details the materials and
methods, the functional architecture, the systems architecture, the prototype development,
the operational concepts, and the evaluation method; section three presents the results
from the prototype test mission and the evaluation analysis; and section four covers
the discussion.
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2. Materials and Methods
2.1. System Development Life Cycle (SDLC)

To achieve the goal of establishing a Drone Safety and Security Surveillance System
(D4S) prototype, this study used the system development life cycle (SDLC) methodology,
also known as the “application development life cycle”. This is a process for planning,
creating, testing, and deploying an information system (Figure 3). SDLC is commonly
used in academia and industry within different fields of systems engineering software
development and other business activities. It enables a simple and well-known step-by-
step process, from the basic identification of project requirements through the design,
deployment, and evaluation phases [13].
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2.2. System Prototype
2.2.1. Design Method

Since the system prototype is only for use within this research project and it is not
intended to be deployed and tested fully in real life, the iterative SDLC method was
determined to be the most suitable to follow to establish the system (Figure 4). It expedited
the creation of the first system version at very low cost for testing and evaluation and
thereby the identification of required improvements [14].
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2.2.2. Evaluation Method

In the evaluation of the prototype by key stakeholders, we employed the Technol-
ogy Acceptance Model (TAM) [15], depicted in Figure 5. The TAM serves as a robust
framework for elucidating the factors that influence individuals’ acceptance of computer
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technology [16]. TAM is prolifically used in technology acceptance studies and is acknowl-
edged to be versatile and applicable to diverse end-user computing technologies and
demographics. The fundamental tenets of TAM encompass two pivotal concepts: Perceived
Usefulness (PU) and Perceived Ease of Use (PEoU).
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Perceived Usefulness (PU) encapsulates a user’s conviction that a given technology
will enhance their job performance. It essentially hinges on a user’s belief in the technol-
ogy’s capacity to enhance job performance, providing a tangible and measurable benefit in
their professional tasks.

Perceived Ease of Use (PEoU) pertains to a user’s subjective assessment of the sim-
plicity or complexity associated with utilizing a particular technology. It intersects with
various technical, practical, psycho-social, and other contextual factors instrumental in
shaping users’ perceptions of the ease or difficulty associated with navigating and utilizing
a technology effectively in given situations.

It is imperative to highlight the interconnected nature of these concepts, as both PU
and PEoU affect user acceptance and use of technology, as users are more likely to embrace
technology when they find it to be user-friendly and effective to achieve their aims.

Since the proposed D4S can be considered to be a decision support system (DSS), a
validated evaluation model was adapted in this study in order to provide a correlation
between the two approaches for concrete evaluation outcomes. TAM evaluation questions
typically obtain feedback on the four elements of PU, PEoU, behavioral intention to use
(BI2U), and usage with construct items (as listed in Table 1). This was followed by further
analyses according to the aligned model, based on the decision support system evaluation
methodology [17]. This revised TAM model for DSS, which was initially presented by
Money and Turner [18] and then extended by subsequent research [17], measures users’
attitudes towards the adoption of decision support systems in order to enhance the decision-
making process. The key objective was to study end users’ attitudes towards the usage of
the new D4S through testing identified study hypotheses listed in Table 2 [17] in order to
identify relationships between PU and PEoU and users’ BI2U and usage of the new system.

Table 1. Construct items [authors].

Construct Items

Perceived Usefulness (PU)
1. With the new D4S, decisions are easier.
2. With the new D4S, decisions are more accurate.
3. With the new D4S, decisions are faster.

Perceived Ease of
Use (PEoU)

1. The new D4S is easy to use.
2. The new D4S and methodology are easy to understand.
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Table 1. Cont.

Construct Items

Behavioral Intention to
Use (BI2U)

1. I think that using the new D4S is a good idea.
2. I think that using the new D4S is beneficial.
3. I have a positive prescription about using the new D4S.

Usage 1. I intend to use the new D4S.
2. I intend to use the D4S instead of the traditional procedure.

Table 2. Adopted hypotheses [17].

No. Hypothesis

H1 PU positively affects BI2U.

H2 PEoU has a strong indirect positive relationship with BI2U.

H3 PEoU has a less strong direct positive relationship with BI2U.

H4 BI2U has a strong positive impact on system usage.

H5 PU and PEoU have a strong positive impact on BI2U.

2.2.3. Identifying Requirements and Functional Architecture

In system development, a systematic review can help identify the key requirements
for a new system by gathering and analyzing existing research, user feedback, and other
relevant data. After completing a systematic review, the findings can be used to develop a
list of requirements for the system being developed [19]. These requirements should be
specific, measurable, and aligned with the goals of the project. This list of requirements
informs the rest of the SDLC methodology.

The requirement-gathering phase is critical to the success of the entire system de-
velopment process. By using a systematic review to inform this phase, one can ensure
that the requirements are based on sound evidence and are aligned with the needs of
users and stakeholders. Therefore, a previous systematic review study was conducted [9],
which included 45 publications presenting previous efforts to use civilian drones in safety
and security applications. The review’s findings revealed that drones with basic sensors
(for GPS and cameras), advanced sensors, and advanced software were commonly used.
As shown in Figure 6, 71% of the reviewed studies used basic sensors for GPS, and 64%
used basic camera sensors, while over half used advanced sensors (51%) and advanced
software (56%). Based on these insights from existing deployments, two versions of the
D4S are proposed: the Basic-D4S (B-D4S) and the Advanced/Assisted-D4S (A-D4S). The
basic version of the system has been designed to enable quick deployment with minimal
approval required for safety and security personnel to utilize it in their operations, while
the other system, which requires advanced facilities and more approvals, is intended for
advanced missions. This approach allows safety and security professionals to undergo
digital transformation and begin adopting drones in their operations.

The functional architecture of the D4S is illustrated in Figure 7 and mainly includes
four components: the drone or UAV part, a wireless communication channel, ground
control, and a remote command-and-control center. Such a functional architecture enables
enhanced situational awareness for dynamic decision making for safety and security
personnel by transmitting captured video images, location data, and other telematic data
from sensors in real time to the ground control center in the B-D4S version of the system
and the CCC in the A-D4S version. The received video image and telematic data, along
with the location data, will be plotted on a GIS map. For the CCC, which is mainly part of
the A-D4S version of the system, specialized databases specific to each type of operation
and AI decision support systems (AI-DSSs) can provide safety and security personnel
with extra assistance, enabling better situational awareness and dynamic decision making
involving both human and machine elements.
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2.3. Basic-D4S
2.3.1. B-D4S Architecture

As can be seen from Figure 8 and Table 3, the B-D4S adopts a simple format to foster
and facilitate the adaption of drones/UAVs by safety and security organizations with
minimal costs, training, and levels of internal and external approval for use and with
relatively easy operation in real-life deployments. Organizational management can easily
undertake initiatives to modernize, digitally transform, and integrate a new system in
service within the applicable national UAV regularly framework.
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Table 3. Basic-D4S requirements [authors].

Item Recommendation Justification

Drone vehicle

Portable To support line-of-sight (LOS) civilian security
and safety applications within normal
patrolling missions [20]

Easy to operate and deploy
Can handle mild weather conditions
Good life cycle and easy to maintain

Communication link Short range, secure, and reliable For safe and effective operations [21]

Ground control unit
Portable Easy to carry, operate, and navigate based on

received video images [22]With HD Display

GPS Accuracy for urban and open space navigation For navigation and location tagging [23]

Surveillance camera HD with night vision For better awareness and investigation outcomes,
navigation, and night operation [24]

Video recording facility Based on the nature and duration of operations
it is used for

For later retrieval, for decumulations, data
collection, investigation, training, etc. [25]

High battery life Long enough to complete the whole mission To avoid operation interruption and risk of
losing the drone vehicle [23]

Onboard charging facility Wired/wireless charging or other technology To sustain longer missions [26]

Light LED Navigation, searching, investigation, etc.

2.3.2. B-D4S Operation Concept

Safety and security professionals with appropriate training can operate registered
drones with appropriate situational awareness, risk assessment, and observance of oper-
ation regulations. The drone can take off to start surveillance operations while the pilot
maintains operational safety within line-of-sight (LOS) conditions. The received video
stream can be used to support dynamic decision making. Once the task is accomplished,
the drone can be called back, and further procedures can be followed. This will enable the
introduction of the drone system as part of the standard equipment for safety and security
personnel, allowing them to conduct their missions in a safe and effective manner while
saving time and resources.

2.4. A-D4S
2.4.1. A-D4S Architecture

This version of the system supports much more advanced and sophisticated operations.
As can be seen from Figure 9 and Table 4, the system can be operated according to LOS
and non-LOS to extend the range of potential operations. To achieve this, the system needs
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to include special vehicle equipment with sensors, long-range communication links, a
command-and-control center with database access, and an AI algorithm to support human
and machine decision making. Therefore, before introducing the system in service, it is
important that the right regulatory framework is in place, with a high level of collaboration
between different authorities, to make sure that the system can share airspace in a safe
and effective manner to achieve the intended propose of use. In addition, the right level of
training is needed to achieve the appropriate execution of all professionals’ roles during
system operation.
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Table 4. A-D4S suggested requirements [authors].

Item Recommendation Justification

Drone vehicle Different take-off options
Can sustain harsh weather conditions

To support advanced LOS or non-LOS safety
and security applications while sharing the
national airspace [20]

Payload option Depends on operation To support shipments (e.g., first aid and
food packages) [27]

Communication link Very secure, medium range, and reliable (with
backup channel)

For safe and effective remote and
beyond-LOS operations [21]

Ground control unit
Stationary or portable To be operated with an on-field pilot [22]
With HD display

Command-and-control
center unit

Mobile and stationary

To support advanced remote, LOS, or
beyond-LOS safety and security applications
while sharing national airspace [28,29]

Supports multi-vehicle monitoring
GIS mapping database
Can process voice, video, and data
Access to specialized database
Facilitates AI ingratiation
Multi-displays

GPS High accuracy for urban operations (based on
application needed) For navigation and location data [23]
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Table 4. Cont.

Item Recommendation Justification

Surveillance camera
HD For better awareness and investigation

outcomes, navigation, and night operation [24]Night vision
Multi-angles

Video recording facility HD and high capacity For later retrieval, decumulations,
investigation, training, etc. [25]

High battery life Hours To sustain longer missions [23]

Onboard charging facility Wired and/or other options To sustain long operations and avoid losing
the drone vehicle [26]

Light LED Navigation, searching, investigation, etc. [30]

GIS mapping dataset Regional or national level Navigation, tracking, investigation,
and tagging [31]

Access to specialized database
(e.g., offenders database) Based on customizable operational needs To support better decision making [32]

AI prediction algorithms (e.g.,
crowd detection, abnormal
behavior, facial recognition)

Suitable for operation within crowded and
urban environments To support better decision making [33,34]

Sensor array (e.g., fire, nose, and
thermal detectors and
anti-collision sensors)

Based on application requirements Environmental sensing, risk assessment data
gathering, and safe operations [30]

2.4.2. A-D4S Operation Concept

Drone vehicles are typically kept at base or mobile petrol reserves, equipped with
a secure communication channel using a mobile or satellite or detected communication
infrastructure. Once approval for an operation is given, a drone can take off within LOS
or/and beyond LOS (BLOS) conditions and start surveillance, while the command-and-
control center can maintain high levels of vigilance concerning the drone’s location and
altitude, issuing appropriate commands related to the operation. While other members of
the command-and-control center observe the received video stream, data and suggestions
from AI can establish better situational or environmental awareness during monitoring to
establish and facilitate decisions. Once the event is finished, the drone can be called back to
be rechecked for the next operation.

3. Results
3.1. Prototype

An off-the-shelf drone was used for the prototype to benchmark the system require-
ments with the specification data sheet, as shown in Table 5, to make sure it satisfied the
pertinent requirements.

Table 5. Benchmarking the system prototype requirements [authors]. 4 mean it portable (tick) as
the rest.

Item Requirement Data Sheet Justification Matching

Drone vehicle

Portable 595 g 4

Easy to operate and deploy Yes 4

Can handle mild weather conditions Stabilization; 3-axis (tilt, roll, pan) 4

Good life cycle and easy to maintain 4
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Table 5. Cont.

Item Requirement Data Sheet Justification Matching

Communication link Short range, secure, and reliable

O3
2.4 GHz/5.8 GHz Auto-Switching
(compatible with OcuSync 2.0)
4-antenna 2T4R

4

Ground control unit
Portable

5472 × 3078 @ 24/25/30 fps 4
With HD display

GPS Accuracy for urban- and
open-space navigation GPS + GLONASS + GALILEO 4

Surveillance camera HD with night vision 5.4 K 4

Video recording facility Based on the nature and duration of
operational use

Supports a microSD card with a
capacity of up to 256 G 4

High battery life The longer the better Approx. 4 h 4

Onboard charging facility Wired/wireless charging or other technology NO
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Light LED Single LED 4

The B-D4S prototype (Figure 10) was established and successfully deployed and tested
with Qatar Traffic Police. The prototype included an off-the-shelf drone, DJI Air 2S [35],
with GPS and surveillance cameras of 5.4 K resolution, a take-off/landing pad on the roof
of a traffic police patrol car, and a control joystick with the video stream displayed on a
monitor fixed on the car’s dashboard.
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Figure 10. B-D4S prototype [authors].

3.2. Test Mission

To test the effectiveness of the system in a real-life operation, a mission emulating
helicopter surveillance to monitor a traffic situation was performed, as shown in Figure 11,
which illustrates a police officer on the ground requesting a drone to establish better
situational awareness of the current traffic from a mobile patrol car equipped with a drone
surveillance system. Approval and dispatch of the drone to the requested area were
obtained, and the video stream of the monitored environment was displayed on the car
patrol monitor. Information about the environment was relayed back to the officer on the
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ground to facilitate decisions about necessary actions. After the mission was accomplished,
the drone was recalled back to the traffic police patrol car.
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Figure 11. B-D4S evaluation test [authors].

Evaluation of the operational framework and system architecture was conducted
by key stakeholders in order to obtain their feedback on the proposed framework and
to make sure that it will tackle most of the issues required for the deployment of drone
applications in Qatar, which does not currently have a framework for this kind of technology.
The second evaluation was conducted by a consortium of 70 security experts with no
previous experience of using such a system to assess whether the proposed architecture
is achievable to be deployed within Qatar in particular and other countries in general,
considering drone use for safety and security applications. Such evaluation extends beyond
technical performance issues to include consideration of end-user safety to facilitate real-life
deployment and acceptability among users and the general public related to the TAM.

3.3. Protype Evaluation Analysis

This section presents the deployment of the TAM to evaluate end users’ attitudes
towards D4S adoption, using the prototype for B-D4S, based on the previously presented
Table 1. Table 1 outlines the construct items defined to test the study hypotheses, aiming to
identify the relationships between PU, PeoU, BI2U, and usage for the proposed system.

Cronbach’s alpha coefficients, which measure the internal consistency or reliability of
survey items, were used to ensure the stability of the study tool [36,37]. The values for each
construct are shown in the Table 6. All values were higher than 0.7, which indicates that
the study tool is valid for research purposes.

Table 6. Cronbach’s alpha coefficients for studied constructs [authors].

Construct Cronbach’s Alpha

PU 0.93
PEoU 0.88
BI2U 0.98

Usage 0.91

Pearson correlation coefficients [38], which measure linear correlations between two
sets of data, were used to test the study hypotheses, as shown in Table 7. Figure 12 also
shows the results and the related p-values based on the adopted research model. Table 8
summarizes the results for each of the five hypotheses of the study, showing that all five
hypotheses were supported.
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Table 7. Pearson correlation of constructs [authors].

Construct 1 2 3 4

PU 1 0.763 ** 0.751 ** 0.551 **
PEoU 0.763 ** 1 0.744 ** 0.510 **
BI2U 0.751 ** 0.744 ** 1 0.345 **

Usage 0.551 ** 0.510 ** 0.345 ** 1
** Correlation is significant at the 0.01 level (two-tailed).
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Table 8. Hypothesis results [authors].

No. Hypothesis Support

H1 PU positively affects BI2U. Yes
H2 PEoU has a strong indirect positive relationship with BI2U. Yes
H3 PEoU will have a less strong direct positive relationship with BI2U. Yes
H4 BI2U has a strong positive impact on system usage. Yes
H5 PU and PEoU have a strong positive impact on BI2U. Yes

4. Discussion

The primary aim of this research was to enhance situational awareness and enable
dynamic decision making or decision support systems in the safety and security sector
through the utilization of a proposed drone surveillance system. However, the potential
applications of the proposed D4S extend beyond this specific field, offering advantages
for similar applications and sectors as well. Two robust system architectures utilizing
different sets of sensors have been proposed, and the feasibility of a system prototype
has been thoroughly assessed by involving safety and security professionals, deploying
commercially available drones in Qatar, and evaluating the acceptability of the technology
(as per the identified dimensions of the TAM).

The outcomes of the evaluation strongly favored the proposed systems, confirming
their significant value for various stakeholders interested in deploying this cutting-edge
technology in real-life scenarios (e.g., traffic management). The D4S represents a crucial step
towards revolutionizing safety and security practices, elevating situational awareness to
new heights, and empowering decision makers with more informed and timely responses
in critical situations.

Despite the promising results, it is essential to acknowledge that this research work is
not without limitations. The prototype evaluation was exclusively conducted within the
safety and security sector, prompting the need to further assess the system’s benefits across
different settings to fully explore its potential for various safety and security applications.
By addressing these limitations and conducting more comprehensive evaluations, the
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D4S has the potential to make substantial contributions to enhancing safety and security
measures, paving the way for advancements in the field of drone-based systems.

The D4S represents a crucial step towards revolutionizing safety and security practices,
elevating situational awareness to new heights, and empowering decision makers with
more informed and timely responses in critical situations.
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