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Abstract—This paper proposes an integrated sensing, energy,
and communication (ISEAC) system that considers secure com-
munication. In this system, the base station (BS) is serving as
one legitimate single-antenna information receiver (IR) whose
position is known and multiple single-antenna energy receivers
(ERs) that are considered as eavesdroppers whose locations are
unknown and need to be detected. First, we propose a framework
for designing transmitter beamforming to maximize the system
secrecy rate under the energy-harvesting constraint and the
sensing constraints. Next, we study the beamforming design of
the system under imperfect channel status information (CSI). For
the non-convex equations in these two cases, we use semidefinite
relaxation (SDR) and Taylor expansion to transform the problem
to the convex form. Finally, the simulation results verify the
effective performance of the proposed optimal beamforming
design.

Index Terms—Integrated sensing, energy, and communication
(ISEAC), secrecy rate, imperfect channel status information
(CSI), Taylor series expansion.

I. INTRODUCTION

NTEGRATED sensing and communication (ISAC) has

been a vital technique for the next-generation wireless
communication system since it is expected to improve spec-
trum utilization. The authors of [1] designed dual-function
waveforms by weighted optimization, thus acquiring a flexible
implementation tradeoff between sensing and communication.
The advantages of deploying reconfigurable intelligent sur-
faces (RIS) in ISAC systems were studied in [2] by designing
dual-function transmission waveforms jointly.

Furthermore, simultaneous wireless information and power
transfer (SWIPT) has been an attractive approach for 6G
systems. SWIPT is a crucial component of green commu-
nication and can ensure the continuous power supply of
wireless communication equipment. Transmitting information
and energy simultaneously was first proposed in [3]. The
authors of [4] studied the weighted sum rate maximization in
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RIS-assisted SWIPT systems. They verified that RIS improves
the performance of SWIPT systems by proposing an effective
block coordinate descent (BCD) algorithm.

Regarding the broadcast character of wireless media, wire-
less communication systems may have security vulnerabilities,
and both ISAC and SWIPT further increase vulnerability to
eavesdropping. The authors of [5] investigated the beamform-
ing design in an ISAC system to minimize the performance
of eavesdroppers while ensuring the requirements of secure
communication. The authors of [6] proposed suboptimal beam-
forming designs in the SWIPT systems with eavesdroppers and
compared their performance regarding rate-energy tradeoffs.

Building upon the current research status of the aforemen-
tioned cutting-edge technologies, we have identified a research
gap concerning the repurposing of residual resources within
the domain of ISAC. The originality of our proposed inte-
grated sensing, energy, and communication (ISEAC) system
is demonstrated in its capability to not only harvest and store
energy from residual transmission signals but also to innovate
within the SWIPT framework. Traditionally, energy receivers
(ERs) in SWIPT systems are perceived as eavesdroppers.
Our proactive approach to eavesdropper detection has yielded
evidence that such sensing mechanisms can markedly improve
the security performance of the system. Our study, contrasting
with the current research landscape, pioneers a novel per-
spective that is instrumental in optimizing the performance of
systems susceptible to eavesdropping. Therefore, we propose
a framework for designing transmitter beamforming of an
ISEAC system. The contents of this paper are as follows,
we aim to: 1) maximize the system secrecy rate ensuring the
performance of sensing and ERs as well as the transmit power
budget, where ERs are treated as eavesdroppers with perfect
channel status information (CSI) and imperfect CSI, respec-
tively; 2) use semidefinite relaxation (SDR), S-procedure, and
Taylor expansion to transform the original problems to the
convex form; 3) numerical results confirm the performance of
proposed designs for systems.

II. SYSTEM MODEL

Consider an ISEAC system shown in Fig. 1, where there is
an ISEAC base station (BS) equipped with N transmit/receive
antennas serving one single-antenna information receiver (IR)
and K single-antenna ERs. We consider that there exists secret
information transmission to the IR, and the energy signals
also realize the role of artificial noise (AN) to reduce the
information rate eavesdropped by ERs. We assume that the
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ISAEC BS could acquire part of the CSI by detecting the
position of eavesdroppers with the Angle of Arrival (AOA).
The baseband signal transmitted from the BS can be given as

K
T =wso+ ) Vksk, (1)

where weCY*! and v,eCV*! are the information beam-
forming vector and the kth energy beamforming vector, while
sp and si are IR’s information-bearing signal and kth ER’s
energy-carrying signal, respectively. Without loss of generality,
E{|sksd|} =1,k =0,1,..., K. The signal received by the IR
is expressed as

K
yr = hH'wso + Zk:1 hH'UkSk + z1, 2)

where h€CN*! is the channel vector between the BS and the

IR, and z; ~ CN(0, o). The signal-to-interference-plus-noise

ratio (SINR) of the IR can be written as

M

Y o+ oF

The received signal at the kth ER can be expressed as

K
Yk = gkwso + GrVkSk + ZZ

V1 3)

iy IFVIS + 25, @)

where g, €CV*! is the channel vector between the BS and
the kth ER, and z;, ~ CN(0,03). For the SWIPT, the energy
is carried by sg,Vk. Hence, the energy harvested by all the
ERs is expressed as

K K
Q=¢>, | (lgf w+) lgkmF), (5)

where ¢ denotes the energy harvesting efficiency. Since v
denotes the beamforming vector of AN, the received SINR at
the kth ER is

_ g wl?
Yy gkl + oF
The system secrecy rate is expressed by
K
r=logy (1 +71) — Zk:l logy (1 + k). @)

The echo signal received at the BS can be expressed as

Vi (6)

K

K
b=, (Gron+ X} Grows
K K
+ Zi:l,i;ﬁk G; <’w80 + Zl:l vlsl)) +z., (8)

where « is reflection coefficient, G}, = gkgf , Zp =
Zszl Zr g, and z, ~ CN (O,oikIN). Since eavesdroppers
receive IR-specific beams of information and decode them to
get the message, the sensing SINR of the kth ER is expressed
as

B |G wl|?
Trk = K
YGlP+ Y [|Giz]|? + 07,
=1 i=1,i#k

tr (GkawaH)

K K K '
;ctr (GiGHww!) + kz—:l 121 tr (GLGlvvf!) + 02,
©)

Fig. 1. An ISEAC system.
III. PROBLEM FORMULATION AND PROPOSED SOLUTIONS

This section considers a secrecy beamforming design prob-
lem that aims to maximize the system secrecy rate while en-
suring the constraints: 1) the lower bound of energy harvested
by all ERs; 2) the lower bound of the sensing SINR of each
ER; 3) the upper bound of the overall power. The problem is
thus given by

w%i}\gk r (10a)
st. Q>Q, (10b)
Vrk = Yk VK, (100)

K
lwl + ) ||vkl <P (10d)

k=1

We set W = ww®, V}, = vpvl, H = hh', U, = G,GE,
Vk. In the following, we assume that {gk}f:1 are perfect and
imperfect, respectively.

A. Perfect CSI

Because of the non-convexity of the target value, we use the
Taylor series extension method to transform it into the convex
form.

Proposition 1. The first order Taylor expansion of the
secrecy rate at a feasible point (VV, Vk) gives the following
approximate formula

K
7 = log, <tr(HW) + Z tr(HVj,) + 0?)

k=1
— <log2

K
— Z log,

k=1

K ~
> tr(HW) + of
k=1

L Sl w(H(Vi - VD) )
e ~
23, tr(HVy) + o

K
tr(Gp W) + Ztr(GkVi) + o}

i=1

tr(Gr(W — W))

tr(Gr(Vi — V1))
= te(GEW) + 2 t1(G Vi) + o7

k
K K
D SRR

Proof: Please refer to Appendix A.

(an
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Therefore, (10) can be written as

(12a)

max T
W,V Vk

s.t.

S (rem+ X

r(Gr V1) ) >Q, (12b)

tr (UxW)
= T > T, VE,
Yo tr(UW)+ > Y tr(UpVi) +o
i=1,i#k k=1i=1
(12¢)
) + Z tr(Vj,)< (12d)
rank(W) = rank(Vk) = I,Vk. (12e)

By removing (12e), Problem (12) can be transformed into
a standard semidefinite programming (SDP) [6], which can be
solved by the CVX tool. The rank-1 constraint can be achieved
by using the Gaussian randomization method [7].

B. Imperfect CSI

We consider Problem (10) with the additional assumption
that the BS has imperfect CSI on ERs’ links. Channel vector
errors can adversely affect the system’s security capabilities,
given that the efficacy of beamforming techniques depends
on the precision of CSI to accurately steer signals towards
authorized recipients. We consider Problem (10) with the
additional assumption that the BS has imperfect CSI on ERs’
links. To achieve secure beamforming design under the worst-
case scenario, we consider the bounded error model. Let

gr = gr + Agy, VEk, (13)

where g; denotes the contaminated channel vector and Agy,
denotes the corresponding channel error vector. We adopt the
channel error bounded model, i.e., < e, where €, Vk
is the radius of the uncertainty region known by the BS. For
simplicity, we ignore the imperfect CSI of other channels when
calculating the sensing SINR of the kth ER. By taking [ as
an upper bound on the sum rate of the kth ER, we formulate
the beamforming design problem as follows

H K
Jnax log, [ 1 + h_ Wh - Zk_l Br
VB (Zz 1 )h+0'1 -
(14a)
s.t.
~ H A~
].Og2 1 + (gk + Agk[){ W(gk + Agk) S ﬁk7Vk7
(Gr + Agi)™ > Vi(gr + Agy) + 0}
=1
(14b)
C(gr + Agk)HW( g + Agr)
+ CZ (Gk + Agr) " Vi(ge + Agr) > Qp, Yk, (l4o)
Xk
- >7F
Yk + O_g’k - FYr,k?Vk'a (14d)
|Age]|* < e, (12d), (12¢), (14e)

where X, = tr (tkWtk), t, = (_(]IzC + Agk)(g;}?—i_ Agk)H,

K
Ye= > tr <G1G{{ (W +> W)) + > tr (8 Vitr).
i=1,i#k =1 =1
Lemma 1. (Generalized S-Procedure) Consider the
quadratic functions:
fi(x) = W,z + 2Re{w;x} + w;,i =0,...,P, (15)

where W; = WH, z € C™. {fi(x) > 0}, = fo(z) >0
is satisfied if and only if there exist Vi, p; > 0 such that

Wy wyo W, w;
% 3 3

We define that U; = Z{il(Qﬁ’c

S Vi my = 0328 — 1), ma =
We set the parameters as follows

@\»ﬁ

)VE—W Uy =W +

“\

P =1,Wq = U, wo = Ugi,wo = g5 Uigs,
x = Agy, W1 = =¢2,i=1,2,Vk.

— My,
_17 w1

Thus, (14b) and (14c¢) can be transformed into the following
equivalent linear matrix inequalities (LMIs) as

U; +piln
U.gr

ai'U;

T, = N .
91U gk — m; — pi&}

= 0,i=1,2,Vk.
(16)

Lemma 2. By defining Us = W —~2, S/, Vi, (14d) can
be expressed as

tr(Us) 2tr(Us) 2tr(Us)
Ty = |2tr(Us) 2tr(Us) + p3/|gw|® 2tr(Us) =0,
21]1‘(U3) 21]1‘(U3) tI‘(Ug) -
)
where By, = Ak —palelgnl® |p3§’“|g’“|

2
Proof: Please refer to Appendix B.
By using Taylor expansion, Problem (14) can be finally
rewritten as the following convex SDP problem

K
log, <hHWh +> hVih+ ﬁ)

max
W, Vi,Bk,p1,P2,P3 =
- w1 RV = V)h
_;10g2 h Vh‘ 2—2 W ng
" (182)
st. T »=0,i=1,2,3, (18b)
(12d), (12e), (18¢)

where p; > 0,Vi. The problem still ignores the rank-1 con-
straint, which could be solved by the Gaussian randomization
method.

Problems (12) and (18) are solved via SDR
technique, the computational complexity are
O(max{K + 2,N}*pN'/?log(1/e)) and O(max{3K +
1, N}*pN'/2log(1/€)), respectively.
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Fig. 2. The system secrecy rate versus the predefined value of energy
harvesting.
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Fig. 3. The system secrecy rate versus the predefined value of energy

harvesting with different channel vector errors.

IV. SIMULATION

This section provides numerical results to indicate the
performance of the proposed design. We consider an ISEAC
BS equipped with 16 transmit/receive antennas serving 1 IR
and 4 ERs, where ERs are considered eavesdroppers, and their
respective locations require detection. The noise variances
are set as o7 = o0; = O'ik = 0 dBm. Without loss of
generality, the channel vectors h and {gk}i{=1 obey i.i.d.
complex Gaussian distribution. Considering the robustness of
Genetic Algorithm (GA), we use it as benchmark against our
proposed solutions using CVX. The MATLAB GA toolbox
applied to obtain the secrecy rate, where we set the proba-
bility of crossover and mutation probability at 0.8 and 0.02,
respectively. Unless otherwise stated, the other parameters are
set as follows: P =30dBm, ( =0.5,a=1, Q=15W.

Fig. 2 presents the system secrecy rate versus the predefined
value of energy harvesting by ERs. It could be seen from Fig.
2 that the system secrecy rate decreases with increasing prede-
fined values of energy harvesting. When the energy threshold
at ERs increases, the power allocated by the BS to the IR
decreases, thereby reducing the secrecy rate and increasing
the risk of eavesdropping. Benchmarked against GA, it can
be observed that the Taylor approximation employed in our
proposed scheme exhibits a high degree of accuracy. It is
also observed from Fig. 2 that the secrecy rate is higher
with a lower sensing SINR bound. However, the secrecy rate

without sensing decreases rapidly with extremely high energy
harvesting requirements, which demonstrates that the scheme
with sensing is effective.

Fig. 3 provides the system secrecy rate versus the channel
uncertainty level. It can be seen from Fig. 3 that the schemes
with higher transmission power and fewer eavesdroppers are
more robust when the CSI is imperfect. However, the secrecy
rate without sensing decreases rapidly with extremely high
energy harvesting requirements. The reason is that we can
strategically employ beamforming techniques to concentrate
the transmission of confidential signals towards our legitimate
users with the sensing of the eavesdropper’s location, which
demonstrates that the scheme with sensing is effective. It can
be seen from Fig. 3 that the schemes with higher transmission
power and fewer eavesdroppers are more robust when the
CSI is imperfect. The occurrence of this phenomenon can be
attributed to the fact that elevated transmission power enables
a more concentrated delivery of signals to legitimate users,
subsequently amplifying the quality of their communications.
Concurrently, a diminished count of eavesdroppers correlates
with a decrease in potential interception endeavors, thereby
bolstering the system’s security measures.

V. CONCLUSION

In this paper, we proposed a beamforming design in an
ISEAC system. In particular, we formulated an optimization
problem to design the beamforming vectors by maximizing
the secrecy rate at the IR while ensuring the sensing SINR
constraints and the ERs’ energy harvesting constraint. Con-
sidering the non-convex optimization problems with perfect
CSI and imperfect CSI, we transformed them into the convex
form through Taylor expansion, S-procedure, and the SDR ap-
proach, where we used the Gaussian randomization algorithm
to solve the rank-one constraint. Numerical results demon-
strated the performance of the proposed ISEAC beamforming
design and trade-offs between secrecy rates and other factors.

APPENDIX A

DERIVATION OF FIRST ORDER TAYLOR EXPANSION OF
SECURE RATE

Equation (7) can be express as

K
log, | tr(HW) + Z tr(HV},) + o7
k=1
K

— log, Z tr(HV},) + o7

k=1
K
—l— Z tr Gk

—ZlogQ tr(Gi W
k 1

+ Zlog2 Ztr (GrV;

To transform the target value to the convex form, we
approximate the second term and the third term to affine
functions based on the Taylor series at (W, V}.), an arbitrary

feasible point. Defining fo = log, (Zszl tr(HV,) —i—a?)

+Uk
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=tr(Us) (Agf AguAgf Agi + 40g[ Mgl Agi, + 6AgL Agrai’ ai + 461 grax’ Agi + a¢ 9xgf gr) — A, > 0
tr(Us) 2tr(Us) 2tr(Us) Agl Agy,
= [AglAgy Agfgn ggr] |2tr(Us) 2tr(Us) 2tr(Us) GliAg, | 202 b Fb, >0. (23)
2tr(Us) 2tr(Us) tr(Us) — A_x/|gw|* g g

and f3 = Zle log, (tr(GkW) + Zl tr(GL Vi) + ak) By processing tr (J,Us), we have (23). |Agy|? < € can
the functions obtained by Taylor expansion at this point are be transformed as

as follows 0 0 0 ]
. bl |0 —1/|gx|? 0 by > 0. (24)
[o(W, Vi) = fo(W, Vi) 0 0 e/ |Gk}
n df2 ‘ 0f2 [ w-w ] With (23) and Lemma 1, (14) is reformulated as
3
ORe [W] Ww,v,) ORe [Vi] (W, V) Vie = Vi 0 0 0 ]
I ‘ ot {W_VV} Ty=Fi— [0 —ps/lge” 0
AMm W - = " aTlm VIl - - _V 0 0 €x/|g
Ot [W1 |y, v,y 0 [Vi] | i n) | L Vi — Vi k/19x]°
K 1 K V ‘N/ tI‘(Ug) 2tI’(U3) 2tI‘(U3)
~ _q tr — _ 512
=log,| Y tr(HV;) + 07|+ — 2o (A )) = |2tr(Us) 2tr(Us) + ps/|ge| 2tr(Us) | =0,
— 2 S tr(HV;) + 02 2tr(Us) 2tr(Us) tr(Us) —
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_ N2
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