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Abstract—With advantages of convenience and flexibility, Unmanned Aerial Vehicles (UAVs) are widely applied in various fields,
such as inspection, agriculture, transportation, and so on. However, due to characteristics of Flying Ad Hoc Network (FANET)
consisting of UAVs, such as dynamic topology and limited bandwidth, the security of messages is threatened by cyber attacks. A
Tri-Phases Message Oriented Trust Model for FANET is proposed, called TPMOTM, to secure messages. In the proposed work,
the message collection process is divided into three phases, including message generation, message transmission, and message
integration. In each phase, by analyzing potential attacks and the circumstance of network, the TPMOTM quantifies the specific
detection factors to obtain the trust value of messages, including timeliness, detection accuracy, message error rate, relay
performance, authentication result, and message loss rate. After messages have been received by the Ground Station (GS), the
GS integrates all messages in relation to the detected event, employing the message trust value as the weight, to obtain the state
of detected event. Extensive simulations are conducted based on the Opportunistic Network Environment (ONE) simulator, with
attack message detection rates reaching up to 95% (£0.89%) and event detection accuracy rates typically above 85% (£1.21%).

Index Terms—Trust model, Unmanned Aerial Vehicle (UAV), Flying Ad Hoc Network (FANET)
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1 Introduction

hanks to technological advancement and policy support,

Unmanned Aerial Vehicles (UAVs) have garnered con-
siderable interest from both industry and academics. The
benefits of UAVs are their portability, affordability, conve-
nience, and flexibility. Therefore, UAVs are widely applied in
a variety of applications, such as health monitoring, power
inspection, load transportation, fire detection [1], etc.

In order to execute large-scale tasks (e.g., inspection,
transportation, rescue), multiple UAVs usually collaborate
and form a self-organized network, which is known as the
Flying Ad Hoc Network (FANET). In FANET, UAVs move
quickly and the topology of network changes dramatically.
Moreover, in the complex environment, FANET is exposed
to the strong interference. Compared with the infrastructure-
based network, UAVs are difficult to supervise. Both authenti-
cated and unauthenticated UAVs can join or leave the network
at any moment.

Due to the mobility of UAVs [2], the communication be-
tween UAVs is often interrupted. In complex electromagnetic
environments, signal interference may cause message distor-
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tion. If UAVs carry sensitive information, these information
may be threatened by unauthenticated UAVs. In addition,
attacks may be launched to compromise messages [3], such
as false message injection, message tampering, and black hole
attack. These attacks not only threaten the message privacy,
but also damage the network performance. Consequently, it
is crucial to guarantee the privacy and security of messages in
FANET.

One solution to assure the privacy and security is employ-
ing cryptography technology, such as symmetric encryption,
asymmetric encryption, hybrid encryption, Diffie-Hellman
key exchange, message authentication codes, digital signature,
and digital certificate [4], [5]. However, cryptography tech-
nology is only a precaution. Numerous occasions show that
even with thoughtfully designed precautions, systems are still
vulnerable to external attacks. In addition, cryptography can
only passively defend,but it cannot actively detect anomalies
in the network. Kerrache et al. [6] pointed out that trust
management can be an alternative solution of cryptography,
such as direct trust evaluation, indirect trust evaluation, and
reputation management [7].

Trust management schemes can actively detect malicious
behaviors, resist external attacks, and take measures to avoid
persistent adverse effects on the network. Cho et al. [§]
proposed a Provenance-based Trust Model to achieve accurate
peer-to-peer trust evaluation. Asuquo et al. [9] designed
a distributed trust management scheme to filter malicious
UAVs in Delay Tolerant Networks (DTNs). Although these
trust model are well applied in DTNs, limited energy and
frequent topological changes make these schemes unavailable
for FANET. Singh et al. [10] proposed a trust model based on
fuzzy classification to identify misbehaviors of malicious UAVs
for FANET. Singh et al [11] presented a genetic algorithm-
based trust assessment model, to categorize UAVs and remove
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harmful UAVs from FANET based on the risk assessment.
However, these models ignore the security of messages in the
FANET.

Cryptography can actively defend against internal at-
tackers (nodes already hidden in the FANET), while trust
management can passively defend against external attackers
(attackers without authorization to access FANETS). Com-
bining cryptography and trust management can simultane-
ously resist internal and external attackers in the FANET,
ensuring the security of messages and UAVs. Liu et al. [12]
proposed a lightweight trusted message exchange scheme, that
integrates cryptography and trust management to protect
message privacy. However, their work relies entirely on the
results of decryption, without considering factors related to
the message, such as timeliness, accuracy, and so on.

In order to secure messages in FANET and overcome
the aforementioned shortcomings of previous works, a Tri-
Phases Message Oriented Trust Model (TPMOTM) that fully
considers message features with low overhead is proposed.
This work is mainly applied in event detection scenarios and
focuses on the security of messages in FANET. The following
is primary contributions of this work:

e Message oriented trust model: Several recent schemes
combine the cryptography and the trust management
to secure messages, but most of these works lay more
emphasis on encryption and decryption, rather than
features of messages. In this work, cryptography-based
authentication is only a subpart of trust model. The
TPMOTM analyzes the potential threats of messages,
and then determines the related detection factors
based on features of messages in different phases.
Specifically, the TPMOTM is established based on the
three phases: (1) The message generation phase evalu-
ates the timeliness of message and detection accuracy
of message generator; (2) The message transmission
phase evaluates the message error rate, relay perfor-
mance, message authentication, and message loss rate;
(3) The message transmission integrates trust values of
these factors to obtain the total trust value of message.

e Dynamic trust value: In FANET, if only one UAV
evaluates messages, there is a considerable chance of
misjudgment. In order to reduce the probability of
misjudgment, this work applies evaluations on the
given message by multiple UAVs. The trust value of
given message is initialized by the generating UAV,
who observes the event and reports it, and then dy-
namically changes with those UAVs in replaying. The
evaluation of messages is based on the circumstance of
network, message features, and UAV performances.

The rest of this paper is organized as follows. Section
2 reviews a few related works. Section 3 introduces the
system model and attack model. Afterwards, Section 4 details
the proposed model. Section 5 and Section 6 present the
simulation and conclusion, respectively.

2 Related Work

There have been a number of schemes proposed to secure
UAVs and messages in FANETs. In this section, we discuss

the existing cryptography-based schemes, trust management-
based schemes and hybrid schemes, which combines cryptog-
raphy and trust management.

2.1 Cryptography-Based Schemes

Elliptic Curve Cryptography (ECC) is a popular technique,
since it has a shorter key and lower overhead than traditional
authentication. Li et al. [13] proposed a lightweight authenti-
cation scheme based on ECC to verify the identity of UAVs.
Safavat et al. [14] also proposed an improved authentication
scheme based on ECC. However, ECC-based schemes need
the support of specific hardware or certificate authority.

Khan et al. [15] proposed an authentication scheme to
enhance the security and reliability of transportation system.
Their work combines digital signature, hash function, and
hyper elliptic curve cryptography technologies to ensure the
privacy. In addition, Alladi et al. [16] proposed a physical
unclonable function-based authentication scheme to ensure
the security of communication between the UAV and GS.
Moreover, Yoon et al. [17] proposed an additional encrypted
communication channel and authentication scheme on com-
mercial UAVs. De Melo et al. [18] proposed a public-key-based
authentication mechanism with a movement plausibility check
for UAVs in the military domain. Although these schemes
are effective, they are only suitable for limited scenarios,
such as transportation systems, commercial applications, and
military domains.

Ghribi et al. [19] proposed a new consensus-building
mechanism by combining the blockchain with the public key
encryption. Liu et al. [20] proposed a trusted storage scheme
based on blockchain and trusted certificate. Their work
employs asymmetric passwords in identity authentication,
to ensure the data integrity and the security of blockchain
system. Although blockchain guarantees the traceability of
data, it also incurs the high overhead of computation that
UAVs cannot afford. Thus, the support of other facilities is
necessary in blockchain-based schemes.

2.2 Trust Management-Based Schemes

Bhoi et al. [21] proposed a direct trust model to determine the
trustworthiness of UAVs. In their work, relay UAVs discards
messages sent by untrusted UAVs. Barka et al. [22] proposed
a context-aware trust model. The model implements seman-
tic analysis on the UAV that contains malicious behavior.
Both models can distinguish intentional and unintentional
misbehaviors, and significantly reduces the probability of false
positive rate of malicious UAV identification.

Chen et al. [23] proposed a role-based trust model for
heterogeneous network. Their work categorizes UAVs into
commanders, subtask leaders, and common UAVs according
to the mission. UAVs are evaluated according to the quality
of service characters (competence and cooperativeness) and
social behaviors (connectivity, intimacy and honesty). Li et
al. [24] proposed a tri-layer trust model for the location
security in deception and interference. The model consists of
transaction layer, rating layer and communication layer. Each
layer calculates the trust value through the communication of
demander, tenderer and the third party. In role-based and
layer-based model, roles and layers are generally evaluated by
various standards.
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Singh et al. [11] proposed a trust evaluation model based
on genetic algorithm. Their work utilizes genetic algorithm
to optimize the trust value, and carries out additional risk
assessment for suspicious UAVs. In the literature [10], a trust
model based on fuzzy classification is introduced. Their work
manages the trust relationship between UAVs, and discrim-
inates behaviors of UAVs based on fuzzy classification and
optimization principles [25]. Trust models based on artificial
intelligence can defend against unidentified threats. However,
these models have the high computational overhead.

2.3 Hybrid Schemes

The hybrid scheme combines cryptography and trust man-
agement. Liu et al. [26] proposed a privacy protection trust
management strategy for the emergency message dissemina-
tion in space-air-ground-integrated VANETS. Li et al. [27]
proposed a reputation system that allows for the evaluation
of message dependability in VANETS. Liu et al. [28] proposed
an emergency message propagation model built on the trust
cascade. Their work integrates the entity-oriented trust evalu-
ation with the data-oriented trust evaluation. These schemes
not only achieve the accurate trust management, but also
robust the privacy protection. However, they are all applicable
to the VANET rather than FANET.

Liu et al. [12] proposed a lightweight message exchange
trust scheme by incorporating the trust management and
encryption technologies. In their work, only UAVs that are
verified as trustworthy can decrypt the content of message.
Andreas et al. [29] presented a secure two-way communica-
tions to realize the confidential data sharing. The ciphertext
comprising sensitive information can be encrypted and de-
crypted in real-time. On the one hand, these schemes can
offer the robustness against internal and external attackers.
On the other hand, applicable scenarios of these schemes are
limited.

This work develops a FANET-tailored trust model based
on cryptography and trust management. Table 1 summarizes
the comparison of this proposal and the analyzed related
work, in terms of technology, multiple attacks resistance,
multiple detection factors, high accuracy, and low overhead.

3 System Architecture

In this section, the scenario setting and common attacks
(including false message injection, message tampering and
black hole attack) are introduced.

3.1 Scenario Setting

This work is applied to civilian applications, where UAVs are
deployed around the event to collect information, such as fire
detection, power inspection, environment exploration, etc. As
illustrated in Fig. 1, the detection area is divided into equal
sub-areas. At the beginning, the UAVs are evenly deployed in
these sub-areas, and then the UAVs randomly move to stay
or through the sub-areas.The GS is deployed on the center of
detection area. Upon detecting the event, UAVs generate mes-
sages to report the event location and state. The message is de-
noted by a six-tuple, m = {E;q, Eioc, Erpts tgen, Ugen, Uriy }-
FE;4 is the identification of event, Fj,. is the location of event,
E,p¢ is the reported state of event, 4., is the generation time
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of message, Uger, is the UAV generating the message, and .y
is a group of UAVs relaying the message. The reported state is
dichotomous to indicate whether the event actually happens.
For instance, the reported state can point out whether the
forest fire breaks out or the machine malfunctions. Generally,
there are numerous messages related to one event for following
reasons:

e Multiple detection UAVs: A number of UAVs may
pass through the event location, and then generate
messages to report the event.

¢ Multiple copies: Given that the communication link is
unstable, to increase the chance of a reported message
to be finally delivered by the GC, this work employs
the Epidemic routing protocol [30], which is deemed
as a classic flooding routing protocol in the mobile

network.
Sub-areas
€3]
B 7
@ » ',

@ Message generation Malicious UAV <€ UAV- UAV link
= Message transmission Normal UAV —3  UAV- GS link

»— Message integration o Event Detection range
a Integrated event state }& Attack ((l Detecting event

Fig. 1. Network scenario for event detection.

It is noted that to save the computational resources, UAVs
only generate and transmit messages, while GS is responsible
for integrating messages from multiple UAVs in reporting a
given event, and determining the state of event.

3.2 Common Attacks

There is the inevitable interference in open-air environment.
In addition, messages are exposed to following attacks:

o False message injection: Malicious UAVs generate
false messages and spread throughout the network in
message generation phase. If the GS receives a large
number of false messages in reporting an event, the GS
will incorrectly evaluate the event state. As shown in
Fig. 2 (a), a great deal of false messages are generated,
by replicating the infected source message. Thus, the
false message injection substantially makes a negative
impact on the event state.
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TABLE 1
Summarization of related work.
Related work Technology Multiple attacks resistance || Multiple detection factors|| High accuracy || Low overhead
Li et al. [13] Cryptography v
Safavat et al. [14] Cryptography v v v
Khan et al. [15] Cryptography v
Alladi et al. [16] Cryptography v v
Yoon et al. [17] Cryptography
De Melo et al. [18] Cryptography v v v
Ghribi et al. [19] Cryptography
Liu et al. [20] Cryptography
Bhoi et al. [21] Trust management v v v
Barka et al. [22] Trust management v v v
Chen et al. [23] Trust management v v v
Li et al. [24] Trust management v v
Singh et al. [11 Trust management v v
Singh et al. [10 Trust management v v v
Liu et al. [26] Cryptography and v v v
trust management
Li et al. [27] Cryptography and v v
trust management
Liu et al. [28] Cryptography and v v v
trust management
Liu et al. [12] Cryptography and v v
trust management
Andreas et al. [29] Cryptography and
trust management
The proposed model Cryptography and v v v v
trust management

o Message tampering: Malicious UAVs tamper with the
messages in message transmission phase, instead of
generating false messages directly. As seen in Fig. 2
(b), this approach only tampers with relayed messages
rather than source messages. Compared to the false
message injection, message tampering generates less
number of false messages, and makes slighter adverse
effect on event state.

o Black hole attack: As depicted in Fig. 2 (¢), malicious
UAVs discard messages in message transmission phase.
As aresult, the GS without receiving sufficient number
of normal messages, may be unable to determine the
event state. If the black hole attack and message
tampering are combined, the proportion of infected
messages will increase. Consequently, hybrid attacks
significantly raise the risk of state misjudgment.

e | Refy | 0® o=
el R R N Ney © Xea

Message
Integration

R AR NN XX =X

(a) False message injection (b) Message tampering

8 True message X Delating message a Attacker

(<) Black hole attack

8 Infected message

Fig. 2. Illustration of false message injection, message tampering, and
black hole attack.

4  The Tri-Phases Message Oriented Trust Model

The procedure of detecting an event can be separated into
three phases. Correspondingly, vulnerabilities can be ad-
dressed in these phases as follows.

o Phase one (Message generation phase): UAVs generate
messages in the phase one. Correspondingly, malicious
UAVs can also generate false messages in this phase.

o Phase two (Message transmission phase): UAVs trans-
mit messages in the second phase. However, malicious
UAVs can tamper with or drop these messages.

o Phase three (Message integration phase): The GS ag-
gregates all messages to obtain the event state. In this
phase, malicious UAVs can impede the determination
ability of GS.

The GS is regarded as completely secure in this work,
since it has sufficient resources to support an effective security
system. Therefore, this work only considers assaults in the
first and second phases, and how to integrate numerous
messages in the third phase. Fig. 3 shows the architecture
of TPMOTM and details factors of message trustworthiness
in three phases.

As the message generator and relay nodes, UAVs play a
crucial role in message generation and transmission. Although
evaluating UAVs is not the primary goal, this work also takes
the UAV related factors into account. In message generation
phase, the message trust value is initialized based on the
property of message generator and the feature of message.
In message transmission phase, the trust value is adjusted
based on the performance of relay UAVs and the circumstance
of network. In message integration phase, reported messages
are integrated to obtain the integrated event state. The
difference between the integrated event and the reported state
can evaluate the performance of message generator. Main
notations and meanings are summarized in Table 2.
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Fig. 3. Model architecture.

TABLE 2
Notations and meanings

m=(md, Fioc, Six-tuple of message (message identification,
Erpt, tgen, event location, event state, generation time, )
Ugen s Urly generator UAV, relay UAVs
T=11,2,..T} Set of time slots
M={1,2.. M} Set of messages
Uu={1,2..U} Set of UAVs
R ={1,2,..R} Set of accuracy evaluation rounds
TViime Trust value of timeliness
TVace Trust value of detection accuracy
TVier Trust value of message error rate
TVip Trust value of relay performance
TViir Trust value of message loss rate
T Total trust value of message m
Th Message trust value threshold
RAper Bit error rate
RAmer Message error rate
RAfree Free buffer rate
RAmeet UAV meeting rate
RAir Message loss rate
Eirg Integrated event state
Erpt (M) Reported state of message m
Gen () Generation trust value calculation function
Tra () Transmission trust value calculation function
T() Dynamic trust value calculation function

4.1 Message Generation Phase

In message generation phase, the following issues may exits:

e Poor timeliness: The instability of the FANET causes
an increase in message transmission time. The mes-
sages generated by UAVs far from the GS may take
a long time to reach the GS, and these messages
have poor timeliness. How to evaluate timeliness is
described in Section 4.1.1.

o False message injection: Malicious UAVs may inten-
tionally generate false messages to confuse the GS.
The continuous injection of false messages can lead to a
decrease in the accuracy of UAVs. Therefore, in Section
4.1.2, we detect false message injection through the
detection accuracy of message generators.

4.1.1 Timeliness

There could be numerous UAVs passing through the event
location, and each of them would generate a message to the
GS based on the discovered circumstance. The event state
may alter dramatically if this event lasts a long time. For

5

instance, there is no fire in the forest at beginning, yet fire
breaks out a half-hour later. Even if there are no attacks and
inference, messages reported at the beginning of event and
messages reported after half an hour would be different. Thus,
timeliness is a crucial metric to evaluate the trustworthiness
of messages. The later a message is reported, the better it can
reflect the timeliness of event. According to Wang et al. [31],
the timeliness delays exponentially with time, and the trust
value of timeliness T'V;;me is defined as:

Tv;fime = tgen batr exp (_5 (t - tgen)) (1)
tend — tser

where ¢§ is the delay factor to make sure that TVi;me falls
within the range of [0, 1], and § is preset by simulating the
same scenario in advance. t € 7T is the current time, and
T ={1,2,..T} is the set of time slots. gy, is the generation
time of message recorded in message m. tg,- is the event
start time, t.,q is the event end time, and both of them are
determined by selecting the earliest and latest messages of
event in message integration phase.

4.1.2 Detection Accuracy

UAVs generate messages based on the detected information,
while the detection accuracy of various message generators is
different. The only detection device, according to Jena et al.
[32], is the installed sensors. Even if kinds of sensors are known
in advance, the detection accuracy of message generators
cannot be assessed. This is due to the fact that UAVs are
subject to various angles, distances, and interference. In
addition, sensors of malicious UAVs cannot be known in
advance. Therefore, comparing the reported state with the
integrated state is the only way to determine the detection
accuracy of message generators. UAVs with low detection
accuracy may launch false message injection attacks.

The GS maintains an Accuracy-table to record the detec-
tion accuracy of UAVs in FANET. An example of Accuracy-
table is shown in Fig. 4. When messages arrive at the GS,
the GS checks the Accuracy-table to determine the detection
accuracy of message generators. If a message generator is not
recorded in Accuracy-table, its detection accuracy rate would
be set as the trust threshold of message Th. Upon obtaining
the integrated state, the GS compares the integrated state
with the reported state, and updates the Accuracy-table.
More details on how to update the Accuracy-table are shown
in Section 4.3.4.

With the continuous detection of event, the message
generator is evaluated multiple rounds. The set of detection
accuracy evaluation round is denoted as R = {1,2,...R}.
Adjusted detection accuracy can be adopted to evaluate
message in the next round. Eq. (2) illustrates how to calculate
the detection accuracy of UAV. r € R is the current round.
TVaee (1) € [0,1] is the trust value of detection accuracy in
round 7. Ng,, is the number of consistent messages, whose
reported state is consistent with the integrated state. Nj, is
the number of inconsistent messages, whose reported state is
inconsistent with the integrated state. V;.,,q and Vs are the
reward value and the punish value respectively, and they are
designed to ensure that the detection accuracy is within [0,1].

4.2

Following issues may appear in message transmission phase:

Message Transmission Phase
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TVacc (’I“) = {Th

Accuracy-table

UAV ID Detection Accuracy Update Time
1 0.75 100s
3 0.40 200s
5 0.62 300s

Fig. 4. An example of Accuracy-table.

o Propagation loss: As an air-to-air link, links in FANET
may be obstructed by buildings, vegetation, and air-
craft fuselage. The signal shadow fading that results
from these occlusions might lead to signal error and
propagation loss. How to analyze the propagation loss
is mentioned in Section 4.2.1.

¢ Low relay probability: The TPMOTM relays messages
via the store-carry-forward mechanism. The UAV
stores messages when neighbor UAVs are unavailable,
carries messages to continue flying, and forwards
messages when meeting available UAVs. However, the
limited buffer restricts the storage capacity of UAV. If
the size of messages exceeds the upper limit of buffer,
the UAV cannot receive messages. In addition, if the
UAV cannot connect to available UAVs for a long
time, the probability of forwarding messages is low.
All these conditions may reduce the relay probability.
More information can be seen in Section 4.2.2.

e Message tampering: Message tampering is conducted
by malicious UAVs. When malicious UAVs receive
messages, they tamper messages to confuse the GS
rather than relay messages in time. If there are lots of
tampered messages, it will consume a lot of computing
resources of GS to analyze the consistency of messages.
Therefore, message tampering should be prevented
rather than detected. The authentication is an appro-
priate way to prevent message tampering. A message
authentication suited for FANET is introduced in
Section 4.2.3.

e Message dropping: The message dropping happens
due to the message expiration (because of time to
live), duplication (because of multi UAVs detection),
etc. Thus, slight message dropping is reasonable in
FANET. In contrast, substantial message dropping
implies the black hole attack. Hence, the message loss
rate can be applied as the indicator of black hole
attack, as explained in Section 4.2.4.

The following describes how to deal with these issues in
message trust evaluation.

Tvacc (T - ]-) + Ncm‘/rwd + Nimv;ms
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4.2.1 Message Error Rate

Considering that there are line-of-sight in outdoor, the Rician
fading model [33] is selected as the channel model in FANET.
For two-phase differential phase shift keying modulation
under the Rician fading model, the bit error rate RAp. is:

RAbe=1< 1+77> e:cp( bl 7) (3)
2\14+~v+7 1+~v+7
where v presents the Rician factor decided by environ-
ment, and it is set by referring to the literature [33].
RAp. € [0,1], and 7 represents the average signal-to-noise
ratio. § = Pira/(PposDis?), where P, is the transmitting
power, P,,s presents the noise power, and Dis is the distance
between the sender and receiver.

Afterwards, the message error rate is obtained according
to the bit error rate. The probability that a message is
delivered without error is same as the probability that all

bits are accurately received. Therefore, the message error rate
RA,,. is:

RApe =1— (1 — RA)M™ (4)

where RA, € [0,1], Np;: is the number of bits in a message.
The higher the message error rate, the lower the trust value.
Thus, the trust value of message error rate T'V,,,., is expressed
as:

TVier =1 — RApe = (1 — RAp) Vot (5)

4.2.2 Relay Performance

As mentioned above, the UAV employs the store-carry-
forward mechanism to relay messages. Hence, relay perfor-
mance is not only reflected by its ability to forward messages,
but also by its ability to store messages. The storage capacity
depends on the size of buffer. If the free buffer is zero and
stored messages do not expire, the UAV cannot receive other
messages. Therefore, the storage capacity can be represented
by the free buffer rate RAfc:

Nom Nuym
Z?ﬁ:l Sm + Zm’:l
Sbuf

RAfree =1 - w =[5 () dt

(6)

where RAfrce € [0,1], and Spyp is the maximum size of
available buffer. m € M is the current message, and M =
{1,2...M} is the set of messages. N, is the number of stored
messages in buffer, and S, is the size of stored message m.
Nym is the number of messages waiting to be cached before
the current message, and Sy, is the size of waiting message
m/. s (t) is the transmission speed of UAV at time slot ¢, that
is, the speed of messages leaving the buffer.

In the Epidemic routing protocol, the relaying ability of
UAV depends on the probability that the UAV meets other
UAVs. The meeting probability RA,,ce¢ can be calculated
based on previous time slots as follows:

1 t t
Nyt Zt’:t—Npts Nmeet
£ U 7
o fw o

RAmeet =
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where RA et € [0,1]. Nt . is the number of meeting UAVs
at time slot ¢/, and Ny is all UAVs in FANET. Ny is the
number of previous time slots. As depicted in Fig. 5, previous
time slots start from ¢ — Np¢s. u € U is the current UAV,
and U = {1,2...U} is the set of UAVs. f (u) is the prediction
function, decided by the sub-area where the UAV is located.
Ny is the number of times that UAVs have appeared in
the sub-area in previous time slots, and Ng,4 is the average
number of times that UAVs have appeared in all sub-areas in
previous time slots.

flu) =1+ (®)

N pts

t-Npie  t-Npe+1 t-Np+2 t

Fig. 5. Time slot.

The trust value of relay performance T'V,.,, can be obtained
by combining the store ability and relaying ability:

Tvrp = leAfree + pQRAmeet (9)

where p; and ps are weighted value, and p; 4+ p2 = 1.

4.2.3 Message Authentication

The proposed trust management model only facilitates the
outcome of message authentication, rather than designing
a perfect message authentication scheme. Hence, the fast
Message Authentication Code (MAC) proposed by Vosoughi
and Katti [34] is adopted. Their work is useful when many
messages have to be authenticated at once. In MAC, the
UAV generates and shares a key before the communication.
Then the sender creates a label based on this key utilizing
label generating algorithm, and transmits it along with the
message. Upon receiving the message, the receiver verifies
whether the message label is valid. If the message is not
tampered with, the output result of verification algorithm
is 1. Otherwise, it is considered that the message is tampered
with, so the message would be deleted.

Formally, the MAC is a tuple of probability polyno-
mial time algorithm (GEN (), MAC (),VRFY ()), where
GEN () is the key generation algorithm, MAC () is the
label generation algorithm, and VRFY () is the verification
algorithm. Authentication steps are as follows:

e Run GEN () to obtain a random key.
e Run M AC () to generate label based on the key.
e Run VRFY () to verify the label.

4.2.4 Message Loss Rate

The message loss rate RA,,;- can not only indicate network
congestion, but also imply the black hole attack. Normal UAVs
only discard duplicate or expired messages, and the message
loss rate is controlled within a certain range. However, mali-
cious UAVs would deliberately drop messages to reduce the
number of messages that are expected to be received by the
GS. Thus, message loss rate of malicious UAVs would be much

7

higher than that of normal UAVs. Normally, the message loss
rate of malicious UAVs depends on the probability of black
hole attack, and it is expressed as:

Mrly + Mrem

RAm=1—
! Mrec + Mgen + Msto

(10)

where Ry, € [0,1]. My, is the number of relayed messages,
and M,¢y, is the number of remained messages after relaying.
Mec, Myen, and Mgy, are the number of received messages,
generated messages and stored messages before relaying,
respectively.

The trust value of message loss rate TV, is defined as:

Msend + Mrem
Mrec + Mgen + Msto

Tler =1- RAmlr = (11)

4.3 Message Integration Phase

In this section, the GS calculates the trust value of messages,
and then integrates messages to obtain the event state based
on the trust value and reported state.

4.3.1 Dynamic Trust Value

The trust value of message is dynamically adjusted according
to message generator and relay UAVs recorded in the message.
The generation trust value and the transmission trust value
are calculated based on mentioned factors (timeliness, de-
tection accuracy, message error rate, relay performance, and
message loss rate). The transmission trust value is calculated
by relay UAVs in message transmission. Then the transmission
trust value is transmitted to the GS along with the message.
However, the generation trust value is calculated in message
integration phase, since it needs to wait for the arrival of all
messages to determine the event start time. Upon messages
arriving at the GS, the GS analyzes all messages related to
the given event to determine the tp,s. mentioned in Section
4.1.1, and calculate T'Vi;me. Then as described in 4.1.2, the
GS checks the TV, (r) on the Accuracy-table. The initial
trust value of message is obtained in the following way:

Gen (1) = a1TViime + 2T Ve (12)
where Geen (1) is the function to calculate the generation trust
value depended on the message generator. oy and ag are
weighted values, where oy + ag = 1.

The relay UAV calculates the transmission trust value as
follows:

Tra(u) = 51T Viner + B2TVrp + 83T Vi (13)

where Tra (u) is the function to calculate the transmission
trust value based on the relay UAV u. 81, B2, B3 are weighted
values, where 81 + 2 + 3 = 1.

By combining the generation trust value and the trans-
mission trust value, the total trust value is consolidated as
Eq. 14. T' (u) is the function to calculate the trust value when
the message is relayed by the UAV . wy and wy are weighted
values, where w1 + w2 = 1. Upon the message arriving at the
GS, the trust value stops fluctuating, and the total trust value
of message m is obtained, denoted as T'V,,.
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T (u) = (flT (uw—1) + woTra(u) %f u z:s relay UAV (14)
5 (Gen (1) 4+ Tra(1)) if u is generator
Nme’r 3
Bi _ m lf Nme’r > 0 || Nrp > 0 H ler > 0 (17)
51 else
N, .
/Bé _ m lf Nmer > O || NT‘p > 0 H lef’ > 0 (18)
B else
Nonir :
ﬁé _ m if Nmer >0 || Nrp >0 H ler >0 (19)
53 else

4.3.2 Dynamic Weighted Values

If the trust value of one factor falls below the threshold, it
implies that there are attacks or environmental interference
in FANET. In this case, the GS would update weight values
before message integration in an offline manner. For low trust
values (below the Th), the TPMOTM increases the corre-
sponding weighted values to improve detection accuracy. For
instance, if TV, is consistently lower than the threshold, the
false message injection may happen. In this case, increasing
ao would amplify the impact of this attack onto the overall
trust value. Adjusting weighted value increases the ability of
TPMOTM to detect potential attacks. It is worth noting that
at each phase of evaluation, as one weight value increases, the
other weights would decrease to ensure that the total weight
value is 1. Adjusted weighted values can derived from Eq. 15
to Eq. 19.

Ntime ;
o) = Noime i¥oee i Ntime > 0 || Nace > 0 (15)
a1 else
Nace ;
0/2 _ {J\W% lf Ntimc > 0 H Nacc > 0 (16)
a9 else

where o}, o, B, B85, and B4 are adjusted ay, ag, S1, B,
and /83a respectively. Ntim67 Nacw Nmera N’!‘p7 and Ny
are times of low TViime, low TV, low TV,er, low TV,
and low TV, in previous Npes (explained in Section 4.2.2)
time slots. It indicates that for each detection factor, as the
relative frequency of low trust values increases, the weight
value increases. On the contrary, the weight value decreases,
and the total weight value is always 1.

4.3.3 Message Integration

As explained in Section 3.1, the GS may receive multiple
messages related to the given event. Since the event state is
dichotomous, the integration mechanism takes the trust value
of message as the weighted value to obtain the event state.
The following is the integration equation:

Nye

th Z TV, Erpt( )

m=1

(20)

where Ej;4 is the integrated event state. If ;4 is a positive
number, it means the event has happened; otherwise, it has
not. N, is the number of messages related to a given event,
and E,, (m) is the reported state of message m given by
Eq.(21). Here, E,p: (m) = 1 denotes the occurrence of event,
while E,,; (m) = —1 denotes the non-occurrence.

1 if event happens (21)

.

—1 if event does not happen

4.3.4 Accuracy-Table Update

As mentioned in Section 4.1.2, the GS compares the reported
state of all messages with the integrated state, to adjust
the detection accuracy of message generators. The adjusted
accuracy is updated in Accuracy-table for the next message
evaluation. Algorithm 1 illustrates this process. Due to the
detection accuracy of generator for each message needs to
be adjusted, the time complexity of Algorithm 1 is O(n) (n
represents the size of messages M).

Algorithm 1 Message Integration Progress.

Input: Messages M = {1,2...M}
Output: Event state Fj,
: Integrating messages to obtain the event state
form=1to M do
Eitg = 2221 TV Erpt (m)
end for
Adjusting detection accuracy
form =1to M do
if (Erpt(m) =1&& Eijrg > 1) || (
Eig < 1)) then
TVace (T) =TVqee (T
9: else
10: TVyee (T’)
11:  end if
12: end for
13: return Eyy

Erpt (m) =-1&&
1) + V;"wd

=TVaee (r — 1) + Vs
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5 Simulation and Evaluation

To verify the performance of the proposed model, the simula-
tions are conducted and results are evaluated.

5.1 Experimental Setup

The Opportunistic Network Environment (ONE) [35] is ap-
plied to simulate the realistic FANET. There are 40-120 UAVs
in the 900m*400m simulation scenario. Since the occurrence
of event is unpredictable, UAVs move based on the random
movement model. In the random movement model, both the
flying distance and the direction are random. Messages are
transmitted with the Epidemic router protocol. In addition,
FANET is exposed to a variety of attacks, including false
message injection, message tampering and black hole attack.
The Attacker Ratio (AR) is set as 10%, 20%, and 30% in
different case. Specifically, each experiment is repeated twenty
times to account for any potential variability or errors, and
results are plotted with 95 % confidence interval. The related
parameters of simulation are shown in Table 3.

TABLE 3
Simulation parameters

Area size 900 x 400m2 Simulation 10800s
time
UAV number 40 — 120 Time slot 1s
UAV speed 3—5m/s Buﬁ.er s1ze 10M
time
Routing Epidemic .
Protocol router Message size 128kB
Movement Random
movement Rician factor 10dB
model
model
False message
injection,
message
Attack tampering, and Viwa 0.01
black hole
attack
Communication 100m Vs -0.02
range
Detection 50m Th 05
range
Transmit 5W Noise power -20dBm
power
Delay factor 0.5 Warm-up 200s
time
Initial a1, a2 0.5 pP1, P2 0.5
I“‘“alﬁfl’ P2, 0.33 w1, wa 0.5

The TPMOTM is compared with the UAVN-pro [36] and
COI-HiTrust [23] under the same scenario.

e UAVN-pro: UAVN-pro evaluates the behavior of mes-
sage creators and operators based on message prove-
nance. By generating and collecting observational
evidence, UAVN-pro can identify malicious UAVs in
FANET.

e COI-HiTrust: COI-HiTrust focuses on evaluating enti-
ties in the Community of Interest (COI), for instance,
UAVs in FANET. In their work, COI commanders or
subtask leaders would measure social behaviors (e.g.,
connectivity, intimacy, and honesty) and quality of
service (e.g., competence and cooperativeness) cogni-
tion to evaluate the UAV.

5.2 Performance Evaluation

The performance of the proposed model is evaluated from four
perspectives: the effectiveness of detection factors, the accu-
racy of message evaluation, the accuracy of event evaluation,
and communication overhead.

5.2.1 Detection Factors Analysis

In the Section 4, lots of detection factors are taken into
account to evaluate the message. Thus, it is necessary to figure
out if these factors are effective to reflect network conditions
or attacks. How trust values of these factors vary with
environmental conditions or attacks is analyzed as follow:

As mentioned in Section 4.1.1, message timeliness is
crucial for changing events. Thus, the relationship between
the TViime (derived from Eq. 1) and Message Generation
Timeliness (MGT) is analyzed, which is denoted as %
in Eq.1. Specifically, the interval between the current time
and message generation is set as 10 seconds. As shown in
Fig. 6 (a), with the increase of MGT, the TViime smoothly
increases. When MGT approaches 1, the TV also closes
to 1. However, when MGT approaches 0, T'Vi;jme is above
the 0.5, because non attacking factors have a slighter impact
on trust values. Thus, mathematical measures are taken, to
ensure that trust values determined by non attacking factors
do not fall below the trust threshold 0.5.

In addition, it is considered how the trust value of
detection accuracy of normal and malicious UAVs changes
with the evaluation rounds. With the 20% AR, 80 UAVs,
and the 20% probability of false message injection attack
(denoted as Pfyy;), the TV, (derived from Eq. 2) of normal
UAV and malicious UAV is tracked for 50 rounds. As shown
in Fig. 6 (b), with the increase of evaluation rounds, the
TVyce of normal UAV gradually increases, while the TV, of
malicious UAV decreases with fluctuations. Accordingly, the
difference of T'V,.. between the normal UAV and malicious
UAV gradually widens. This indicates that after a while of
running, the TPMOTM can effectively distinguish malicious
UAVs from normal UAVs.

According to Section 4.2.1, the message error rate is
influenced by the communication distance between the sender
and receiver. Therefore, the relationship between the Dis and
TViper (derived from Eq. 5) is analyzed. As shown in Fig. 6
(c), when the Dis is less than 30 metres, the TV, ¢, is 1. Then
the TV, decreases, with the Dis increases from 30 metres
to 100 metres. When the communication distance between two
UAVs reaches the maximum communication distance 100, the
TViper closes to 0.6 (£0.02).

Moreover, the impact of Average Meeting UAVs (AMU) is
analyzed, denoted as ﬁ Z:':t—NwS Nf,;eet in Eq. 7, on the
meeting probability. In concrete terms, the variation trend of
AMU and that of RA,,. (derived from Eq. 7) are compared
with time t. As shown in Fig. 6 (d), the number of AMU
rapidly increases from 0 to 100 seconds, and then stabilizes
after 200 seconds. This is because UAVs hava not yet had
enough time to traverse sub areas at the begging. To eliminate
its impact, the warm-up time is set as 200 seconds before the
formal simulation. The variation trend of RA,,. is consistent
with that of AMU, and as the non attacking factor, the RA,,.
is always greater than 0.5.

Section 4.2.3 introduces that the TPMOTM applies the
MAC algorithm to verify whether messages are tampered
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Fig. 6. Variation of (a) Trust value of timeliness with message generation timeliness, (b) Trust value of detection accuracy with evaluation
rounds, (c) Trust value of message error rate with communication distance, (d) UAV meeting rate and average meeting UAVs with time, (e)
Retention rate with message tampering attack probability, and (f) Trust value of message loss rate with black hole attack probability.

with. The MAC algorithm deletes Attacked Messages (AMs)
and saves Unattacked Messages (UMs). Therefore, the reten-
tion rate of AMs and UMs are evaluated, in different message
tampering attack probabilities (denoted as Pp,;) and different
ARs. The retention rate is defined as the ratio of saved
messages to verified messages. As shown in Fig. 6 (e), the
retention rate of all cases decreases as the P,,; increases. In
the same P,,;, the higher the AR, the lower the retention rate
of messages. However, compared to UMs, the retention rate
of AMs is significantly reduced. The retention rate of UMs is
mostly higher than 80% (£2.54%), while the retention rate
of AMs is lower than 32% (4+1.63%).

In addition, the impact of black hole attack probability
(denoted as Pyp) on TV, (derived from Eq. 11) is analyzed.
Specifically, there are 80 UAVs, and the AR is set as 20%.
The average TV, of normal UAVs and malicious UAVs
are compared with different Pyp,. As shown in Fig. 6 (f), the
TV of normal UAV is not affected by the Py, and it is
always greater than 0.9 (£0.02). In comparison, the TV,
of malicious UAVs is significantly lower than that of normal
UAV, and it decreases dramatically with the increasing Pyy,.
When the Py, is up to 40%, the T'V,,;, of malicious UAV is
below the 0.5.

The above experiments prove that trust values of detection
factors can accurately reflect the impact of network circum-
stance or attack on messages. It is worth noting that attacks
can cause the greater fluctuation on the trust value than
circumstance of network.

5.2.2 Message Evaluation

Considering that the TPMOTM focuses on evaluating mes-
sages, the following three aspects are concentrated on to
evaluate the effectiveness of the TPMOTM:

e Detection rate: In Section 4.3.4, the message re-
ported state and event integrated state are compared.
Meaagses with consistent states are considered as
true messages, while others are fake messages. The
detection rate is the ratio of correctly distinguished
messages among all messages.

o False positive rate: The false positive rate is the num-
ber of messages that are incorrectly classified as fake
messages, over the number of unattacked messages.

o False negative rate: The false negative rate is the
number of messages that are incorrectly classified as
true messages, over the number of attacked messages.

The AR is set as 20%, the number of UAVs is 80,
and hybrid attacks (false message injection attack, message
tampering attack, and black hole attack) launch with the same
probability. The probability of hybrid attacks (denoted as
Ppyp) ranges from 5% to 50%. As shown in the Fig. 7 (a), the
detection rate of all three models decreases with the increase
of Ppyp,. However, the detection rate of TPMOTM is always
up to 95% (+0.89%), which is higher than that of UAVN-pro
and COI-HiTrust. This indicates that the TPMOTM is more
suitable for message-sensitive scenarios, than trust models
focusing on the evaluation of UAVs, i.e., UAVN-pro and COI-
HiTrust.

The false positive rate and false negative rate are evaluated
with the same configuration. As shown in Fig. 7 (b), with the
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Fig. 7. Variation of (a) Detection rate with probability of hybrid attacks, (b) False positive rate with probability of hybrid attacks, (c) False

negative rate with probability of hybrid attacks.

increase of Pjyp, the false positive rate of TPMOTM slightly
increases. Even Py is as high as 50%, the Ry, of TPMOTM
is below 1.2% (£0.12%). As illustrated in Fig. 7 (c), the false
negative rate generated by the TPMOTM increases slowly, as
compared to the UAVN-pro and COI-HiTrust when the Py
increases. Low false positive rate and false negative rate are
attributed to the dynamic trust value mechanism mentioned
in Section 4.3.1. This mechanism weakens the misjudgment
impact of individual UAV on the total trust value of message.

According to the result of detection rate, false positive
rate, and false negative rate, it demonstrates that the TP-
MOTM can accurately identify AMs and UMs, and assign
low trust values to the AMs.

5.2.3 Event Evaluation

The TPMOTM includes the message integration phase that
is ignored by most trust models. Therefore, in this section, the
event detection accuracy rate is evaluated, that is, the ratio
of correctly detected events to detected events. To check the
attack-resistance of TPMOTM, the event detection accuracy
rate is evaluated in three types of attacks: single false message
injection attack, single message tampering attack, and hybrid
attacks. Considering the single black hole attack cannot
directly change the reported state of messages to affect the
event detection accuracy rate, the impact of single black hole
attack does not be evaluated. The event detection accuracy
rate of TPMOTM is compared with that of UAVN-pro and
COI-HiTrust with 80 UAVs and 20% AR.

As shown in Fig. 8 (a) - (c), in each attack, the event
detection accuracy rate of all three models decreases with
the increase of attack probability. Fig. 8 (a) and Fig. 8 (b)
show that comparing to the false message injection attack, the
event detection accuracy rate of message tampering attack is
higher. As explained in Section 3.2, this is because injection
affects the AM and all copies it generates, while tampering
only affects part of copies. As mentioned in Section 3.2, Fig.
8 (c) illustrates that hybrid attacks can raise more risks than
the single attack. Nevertheless, the event detection accuracy
rate of TPMOTM is mostly greater than 85% (£1.21%), and
the TPMOTM performs better than other two models in the
same case. As Py increases from 50% to 100%, the difference
of event detection accuracy rate between the TPMOTM and
other two schemes gradually widens.

To figure out how the number of UAVs affects the event
detection accuracy rate, the AR is set as 20%, and the number

of UAVs ranges from 40 to 120. As shown in the Fig. 8 (d),
as the number of UAVs grows, the event detection accuracy
rate increases. This is because more UAVs can generate a
large amount of messages, helping to improve the accuracy of
event judgment in message integration phase. However, too
many UAVs bring more overhead, which would be analyzed
in Section 5.2.4. Therefore, an appropriate number of UAVs
should be selected based on the scenario, to achieve a balance
between accuracy and overhead.

Through the above experiments, it proves that the TP-
MOTM can effectively resist potential attacks, and it has
more accurate event detection capabilities than other two
models.

5.2.4 Communication Overhead

Communication overhead is the number of bytes generated in
the FANETS to accurately detect events. According to Xu et
al. [37], communication overhead is determined by the number
and size of messages.

The probability of hybrid attacks (false message injection
attack, message tampering attack, and black hole attack)
is set as 20%, and the AR is set as 20%. The number of
UAVs ranges from 40 to 120, to analyze how the number of
UAVs affects communication overhead. As shown in Fig. 9,
the communication overhead of the TPMOTM is lower than
that of UAVN-pro and COI-HiTrust in the same case. This is
because the trust value in the TPMOTM is attached to mes-
sages, without generating additional monitoring messages. In
addition, communication overhead in the TPMOTM increases
slowly with the growth of the number of UAVs, avoiding the
excessive burden on the network.

6 Conclusion

In this work, it is pointed out that UAVs may be exposed
to potential attacks, resulting in the error of event detection.
Therefore, a message oriented trust model called TPMOTM is
proposed to evaluate the trustworthiness of messages. In the
proposed TPMOTM, the evaluation includes three phases:
message generation, message transmission, and message inte-
gration. Message are evaluated by specific detection factors in
message generation and message transmission, and integrated
in message integration phase. Then event state is determined
based on messages and their trust values. Finally, the ONE
simulator is utilized to simulate FANET and attacks, and a
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comprehensive simulation evaluation is conducted on the TP-
MOTM. The availability of detection factors, the effectiveness
of message evaluation, the accuracy of event detection, and
low overhead are proved. In addition, the TPMOTM is com-
pared with UAVN-pro and COI-HiTrust, and the experiments
show that the proposed model outperforms existing models
in message evaluation, event detection, and communication
overhead.

Future directions focus on improving the TPMOTM to
resist more attacks. In order to detect more attacks, it is
necessary to study and quantify features of these attacks.
While in the common case the solution is designed for ded-
icated attack detection, in the extreme case where attackers
can intelligently switch their attack modes, it is necessary to
shorten the detection time of each attack to address this issue

in the feature.
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