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Secure Recursive State Estimation of Networked
Systems Against Eavesdropping: A
Partial-Encryption-Decryption Method

Lei Zou, Zidong Wang, Bo Shen, and Hongli Dong

Abstract—This paper addresses the problem of secure recur-
sive state estimation for a networked linear system, which may
be vulnerable to interception of transmitted measurement data
by eavesdroppers. To effectively protect information security, an
encryption-decryption-based communication scheme can be used,
but encrypting all the measurement data from sensors can result
in significant computational costs. To address this issue, a partial-
encryption-decryption (PED) mechanism is proposed to enhance
information security with relatively low computational costs. In
this mechanism, only part of the transmitted measurement signals
are encrypted, and the remaining signals are transmitted directly
to the estimator. A Jordan-canonical-form-based approach is
developed to select the appropriate parameter for the PED
mechanism, and recursive formulas for the state estimator are
designed based on the principle of minimum mean squared
error. Sufficient conditions are derived to guarantee the ultimate
boundedness of the estimation error variance matrix. Finally,
the proposed PED-based recursive state estimation scheme is
evaluated through two simulation examples to demonstrate its
effectiveness.

Index Terms—Recursive state estimation, eavesdropping,
encryption-decryption scheme, minimum mean squared error,
ultimate boundedness analysis

Notations
p(P) The spectral radius of the matrix P
B\A The relative complement of A with respect to B

RP The p-dimensional Euclidean space

P >2 P — 2 is positive semi-definite
P >2 P — 2 is positive definite

MT The transpose of .#

Y/ The inverse matrix of .Z

Amax{</} The maximum eigenvalue of &7
Amin{#/} The minimum eigenvalue of ./
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Prob{s} The occurrence probability of the event “s”
E{z} The expectation of the stochastic variable x
E{zly}  The expectation of = conditional on y

rank(A)  The rank of a matrix 4

I The identity matrix with compatible dimensions
0 The zero matrix with compatible dimensions
diag{...} The block-diagonal matrix

la] The largest integer less than or equal to a
mod(a,b) The unique nonnegative remainder on division of

a by positive integer b

I. INTRODUCTION

In recent decades, networked systems have become increas-
ingly prevalent in industrial communities due to the perceived
benefits of network-based communication [3], [13], [18],
[24], [34]. Unlike conventional point-to-point communica-
tion, networked systems transmit data through channel-sharing
communication, and this type of communication can have a
significant impact on signal transmission behavior, leading
to network-induced effects that pose additional challenges to
analysis and synthesis of networked systems [9], [37]. State
estimation (SE), as a crucial research topic in control and
signal processing, is essential for the information perception
of dynamic systems. Accordingly, considerable research effort
has been dedicated to developing SE techniques for a variety
of networked systems over the last few decades, see [11], [15],
[25], [35], [38], [41] and their respective references.

Recursive state estimation (RSE) for networked systems
has garnered significant research attention due to its wide
suitability and outstanding performance in many industrial
applications [28], [30], making it one of the mostly investigat-
ed issues. Based on the estimation performance requirements,
RSE schemes have been divided into three categories, namely,
minimum-variance SE [31], [39], set-membership SE [22],
[46], and finite-horizon H., SE [19], [27]. For example, an
event-based distributed set-membership SE strategy has been
developed in [36] for time-varying nonlinear systems over
sensor networks, and a recursive state estimator has been
constructed in [29] for networked discrete-time systems with
packet dropouts. Recently, extensive research attention has
been given to the RSE problem under cyber-attacks, resulting
in rapid development in the field [2], [4], [6], [12], [23].

Eavesdropping is one of the most frequently occurring
cyber-attacks in practical networked systems. Due to the
openness of the communication, potential eavesdroppers can
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hijack the communication links to infer private data, pos-
ing serious threats to the information security of networked
systems [21], [44]. Therefore, protecting private information
from eavesdropping in networked SE problems is of great
significance. Representative results regarding the protection
of information security in networked SE issues have been
reported in the literature, as seen in [7], [45]. From a technical
standpoint, privacy-preserving schemes can be divided into
two categories: transmission-scheduling-based schemes [14],
[17] and encryption-decryption schemes (EDSs) [32], [40]. In
the framework of a transmission-scheduling-based scheme, a
specific mechanism is dedicatedly designed to schedule signal
transmissions to degrade the SE performance for potential
eavesdroppers.

In the framework of an EDS, the prescribed secret key is
used to transform the raw signal into encrypted data before
transmission, thereby making it impossible for potential eaves-
droppers to recover the raw signal from the encrypted data
and achieve information security during signal transmissions.
Compared with the transmission-scheduling-based scheme, the
EDS can achieve better information security if the secret key is
sufficiently safe. However, encryption algorithms in cryptogra-
phy can lead to high consumption in computational resources
at the signal transmitters [8], [26], [33], which greatly affects
the real-time implementation of signal collection. Obviously,
such encryption-induced effects can have a significant impact
on the corresponding SE issues. Nevertheless, the networked
SE problem subject to the encryption-induced effects has not
received sufficient attention due to the complicated behaviors
caused by the encryption process, and this motivates our
current research.

In this paper, we focus our attention on the RSE problem
of networked systems against eavesdropping under the effects
of EDS. The challenges are outlined as follows:

1) how to preserve the information security by designing the
suitable encryption-decryption mechanism with relatively
low computational cost?

2) how to design the recursive state estimator under the
encryption-induced effects? and

3) how to analyze the ultimate boundedness of the SE error
variance?

Regarding the above identified challenges, the main contri-
butions of this article are summarized as follows:

1) a novel partial-encryption-decryption (PED) mechanism
is designed to achieve the desired information security
while alleviating the computational cost in the signal
transmitter,

2) an RSE strategy is developed in the sense of minimum
mean squared error (MMSE) subject to the effects in-
duced by the encryption process and packet dropouts, and

3) the ultimate boundedness is analyzed for the resultant SE
error variance.

The remainder of this paper is organized as follows. In
Section II, the PED-based RSE problem is formulated for
networked systems against eavesdropping. In Section III, the
desired encryptor parameter is devised to protect the infor-
mation security. Then, the recursive formulas for the state

estimator are proposed according to the principle of MMSE.
Moreover, sufficient conditions are established to ensure the
ultimate boundedness of the resultant SE error variance. Two
simulation examples are provided in Section IV to demonstrate
the effectiveness of the proposed PED-based RSE scheme.
Finally, the conclusion of our investigation is drawn in Section
V.

II. PROBLEM FORMULATION AND PRELIMINARIES
A. The plant and encryption-decryption mechanism

Consider a networked SE problem where the signal trans-
missions over the communication channel are overheard by
an eavesdropper. The plant under consideration is a linear
discrete-time system of the following form:

{ Tp1 = Azp + wi

1
yr = Cxp + v, M)

where z;, € R™ and y; € R™ are, respectively, the system
state and measurement output at time instant k; wy € RP and
v € R™ denote the process noise and measurement noise,
respectively; and A and C' are real-valued parameter matrices
of appropriate dimensions. Without loss of generality, in this
paper, it is assumed that AAT > 0.

Remark 1: The assumption that AAT > 0 is quite reason-
able for practical engineering. In real-world applications, the
plant (1) is always derived by discretizing certain continuous-
time linear time-invariant system. Specifically, consider the
following continuous-time linear time-invariant system

dE(t) = AZ(t)dt + di3(t)

where Z(t) € R™ is the state vector, and &(¢) stands for a
zero-mean Wiener process (Brownian motion). By discretizing
the above system subject to a sampling period 7 and letting
vy £ F(KT), we can derive a discrete-time linear time-
invariant system of the form (1), in which the parameter A
is calculated by A = e47. Obviously, such a matrix A is
invertible and satisfies AAT > 0.

The initial state zg, the measurement noise vy and the
process noise wy are mutually uncorrelated Gaussian vectors
and have the following statistical properties:

E{wp} =0, E{vx} =0, E{xo} = 7o, E{wpwl } = Q,
E{(SCQ — fo)(xo — i‘Q)T} = X, E{Vkl/g} =R

where Xg > 0 and Q > 0 are known matrices, B > 0 is
a known diagonal matrix, and y € R™ is a known vector.
Actually, the condition that R is a diagonal matrix is not
a restrictive assumption. Consider the case that R is not a
diagonal matrix. Obviously, the matrix R can be rewritten
as R = PRP” by using the eigen-decomposition technique,
where P is an invertible matrix, and R is a diagonal matrix
composed of the eigenvalues of R. Then, by constructing a
new measurement output jr = P~ lyy, it is easy to observe
that g, = P_lyk = P~ 'Cxy + 7}, where 7, 4 Py,
Apparently, the new noise vector 7 satisfies the condition
E{oxil} = P"'RP~T = R. Hence, such a reformulated
measurement noise vector falls into the case that E{y} } is
a known diagonal matrix.
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In this paper, the encryption mechanism is utilized to
protect the information security of the signal transmission
procedure, where the measurement data is first transformed
into encrypted data (i.e., ciphertext) before being transmitted.
A decryption mechanism is adopted at the state estimator side
to recover the measurement data from the received ciphertex-
t. Such encryption-decryption-based communication schemes
have been widely utilized in various industrial applications.
However, encryption on the measurement data will inevitably
result in heavy computational costs, which lead to certain
computation and communication overheads. For example, in
the well-known RSA encryption mechanism, the ciphertext
k for the plaintext (i.e., the original measurement data) is
calculated using the following procedure:

k=Y mod y

where 1 is the integer corresponding to the plaintext, ¥ and
X are very large positive integers. The integer pair (¢, x) is
referred to as the public key for the RSA encryption.

In practice, RSA keys are typically 1024 to 4096 bits long.
The huge computational cost of such an encryption mechanism
restricts the corresponding usage in many real-time tasks.
Note that the computational cost of the encryption process
depends largely on the dimension of the measurement data.
Inspired by [26], in this paper, a PED mechanism is introduced
in the signal transmission process to enhance the informa-
tion security while alleviating the computational cost in the
signal transmitter. Different from the traditional encryption-
decryption mechanism where the whole measurement data
should be processed, the PED mechanism proposed in this pa-
per only needs to encrypt part of the transmitted measurement
data and thereby reduces the on-line computational cost in the
signal transmitter. Considering the limited computational cost
in the signal transmitter, without loss of generality, we assume
that only m entries in y; will be encrypted by the encryption
mechanism simultaneously. The remained m — m entries in
yr. will be transmitted directly to the state estimator over the
communication network.

The PED mechanism utilized in this paper is implemented
according to the following steps:

PED Process:

Step 1. Let the value of m (i.e., the number of encrypted
entries in y) be given. Divide the measurement
output y, into two parts, namely y;  and y2 .
Here, y1 1 € R™ denotes the selected measurement
data to be encrypted.

Transform the selected measurement data y; 5 into
ciphertext by using the given encryption algorithm
(e.g. the widely adopted RSA algorithm). Then,
transmit the ciphertext to the state estimator via
the communication network.

Recover the measurement data from the received
ciphertext by using the corresponding decryption
algorithm.

Step 2.

Step 3.

entries in y; to be encrypted, where &; € {1,2,...,m} and

& # & forall ¢ # j. In other words, the selected measurement
data v 1, can be described as follows:

yiw 2 [uF (&) yh(&) yl(€m)]”

where y (&;) represents the &;-th entry in yj,. Here, the value
of the set ¢ is regarded as the designing parameter for the PED
mechanism. For notation simplicity, we let

—

(&) £ [eT (&) eT(&)

[O 0 ...
§i—1
Obviously, by letting £ £ {1,2,...,m} \ £, we have
{ Y1k = P(E)yn
Y20 = ©(E)Yr
According to the above discussion, the networked SE pro-
cess with PED mechanism can be shown by Fig. 1.
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Fig. 1: Networked SE with partially encrypted measurements

We are now in a position to introduce the effects induced
by the encryption process and network-based communication.
Before introducing the encryption process, let us introduce the
following assumption on the encryption mechanism.

Assumption 1: The elapsed time of the encryption process
on the data y; 1, is d. The encryption on y; ; can be implement-
ed only when the encryption on the previous data is completed.
Furthermore, the first encrypted measurement data is y1 0.

It is easy to observe from Assumption 1 that: 1) the
measurement signal y; 5, will only be encrypted at time instants
{0,d,2d,3d, ...}, 2) the encryption on the measurement signal
y11a (VI € {0,1,2,...}) will be completed at time instant
(I41)d (due to the elapsed time of the encryption process), and
3) the measurement signals {y1 x }ia<k<(+1)a (VI =0,1,...)
(which are generated during the encryption process) will be
“discarded”. Without loss of generality, let the generated
ciphertext at time instant (d be (;4. Then, the time instants
of the encryption process on the measurement signal y; ;4 are
described in Fig. 2.

As shown in Fig. 2, we can conclude that

Bia = En(yy,q-1ya), [=1,2,...

Copyright © 2024 Institute of Electrical and Electronics Engineers (IEEE). Personal use of this material is permitted. Permission from IEEE must be obtained for all other uses, in any current or
future media, including reprinting/republishing this material for advertising or promotional purposes, creating new collective works, for resale or redistribution to servers or lists, or reuse of any
copyrighted component of this work in other works. See: https:/journals.ieeeauthorcenter.ieee.org/become-an-ieee-journal-author/publishing-ethics/guidelines-and-policies/post-publication-policies/



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication.
Citation information: DOI: 10.1109/TAC.2024.3512413, IEEE Transactions on Automatic Control

FINAL

Datatobe Y10 Y1,da Yi,2d Y1,3d Y1d  Y1,0+1)d
i L L o k [

encrypted = (] LI N [ s,
R i % )
Y ! |
} * ! i N
Generated | Ba P Bsa B Butya
: ] ] | Lo [ o | | e o .
ciphertext * . : : >
! | | :
i i i
! ! I I
T I 1 | H
ll};:':]fts Llleolilol1l] ®© ® o (|l.| ® o e .
012-d — 2d- 3d W - D >

Fig. 2: Time instants of the encryption process

where En(-) represents the encryption mechanism. According-
ly, the transmitted data at time instant & (which is represented
by Bk) is described as follows:

B Y2,k if mod(k,d) #0
B = Pr } if mod(k,d) =0
Y2,k

In this paper, it is assumed that the signal transmission-
s over the communication network would suffer from the
effects of packet dropouts, which can be described by a
sequence of independent and identically distributed (i.i.d.)
random variables {~x}r>0. More specifically, 75 equals to 1
if the signal is successfully transmitted at time instant k£ and
zero otherwise. The corresponding occurrence probabilities are
Prob{v; = 1} =% and Prob{v;, =0} =1-7.

Let De(:) be the decryption mechanism and @j, be the
received measurement data of the state estimator at time
instant k. Under the effects of packet dropouts, we have

0, if v, =0

_ Y2,k if v, =1 and mod(k,d) # 0

yk - _De(ﬁk)

] , if v, =1 and mod(k,d) =0
L Y2,k
@, if Yk = 0
_ ) Y2k if v, =1 and mod(k,d) # 0 @)

YLk=d| ©if ~ny =1 and mod(k,d) = 0
L Y2,k

where the last step follows from the fact that De(8,4) =
De(En(y1,i-1)d)) = ¥1,0-1)d-

Remark 2: Encryption is recognized as one of the most
effective ways to protect information security. In the context of
cryptography, encryption stands for the process that transforms
the representation of the original information into the encrypt-
ed message based on the “secret key”. By doing so, only
authorized parties (i.e., those with knowledge of the secret key)
can infer the original information from the encrypted message
through decryptors, thereby preserving private information
from information leakage. Generally speaking, the strength of
the encryption process is described by the length of the secret
key. However, a secret key with a long length would result in
a high computational cost. In practice, the length of the secret
key can be adjusted to attain a tradeoff between information
security and computational cost.

B. The information security and recursive state estimator

In this subsection, we shall first discuss the information
security of the networked SE issue shown in Fig. 1. Let us
start the discussion with a brief review of the detectability.

Definition 1: [16] A linear time-invariant system is de-
tectable if and only if all the unstable states of the system are
observable.

As shown in Fig. 1, an eavesdropper can acquire the
transmitted signals from the communication channel and es-
timate the system states. In this paper, it is assumed that the
eavesdropper is incapable of recovering the measurement data
from the cyphertext. Accordingly, only partial measurement
data (i.e., ¥2,1) can be used for SE on the eavesdropper side.
Specifically, the ciphertext provides no information to the
eavesdropper.

According to the above discussions, it is easy to see that
the SE issue from the eavesdropper side is considered for the
following system:

{ Tp1 = Azp + wi

Y26 = P(§)Cay + (v

The purpose of the eavesdropper is to estimate the sys-
tem state based on the available measurements Z. j £

{90,915, Uk}, where

; {@,
Yk =
y2,k7

and 7y, 5 governs the random nature of the packet dropouts for
the signal transmissions during the eavesdropping process.

To protect the information security of the networked SE
process, in this paper, we would like to select the suitable set
5 such that the linear time-invariant system (3) is undetectable.
By doing so, it is nearly impossible for the eavesdropper to
derive an accurate estimate of the system state, even if . j, =
1 holds for all £ > 0 (i.e., all the transmitted signals are
successfully received by the eavesdropper).

Next, let us consider the SE issue for the user side. Con-
sidering the measurement data received by the estimator, in
this paper, the MMSE state estimate Ty, at the user side is
calculated by the following scheme:

3

if Ye, =0
lf 'Ye,k =1 ’

Ty = argﬂgnE{(f — )" (& — an) | Ti },

= E{.”L‘HI]C}, (4)

where 7, £ {g|i < k,5; # (0} represents the available
measurements set.
We are now ready to present the three main objectives of
this paper as follows.
o Design the value of the set {7 such that the linear time-
invariant system (3) is undetectable.
o Design the recursive formulas to calculate the desired
state estimate ¥, according to the SE scheme (4).
o Analyze the boundedness of the SE error variance

E{ (&g — 1) (@rpe — 2x) "}

III. MAIN RESULTS
A. Design of the set E

According to the plant (1), we can derive the following
Jordan canonical form by using the similarity transformation.
Without loss of generality, we assume that the matrix A has
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r distinct eigenvalues {A;};=12 . ,. Then, there exists an
invertible matrix 7 € R™*™ such that

Xk+1 = Jxk + Bwy 5)
yr = Gxi + v
where
Xk 2 Tay, BET, J2TAT ! =diag{J1, Ja,..., ]},
G é CTil - [Gl G2 Gr} )
Gi £ [Gip G Gia,], Gij & [g;fj) gfj) ol
Ao 1 1
Ji1 A1
Ji & , Jig = )
Ji,ai .'. 1
Al

and «; denotes the geometric multiplicity of the eigenvalue
i

Before proceeding further, we introduce the following lem-
ma.

Lemma 1: [47] The linear time-invariant system (5) is
observable if and only if
rank(@(é) [ggll) 91(12) gz(lod ) =, V1<i<r.

For notation simplicity, we define
A= AN e {Aitizi2,.mp(A) > 1},
g2 o oQ .. 0]
Based on the definition of A, we have the following propo-
sition.
Proposition 1: The linear time-invariant system (3) is un-

detectable if and only if there exists a positive integer i € A
such that

rank(®(£)G;) < . (©6)

Proof: The proof follows readily from Definition 1 and
Lemma 1, and is therefore omitted here for space saving. H
Corollary 1: The linear time-invariant system (3) is un-
detectable if there exist a positive integer ¢ € A such that
rank(@(é)) < oy.
Proof: The proof is straightforward based on Proposition
1, and is thus omitted here for brevity. [ |
Remark 3: We have now completed the design of the
set 5 based on the Jordan canonical form of the plant. As
previously mentioned, the encryption process inevitably incurs
a certain computational cost, which is largely dependent on
the number of elements in the set {7 (i.e., the value of m). To
minimize the computational cost of the encryption process,
the value of the integer m can be determined by solving the
constrained optimization problem of minimizing /m subject to
the feasibility of rank(q)(é)gi) < a for certain £ and i € A.
Note that for any m € {1,2,...,m}, the number of possible
combinations (é ,1) is limited. Hence, the above constrained
optimization problem can be easily solved by the enumeration
method.

B. Design of the MMSE estimator

Before further proceeding, the following lemmas are intro-
duced, which will be used later.

Lemma 2: [1] Let X and Y be random vectors with a jointly
Gaussian distribution. Then, the conditional distribution of X
given Y is of the expectation

E{X|Y} =E{X}+Exy S (Y —E{Y}) (D)
and conditional variance
E{(X - E{X})(X —E{X})"|Y}
=Yx - Uxy Sy Sy x (8)
where Yx £ E{(X — E{X})(X — E{X})T} and Xxy =
E{(X -E{X}H(Y -E{Y})T}.
Lemma 3: [1] Suppose that X, Y3, Y5, ..., Y, are jointly

distributed with Y7, Ys, ..., Yi mutually uncorrelated, i.e.,
Yy,y; = 0 for i # j. Then, we have

k
E{X[V1,Ys, ..., Y3} = D E{X|Vi} — (k- DE{X}. (9)
i=1
Lemma 4: [1] Let Z = {2 }x>0 be a Gaussian random
sequence. Define Zp £ 2o — E{zo}, Zx £ 2z — E{zk|Zp—1}
and Z;, £ {Zk}k>0. Then, with w and Zj, jointly distributed,
we have

k
E{w|Zi} = E{w|Z;} = > E{w|Z}
1=0
provided E{w} = 0.

We can now proceed with designing the MMSE estimator
in a recursive form. Let us first consider the case where mod
(k,d) # 0. The following theorem proposes the corresponding
estimator design.

Theorem 1: For the case that mod(k,d) # 0 or k = 0, the
MMSE state estimate Zy; can be calculated according to the
following recursions:

-1 = AZp—1jk—1,
Trk = Erpet + SRS, Tk (10)
Zoj—1 = To
where
ehlh—1 = Tk — Eppo1, ey, = E{ek\kfleak—lllyg_l}a
N T
Ehoih—j = Blan—iTo—s}, W6 £ [0 m )",
S £ E{Gkdi o)
= @(§)C%e,,, CTOT(€) + 2(€)RDT(€),
2k 2 E{ (2 — E{or})ii 16} = B, OT 2T (€),
Uk = v (U — B{Ok|Tr-1}) = W (0k — @) CRpjp—1)-

Furthermore, the values of {Eek\k—l}kzl can be calculated
recursively according to the following difference equations:

Eek\k—l = AEek—l\k—lAT + Q
See = Sewpeos — TEkDy, h (11)
Seyy = Xo
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in which Ck|k e Tk — :i'k\k and Eek‘k e E{ek‘ke;ﬁkhg}

Proof: First, it is easy to observe from the definition
of y that 7Zj is consisted of the available measurements
(i.e. {y1,id}o<i<|k/d) and {y2,i}o<i<k). Since the initial state
o, the measurement noise v, and the process noise wy are
mutually uncorrelated Gaussian vectors, it is easy to conclude
that g, is a Gaussian vector whose statistical property depends
on the value of mod(k,d), which indicates that Zj is a
sequence of Gaussian vectors.

According to the definition of Zj, it is observed that

:Z — 1
Zk 1- {y27k}’

According to the MMSE estimation scheme (4), we have

E{zk|Zy},
E{zk|Zr-1},

if’}/k =0
if"yk: 1'

if’yk =1

i'k\k = E{l‘k|zk} = { (12)

if =0

Consider the case that 7 = 1 and define wy, = x), —E{zy}.
It is obvious that E{wy} = 0. Then, it follows from Lemma
4 that

E{xk|Zi} — B{ai} = B{wi| T} = B{wi|Zp}
=E{ap|Ze} — E{xx},

which implies that E{xy|Z.} = E{xzx|Z;}. Subsequently, it
follows from (12) that
P . E{xkﬂk}, if Yk = 1
T EanlTeo )
_ E{.’L‘;@sz},
E{Azy 1 +wr—1|Tr-1},

if =0
if’}/k =1

13
if v, =0 (13)

where Z;, £ {gili < k,v # 0}. As shown in [1], it is
obvious that the vectors in Z;, are mutually uncorrelated. Then,
considering the case that v, = 1, the following equalities can
be easily achieved by using Lemma 3:

k
E{zi|Ti} = > E{wlii} — (k — DE{ax}

= S Efailgi} — (k ~ 2)B{e} + Blaili) — Bla)

=E{ag [Ty} + E{axlgr} — Efzi}
= E{w Ty} + B{k|Gn} — E{zx}
=Zpp—1 + E{zp|gr} — E{zs}.
Subsequently, it follows from Lemma 2, (1) and (12) that

& . E{Ik|zk}, if Y = 1
klk E{Ik|zk,1}, if Y = 0
) T ikE;,}ﬂk, ify, =1 (14)
Alp k-1, ify =0

Noting that

Tppp—1 = E{Azp 1 +wp1|Th—1} = ABp_qpp—1,

6
it can be concluded from (14) that
Tpip—1 = ATp—1jp—1, (15)
Tk = Trjr—1 +%Ek§3§:ﬂk '

For the case that v, = 1, it is easy to observe from the
definition of ¢, that

. = ©(E)Cepppr + P(E) vy,
which implies that

S = B{(zx — E{z})(@(€) Cerper + ()ur) "'}
= E{(exp—1 + Tp-1)epp_CT 7€)}
= S OTT(6),

€klk—1

and

Lj. = 2()0Le,, ,CTT () + 2(R2T(E).

To obtain a recursive form for the MMSE estimator, we
shall consider the calculation of X As shown in [1], it
is obvious that

€klk—1

€klk—1"

Eek\k—l = Azek—l\k—lAT +@Q,
Serne = Serpns — Whep, CT T ()T 1RO, , .
The proof is now complete. [ |

Now, we are in the position to consider the case of mod
(k,d) = 0, where the received measurement output is

0, if 7, = 0

Yk = [yl,k—d] iy =1
Y2,k

Evidently, the measurement data received at the previous
time instant, i.e., yi r—q, can aid in improving the state
estimate of xj_g4, which, in turn, can help “correct” the gen-
erated state estimates of {x; }i=k—d k—d+1,... k—1. TO generate
the desired state estimates of xzj; using these corrected state
estimates, we introduce the following sets that describe the
available measurements:

{ Th—a & Tj—a U {Gk—al,

Ti—a+i & To—ayiot U{fk—ari}, i=1,2,....d
where
A ik—d, =1
Yk=d =1 g, ify =0’
. a ) Yok—dris M Yg—ari=1
Ye—d+i — . ’ 7’:1527"'5d'
Yot { 0, if Yk—q1i =0

Now, we shall consider the corrected state estimate of x;_g4.
For notation simplicity, we define &;; £ E{x;|Z;} for i = k—
d,k—d—+1,..., k. In this paper, the corrected state estimate of
Zk—_q 18 calculated by the MMSE E{xk,dﬁk,d} = Tp—_d|k—d-

In light of definition of T—a, the state estimate Th—dlk—d
can be calculated in the following theorem.

Theorem 2: For the case that mod(k,d) = 0 and k& > 0,
the value of Z_4),_q can be calculated as follows:

(16)

- A~ =1 —1 -
Tp—dlk—d = Th—dlk—d T TeBk—dXg ,  YLk—d
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where The following corollaries, which can be easily obtained
. N based on Theorem 2, are presented without proof to save
Th—d = e (Y1,0—a — B{y1 o—alZi—a}) space.
=Yk (y1,6—a — <I>(5)C:%k,d\k,d), Corollary 2: For the case of mod(k,d) = 0, the values of
S E{(z5_q — ]E{kad})yﬁ(fk,dhg} {Zi|i }i=k—d+1,k—d+2,...r can be calculated as follows:
= Eek—d\k—dOTq)T(€>5 Tiji—1 = AZi_1)i-1 o
Sda = E{li—abi_alb} Ziji = Tiji—1 + %E E~ 2
= (P(g)CEEk—d\k—dcT(bT(g) + (I)(g)R(I)T(g) where
Furthermore, the value of the corresponding conditional vari- 5. A a4 2 A E{é;; 5T | k}
. N Cili—1 Ti — Tj|i—1, €ili—1 Cili 1ez|z 117 5>
ance matrix for x4 — T_qx—q can be calculated as follows: N .
2 _y > CT(I)T — Ei = E{( E{xl})yQ 1|’70} - 61\1’710 ¢ (5)7
€k—dlk—d ekEd\k d _(gC;dkd ( ) (17) 2172,1' A E{ 42 1y21|70} _ ( )(CE%,ICT —l—R)(I)T(é),
X i e _ — o -
Lk—d hodlkd Yo = vilyzi — B{y2,ilZica}) = %i(y2,i — ®(§)Cigpimr).

where -
Furthermore, the values of {Eem,l}i:k—d+1,k—d+2,...,k and

Eek,d‘k,d £ E{(wg—q — Tp—djp—d)(Tr—a — fkfd\kfd)Th(]JC}' {XVIBW}i:k,dﬂﬂk,dﬂwﬁk can be calculated recursively by

Proof: According to the definition of g g, it is using the following dlfferen(je equations:
observed from the definition of Z;_, that { Yeiioa = AEei,w,lAT +Q
-~ ~ ~ S oe 1 =7 (22)
Tp—dik—d = E{ok—d|Ly—a} = Tx_ajk—a (18) Yoy =% - %‘Eizﬂ;iz?

€ili—1

if v, = 0. o 3 where é;; £ z; — &;); and Eew S E{é;¢ mho}

For the case of v, = 1, it is concluded that 7y _q = Zx—aU  Corollary 3: For the case of mod(k,d) = 0, the MMSE
{y1,k—a}. Along the similar lines in the proof of Theqrem 1, state estimate Zpr and the corresponding conditional error
we have E{zy_4|Tr—a} = E{zr_q|Zr_a}, from which we variance matrices can be calculated as follows:
observe that . . 5

Lklk = E{xkuk} = E{$k|zk} = Tp|k
Ep—dk—d = E{@p—a|To—a U {y1,k—a}} Y =% '
=E{zr_alfip—a} + E{zr—a|Tr—a} — E{zr_a}

(23)

€k|k €k|k

Summarizing the above discussions, the detailed implemen-

= Ep_djp—d + Sk dEyl Y k—d (19)  tation of the whole estimation process can be described as
= A (~ - . follows:
where Zy,—a = {Jo, 91, ., Je—a} with Case 1: if mod(k,d) # 0 or k = 0
S A A
hd . e Tlk—1 = Axk—1|k—17
=E{(wr-a — E{rr-a})(®(¢ )TC€k aik—a + P(E)vi—a)" } Thk = Brp—1 + WERE;, Uk
=E{(ep—ap—a + xk7d|k7d)ek_d\k—dc o (f)} Zo|_1 = To
= Eek—d\k—dCTq)T(f)

where the computations of yy, ik and g, are given in
and Theorem 1.

_s@cs CTOT (€) + B(ERDT(E). Case 2: if mod(k,d) =0and k > 0

)y

Y1,k—d €k—dlk—d
- ~ = —1 —
Tp—dik—d = Th—dlk—d T WXk—d2g, ,  Y1k—d

Tjji—1 = AZi_q)i—1, k—d<i<k

Summarizing the results derived so far, it is concluded that

Foedlhed = Thodjo—d + Tk Sh— dzyl o Ytk—a.  (20) % ey
Tijji = Tiji—1 + %2y, Yo k—d<i<k
Now, let us calculate the value of Eekfd‘kfd as follows: . y o
} Tk = Th|k
Eek—d\k—d . 5 = B
_E B B T & where the computations of 41 x—a, Xk—d> gy j_g> Hi> Do ;
=E{(zr-a - ‘rk—dw:d)(xk*d ~ Tp-ap-a)” 10} and 7 ; are given in Theorem 2 and Corollary 2.
=E{(ex—djp—a — vkEk_dE;11k7d§'17k_d)(ek,d‘k,d Remark 4: Tt should be pointed out that the estimates at time
O Tk instant {k—d+1,k—d+2,...,k—1} derived in Corollary 2
ThSk—d yl k= dyl k-a) |Fif)} can be regarded as the “corrected” version of the estimates
=Ye, gk — 1k dijl . dzf_d derived in Theorem 1. Actually, Theorem 1 calculates the
A = I-time MMSE estimate at time instant k for the case that
=3, — e cTo?(&x-t  d(E)Cx, L
k-ape—a — VhZer—aie-a (€)%, PE)OFer e mod(k,d) # 0. For the case that mod(k,d) = 0, Theorem
The proof is now complete. B 2 and Corollary 2 calculate a sequence of MMSE estimates
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{Zii Yimh—d,k—ds1,...ks Where {Z;;}imk—dk—dr1,.. k-1 are
regarded as the “updated” MMSE estimates at time instants
{k—d,k—d+2,....,k— 1}, and Z;, is used to generate
the real-time MMSE estimate at time instant k£ based on those
updated MMSE estimates. Obviously, the derived results in
Corollary 2 are actually the estimates for “historic states”.
Hence, although the results in Corollary 2 might be more
accurate than the estimates derived in Theorem 1, Theorem 1
is of great importance from the aspect of real-time application.

Remark 5: By now, we have completed the design of the
MMSE state estimator and derived the conditional one-step
prediction error variance matrices {¥,, , }x>1 and condi-
tional estimation error variance matrices {Eek‘k} k>0, Tespec-
tively. It should be pointed out that the values of {3, , _, }x>1
and {Eek\k}kzo are dependent on the sequence {7 }r>0. To
study the infinite-horizon property of the estimation error, it is
reasonable to analyze ultimate boundedness of the estimation
error variance matrix E{ek‘ke;‘gk} = E{%, , } with the con-
sideration of the statistical distribution of the random variable
sequence {7k }x>0-

C. Boundedness analysis of E{%, , }
In this subsection, we are in a position to analyze the
ultimate boundedness for the time-varying matrix E{>, , }.

According to the recursions proposed in (11), the following
equalities hold for mod(k,d) # 0 or k = 0:
{ Eek\k 1= Azek—l\k—lAT +Q
A, A S 71 S .
Sl =Sl CToT() (0 RET(E) T e()C
24)
On the other hand, for the case of mod (k,d) =0 and k& >
0, we have

—

Sl s = wCTRT(E)(@(E)RDT(E) T D(E)C
+E€‘_k dlk—d
S =000 40T (€) (B(ERDT(E) T B(E)C,
k—d<i<k
Seis =A%, ATHQ,  k—d<i<k
Soh =30l wCTeT () (R(€)RT(E)) T @ (€)C

(25)

Now, we focus our attention on the lower bounds of the
time-varying matrix X

€k|k "
Proposition 2: The following inequalities hold for any & >
0:
Sep =0, ey >0 (26)
where
é £ mln{/\mm{XO} )\mln{Q}}
' L 20T (R Aman{CTC).

Proof: First, it is easy to see from the recursions (24) and
(25) that

{ Serps = Min{Amin{ Xo}, Amin{Q}} = oI

. X 27
Eek‘k,l > )\min{Q}I > QI

Noting that ®(£)®7(£) = I and &7 (€)®(€) < I, it is easy

to see that
{‘1>T(5)(‘I>(5)R‘1>T(E)) B(E) < AR
7 (€)(P(E)RRT(€)) T ®(€) < ApL{RH
Then, it follows from the calculation of Zekl‘k that

A1

Sol <00 T+ uCTeT () (R(€)RT(E)) T @ (€)C
<¢ g YA {R}ICTC < ¢, (28)

and
E;\ll = Eew\lw 1 + /\mlln{R}CTC < ?I, k—d<i<k
E 1 < ¥ 1 +A—l {R}OTC«S?I,

€k—dlk—d — €k—d|k—d min

(29)

which implies that 3¢, , > ¢ '1 and ¥, , > ¢ 'I. The
proof is now complete. [ |
According to Proposition 2, we can easily obtain the fol-
lowing proposition.
Proposition 3: For two given positive integers s > 1 and
1 < N < s, the following condition holds:

Ee 2\ sd —oiNd(AiNd)TEg(ifN)d\(st)d Nl
+ 0N F (v nyan) (30)
where
Amax .. CTOT(H)D(E)C
031+é7{62}, R(5)2M7
)\min{AAT} )\max{R}
Nd—1 _ K _
}—(W(Ssd—zv)dﬂ) £ Z (vsa—i(A™HTR(§ AT
i=0
N . .
+ 3 Yemgra(ATTHTRE AT
j=1

Proof: Considering the difference equations (24) and (25),
one can infer that

ASe, AT 2 97T AAT > 6 A {AATH
Q S Amax{cg}j

Agek—l\k—lAT Z ?71AAT Z ?71)\min{AAT}I ’
Q S Amax{cg}j

which implies that >
A

€k|lk—1 S eAEEk—l\k—lA and Eek\k 1 —

AT hold for all £ > 1. Then, it is concluded that
1 -1 2

Eesd‘sd = A + FYSdR(g)

S >0 ATTS AT s R(E)

esd 1lsd—1 —
yo! >0 tATTS AT+ 742 R(E) |

€sd—2|sd—2 —

€k—1|k—1

>0 tATTY !

€sd—1|sd—1

yot >yt + 75 R(E)

€sd—d|sd—d — €sd—d|sd—d

(31
According to (31), it is readily obtained that

- 1

€sd|sd
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d—1
—dy g—d\Tx—1 —d i T
>0 (AT A +Z(9 Vsd—i(A™")
i=0

X R({A)A*Z) Y

> ...
Nd—1
—Nd —Nd\Ty—1 —Nd
=0 <(A ) Ee(stM\(st)dA + Z (%d*i
i=0

N
< ATYTROA™) + 3 (e srald ) REA )
j=1
—Nd

_ p—Nd( f—Nd\Tx—1
=07"4(ATY "

€(s—N)d|(s—

(32)

|
Now, we are ready to consider the ultimate boundedness
of E{X, , }. According to (24), it is easy to conclude that
Yeonvarionars < O AS. L, yoanr for any i > 0, which
implies that the ultimate boundedness of E{X, ,} can be
achieved if the matrix sequence {E{¥c ., .x.}}s=01, . 18
ultimately bounded. Next, let us consider the boundedness of
{E{Xe, ysjena)}s=0,1,.. in the following Theorem.
Theorem 3: Given the occurrence probability 4 and positive
integer N > 1, calculate the sequence of positive scalars
{ws+1}s>0 according to the following difference equation

=3 1D A AV (AN Y+ 3 ()0

+ 0N F (v nyag)-

Ws+1
jeo jeEO
wo = )\max{XO}
(33)
where
O & {nlF(n) > 0,n € O}, 9 = min i {F(0)}},
m(j) 2 0% (30" (1 - ><1N>T tv=0), 0L 0\0,
0 0 0
0 1 0
O 0 0 1
0

Then, the mathematical expectation of the time-varying matrix
b is bounded by

E{Eesmm} < wsl,

€sN|sN

s=0,1,... (34)

where N £ Nd. Furthermore, the value of w, converges
exponentially to the steady value

o é lee(’) ﬂ-(j)ﬁ_l
e 1-— Zje(’j W(j))\max{AN(AN)T}

if Zje@ T() Amax {AN (AN T} < 1.

Proof: To prove the assertion that E{EesN\s vt < wsl
holds for all s = 0,1,..., the mathematical induction is
utilized as follows.

Initial Step: For s = 0, it is immediately known from the
definition of (11) that

Yegy <X

(35)

- XO S )\max{XO}Iy

€olo €o[—1

which implies that E{X. | ¢

Inductive Step: Given the fact that E{X. RleR

s for s = 0, we aim to show that E{X } < w,I holds

for s = i based on the condition E{X, & =  } < @il
According to Proposition 3, it is concluded that

2;1 _9 N(A N)ngl o )

iN|iN (i—1)N|(i—1)N

+6 N]:( z 1N+1)

} < @, holds for s = 0.
5} < @I hold-

€sN|sN

-N

from which we have

D)

€iN|iN

N 4N
0" A 28(1 1)1\7\(1'71)1\7

eN]: ( (i— 1)N+1)

(AN)Ta if '7(

€0

€0

i—1)N+1

if 7(1 )N +1
(36)

Then, it follows from (36) that
B{e,n 0} = B{E (s b )

—E{ Z PrOb{7 (i—1)N+1 — 77} zNzN}

776(9
<Prob{¢'jvl)m1 € O}ONAVE{S,,, I)N‘(H)N}(
+ Prob{7 (i—1)N+1 € O}HN]: ( (i— 1)N+1)
<Prob{y{Y )5, € O}V AVE{S
+Prob{y{N )5,y € O}0NY

N\T
e(i—l)N\(i—l)N} )
(37

where 237

_ iN

iN —
Vs w41 = 1

For the occurrence probabilities Prob{'y(

N represents the value of ¥, S in the case that

w41 € O} and

Prob{'y(l nA41 € O}, we observe that

PrOb{Véi]zl)NH € @} = Z Pmb{%ﬁl)]\’fﬂ = j}
jeo
iN _ iN o
PrOb{V(i—l)NH €0} = Z PrOb{'V(i—l)NH =J}
jeO

It should be pointed out that, for any vector j € O or
j € O, the value of j is composed by the scalars 1 and 0.
Obviously, the number of non-zero elements in the vector
j can be calculated by (15)7 - j, and the number of zero
elements in the vector j can be calculated by (1) (15 —7).
Subsequently, it is concluded that

Z Prob{7 (i—1)N+1 — j}

jeo

= (ﬁumT-a‘(l PNCIORCRS

jeo

and
Z PrOb{Véi]zl)N—i-l =7}
JEO

_Z( (1"

jeo

7)<1N>T-<1N—j>)'
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Accordingly, it follows from (37) that
]E{Eeiﬁ\iﬁ }

< DA Amaf AN AN+ Y w9t | T

jEO jeo
Hence, by the induction, it is concluded that E{X. e < <

wsl holds for all s > 0. Furthermore, it is easy to see that
ws converges exponentially to the steady value wo, if the
condition Y-, 5 7(7) Amax { AN (AV)"} < 1 holds, where

Zjeo T‘—(j)eNﬁil

1= co T @it Amax { AN (AN) T}
The proof is now complete. ]

Remark 6: So far, in Theorems 1-2, the secure RSE problem
is tackled for a class of networked systems in the presence
of eavesdroppers. A novel PED mechanism is developed
to achieve the desired information security while alleviating
the computational cost in the signal transmitter. The effects
induced by the encryption process and packet dropouts are
described using a parameter-dependent model. A dedicated-
ly designed MMSE estimator, which is implemented in a
recursive manner, is developed to generate the desired state
estimates under the effects of PED. Furthermore, in Theorem
3, special attention is paid to the ultimate boundedness anal-
ysis on the resultant time-varying estimation error variance
matrix. It is worth mentioning that the corresponding ultimate
boundedness analysis approach is different from the existing
results concerning the Kalman filtering issues subject to packet
dropouts (where the upper-bounds for the estimation error
variance matrices are calculated based on the solutions to
certain modified algebraic Riccati equations). In this paper, the
upper-bound for the estimation error variance is calculated by
using an inverse-matrix-based approach. Compared with the
existing results (e.g. [4], [39]), the inverse-matrix-based ap-
proach proposed in this paper is implemented without solving
certain matrix-valued equations, which provides a convenient
way to calculate the upper-bound for E{ey, ke;f' ot

Remark 7: This paper has presented a systematic investi-
gation of the secure RSE issue against eavesdropping using a
PED method. The research is novel in the following three
aspects: 1) proposing a novel Jordan-canonical-form-based
approach for designing the PED scheme to protect informa-
tion security; 2) constructing a dedicatedly designed MMSE
estimator to handle the effects induced by the PED mecha-
nism; and 3) presenting sufficient conditions to guarantee the
ultimate boundedness of the estimation error variance matrix.

Woo —

IV. ILLUSTRATIVE EXAMPLES

In this section, the effectiveness and correctness of the
proposed secure RSE algorithm and PED mechanism are
verified through two illustrative examples.

Example 1: Consider a discrete-time system (1) with the

following parameters:
1.01 0 05 0
A= [0.32 1.03} 0= [ 1 1} » @ =064,

10

R=1I, Xo=1, 7 =[08 —0.7]".

It is easy to see that the matrix A has two distinct eigenval-
ues: Ay = 1.01 and Ay = 1.03. Furthermore, it is immediately
known from the matrix A that

A={\, N}, Gi= [(1)] ;o Go= [_%1114;3} :

As shown in [47], for ¢ € {1, 2}, the geometric multiplicity of
Ai is a; = n —rank(\; I — A) = 1. Then, by setting £=2, it
can be derived that rank(®(£)G1) = 0 < ay, which implies
that the linear time-invariant system (3) is undetectable.

In this paper, the occurrence probability of v, = 1 is
assumed to be 47 = 0.92. The elapsed time of the encryption
process is assumed to be d = 2. Then, by using the MMSE
estimator proposed in Section III-B, the simulation results
about the estimation performance at the user side are shown
in Figs. 3-4, which depict the true state trajectories and their
corresponding estimates. Here, :v,(;) and :ﬁl(j‘)k represent the i-th
entry in zx and Zy, respectively.

Amplitude

6 L L L L L L L L L
0 10 20 30 40 50 60 70 80 90 100

Time (k)
Fig. 3: The trajectories of xg) and i;jl
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To verify the effectiveness of the PED scheme, we consider
the case that the eavesdropper implements a standard Kalman
filtering scheme based on its available measurements (i.c.,
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{y2.k }k>0)- Fig. 5 shows the trajectories of the estimation error
for the user and eavesdropper, respectively. Obviously, the
norm of the estimation error for the eavesdropper is divergent
under the effects of our proposed PED mechanism. The sim-
ulation results confirm that the effectiveness and correctness
of our proposed PED mechanism and SE scheme.

[lexx || for the eavesdropper
————— [lexx |l for the user

40 1

Amplitude

10 E
N -~ e .
R e’ \v._"—.\"-_‘r_l‘~.‘,~‘.,d.‘- T i VY \.‘_ ey
0 10 20 30 40 50 60 70 80 9 100
Time (k)

Fig. 5: The trajectories of ||ey || for the user and eavesdropper.

Next, we conduct Monte Carlo simulations (with 100 steps
and 200 runs) to verify the boundedness analysis on E{¥, , }.
In this example, the value of IV is set to be 1. According to
the definition of F (w(ssd_ N)d +1)» the set O can be derived as

e

from which we observe that 3~ 5 7(j) Amax { AN (AV)T} =
0.9490 < 1.

According to Theorem 3, the matrix E{¥. ¢ .} is bound-
ed by ws/ and the value of w, converges exponential-
ly to a steady value. Fig. 6 plots the trajectories of the
maximum eigenvalues and the minimum eigenvalues of
ﬁAmaX{Z?ﬂ? E‘(f?ms < }) (where Eé?m + Tepresents the val-
ue of X R1e in the ¢-th run), from which it can be observed
that E{X . .} is bounded by w, and 971.

Example 2: Let us now consider the application of our
developed secure RSE scheme to the maneuvering target
tracking problem. The maneuvering target is modeled by the
following time-invariant system [5]:

1 7T 0 0
0 1 0 0

Tet1 =g o 1 T|%* + wy
0 0 0 1

where 2, £ [po(k) po(k) py(k) py(k:)}T is the state
vector; p(k) and p, (k) denote, respectively, the positions in
dimensions = and y at time k; and 7" is the sampling period.

The initial state is set to be xg = [10 0.2 8 O.S]T, and
the sampling period of the plant is 7" = 0.2. As proposed in
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In (55 Amin {32225 25, 1),

[5], the variance of the process noise wy, is given by

3 2
T oz 00

T2
= T 0 0
Q £ Ugccel (2) 0 A
3 2
o o T

where o,cce1 18 the acceleration standard deviation. In this
example, the acceleration standard deviation is set to be
Oaccel = 2.

The positions in dimensions z and y are measured by two

radars, i.e.,
1 0 0 O
Yk = [0 0 1 0} Tk + Vk.

In this example, the values of X, and R are set to be

Py = diag{12,9,12,14}, R =0.811.

The value of 7 is assumed to be 47 = 0.85. The elapsed time
of the encryption process is assumed to be d = 2.

It is obvious that the matrix A has only one eigenvalue
A1 = 1. As shown in [47], the geometric multiplicity of A\;
is determined by a3 = n — rank(A\; ] — A) = 2. Then, by
selecting £ = 1, we have rank(®(£)) < ay, from which it
can be concluded that the linear time-invariant system (3) is
undetectable.

According to the system parameters and the value of 5, the
simulation results about the MMSE state estimation are given
in Fig. 7, which depicts the trajectories of the system states
and the derived state estimates. Obviously, our developed SE
scheme is capable of tracking the positions of the maneuvering
target with satisfactory estimation accuracy.

To examine the effects of our proposed PED mechanism, we
consider the case that the eavesdropper implements a standard
Kalman filtering scheme based on its available measurements
(i-e., {y2,x }k>0). The corresponding simulation results are giv-
en in Fig. 8, from which it can be found that our proposed PED
mechanism has largely degraded the estimation performance
for the eavesdropper’s estimator.
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