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ABSTRACT 
This thesis concentrated on advancing the performance of 6G communications 

and networks, evaluating efficiency, reliability, resource management, cost-

effectiveness, energy consumption, user fairness, and security. Key enabling 

technologies and intelligent techniques, including terahertz (THz) frequency bands, 

nonorthogonal multiple access (NOMA), energy harvesting, cooperative networking 

(decode-and-forward relaying), and artificial intelligence were explored to achieve the 

targeted objectives. Cooperative simultaneous wireless information and power transfer 

(SWIPT) in THz-NOMA (and hybrid-NOMA) were integrated to overcome challenges 

in THz communications. Besides, the proposed deep learning-based 6G channel 

estimation (CE) model established a robust system against intelligent attacks associated 

with intelligent systems. 

The research highlighted the significant improvements achieved by these 

technologies, showcasing a 70% enhancement in wireless transmission performance for 

6G communications compared to existing systems. The proposed cooperative SWIPT 

THz-NOMA system demonstrated noteworthy improvements in energy efficiency 

(EE), spectral efficiency (SE), and other critical metrics. Utilizing the proposed 

technologies resulted in a remarkable improvement over conventional cooperative 

networking. 

Additionally, the investigation extended to exploring cooperative SWIPT THz 

multiple-input multiple-output (MIMO) NOMA, introducing path-selection 

mechanisms and reliable transmission strategies. That outperformed the basic THz-

NOMA and provided more enhancement in terms of SE and EE. The entire study 

emphasized a simpler design, reduced transceiver hardware (which accordingly 

reduced energy consumption, complexity, and cost), and improved reliability compared 

to previous work. 

Furthermore, this work addressed the imperfections in successive interference 

cancellation (SIC) in 6G NOMA-based communications, proposing an optimized two-

user pairing scheme with SWIPT and cooperative hybrid-NOMA (H-NOMA) in THz 

communications. It presented a system performance improvement of 75% in SE and 

EE compared to conventional NOMA and orthogonal multiple access techniques. 

Moreover, the work focused on upgrading 5G communication systems to be 6G-

compatible and meet the 6G stringent requirements of emerging 

technologies/applications. It addressed challenges in THz transmission, improving 

wireless connectivity, resource availability, processing, robustness, and capacity. It 

evaluated the best pairing strategy in H-NOMA, investigating all the possible SWIPT 

pairs with the available line-of-sight users to optimize the best pair/performance. 

Finally, the last part addressed CE vulnerability to adversarial attacks in 6G 

systems. The proposed deep autoencoder-based 6G CE model demonstrated robustness 

against adversarial attacks, providing a promising solution for securing 6G networks. 

System security and accuracy were validated through simulations, presenting an added 

value to the field. 
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Chapter 1: Introduction 

 

1.1. Introduction 

This chapter presents the general introductions of all the topics and 

techniques used in this thesis. Further, it addresses the thesis motivation, 

aims and objectives, contributions, and thesis organization.  

1.2. General Introduction 

The introduction encompasses several key themes related to non-

orthogonal multiple access (NOMA)-based cooperative simultaneous 

wireless information and power transfer (SWIPT) in Terahertz (THz) 

communications, and the security of 6G networks against Adversarial 

Attacks (AA). Cooperative networks were studied with several use cases 

and scenarios, where the main benefits were fully demonstrated, 

addressing the disadvantages of using that technique with wireless 

communication systems. Similarly, for other technologies of this work, that 

is, energy harvesting (EH), NOMA, and THz communications. Each 

technology is considered either separately or by integrating some of them 

to achieve a particular impact on the wireless communication field. The 

disadvantages of using any of the mentioned technologies were discussed 

thoroughly, showing the weak points, limitations, and the shortage of 

performance throughout the research attempts. They are briefly 

overviewed as follows: 

1.2.1. Cooperative SWIPT THz-NOMA/6G Performance Analysis 

The first contribution of the thesis explores cooperative SWIPT in 

THz communications, specifically employing THz-NOMA. The proposed 

system aims to address challenges inherent to THz communications by 

enhancing energy efficiency (EE) and spectral efficiency (SE) through 
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THz and NOMA technologies. By utilizing THz frequencies, the system 

targets improvements in connectivity, resource management, SE, 

reliability, scalability, simplicity, and user fairness. Results indicate an 

improvement in EE and SE compared to recent cooperative networks, 

demonstrating the effectiveness of utilizing decode-and-forward (DF) 

relays over intelligent reflecting surfaces (IRS) for particular scenarios. 

1.2.2. Cooperative SWIPT MIMO-NOMA for Reliable THz 6G 

Communications 

This section focuses on Cooperative SWIPT in THz Multiple-Input 

Multiple-Output (MIMO) NOMA for improved wireless connectivity, 

resource management, scalability, and user fairness. The system optimizes 

current wireless communication systems by employing MIMO-NOMA 

technology and THz frequencies. The proposed system exhibits substantial 

improvements in EE, SE, reliability, and outage probability (OP), 

outperforming conventional cooperative networks multiple times. The use 

of a simplified design and DF relaying further reduces transceiver 

hardware, enhancing transmission rates and reliability. 

1.2.3. Cooperative SWIPT-Hybrid-NOMA Pairing Scheme Considering 

SIC imperfection for THz Communications 

This part introduces a pairing scheme that considers the 

imperfections in NOMA successive interference cancelation (SIC) for THz 

communication networks. It focuses on enhancing overall performance, 

including wireless connectivity, resource management, scalability, and 

user fairness. The proposed scheme outperforms conventional NOMA and 

OMA (i.e., Time Division Multiple Access (TDMA)), offering 

improvements in SE and EE. The system's simplicity contributes to 

reduced hardware, complexity, and cost, without the need for resource-

demanding techniques. 
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1.2.4. SWIPT-Pairing Mechanism for Channel-Aware Cooperative H-

NOMA in 6G Terahertz Communications 

This part suggests integrating cooperative SWIPT and hybrid-

NOMA (H-NOMA) in THz frequencies for compatibility with emergent 

technologies and applications. The proposed SWIPT-pairing mechanism 

demonstrates significant improvements in SE and EE, enhancing various 

system specifications. The optimized H-NOMA pairing scheme for cell 

users results in a reduction of transceiver hardware and computational 

complexity, improving reliability and transmission rates without relying on 

complex technologies. 

1.2.5. Secure Deep Autoencoder-based 6G Channel Estimation to 

Detect/Mitigate Adversarial Attacks 

This last contribution in this thesis focuses on the critical role of 

channel estimation (CE) security in 6G wireless communications and the 

vulnerability to AA. The proposed deep autoencoder (DAE)-based CE 

model aims to detect and prevent such attacks, showcasing its accuracy and 

security through simulations. The model offers a promising solution for 

secure CE, demonstrating robustness against AA and providing a valuable 

contribution to enhancing the security of 6G networks. 

In summary, the introduction emphasizes the application of 

cooperative SWIPT in NOMA-based THz communications across various 

scenarios, addressing challenges, optimizing system performance, and 

enhancing security in the context of 6G wireless communication networks. 

1.3. Limitations and Critical Requirements 

The research investigates the multifaceted challenges faced by 5G 

systems in accommodating emerging applications, emphasizing the 

essential need for ubiquitous connectivity in the new era's context, e.g., the 

internet of everything (IoE). The study explores the critical requirement for 

adequate bandwidth to support candidate technologies, highlighting the 
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shortage, sensitivity, and limitation of THz transmission. Additionally, it 

delves into the demanding task of CE in THz communications, particularly 

under mobility scenarios. Furthermore, the thesis examines the intricate 

design considerations associated with ultra-massive MIMO-based 

transceiver antenna arrays. It addresses the scarcity of cell capacity to 

efficiently connect the growing number of IoE-associated devices and 

explores innovative cellular network architectures and densification 

strategies. The research also scrutinizes the challenges related to energy 

and hardware dissipation, as well as the computational and procedural 

complexities inherent in 5G systems. 

The investigation extends to encompass security concerns, with a 

specific focus on the unique challenges presented by the multiple hops of 

ultra-densified networks' communications. By comprehensively analyzing 

the issues of intelligent attacks (i.e., AA) associated with intelligent 

systems, i.e., machine learning-based systems, the research aims to 

contribute valuable insights that can inform the development of robust and 

adaptive solutions to enhance the capabilities of 6G systems, confronting 

the evolving technological landscapes. 

1.4. Motivation 

The imperative needs for efficient 6G and future communication 

systems urge the necessity for an exceptional leap into a new paradigm to 

cope with the stringent requirements of emergent technologies and thereby 

fulfill the demand of the new realm users/gadgets. To provide decent 

services, 6G and green communications require advanced key enablers, 

e.g., energy-aware ubiquitous communications, flexible infrastructure, 

security robustness, and spectrally sufficient reliable THz transmission. 

The proposed work demonstrates the significance of accommodating, 

integrating, and utilizing the foreseen candidate technologies to make use 

of their advantages aggregately on the one hand and avoid their inevitable 
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shortages/limitations, on the other hand, to improve their functionalities 

and advance the performance of wireless communications. Besides, the 

research spots light on the envisaged deficiency of the nominated 

technologies to deploy apart, e.g., THz shortage/susceptibility to blockage, 

NOMA complexity/insufficiency, the burdens of cooperative networking, 

resources (hardware, power, and cost) dissipating techniques, and 

vulnerability of ML-based systems against intelligent attacks (i.e., AA).  

This thesis provides an insightful diagnosis for the discussed issues 

and introduces efficient solutions for each studied part to upgrade 

communications and networks of the new era, towards empowerment, 

adaptability, and trustworthiness. 

1.5. Aim and Objectives 

Introducing a reliable/robust 6G-based communication system with 

powerful capabilities (for open areas or any location where IRS, fixed 

relays, unmanned aerial vehicles (UAVs), or other non-line-of-sight 

(NLOS) transmission assistance can/cannot be deployed) to cope with the 

emerging technologies requirements, meet the stringent requirements and 

achieve the targets. It integrates the 6G candidate technologies to fully 

utilize their characteristics for sufficient performance, including: 

1) Establishing a Sufficient, Trustworthy, and Sustainable Energy 6G-based 

communication system with efficient/reliable networks. 

2) Enabling cooperative EH-driven THz transmission for Fronthaul and 

Backhaul links, enabling Synergy/Integration with other EM frequencies. 

Overcoming THz communications shortages and Challenges, e.g., 

operation/processing in highly mobile systems, susceptibility to blockage, 

small coverage area, lack of propagation models, the need for high-

fidelity hardware, and co-existence/synergy with frequency bands. 
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3) Increasing Reliability, SE, EE, Capacity, resource management, 

scalability, and user fairness.  

4) Reducing Complexity, Energy consumption, and cost-effectiveness. 

Developing Automated Intelligent systems/processes. 

5) Improving System performance and Security, by Providing AI-based 

Efficient, Robust, and Secure Systems. 

1.6.  Contributions 

The thesis studied the use of DF relaying rather than complex and 

costly intelligent reflecting surfaces (IRS) for cooperative networking to 

achieve the same objective of reliable connectivity with NLOS 

transmission path in THz frequencies for open terrestrial areas, such as 

rural areas, countryside, or any area where we cannot deploy IRS 

(assuming the existence of an obstacle blocking the transmission path) or 

for low-rate communication use cases in a new potential system.  The main 

contributions of this thesis are: 

1. Investigating system performance when applying the EH SWIPT 

technique to improve THz transmission, SE, EE, and other important 

metrics. Proposing a simple and cost-effective design of SISO high-

directional antenna with the system to simplify THz-NOMA networks 

and not MIMO (this design reduces decoding complexity at Rx where 

it does not require extra SE with THz and NOMA) and to reduce bulky 

hardware (i.e., DF relaying instead of IRS), computational complexity, 

power consumption, and cost. On the other hand, a MIMO-based 

system was introduced to achieve further reliability as an added value 

to the proposed system. The proposal utilizes existing mobile user 

equipment (not a fixed device) for signal relaying to gain an extra 

served user. It achieves a synergic coexistence with the expected mobile 
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6G infrastructure. Hence, this proposed system can be upgraded based 

on the implementation preferences. 

2. Enhancing the NOMA SIC procedure, preventing propagating errors, 

complexity, and SE degradation due to the burden of the additional 

operations by proposing a two-user clustering. Further, analyzing the 

introduced scalable system and simulated performance while setting 

moderate and flexible parameters (i.e., distances, transmission 

power, frequency, BW, and simple modulation scheme as it does not 

need to use a complex modulation to improve SE). Moreover, 

demonstrating the importance of selecting the nearest relaying user 

to the BS based on the technologies’ concepts. This system is 

upgradeable based on trade-offs among systematic priorities. 

3. Developing a path-selection mechanism for the potential NOMA-

based far users to enhance system performance and reliability, by 

solving the SIC-dependent detection problem, decreasing the 

cluster’s users (SIC operations), and reducing computational and 

procedural complexities. The work utilizes the practical application 

of H-NOMA to the proposal for the utmost benefit of this scheme 

over single-carrier NOMA shortages. Further, evaluating the best 

pairing strategy in H-NOMA to attain the best possible system 

performance, investigating all the possible SWIPT pairs with the 

available LOS users to specify the best pair that provides the best 

performance, and developing a dynamic mechanism to select the best 

SWIPT-pairing user out of all available users to guarantee fast and 

accurate dynamism. 

4. Presenting an efficient DAE-based 6G CE model with a secure 

transmission protocol using deep learning training data with epsilon 

values ranging from 0.5 to 3.0 that uses transmitted signal parameters 

for learning, avoiding overfitting, and detecting intelligent AA. 
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1.7. Thesis Organization  

The remainder of this thesis is structured as follows: 

1. Chapter Two introduces the literature overview and related work. 

2. Chapter Three indicates Cooperative SWIPT THz-NOMA/6G 

Performance Analysis. 

3. Chapter Four indicates Cooperative SWIPT MIMO-NOMA for 

Reliable THz 6G Communications. 

4. Chapter Five indicates the Cooperative SWIPT-Hybrid-NOMA 

Pairing Scheme considering SIC imperfection for THz 

Communications. 

5. Chapter Six indicates the SWIPT-Pairing Mechanism for Channel-

Aware Cooperative H-NOMA in 6G THz Communications. 

6. Chapter Seven indicates Secure Deep Autoencoder-based 6G 

Channel Estimation to Detect/Mitigate Adversarial Attacks. 

7. Chapter Eight summarizes the Conclusion and Future work with 

Recommendations. 
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Chapter 2: Literature Review 

2.1. General Introduction 

This chapter provides an overview of the applied 

techniques/methods, the relevant studies to the work, and a discussion of 

related work. The following sections detail the key approaches and their 

applications in the context of this research. 

2.2.  Literature Overview 

This section demonstrates the overview of all the techniques as 

follows: 

2.2.1. Supporting Technologies  

❖ Spectral Efficiency: 

In wireless communications, SE represents the communication 

systems’ efficiency in transmitting data using a certain BW, determining 

the effectiveness of that frequency’s utilization. SE measures the ability of 

data transmission of the utilized BW [1]. 

In all wireless communications/networks, SE depends on several 

factors, e.g., BW utilization/optimization, Shannon's theory criteria, 

modulation/multiple access techniques, and number of antennas. However, 

achieving the best possible SE (avoiding SE degradation) requires 

managing effective factors, e.g., interference, complexity, and power 

dissipation to overcome the emerging challenges and to enhance system 

efficiency and reliability [2]. 

❖ Energy Efficiency: 

In wireless communications, EE represents the use (i.e., energy 

optimization) of the lowest power to achieve a particular target/output [3], 

[4]. It could be achieved by utilizing the edge of technologies depending 
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on several factors concerning reducing the dissipation in energy and 

accordingly improving cost-effectiveness, environment, and sustainability. 

However, achieving the best possible EE requires managing effective 

factors, e.g., initial cost, Behavioral Barriers, and Technical Limitations to 

overcome emerging challenges and to enhance system efficiency and 

reliability [5]. 

❖ Energy Harvesting: 

In a wireless communication context, EH is a process by which the 

device’s surrounding electromagnetic energy (radiofrequency signals) is 

captured and converted into usable power to reuse for retransmission [6]. 

It provides communication user equipment with operational power 

with/without conventional energy sources, utilizing the captured power to 

do further tasks. EH can be applied to gadgets, e.g., IoE, wireless sensor 

networks, and mobile infrastructures’ devices for the new era of wireless 

communications [7]. However, achieving the optimal EH process requires 

mitigating the accompanying challenges, e.g., low-power output, energy-

conversion efficiency/losses, and managing the energy storage/stability to 

overcome the limitations and enhance EH feasibility and efficiency [8]. 

❖ Simultaneous Wireless Information and Power Transfer (SWIPT): 

In the ever-increasing wireless communication devices, SWIPT 

represents EH technology by transmitting data and power wirelessly and 

simultaneously via one transmission channel to another device [9]. It is 

considered a key-enabling technique to assist the new generations of 6G 

and beyond communication equipment, networks, and the huge number of 

associated devices in terms of energy and information transfer [10]. 

SWIPT was earlier motivated by the essential requirement for green 
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communications to reduce reliance on traditional power sources and enable 

self/wireless-powered communications [10], [11]. 

It works at the transmitter (Tx) device that already captures energy 

from the surrounding environment to be reused for transmitting data and 

power in one signal using the required electronic circuitry . Whereas, at the 

receiver (Rx) side, a power-splitting (or time/frequency-based) protocol 

splits the combination signal into EH and data decoding to enable 

energizing the device and decoding its intended data. However, there are 

challenging issues that require to be considered to make use of this 

significant technology, e.g., EH/information power fractions balance, 

efficiency, optimization, channel condition, and complexity [12]. 

2.2.2. Cooperative SWIPT THz-NOMA/6G Performance Analysis 

The tremendous growth of service-demanding smart devices, e.g., 

global coverage, unprecedented technologies, and intelligent applications 

accompany the rapid leap in wireless communications. Necessary data 

transfer with ubiquitous coverage led to revolutionary research efforts. EE 

and SE are sharp criteria that measure the compatibility of any proposed 

system [13]–[15]. Their improvement is essential to meet the stringent 

requirements of various applications, such as data-hungry and energy-

demanding applications, due to 6G's increasing demands with its key-

enabling technologies. EE is considered a crucial designing metric in 

wireless communications, particularly in 6G and beyond with their 

upgraded infrastructures, such as cell-free and ultra-dense heterogeneous 

networks (UDHNs) with distributed BSs, access points, and relays due to 

their number of antennas, equipment, and power-consuming electronic 

(and photonic) elements, connecting billions of devices, i.e., IoE  [16], 

[17].   The EE of 6G operations is compulsory for energy savings, green 

communications [18], and feasibility in 6G network requirements such as
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quality of service (QoS) and processing [19], [20]. THz 

communication [21]   is a cornerstone that will play a pivotal role in the 

next generations. SE depends mainly on available channel BW following 

Shannon’s theorem [22]. THz has attracted the great attention of many 

researchers as the hottest topic in the paradigm shift of 6G due to its unique 

advantages as the last uninvestigated band of electromagnetic frequencies. 

It is in the middle of millimeter Wave (mmWave) and infrared bands 

between (0.1–10) THz [23]. It is considered the system's backbone of the 

next era due to its ability to enable various applications. THz 

communication has extremely high frequencies, ultra-wide BW, superfast 

data transfer, extensive throughput, extremely low latency, and very good 

directivity due to its very short wavelength (3 – 0.03) mm [24]. Locating 

the boundary between mmWave and optical bands motivated researchers 

to explore these bands’ capability to support THz communications as THz 

outperforms the two bands at specific points. Electronic, photonic, and 

plasmonic technologies are expected to evolve the manufacturing of THz 

transceivers [25]. THz communication logically complements mmWave 

and optical bands by providing alternative signals as a replacement to 

optical paths in some use cases, such as the connections of backhaul, kiosk 

to nodes, data center racks, and intra-device links, in addition to THz 

integration with fiber networks  [26]. Hence, the disadvantage of noticeable 

water vapor absorption and path loss spikes that divide the THz spectrum 

into several spectral windows, as stated in IEEE Std. 802.15.3d–2017; 

however, these windows are being extensively explored, considering them 

to support 6G services with some exemptions where some 6G services will 

not be compatible with the new frequency bands [27]. The demand for IoE 

ignites an emergent necessity to connect everything to everything. The 

current systems have limitations restricting any upgrades or improvements 

to meet these requirements. Developing decent techniques to be integrated 
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is mandatory to build a modern communication system to satisfy the new 

requirements such as ultra-massive connectivity, very high SE, very low 

latency, very high data rate, ultra-high reliability, user fairness, 

unprecedented applications support, EE, and cost-effectiveness [28].  

2.2.2.1. Background 

Power domain NOMA [29] is one of the famous candidates to evolve 

6G systems. It can improve the SE of mobile communication systems, 

outperforming conventional OMA schemes in terms of SE, capacity, 

resource allocation, user fairness, connectivity, and latency [30]. This 

research mainly concentrates on single-input single-output (SISO)-NOMA 

(despite the gains of MIMO systems) because MIMO-NOMA systems are 

practically complicated to implement. NOMA mechanism allows various 

users’ signals to superimpose at Tx and then to be distinguished and filtered 

by using successive interference cancelation (SIC) operation at Rx that 

effectively enlarges the data transfer capacity that depends mainly on the 

BW; however, interference is discarded by the SIC implementation, and 

the noise is filtered [31]. The two operations are conducted at the Rx side. 

With the NOMA concept, the channel capacity is calculated as C = BW × 

log2(1 + S/(N + I)), where C is the channel capacity, BW is the bandwidth, 

S is the signal power, N is the noise power, and I is the interference of other 

users’ signals. NOMA multiplexing is performed in the power domain, 

allocating different power coefficients to the users per their channel 

conditions (i.e., strong or weak). All users’ signals are superimposed in Tx. 

Demultiplexing of NOMA signals is conducted by applying SIC at Rx  

[32]. Grouping or clustering the served users is essential in THz-NOMA 

communications to improve SE and mitigate complexity as the LOS is the 

main transmission link. For the SISO-NOMA scheme, BS/users with 

single antenna equipment rely on the simultaneous channel state 

information (CSI), where the users are sorted to allow decent SIC decoding 
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at Rx. The larger the channel gain difference, the more sufficient NOMA 

is gained [33]. User clustering may be impractical with many users; 

therefore, it is aimed to develop low-complexity solutions to avoid the 

clustering problem [34]–[36]. SIC is not only CSI-based but also QoS-

based or hybrid-based. CSI acquisition at Tx and Rx is a great challenge 

for all modulation schemes [37]. 

Hence, a simple binary phase-shift keying (BPSK) is used in the 

proposed system with its advantages compared with other formats. 

Research efforts are exploring all the possible means, including NOMA-

assisted cooperative systems, to tackle the problems of distance shortages 

and power losses in THz communications. Cooperative networking with 

its relaying categories offers multiple advantages such as reliability and 

capacity with better coverage area, enhancing overall performance [38]. 

When applied to cooperative networks, the SE of NOMA can be 

reasonably improved to support extra (blocked, weak, or cell-edge) users 

in the short-distance THz transmission, significantly when deploying EH 

with NOMA-based cooperative networks [39]. It represents the main topic 

of this work in THz communications. Hence, DF relaying is used because 

NOMA is adopted in this system [40]. Relaying user implies a copy of the 

far (weak) user’s signal (to decode and remove it before decoding the 

intended strong user’s signal in NOMA) included in the superposed signal 

received by that user. It reasonably utilizes that to achieve the objective of 

relaying as an additional advantage, which is better than using an extra 

relaying device with extra costly power-consuming complexity. The 

repetitive use of cooperative networks causes the drainage of the relaying 

user’s battery, leading to system failure because THz-NOMA requires high 

computational SIC procedures at the Rx [29]. Thus, research efforts aim to 

overcome the challenge of moving toward green communications [18], 

[41]  by applying the EH technique. Energy and information are sent to 
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other destinations by exploiting the energy of radiofrequency (RF) signals 

that exist everywhere around most devices  [42]. EH enables devices to 

harvest that energy by using simple RF circuits. It can then utilize that 

harvested power to use it again with the targeted transmissions to send the 

desired signals without applying an extra burden to the relaying user’s 

battery. Relaying user divides the received signal’s power into EH and 

information decoding through EH power splitting, allowing the 

implementation of energy harvesting and information decoding at the same 

time, leading to the principle of SWIPT [43]. SWIPT qualifies the near-

relaying user to capture power from the transmitted signal from the source 

and uses that energy to relay information to the far user [44], as shown in 

Figure 2.1; this improves the system throughput and OP accordingly. 

 

Figure 2.1 SWIPT with cooperative NOMA. 

2.2.3. Cooperative SWIPT MIMO-NOMA for Reliable THz 6G 

Communications 

The wireless communication field has witnessed a rapid rise with a 

significant expansion of smart gadgets, new technologies, and modern 

applications. The critical requirement for fast data transport combined with 

the global ubiquity of services has resulted in ground-breaking research 

[19], [20], [41], [45]. It is critically required to enhance EE and SE to fulfill 

the strict requirements of diverse emerging applications, adapting to the 

upgrades of the next era and eliminating power consumption of the 
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required equipment [34], [46]–[50]. The efficient use of energy has become 

an inevitable demand in the next generation of 6G to support its 

practicability and satisfy its needs [51]. THz communication [52] will have 

a significant impact on future generations. According to Shannon’s 

Equation, SE is determined based on BW availability. THz represents the 

unexplored electromagnetic (EM) gap between EM and optical bands; it 

has piqued the interest of the research community toward 6G because of 

its favored benefits. THz is regarded as an essential pier for 6G due to its 

capacity and capabilities to build an adequate system, supporting a wide 

range of applications due to its very short wavelength (λ) of 3000–30 µm 

and other features, e.g., very high frequencies, ultra-wide BW, very high 

data rates, enormous throughput, very low latency, and excellent 

directivity. THz has encouraged researchers to investigate its capabilities 

to enable THz communications as it outperforms the two adjacent 

frequency bands in some ways. The need for fully connected systems has 

arisen as a result of IoE requirements. There are restrictions to 5G systems 

that prevent any additions or enhancements to satisfy these needs.  

It is aimed to improve wireless connectivity, resource management, 

scalability, and user fairness, as well as to enhance the overall performance 

of 6G wireless communications and reliability. Hence, the current wireless 

communication systems are optimized by utilizing MIMO-NOMA 

technology and THz frequencies, exploring the performance and gains 

obtained.  

2.2.3.1. Background  

To address the challenges of THz communications, researchers are 

looking into all options, highlighting MIMO-NOMA-assisted cooperative 

networks. It provides several benefits, including increased reliability and 

capacity, as well as a larger coverage area, all of which improve overall 
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performance, i.e., implementing energy harvesting (EH) with cooperative 

NOMA [45]. 

Cooperative networking has been previously investigated utilizing a 

variety of cases and situations; the major benefits were demonstrated while 

the drawbacks of adopting this strategy were addressed. Other technologies 

of this study, i.e., EH, NOMA, and THz, were discussed separately or in 

combination to attain a specific influence on the field. The drawbacks of 

employing those technologies were thoroughly explored, including the 

flaws, restrictions, and lack of performance. In [53] and [47], despite the 

consideration of the IRS as an edge of technology to improve source-to-

destination transmission in particular cases of interrupted communication 

path, it must outperform the usage of relaying regarding complexity, 

energy, and cost. Briefly, when comparing the IRS to the older DF relay, 

the general impression of this work stated that a supreme data rate is 

necessary to outperform the DF relay regarding transmit power 

minimization and EE maximization. Furthermore, IRS and other signal-

relaying (fixed) devices require additional hardware. Figure 2.2 

demonstrates the relay-based transmission strategy. 

 

Figure 2.2 Relay-based transmission strategy. 

2.2.4. Cooperative SWIPT-Hybrid-NOMA Pairing Scheme Considering 

SIC imperfection for THz Communications 

The massive increase of users, devices, and data traffic nowadays 

necessitates integrated wireless communication systems and technologies 
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to adapt to the emerging requirements of 6G various applications, 

considering the achievement of the required levels of EE, SE, and other 

evaluating metrics [41], [51], [52], [54]. When it comes to NOMA studies, 

SIC has commonly been considered to be implemented perfectly, where 

procedural errors might occur. Furthermore, it is extremely important to 

minimize the number of users per cluster as users’ CSI acquisition has a 

high impact on SIC implementation [55]. Due to the expected additional 

hardware and power consumption, EE is essentially considered a crucial 

factor in the next era of wireless communications (6G and beyond), 

especially with ubiquitous coverage of the massive number of devices i.e., 

IoE [46]–[49], [56]. Moreover, energy-efficient systems are critical in 6G 

communications to meet green communications criteria [49]. The existing 

systems have noticeable constraints to support the new needs, to this end, 

integrating promising techniques is recommended to build a capable 

wireless system that provides the supreme targeted levels of connectivity, 

SE, latency, data rate, reliability, user fairness, EE, and cost-effectiveness. 

Recent studies have nominated NOMA to be part of 6G systems, as it 

outperforms the previous OMA schemes, providing better SE, capacity, 

user fairness, connectivity, and latency, however, decoding complexity 

must be considered alongside system planning [37], [57], [58]. NOMA 

technique performs superposition coding at Tx, merging users' signals, and 

then manipulating SIC at Rx to remove any interference with the user’s 

signal. The work concentrates specifically on the impact of imperfect SIC 

on SIC-dependent NOMA-based systems using a simplified scheme of 

SWIPT-paired clustered users equipped with SISO H-NOMA. NOMA 

dedicates power fractions to users per their CSI, target rates, or other 

metrics, combining all the signals in the power domain. Users’ clustering 

depends on certain parameters of users to reduce procedural complexity, 
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significantly with THz-NOMA communications, e.g., setting main CSI as 

a reference to other users within a cluster [59]. 

This modified system and its metrics have not yet been investigated 

with THz aspects, considering SIC imperfection. This work contributes to 

solving the SIC-dependent detection problem by proposing EH-based low-

cost scalable simplified system self-powered/double-regulated mobile DF 

relaying, lower power-consuming elements/procedures equipped with 

SISO instead of MIMO to minimize SIC-based decoding complexity at Rx 

while enhancing EE. Further, the presented work applies a SWIPT-pairing 

strategy to the proposed system to achieve the best performance by 

integrating the promising technologies and decreasing the cluster’s users 

(SIC operations) that is reducing computational and procedural 

complexities. 

2.2.4.1. Background 

In the SISO-NOMA scheme, the base station (BS) and nodes are 

equipped with one antenna, considering simultaneous CSI to specify users’ 

sequence for successful SIC at Rx. As a multi-user detection (MUD), SIC 

is critically required for signal detection  [60]. It is worth noticing that the 

smaller number of cluster users the simpler SIC implementation is 

achieved, Figure 2.3 explains the SIC procedure for an nth number of 

iterations at Rx where it occurs upon receiving a superposed signal from 

numerous users with varying amounts of power. The signal strength of the 

SIC receiver is ranked ascendingly, however, error propagation is an issue 

[61].   
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H-NOMA scheme supports a variety of services more than single 

carrier (SC)-NOMA and OMA as a combination of these two schemes, 

taking full advantage of them. It is presented to overcome system 

constraints e.g., the potential SIC complexity with the interference of the 

massive number of users of SC-NOMA and the resources limitation of 

OMA [62]. Due to THz characteristics, researchers proposed many 

advanced schemes such as cooperative-NOMA. It was suggested to 

integrate cooperative relaying with NOMA to overcome THz issues. 

Cooperative-NOMA provides signal diversity, reliable connectivity, 

expanded coverage area, and improved SE consequently supporting users 

with weak (or zero) SNR in THz communication. Thus, integrating the EH 

technique with cooperative NOMA delivers a prestigious enhancement to 

THz communications [35]. Cooperative networking leads to battery 

exhaustion of the relaying user’s device (due to high computational SIC at 

Rx), thus, it is reasonably required to adopt the EH technique [63], [64]. 

Using EH the relaying user harvests the surrounding RF energy for 

retransmission. The EH power splitting protocol enables relaying users to 

split the power of the received signal into power harvesting and data 

Figure 2.3 SIC procedure in NOMA Rx. 
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decoding fractions to manipulate energy harvesting and information 

decoding simultaneously i.e., SWIPT. SWIPT improves system capacity, 

diversity, and reliability [65]. Recently, NOMA-based/integrated systems 

research considered SIC to be implemented perfectly, which is an 

impractical assumption as SIC errors occur and propagate to other signals’ 

detection successively. THz-NOMA communications were investigated 

pointing out system performance and constraints by academic and 

industrial research. 

     Notably, the proposed system with its integrated 6G candidate 

technologies has not been previously utilized under the assumption of 

imperfect SIC in the state-of-the-art. Based on the authors' knowledge, it 

achieves multiple gains sufficiently making use of all the integrated edge 

of technologies. 

2.2.5. SWIPT-Pairing Mechanism for Channel-Aware Cooperative H-

NOMA in 6G Terahertz Communications 

Current wireless communication systems lack the ability to meet the 

new requirements of the ever-updating next generations. This requires 

compulsory integration of the leading edge of promising technologies and 

intelligent applications to comply with distance-dependent THz 

constraints. It is essential to develop a suitable capable communication 

system to satisfy the expected features and demands, i.e., ubiquitous 

connectivity, supreme SE, minimal latency, huge data rate, system 

robustness, user fairness, supporting emergent applications, EE, SE, and 

cost-effectiveness. Revolutionary research across the world has identified 

THz frequencies as the future of wireless communications [66]–[68]. EE 

and SE are pivotal factors to assess and enhance communication systems 

to satisfy the emergent essential 6G applications [19], [20], [41], [45]. EE 

is an essential criterion in the next era of wireless communications and its 

overwhelmed infrastructure due to the rising power consumption of the 
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required elements to connect a huge number of devices supporting the 

principle of IoE [34], [46]–[49], [56]. Hence, EE in 6G communications is 

mandatory to save energy and meet the practicality of 6G communication 

networking [51]. SE depends on the availability of BW and working 

frequency. It is the backbone of the next wireless communications era 

given its valuable features as well as the various services that  THz provides 

[52]. The new generation's ubiquitous coverage necessitates a 

revolutionary upgrade to the existing systems toward establishing robust 

and reliable wireless systems with extraordinary capabilities. 

To this end, this work is motivated by the capability of integrating 

the evolutionary technologies and developing a channel-aware path 

selection mechanism, targeting the establishment of a reliable and scalable 

simplified system by the enhancement of BW-competitive 6G THz 

communications, and overcoming the constraints of the current resource-

scarce systems. Moreover, this work optimized the existing 

communication systems by adopting H-NOMA, and THz with cooperative 

SWIPT technologies to comply with the intended goals, highlighting the 

attained gains.  

2.2.5.1. Background 

To meet the potential technical specifications, NOMA is a strong 

candidate to be integrated with the 6G paradigm [37]. It enables the 

evolution of SE, outperforming the earlier strategies of OMA in terms of 

SE, channel capacity, resource management, user fairness, massive 

connectivity, and lower latency. The main procedure of NOMA is to carry 

out superposition coding combining users' signals at Tx, where it must be 

realized and treated using SIC as a multi-user detection at Rx to discard 

any interference. It enlarges the channel capacity, which relies on channel 

BW. This work concentrates specifically on H-NOMA. Based on NOMA 

fundamentals, various power coefficients are allocated to the users based 
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on their CSI and multiplex in the power domain. To improve SE and 

eliminate complexity, user-clustering is important in THz-NOMA 

communications based on users’ locations or other metrics. However, to 

reduce the complexity of clusters in some cases, only one main user’s CSI 

might be set as a reference for the remaining number of users within the 

NOMA cluster [37]. In the SISO-NOMA scheme, both BS and users are 

equipped with a single antenna that relies on CSI for users' sorting, 

preparing them to implement better SIC at the receiving end. The larger the 

channel condition differences among users, the better NOMA performance 

is obtained [55]. H-NOMA is an integration of NOMA/OMA techniques. 

It is proposed to overcome the challenges or limitations that undermine the 

performance of those systems, e.g., the complexity and possibly 

interference due to the huge number of users. Due to the lack of 

transmission distance and the losses in THz communications, it is 

recommended to adopt NOMA-assisted cooperative networking to tackle 

those problems. Cooperative network relaying offers more reliability and 

capacity, enhancing the overall performance, especially when integrated 

with other modern technologies such as NOMA. NOMA’s SE can be 

improved using cooperative networking for better support to the blocked 

users or users with a weak SNR with THz communication, especially with 

the merging EH technique with cooperative NOMA [35], which the work 

studies with THz frequencies. Reasonably, using cooperative networks will 

cause battery drainage of relaying of the user’s device. In addition, the 

THz-NOMA system experiences the burden of high computations of SIC 

at Rx; therefore, to comply with that problem, it is logically recommended 

to apply the EH technique [63]. Applying EH will exploit RF signals’ 

energy that surrounds most of the devices, e.g., energy belonging to other 

destinations. Utilizing EH enables the relaying user to harvest that energy 

to use it again to retransmit the targeted user’s signal. In power splitting-
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based EH, the relaying user splits the received signal’s power into an EH 

partition (ψ) and an information-decoding partition (1-ψ) to carry out EH 

and information-decoding at the exact time, i.e., SWIPT [69], as 

demonstrated in Figure 2.4, SWIPT enhances system capacity, OP, and 

accordingly EE. It represents one of the potential technologies for physical 

layer optimization [70]. 

2.2.6. Secure Deep Autoencoder-based 6G Channel Estimation to 

Detect/Mitigate Adversarial Attacks 

 In wireless communications CE, the security, cost, and complexity 

measurements represent important metrics for evaluating systems' 

feasibility and practicability. The CE process is critical for successful 

communications [71], [72]. 6G CE represents a very complex operation 

compared to previous generations due to the upgraded infrastructure, 

features, applications, network traffic, technologies, and the number of 

associated gadgets/users connected ubiquitously to cope with the emerging 

IoE [68], [70], [73]. Cellular networks have grown significantly over the 

past few decades with developments in communications technologies that 

enable faster data rates, bigger cell/channel capacities, and lower latency. 

Such technologies' major objective is to make a variety of unique 

applications possible (e.g., online learning, telepresence, flying, driverless 

automobiles, smart cities/grids, and intelligent manufacturing) [66], [74]. 

The 6G emerging requirements and features accompany serious security 

Figure 2.4 SWIPT with DF-relayed NOMA. 
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anxiety and increase network computational complexity. According to the 

jeopardizes of wireless communication networks to renewable various 

attacks, 6G-related researchers must focus on the necessity for novel AI-

based security systems to satisfy the development of AA detection and 

mitigation for 6G wireless communication networks. It is critically 

required to confront the threats efficiently, abandoning the current 

incapable CE-targeted security systems that cannot adapt to the upgradable 

attacks [75], [76]. In risk-sensitive systems safety, detecting AA is a 

challenging issue as enormous traffic of suspicious activities is discovered 

every day.  The impact of these complex attacks is increasing, introducing 

additional complications to the current attacks. Moreover, cybersecurity 

has become a prioritized essential topic in the modern scientific 

community. Moreover, cybersecurity has become a prioritized essential 

topic in the modern scientific community [77]–[79]. Therefore, monitoring 

and analyzing network traffic is essential to detect potential AA. The main 

risk in traditional and machine learning (ML)-based security systems is the 

insufficiency of distinguishing AA in 6G communication networks as AA 

manipulates signals or data in ways that are not detectable by traditional 

measures [67]. To this end, it is important to design 6G networks with 

security in mind and to implement best practices for securing the network 

against AA. This may involve developing new security measures that are 

specifically designed to detect and defend against AA. Deep Autoencoders 

(DAEs) are a type of NN that can be trained to learn a compressed 

representation of the input data, also known as the encoding, and then use 

this encoding to reconstruct the original input, also known as the decoding 

[80]–[88]. By training an AE on a set of received signals and their 

corresponding channel characteristics, the AE can learn to extract features 

that are relevant to CE. The encoding produced by the AE can then be used 

as a representation of the received signal, which can be fed into a CE to 
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estimate the channel characteristics [60], [62], [89]. This can be 

particularly useful in scenarios where the channel is highly complex or 

time-varying, as the AE can adapt to changes in the channel over time and 

provide more accurate estimates of the channel characteristics.  

Hence, this work proposes a secure deep autoencoder (DAE)-based 

communication environment (i.e., CE) model to address the challenges of 

accurately detecting and preventing AA in 6G wireless communication 

networks with minimal complexity. This outperforming integrated DAE 

model with its performance has not been achieved previously.  

Overall, the proposed secure DAE-based CE model offers a 

promising solution to enhance the security of 6G networks against AA with 

minimal complexity, paving the way for more advanced and effective 

security mechanisms. 

2.2.6.1. Background 

The CE process [89] is the first step in identifying the characteristics 

of the radio transmission channel through which the transmitted signal 

propagates from Tx to Rx. This prerequisite information (i.e., CSI) and it 

requires to be realized by Tx and Rx. The common assessment of CE 

methods (e.g., mean square error (MSE)) is achieved by a predefined 

reference (pilot) sequential signal sent with the transmitted signal and 

compared to the original pilot at Rx after undergoing influential (e.g., 

attenuation, distortion, and noise) effects while being transmitted. The 

traditional CE is poor, non-robust, complicated, and performs inaccurately 

because of the changeable non-linear channel characteristics and the 

information's high dimensionality. Its complexity increases with respect to 

the increase in the number of communication links [72]. Besides, 6G plans 

assume an upgraded mobile infrastructure, expanding the number of 

ubiquitously connected communication components and links to deploy 

ultra-densified networks using ultra-massive (UM)-MIMO. Providing 
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extremely high data rates (Terabits/Second) and extremely low latency 

with bigger cell/channel capacities is a fundamental objective of 6G 

networks. The incorporation of the edge of technologies, e.g., AI, UM-

MIMO, and terahertz frequency bands is strongly nominated for 6G 

networks. The integration of the 6G key enabling technologies/networks 

provides the targeted performance THz, while very big arrays of antennas 

are designed at the Tx and Rx sides using UM-MIMO. This causes a 

considerable increase in energy dissipation, procedural/computational 

complexity, and hardware[72]. Therefore, 6G CE operations require 

adapting to the upgraded features and satisfying the growing demands of 

services to certain standards of data rates, cost-effectiveness, and 

spectral/energy efficiencies. To this end, AI was intended to be embedded 

in the new era's systems to optimize networks' functionalities and improve 

system performance. As a valuable candidate of 6G key enablers, AI plays 

a pivotal role in CE processes [90], [91]. DL-based CE is a promising 

approach for improving the accuracy and efficiency of CE in 6G wireless 

communication systems by learning the transmitted and the received 

signals. It has several advantages over traditional CE techniques. It is more 

adaptive to changing channel conditions in real time. Additionally, DL-

based CE can be performed more efficiently than traditional CE 

techniques, reducing system computational complexity [92]. AA are 

typically associated with AI systems and accordingly 6G communication 

networks by manipulating perturbed input data. They are constructed to 

deliberately deceive and mislead them into making the wrong prediction or 

decision. AA in 6G manipulate signals or data in ways that are not 

detectable and could potentially bypass traditional and existing security 

measures. They mimic legitimate traffic but contain malicious content or 

commands [93]. 
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 Remarkably, CE is considered an essential topic for academics' 

cybersecurity research in wireless communication networks resulting in 

several articles published in recent years. However, CE jeopardizes AA 

vulnerabilities that degrade 6G system efficiency despite applying ML 

against these attacks. Therefore, this work introduces a DAE-based CE. 

2.3. Related Work 

This section reviews existing research on NOMA-based cooperative 

SWIPT technologies, specifically focusing on THz communication in the 

context of 6G networks. The discussed related work covers various aspects 

such as performance analysis, NOMA-based schemes, transmission aid 

techniques, user clustering, pairing mechanisms, and security 

considerations. Each of them provides a concise overview of the key 

findings from the relevant literature as follows: 

❖ Tataria et al., 2021 [26], the authors presented some significant points as 

drawbacks or difficulties against designing and deploying the IRS 

technique for supporting 6G infrastructure, that is, controlling the 

alignment of beams for instantaneous beam steering, interference control, 

energy efficiency degradation, and the challenges that accompany IRS 

deployment, such as  (1) the design and control joint communications of 

active and passive components, for instance, extra operations and 

analyses needed, which is about improving the PHY coverage and 

hardware effects on the performance, in addition to the total cost of 

renting a space to deploy it and the continuous maintenance needed. (2) 

Effect of potential full or partial failures due to environmental or 

accidental factors, such as temperature, rain, and wind. (3) IRS 

standardization before system deployment and the interactivity of IRS 

with the radio traffic instant changes to attain efficient signaling. (4) 
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Computational and procedural complexity as additional transmission 

steps. 

❖ The authors Zhang et al., 2020 [94] studied clustering, precoding, and 

power optimization. They developed an artificial intelligence (AI)-based 

algorithm to present a clustering technique for THz MIMO-NOMA 

designs. This methodology comes at the cost of the required running time 

of the huge dataset, as well as the updated dataset acquisition needed.  

❖ Saad et al., 2021 in [95], a MIMO spatial multiplexing technique was 

introduced, featuring a novel index modulation range. The innovation 

extended to the exploration of MIMO technology at sub-THz 

frequencies, aimed at unlocking the potential for ultra-high data rate 

applications while ensuring a remarkable SE. Nevertheless, it is 

noteworthy that NOMA was not considered during the investigation, and 

the outcomes fell short of expectations when evaluated against 

comparative metrics. Future research may benefit from incorporating 

NOMA to further enhance the performance and broaden the scope of this 

technique. 

❖ On the other hand, for data rate maximization, an investigation was 

conducted by Elkharbotly et al., 2020 [96]. It Addressed the power 

allocation challenge within NOMA-based cooperative MIMO systems, 

particularly when implementing half-duplex and full-duplex modes in 

THz communications, remaining an ongoing concern. The current state 

of research indicated that the achieved results fall short of the anticipated 

targets set forth by the proposed system in this study. This emphasized 

the need for a more robust and refined approach to power allocation in 

order to bridge the existing gap between system performance and the 

envisioned objectives. Future investigations and optimizations in this 

area are crucial to unlocking the full potential of NOMA-based 
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cooperative MIMO systems in the dynamic landscape of THz 

communications. 

❖ For instance, Nazar et al., 2021 [97] developed a closed form for the bit 

error rate (BER) in the network represented a significant stride, 

contributing to the enhancement of OP. However, it is noteworthy that 

although strides were made in BER, the improvements in SE and EE were 

not realized with optimal efficiency. Future research endeavors should 

focus on refining strategies to concurrently optimize SE and EE, ensuring 

a more comprehensive advancement in the overall network performance. 

❖ Khan et al., 2021 study delved into optimizing transmission power and 

reflection coefficient as crucial elements to enhance the overall sum rate. 

However, it is worth noticing that the improvements achieved were not 

as efficient as anticipated. Future research endeavors should concentrate 

on refining these optimization strategies for a more effective 

enhancement of the sum rate [98].  

❖ Whereas, (Khan, Javed, et al., 2022) [99], the exploration involved the 

application of an optimization method aimed at improving the system's 

EE, albeit with less-than-optimal results. Future investigations should 

focus on refining and fine-tuning these optimization techniques to 

achieve a more efficient enhancement of EE. 

❖ Ahmed et al., 2022 employed multi-cell NOMA networks, the primary 

goal was to enhance EE. However, the efficiency of this enhancement 

fell short of expectations. Future endeavors should concentrate on 

refining strategies to more effectively boost EE in multi-cell NOMA 

networks [100]. 

❖ In the study conducted by Khan, Lagunas, et al., in 2022 [101], the 

central objective was the improvement of SE. However, it is noteworthy 

that the efficiency of this enhancement did not meet expectations. Future 
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research efforts should aim at refining methodologies to boost SE more 

efficiently. 

❖ Do and An, 2018 utilized THz frequencies in [65], despite using IRS to 

improve the transmission between Tx and Rx, it was supposed to 

outperform the cooperative networks by all the means, simplicity, EE, 

and cost, not only optimizing reflectors but also to consider all other 

criteria, e.g., to minimize power consumption and to maximize EE. 

❖  Letaief et al., 2019 [102], the authors conduct a comprehensive review 

of AI-empowered wireless networks, delving into the role of AI in the 

deployment and optimization of next-generation architectures, 

particularly in operational aspects. This review highlights the utilization 

of AI-based models for training Tx, Rx, and channel as an auto-encoder, 

facilitating mutual optimization between Tx and Rx. The study also 

predicts distinctions between next-generation and current networks, 

spanning network infrastructures, wireless access technologies, 

computing, application types, and more. 

❖ Additionally, Ozpoyraz et al., 2022 [72] focused on deep learning (DL)-

based solutions in next-generation networks, concentrating on physical 

layer applications in cellular networks, including massive MIMO, 

reconfigurable intelligent surface (RIS), and multi-carrier (MC) 

waveform. Emphasis was placed on the positive impact of AI-based 

solutions on enhancing network performance with more complexity and 

delay.  

❖ Jin et al., 2019, 2020   in [103], [104] proposed a robust CE framework 

using fast and flexible denoising convolutional neural networks 

(FFDNet) and deep convolutional neural networks (CNNs) for mmWave 

MIMO. These proposed methods exhibit versatility across a wide range 

of signal-to-noise ratio (SNR) levels, providing superior accuracy for 

channel estimators with high delay and complexity. DL-based algorithms 
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significantly contribute to overall system performance in next-generation 

wireless networks. 

❖ Addressing security concerns related to AI-based algorithms, several 

research groups within the wireless research community scrutinized the 

potential issue of model poisoning (Kuzlu, Fair, and Guler, 2021) [105].  

❖ Porambage et al., 2021; and Siriwardhana et al., 2021 in [106], [107] 

delivered a comprehensive review of next-generation wireless networks, 

encompassing opportunities and challenges related to security and 

privacy. The authors proposed solutions tailored to the next generation's 

networks and highlighted studies presenting robust frameworks for 

accurately detecting AA. 

❖ Notably, Li et al., 2020 [108] introduced "DeSVig," a decentralized swift 

vigilance framework, as a method to detect AA for industrial AI systems 

(IAISs). According to the results of this work, the framework can detect 

adversarial attacks, such as DeepFool and FGSM, however, it was 

inefficient in terms of accuracy and delay. 
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Chapter 3: Cooperative SWIPT THz-NOMA/6G 

Performance Analysis 

3.1. Introduction  

This chapter provides a comprehensive explanation of the 

verification process for Cooperative SWIPT THz-NOMA / 6G 

Performance Analysis. It begins with outlining the system models, 

followed by a discussion of the simulation scenarios, and concludes with 

an in-depth analysis of the simulation results. 

3.2. System Model 

The proposed simple system in Figure 3.1 can work in a terrestrial 

open space use case, where THz-NOMA smallest single-cell downlink 

transmission with a cluster of two paired users is considered. The BS 

implements superposition to send signals to the two users simultaneously 

near user (NU) and far user (FU) by using SISO with a high-directional 

antenna. An obstacle is located in the path between BS and FU, causing 

extreme shadowing. Thus, FU is not capable of detecting its blocked or 

weak signal; however, NU has a strong connection with BS. Under NOMA 

fundamentals, firstly, FU’s signal must be decoded by NU before 

performing SIC to remove it and consequently decode NU’s data. Thus, 

NU already has a copy of the FU’s information. Accordingly, the NU can 

assist FU’s connection by playing the role of DF relay; however, the NU 

battery’s energy does not suffice to relay the information to the FU. For 

that purpose, NU is proposed to perform the power-splitting protocol of 

EH (i.e., SWIPT) to capture power from BS and radiofrequency energy 

surrounding NU. The entire transmission process is performed in two 

stages. In the first stage, NU receives the transmitted signal from BS. 
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An amount of NU’s received power will be captured using the power-

splitting process, whereas the left power will be exploited to decode data. 

In the next stage, NU uses the captured power to relay the FU’s information 

to the FU. 

 

Figure 3.1 Model of cooperative SWIPT THz-NOMA 

The proposed channel model in this work of all scenarios is Rayleigh 

fading channel with zero mean and variance = 

Transmission Distance
-THz total losses

, whereas the transmission noise is 

additive white Gaussian noise (AWGN) with zero mean and variance = 𝜎2. 

The Gaussian distributed probability density function (PDF) of z-point is 

expressed as: 

 
(3.1)  

The signal model of cooperative SWIPT NOMA considers 

atmospheric attenuation and molecular absorption, and the path loss of 

NLOS is more than that of the LOS path. The NLOS effect can be 

abandoned if the LOS path dominates. Hence, in the assumed open-space 

transmission medium, the THz total losses (𝜂) are set to be extremely high. 

The channel gain for a kth number of users can be calculated as: 

 
(3.2)   
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Where A is the number of antennas for SISO, G is the antennas’ gain, and 𝜂  is 

the THz total losses between source and destination, given by: 

𝜼 = (
𝟒𝝅𝒇𝒅

𝑪
)𝟐𝒆𝒂(𝒇)𝒅 (3.3) 

Where 𝑓 is the THz frequency, 𝑑 is the source-to-destination distance, 𝑎(𝑓) is 

the absorption coefficient of the transmission medium, and c is the speed of 

light.  

The closed forms based on the proposed scenario are derived as follows: Phase 

1: The transmitted superposed signal by Tx is expressed as 

Where P is the transmission power, αn is the NU’s power, αf is the FU’s power, 

𝑥𝑛 is the NU’s power signal, and 𝑥𝑓 is the FU’s power signal. The FU cannot 

receive the signal due to full shadowing. The NU’s received signal is expressed 

as: 

𝒚𝒏 = √P(√ 𝜶𝒏 𝑿𝒏 + √ 𝜶𝒇 𝒙𝒇)𝑯𝒔𝒏 + 𝑾𝒏   (3.5) 

Where Hsn is the BS-NU Rayleigh fading coefficient with zero mean and 

variance = dsn
-η , dsn is the BS-NU distance, and Wn is the AWGN with zero 

mean and variance = 𝜎2. From yn, NU harvests a fraction of power called the 

EH coefficient (denoted as ψ). The remaining power fraction (1 − ψ) is the 

information decoding power. Accordingly, when energy is harvested, the 

information decoding signal is:  

𝒀𝑫 = (√(1-ψ) )𝒀𝒏 +  𝑾𝐞𝐡 

 = (√(1-ψ) ) √𝑷 (√ 𝜶𝒏 𝑿𝒏 + √ 𝜶𝒇 𝑿𝒇) + (√(1-ψ) ) 𝑾𝒏 +  𝑾𝐞𝐡 
(3.6) 

where weh is the thermal noise of EH electronic components (mean 

= 0 and variance = 𝜎2). Mathematically, the harvested power of Wn could 

be ignored, and yD will be represented as: 

𝐲𝐃 = (√(1-ψ) )√𝑷 (√𝜶𝒏 𝒙𝒏 + √𝜶𝒇 𝑿𝒇) + 𝑾𝐞𝐡         (3.7) 

𝑿 = √P(√𝜶𝒏 𝒙𝒏 + √𝜶𝒇 𝒙𝒇)     (3.4) 
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From yD, NU decodes 𝑋𝑓 directly. NU achievable rate for FU’s 

information decoding is: 

𝑹𝒏𝒇 =  
𝟏

𝟐
𝒍𝒐𝒈𝟐 (𝟏 +

(1-ψ)P αf |𝒉𝒔𝒏|𝟐

(1-ψ)P α𝒏|𝒉𝒔𝒏|𝟐 + 𝝈𝟐 
 ) (3.8) 

By performing SIC, NU achievable rate for NU’s data decoding is: 

𝑹𝒏𝒇 =  
𝟏

𝟐
𝒍𝒐𝒈𝟐 (𝟏 +

(1-ψ)P αn |𝒉𝒔𝒏|𝟐

 𝝈𝟐 
 ) (3.9) 

Harvested power: ψ is the EH coefficient captured in the first stage. The 

harvested energy is expressed as: 

𝑷𝑯 =  𝑷 |𝒉𝒔𝒏|𝟐 𝜻 ψ  (3.10) 

       Where ζ is the circuitry EH efficiency. 

Phase 2: In the second stage, NU relays the information that is 

intended for the FU by using the harvested energy (PH). Thus, the 

transmitted signal by the NU is: 

√PH 𝑿�̃� (3.11) 

The received signal at the FU is: 

√PH 𝑿�̃�𝒉𝒏𝒇 +  𝑾𝒇  (3.12) 

where hnf is the Rayleigh fading channel between NU and FU. The 

achievable rate at the FU is: 

𝑹𝒇 =
𝟏

𝟐
𝒍𝒐𝒈𝟐 (𝟏 +

𝑷𝑯|𝑯𝒔𝒏|𝟐

𝝈𝟐 
 )  (3.13) 

NU must decode the FU’s data in the first stage to derive an 

expression for evaluating the optimal value of the power-splitting 

coefficient ψ. It will then be able to relay the FU’s information 

appropriately. To achieve that, the condition: Rnf > Rf∗ is set. 

where Rf∗ is the FU’s target rate. This condition assumes that NU’s 

achievable rate for FU’s information decoding must surpass FU’s target 

rate. 𝑅𝑛𝑓 in Equation (3.9) in the assumed constraint above is substituted 

to derive ψ. 
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Where δ is a tiny number (i.e., 10−6) This value of ψ assures the required 

power for information decoding to achieve the FU’s target rate. 

Outage Probability: 

The OP for each user is the probability of falling the user’s 

instantaneous data rate below the target. Assuming Rn∗ and Rf∗ (bits/s/Hz) 

are NU’s and FU’s target rates, respectively. 
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FU will be in an outage if its achievable rate Rf in (3.13) is less than 

the target rate, which is mathematically expressed as: 

PFU = Pr(Rf < Rf∗)  (3.23) 

NU must decode the FU’s signal and its own precisely. The target 

rates for NU and FU must reach the NU’s target rate. With SIC operation, 

if the target rate of either NU or FU in (3.9) and (3.13) does not reach NU’s 

target rate, then NU will be in an outage, which is mathematically 

expressed as: 

 

By adopting the first mode principle that is stated in the physical layer 

section in [109], which is the THz single-carrier. This principle was 

proposed for high data rate connections, targeting BW-dependent 

applications, such as wireless backhaul /backhaul links, fronthaul/backhaul 

links, and data center links [110], based on the availability of spectral 

windows within THz frequencies (252.72–321.84) GHz. The available 

spectrum is divided into various channels (approved at the World Radio 

Conference 2019 [WRC-2019]) due to atmospheric and other effects where 

every individual channel has its own characteristics [110]. In total, 69 

overlapping channels and 8 supported BWs (2.16–69 GHz) were found as 

multiples of 16 GHz. The widest entire channel (69.12) or the multiple 

smaller channels might be allocated depending on the application 

requirements, hardware limits, transmission conditions, and compatibility 

with the system. Among various modulation schemes that THz-SC PHY 

supports, BPSK is adopted as the simplest scheme, although BPSK and 

QPSK modulations are compulsory. It is required to balance the range of 

distances and the system performance per the use case, application, and 

deployment, i.e., range–rate trade-off policy. 

PNU = Pr(RNF < Rf∗) + Pr(RNF > Rf∗, Rn < Rn∗)  (3.24) 
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3.3. Simulation Scenarios 

The simulation scenarios are as follows (based on IEEE standard 

parameters [111]): The first simulation was to demonstrate the validity of 

using DF relaying rather than IRS for the same purpose to gain the 

mentioned benefits, and the values of all parameters can be found in [69]. 

The subsequent simulation was compared with the mathematical analysis 

and then simulated the work’s main scenarios. Scenario1: Cooperative 

SWIPT THz- NOMA using equal distance for two stages (BS-NU and NU-

FU) with moderate parameters’ values of frequency, BW, power, and 

distance to compare it with the previous work. Scenario2: same system 

with an enlarging distance of each stage apart (BS-NU, NU-FU) changing 

parameters’ values for distance adapting reason to compare the two cases 

with the main Scenario 1 to study the effect of distancing and changed 

parameters. For the two scenarios, set: (1) Transmission power, frequency, 

BW, and distance to be adjustable. (2) A simple target of 1 Gbps as a 

reference point for comparison. (3) Power (30 dBm) is used with Scenario 

1 to cover more distance in case of having longer FU’s distance (it could 

be 20 dBm or less). Accordingly, 42 dBm power is set with Scenario 2 

while enlarging distances. (4) High path loss exponent assumed eta = 4 as 

a worst-case scenario (while it could be less, such as urban or the best 

UDHNs case). The absorption coefficient can be found in [96]. The 

simulation results are based on the MATLAB program. 

3.4. Simulation Results 

In this section, numerical analysis and simulation were implemented 

to validate the optimized achievable rates and OP. Table 3.1 denotes the 

simulation parameters. 
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Table 3.1 Simulation parameters. 

Parameters Scenario1 Scenario2 

Frequency 311.04 GHz 287.28 GHz 

Bandwidth 12.96 GHz 69.12 GHz 

Transmission power 30 dBm 42 dBm 

Transmission distance 
Phase1 = 10 m 

Phase2 = 10 m 

(1) Phase1 = 15 m, Phase2 = 10 m 

(2) Phase1 = 10 m, Phase2 = 15 m 

NU power coefficient 0.2 of total power 

FU power coefficient 0.8 of total power 

Antenna gain 25 dB 

Path loss exponent 4 

Target data rate 1 Gbps 

EH conversion efficiency 0.7 

 

As mentioned previously, the simulation results validate the derived 

closed forms of the proposed optimized system. These results are 

compared with that of previous work, whereas the same system is 

compared with the suggested Scenario 2, changing the metrics of the two 

cases. The system performance was investigated depending on some 

parameters that THz communication yields. The proposed mechanism 

should enable the blocked node to maintain ongoing communication while 

being shadowed by BS. The next sections explore the capability of this 

simple and scalable system to manage the THz transmission shortage, 

showing how this can improve SE, EE, reliability, and overall 

performance. 

 

3.4.1. DF Relay vs. IRS 

This section presents the simulation of DF relay-assisted source-to-

destination connection versus IRS-assisted connection (as shown in Figure 

3.2) to validate the reason behind using such a technique, utilizing its  

advantages compared with IRS based on the scenario shown in Figure 3.2 

using the SISO technique. 
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According to the comparison in Figure 3.2 [53], [69], DF relaying 

outperforms the new IRS technology (despite its unique advantages) in 

specific cases, whereas IRS needs a huge number of bulky power-

consuming reconfigurable elements to be competitive because of the 

obtained low channel gain due to the two transmission stages it propagates 

from source to destination throughout reflection (e.g., IRS needs a place to 

be deployed in, with continuous maintenance); however, in DF relaying, 

the signal is transmitted twice with different channel gains. The EE of using 

DF relay with THz-NOMA, including EH, demonstrates the validity of this 

system even for very high-rate communications. 

3.4.2. System Numerical Analysis and Simulation 

In this section, mathematical analysis and simulation of the main 

system model are manipulated, exploring the system performance in terms 

of sum-throughput and OP based on the parameters of Scenario1 

mentioned in Sections 4 and 5 (with 20 dBm transmit power) to validate 

this optimized system model analysis, achieving the intended objectives. 

Figures 3.3 and 3.4 show a notable matching of analytical and 

simulation results, affirming the precision of analysis and proving the 

Figure 3.2 EE of DF Relay vs. IRS. 
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validity of the proposed system model, gaining the novelty of added values 

(detailed next section). 

3.4.2.1. Sum-Throughput against Transmit Power 

 

 

 

 

 

 

 

 

3.4.2.2.Users’ OP against Transmit Power 

 

 

 

 

 

 

 

 

 

3.4.3. System Simulation 

This section presents the simulation of the main system model for 

every single user in three subsections to study the system performance 

based on the parameters of Scenario1 mentioned in Sections 4 and 5 to 

compare it with similar recent work and to demonstrate how the proposed 

system presents a valuable enhancement to the wireless communication 

field using the promising technologies. 

Figure 3.3 Throughput vs. transmit power. 

Figure 3.4 OP vs. transmit power. 
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3.4.3.1. Average Achievable Rate against Transmit Power 

Figure 3.5 depicts the performance of users in accordance with 

allocated power. The NU is saturated at 1 Gbps/Hz due to the EH 

mechanism that uses only the required power to reach the targeted rate and 

capture all the remaining power, and the FU data rate keeps increasing 

(does not affect NU stability) by using the harvested power; however, the 

overused power of the FU can be exploited for more EH operations. 

 

 

 

 

 

 

 

 

 

 

3.4.3.2. OP against Transmit Power 

As shown in Figure 3.6, the FU experiences a much greater outage 

than NU despite the larger (average) data rate in Figure 3.5 compared with 

NU, which is the normal performance according to their different 

conditions. 

Figure 3.5 Achievable rate vs. transmit power. 
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3.4.3.3. Instantaneous Rates  

To study users’ performance accurately, instantaneous rates under 

channel realization are carried out. 

In Figure 3.7, the FU still does not have better stability than the NU 

despite the higher data rate, and the FU instantaneous rate is pivoted around 

the same value it reached in Figure 3.5 with a few spikes beneath the target 

rate. This condition explains the reasonable difference in outage 

performance between the two users. 

In a brief comparison, the proposed system outperforms that of [96]  

in terms of simplicity, cost-effectiveness, computational complexity, SE, 

and EE. The system in [96]  reaches the reference point (1 Gbps) by using 

more power (60 dBm), whereas the proposed work reached that point with 

only 17 dBm. Similarly, a data rate of only 1 Mbps is achieved at 20 dBm, 

where this work achieves 1 Gbps for two users separately, showing the 

importance of the EH technique as a valuable contribution. 

Figure 3.6 OP vs. transmit power. 
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3.4.4. Scenario1 vs. Scenario2 

This section presents the simulation of the main system model 

Scenario1 versus Scenario 2 with its two cases in three subsections based 

on the parameters of Scenario1 and Scenario2 in Sections 4 and 5. 

3.4.5. Average Achievable Rate against Transmit Power 

Figure 3.8 illustrates an observable difference between the two 

scenarios and how the main Scenario1 outperforms Scenario2 at NU and 

FU despite setting better parameters’ values to Scenario2 (lower frequency, 

wider BW, and much power). On the one hand, in Scenario1, NU is 

saturated at the target rate immediately, and FU is met at the NU at 17 dBm 

power, where the NU with a longer BS-NU distance is saturated using 1.4 

dBm power, and the FUs of Scenario2 are met at their NUs using 31 dBm 

power. All Scenarios’ FUs data rates still increase exactly as explained in 

Figure 9. On the other hand, the enlarged BS-NU distance case shows more 

transmission effect than the enlarged NU-FU distance case by comparing 

the two cases in Scenario2. 

 

 

Figure 3.7 Instantaneous rate vs. channel realization. 
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3.4.6. OP against Transmit Power 

In OP comparison, Figure 3.9 depicts how the main scenario 

outperforms Scenario2 in NU and FU despite setting better parameters’ 

values to Scenario2 (lower frequency, wider BW, and much power). On 

the one hand, in Scenario1, NU and FU show better outage performance 

than NU and FUs of Scenario2. On the other hand, the enlarged BS-NU 

distance case shows more transmission effect than the enlarged NU-FU 

distance case, regarding NUs’ outage performance by comparing the two 

cases in Scenario2. This condition is because the NU with a longer BS-NU 

distance OP is longer than that of a longer NU-FU distance. 

 

 

 

 

 

Figure 3.8 Achievable rate vs. transmit power. 
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3.4.6.1. Instantaneous Achievable Rates 

To study users’ performance accurately in all scenarios, 

instantaneous achievable rates under channel realization are simulated. 

As shown in Figure 3.10, the main scenario outperforms Scenario2 

in the NU and the FU despite setting better parameters’ values to Scenario2 

(lower frequency, wider BW, and much power) in terms of NU’s stability 

and FU’s fluctuation spikes. On the one hand, in Scenario1, NU and FU 

show better performance than NU and FUs of Scenario2. On the other 

hand, similar to the results in Figure 3.7, the enlarged BS-NU distance case 

shows more transmission effect than the enlarged NU-FU distance case, 

regarding NUs’ stability and FUs’ fluctuating spikes below the target rate 

by comparing the two cases in Scenario2. 

Figure 3.9 OP vs. transmit power. 
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The results of Section 5.4. demonstrate the importance of selecting 

the nearest user to the Bs to be a DF relay because the BS signal is logically 

the dominant controller in NOMA power allocation, unlike the signal that 

is transmitted by any DF relay while it harvests energy from BS and other 

surrounding sources, using that power for data retransmission for longer 

distance. 

3.5. Summary 

The work centered on the cooperative THz-NOMA system, exploring 

the application of the EH technique. The study derived optimal EH 

coefficients, achieving targeted Signal-to-Interference-plus-Noise Ratio 

(SINR), data rates, and SE. The comparative analysis demonstrated a 70% 

improvement in SE and EE over existing systems (i.e., [26], [53], [69], 

[94]–[96]), emphasizing the importance of proximity in DF relaying. 

 

 

Figure 3.10 OP vs. transmit power. 
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4.1. Introduction  

This chapter provides a comprehensive explanation of the 

verification process for Cooperative SWIPT MIMO-NOMA for reliable 

6G communications. It begins with outlining the system model design, 

followed by a discussion of the simulation scenarios, and concludes with 

an in-depth analysis of the simulation results. 

4.2. System Model Design 

Recent academic and industrial research stated the assumption of 

deploying UDHNs, with a large number of distributed base stations, access 

points, relays, and repeaters to the expected 6G densified infrastructure. 

The presented simple system in Figure 4.1 is suggested to solve the 

problems of the THz communications’ lack of a coverage area, connection 

failures, and SIC complexity. Particular use cases are studied, e.g., rural 

areas, countryside, or any other place where IRS and other supporting 

equipment cannot be deployed, providing dynamic path selectivity in the 

case of the user’s link failure. The system considers a small cell with 

MIMO-NOMA-based downlink transmission and two SWIPT-paired 

clustered users. The BS sends the superimposed signal simultaneously to 

both NOMA-served users, NU and FU. At a certain moment, the BS to FU 

path is blocked by an obstruction, resulting in significant shadowing. As a 

result, the FU is unable to identify its obstructed signal. The NU, on the 

other hand, establishes a strong connection with the BS.  
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According to NOMA principles, the NU is supposed to first decode 

the FU’s signal before removing it by the SIC process, and then decode its 

intended signal. Hence, NU receives a copy of the FU’s data, such that FU 

can rely on NU to connect to the BS by exploiting it as a DF relay. For 

relays, the energy in the NU’s battery is insufficient to convey the data to 

the FU. To this end, it is recommended that NU makes use of EH’s power-

splitting protocol (SWIPT) to harvest energy from the surrounding 

radiofrequency energy to use it for this retransmission (relaying process). 

The transmission procedure is divided into two parts. The NU receives the 

BS superposed signal at the first phase, whereas the power-splitting 

procedure captures a portion of the NU’s harvested power; however, the 

remaining power is used for data decoding. The captured energy is then 

used by NU to convey the FU’s information to FU in the second phase. 

 

Figure  4.1 Cooperative SWIPT MIMO-NOMA in THz model. 

A Rayleigh fading channel with mean = 0 and variance = 

Transmission Distance
-THz total losses

 was conducted in this analysis for all 

cases. AWGN with mean = 0 and variance of 𝜎2 is set, representing the 

added noise. PDF for point z is given by Equation (3.1). 

As space attenuation and molecule absorption are considered in the 

cooperative SWIPT NOMA signal, the path loss of the NLOS link is 
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greater than that of the LOS link. If the LOS link prevails, then the NLOS 

impact can be ignored [95]. In free space, the THz total losses 𝜂 is set as

extraordinarily large. For the users k, the channel gain is given by Equation 

(3.2). 

Where A denotes the MIMO antennas, G denotes the gain of the antenna, 

and 𝜂 represents the source–destination THz total losses, given by 

Equation (3.3). 

Where 𝑓 denotes the THz, 𝑑 denotes the source-destination distance, 𝑎(𝑓) 

represents the absorbing coefficient, and C denotes the velocity of light. 

According to the proposed case, the closed-form derivations are 

presented below. 

Stage 1, BS to NU transmission: 

The BS superimposed signal is given by Equation (3.4). 

Where P denotes the transmit power, αn and αf denote the NU and FU 

powers, respectively, and 𝑥𝑛 and 𝑥𝑓 denote the NU and FU signals, 

respectively. However, FU cannot detect its signal due to obstruction. The 

NU signal is given by. 

𝒉𝐬𝒏 = (𝒉𝟏𝟏 +  𝒉𝟏𝟐), (4.1) 

 

𝒚𝒏 = √P(√𝜶𝒏 𝒙𝒏 + √𝜶𝒇 𝒙𝒇)(𝒉𝟏𝟏 +  𝒉𝟏𝟐) + 𝒘𝒏, (4.2) 

Where ℎs𝑛 (ℎ11 +  ℎ12) is the base station to the near user (BS-NU) 

Rayleigh fading coefficient with mean = 0 and variance of dsn
-η , dsn 

denotes the BS-NU distance, and Wn is the AWGN with mean = 0 and 

variance of 𝜎2. Using yn, NU captures a portion of energy named the EH 

coefficient (ψ). The remaining energy portion (1 − ψ) is allocated to data 

decoding. With EH, the data decoded signal is given by Equation (3.6). 
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Where Weh denotes thermal noise (zero mean and variance of 𝜎2). For the 

mathematical process, the Wn harvested energy is abandoned; 

consequently, yD is given by Equation (3.7). 

As a function of yD, NU decodes 𝑋𝑓 straightaway. The NU rate to 

decode FU’s data is calculated as: 

𝑹𝒏𝒇 =  
𝟏

𝟐
𝒍𝒐𝒈𝟐 (𝟏 +

(1-ψ)P αf |𝒉𝟏𝟏 +  𝒉𝟏𝟐|𝟐

(1-ψ)P α𝒏|𝒉𝟏𝟏 +  𝒉𝟏𝟐|𝟐 +  𝝈𝟐 
 ). (4.3) 

With SIC, the NU rate of NU information decoding is calculated as: 

𝑹𝒏𝒇 =  
𝟏

𝟐
𝒍𝒐𝒈𝟐 (𝟏 +

(1-ψ)P αn |𝒉𝟏𝟏 +  𝒉𝟏𝟐|𝟐

 𝝈𝟐 
 ), (4.4) 

where ψ is the captured EH coefficient during the first phase. EH is 

calculated as: 

𝑷𝑯 =  𝑷 |𝒉𝟏𝟏 +  𝒉𝟏𝟐|𝟐 𝜻 ψ, (4.5) 

where ζ denotes the circuitry EH efficiency. 

Stage 2, NU to FU DF-relaying: 

Using the gathered energy, NU conveys the data to FU (PH). As a 

result, the NU’s sent signal is given by Equation (3.11). 

The detected signal at FU is given by Equations (3.12) and (3.4). 

𝑯𝒇 = 𝒎𝒊𝒏{(𝑯𝟐𝟏 + 𝑯𝟐𝟐), 𝑯𝒏𝒇}, (4.6) 

where hf denotes the minimal Rayleigh fading channel of the selected path 

between the BS and FU (i. e. , (𝐻21 +  𝐻22) 𝑜𝑟 𝐻𝑛𝑓), and Hnf is the NU-

to-FU Rayleigh channel. The rate of the FU is given by Equation (3.13). 

In the first stage, NU is supposed to decode the FU’s information to 

determine the ideal power-splitting coefficient, allowing it to properly 

retransmit FU’s data. To do so, the constraint Rnf > Rf∗ was set. 

The FU target rate is Rf∗. This criterion implies that the NU rate for 

decoding FU data must be higher than the FU intended rate. To derive ψ, 

𝑅𝑛𝑓 in Equation (4.4) is substituted into the assumed constraint presented 

in Equations (3.14, 3.15, and 3.16). 



 

53 

Chapter Four: Cooperative SWIPT MIMO-NOMA for Reliable THz 6G 

Communications 

 

 

 The term 22Rf* − 1 is represented by τf to denote the FU-targeted 

SINR, given by Equations (3.17, 3.18, 3.19, 3.20, and 3.21). 

To guarantee a smaller value of ψ, the above Equation can be reshaped as 

given in Equation (3.22). 

where δ is represented by a very small value (i.e., 10−6); then, ψ 

guarantees the needed energy to decode the data, achieving the FU targeted 

rate. 

      Outage Probability: 

It is every user’s chance that the data rate will drop beneath the target. 

Rn∗ and Rf∗ (bits/s/Hz) are the NU and FU targeted rates, respectively. 

FU is considered to fail whenever Rf in Equation (3.16) is smaller 

than the targeted rate, represented in Equation (3.23). 

The NU must accurately decode both signals: the FU signal and its 

signal. The NU and FU targeted rates must be equal to the NU rate. When 

using SIC, if the NU or FU targeted rates in Equations (3.11) and (3.16) 

are not sufficient, NU experiences an outage, which is represented in 

Equation (3.24). 

Following up on the first mode described in the PHY section of [109] 

of the THz single carrier frequency. This idea is recommended for high-

speed transmission links aimed at BW-based cases, e.g., links of 

backhaul/backhaul, fronthaul/backhaul, and between data center racks 

[110]. Due to atmosphere and impact, the accessible spectrum is divided 

into multiple channels on the basis of the spectral windows of THz 

frequencies (from 252.72 to 321.84) GHz, with each channel having its 

own features [110]. There are multiple cases of 2.16 GHz within the THz 

spectrum, whereby six channels and eight bands (from 2.16 to 69 GHz) are 

discovered. According to some criteria and constraints, these spectral 

windows can be determined.  
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Despite the variety of available modulation types in THz-SC PHY 

(BPSK and QPSK are required), BPSK is utilized as the simplest scheme 

among the different supported modulations. Transmission distance and 

system performance are the critical measures that must be balanced on the 

basis of system metrics, considering a range-to-rate tradeoff strategy [66]. 

4.3. Implementation 

The first implementation is to show that the simulation is valid when 

compared to the mathematical analysis. The simulation described below 

compares the recent similar system equipped with the SISO scheme as a 

baseline to this work’s scenario of cooperative SWIPT THz MIMO-

NOMA, utilizing moderated parameter settings for transmit frequency, 

allocated BW, transmit power, and transmit distance. 

(1) Transmit power, frequency, distance, and BW can be adjusted. 

(2) Targeted rates are 1 Gbps for the FU and 3 Gbps for the NU. 

(3) A power of −30 to 30 dBm is dedicated to cover a wider area if the FU 

goes farther. Hence, transmit power can be reduced.  

(4) A relatively high path-loss exponent η= 4 is set; hence, it can be reduced. 

The absorption coefficient can be found in [96]. The simulations were 

implemented using 𝑀𝐴𝑇𝐿𝐴𝐵®. 

4.4. Simulation Results 

This section includes the implementation of simulations and 

numerical analysis to verify the validation of data rates and OP. The 

simulation findings confirm the obtained closed forms of the optimized 

model, and they are compared to earlier research. By existing an 

obstruction in the link to the BS, the presented mechanism should allow 

the obstructed user to maintain continuous communication. The sections 

below explain how the proposed system and mechanism can enhance EE, 

SE, reliability, and system performance by addressing the distance-limited 
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communications of THz frequencies. Table 4.2 shows the simulation 

parameters.  

Table 4.2 Simulation parameters. 

Notation Parameters Value 

f Frequency 311.04 GHz 

BW Bandwidth 12.96 GHz 

P Transmission power 30 dBm 

D Transmission distance 

Phase 1 = 20 m 

Phase 2 = 30 m 

αn NU power coefficient 0.25 of total power 

αf FU power coefficient 0.75 of total power 

G Antenna gain 25 dB 

eta Path loss exponent 4 

 Target data rate 3, 1 Gbps for NU, FU 

  

 

4.4.1. System Validity Analysis 

In contrast, mathematical analysis and simulation were carried out to 

compare the system sum throughput and OP, using a transmission power 

of 20 dBm for system validation, verifying the intended objectives. 

Figures 4.2 and 4.3 exhibit the striking match between the 

mathematical analysis of the derived close forms and simulation results. 

They confirm the analysis accuracy and system validity, including the 

uniqueness of new values. System metrics are thoroughly studied 

throughout the remaining parts of this work. 
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4.4.1.1. Sum Throughput Versus Transmit Power 

 

Figure 4.2 Throughput vs. transmit power. 

4.4.1.2. Users’ OP versus Transmit Power 

 

Figure 4.3 OP vs. Transmit Power. 

4.4.2. System Simulation 

First, the performance of the system’s served users was individually 

implemented, and then the entire system’s sum rate was examined. The 

performance was compared with the previous similar SISO-based system 

model (as a baseline) to explain how the presented system provides a 

remarkable improvement of the current wireless communication systems, 

by employing the edge of technologies mentioned in this work. 

4.4.2.1. Achievable Users’ Rates versus Transmit Power 

Figure 4.4 demonstrates the system users’ performance versus the 

dedicated power. For the two users, the MIMO technique provides 
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remarkable leverage to system performance compared to the SISO scheme. 

The NU performs much better than the FU, despite the EH technique 

allocating the essential energy to achieve the target rate and harvesting the 

remainder for retransmission, thus clarifying the impact of comparative 

THz losses. However, the FU still achieves a data rate greater than the 

target despite the interference it experiences (as the FU does not perform 

the SIC process). Furthermore, the harvested power could be utilized for 

further EH processes. 

 

Figure 4.4 Rates vs. transmit power. 

4.4.2.2. OP versus Transmit Power 

Similarly, for both  NOMA users, the MIMO technique provides a 

notable enhancement of system performance compared to the SISO 

scheme, as shown in Figure 4.5. Despite having more dedicated power than 

the NU, the FU has a higher outage. This reflects the expected performance 

given their distinct channel variations. 



 

58 

Chapter Four: Cooperative SWIPT MIMO-NOMA for Reliable THz 6G 

Communications 

 

 

 

Figure 4.5 OP vs. transmit power. 

4.4.2.3. Achievable Sum Rates versus Transmit Power 

In Figure 4.6, it is proven that the MIMO technique provides added 

value through a remarkable impact on the system performance compared 

to the SISO scheme. Moreover, the presented system outperforms the state 

of the art considering the previously proposed simpler and cost-effective 

model, which has lower complexity and achieves higher EE and SE. 

Hence, this system achieves the same target for the two users using 

relatively less power than allocated in previous research (e.g., [96]). This 

demonstrates the significance of using the energy-harvesting technique 

with the proposed strategy, representing additional gain and a significant 

contribution. 

 

 

Figure 4.6 Sum rates vs. transmit power. 
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In contrast, MIMO-NOMA systems might face some drawbacks, 

e.g., the computational complications of MIMO and procedural complexity 

of SIC-dependent NOMA, as SIC is widely thought to be implemented 

flawlessly, notwithstanding the possibility of procedural errors. Thus, it is 

critical to keep the number of users per cluster as low as possible, as user 

CSI acquisition has a significant impact on SIC implementation. 

4.5. Summary  

The work delved into applying the EH technique in a cooperative 

MIMO-NOMA system for THz communications. This research surpassed 

comparable studies (i.e., [26], [41], [53], [69], [94]–[96]) , achieving over 

50% gains in reliability, OP, SE, and EE compared to basic NOMA. The 

findings highlighted the success of defined strategies in preserving 

communication between the BS and potentially obstructed users, offering 

a dynamic path-selection mechanism for enhanced reliability. 
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5.1. Introduction  

This chapter provides a comprehensive explanation of the 

verification process for A Cooperative SWIPT-Hybrid-NOMA Pairing 

Scheme considering SIC imperfection for THz Communications. It begins 

with outlining the system model design, followed by implementation, and 

concludes with an in-depth analysis of the simulation results. 

5.2. System Model 

The proposed system (shown in Figure 5.1) operates in large open 

areas where downlink THz-NOMA small-cell with four users cluster is 

considered, using a SISO scheme equipped with high-directional antennas. 

The BS superimposes signals to the served users, near users (NUs), and far 

users (FUs), where pairing is assumed for every two SWIPT-based users 

in a cluster, but an obstacle keeps the far two users (U1 and U2) shadowing 

from the BS at a given time. As a result, far-away users are unable to detect 

their signals effectively, however, the channel gains of the nearby users 

(U4 and U3) are sufficient. According to NOMA principles, all FU signals 

must first be decoded by NUs before SIC can be used to remove them and 

consequently decode NUs’ data. As a result, NUs already hold copies of 

the FUs' data. Therefore, NUs can assist FUs in connectivity by acting as 

a DF relay. The energy in the NUs batteries, on the other hand, is 

insufficient to convey the information to the FUs. It is proposed that NUs 

use the EH power-splitting protocol (SWIPT) to capture power from BS 

and radiofrequency energy surrounding them for this purpose during the 

next level. The entire transmission procedure is split into two parts. NUs 
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receive the transmitted signal from BS at the first step. The power-splitting 

mechanism will collect a portion of NUs' received powers, while the left 

power will be used to decode their data. The NUs then use the captured 

energy to convey FUs’ information to them in the second step.  

 

 

 

 

 

 

 

 

 

     The channel model and mathematical analysis of cooperative 

SWIPT NOMA-THz can be found in the previous work [66]. 

     Figure 5.2 explains the concept of H-NOMA as a combination of 

NOMA and OMA (e.g., TDMA) schemes. It clarifies the probable pairs 

for the served users assumed in the proposed system model. 

 

 

 

 

     Based on Figure 5.1 and Figure 5.2, the two pairing techniques 

suggested are: 

 (1)   Near-Far (N-F) pairing technique: 

     The N-F technique pairs BS's closest user (U4) with BS's farthest 

user (U1). The second closer user (U3) of BS is paired with the second 

Figure 5.2 Hybrid-NOMA strategies. 

Figure 5.1 SWIPT-paired H-NOMA system. 
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farther user of BS (U2). Thus, in the first resource block, the N-F pairing 

method pairs U4 with U1, and in the second resource block, U3 with U2. 

U4 is a NOMA near user (NU) and U1 is a NOMA far user (FU) in 

the first pair, but power fractions must be allotted using the constraint 

α4<α1. As a result, U4 must perform SIC before decoding its signal, but 

U1 can simply decode its signal. U3 is NOMA NU and U2 is FU in the 

second pair, however, power fractions must be distributed using the 

constraint α3<α2. As a result, U3 must execute SIC while U2 directly 

decodes its signal. 

Within the first pair, users’ achievable rates are: 

𝑹𝟒, 𝒏𝒇 =  
𝟏

𝟐
𝒍𝒐𝒈𝟐 (𝟏 +

Pα𝟒|𝒉𝟒|𝟐

𝝈𝟐 
)                      (5.1) 

 

𝑹𝟏, 𝒏𝒇 =  
𝟏

𝟐
𝐥𝒐𝒈𝟐 (𝟏 +

Pα𝟏|𝒉𝟏|𝟐

Pα𝟒|𝒉𝟏|𝟐+ 𝝈𝟐 
)    (5.2) 

          

Similarly, for the second pair: 

𝑹𝟑, 𝒏𝒇 =  
𝟏

𝟐
𝒍𝒐𝒈𝟐 (𝟏 +

Pα𝟑|𝒉𝟑|𝟐

𝝈𝟐 
)                             (5.3) 

 

𝑹𝟐, 𝒏𝒇 =  
𝟏

𝟐
𝒍𝒐𝒈𝟐 (𝟏 +

Pα𝟐|𝒉𝟐|𝟐

Pα𝟑|𝒉𝟐|𝟐+ 𝝈𝟐 
)                                

 (5.4) 

 

 

The sum rate is calculated as: 

Rnf = R1,nf + R2,nf + R3,nf + R4,nf                   (5.5) 

 

(2)   Near-Near, Far-Far (N-N, F-F) pairing technique: 

In this technique, the nearest user (U4) is paired with a second nearer user 

(U3), while the distant user (U2) is matched with a second farther user 



 

63 

ChapterFive: A Cooperative SWIPT-Hybrid-NOMA Pairing Scheme 

considering SIC imperfection for THz Communications 

 

 

 

(U1). Thus, in the first resource block, the N-N, F-F pairing approach pairs 

U4 with U3, and in the second resource block, U2 with U1. 

When compared to U3, U4 is a NOMA NU. As a result, it is needed 

to allot α4<α3. Before decoding its signal, U4 must execute SIC, whereas 

U3 decodes it directly. In comparison to U1, U2 is a NOMA NU within the 

opposite pair. As a result, it requires allotting α2<α1, while U2 must 

execute SIC while U1 directly decodes its signal. Within the first pair, 

users’ achievable rates are:  

𝐑𝟒, 𝐧𝐧 =  
𝟏

𝟐
𝐥𝐨𝐠𝟐 (𝟏 +

Pα𝟒|𝐡𝟒|𝟐

𝛔𝟐 
)                                                     (5.6) 

 

𝐑𝟑, 𝐧𝐧 =  
𝟏

𝟐
𝐥𝐨𝐠𝟐 (𝟏 +

Pα𝟑|𝐡𝟑|𝟐

Pα𝟒|𝐡𝟑|𝟐+ 𝛔𝟐 
)                                            (5.7) 

Similarly, for the second pair: 1 and 2 

𝐑𝟐, 𝐧𝐧 =  
𝟏

𝟐
𝐥𝐨𝐠𝟐 (𝟏 +

Pα𝟐|𝐡𝟐|𝟐

𝛔𝟐 
)                                               (5.8) 

 

𝐑𝟏, 𝐧𝐧 =  
𝟏

𝟐
𝐥𝐨𝐠𝟐 (𝟏 +

Pα𝟏|𝐡𝟏|𝟐

Pα𝟐|𝐡𝟏|𝟐+ 𝛔𝟐 
)                                        (5.9) 

The sum rate is calculated as: 

Rnn = R1,nn + R2,nn + R3,nn + R4,nn                    

(5.10) 

 

THz atmospheric attenuation and molecular absorption are taken into 

consideration in signal modeling of cooperative SWIPT H-NOMA [112]. 

As the path loss of NLOS is significantly greater than that of the LOS path, 

NLoS impact may be neglected if the LOS path takes precedence [65]. 

Hence, THz total loss value is set very high. 
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Based on the Physical layer section THz for high-data-rate 

communications aimed at BW-demanding applications such as wireless 

backhaul/backhaul, fronthaul/backhaul, or data center links [111]. Due to 

free-space effects, [110] split the THz spectrum into 69 overlapping 

channels with 8 BWs (2.16 - 69 GHz) based on THz spectral windows 

(252.72 – 321.84) GHz. BPSK and quadrature phase shift keying (QPSK) 

modulations are required; therefore, the simplest scheme (BPSK) is applied 

to achieve the trade-off between scale and efficiency [111]. 

5.3. Implementation 

     The impact of the SWIPT-pairing strategy in conventional 

NOMA, OMA (TDMA), and H-NOMA schemes based on Figure 5.2 were 

studied. For the four users, distant users (i.e., U1 and U2) and the near users 

(i.e., U3 and U4), the users' associated transmission channels (i.e., h1, h2, 

h3, and h4). The approach serves the farthest blocked users (or distant users 

in the cell edge with weak SNR). 

5.3.1. NOMA Users’ Capacities 

The first system implementation examines the performance of all the 

served users in Figure 5.1, considering them as SWIPT-based NOMA 

relaying users (near users). The achievable capacities of individual users 

will be studied when performing SIC to explore the procedural complexity 

and the influence of SIC imperfection on SIC-dependent signal detection. 

5.3.2. H-NOMA Vs. Other multiple-access schemes 

The second system implementation examines each possible SWIPT-

pairs of users in Figure 5.1 using the H-NOMA concept in Figure 5.2, e.g., 

(N-F) and (N-N, F-F) techniques. It investigates the feasibility of applying 

H-NOMA (studying the best SWIPT-pairing strategy) to the proposed 

system to achieve the best performance, overcoming conventional NOMA 

and OMA challenges. This Utilizes all the possible SWIPT pairs with the 
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available LOS users to specify the best pairing, achieving the best 

performance. 

The simulation scenarios are as follows (parameters can be found in 

[66]):  

The first simulation is to prove the validity of using H-NOMA 

instead of NOMA for the same purpose to gain the utmost benefits as 

compared to conventional NOMA or TDMA, comparing the sum-

throughput with the mathematical analysis. Then simulate the work's main 

scenario to investigate the three possible SWIPT pairs with the blocked 

user (U1), using parameters’ values of frequency, BW, power, and distance 

to compare the system performance of every pair.  

Hence: 

1) Transmit Power, frequency, BW, and distance are adjustable. 

2) High Path loss is assumed eta = 4 (adjustable depending on the use case). 

the absorption coefficient is found in [96]. The simulations were 

implemented by the MATLAB program. Figure 5.2 shows H-NOMA 

pairing strategies.  

5.4. Simulation Results 

The simulation of the proposed system model is carried out to prove 

the validity of system compatibility. All possible SWIPT pairs for the two 

far users (U1 and U2) are studied (i.e., pairing techniques). 

Accordingly, system performance is examined considering some factors 

that THz communication provides. When the far nodes' links fail to 

connect to the BS due to an obstruction, the proposed solution should allow 

them to keep communicating. Investigating how this simple and scalable 

system may be used to control THz transmission restrictions demonstrates 

how it can increase SE, EE, reliability, and overall performance. In 

comparison to traditional systems, the simulation results validate the 

derived closed-form of the optimized system. 
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5.4.1.  NOMA Users’ Capacities 

The first implementation shown in Figure 5.3 represents the 

achievable rates of SWIPT-based individual users as NUs when 

performing SIC the farthest user is assumed as a relaying user for a default 

far user (i.e., assumed perfect-SIC). 

 

 

Figure 5.3 depicts users’ performance individually performing as 

NOMA relaying NUs.  The farthest user (U1) shows the best performance 

as SIC is perfectly implemented (i.e., there is not any interference from 

other users’ signals or sequential SIC errors propagated from previous SIC 

operations) and ultimately, SIC imperfection does not affect its capacity. 

However, the users U2, U3, and U4 show a gradual degradation in the rates 

because of the interference of the far users’ remaining signal that will be 

considered as an additional noise to them in case of imperfect SIC. That 

demonstrates the detrimental impact of SIC accuracy on signal detection 

due to the interference of the farther users’ residues with the SIC-dependent 

decoded signal. It clarifies the fact that achievable rates’ degradation is 

proportional to SIC error propagation. 

5.4.2. H-NOMA Vs. Other multiple-access schemes 

This section includes simulating H-NOMA strategies of 

Conventional  Single-Carrier NOMA (SC-NOMA) and OMA (TDMA) in 

Figure 5.3 NOMA Users’ Capacities Vs SNR. 
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Figure 5.4 to validate the idea behind using the best scheme and pairing 

strategy compared to other multiple-access schemes based on the scenario 

shown in Figure 5.1 and Figure 5.2.  

 

According to the comparison in Figure 5.4, it could be noticed that 

NOMA (N-F) strategy outperforms the other strategies in certain cases, 

meaningfully with THz. It confirms the possibility of taking full advantage 

of NOMA when the channel conditions difference between NUs and FUs 

are distinct. With (N-N, F-F) strategy, NOMA still performs better than 

TDMA, but without a significant improvement. The performance of SC-

NOMA is not sufficient because of the interference due to the overloading 

of users sharing one carrier and the complex error propagating SICs, which 

accordingly cause interference and complexity issues. Therefore, it is not 

preferable to increase the number of served users within a single cluster 

while using a single carrier. However, the SWIPT-paired (two-user 

clustering) strategy shows a noticeable enhancement of SE and accordingly 

EE, the harvested power in the SWIPT-based NU is entirely allocated to 

the FU throughout the relaying stage. 

 

Figure 5.4 System SE Vs. SNR of H-NOMA strategies, NOMA, and OMA. 
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5.5. Summary  

The work explored the cost implications of promising technologies, 

especially those involving complex power-consuming systems. This 

research addressed the impact of NOMA SIC-imperfection and proposed 

the best THz H-NOMA SWIPT-paired strategy, enhancing overall 

performance by 75% over the conventional work (i.e.,  [66], [67], [94]–

[100]. The study emphasized the significance of selecting SWIPT pairing 

based on the nearest user to the BS, considering location and channel 

conditions. 
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Chapter 6: SWIPT-Pairing Mechanism for Channel-

Aware Cooperative H-NOMA in 6G Terahertz 

Communications 

6.1. Introduction  

This chapter provides a comprehensive explanation of the 

verification process for the SWIPT-Pairing Mechanism for Channel-

Aware Cooperative H-NOMA in 6G Terahertz Communications. It begins 

with outlining the methodology, followed by implementation, and 

concludes with an in-depth analysis of the results and discussion. As well 

as the Optimal SWIPT-Pairing Mechanism and System Numerical 

Analysis and Simulation. 

6.2. Methodology 

This section is divided into two sub-sections; the first section studies 

H-NOMA pairing possibilities and optimizes the optimal pair to the 

associated users within the cell, whereas the second section studies the best 

SWIPT-pairing for the farthest blocked user (or distant cell-edge users). 

The main system model is shown in Figure 6.1; hence, some of the 

mathematical derivations were developed from the previous analysis 

conducted in [57], [64], [66]. 

Figure 6.1 Main system model. 
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The transmission is considered over the Rayleigh channel (mean = 

0, variance = Transmission Distance
-THz losses

) with AWGN (mean = 0, 

variance = 𝜎2. PDF of a certain point is given by Equation (3.1). 

6.2.1. The Best Hybrid-NOMA Strategy: 

This sub-section includes the study of the impact of the user-pairing 

scheme in NOMA–OMA multiple access (Figure 6.2) to be adopted for the 

next SWIPT-pairing sub-section. 

6.2.2.  Near–Far pairing (N–F) 

With the N–F strategy, the nearest user to the BS (User4) pairs with 

the farthest user (User1). BS’s nearer user (User3) pairs with the second 

farther user (User2). Thus, in this strategy, User4 and User1 are paired in 

the first block, whereas User3 and User2 are paired in the second block.  

Within the first pair, User4 represents the NU, while User1 is the FU; 

however, power coefficients are required to be allocated by setting α4 < 

α1. Thus, User4 requires SIC implementation before detecting its intended 

signal, while User1 decodes its intended signal directly without SIC. 

Within the second pair, User3 represents NU, whereas User2 represents the 

FU; however, power coefficients must be allocated by setting α3 < α2. 

Thus, User3 implements SIC, whereas User2 detects its intended signal 

directly. 

Figure 6.2 Hybrid-NOMA pairing strategy. 
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In pair 1, the rates of the users are given by Equations (5.1) and (5.2). 

Similarly, for the second pair, given by Equations (5.3) and (5.4) 

Hence, P denotes transmit power, αn and αf are power coefficients of 

the near user and far user, respectively, and 𝑥𝑛 and 𝑥𝑓 denote the signals 

of the near user and far user, respectively. 

The far user is not able to detect its signal because of the blockage; 

however, for the signal of the near user, NU's rate is given by Equation 

(5.5). 

6.2.3. Near–Near, Far–Far pairing (N–N, F–F) 

The N–N, F–F strategy addresses that User4 pairs to User3, whereas 

User2 pairs to User1. This strategy pairs User4 to User3 and User2 to User1 

for the two blocks. 

In this strategy, U4 is NOMA NU as compared to U3. Therefore, it 

must allocate α4 < α3. User4 requires SIC implementation before detecting 

its intended signal, while User3 decodes its intended signal directly without 

SIC. In the other block, U2 is NOMA NU as compared to U1. Accordingly, 

allocate α2 < α1. Thus, User2 performs SIC and User1 decodes directly. 

The rates in the first block are given by Equations (5.6) and (5.7). Similarly, 

for the second pair, given by Equations (5.8) and (5.9). The NU rate is 

given by Equation (5.10). 

6.2.4. The Best SWIPT-Pairing Mechanism 

In this sub-section, SWIPT-pairing is studied with three scenarios of 

pairing using one of the three available LOS near users (U4, U3, or U2) to 

be the DF relay pairing user with the targeted far user (U1), and then 

developing a suitable mechanism to select the best SWIPT-pairing user 

using the minimum (min) function to find the lowest (nearest) channel 

fading of the available LOS users to be paired with the blocked farthest 

user to achieve the highest channel gain difference for the optimal NOMA 
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pair. Otherwise, the mechanism selects the second-lowest fading (second-

near) user, and so on. 

Based on the Rayleigh fading Equation, a mechanism of selecting the 

best pairing user is proposed to act as a relay to the user1 and set the 

minimal Rayleigh fading channel. 

R=min{𝑯𝒌}  (6.1) 

Where R is the selected relaying user, and H is a vector of Rayleigh 

channels for k-number of users; however, propose k = 4. 

Based on NOMA principles, the selected user is the NU (DF relay user), 

whereas the blocked user is the FU. 

In the proposed system model, as there are 3 LOS available users with FU, 

the NU selection mechanism is expressed as: 

NU=min{h2,h3,h4} (6.2) 

Where h2, h3, and h4 denote the Rayleigh fading channels of user2, user3, 

and user4, respectively, (each with its distance with the BS). 

The proposed mechanism (shown in Figure 6.3) works in spacious 

open areas such as rural territories or the countryside (i.e., it is not possible 

to deploy other network equipment to aid THz communications). The 

system considers a downlink THz NOMA-based single-cell serving 4 

users, where all the parties are provided with single highly directed 

antennas. The Tx party (BS) combines users' signals to broadcast them to 

the Rxs (i.e., various channel-conditioned users) including the paired user 

(NU and FU), assuming that there is an existing obstacle blocking the BS-

U1 link. Accordingly, U1 cannot receive the signal efficiently. The 

potential NU (U4, U3, or U2) has a sufficient channel gain. Based on 

NOMA, the signal of the FU is decoded and canceled by the NU 

implementing SIC before decoding the NU information signal. It is worth 

noticing that NU receives and decodes FU’s signal. Therefore, NU could 
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aid FU’s connection as a DF-relay. To this end, the NU's device power 

does not suffice to retransmit FU's signal. Thus, NU is suggested to 

perform SWIPT to harvest energy from radiofrequency energy surrounding 

it. The communication process is carried out in two phases; the sender's 

combined signal is received by NU in the initial phase. By adopting the 

power splitting technique, a portion of the received power will be captured, 

and the remaining power will be used for information decoding. The 

captured power is then used by NU to retransmit the signal to the FU. 

The proposed system takes into consideration THz frequency 

characteristics and losses. Transmission link loss in the path NLOS is much 

more than link loss in LOS; thus, the NLOS impact could be neglected 

when LOS governs [66]. In this work, THz losses (η) are presumed to be 

very high. The channel gain can be calculated as given by Equation (3.2). 

Hence, A denotes antenna number, G refers to antenna gain, and 𝜂 

denotes THz source-to-destination losses, given by Equation (3.3). 

Hence, f denotes frequency, d denotes source-to-destination distance, 

a(f) denotes absorption coefficient, and c denotes light speed. 

The derived closed form according to the proposed scenario is: 

Stage 1: The transmission of the superimposed signal in the first stage 

is shown in Equation (3.4). 

Figure 6.3 Cooperative SWIPT hybrid THz NOMA model. 
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Where P denotes transmit power, αn and αf are the power coefficients 

of NU and FU, respectively, and xn and Xf are the power signal of NU and 

FU, respectively. Due to the blockage, FU is not able to receive its signal, 

whereas the received signal at the NU is given by Equation (3.5). 

Hence, Hsn represents the BS-to-NU Rayleigh channel (mean = 0, 

variance = dsn
-η ), dsn denotes the BS-to-NU transmission distance, and 

Wn refers to AWGN (mean = 0, variance = 𝜎2). Out of yn, NU extracts a 

portion of power as the EH coefficient (ψ). The rest of the energy (1−ψ) is 

allocated to decode its data, which is represented by Equation (3.6). 

Hence, weh refers to thermal noise (zero mean, variance=𝜎2). The 

tiny EH value of wn can be neglected; thereby yD is given by Equation 

(3.7): 

From (17), NU decodes Xf directly first. The achievable rate of the 

decoded FU’s data by the NU is given by Equation (3.8). By implementing 

SIC, NU's rate is given by Equation (3.9). The harvested energy during 

phase 1 is represented by Equation (3.10). Hence, ζ denotes the electronic 

circuits' EH efficiency. 

Phase 2: In the next phase, by allocating the harvested energy (PH), 

NU retransmits the data meant for FU. Consequently, NU's sent signal is 

given by Equation (11). 

Accordingly, the signal at FU is given by Equation (3.12). 

Where hnf denotes the NU–FU Rayleigh fading channel. The 

achievable rate at the FU is given by Equation (3.13). 

In order to evaluate the ideal value of the EH-coefficient, NU requires 

FU information decoding. Next, it can effectively convey the FU signal. 

Thus, the constraint Rnf > Rf∗ is set.  

Hence, Rf∗ represents the targeted rate of FU. Addressing that the 

NU rate to decode the FU signal must be greater than that of F. 𝑅𝑛𝑓in 
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(3.21) with the set condition swapped to produce ψ, given by Equations 

(3.14), (3.15), and (3.16). 

Denote 22Rf* − 1 to be τf, representing the targeted value of FU’s 

signal to interference plus the noise ratio, given by Equations (3.17), (3.18), 

(3.19), (3.20), and (3.21). 

Verifying the constraint of ψ in (3.21), the Equation is reformed as 

given by Equation (3.22). 

Hence, δ refers to a very small value of 10−6; however, ψ represents 

the energy needed to decode information to attain the intended rate of FU. 

The outage probability (OP) is the possibility of the data rate of the 

user falling below the targeted value. Assume Rn∗/Rf∗ as the target rates 

of NU/FU, respectively. 

FU is in OP when the Rf rate of (4.1) falls underneath the targeted 

value, given by Equation (3.23). 

NU decodes both signals accurately. Hence, both targeted levels must 

be equal to or greater than that of NU. By performing SIC, NU faces OP 

when both values in (3.21) and (4.1) do not meet that value of NU, 

mathematically given by Equation (3.24). 

Based on the IEEE standard in [109], and according to the available 

THz spectral bands, [110] divided the gap into certain channels and BWs 

(approved globally), allocated BW depending on the system compatibility, 

application requirements, hardware limitation, and transmission 

conditions.  

In THz-SC PHY, BPSK and QPSK modulation schemes are 

mandatory; thus, the simplest scheme (i.e., BPSK) is adopted to improve 

system performance and mitigate the complexity, as increasing the 

modulation index, i.e., signal levels, leads to a greater bit error rate (BER) 

in addition to increasing the processing time and latency (this work 

achieves higher SE depending on the integrated technologies' capabilities 
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without the need for high-order modulation schemes). Moreover, the 

planner must utilize coverage distance with system performance to gain the 

trade-off between range and rate [109]. 

6.2.5.  Optimal SWIPT-Pairing 

The mechanism of the best SWIPT-pairing adopts the principle of the 

best channel-conditions difference between the targeted blocked user and 

the paired user. A higher distance between them causes a higher channel 

condition difference, which means better NOMA performance, especially 

when the available relaying NU is located at the closest point with regards 

to Tx. To gain an ideal channel difference, the farthest targeted user 

requires pairing with the nearest user to the BS, which is preferred to 

SWIPT; if that is not achievable, then the second nearest user to the BS 

must be tried, and so on. Then for the next pairing, the targeted user does 

the same procedure to find its pair starting from the nearest possible user 

to BS and farthest from itself. The blocked user will find the best available 

user for the optimal cooperative SWIPT scenario. 

6.3. Implementation Environment 

This work was simulated as the following (parameters of [58]): 

Firstly, the simulation and comparison of the performance with 

mathematical analysis demonstrate the viability of employing H-NOMA 

to replace NOMA to achieve the intended objectives to gain the most 

advantages in comparison with NOMA and OMA. After that, an evaluation 

of the work's core case is processed to examine the three potential SWIPT 

pairs to the obstructed user (User1) and analyze each pair's performance 

using parameter settings for frequency, BW, transmit power, and 

transmission distance. Then the development of a suitable mechanism is 

proposed to select the optimal DF relaying user (NU) to the intended U1’s 
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pairing. The system was simulated using MATLAB. Table 6.1 shows the 

simulation parameters. 

Table3 6.1 Simulation parameters. 

Symbol Parameter V.A V.B 

f Frequency 311.04 GHz 311.04 GHz 

BW Bandwidth 12.96 GHz 12.96 GHz 

P Transmission power 20-40 dBm 30 dBm 

d 

αn 

Transmission distance 

NU power coefficient 

          U1, U2, U3, U4 = (10, 9, 4, 3) m 

          0.2 of total power 

αf FU power coefficient           0.8 of total power 

G Antenna gain           25 dB 

eta Path loss exponent           4 

 Targeted data rate            1 Gbps 

 EH conversion efficiency          0.7 

 

Based on the influential THz factors, the system performance is 

investigated. The suggested technique should make it possible for the 

obstructed user to continue communicating while being shadowed, failing 

to connect to BS. The ability to regulate THz shortfalls was then explored, 

demonstrating how this could enhance SE, EE, stability, and the entire 

efficiency. The modeling findings supported the optimized system's 

obtained closed form and were compared to that of previous work. Table 

6.2 describes H-NOMA strategies. 

Table46.2 H-NOMA strategies. 

Users/Time 
Multiple Access 

Technique 
Strategy Time Slots 

U1, U2, U3, and U4 

TDMA U1 U2 U3 U4 4 

NOMA U1, U2, U3, and U4 1 

NOMA\TDMA First Pair Second Pair 2 

Time 4 ms. 

 

6.4. Results and Discussion 

The system simulation and analysis were carried out to prove the 

validity of the enhanced achievable rates and outage probability. All 

possible SWIPT pairs were studied. 
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6.4.1. H-NOMA, NOMA, and OMA Performance Comparison 

The simulation of H-NOMA strategies was carried out in comparison 

to traditional SC-NOMA and TDMA (Figure 6.4) in order to verify the 

rationale for selecting the optimal scheme among the MA techniques 

according to Figure 6.2 and Table 6.2.  

Based on Figure 6.4, whenever the channel-condition divergence of 

NOMA users is distinctive, it can be observed that the (N–F) approach 

works better than other methods in some circumstances, significantly with 

THz, confirming that it can fully utilize NOMA in those situations. NOMA 

still outperforms TDMA with the (N–N, F–F) method, although not 

significantly better. Due to interference brought on by too many users using 

the same carrier, SC-NOMA's performance is still insufficient. This leads 

to problems with complexity and interference. Consequently, employing a 

single carrier while increasing the number of people served is not 

recommended. 

6.4.2. Proposal Simulation 

To analyze system performance and compare it to the related work, 

and to show how this proposal presents an important improvement to 

wireless communications by utilizing the key-enabling techniques, it 

simulates the proposal for each potential relaying user through 3 sections. 

Figure 6.4 H-NOMA techniques vs. NOMA/OMA 
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Figure 6.5 shows the average achievable rate of near and far users for 

the three possible SWIPT pairs, namely, U2–U1 (a), U3–U1 (b), and U4–

U1 (c). It is noticed that as a result of the EH mechanism, which utilized 

only the necessary power to achieve the required rate, capturing all the 

remaining power, NU peaked at 1 Gbps/Hz. Increasingly, in (a), (b), and 

more in (c), NU achieved a better data rate, exceeding the target for the 

same power splitting ratio because of the lower distance (better SINR) from 

the BS, achieving better sum-throughput and SE accordingly. The FU rate 

increased without affecting NU stability by using the available harvested 

power in all cases; however, it is possible to make use of the overused FU 

available energy for more EH operations. The best overall performance 

resulted in the U4–U1 SWIPT pair (c). 

6.4.2.1.  Average Rate Versus Transmission Power 

  

(a) (b) 

 

(c) 

Figure 6.5 Average rate versus transmission power. 
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6.4.2.2. OP Versus Transmission Power 

It is obvious from Figure 6.6 that FU showed higher OP than that of 

NU in all cases, although having higher rates of FUs as compared with NU. 

The best overall performance resulted in the U4–U1 SWIPT pair (c) as 

compared to those of (a) and (b) due to the greater channel difference 

between the NOMA near and far users (preferable). This supports the idea 

behind this work to assist the distant, the weak-conditioned, and the path-

blocked users. 

  

(a) (b) 

 

 

 

(c) 

Figure 6.6 OP versus transmission power. 

6.4.2.3. Instantaneous-Rate Versus Channel-Realization. 

It studies the performance of the SWIPT pairs accurately and 

examines the instantaneous rates under channel realization. 

In Figure 6.7, it is still observable that FU did not show better stability 

compared to NU in all the cases despite the larger power and data rate; 
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FU’s instantaneous rate was gaining the same level as that in Figure 6.5 

and some variations below the targeted level, which explains the variety of 

users' performance. The best overall performance resulted in the U4–U1 

SWIPT pair (c). 

 
 

(a) (b) 

 

(c) 

Figure 6.7 Instantaneous rate versus channel realization. 

It is worth noting that the proposed system delivered a remarkable 

enhancement over that of [35] using simpler requirements and lower 

power/cost, and it gained higher SE and EE. It achieved better 

performance, showing the importance of EH and emerging techniques. 

6.5. Optimal SWIPT-Pairing Mechanism 

This section includes simulating the system model using the 

mechanism in (3.12) to select the best SWIPT partner to act as a DF relay 

to U1 out of the available LOS users, using the same parameters as in 

Sections 4 and 5. 
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6.5.1.  Average Rate Versus Transmission Power 

Figure 6.8 illustrates how the aforementioned mechanism ran the best 

SWIPT pair with the best performance, resulting in U4–U1 pair selection. 

This describes the importance of the channel condition difference between 

the paired NOMA users (NU and FU); the greater the channel difference, 

the better the NOMA performance. The privilege of selection dynamism 

was obtained by the proposed mechanism. 

6.5.2.  OP Versus Transmission Power 

Similarly, Figure 6.9 shows how the same mechanism managed to 

select the best SWIPT pair with the best outage probability, resulting in the 

selection of the U4–U1 pair. It improved overall system reliability and OP 

by aiding the targeted user to opt for the best NU to pair within terms of 

NU location and, accordingly, channel condition difference. 

 

 

 

Figure 6.8 Average rate versus transmission power. 
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6.5.3. Instantaneous Achievable Rate Versus Channel Realization 

To make sure that the proposed mechanism achieves accurately the 

best performance for users, Figure 6.10 above illustrates the simulation of 

the instantaneous achievable rates under channel realization. Once again, 

it is clearly shown that the proposed mechanism leads to the best user and 

overall performance accordingly by selecting the best pair to achieve the 

intended goal. 

 

6.6. System Numerical Analysis and Simulation 

This section compares the proposal's sum throughput and OP using 

simulations and analysis to prove the validity of the closed-form of the 

Figure 6.9 OP versus transmission power 

Figure 6.10 Instantaneous rate versus 

channel realization. 
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system model, leading to the preplanned objectives, utilizing similar input 

parameters, and setting a transmission power of 20 dBm. 

6.6.1. Sum Throughput Versus Transmission Power 

Based on the same parameters used to examine the validity of 

mathematical derivations, Figure 6.11 shows considerable matching with 

the system simulation.  

6.6.2. User OP Versus Transmission Power 

Similarly, Figure 6.12 verifies the feasibility of mathematical 

analysis by conducting a point-to-point comparison and setting the exact 

parameters. It shows noticeable matching. 

 

Figure 6.11 Sum throughput versus transmission 

power 

Figure 6.12 User OP versus transmission 

power. 
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Remarkably, Figure 6.11 and Figure 6.12 depict clear consistency of 

both results, which confirm the accuracy of the analyses and system model 

validity of achieving the objectivity and novelty of the proven added 

values. 

 

6.7. Summary  

In this work, the focus shifted to meeting the stringent specifications 

of 6G by overcoming the challenges posed by SC-NOMA and THz 

limitations. An optimal THz H-NOMA pairing approach was proposed, 

showing a 75% improvement in EE and SE over the conventional work  

(i.e., [65], [67], [69], [70], [94]–[96]). The study validated the proposed 

mechanism's effectiveness in achieving the best overall performance, with 

results matching numerical and simulation outcomes.  
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Chapter 7: A Secure Deep Autoencoder-based 6G Channel 

Estimation to Detect/Mitigate Adversarial Attacks 

 

7.1. Introduction  

This chapter introduces a secure CE method using a deep 

autoencoder to detect and mitigate AA. The technique is explained in 

detail, covering the methodology, programming of the DAE-based CE, its 

implementation, and a discussion of the results. 

7.2. Methodology 

Figure 7.1 shows the DAE-based CE general structure to track 

suspicious activity traffic over the 6G entire network. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7.1 illustrates all processes made at the BS to detect AA and 

legitimate users using the DAE model. This model starts with pilots' uplink 

Figure 7.1 The General Structure of DAE-Based CE 
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signals using MATLAB tools to generate an image dataset to evaluate 

system performance and robustness. The generated dataset and 

programming DAE model are: 

7.2.1. Dataset Descriptions and Scenario 

Many reference cases are available in Toolbox and other next-

generation network communication systems. Collecting datasets for DL-

based models enables customization and the generation of various 

waveforms, antennas, and channel models. A reference example in the 

MATLAB Toolbox is utilized to generate the training dataset for DAE-

based CE. Table 7.1 illustrates a sample of this dataset.  

Table 7.1 Original dataset description. 

Feature 1 Feature 2 Feature 3 Feature 4 

0.15+0.89

j 

-

0.39+0.84

j 

-

0.56+0.78

j 

-

0.26+0.89

j 

. 

. 

. 

. 

-

0.86+0.43

j 

 

0.14+0.9

0j 

- 

0.26+0.8

3j 

-

0.41+0.8

2j 

-

0.32+0.8

7j 

. 

. 

. 

. 

-

0.88+0.1

5j 

0.17+0.91j 

-

0.37+0.89j 

-

0.55+0.79j 

-

0.44+0.84j 

. 

. 

. 

. 

-

0.33+0.23j 

0.11+0.88j 

-

0.41+0.89j 

-

0.26+0.72j 

-

0.32+0.80j 

. 

. 

. 

. 

-

0.89+0.21j 

A new channel characteristic is generated for every set of training 

datasets based on different parameters.  

Table 7.2 lists channel characteristics with associated values. 

 

Table 7.2 CE parameters. 

Channel Parameters  Values 

Doppler-Shift 0.0004-100 MHz 
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Delay Spread 0.001-0.25 ns 

Sample Rate 32950000 

NFFT 1024 

Windows 36 

Symbols/Slot 14 

Slots/Frame  20 

Slots/Sub-frame 2 

Polarity  CoPolar 

Transmit Antennas 

no. 

64 

Receive Antennas 

no. 

64 

Fading Distribution  Rayleigh 

Modulation 16QAM 

 

7.2.2. Programming Deep Autoencoder-Based Channel Estimation 

The DAE model can provide several advantages when used for CE 

in 6G wireless communication systems: 

• Improving Accuracy: DAEs can learn complex features of a wireless 

channel, e.g., multipath propagation, noise, and interference, which can 

improve the accuracy of CE compared to traditional methods. 

• Robustness: DAEs are robust to noise and interference, which can 

improve the reliability of CE in practical wireless communication 

scenarios. 

• Reducing Training Data Requirements: DAEs can learn from fewer 

training samples than traditional methods, which can be especially 

advantageous in low SNR scenarios where collecting large amounts of 

training data is difficult. 

• Low Complexity: DAEs have a relatively low computational 

complexity compared to other ML algorithms, which makes them 

suitable for implementation in real-time wireless communication 

systems. 

• Adaptability: DAEs can adapt to changes in the wireless channel over 

time, which enables enhanced CE performance in dynamic wireless 

communication scenarios. 
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The AE-based DL model's hyper-parameters are shown in Table 7.3. 

Table 5.3 DAE parameters. 

DAE Parameters Values 

Activation Function ReLu 

Batch size 128 

Testing samples 30% 

Training samples 70% 

Loss function MSR 

Learning rate 0.001 

Number of epochs 1000 

Optimizer  Adam 

Momentum   0.9 

Input/output size 612 x 14  

 

The DAE model for the CE employed is depicted in Figure 7.2.  

 

In Figure 7.2, DAE works when the dataset is generated then the first 

stage of AE, i.e., convolution 1 (Conv.1) layer with a stride-2 can be used 

for features extraction of the input signal. The Conv.1 layer architecture is 

a set of filters that slide over the input signal to generate a set of feature 

maps. The basic idea behind using a Conv.1 layer with a stride is 

performing a local feature extraction, where each filter extracts features 

Figure 7.2 The DAE-Based CE. 
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from a local region of the input signal. The stride ensures that the filter 

covers every possible local region of the input signal. To program a DAE 

using a Conv.1 layer with a stride, the following steps can be followed: 

Define the Conv.1 layer: it specifies the filters' number, filter size, 

and stride.  

Feed the input signal into the Conv.1 layer: it produces a set of feature 

maps. For example, assuming the input signal is an image of size 128x128 

with 3 color channels as follows: 

Use the feature maps for further processing: it is produced by the 

Conv.1 layer and can be used as input for further processing in the AE 

architecture. 

By using a Conv.1 layer with a stride-2 in a DAE model, the model 

can learn to extract local features from the input signal. The local features 

can be used to reconstruct the input signal in a lower-dimensional feature 

space, which can be used for various applications, significantly for CE in 

wireless communication systems. Deconvolution (DeConv.) layers with a 

stride-2 and flattening layers are often used for various applications, e.g., 

image dataset processing. These layers help to increase the spatial 

resolution of the feature maps and convert them into a vector form, 

respectively. These layers work in a DAE as: 

DeConv. layer with stride-2 (so-called a transpose convolutional 

layer or a fractionally-strides convolutional layer): it can be used to 

increase the spatial resolution of the feature maps produced by the previous 

layers. The DeConv layer performs the opposite operation of a Conv.1 

layer, and it can be used to reconstruct the input signal or to up-sample the 

feature maps.  

Flattening layer: it is used to convert the 3D feature maps into a 1D 

vector format. This is typically done before passing the feature vectors 

through a dense layer for classification or regression tasks, defined as: 
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Using these layers in a deep autoencoder: in a deep autoencoder, a 

DeConv. layer with stride-2 can be used to up-sample the feature maps, 

and a flattening layer can be used to convert the feature maps into a 1D 

vector format. The model is assessed and contrasted using MSE. The MSE 

scores are used to analyze the model further. It is calculated by: 

𝑴𝑺𝑬 =
∑(𝐘𝐭 − 𝐘˜𝐭)𝟐

𝐧
 (7.1) 

Where Yt means the actual attribute and Y˜t means forecasted attribute. 

The MSE between the real and predicted scales is measured. 

Whenever a model is perfect that means the MSE measurement is zero. It 

is proportional to model error. Algorithm 1 with pseudo-code demonstrates 

the main steps of DAE for CE. 

Algorithm 1: DAE-based CE 

Input: Generated and Load the dataset: Load the dataset which consists of input 

signals and corresponding CEs. /*Preprocess the input data: Normalize the input 

data by dividing each element by the maximum value*/. 

Output: Training dataset, MSR. 

Begin: 

Define the AE /*the encoder and decoder architecture using Conv. and 

DeConv. layers, respectively in Table III*/. 

Define the CE parameters using Table II a dense layer. 

Concatenate the input signal and CE. 

Define the DAE-based CE model: with the following Pseudocode. 

AE-model=Model (concatenated-input, decoded-signal). 

CE-model=Model (channel-input, channel-estimate). 

Combined-input = Input (shape= (64, 64, 1)). 

Channel-output=CE-model (CE). 

Combined-output=concatenate ([combined-input, channel-output]). 

AE-output = AE-model (combined-output) 

Full-model=Model (inputs= [combined-input, channel-input], outputs= 

[AE-output, channel-output]) 
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Compile and train the model: Compile the full model and train it on the 

input data and channel estimates. As follows: 

Full model. Compile(optimizer=Adam(lr=0.001), 

loss= ['MSE', MSE], metrics=['accuracy']). 

history = full-model. Fit ([input-data, CE], [input-data, CE], epochs=50, 

batch-size=32, shuffle=True, validation-split=0.2) 

Return MSR (accuracy). 

End. 

The model examinations of the AA's five attacks (FGSM, BIM, 

MIM, PGD, and C&W) trained and tested the effectiveness of the 

suggested mitigation measures to achieve the highest performance (i.e., the 

lowest possible MSE). 

7.3. Implementation Environment 

MATLAB tools, Python, and Collaborator (Colab) are general-

purpose programming languages, which are simple to use and learn. They 

are compatible with numerous operating systems i.e., Windows, Linux, and 

Mac. TensorFlow and Keras are two open-source DL libraries created to 

expand the Python library. As a result, this paper uses these languages and 

libraries to put the suggestions into practice. The DAE is carried out using 

MATLAB Toolbox to generate the dataset. Furthermore; the DAE model 

is implemented using Python 3.8 in colab, using TensorFlow and Keras 

libraries. The laptop used is equipped with a Core i7 CPU, 10th Generation, 

and 64-bit Operating System Win. 11. 

7.4. Results, Evaluation, and Discussion 

7.4.1. Performance Results and Evaluation 

To assess the effectiveness of DAE-based channel estimate models 

in the 6G Network, attack success ratio (ASR) was used for evaluation 

statistics as:  
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𝑨𝑺𝑹  =
𝟏

𝒎
∑

𝑴𝑺𝑬 (𝑿(𝒊)
𝒂𝒅𝒗, 𝒚(𝒊)) − 𝑴𝑺𝑬(𝑿(𝒊), 𝒚(𝒊))

𝑴𝑺𝑬 (𝑿(𝒊)
𝒂𝒅𝒗, 𝒚(𝒊))

𝒎

𝒊=𝟎

 

 

(7.2) 

 

ASR represents the test-samples proportion, which the attacker may 

incorrectly forecast to all test samples. An attack is more effective if the 

ASR is higher. Table 7.4 shows the experimental findings for the 

suggested AA-based mitigation techniques.  

Table 7.4 Experimental test results of DAE-based CE for AA. 

Attacks 

Names 

Epsilon  MSE ASR 

Normal Attacks 

 

 

FGSM 

0.1 

0.5 

1.0 

2.0 

3.0 

0.02812 

0.02812 

0.02810 

0.02822 

0.02783 

0.02848 

0.03676 

0.07848 

0.19284 

0.30651 

0.018932 

0.218932 

0.618932 

0.818932 

0.918932 

 

 

BIM 

0.1 

0.5 

1.0 

2.0 

3.0 

0.02812 

0.02812 

0.02810 

0.02822 

0.02783 

0.02848 

0.03676 

0.07848 

0.19284 

0.30651 

0.018932 

0.218932 

0.618932 

0.818932 

0.918932 

 

 

MIM 

0.1 

0.5 

1.0 

2.0 

3.0 

0.02812 

0.02812 

0.02810 

0.02822 

0.02783 

0.02848 

0.03676 

0.07848 

0.19284 

0.30651 

0.018932 

0.218932 

0.618932 

0.818932 

0.918932 

C&W _        0.02831 0.02980 0.066435 

 

 

PGD 

0.1 

0.5 

1.0 

2.0 

3.0 

0.02812 

0.02812 

0.02810 

0.02822 

0.02783 

0.02848 

0.03676 

0.07848 

0.19284 

0.30651 

0.018932 

0.218932 

0.618932 

0.818932 

0.918932 

 

In Table 7.4, epsilon values typically refer to the maximum amount 

of perturbation or distortion allowed to be added to the AA original input 

data (the epsilon value refers to a small perturbation value that is added to 

the input data to create AA. The objective of AA is to cause an ML model 

to misclassify an input by making small modifications to the input data. It 

determines the magnitude of these modifications). That generates more 

aggressive AA to fool intelligent systems. For example, in the popular Fast 
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Gradient Sign Method (FGSM) attack, the perturbation added to the input 

image is scaled by a small value of epsilon, which controls the amount of 

distortion introduced to the original image. By adjusting the value of 

epsilon, an attacker can control the trade-off between the degree of 

distortion introduced to the input and the likelihood of AA successfully, 

fooling the model. The experiment results demonstrate that the suggested 

approach can increase the CE model's accuracy. The findings depict that 

the approach can deliver superior outcomes for AA (FGSM, BIM, MIM, 

PGD, and C&W). 

 

 

 

 

 

 

 

 

 

 

7.4.2. MSE for Training and Testing Datasets.  

The effectiveness of the CE model can be increased by the outcomes 

of the suggested DAE model. Figure 7.4 shows the MSE values change 

before and after applying a DAE model. The MSE values before the model 

(left-sided Fig.) are virtually identical to the attacks and the values are 

maximum. However, when the DAE model is applied, the values of MSE 

of all attacks are minimal. 

 

 

 

Figure 7.3 demonstrates the training and testing 

dataset's MSE with epochs 1000. 
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The experimental results of DAE-based CE between MSE and 

epsilon.  

Figure 40 shows that DEA-based CE is efficient at predicting and 

detecting the AA with the epsilon values added to the original data. Table 

7.5 demonstrates the details about all the AA. 

 

 

 

 

 

 

 

 

 

Table 7.5 Demonstrates the details about all the AA. 

In
d
ex

 Malicious 

Distance 

Real 

Predicted 

MSE 

Malicious 

Predicted 

MSE 

Attacks 
ep

si
lo

n
 

377 2.7999999 0.0118651 0.0129488 
BIM 

3.0 

179 2.8000023 0.0329317 0.0329508 2.0 

301 0.7000001 0.0100393 0.0100881 

FGSM 

0.5 

290 1.4000003 0.0537686 0.0534277 1.0 

490 1.4000003 0.0382549 0.0385098 1.0 

510 1.4000003 0.0077401 0.0080595 1.0 

529 2.8000063 0.0344316 0.0354635 
MIM 

2.0 

66 2.8000068 0.0269185 0.0276220 1.0 

142 2.8000023 0.0296083 0.0299384 
PGD 

2.0 

131 2.8000068 0.0411919 0.0422248 0.5 

366 2.8000020 0.0319317 0.0319400 C&W 0.5 

 

Table 7.5 shows various forms of attacks. The index-based attacks 

focus on finding the closest AA, whereas distance-based attacks focus on 

maximizing the distance between the original data point and AA. The 

experimental results are consistent across all types of AA (BIM, FGSM, 

Figure 7.4 malicious distance with real and predicted MSE for each attack. 
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MIM, C&W, and PGD). Furthermore, the epsilon values range was 

expanded to (0.5-3.0), whereas the MSE values of real and predicted 

malicious are still similar or close to each other across the different 

combinations of attack, epsilon value, and distance metrics. These findings 

prove that the model is highly susceptible to a wide range of adversarial 

perturbations. Hence, small changes in the perturbation parameters do not 

significantly affect the quality of AA detection concerning the MSE metric. 

7.5. Summary 

This study proposed a secure DAE-based 6G CE model to detect and 

mitigate potential AA. It demonstrated promising results in improving the 

robustness and effectiveness of CE against AA in 6G networks throughout 

comprehensive experimental evaluations. The results proved the system's 

outperformance over traditional CEs per simplicity, accuracy, and 

resilience against AA (a high accuracy to detect AA (FGSM, BIM, PGD, 

MIM, and C&W) with minimum MSE of real and predicted malicious) 

when the epsilon values ranged (0.5-3.0) with various attacks' distances. 
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Chapter 8: Conclusion, Challenges, and Recommendations 

for Future Work 

8.1. Introduction  

To advance wireless communications for the next era, this chapter 

concludes the investigation of the potentials of THz communications, 

NOMA, H-NOMA, and other integrated technologies, and the improved 

system performance. While significant progress was made, certain 

challenges persisted, such as the limited transmission distance in THz due 

to its characteristics, e.g., high path loss and susceptibility to blockage. 

This research addressed these challenges and proposed innovative 

solutions. Moreover, security concerns in the 6G context were considered 

and improved concerning updated AI-based daily attacks. 

8.2. Conclusions 

❖ The first conclusion centered on the cooperative THz-NOMA system, 

exploring the application of the EH technique. The study derived 

optimal EH coefficients, achieving targeted Signal-to-Interference-plus-

Noise Ratio (SINR), data rates, and SE. Comparative analysis 

demonstrated a 70% improvement in SE and EE over existing systems, 

emphasizing the importance of proximity in DF relaying. 

❖ The second conclusion delved into applying the EH technique in a 

cooperative MIMO-NOMA system for THz communications. This 

research surpassed comparable studies, achieving over 50% gains in 

reliability, OP, SE, and EE compared to basic NOMA. The findings 

highlighted the success of defined strategies in preserving 

communication between the BS and potentially obstructed users, 

offering a dynamic path-selection mechanism for enhanced reliability. 
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❖ The third conclusion explored the cost implications of promising 

technologies, especially those involving complex power-consuming

systems. This research addressed the impact of NOMA SIC-

imperfection and proposed the best THz H-NOMA SWIPT-paired 

strategy, enhancing overall performance by 75%. The study emphasized 

the significance of selecting SWIPT pairing based on the nearest user to 

the BS, considering location and channel conditions. 

❖ In the fourth conclusion, the focus shifted to meeting the stringent 

specifications of 6G by overcoming the challenges posed by SC-NOMA 

and THz limitations. An optimal THz H-NOMA pairing approach was 

proposed, showing a 75% improvement in EE and SE. The study 

validated the proposed mechanism's effectiveness in achieving the best 

overall performance, with results matching numerical and simulation 

outcomes.  

❖ In a nutshell, this study proposed a secure DAE-based 6G CE model to 

detect and mitigate potential AA. It demonstrated promising results in 

improving the robustness and effectiveness of CE against AA in 6G 

networks throughout comprehensive experimental evaluations. The 

results proved the system's outperformance over traditional CEs per 

simplicity, accuracy, and resilience against AA (a high accuracy to 

detect AA (FGSM, BIM, PGD, MIM, and C&W) with minimum MSE 

of real and predicted malicious) when the epsilon values ranged (0.5-

3.0) with various attacks' distances. 

8.3. Challenges 

The lack of THz equipment and resources is the biggest challenge 

that prevents researchers from conducting further verifications which the 

author hopes to provide as soon as possible. Moreover, despite the several 

advantages of the cooperative SWIPT THz-NOMA system over 

conventional systems, some challenges still need to be reconsidered. The 
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most important one is mobility, especially with the increasing number of 

served users; hence, other metrics are affected by mobility such as CSI,

 power allocation, hardware limitation, beam steering, interference 

cancelation, and other related parameters; however, incorporating AI will 

improve CSI, localization, tracking, power allocation, and system 

performance. On the other hand, it is worth noticing that AI-based work 

requires updated and accurate 6G datasets, which are still unavailable. 

8.4. Recommendations for Future Work 

Some recommendations for refining and enhancing the conclusions: 

▪ Emphasizing the practical implications of the improvement in SE and 

EE, such as potential energy savings and increased data rate with 

transmission reliability. 

▪ Suggesting future research directions, e.g., exploring different EH 

techniques or investigating the scalability of the proposed system. 

▪ Discussing the practical implications of achieving gains in reliability, 

Outage Probability, SE, and EE in a cooperative MIMO-NOMA 

system. 

▪ Proposing avenues for further research, such as investigating the 

impact of varying environmental conditions on the proposed 

techniques. 

▪ Highlighting the improvement in overall performance and discussing 

potential cost savings or EE gains in deploying the proposed THz H-

NOMA SWIPT-paired strategy. 

▪ Suggesting potential research areas, such as optimizing the SWIPT-

paired strategy for different network scenarios. 

▪ Emphasizing on how the proposed THz H-NOMA pairing approach 

addresses the challenges of SC-NOMA and THz limitations, 

potentially paving the way for 6G network advancements. 
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▪ Recommending further investigations into the scalability and 

adaptability of the proposed pairing approach in diverse 6G 

deployment scenarios. 

▪ Automating procedural and computational operations using AI 

algorithms. 

▪ Highlighting the significance of the proposed secure DAE-based 6G 

CE model in improving the robustness and effectiveness of CE against 

AA. 

▪ Recommending practical applications, such as integrating the 

proposed model into real-world 6G networks and exploring its 

compatibility with other security mechanisms. 

▪ The proposed security approach paves the way for the development of 

more advanced and effective security mechanisms in 6G networks to 

ensure the reliability and availability of 6G communications. In the 

future, further developments might be made in several directions. 

Validating this model performance upon the deployment of 6G 

networks in real-world practice, integrating it with other defense 

mechanisms and response systems, or extending it to address other 

types of attacks in 6G networks, e.g., jamming, poisoning, dark net, 

and spoofing attacks. 

In all conclusions, it is recommended to consider reinforcing the real-

world applications and impact of the research, and to encourage further 

studies in certain directions that make a remarkable contribution to the 

field. Additionally, it is recommended to maintain collaborations or 

interdisciplinary approaches for future research endeavors. 
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