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Abstract— The rapid evolution of smart agriculture has
revolutionized traditional farming practices by integrating
Internet of Things (IoT), artificial intelligence (AI), and fog
computing to enhance productivity, efficiency, and
sustainability. However, this increasing interconnectivity also
exposes smart agricultural systems to cybersecurity
vulnerabilities, necessitating robust and adaptive Intrusion
Detection Systems (IDS). This paper presents a comprehensive
review of the latest advancements in intrusion detection for fog-
enabled smart agriculture, focusing on the synergistic
integration of federated learning (FL) and blockchain (BC)
technologies. FL enables collaborative privacy-preserving
anomaly detection across distributed agricultural IoT nodes,
mitigating data exposure risks. Meanwhile, blockchain
strengthens security by providing decentralized trust
management, immutable logging, and secure model aggregation
in FL-based IDS. We analyze existing state-of-the-art
approaches, highlight their advantages and limitations, and
discuss emerging challenges, such as adversarial attacks,
computational overhead, data heterogeneity, and
communication constraints in FL-based IDS frameworks.
Furthermore, we examine how blockchain enhances the
resilience of federated learning against security threats while
maintaining system integrity in real-world smart farming
applications. This review also proposes a novel system
architecture that optimally integrates fog computing, federated
learning, and blockchain to enhance intrusion detection
accuracy, energy efficiency, and system resilience in smart
agriculture. The insights provided in this review aim to guide
researchers and practitioners in developing next-generation,
secure, and adaptive intrusion detection frameworks for future
cyber-resilient smart agriculture.
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L INTRODUCTION

The incorporation of cutting-edge technologies in
agriculture has led to smart farming, utilizing the Internet of
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Fig. 1. Optimization of IDS for Smart Agriculture

Things (IoT), machine learning, and big data analytics to
enhance productivity (Deniz & Giilgin, 2024) [1]. Smart
farming technologies and precision agriculture [2] are gaining
more attraction for their potential to fulfill the increasing
demand and meet global food supply needs. However, the
increased connectivity of smart agriculture raises concerns
about security vulnerabilities and cyber threats. Traditional
detection mechanisms face challenges with the scalability,
privacy, and adaptability needed for such environments. As
systems evolve, the need for intelligent intrusion detection
systems (IDS) become essential to safeguard the agricultural
infrastructures. Consequently, the emerging concepts like fog
computing, federated learning and blockchain technology
provide promising solutions through decentralized, privacy-
preserving, and tamper-proof security mechanisms in smart
agriculture.

Intrusion detection systems have been extensively
explored to secure [oT environments, with various approaches
addressing unique challenges. Hybrid models can achieve
rapid detection of known threats through signature-based
methods while improving accuracy for unknown threats using
machine learning-based anomaly detection [3]. However,
challenges remain, including the need for up-to-date datasets,
methodologies for zero-day attack detection, and
consideration of system usability in on-device detection.
Centralized IDS systems aggregate data onto a single server
for analysis, providing centralized control and efficient model
updates.  However, centralized systems are prone to
bottlenecks and inefficiencies in geographically distributed
networks. In contrast, decentralized IDS, such as peer-to-peer
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systems, distribute intelligence across devices, improving
privacy and reducing reliance on central servers. However,
these systems often face challenges related to incomplete
information sharing and vulnerabilities to compromised peers.
Distributed multi-level IDS, such as fog-cloud hierarchical
systems [4] reduce response times and conserve resources by
processing data closer to the source. Despite these advantages,
such systems often require raw data sharing between layers,
raising privacy concerns. To overcome these limitations,
federated learning (FL) has emerged as a promising paradigm
for intrusion detection [5]. FL enables collaborative model
training without transferring raw data, preserving user privacy
while leveraging collective knowledge [6]. Despite these
advancements, FL faces challenges in heterogeneous IoT
environments, including varying device capabilities,
communication constraints, and vulnerabilities to malicious
model updates. Blockchain technology has gained attention
for its ability to enhance security, privacy, and trust in
distributed systems, making it a natural complement to IDS
and FL [7]. In the context of IDS, blockchain provides a
decentralized and immutable ledger to securely record
intrusion detection events, improving auditability and trust
[8]. Building on these advancements, our work integrates
blockchain technology with FL to optimize a robust, privacy-
preserving intrusion detection framework for smart
architecture as shown in Fig. 1.

This review highlights the integration of state-of-the-art
IDS solutions within the context of fog computing and
advanced technologies such as federated learning and
blockchain to enhance IDS in a decentralized and privacy-
preserving manner, which is particularly vital in smart
agriculture environments. The paper also proposes a new
system architecture that optimizes the integration of fog
computing, federated learning, and blockchain offering
insights into how security can be tailored to this architecture.
This forward-looking approach aims to conceptualize a more
efficient and secure framework tailored for the specific needs
of smart agriculture.

II.  INTRUSION DETECTION FOR FOG ENABLED SMART
AGRICULTURE

Fog computing as shown in Fig. 2, is an extension of cloud

computing, allowing for decentralized data processing at the
edge of the network that significantly benefits agricultural
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Fig. 2. Three-tier architecture for Smart Agriculture [9]

operations by providing reduced latency, real-time analytics
and decision-making capabilities. However, the distributed
nature of fog nodes makes them susceptible to security threats
such as data breaches, denial-of-service (DoS) attacks, and
insider threats [10]. So, the integration of IDS within fog
enabled smart agriculture is crucial for enhancing security and
ensuring data integrity. However, implementing IDS in fog
enabled smart agriculture poses several challenges, including
limited computational resources at edge nodes and the
dynamic nature of agricultural operations. To mitigate these
challenges, lightweight IDS solutions that employ machine
learning algorithms can enhance performance without
overwhelming the network resources [11]. Table I shows the
literature reviewed on the IDS for fog-enabled smart
agriculture. It suggests using different datasets and
performance metrics to improve model robustness, and
proposes incorporating advanced machine learning techniques
to improve IDS effectiveness and adaptability. Thus, the table
emphasizes energy-efficient, scalable, and real-world
deployable IDS solutions, particularly in fog-enabled
federated learning environments for smart agriculture.

III. FEDERATED LEARNING FOR INTRUSION DETECTION

Federated Learning (FL) allows multiple distributed
devices to train machine learning models without sharing raw
data, preserving data privacy [12]. Recent research has
explored FL for IDS in various domains. Fig. 3 shows the
general architecture of federated learning. FL-Based IDS
studies demonstrate improved detection accuracy while
maintaining privacy [13].  The authors [14] proposed a
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Fig. 3. General architecture of Federated Learning [14]
federated learning-based intrusion detection system (FELIDS)
that aims to protect data privacy while enhancing the detection
of cyberattacks in Agri-IoT networks. The system employed

TABLE 1. LITERATURE ON IDS IN FOG-ENABLED SMART AGRICULTURE

Author | Methodolo Key Limitations Future
gy Findings Directions
[15] Proposes a | Achieved Need for | Integrating
hybrid deep | 99.35%, extensive more
learning 99.71% computation | advanced
model accuracy on | al resources | technologie
combining DDoS for training | s for
CNN, Bi- | Attack, ToN- | the deep | improveme
GRU and | IoT Datasets | learning nt, different
WHO respectively. | models, may | performanc
algorithm. not cover all | e metrics
possible and datasets
attack could be
scenarios in | explored.
smart
farming,
overfitting.
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[16] Detects The Scalability, Machine
malicious proposed real-world vision
UAV IDS  using | testing, integration,
behavior XGBoost attack real-world
through a | achieved variability. deployment
machine- 99.77% , enhanced
learning accuracy. security
model measures,
deployed at energy
the UAVs optimizatio
in a n
simulated
farm.

[17] Effectively Achieved Limits  the | Investigatin
addresses high generalizabil | g the
class performance | ity of the | integration
imbalance, with an | findings to | of other
feature accuracy other advanced
selection 99.99% NSL | datasets/ machine
and KDD  data | real-world learning
classificatio | set. scenarios, techniques
n using relies on pre- | to  further
SMOTE, trained CNN | enhance the
RFE, PSO models. performanc
and CNN e and

robustness
of the IDS.

three deep learning classifiers—Deep Neural Networks
(DNNs), Convolutional Neural Networks (CNNs), and
Recurrent Neural Networks (RNNs)—to detect intrusions
using three recent datasets CSE-CIC-IDS2018, MQTTset, and
InSDN, and achieved the accuracy of 93.29%, 94.09%, and
94.15% for DNN, CNN, and RNN respectively. The results
showed that FELIDS achieves comparable or better accuracy
while preserving data privacy. Challenges in FL for IDS
include communication overhead, data heterogeneity, and
adversarial attacks [18].

Literature on federated learning for intrusion detection is
shown in Table II. The table shows FL presents a promising
solution for intrusion detection in smart agriculture but faces
critical challenges in data heterogeneity, security
vulnerabilities, and communication constraints. It suggests
the future work that focus on optimizing FL for non-IID data,
enhancing security measures, and reducing communication
overhead, particularly in fog-enabled federated learning
environments for real-time IDS deployment. Furthermore, the
comparative analysis of IDS approaches for [oT Security is
shown in Table III. The table presents various intrusion
detection system methodologies applied to Industrial IoT
(IIoT) and IoT networks, evaluating their effectiveness based
on different performance metrics while also highlighting
limitations. While the proposed methodologies demonstrate
high accuracy, most models lack in real-world validation,
testing on modern I1oT datasets, device-specific vulnerability
classification and handling encrypted traffic. So, the future
research should enhance real-world testbeds, encrypted traffic
detection, modern IloT datasets in fog-enabled federated
learning-based IDS for IIoT.

IV. BLOCKCHAIN FOR SECURE FEDERATED LEARNING IN
SMART AGRICULTURE

Blockchain technology as shown in Fig. 4 provides a
decentralized, immutable ledger to enhance security in
federated learning frameworks [18]. It offers some services
and benefits for [oT such as smart contracts, peer-to-peer
network, secure and transparent exchange of information and
assets without the need for a central authority, encrypted data

transmission between devices. Blockchain are used in IoT
environments for different purposes including positioning,
security, privacy, incentives, decentralization, and audit at
different IoT layers [19]. The paper [20] presents a
decentralized federated learning framework termed Fed-Trust,
which integrates a temporal convolutional generative network
(TCGAN) for semi-supervised detection of cyberattacks in
IIoT environments. The Fed-Trust framework is deployed in
a distributed manner leveraging fog computing servers, thus
optimizing the resource-constrained edge nodes within the
IIoT environment using ToN IoT and LITNET-2020
datasets, achieving 92.05% and 93.13% respectively. The
authors of [7] proposed a Blockchain and FL-based secure
architecture for enhanced external intrusion detection in smart
farming. Federated Learning is utilized for privacy
preservation-based  external intrusion detection-based
ensemble learning and smart land data authentication as the
PoAh consensus algorithm offers aggregated gradient values,
which is part of Blockchain technology. The performance of
the proposed secured architecture was better than existing
works with the average processing time 3.663 secs, and the
accuracy 99.56%. Literature on blockchain for secure
federated learning in fog enabled smart agriculture is shown
in Table IV. The table provides a comparative analysis of
blockchain, fog computing, and federated learning integration
within IoT and smart agriculture applications. It highlights
methodologies, key findings, limitations, and future directions
across four studies. The studies provide valuable insights into
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the convergence of blockchain, fog computing, and federated
learning in loT-based smart agriculture. However, challenges
remain in scalability, security standardization, computational
efficiency, and real-world implementation. Future work
should focus on real-world testing, Al-driven intrusion
detection, and post-quantum cryptography to enhance privacy,
security, and efficiency in decentralized agricultural
ecosystems.

TABLE II. LITERATURE STUDY ON FEDERATED LEARNING FOR INTRUSION

DETECTION
Category Description
Methodo . The methodology involves implementing federated

learning frameworks across various edge devices

logy within smart agricultural environments. Key
algorithms utilized include Federated Averaging
(FedAvg) and secure aggregation techniques to
enhance data privacy while facilitating
collaborative model training [12].

. Data from IoT devices are used to train intrusion
detection models without transferring raw data to a
centralized server, ensuring compliance with
privacy regulations [22].
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Key .
Findings

Research indicates that federated learning is secure

and reliable and can significantly contribute to the

rapid and efficient detection and prevention of
various threat vectors that target IoT ecosystems

[23].

e  Research analyses federated learning for
heterogeneous Anomaly detection systems based on
different environments and applications; Various
types of IDS, relevant ML approaches and its
associated issues with possible solutions to establish
the need for FL were also investigated [24].

. Despite its advantages, federated learning faces
challenges such as heterogeneous data distributions
across devices, which can impact model
convergence. Additionally, issues related to
communication overhead and the requirement for
robust device connectivity can hinder real-time
performance in deployment settings [25].

. A single malicious participant in federated learning

can completely replace the joint model with another

one that has the same accuracy but also incorporates

backdoor functionality [26].

Federated neural architecture search (FNAS) is an

emerging research direction. Handling non-IID

problems in FNAS and applying heuristic
optimization algorithms may be an interesting

future direction [27].

e  Need for more efficient and secure aggregation

algorithms and the use of model compression or

sparsification  techniques to  solve  the
communication bottleneck of the federated learning
systems; Need for a well-designed incentive
mechanism to encourage data owners to participate
in federated Learning systems [28].

Limitations

Future .
Directions

TABLE III. COMPARATIVE ANALYSIS OF IDS APPROACHES FOR 0T

SECURITY
Refer | Methodology Perform Limitation
ence ance
Metrics

[29] Proposed an IDS for IIoT | Acc=
using the Genetic | 87.61
Algorithm (GA) and RF, | VAC

Methodology is not
implemented in
datasets such as

LR, NB, DT, ET, XGB | =95.87 ToN_IoT, UNSW-
using UNSW- NB15. Re NB15 and AWID
=98.34 etc. that contain
Pr traffic patterns
=82.51 generated by IloT
F1 devices.
=89.73
Auc =98
[30] Proposed the federated- | Acc= A testbed of IoT

learning  (FL) -based | 90.255% | devices and
anomaly detection evaluation with live
approach to proactively data from device-
recognize intrusion in IoT specific data sets to
networks using classify all known
decentralized  on-device and unknown
data. vulnerabilities ~ of
IoT devices are not

done.
[31] proposed an intelligent | Acc = | Intrusion detection
intrusion detection | 99.76% on encrypted traffic
mechanism- FedACNN, data of edge-assisted

by assisting CNN through IoT is not done.
the federated learning

mechanism.

V.  PROPOSED SYSTEM ADDRESSING OPEN CHALLENGES
AND FUTURE DIRECTIONS

Therefore, from the literature, it is very clear that despite
capable advancements, several challenges such as efficient
resource utilization, adversarial attacks and interoperability
etc. remain in the smart agriculture. As the agricultural sector

increasingly adopts IoT devices, the associated cybersecurity
risks necessitate robust security solutions to protect sensitive
information and ensure data integrity. In consequence, the
review has distinctly spotlighted the enhancement of intrusion
detection systems within fog enabled smart agriculture,
focusing on the integration of federated learning and
blockchain technology. Federated learning emerges as a
promising framework, allowing for collaborative model
training across distributed devices while preserving data
privacy. However, challenges such as communication
overhead and data heterogeneity remain significant hurdles to
its effective implementation. Simultaneously, blockchain
technology offers a decentralized approach to enhance
security and trust within federated learning frameworks,
though issues regarding scalability and resource demands
need to be addressed for broader adoption.

Considering these observations, we intend to propose our
future system aims to optimize the integration of fog
computing, federated learning and blockchain to mitigate
computational and storage overhead while developing robust
defenses against potential adversarial attacks for smart
agriculture as shown in Fig. 5. Fig. 6 shows the flow diagram
illustrating the proposed intrusion detection system. The flow
diagram provides a systematic, privacy-preserving approach
for intrusion detection in IoT environments using federated
learning and blockchain. It effectively distributes computation
across edge and fog nodes, enhances security through
blockchain smart contracts, and reduces data transmission
overhead. = However, challenges such as computational
complexity, communication overhead, and potential

TABLE IV. LITERATURE ON BLOCKCHAIN FOR SECURE FEDERATED
LEARNING IN FOG ENABLED SMART AGRICULTURE

Catego Description

ry

Author | [32] [33] [34] [35]

Paper Exploring | Blockchain- A systematic | AgriSecure:
the Enabled review of the | a fog
synergy of | Smart purposes of computing-
fog Agricultural blockchain based
computin | Knowledge and fog security
g, Discovery computing framework
blockchai | System using | integration: for
n, and Edge classification | agriculture
federated Computing and open 4.0 via
learning issues Blockchain
for IoT
applicatio
ns:a
systematic
literature
review

Metho A SLR Proposes A SLR Proposes a

dology | methodol integration methodology | security
ogy of IoT, following framework
following | blockchain, Kitchenham | that includes
Kitchenha | and edge & Charters’ sensor layer,
m& computing, guidelines fog
Charters’ use of and computing
guidelines | Hyperledger, | Geographical | layer,
to ML ly distributed
investigat | algorithmsto | Distributed network
e the analyze data | Agile using SDN,
integratio and generate | Development | and a
n of fog knowledge (GDAD) blockchain-
computin patterns empirical based
g, studies. network and
blockchai is tested with
n, and DDoS attack
federated to evaluate
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Fog enabled 1DS through integrating Federated Learning and Blockchain technology
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Fig. 6. Flow diagram of the Proposed Intrusion Detection System
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(tractors, aerial vehicles, etc.). Potential agricultural attacks
can create an unsafe and unproductive farming environment.
This creates a need for robust security mechanisms to protect
sensitive information and prevent unauthorized access.
Besides, detection mechanisms play a significant role in
monitoring network traffic and identifying potential threats,
thereby safeguarding agricultural data and systems [36]. This
paper reviews state-of-the-art research and acknowledges
important work related to security and privacy aspects in
precision agriculture. We envisioned a clear shot that
federated learning and blockchain technology could offer a
transformative approach in enhancing IDS in fog enabled
smart agriculture. Our further research work will be proceeded
to implement and deploy the proposed intrusion detection
system as shown in Fig. 5, using real time data and to evaluate
its significant performance on smart agriculture as well as
other IoT systems. As the agricultural landscape continues to
evolve, future research will be vital in refining these
technologies, enhancing their applicability, and ensuring the
security of smart agricultural systems.
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