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5G communication technology has become well established in daily life, but its use in industrial control
remains in its early stages of development. Due to its low latency and high reliability, 5G URLLC holds
substantial potential for development in industrial control. Meanwhile, although SharkNet offers
high transmission speed and reliability, its dependence on wired connections limits its coverage and
flexibility.To address these limitations, this paper proposes a novel wireless communication link
adaptation scheme that integrates 5G URLLC and SharkNet. We first conduct an in-depth analysis

of the data packet formats and communication timing characteristics of both SharkNet and 5G
protocols. Based on this analysis, we design a protocol conversion scheme and prototype a wireless
link system. To validate the adaptability and performance of this scheme, we conducted a number of
experiments to evaluate its reliability and latency. The experimental results indicate that compared
with a transparent transmission approach, the proposed adaptation scheme significantly reduces
communication latency and enhances reliability.

Keywords Protocol adaptation, 5G, SharkNet, End-to-end latency, Wireless communication link

With the steady advancement of Industry 4.0, industrial automation is accelerating towards digitization and
intelligence!. As the foundation of smart industries, the Industrial Control Network (ICN) plays a crucial role in
industrial control systems. ICNs must meet stringent requirements for real-time performance, good reliability,
and low jitter in industrial automation?. Currently, ICNs can be categorized into three main types: fieldbus,
industrial Ethernet, and industrial wireless networks (IWN).

In traditional industrial communication, fieldbus and industrial Ethernet protocols dominate due to
their superior real-time performance and reliability. For instance, the PROFIBUS protocol has a maximum
transmission rate of 12 Mbps with real-time performance around 10 ms. For protocols like EtherCAT and
PROFINET, with transmission rates reaching 100 Mbps, the former achieves real-time performance under
10 ps, while the latter varies by application scenario from 31.25 ps to 100 ms>. However, China lags in high-end
bus technology development, facing challenges from technical patents and bottlenecks that limit current system
performance. To address these challenges, SharkNet emerged as an innovative industrial fieldbus solution®.
SharkNet (SharkNet Real-time Automatic Reconfiguration Network), developed independently by the Shanxi
Provincial Engineering Research Center for New Industrial Buses, is a masterless network employing a store-
and-forward mechanism. It supports high dynamic automatic reconfiguration, multipath redundancy, and time
synchronization, making it widely applicable in measurement and control, aerospace, and industrial automation
fields®.

Although ICN protocols perform well, they still face limitations such as complex wiring, limited flexibility, and
high maintenance costs. To address these issues, Industrial Wireless Networks (IWN) emerged as a solution. The
main IWN protocols include Wireless HART, WIA-PA, and ISA100.11a, which are primarily used in industrial
process automation with transmission rates around 250 kbps®. The WIA-FA protocol, designed specifically for
factory automation, achieves a transmission rate of 54 Mbps with end-to-end latency of less than 10 ms?.

SharkNet delivers outstanding performance through automatic reconfiguration, high speed, high reliability,
and strong real-time capabilities. By balancing high-reliability control functions with optimized scheduling for
large data volumes, it has built a solid foundation for advancing intelligence in areas like instrumentation and
industrial control. However, as a wired network, it faces limitations in supporting mobile nodes and flexible
deployment, which presents certain challenges to the highly adaptable requirements of smart industries:
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(1) Limitations in flexibility and scalability: Wired networks rely on fixed cabling, making it challenging to
quickly adjust equipment layouts or expand to include new devices. Complex and fixed wiring restricts the
flexibility needed for agile production within factories.

(2) High installation and maintenance costs: The initial installation process is complex and expensive, and
later maintenance can be challenging. Cables are prone to damage, with repairs and troubleshooting being
time-consuming and labor-intensive, leading to production interruptions and increased operational costs.

(3) Constraints in long-distance and complex environmental communication: The cost of long-distance wiring
is high, and signal attenuation is significant. In complex industrial environments, cables are susceptible to
damage, affecting network reliability and stability.

(4) Inability to meet modern automation and industrial IoT (IIoT) requirements: Wired networks face bottle-
necks in supporting large-scale, fast-connected IIoT applications. Their slow upgrade pace fails to meet the
needs of modern industry for high-speed transmission, flexible configuration, and real-time responsive-
ness.

(5) Limitations in real-time performance and device mobility: Traditional wired protocols underperform in
high real-time applications, and physical cabling restricts the mobility of devices, making it challenging to
support the free movement of mobile robots and automated transport equipment.

While wireless technologies such as IEEE 802.11ac/ax (Wi-Fi 5/6) have the potential to address some of these
limitations, in the long run they will not be able to meet the requirements of fieldbuses such as SharkNet to
cope with the demands of Industry 4.0 such as high flexibility. While IEEE 802.11ac/ax has high transmission
rates® and is easy to deploy, there are several factors that make it unsuitable for the wireless expansion of
SharkNet. First, both technologies are based on the CSMA/CA channel access mechanism, which does not
guarantee deterministic latency of the transmission link’, which would create a greater potential for disrupting
the strong real-time performance of SharkNet. Second, they operate in unlicensed frequency bands which makes
the transmission process more susceptible to interference, especially in industrial environments with strong
electromagnetic interference®. Thirdly, their performance degrades significantly as the number of connected
devices increases’, thus neutering SharkNet’s ability to support large-scale deployments of more than 50,000
end-devices and, in the long term, making it difficult to meet the requirements of future large-scale device
support.

In contrast, the unique benefits of 5G technology, such as its ultra-reliable, low-latency communications
(URLLC) capabilities, are a perfect fit for many of SharkNet’s features. The 99.999% reliability and deterministic
millisecond latency communication (URLLC)!? that the International Telecommunication Union (ITU) and
the Third Generation Partnership Project (3GPP) are committed to providing for industrial control applications
can be a greater fit and maintain SharkNet’s high performance characteristics. Licensed spectrum operation
ensures robust interference immunity in industrial environments''. In addition, 5G’s network slicing capabilities
provide end-to-end quality of service guarantees!'?, while its massive machine-based communication (mMTC)
capabilities support the connectivity density required for large-scale deployments of SharkNet.

In this context, we will explore the wireless communication integration technology of SharkNet network
based on 5G technology, aiming to break through the limitations of SharkNet wired network architecture
in terms of flexibility and dynamic adaptability, and try to break through the existing ‘pyramid’ structure of
hierarchical heterogeneous industrial control system and realise network flattening through the exploration of
compatibility and adaptation between the two protocols. It also tries to break through the existing ‘pyramid’
structure of hierarchical heterogeneous industrial control systems and realise network flattening by exploring
the compatibility between the two protocols. However, the application of 5G in the field of smart industry is
still limited and immature. Therefore, this study proposes a novel SharkNet-5G wireless communication link
adaptation scheme based on 5G URLLC technology and SharkNet network protocol. Specifically, we first
analyse the frame structure features of SharkNet and 5G, and design an adaptive protocol scheme based on these
features to achieve protocol parsing and conversion between SharkNet and 5G. Subsequently, we implement this
adaptation scheme and construct a prototype wireless link system based on 5G and SharkNet.

To assess the feasibility of the protocol adaptation scheme and verify the prototype system’s performance,
we conducted a series of experiments. The results demonstrate that the proposed wireless link system not
only overcomes many limitations of wired fieldbus networks but also, compared to transparent transmission,
effectively reduces latency without a significant drop in reliability.

The main contributions of this paper are as follows:

(1) Focusing on the emerging industrial bus SharkNet, we propose an adaptation scheme for protocol parsing
and conversion between the SharkNet network and 5G protocols, and experimentally compare this adapta-
tion scheme with the transparent transmission method.

(2) We developed a 5G-based SharkNet wireless link prototype system, achieving end-to-end transmission,
network address translation, and automatic protocol adaptation.

(3) Through extensive experimentation, we evaluated the effectiveness and reliability of the proposed scheme
and prototype system, demonstrating its advantages over traditional wired networks.

The remainder of this paper is organized as follows: Section "Related work" provides a brief overview of related
work on multi-protocol integration and the integration of industrial control protocols with 5G and wireless
technologies. Section "Protocol analysis on SharkNet and 5G" analyzes the frame structures of the SharkNet
and 5G protocols. Section "Protocol adaption of SharkNet and 5G" details the adaptation scheme for SharkNet
and 5G protocols. Section "Experimental evaluation" outlines the development process of the SharkNet wireless
link system prototype based on commercial 5G. Section "Conclusions" presents the experimental evaluation
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of the protocol adaptation wireless link based on SharkNet and 5G versus transparent transmission. Section 7
concludes the paper and discusses future research directions.

Related work

With the arrival of Industry 4.0, the industrial sector demands higher levels of intelligence and scalability.
However, existing traditional industrial network protocols are diverse and lack compatibility, making it
challenging to meet these new requirements. To address this limitation, substantial research has explored
potential solutions. For instance, Wei et al. proposed an architecture to connect WIA-PA and WirelessHART
to the IPv6 Internet'>. Gil et al. integrated HTTP, MQTT, LoRaWAN, and OPC UA into an IoT platform for
smart power applications, addressing multi-scenario issues'®. Kulik et al. proposed a software architecture for
data format conversion between different industrial protocols'®. Shi et al. implemented an industrial IoT system
based on MQTT and OPC UA!S. Silva et al. designed an IoT gateway prototype to bridge traditional Modbus
RTU devices to the MQTT network'”. While these studies have effectively extended traditional industrial
networks to support industrial IoT, most of them rely on low-rate network protocols, limiting their ability to
meet the demands for higher speed, low latency, and high reliability in today’s industrial sector.

Additionally, some research has attempted to combine fieldbus and industrial Ethernet protocols with wireless
technologies to improve communication quality. Botero et al. proposed a PROFIBUS industrial wireless gateway
based on ZigBee technology'®. Zhou and Yuan designed an FPGA-based embedded gateway that combines 4G
technology with the PROFIBUS-DP industrial protocol'®. Wu and Xie investigated interoperability between
the EtherCAT protocol and IEEE 802.11/802.15.4 wireless standards®®. Morato et al. proposed implementing
the EtherCAT-based Fail-Safe over EtherCAT (FSoE) protocol over IEEE 802.11 WLAN?!, Furthermore, Wu
and Xie explored the feasibility of interconnecting PROFINET with wireless standards like IEEE 802.11 via
bridging or gateways®2. Tranci et al. designed an innovative industrial communication system based on ZigBee
that aggregates data from multiple Modbus slaves?. Although these studies successfully integrated industrial
Ethernet with IWN, they frequently lack thorough testing and validation of performance metrics within
industrial control applications.

With the rapid advancement of 5G technology, some studies have deeply integrated Time-Sensitive
Networking (TSN) with 5G to explore the possibilities of achieving low latency and high reliability for the
Industrial Internet. Yang et al. proposed a new uplink transmission method to provide TSN services for a
5G-based industrial IoT prototype system?*. Nikhileswar et al. constructed a TSN over 5G testbed based on
3GPP Release 15 hardware, discussing the measurement methods and key performance indicators to meet the
timing requirements of industrial control applications®. Satka et al. introduced a traffic conversion technique
between 5G and TSN, evaluating it through industrial case studies?®. These studies demonstrate some progress
in fulfilling the time precision and data transmission demands of industrial automation environments through
the combination of 5G and TSN, although practical applications in the industrial sector remain challenging.

Although various studies have explored the application of 5G in the industrial domain (as shown in*’-%),
protocol adaptation schemes for 5G with industrial fieldbuses are still at an early stage of exploration.
Khoshnevisan et al. evaluated a 5G prototype system in an industrial setting using the PROFINET protocol?’.
Ghassemian et al. provided a comprehensive overview of the 5G-VINNI facilities in the UK, including the
development of 5G test infrastructure encompassing backhaul, edge computing, slicing, interoperability, and
validation?®. Ansari et al. evaluated 5G wireless performance in a real industrial production environment?’.

In summary, existing research highlights a shortage of systematic studies on protocol adaptation, prototype
development, and experimental evaluation, which underscores the need for this study.

Protocol analysis on SharkNet and 5G

Compared with existing fieldbuses, SharkNet offers significant improvements in architecture, protocol design,
transmission speed, reliability, and real-time performance. This section provides a detailed overview of the main
characteristics and protocol structure of SharkNet and discusses its adaptation scheme with the 5G protocol.

Main features of SharkNet

SharkNet is composed of switches and terminal devices. The switches are responsible for core network data
forwarding and routing, supporting up to 31 full-duplex ports and expanding the network through six-level
cascading. Each switch is identified by a 16-bit address and contains a data exchange center that stores routing
tables and processes data packets. Terminal devices connect to the SharkNet network via control and status
interfaces, supporting parallel, UART, and SPI data transmission modes. SharkNet can connect over 50,000
terminal devices, with redundancy in the terminal interface module’s uplink ports to ensure high reliability and
flexibility, meeting diverse application requirements.

Additionally, SharkNet combines the strengths of international industrial buses with advanced
communication technologies. It operates independently of existing network protocols, utilizing an entirely new
network architecture that addresses Ethernet’s shortcomings in industrial applications. SharkNet’s main features
include:

(1) Fully autonomous innovation: SharkNet adopts a completely self-developed network architecture, data
structures, and protocol system. It is independently designed and developed at the code level, with full
intellectual property rights, incorporating multiple underlying technologies for controlled technical details.

(2) Wide-speed support for heterogeneous media: Unlike traditional buses such as 1553B and Ethernet-based
systems, which have limited adaptability in speed and media, SharkNet supports transmission speeds from
1 Kbps to 4 Gbps, accommodating various media like fiber optics, LVDS, and RS422, thus overcoming these
limitations.
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(3) High reliability in connectivity: SharkNet supports point-to-point, ring, tree, and mesh hybrid topologies.
Its mesh redundancy topology provides over 4,000 physical redundant paths, ensuring high reliability at a
low cost. It also supports multi-network redundancy, with options for single-network dual redundancy and
dual-network quadruple redundancy transmission, using a first-come-first-served merge algorithm.

(4) High-precision automatic time synchronization and strong real-time determinism: SharkNet incorporates
an enhanced IEEE 1588 PTP time synchronization protocol that runs automatically without configuration,
achieving nanosecond-level precision. Unlike Ethernet-based buses, SharkNet supports prioritized message
transmission, ensuring high real-time performance. Its 80-bit parallel processing core matches the data
packet width, with checksum and error correction handled without additional time, ensuring precise clock
forwarding and controllable data transmission time to meet strict real-time application requirements.

(5) High-dynamic network auto-reconfiguration and optimal path routing: SharkNet features a unique au-
to-reconfiguration capability that is completely transparent to users, requiring no configuration. Switches
automatically detect port changes, dynamically update the network, and isolate faults, always selecting the
optimal path. When a link fault occurs, SharkNet automatically restores the optimal route as long as a phys-
ical path exists. The system maintains network consistency and completeness, eliminating coordination
costs between users and lowering the barrier to entry.

(6) Support for high-dynamic network decomposition and fusion: In highly dynamic applications, traditional
buses struggle to meet demands. As a masterless, peer-to-peer network, SharkNet can autonomously man-
age network decomposition and fusion in high-dynamic topologies without a central control node. When
a local network is disconnected, subnetworks reconfigure as independent networks. When reconnected,
SharkNet automatically detects and triggers fusion, without user intervention.

(7) Guaranteed network scalability: Its network architecture is specially designed to cope with the growth in
device size. Each switch supports free connection of up to 32 peer ports, which can cover more than 50,000
end devices through six levels of cascade expansion. When the number of connected devices increases,
SharkNet employs a multi-dimensional strategy to safeguard network performance. At the network struc-
ture level, it dynamically adjusts the communication range through network packet management (up to
16 packets can be set) to effectively control network broadcast storms. At the data transmission level, it
supports up to 1024 virtual links (VLs) and assigns independent traffic parameters to each VL through a
traffic control mechanism to ensure rational allocation of bandwidth resources and avoid over-occupation
of network resources by individual nodes. Especially when the network scale expands, SharkNet’s automat-
ic reconfiguration mechanism can quickly respond to topology changes and ensure the network’s self-re-
covery capability through periodic network reconfiguration (with adjustable period), while continuously
optimising communication paths based on multi-level routing algorithms to reduce network congestion. In
addition, SharkNet adopts a layered service scheduling strategy: Time Trigger (TT) to reserve a determin-
istic time window for critical services, Traffic Profile (TP) to ensure that bandwidth is reasonably allocated
according to priority, and Best Effort (BE) for non-critical services to maintain network quality of service
despite the increase in the number of devices and the amount of traffic.

(8) Multi-level security assurance: SharkNet implements a multi-level security protection mechanism. At the
port access control level, a 32-bit dynamic security password is set through the port access password check
(PPC) mechanism, so that only devices that have passed the password verification can access the network.
At the data transmission level, data integrity is ensured by Cyclic Redundancy Check (CRC) and Error Cor-
recting Coding at Subset Distance (ECCSD), where the ECCSD technique corrects the packet mode field
without adding additional error correction bits. At the system control level, register write protection pre-
vents misoperation and supports packet management to limit the communication range between different
groups. Together, these mechanisms form SharkNet’s basic security protection system at the protocol level.
In addition, higher-level security mechanisms such as data encryption and access control can be further
implemented in the application layer according to specific needs.

SharkNet protocol frame structure

All information in the SharkNet bus is processed and transmitted using a unified 10-byte frame, referred to as
the basic packet, which differs from the Ethernet frame length (64 to 1518 bytes). The data operation units within
network devices are also based on 10-byte segments. Commands, status information, and data transmissions
utilize different packet types, mainly classified into message packets and data packets.

Message packets are used for transmitting commands, status updates, and response information, having the
highest priority, and usually only requiring a single basic packet. Message packets are further divided into internal,
external, and user-defined message packets. Internal message packets are for network device interactions, helping
maintain network consistency and enabling built-in functions such as port probing, auto-reconfiguration, and
time synchronization; these are inaccessible to users. External message packets allow users to invoke network
functions, such as reading device addresses, register read/write operations, and command broadcasts. User-
defined message packets enable users to define message formats according to specific application needs.

Message packets follow a standard 80-bit format (as shown in Fig. 1), with each field defining a different
function. The mode field specifies the packet type and priority, while the source and destination address fields
identify the source and destination terminal devices, respectively. These addresses are embedded into the
message packet during transmission, and the network forwards the packet to the correct terminal device based
on the destination address. In the SharkNet network, all devices are uniformly addressed, with unique addresses
assigned to each device. Values from 0x0001 to 0x 1FFF indicate switch devices, while values from 0x2000
to OXFFFF indicate terminal devices. Parameter fields 1 and 2 set packet attributes and are transferred to the
destination terminal device; these contents come from the upper-layer Application Data Unit (ADU, shown in
the figure as PDU) and form the Protocol Data Unit (PDU, shown in the figure as ADU) needed for the lower-
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Modes Source Address | Target Address | Parameter | Parameter | Control | Check
Domain Domain Domain Domainl | Domain2 | Domain | Domain
719...712 71...56 55...40 39...32 31...16 15...8 1..:0
Message | Source Terminal Destination Parameter | Parameter | Control CRC
Packet Device Address | Device Address 1 2 Info
1 Byte 2 Bytes 2 Bytes 1 Byte 2 Bytes 1 Byte 1 Byte
«—PDU —
¢ ADU >
Fig. 1. Frame structure of the message packet.
.| Source Address | Target Address | Parameter | Parameter | Control | Check
Modes Domain . . . ) ; :
Domain Domain Domainl | Domain2 | Domain | Domain
79..72 71...56 55...40 39..32 31..16 15...8 7...0
09-Data Starter | Source Terminal Destination Parameter | Parameter | Control CRC T
Packages Device Address | Device Address il 2 Info
A
1E-Data Access
PDU Packages 9 Bytes Data D
e 9 Bytes Data or User-defined Information U
Data Packages vt l
1 Byte 2 Bytes 2 Bytes 1 Byte 2 Bytes 1 Byte 1 Byte

Fig. 2. Frame structure of the data packet.

layer frame structure. Additionally, each switch port stores three dynamically reconfigurable optimal paths, with
the control field used to select the appropriate transmission path. The checksum field, located in the last byte,
uses CRC for verification.

The data packet format, shown in Fig. 2, has a lower priority than message packets. Data packet transmission
requires a data packet header (start packet) and a data packet trailer (end packet) to form a complete data
structure. The mode field for the data start packet is 0 x 09, which transmits the source device address, target
device address, parameters 1 and 2, control information, and CRC. The data continuation packet has a mode field
of 0x 1E, carrying 8 bytes of data and allowing for additional byte transfer. The data end packet has a mode field
of 0 x 07 and transmits the source device address, target device address, parameters 3 and 4, control information,
and CRC. Within the frame structure, data continuation packets beginning with 0x 1E form the upper-layer
ADU (PDU as shown in the figure), and the entire frame structure constitutes the lower-layer protocol data unit
PDU (ADU as shown in the figure).

For bulk data transfer, multiple basic packets are combined to form a composite packet. The data start
and end packets include CRC checksum information and define the overall size of the data packet. Although
SharkNet does not impose strict limits on packet length, to ensure real-time performance and channel sharing,
the number of continuation packets in each data packet is typically limited to 256. The data start and end
packets pass attributes through packet parameters, enabling the receiver to anticipate or verify the data. Data
continuation packets transmit only data without additional field overhead, reducing transmission time and
improving bandwidth efficiency.

5G protocol frame structure

5G data is transmitted through wireless channels, with its ADU divided into multiple fields according to the
levels of the protocol stack. The 5G New Radio (NR) protocol stack is separated into the control plane and the
user plane protocol stack®. During data transmission, terminal data is transmitted via the TCP/IP protocol to
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the SDAP (Service Data Adaptation Protocol) sublayer within the user plane protocol stack. As shown in Fig. 3,
the uplink frame structure in the user plane includes several fields:

« The lower-layer PDU section (shown as ADU in the figure) includes: a 1-bit PDU type identifier, a 1-bit re-
served identifier, a 6-bit QoS flow identifier, and the actual IP data packet being transmitted.

« The upper-layer ADU section (shown as PDU in the figure) is the IP data packet along with its associated
upper-layer protocol data, encapsulated in the PDU for transmission.

These fields are used for data encapsulation and transmission at the link layer. The data then passes sequentially
through the PDCP (Packet Data Convergence Protocol) sublayer, the RLC (Radio Link Control) sublayer, and
the MAC (Medium Access Control) sublayer before ultimately reaching the physical layer (PHY). Each protocol
layer adds the necessary control information to the data packet to ensure accurate data transmission.

Traditional wireless communication technologies typically use a fixed physical layer frame structure, as early
application scenarios had low demands for frame structure flexibility. However, with the growing demand for
5G technology across various services, researchers have redefined the physical layer frame structure of 5G NR.
By combining fixed subframes with variable timeslots, this new frame structure can accommodate complex
dynamic service requirements and significantly enhance network utilization®'. The design of the PDU field and
the QoS flow ID within the frame structure assists the link layer in dynamically managing data transmission
quality, ensuring prioritized handling for different services.

5G URLLC features for industrial applications

This section details the technical characteristics of the 5G URLLC used in the SharkNet wireless link. This study
explores the possibility of expanding the SharkNet fieldbus network wirelessly by designing the link based
on the basic communication capabilities provided by the 5G network, so that SharkNet can better meet the
requirements of high dynamics and high flexibility proposed by Industry 4.0.

Physical layer transmission

5G technology adopts Adaptive Modulation and Coding (AMC). Depending on the channel quality, the system
can dynamically select different modulation methods such as QPSK, 16QAM or 64QAM to achieve high-speed
data transmission while ensuring transmission reliability. In terms of coding technology, the control channel
adopts Polar Code coding, while the data channel uses Low Density Parity Check (LDPC), which significantly
improves the coding gain and strengthens the anti-interference capability’>. In addition, the system further
enhances signal quality and transmission reliability through multi-antenna MIMO technology and beam
fouling®.

Transmission delay control

5G URLLC reduces the transmission time interval (TTI) to 0.125 ms by adopting the mini-slot transmission
mechanism, while its flexible frame structure design allows for multiple frame transmissions within a single time
slot, which ensures timely transmission of important frames such as control frames**. For SharkNet’s periodic
control data, the network can take advantage of 5G’s Semi-Persistent Scheduling (SPS) scheme*, which reduces
latency by pre-allocating a fixed number of transmission resources and avoiding the additional delay caused by
frequent resource requests. In addition, 5G technology controls transmission jitter at multiple levels in order to
deal with delay fluctuations that can be caused by network congestion and interference in wireless transmissions.
At the physical layer, the technology reduces the transmission BER by dynamically adapting the modulation
coding scheme (MCS) to channel variations, while precoding and interference coordination techniques are used
at the MAC layer®. The synergy of these techniques ensures end-to-end transmission delay stability.

Reliability assurance

5G URLLC implements a multi-layered protection mechanism. At the data transmission level, the technology’s
hybrid automatic retransmission request (HARQ) mechanism quickly detects and retransmits erroneous
packets®. For particularly important control frames, the system can use packet replication transmission to
ensure 99.999% transmission reliability by sending the same packet over multiple paths simultaneously®.
Combined with SharkNet’s own CRC checksum retransmission mechanism, a double protection system is
formed, providing a reliable data transmission guarantee for industrial control applications.

Reserved | Length | Logical Reserved | Qos Flow
Bit D | Channetip | “e"8 | PRUID T gt p | IPPacket
1Bit 1 Bit 6 Bits 8/16 Bits 1 Bit 1Bit 6 Bits N Bits
< PDU -
< ADU >

Fig. 3. Data link layer user plane uplink frame structure.
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Multi-terminal access management

5G network provides reliable device authentication and access mechanism. Through network slicing technology,
the system can provide differentiated quality of service assurance for different types of services®®. SharkNet
can assign a unique identification to each terminal based on this technology, and handle the data transmission
demand of multiple terminals through resource scheduling mechanism to ensure the communication quality
of each terminal. Compared with traditional industrial wireless technologies such as WirelessHART and WIA-
FA’, the system can achieve higher transmission rates (1Gbps uplink, 2Gbps downlink) and lower end-to-end
latency.

Scalability support

5G technology provides robust support through massive machine class communication (mMTC) features. Base
stations can support dense connectivity of 1 million terminal devices per square kilometer, meeting the demand
for large-scale terminal deployment in industrial scenarios’’. Meanwhile, through flexible subcarrier spacing
(SCS) configuration and dynamic spectrum allocation, the system can dynamically adjust wireless resources
according to the number of access devices*!. At the resource scheduling level, a combination of centralised and
distributed scheduling is used to ensure resource utilisation efficiency under large-scale access scenarios as well
as service quality*?. In addition, based on network function virtualisation (NFV) and software-defined network
(SDN) technology, the system can flexibly expand network capacity according to the scale of access devices*.

It is worth noting that since the current research is based on commercial 5G networks, the configuration
rights of some advanced functions are in the hands of operators. In the future, if the industrial private network
can be deployed or more network configuration rights can be obtained, the system performance will have more
room for improvement. For example, the real-time performance and reliability of the system can be further
improved by means of refined QoS parameter configuration and network slicing resource optimisation**43.
Based on the above 5G technology features, our SharkNet wireless link system will achieve relatively stable and
reliable wireless communication.

Protocol adaption of SharkNet and 5G

Network architecture of SharkNet with 5G protocol adaptation

Although SharkNet boasts high reliability and redundancy design for industrial applications, the latency
fluctuations caused by its wired transmission medium in complex, dynamic environments limit its real-time
performance, especially under high loads or with frequent node changes. Leveraging the sub-millisecond low
latency of 5G URLLC can significantly enhance the real-time performance and reliability of SharkNet, particularly
in industrial control scenarios. Additionally, while SharkNet supports up to 50,000 terminal devices through
cascading, the complexity and high maintenance costs of wired connections constrain scalability, especially
in applications requiring rapid deployment or mobile terminal access. 5G wireless connectivity can improve
flexibility and scalability by reducing cabling requirements, facilitating the rapid deployment of terminal devices
over large areas, and expanding system coverage.

As shown in Fig. 4, the SharkNet network supports various adaptable interfaces and protocols, including
RS-485, LVDS, and Ethernet, and achieves high reliability and flexibility through tree, ring, and mesh hybrid
topologies. Switches, as the core components of SharkNet, are responsible for routing and forwarding data
packets and connect to terminal devices via multiple adaptable interfaces. However, as industrial systems scale
up and demand for flexibility increases, the limitations of SharkNet’s wired architecture have become more
apparent, particularly in large-scale distributed systems where cabling complexity and maintenance costs
grow significantly. Therefore, we aim to organically integrate 5G technology with SharkNet to provide greater
possibilities for industrial control networks, enhancing their convenience and scalability.

Wireless link with protocol adaptation module

To enhance SharkNet’s flexibility and scalability in industrial applications, we designed a 5G-based protocol
adaptation module. The architecture of the SharkNet wireless communication link with this module is shown
in Fig. 5. This module connects SharkNet with terminal devices and switches via a 5G wireless link, supporting
multiple protocol conversions to ensure seamless communication across different transmission media. The
wireless communication link comprises a switch module, a protocol adaptation module, and a terminal system
module. The switch is responsible for sending and receiving SharkNet messages, the protocol adaptation module
performs protocol conversions between 5G and SharkNet, and the terminal system module connects various
terminal devices. The protocol adaptation module, through an interface adapter, is compatible with multiple
communication media such as RS-485, LVDS, and Ethernet, ensuring seamless data switching between different
transmission media.

Figure 6 further illustrates the specific implementation of this design. The protocol adaptation module
consists of a 5G module and a Linux-based control system. The 5G module includes the RF unit and the
5G processing module, while the Linux control system consists mainly of the storage unit and the Ethernet
interface. On one side, the switch connects to the protocol adaptation module through interfaces like RS-485
(or alternatively Ethernet, LVDS, etc.), and on the other side, it connects to the terminal system using the same
interfaces. The protocol adaptation module transmits SharkNet data to a Raspberry Pi 4B for read, write, and
temporary storage through interface adaptation. This data is then encapsulated and decapsulated by the 5G
module, which ultimately communicates wirelessly with the 5G base station via the RF unit, enabling remote
data transmission.

With this design, we expect the wireless communication link to not only reduce SharkNet’s wiring complexity
butalso significantly enhance its scalability and flexibility in high-load, complex environments. This improvement
is anticipated to make SharkNet more adaptable to a wide range of industrial application requirements.

Scientific Reports |

(2025) 15:19174 | https://doi.org/10.1038/s41598-025-04499-y nature portfolio


http://www.nature.com/scientificreports

www.nature.com/scientificreports/

Switch

[

N
SwitchCore | L. Switch
IRS 485, LVDS, Ethernet, etc IRS 485, LVDS, Ethernet, etc I I I 1
5GProtocol | 5G Protocol Interface Interface Interface
Adaptive Module Adaptive Module Adaptive Adaptive | eeeeeeeeeen. Adaptive
) ~ Module Module Module
5G base
station
a ,’: DS Ethernet RS-485
5G Protocol | : 5G Protocol
Adaptive Module | Adaptive Module
IRS 485, LVUS.%E!N’!H(’!.?(( IRS 485, LVDS,Ethernet, etc
H W

End system Core |

v v v
I End system Core I I End system I | End system | End system End system | =s=ssecescesee End system

End system T

| ey T 1 ) )

hd
User Device

Switch

I i
o] [ ] [ ]

Fig. 4. Partial architecture of SharkNet hybrid network with 5G protocol adaptation.

5G Base Station
N N e

Wireless PLC

Protocol Adapter
) RS 485

RS-485
LVDS
Ethernet
etc

Storage Unit
adapter g :

LVDS
5G Module ! Enthernet

T o P etc
v RS-485 End | .| End

Interf : :
Storage Unit nterface LVDS system | ! device
adapter Ethernet
Two :
Ethernet etc :
Ethernet Port| > :

Two

lEthernet Port

Ethernet
<

Fig. 5. SharkNet wireless communication link prototype.

In the actual implementation, the protocol adaptation module connects the switch and terminal system via
Ethernet, while the 5G module carries data streams based on the TCP/IP protocol. To achieve this, we employed
a socket-based approach to handle data reception, parsing, storage, conversion, and transmission. This method
not only ensures efficient communication but also preserves the integrity of critical data within the SharkNet
frame structure during parsing, maintaining data consistency and completeness.

In order to meet the requirements of establishing a network with multi-device grouping or multiple
concurrent link connections, the transmission link (based on this architecture) adopts a multi-threaded
management architecture for the cloud server part, in addition to technologies such as traffic control based on
the SharkNet protocol and network slicing and QoS management based on the 5G protocol. The main thread
is dedicated to monitoring the client connection status to ensure that the wireless link system can respond
to new connection requests in a timely manner, while the sub-threads are responsible for handling routing
table updates, broadcasting and data transmission operations. This multi-threaded structure greatly improves
the system’s concurrent processing capability and data transmission efficiency. In addition, the cloud server
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Fig. 6. Implementation of SharkNet wireless communication system.

optimises thread resource management through thread pooling, which reduces system overhead and further
improves performance and response time.

SharkNet and 5G protocol adaptation

In Section "Protocol analysis on SharkNet and 5G", we analyse the SharkNet and 5G frame structures in detail.
Specifically, we first gain a comprehensive understanding of the frame structures of SharkNet and 5G to prepare
for how each structure is unpacked and repacked in this protocol adaptation section. Based on Section "Protocol
analysis on SharkNet and 5G", we propose the protocol adaptation scheme shown in Fig. 5 to establish an end-
to-end wireless communication link between SharkNet and 5G. The core of this scheme is to ensure seamless
adaptation between SharkNet and 5G protocols to support efficient and stable data transmission. The specific
adaptation steps are as follows (the process is shown in Fig. 7):

(1) SharkNet protocol unpacking on the sending side: After receiving the verified SharkNet message frame, the
module first unpacks it, removes the header, extracts key data, and temporarily stores it.

(2) 5G protocol packing on the sending side: the critical information from the stored SharkNet message frame
is then encapsulated with a 5G protocol header, aligning it with the required format for 5G transmission.

(3) 5G protocol unpacking on the receiving side: The received 5G data frame undergoes 5G protocol unpack-
ing, where the header is removed, and key data is extracted and temporarily stored.

(4) SharkNet protocol packing on the receiving side: The temporarily stored key data is then re-encapsulated
with a SharkNet protocol header, reconstructing the SharkNet frame structure, followed by verification to
ensure data integrity and protocol compatibility.

In this protocol adaptation scheme, the transmission reliability of the wireless link is ensured by detecting
the retransmission method. This is because for SharkNet packets (10-byte basic packets), retransmission of
a complete and correct packet is more time and computationally efficient than performing error correction.
In addition, the 5G protocol has a multi-layer verification mechanism (e.g., acknowledgement mode and
retransmission mechanism at the RLC layer) that automatically detects packet loss or transmission errors during
wireless transmission. If there is a problem with a packet during wireless transmission, the protocol automatically
initiates a retransmission request to ensure that the receiver receives the complete and correct packet.

As a result, the 5G-based wireless portion of the transmission remains highly reliable without a significant
impact on SharkNet’s data transmission. In addition, SharkNet itself includes a comprehensive set of
authentication and retransmission mechanisms. After the SharkNet protocol has been repackaged, any incorrect
packets are discarded without being passed on to the upper layers, and a retransmission request is automatically
initiated. If the packet is correct, a confirmation response is sent to the sender. This double-checking mechanism
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Fig. 7. SharkNet-5G protocol adaptation.

combines the advantages of 5G and SharkNet to ensure high reliability of data transmission in the protocol
adaptation scheme to a certain extent, while keeping the computational overhead low and minimising the
impact on the link and the strong real-time performance of the system. In conclusion, this adaptation scheme
effectively ensures data interoperability between the two protocols, enabling efficient communication between
SharkNet and 5G networks in a variety of application scenarios.

5G encapsulation and decapsulation of SharkNet PDU

Before the 5G protocol can encapsulate SharkNet protocol packets, the validity of the SharkNet frame structure
must be rigorously verified to ensure the accuracy and integrity of the data transmission. This validation process
includes step-by-step parsing and checking of the mode, address, parameter, control, and checksum fields, and
discarding the packet and initiating an automatic retransmission if a field contained in a field is abnormal;
otherwise, the next field is checked. After completing all verifications, the system allocates unpacking frames
according to the bytes in the SharkNet frame structure and temporarily stores the unpacked PDU data. The
parsed SharkNet PDU data will be encapsulated by the 5G protocol stack, ready for transmission over the
wireless channel.

After unpacking the SharkNet frame structure, the SharkNet data is converted to 5G data through the 5G
NR protocol stack. Figure 6 illustrates the encapsulation and decapsulation process within the 5G protocol.
To enable transmission of SharkNet PDU data over the wireless channel, the data must pass through the data
link layers of the 5G user plane protocol stack, including SDAP, PDCP, RLC, MAC, and the physical layer. The
specific steps are as follows (The specific process is shown in Fig. 8):

(1) Application layer transmission: SharkNet PDU data is transferred to the application layer via the TCP/IP
protocol.

(2) SDAP sub-layer mapping: At the application layer, each IP data packet is mapped to a Data Radio Bearer
(DRB) through the SDAP sub-layer’s QoS flow mapping. This mapping process selects different DRBs based
on the QoS requirements of each service, ensuring differentiated quality of service (QoS) transmissionCP
Sub-layer Processing?.

(3) PDCP sublayer processing: where it undergoes IP header compression, encryption, and integrity protection
to ensure data confidentiality and integrity*.

(4) Rnsmission at the RLC Sub-layer: At the RLC sub-layer, data is encapsulated into RLC SDUs and trans-
mitted in sequence over various logical channels. This sub-layer supports Transparent Mode (TM), Unac-
knowledged Mode (UM), and Acknowledged Mode (AM). In AM, any erroneous packets trigger a retrans-
mission mechanism, ensuring data reliability.
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(5) Link adaptation at the MAC Sub-layer: Through link adaptation, the data is passed to the MAC sub-layer,
where the layer dynamically selects the appropriate transmission block size based on current network con-
ditions, optimizing instantaneous throughput to meet the time-varying characteristics of wireless transmis-
sion?.

(6) Physical lassion: After being encapsulated by the MAC layer, data enters the physical layer, where it under-
goes modulation, coding, and error detection before being transmitted over the wireless channel.

(7) This layered encapsulation and decapsulation process ensures that SharkNet PDU data can be transmitted

efficiently and securely within the 5G NR network.

Discussion of NAT issues in wireless link networks

Since this study uses a SIM card, 5G public base station, and corresponding core network provided by a carrier,
we found that, even with the 5G module connected to the public network and the IP address and port known,
direct communication between devices remains unachievable. This is due to the carrier’s core network utilizing
NAT (Network Address Translation) and firewall mechanisms to manage devices. The known IP address is
actually a private IP within the local network, which obstructs direct communication between devices.

Solution 1: cloud server intermediary
To address this issue, we implemented a cloud server as an intermediary for communication. In this setup, the
cloud server performs network address translation between public and private networks, successfully establishing
a communication link between the two 5G modules, thereby enabling bidirectional data transmission. As shown
in Fig. 9a, the cloud server acts as a data relay, adapting and converting data streams between the SharkNet and
5G protocols.

The advantage of this approach is its simplicity and ease of rapid deployment. However, it increases
communication latency due to reliance on the cloud server and incurs additional operational costs. This solution
suits our current experimental environment and offers a quick and effective workaround.

Solution 2: customized SIM card and carrier permissions

Another option is to negotiate with the carrier to obtain a customized SIM card and enable permissions within
the core network to allow direct device-to-device communication. This solution would fundamentally resolve the
NAT issue, eliminate cloud server relay latency, and improve communication efficiency. However, the process of
obtaining a customized SIM card is complex and time-consuming, involving deep customization of the carrier’s
network and adjustments to permissions, making it challenging to implement. Therefore, although this solution
holds promise for the future, it is not suitable for our current experimental timeframe.

Solution 3: private core network

A third solution is to use a private SIM card and a dedicated core network, where devices in the system no longer
need to connect to the commercial 5G public network, allowing direct communication between the two 5G
modules (e.g., tested with the Ping command) without reliance on the cloud server for data relay, as illustrated
in Fig. 9b. This approach eliminates latency and instability introduced by the public network, ensuring higher
communication efficiency.
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However, building a private core network involves significant costs and requires specialized equipment and
custom network architecture. As a result, we decided not to adopt this solution at this time. Once the project is
successfully deployed, we plan to further assess and potentially implement a private core network solution to
support large-scale industrial applications.

In summary, at this stage, the cloud server intermediary solution is our primary approach. While it
introduces some latency and additional costs compared to other options, it is relatively simple to implement and
convenient for experimental deployment. The customized SIM card and private core network solutions offer
greater potential for the future, but due to current time and cost constraints, we plan to evaluate and implement
them in later phases.

To address communication issues in public network connections, we introduced NAT (Network Address
Translation) technology in conjunction with the cloud server intermediary solution. When two wireless link
modules connect to the core network, NAT maps the modules’ private IP addresses and port numbers to a public
IP and corresponding port number. This translation process ensures that devices within the local network can
communicate over the Internet using a unique public IP, overcoming the limitation of private IP addresses that
cannot be used directly on the public network.

By integrating NAT with the cloud server, the solution enables modules’ private IP addresses and ports to
be mapped to a public IP and port. This ensures that devices within the local network can communicate via a
unique public IP address, thus avoiding the issue of private IP addresses being unusable on the public network.
Figure 10 illustrates the application of NAT within the wireless link system, where the cloud server acts as a
critical intermediary.

In this architecture, combining NAT with the cloud server, the cloud server manages communication
and data forwarding with both modules through the public IP, resolving the issue of modules being unable
to communicate directly on the public network. The cloud server not only facilitates wireless data exchange
between the two modules but also provides a reliable remote communication link via the public network. This
architecture ensures system security within a wide-area network and offers flexibility and scalability for future
expansion, such as supporting additional devices or cross-regional link modules.

Experimental evaluation

Experimental preparation

To evaluate the performance of the proposed wireless link prototype system, we chose to test it in a random
indoor environment (within 5G signal coverage) and selected link delay and reliability as representative key
metrics for evaluation. Table 1 lists the main relevant parameters of the experiment and the system.

In terms of hardware, the system mainly adopts Raspberry Pi 4B as the main control platform, whose ARM
Cortex-A72 architecture combines small size, high performance and low power consumption. This not only meets
the design requirements of the system, but also provides flexibility for further scalability and future optimisation.
Secondly, the system uses the RM500U-CN 5G module (supporting the 3GPP Release 16 standard), which can
operate in both SA and NSA modes. In the study, the SIM card required by the module we use China Mobile SIM
card to connect to the public network for related tests.

We compare two transmission methods: transparent transmission of SharkNet frames and protocol-adapted
transmission. The end-to-end delay (based on the timestamp difference between the switch and the end system
test node) and the link reliability (based on the message reception ratio of the messages received by the switch to
those sent by the end system in the interval between the adapted control commands are sent) are measured and
evaluated by four sets of experiments, and the average value of each set of experiments is used as the final result
of the analysis. Transparent transmission is the transmission of SharkNet frames without unpacking and directly
packetised by the 5G protocol; protocol adaptation is the transmission of SharkNet frames after unpacking and
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Parameter

Value/Range

Test environment

Indoor laboratory setting

Test distance

Within 5G signal coverage

network Mode Public 5G network (China Mobile)
Control platform Raspberry Pi 4B (ARM Cortex-72)
5G module type RM500U-CN (Release 16)

5G maximum upload speed 1 Gbps (Based on SA mode)

5G maximum download speed | 2 Gbps (Based on SA mode)

SharkNet frame size

10 bytes

Control command interval 10-100 ms

Data packet load range

500-5000 packets

Table 1. Key parameters of the wireless link system and experimental setup.

Component Operating mode | Power consumption

Active mode Approx. 3.0-7.0 W (depending on load)
Raspberry Pi 4B

Idle mode Approx. 0.8-2.0W

Active mode Approx. 2.4-4.2W
RM500U-CN 5G module

PSM mode Approx. 13.69mW

Table 2. Transmission link power consumption composition analysis.

then packetised by the 5G protocol, and when the 5G packets are received at the receiving end, they are unpacked
by the 5G protocol,

and then packetised by the SharkNet into the SharkNet core network for transmission.

Power consumption analyses

In order to assess the feasibility of the proposed link in real industrial applications, the power consumption
characteristics of the wireless link system are analysed in this section. The main power consumption components

of the system include the control platform (Raspberry Pi 4B) and the 5G communication module (RM500U-
CN). Table 2 lists the power consumption data of each component in different operating modes.
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Analysis of the power consumption data shows that the overall power consumption of the system is mainly
composed of two parts: the Linux control platform and the 5G module. The control platform exhibits a large power
consumption fluctuation range (3.0-7.0W) under different loads, which is mainly due to the computational load
variation when handling tasks such as protocol conversion and data processing. The 5G module, on the other
hand, achieves extremely low standby power consumption (< 14mW) through the PSM (Power Saving Mode)
energy saving mode, which is important for improving the overall energy efficiency of the system.

For industrial application scenarios with long-term operation, the system adopts the following strategies
to optimise energy efficiency performance. The control platform dynamically adjusts the CPU frequency
according to the actual data processing requirements, reducing unnecessary power consumption while ensuring
performance. 5G modules automatically enter PSM mode during data transmission intervals, significantly
reducing standby power consumption, a strategy that is particularly suitable for industrial control scenarios with
periodic data transmission. In addition, the system reduces the peak load on the control platform by optimising
task scheduling for protocol conversion and data processing, thereby reducing maximum power consumption.

To further optimise the energy-efficient performance of the system, more fine-grained power control strategies
can be introduced in the future, protocol conversion algorithms can be optimised to reduce processing loads,
and dynamic power regulation mechanisms based on load prediction can be explored. With these optimisation
measures, the system can achieve higher energy efficiency while ensuring performance, providing long-term
stable operation in industrial sites.

Result analysis and discussion
Figure 11 presents the end-to-end latency results for SharkNet with 5G protocol adaptation and transparent
transmission. The experimental results clearly reveal an approximate 8 ms difference in latency performance
between the transparent transmission and protocol adaptation schemes under various data packet loads.

As the number of data packets gradually increased from 500 to 5000, both schemes exhibited an upward
trend in link latency. However, the protocol adaptation scheme demonstrated significantly lower latency than
the transparent transmission scheme, with a more gradual increase. This outcome is primarily due to differences
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Fig. 11. End-to-end latency comparison between SharkNet protocol adaptation and transparent transmission.
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in their transmission mechanisms: in transparent transmission, SharkNet data packets are directly encapsulated
within the 5G protocol, while in the protocol adaptation scheme, SharkNet packets are first unpacked and
then re-encapsulated within the 5G protocol. Consequently, each packet in the protocol adaptation scheme
contains fewer bytes, resulting in smaller packet sizes. Additionally, the protocol adaptation scheme incorporates
improved packet scheduling and timing optimization within the link, effectively reducing latency accumulation,
even under high load conditions.

By optimizing packet format and communication timing, the protocol adaptation scheme minimizes
additional latency during protocol switching and wireless transmission. The experiments indicate that latency
remains relatively stable across different loads with the protocol adaptation scheme, demonstrating its higher
adaptability and resilience under heavy packet loads.

Furthermore, the data reveals fluctuations and occasional spikes in link latency. This instability may be
attributed to several factors: the cloud server’s intermediary instability, uncertainties in the commercial 5G
network, and dynamic user load variations within the 5G base station coverage area. These factors can impact
latency, causing fluctuations in transmission delay.

In addition, the data shows fluctuations and occasional spikes in link latency. In addition, we can see from
Fig. 11 that the current link latency is higher than 46 ms and its link latency composition is shown in Fig. 12. We
can see that instabilities such as link latency and jitter can be mainly attributed to the cloud server intermediary,
the instability and uncertainty of the public 5G network, and the dynamic user load variations in the 5G base
station coverage area.

In summary, the protocol adaptation scheme can significantly reduce data transmission latency in large-scale
industrial control scenarios, enhancing system real-time performance. In industrial control systems, low latency
directly affects the timely execution of control commands and system responsiveness. Compared with the
transparent transmission scheme, the protocol adaptation scheme maintains low latency and high stability while
effectively managing uncertainties caused by load fluctuations, providing superior performance for industrial
wireless communication. Overall, the latency advantage of the protocol adaptation scheme not only improves
SharkNet’s communication efficiency but also enhances its resilience in complex environments. Supported by 5G
URLLC technology, the network’s low-latency characteristics are further amplified, laying a solid foundation for
the real-time performance and reliability of future industrial control systems.

To test the reliability of the wireless link prototype, we used a smooth spline function to fit the discrete data of
six known test nodes to a continuous curve, thereby estimating values for other unknown test nodes. Figure 13
presents the reliability comparison between the SharkNet with 5G protocol adaptation and the transparent
transmission schemes under different control cycles. The experimental results indicate that as the control
command interval increases from 50 to 100 ms, both the transparent transmission and protocol adaptation
schemes show improved reliability, yet with notable differences.

Under a 50 ms control cycle, the reliability of the protocol adaptation scheme is slightly higher than that of
transparent transmission. As the control interval lengthens, the reliability of transparent transmission gradually
increases, while the protocol adaptation scheme reaches comparable reliability levels more quickly and shows a
faster rate of improvement. The reliability curve of the transparent transmission scheme exhibits slower growth
in shorter control cycles (50 to 70 ms), suggesting its limitations in handling data within shorter intervals. In
contrast, the protocol adaptation scheme demonstrates greater adaptability and responsiveness, maintaining high
reliability even under shorter control cycles. This advantage stems from improvements in protocol conversion,
packet optimization, and timing adjustments within the protocol adaptation scheme, enabling it to maintain
link stability effectively and complete data packet transmission within shorter timeframes, even under high-
frequency data transmission conditions.

In summary, the protocol adaptation scheme demonstrates superior reliability not only in long control
cycles but also under short cycles. This reliability advantage is particularly critical for industrial control systems,
especially in scenarios with high-frequency control commands, where the protocol adaptation scheme better
ensures the stability of the communication link and the integrity of data transmission, preventing control delays
or system response errors due to transmission failures. Overall, the protocol adaptation scheme outperforms
the transparent transmission approach in terms of reliability, reaching ideal reliability levels more quickly in
short-cycle, high-frequency communication environments, demonstrating greater adaptability and interference
resistance. Supported by 5G URLLC technology, the protocol adaptation scheme provides more robust real-time
performance and reliability assurance for industrial control systems, serving as an effective tool for enhancing
communication reliability.
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Fig. 12. Schematic diagram of link delay composition.
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Conclusions

This paper presented a novel wireless communication link protocol adaptation scheme that combines 5G URLLC
technology with the SharkNet industrial fieldbus. By designing a protocol parsing and conversion mechanism,
this scheme addresses the limitations of traditional wired SharkNet communication, such as complex wiring,
limited coverage, and low flexibility, enabling efficient wireless adaptation. This approach not only significantly
enhances communication flexibility and real-time performance but also expands system coverage capabilities.

Furthermore, a 5G and SharkNet-based wireless link prototype system was developed and validated, achieving
successful end-to-end transmission and automatic protocol adaptation. Experimental results have shown effective
verification of seamless interoperability between SharkNet and 5G protocols. This prototype system offers an
important technical reference and support for the development of similar wireless communication applications in
the industrial control field. Through extensive experiments, the study evaluated the performance of the proposed
protocol adaptation scheme. Results have shown that compared with the transparent transmission method, the
protocol adaptation scheme significantly reduces communication latency, while maintaining high reliability and
exhibiting superior transmission stability and anti-interference capabilities. These results highlight the practical
application potentials of the scheme in complex industrial environments, effectively enhancing the real-time
performance and reliability of industrial control systems and providing a technical foundation for optimizing
and advancing wireless communication in future IIoT applications.

However, this study has certain limitations. First, the system relies on a cloud server for data relay, which may
introduce network uncertainties, resulting in latency fluctuations that can affect high real-time performance. To
address this issue, customized SIM card plans negotiated with carriers or deployment of a private core network
could reduce reliance on cloud servers. Second, the design and implementation complexity of the protocol
adaptation scheme increases system development and maintenance costs. Finally, experiments were primarily
conducted in a controlled indoor environment. Although the effectiveness of the scheme was verified, further
testing and optimization are required for more complex industrial environments (e.g. strong electromagnetic
interference or large-scale network scenarios) to validate and enhance the scheme’s applicability and stability.

Data availability

Data are provided in the manuscript.
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