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Abstract

The first part of the contribution that is made by this thesis is to expand on
how new paradigms of fire detection in the IoT environment have been created.
Clarifying how it had intended the physical distribution of the Remote Antenna
Unit (DRAU) architecture. These observations show how the architectures of
distributed RAUs protocols of BRAUS in IoT-RoF are expanded to new selec-
tion metrics. Under distance two performance measures have been considered
and they include number of RAUs and fiber optic attenuation, path loss factor.
Following the simulation and numerical analysis of the presented desirable proto-
cols the obtained results indicate that the outage probability minimization of the
desirable protocols is less than the work [18]by 65% On the equal basis, band-
width efficiency of the desirable protocols is found to be higher than recent works
34%. The second contribution of this thesis is the proposed A new quantum MAC
protocol has been designed and implemented here in this thesis and named as
Quantum Entanglement-based MAC protocol, abbreviated as QE-MAC. Four en-
tangled states are used to form the control packets of MAC classical protocol and
the transmitted data on the classical channel. ACK, RTS and CTS control pack-
ets are not employed here but state transitions are used instead. This approach
has some benefits in that it minimizes the delay and collision issues conventionally
associated with control packets and in result boosts the performance of the net-
works. The delay, duty cycle, and power consumptions of the proposed QE-MAC
protocol are defined and calculated as follows: For this reason, all of these reduce
the proposed approach delay and power consumption by 35% compared to the
related work in the literature. The third contribution of this thesis is the analysis
of the performance of the Radio-over Fiber (RoF) with energy harvesting (EH)
of cooperative communication technique. The influence of small, large-scale fad-
ing, and large-scale fading is analyzed by using mathematical modeling. For the
Radio-over Fiber (RoF) with energy harvesting (EH) of cooperative communica~

tion technique, we use outage probability as our performance measure. Last but

v



not the least, the results depict that cooperative communication enhances the
capacity of the system than the direct traditional communication with energy
harvesting by 22%. The fourth contribution brings the ICHC-RoF into the field
for the first time. The Outage probability mathematical model is described next:
Furthermore, an analysis of the throughput performance of the offers’ proposed
protocol is also derived mathematically. Theoretical calculations reveal that the
proposed ICHC-RoF system has superior performance and enhancements of 35%

from simulations.
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Chapter 1

Introduction

1.1 Background and Motivation

As the acceptance of the internet has escalated and mobile technology has devel-
oped at a fast pace, individuals are becoming more dependent on online resources
and services. With the rising important matter of Internet and the high speed
advancement of mobile technology, people have become increasingly reliant on
online services. As a result,the modern technological surroundings require more
and more high-speed, and high-capacity communication facilities. Fiber optic
communication systems offer the greatest data transmission capability, making
them a crucial component of modern telecommunications[1]. Because of numer-
ous constraints such as geographical situation, economical equilibrium, provider’s
tactic, and damage circumstances in the event of a disaster, optical fiber-based
high-speed links, like fiber-to-the-home, cannot be deployed at all places[2]. As
a result, a radio transmission connection is deemed appropriate for combining
huge network traffic, which has advantages in system deployment like flexible
layout and ease of installation. To deliver sufficient bandwidth to individual
users, optical and wireless networks are combined. This approach is referred to
as radio-over-fiber (RoF) technology[3]. The progress of communication tech-
nologies and network system development in terms of computational intelligence,
Wireless Sensors networks (WSN) and the Internet of Things (IoT) are under-
going steady advancement. In what follows, the integration of Radio over Fiber
technology gives vast potential for developing more efficient and effective commu-

nication systems. An economically viable and a technically promising method has
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been the railway of frequency (RoF) technology. Radio-over-Fiber (RoF) is an
analog optical transmission that transports the information in the modulated of
radio-frequency form. These are delivered to the optical fiber to an antenna unit
called Remote Antenna Unit (RAU) or a Base Station (BS) by a Central Office
(CO) or Central Station (CS) [4]. Radio-over-Fiber (RoF) concept is an under-
stated concept and extends beyond the mechanical scope of its deployment. It
is already the unified amalgamation of intelligence, control and signal-processing
Ratios that were initially intended to interpolate and supplement conventional
communication Systems. This integration makes both functionalities and flexi-
bility strong. The given configuration is a very close one in comparison with the
complexity of the access-node sites that tend to be common in the traditional
cellular environments. It is opposite the centralized design or the ones normally
related to cloud-supported structures or Central Office (CO) offices. This trans-
formation can be taken as a unified model in which strong operational advantages
are attained in a variety of areas. The best of the benefits that were achieved
during the convergence of configuration paradigms is the enhancement of ease
of management. Organisations also simplify the delivery of the product because
by establishing a single configuration framework, they ensure that the process of
operations is less complex. This integration further enables integrated view and
enforcement of Identity and Access Management (IAM) policies, thus enabling a
typical auditing[3]. The need to handle and transfer an increasing amount of data
and the desire to rationally distribute the available resources drive the develop-
ment of 5G networks and the Internet of Things (IoT) and the emergence of other
technologies. At the same time these innovations aim at containing operational
costs and maintaining continuity of service quality. These systems represent a
pioneering technological paradigm shift with the potential to reshape commu-
nication technologies and network systems entirely. With a focus on end-users
and supervision, these systems demonstrate significant potential in addressing
existing and future Quality of Service (QoS) challenges. Emerging communi-
cation technologies suggest possible ways to improve QoS through supporting
high-quality transmission for a huge population[5]. Moreover, Radio-over-Fiber
can improve the privacy and security of end-users. The fiber optic technology
enables the transfer of sensitive information in large distances to a centralized
point. This ensures that it is minimally dependent on intricate security provi-
sions in the wider communication system thus reducing the risks of data loss, and
intrusions of unauthorized parties. Hence, making it important in military WSN
circumstances, where data confidentiality is crucial. The convergence of Radio on
Fiber (RoF) technology to Wireless Sensor Networks (WSNe) and the Internet of
Things (IoT) points to the paradigmatic change and the actual practice of com-

munication in modernity. The synergy facilitates real-time data transfer as well



Introduction

as increases the overall throughput and strengthens system reliability. Besides,
it also reinforces end-user security and improves the efficiency of operations.The
Internet of Things (IoT) and Wireless Sensor Networks (WSNs) are convergence
platforms that are created to encounter the complexities which bedevil the mod-
ern communication systems. They bring huge benefits to individual users and
greater communities through the combined capabilities to provide reliable and

secure and always-on connectivity. [6].

1.2 Problem Statement

The four regions that make up the network topology of WSN or IoT technology in
combination with RoF are sensors (IoT devices), remote antenna units (RAUs),
optical fiber, and the central office (CO). These parts work together as follows:
Data is sent to the RAU via sensors connected to the RAU through a wireless
link. The RAU has a DAC converter and is physically linked to the fiber optic
network. After that, the data is sent to the CO through a fiber optic link for
additional processing and analysis. There are numerous challenges in integrating
Radio-over-Fiber (RoF) with WSN and IoT devices. These challenges can be

recapped as follows:

1. Communication Protocol: The combination of Wireless Sensor Networks
(WSN) and Radio over Fiber (RoF) may be discussed as a new paradigm,
and this fact preconditions the rise of issues connected with the enhance-
ment of a sufficient communication layer, able to ensure a stable operation

of the network.

2. Communication Regulation: A strictly performed protocol is necessary in
to maintain a steadfast existence of sharing information among the sensors
and the Remote Antenna Unit (RAU). Such a protocol should be designed

to eliminate the impairment of data loss and avert the outages of the links.

3. Bandwidth Efficiency: One of the most critical factors is bandwidth effi-
ciency due to the limited availability of frequency resources. Optimizing
bandwidth utilization is essential for achieving high performance in the

network.

4. The MAC protocol: Deployment of IEEE 802.11 on Radio-over-Fiber (RoF)
network is associated with significant changes, mainly those that relate
to medium access control (MAC) protocols. IEEE 802.11 MAC has been

3
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designed with the propagation delays assumptions of less than 1 picosecond,

whereas RoF add a delay of about 5 picoseconds per kilometer of optical

fiber

5. Delay: Minimizing transmission delays is essential to ensure high data rates
and timely delivery. Reducing latency is a critical aspect of RoF networks,

particularly for real-time applications.

6. Power Management: Power in the field of wireless sensor networks (WSN)
is a scarce resource. Therefore, designing an efficient power management
protocol is crucial to the extension of life span of the network and increasing

the efficiency.

7. Multi-Source Transmission: Efficiently utilizing channel resources while al-
lowing multiple sensors to transmit data simultaneously requires an opti-
mized transmission strategy. Proper regulation ensures minimal interfer-

ence and maximizes channel efficiency.

8. Energy Harvesting: Given the restrictions of battery life, most important
thing of the WSN-RoF integration is that it enables sensors to gather energy
from their surroundings. Therefore, network sustainability can be signifi-

cantly enhanced by putting the energy-harvesting systems into place.

A new communication scenario and protocol should be devised to tackle the
above-mentioned issues while combining WSN with RoF. Therefore, this thesis
proposes a novel design paradigm that enables flexible communication between
WSN and RoF. For successful transmission to happen between the sensors and
RAUSs, the suggested paradigm aims to minimize the outage probability. Band-
width efficiency is also improved by integrating cooperative communication. Fur-
thermore, a novel Quantum MAC protocol is presented to improve duty cycle
and power consumption while reducing delay and jitter between WSN and RoF.
Subsequently, this thesis suggests two novel protocols for WSN over RoF, one
that makes effective use of multi-source transmission and the other that permits

sensors to gather energy together.

1.3 Aim and Objectives

This study seeks to improve a new and effective communication architecture for
combining WSN with RoF. The ultimate goal is to ensure smooth communi-

cation between sensors and RAUs while bypassing the main issues like outage

4
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probability, delay, power consumption, bandwidth efficiency, and energy harvest-
ing. To accomplish this target,this thesis will focus on the following interrelated

objectives:

Objective 1: Designing new cooperative communication for WSN over RoF

(Chapter 3)

e The study under consideration explores the modeling and designing of the
innovative cooperative communication structure that can be applicable to
Wireless Sensor Networks (WSNs) that are operated via Radio-over-Fiber
(RoF) networks. As an example of its use, early fire detection is advanced
using the proposed system, which adds to camera sensors or other available

suitable sensing technologies.

e In the RoF-IoT environment, the BRAUSI algorithm was proposed in or-
der to enhance capabilites for the system. The optimisation criterion will
involve three variables which include; the total number of Remote Anten-
nae Units (RAU) machines, the existence of master nodes and distances

between the communication links necessary.

e The outage probability of the suggested protocol, BRAUS, was lowered by
65% in comparison to recent work after being mathematically modeled and

driven.

Objective 2: Designing new MAC Quantum protocol for WSN over RoF (Chapter
4)

e Recently a new architecture of using quantum entanglement in IoT-RoF
has been introduced. In this architecture, edge sensors will be gathering
environmental data on a continuous basis and these data will be passed to
a targeted decision making module to be more thoroughly analyzed so that

a suitable course of action may be taken.

e The study proposes an Internet-of-Things (IoT) with Radio over Fiber
(RoF) architecture that will combine the use of entanglement-based quan-
tum communications and classical connections. There are two modalities of
communication the first one is a classical one used to carry the data and the
second one is a quantum-entangled Control information channel utilized in
delivering information. procedure. The newly analytically evaluated proto-
col is a Quantum Entanglement-based MAC protocol (QE-MAC) which was
proven to reduce the underlying latency by 35% compared to the current
methods.
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e The QE-duty MAC protocol and consequent power consumption could be
simultaneously reduced by up to 35% compared to previous study results

and provide the significant benefit in performance.

Objective 3: Designing new energy harvesting model for WSN over RoF (Chapter
5)

e New cooperative communication techniques for RoF with energy harvesting
(EH) are designed.

e Two modes of communication are taken into consideration: cooperative

communication and direct communication over the RoF system.

e An extensive mathematical model has been derived for the proposed pro-

tocol.

Objective 4: New protocol is designed names as Inter-Cluster Head Cooperation
over Radio over Fiber (Chapter 6).

e Inter-Cluster Head Cooperation: Introduced and proposed the concept of
Inter-Cluster Head Cooperation over Radio over Fiber (ICHC-RoF) as a

novel approach to reduce outage probability.

e Developed a robust mathematical model to analyze and quantify the outage

probability within the proposed ICHC-RoF framework.

¢ A mathematical analysis of throughput for the proposed protocol, providing

a quantitative assessment of the system’s data transfer capabilities.

Upon thorough validation and evaluation of the proposed communication frame-
work through rigorous testing, mathematical modeling, and comparative anal-
ysis with existing solutions, this research aims to provide verifiable evidence of
achieving its objectives. The study aspires to make a substantial contribution
to the advancement of efficient and reliable Wireless Sensor Networks (WSN)
over Radio-over-Fiber (RoF). The proposed framework seeks to effectively ad-
dress critical challenges such as outage probability, bandwidth efficiency, latency,
power consumption, and energy harvesting. Through innovative cooperative com-
munication, quantum-based MAC protocols, and energy-harvesting techniques,
this research introduces novel solutions to enhance system performance. Addi-
tionally, the development of an Inter-Cluster Head Cooperation (ICHC) protocol

is expected to further improve network reliability and efficiency. This study will

6
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providing a strong theoretical basis and practical insights for integration WSN
with RoF,Leds to future advancements with high-performance, energy-efficient,

and scalable communication networks.

1.4 Summery of Contributions
The following main contributions are outlined in this study:

1. The thesis presented a new paradigm design on early fire detection based on
camera sensors with additional sensor technology as the RoF-IoT system.As
part of the suggested design, sensors detected information concerning the
environment they were in and relayed that information to a particular area
in order to elicit an ideal response.An optimal remote antenna unit selection
(BRAUS) cooperative protocol has been suggested, wherein the distance
over different connections in RoF-IoT networks, the master nodes’ number,
and the quantity of RAUs are considered in the selection process.Analyzing
the outage probability of BRAUS, the mathematical model put forward in
the recent work proposes that the probability reduces to 65% below the
probability of outages as calculated by the recently proposed protocol. The
bandwidth efficiency has also been mathematically modeled and analyzed
based on the proposed protocol BRAUS, and it is estimated that the ef-
ficiency of the suggested protocol is 34% higher than that of the current

work.

2. According to the proposed configuration IoT-RoF quantum entanglement
has a total of two paths, where one is a classical path for the purpose of data
transmission and the other is the quantum entanglement link over which the
MAC control packets are transmitted. To add, the latency in QE-MAC, the
proposed protocol, has been modeled mathematically and reduced by 35%
in contrast to previous research.In addition, the QE-duty MAC cycle and
power consumption have been theoretically suggested and controlled, and
it has been found that they are 35% less than those of previously worked

studies.

3. The capability of the Radio over Fiber with Energy Harvesting to the co-
operative communication system is examined in this work for the first time.
Two modes of operating communication are taken into considerations; co-

operative communication mode and the direct communication mode. The
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analysis of the performance is performed through outage probability calcu-

lations, and the outage probabilities of both paradigms are evaluated.

4. Cooperative communication over RoF has been proposed to improve the
energy efficiency of the whole system. In addition, a new communication
scenario is proposed using a double source and double destination to forward
data efficiently for remote antenna units. The proposed system shows better

energy efficiency.

1.5 Research Methodology

The present study’s research methodology is centred around the resolution of the
propagation latency concern within the MAC protocol of RoF. The considered
key issue is the high impact of the propagation latency on the network perfor-
mance. This latency leads to high collisions, as well as spurious retransmissions
and reduces the efficiency of the network in general.There are limiting the con-
ventional MAC performance and offer the quantum entanglement as the remedial
methodology framework. Specifically, the work develops one new Quantum En-
tanglement interpreted mechanism of MAC (QE-MAC), whose implementation
is centered on the creation of entangled states that are shared over the multi-user
network .Quantum teleportation plays a very important role in that case where
there is a need to transport a quantum bit over a long distance in circumstances
of latency, that is, the propagation of photons. Data is transferred using regular
channels to designate the control packet inside the typical MAC protocol. The
system uses four discrete base states of deliverance of data. The latency, duty cy-
cle, and power consumption are developed and collected performance indicators
relative to the QE-MAC protocol in study.A descriptive analysis of the metrics of
the low-power IoT devices has been carried out with a heavy focus on power con-
sumption, duty cycle, and latency. Having qualified these metrics by empirical
measurement, the study is effective in outlining how to design, choose as well as
deploy such devices. According to the results the suggested MAC protocol out-
performed the conventional RoF MAC protocol. It showed a significant outcome
of 35 % decrease in power consumption and latency.This demonstrates how well
the suggested solution to the propagation delay issue that RoF MAC systems face
works. The work to be discussed is the creation of a new communication system
named as Radio-over-Fiber (RoF) network combining wireless and fiber optic
technologies. The RoF network aims at offering highly-bandwidth and reliable
connection between clouds of sensors in the Wireless Sensor Networks (WSNs)

and the central office in a specified area. It carries out the research in a disciplined
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manner, starting with new paradigm design on fire detection in the (IoT). The
current study is a continuation of the steps developed in the past surveys as it
fixed the design of Distributed Remote Antenna Units (DRAU). It goes forward
to ascertain the best placement of Remote Antenna Units (RAUs) in an [oT-RoF
system that is facilitated by DRAU. This mission is fulfilled by the determination
of new selection criteria designed to maximise the efficiency of the protocols.This
study uses a broad mathematical model to investigate outage probability as well
as bandwidth efficiency. Some key design parameters, thus delivered, include
link distance, amount of Remote Antenna Units (RAUs), fiber-optic attenuation,
and path-loss components, in particular, wavelength-dependent separation be-
tween RAUs or beamformers and the reference norm. The integrated type of
assessment will provide a more accurate assessment of network performance un-
der changing conditions of network operation. Simulation and numerical analysis
show that the proposed scheme can reduce the outage probability by 65% and
increase the bandwidth efficiency by 34%, demonstrating an impressive improve-
ment over state-of-the-art schemes in facilitating IoT communication. Here we
focus on a study of energy harvesting for remotely sited sensors to allow the sen-
sors to collect energy for themselves without any physical connection. The study
additionally brings a first-of-its-kind performance analysis of Radio-over Fibre
(RoF) and energy harvesting (EH) in a collaborative communication framework.
The research encompasses a detailed mathematical modeling of the impact of
small- and large-scale fading phenomena. As a performance metric, the study
focuses on outage probability for the Radio-over Fiber (RoF) system incorporat-
ing energy harvesting through cooperative communication.Analysis of the system
shows that there exists a significant improvement of the performance of the sys-
tem when contrasted with direct conventional communication architectures that
also use energy harvesting. These outcomes underscore the potential values of

implementing this kind of novel paradigm in the future communication networks.

1.6 Thesis Outlines

The thesis is structured as follows in its chapters.

Chapter 1: A comprehensive exposition of the research is presented, encom-
passing its rationale, goals, objectives, contributions, research methodology, and

a synopsis of the thesis architecture.

Chapter 2: provides an in-depth analysis of the pertinent literature concerning

Radio over Fiber (RoF), including its architectural designs, associated research,
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and a discourse on prospective avenues and obstacles.

Chapter 3: explores how the Distributed Remote Antenna Unit can perform
better using Selection-based RoF-lIoT Paradigm, with sections on communication
structure, propagation modeling, and construction of BRAUS-based protocol,

bandwidth efficiency, and results.

Chapter 4: investigates the delay in the MAC protocol of RoF, with a focus on
Quantum Entanglement-based MAC, analyzing delays and power consumption,

and presenting results.

Chapter 5: delves into energy harvesting for RoF, detailing the proposed

system, outage probability, and results.

Chapter 6: explores the energy efficiency of cooperative communication over
RoF, discussing the communication structure, energy efficiency in double sensor

node cooperative communication, and presenting results.

Chapter 7: offers a conclusion and outlines potential future work, while the

References section cites the sources used throughout the thesis.
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Chapter 2

Literature Review

2.1 Introduction

Lately, Internet users across the globe have been increasing at a fast rate.These
two phenomena, a growing number of user bases interested in multimedia content
on the one hand and a simultaneous increase in bandwidth requirements on the
other, have put a considerable pressure on the existing networks infrastructure.
Therefore, this has motivated service providers to come up with updated and ef-
ficient access network architectures. The spread of wireless devices: personal dig-
ital assistants (PDAs) and mobile phones, and laptops that have been developing
steadily, but has been especially accelerated in the case of latency-dependent ap-
plications like real-time communication and streaming media. These trends have
triggered a steep rise in the use of wireless telecommunications thus prompt-
ing a new strong demand of a higher wireless capacity with high latency and
throughput. [7]. The promising solution is Radio over fiber (RoF), where data
transmitted over wireless channel to RAU which allow data to flow over fiber
optic to particular Central office(CO). Reconfigurable optics ( RoF ) is a model
of the mixing of fiber optic with wireless network at the physical level. Radio-over-
Fiber (RoF) integration Radio-frequency In Radio-over-Fiber (RoF) integration,
optical fiber is used as an analog transmission medium to convey radio-frequency
(RF) signals between a Central Office (CO) and a Remote Antenna Unit (RAU),
or in the case of a Multi-Segment Unit (MSU), several Remote Antenna Units
tied together. This sort of an architecture allows managing the network infras-

tructure centrally, the CO carries out access control to both optical and wireless
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communication realm[8]. The Radio-over-Fiber ( RoF ) systems form a category
of optical networks, which permit wireless access by employing radio signals on
an optical carrier. RoF architectures can be simply divided into two types de-
pending on radio signal’s frequency range post conversion: RF-over-Fiber (RFoF)
and Intermediate Frequency-over-Fiber (IFoF). RFoF is used in the transmission
of the high-frequency radio, usually more than 10 GHz and IFoF is applied in the
transmission of intermediate frequency, which is usually less than 10 GHz. RF
or IF signal can be directly modulated onto an optical carrier such as in both
architectures or cascaded externally modulated onto an optical signal. Anitable
distinctions of the two is signal processing in the base stations: In RFoF a sig-
nal is processed over the base station without conversion to the radio frequency,
whereas in IFoF it is necessary to up transform the signal into the RF signal in

the base station before transmission over the air.[9].

2.2 RoF Architecture

Radio-over-Fiber (RoF) networks primarily consist of three key components:
The optical backhaul, the (RAU) with the wireless front end are these com-
ponents.Stitching together of the architectural components of construction of a
multi-tier radio-frequency over-the-air network would form the basis of its inte-
gration and interconnection.[10].Radio-over-Fiber (RoF) or the combination of
optical and radio networks well discussed in the scientific literature. Some of the
RoF architectures have appeared with each portraying unique advantage in regard
to performance, scalability, and use of resources across the whole system.This re-
view is a survey striking up the main architectures of Radio-over-Fiber (RoF).
Especial attention is paid to their being used in Internet of Things (IoT) and
Wireless Sensor Network (WSN) ecosystems.The explanation of the next section
is the summary of the relative advantages and drawbacks of various architectural
structures, thus describing their effectiveness in various deployments.The follow-
ing inquiry, pursues the objective of systematically comparing the representative
RoF architectures, to the extent of the advantages and shortcomings of each

architecture and also their applicability to diverse deployment environments[11].

2.2.1 Radio over Free Space optical (RF/ FSO)

The FSO is characterized by one of the essential benefits an optimal performance

of the system specified by the situation when it is used. The systems are capable
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Wireless channel Fiber-Optics channel

Figure 2.1: Radio over Free Space optical (RF/ FSO).

of operating in a location where the use of physical infrastructure like the optical
fiber cables is impractical. This constraint can be affected by technology shortcom-
ing or lack of logistical ability in some sites. As a result, FSO would be especially
appealing in the deployment in rural or remote areas where no off the shelf fiber
exists. Due to enormous advantages, free space optics (FSO) communication now
stands as a viable contender of high-capacity broadband connection.A number of
benefits are associated with the use of these systems; these are the ability to sup-
port high bit rates and facilitate full-duplex communications. They do not require
licensing as well, and this makes it easy to comply with regulations. Also, they
offer safe data transmission and an ability to be deployed easily. On the whole, all
these attributes make FSO capable of supporting next-generation cellular systems
with escalating bandwidth needs of multi-service and multi-application situations
at a relatively low cost. Moreover, FSO has a feasible and cost effective solution of
aspects like metropolitan area network (MAN) extensions, fronthaul, and back-
haul in the wireless cellular networks [12]. The architecture of the RF/ FSO
can be summarized as follow, the source (transmitter) may contain several Rdio
Frequency users that are integrated with antennas. In the middle, the receive
is RAUs which able of receiving RF signal sent from RF source. The received
single converted to be conventional and suitable to be transmitted over FSO, the
FSO device transmit optical signal to the received FSO deceive. Then, the signal
down to the central office for further processing, as shown in the figure(2.1). Free
Space Optics (FSO) systems form a mode of communications that offer large
capacity, high speed transmission to long distances. They are however prone to
local weather changes. Turbulence in the atmosphere, which is represented by the
effects, including scintillation and beam wander, has the potential to damage the
stability of the link along with its performance. The turbulence in the atmosphere

is caused by a spatial variation In the air’s refractive index in the path of opti-
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cal transmission which generates random intensity fluctuation and consequently
affects stability and reliability of the communication link[13].Along with the fad-
ing caused by turbulence, any imperfect alignment between the transmitter and
the receiver may result in beam vibration, e.g. by building sway. This Intropic
ends up in the form of pointing errors that consequently affect the effectiveness of
the communication connection. Consequentially, these aspects lead to the lower
reliability of the optical wireless technology as opposed to regular optical fiber
technology. Also, these constraints detract the success of using Free Space Optics
(FSO) as a single solution to fronthaul. Therefore a tendency of FSO being more

appropriate when mixed with other technologies. [14].

2.2.2 Radio Frequency over Optical Fiber (RF/OF)

Optical fiber technology is highly suitable for various communication applica-
tions due to its superior reliability, high bandwidth capacity, and immunity to
environmental factors. Unlike Free Space Optics (FSO), which is affected by at-
mospheric turbulence, weather conditions, and misalignment issues, optical fiber
ensures stable and uninterrupted communication. It supports significantly higher
data rates, making it ideal for high-speed internet, telecommunications, and data
center networking. Additionally, optical fiber experiences minimal signal degrada-
tion over long distances, Deals with ultra-low latency and high reliability cannot
be neglected with regard applicable to real time scenarios such as in the case
of 5G networks. and financial transactions[15]. Unlike FSO, which suffers from
beam wander and pointing errors caused by building sway, optical fiber main-
tains a secure physical connection, eliminating alignment issues. Its resistance
to electromagnetic interference and eavesdropping further enhances its security,
making it preferable for military, financial, and critical infrastructure commu-
nications. Moreover, optical fiber’s ability to transmit data over vast distances
without significant signal loss makes it the preferred choice for backbone net-
works, undersea cables, and long-haul communication links. The architecture of
the RF/ OF can be summarized as follow, the source (transmitter) may contain
several RF terminals that are integrated with antennas. Source transmit signal
to RUA that is connected to converter, the converter convert signal from elec-
trical signal to optical signal.Fiber-optic communication network is described as
a network where the light waves move within a composite optical fiber with an
aim of transferring information between two points.The CO manages all the sig-
nal processing and control see figure2.2. While optical fiber in (RoF) networks
provides high bandwidth and reliability, it has several constraints compared to

Free Space Optics (FSO). The high deployment cost of fiber, requiring extensive

15



Literature Review

Wireless channel Free space optical channel

Figure 2.2: Radio Frequency over Optical Fiber (RF/OF).

trenching and infrastructure investment, makes it less feasible in remote or under-
developed areas where FSO can be deployed more affordably[16]. Fiber networks
also lack flexibility and scalability, as they require physical connections, making
rapid expansion or reconfiguration difficult, whereas FSO can be easily adjusted.
Urban deployment faces challenges such as right-of-way issues, underground con-
gestion, and potential damage from construction or natural disasters, leading to
costly repairs and service disruptions. Additionally, while optical fiber supports
long-distance transmission, it requires repeaters or amplifiers for ultra-long-haul
links, increasing complexity and power consumption. Unlike FSO, which can be
quickly deployed for temporary or emergency links, optical fiber installations de-
mand precise planning and fixed pathways, making them unsuitable for dynamic
environments. Furthermore, active components like amplifiers and network man-
agement systems contribute to ongoing operational and maintenance costs.As
much as optical fiber is still the foundation of large-capacity communication net-
works, Free Space Optics (FSO) is a viable and economical alternative where it

would not be possible to physically implement fiber cable.[17].

2.2.3 Radio Frequency over Free Space and Optical Fiber
(RF/ FSO/OF)

With the increasing demand for high-speed, reliable, and cost-effective commu-
nication systems, hybrid architectures that combine different transmission tech-
nologies have gained significant attention.One of the most interesting solutions
is mixing Radio Frequency ( RF ) over Free Space Optics ( FSO ) and Opti-

cal Fiber technology. This architecture has been able to combine optical fiber,
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Radio Frequency over Free Space
Wireless channel and Optical Fiber

Figure 2.3: Radio Frequency over Free Space and Optical Fiber (RF/ FSO/OF).

FSO and RF, to connect to various environments without fault in the operations.
.This has led to hybrid networks where parts of one type of network technology
are incorporated in other, useful aspects of the other type and the drawbacks of
each are kept at the barest minimum, which makes hybrid networks very resilient
and efficient in sending data[18].In telecommunications the source (transmitter)
is a device whereby numerous radio-frequency (RF) users, each bearing an an-
tenna, radiate wireless transmission.Remote Antenna Unit (RAU) first receives
RF signals and relays the signals to a signal converter.A converter is supposed to
modulate and convert a signal in radio-frequency (RF) to optical signal. After the
optical signal has been put over a fiber optic connection, the signal is directed
to the Central Office (CO). In the CO, there is signal operations, routing and
administration of the network.Under modern network design Free Space Optics
(FSO) connections are presented so as to increase the flexibility of the systems
and deal with the fixed-fiber deployment limitations. Connection between two
nodes of a network that require FSO is normally triggered by the inability or
the costs incurred and are too high to enable installation of dedicated fiber ducts
physically. After signal processing in the Central Office (CO), the optical signal
which has been created is then sent via Free Space Optics (FSO) link either to an
intermediate destination plant or to the final destination. At arrival, the optical
signal is also re-modulated into a Radio Frequency (RF) signal hence making it to
be wireless [19].The adaptive mechanism used by the system under consideration
switches between fiber-optic and free-space optical (FSO) mode of transmission
according to the current conditions in the network. Such dynamic method main-

tains a steady and smooth flow of data throughout the network see figure2.3.
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2.2.4 Advantages, Challenges and Applications of RoF

Radio signal transmission over optical fiber ( RoF ) technology is a hybrid of wire-
less with optical network where RF signal is sent by using fiber optic cable.The
principle applied through this strategy provides a set of valueable benefits as
regards to network performance and another valueable as regards to network re-
liability. Top among these is a significantly low signal attenuation complemented
by a large bandwidth capacity and strong immunity against electromagnetic in-
terferences. The Remote Operating Framework (RoF') enables central control and
management of the network hence simplifying the process and also cutting on
costs. The modern technological development requires more and more systems
that can deal with high-frequency signals. (RoF)system which integrates wire-
less with optical networks by transmitting radio frequency signals over fiber optic
cables, offers numerous advantages for modern communication systems|20]. How-

ever,multiple challenges should be addressed to enhance its performance:

e Fiber Nonlinearities: High-power RF signals can induce nonlinear effects on
optical fibers, such as phase modulation and four wavesc combining, leads
to signal distortion and degradation. These impairments can compromise

the integrity of the transmitted signal, especially over long distances [21].

e Wirless MAC protocol integration to RoF:One of the major constraint
comes about when Radio-over-Fiber (RoF) is used in deploying IEEE 802.11.
IEEE 802.11 MAC protocol is built toward propagation delays lower than
1 microsecond and RoF systems incorporate an extra propagation load of 5
microseconds per Kilometer of optical fiber.This is a main problem which
considerably reduces the entire network performance and in other instances,
it can result to failure of the entire system. This is mostly achieved by an
increment in number of collisions or acknowledgement (ACK) timeouts.
These problems are especially evident in cases whereby the standard IEEE
802.11 MAC protocol is used.IEEE 802.11 protocol was initially to serve
radio-based wireless network. Its functionality is based on the (negligen-
able) delay of propagation over the wireless channel; then, when imple-
mented in a Radio-over-Fiber(RoF) system, some additional propagation
delays are unavoidable due to presence of an optical-fiber propagation chan-
nel. It is, therefore, necessary to reconfigure the protocol to support this
newly introduced temporal limitation in order to ensure that the efficiency
is preserved and the latency making advantages of such RoF environments

are reaped [22].
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e Chromatic Dispersion: The varying propagation speeds of different light
wavelengths cause chromatic dispersion, resulting in signal spreading and
distortion. This effect is particularly detrimental for high-frequency signals,
as it can lead to inter-symbol interference and reduced system performance
[23].

e Rayleigh Backscattering: In RoF systems, Rayleigh backscattering can
cause interference between forward and backward propagating signals, lead-
ing to nonlinear distortion. This phenomenon is especially problematic in

radioastronomic applications, where signal fidelity is paramount [24].

e Integration with Millimeter-Wave Technologies: RoF systems are increas-
ingly incorporating millimeter-wave frequencies to achieve more data rates.
However, millimeter-wave signals experience significant propagation losses
and require precise photonic components for effective transmission, posing

design and implementation challenges[25].

2.3 Related work

2.3.1 Outage probability over RoF

The growing architecture model of (IoT) networks is the proposal to directly
link IoT equipments to the wired network of optical fiber.This study will focus
on the ways of correcting the inefficiencies that are normally encountered within
a wireless network. Among the proposed measures, a specific mention should
be made of Passive Optical Networks (PONs) due to their wide scope and a
very large data-transmission rate.Some of the devices in the so-called Internet
of Things (IoT) require electrical-to-optical signal conversion. It is an operation
that demands a lot of energy and is expensive in terms of cost hence providing
more challenges to the implementation and performance of the system [26]. As
well, it is possible that most Internet of Things (IoT) applications have data rate
demands that cannot be well served with conventional physical layer (PHY) con-
nections. Consequently, there would be the need to alleviate the shortcomings of
low data rates on long distances. This would be performed by incorporation of
passive optical systems that are more efficient in transmission and scalable[27].
A test bed is under design and implementation as part of the H2020 FUTEBOL
project implementing the architecture principles of the Radio-over-Fiber (RoF)
paradigm. A testbed is an isolated environment and it will be used to test the In-

ternet of Things (IoT) applications to monitor the environment. It can facilitate
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physical test of upcoming wireless technologies since it replicates conditions that
occur in the real world[28], more details is shown in Table2.1. Furthermore, a
new method which is based on real-life scenarios is used to measure the effects of
RoF on the network system performance. In[29], a fiber-Wireless (Fiber wireless)
LTE enhanced HetNets with multi-access computing (MEC) assistance is pro-
posed and built. This allows traditional (remote) cloud with Multi-access Edge
Computing servers to be deployed at the same location.To bridge this divide be-
tween the increase in need of creating 5G applications and the requirement of
delay-sensitive and computation-intense operations.In order to elaborate on the
energy-delay of the system, the analytical methodology that shall be employed in
this paper shall be put across beforehand. A distributed cooperative offloading
is then provided according to which it is supposed to shorten the average time of
responding to mobile users. To achieve long distance reachability upstream over
low data rate optical lines; dark fibers are used and more details can be seen in
Table 2.2.In [30]An investigation into a market for Internet of Things over fiber
(IoToF) fully based on passive optical keys.A fiber Bragg grating (FBG) based
prototype physical layer (PHY) connection with low-cost optic modulation has
been suggested and developed. In this study design, implementation, and func-
tionality qualities of the prototype are evaluated.The architected system promises
better data rates and extended range on individual applications but in compar-
ison to already existing technologies like Sigfox and LoRa.[31]. examines and
introduces two Radio over Fiber techniques: Intermediate Frequency over Fiber
(IFoF) and Radio Frequency over Fiber (RFoF). The current transmission strate-
gies have become very convenient in accommodating the rising need of broadband
services which need more capacity and effectiveness. The strategies are used to
promote the next-generation integrated optical-wireless networks, especially, the
satellite communications (Satcom) and 5G systems. New capabilities have been
incorporated into the Remote Antenna Units (RAUs) by incorporation of micro-
electronic instruments thus optimizing their physical size.The direction of the
establishment of IoT on the path 5G-6G, and the capability of optical fiber and
RoF technologies, themselves are revived and analyzed in[32].The rapidly expand-
ing radio over fiber industry is also discussed, along with technology related to the
convergence of [IoT and RoF. Not to mention, current great research in a variety
of fields is discussed. They then talked about the difficulties that would face 6G
[oT systems that are backed by RoF in the future as well as new technological
advancements. Power-over-fiber (PoF), which uses radio signals to power future
6G and 5G networks, is thought to be a modern and cutting-edge technology. It
is presented and examined in[18]. An experimental purpose continues with the
implementation of an identified broadcasting system consisting of radio-over-fiber

(RoF) over single-mode fiber (SMF) links. The distances of transmission span are
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between 100 meters and 10 kilometers according to practice application scenarios.
To determine the system functionality of the performance under realistic oper-
ational condition, power-over-Fiber (PoF) signals are injected into the system,
whose maximum allowable power is 2 watts. In addition to IoT solutions that
depend on RoF connectivity, PoF methods can optically forward power to distant
devices or systems. The outage likelihood in the RoF-IoT paradigm has not been
thoroughly examined, analyzed, or stated in many publications to date. In [33],an
analytical presentation of a mixed fiber and FSO employing AF backhauling tech-
niques is made. The impacts of pointing errors, co-channel RF interference, and
modulator nonlinearities are shown and analyzed. A limit formula is obtained for
the cumulative distribution function of the connection capacity, the asymptotic
probability of outages, and the mean bit-error rate. According to the results,
utilizing mm-Wave led to a 50% increase in capacity when compared to previous
research. In [34] a multiuser mixed RF/FSO relays approach is described as a
workable way to improve the strict criteria while taking the small-cell system
design into consideration. Additionally, the influence of pointing errors in the
FSO connections is taken into consideration while analyzing the outage proba-
bility of the link for the hybrid RF/FSO strategy. The outcomes demonstrate
how hybrid RF/FSO techniques can improve communication systems in a real-
world. A hybrid’s mm-Wave-RoF performance with AF techniques is examined
in [18]. The study looks into serious performance-restrictive aspects. Specifically,
the fiber nonlinearity effects , of the optical modulator are taken into considera-
tion and the effect of the RF co-channel interference discussed as well. They are
researched on the basis of these factors and that is the impact on performance of
mixed millimeter-wave (mm-wave) role-of-function paradigm. Simple closed form
equations are used to statistically model and express the outage probability and
average bit error rate of the entire network. Researchers have been paying close
attention to the RoF network lately. Nevertheless, very few studies have exam-
ined distributed antenna scenarios in conjunction with wireless sensor networks,
as well as distributed remote antenna scenarios in the Internet of Things, A state-
of-the-art comparison has been presented in the table.2.3, Table2.4and Table2.5.
The following is an explanation of the shortcomings of the suggested protocols
in[33] ,[34]and [18]:

1. The notion of single point of failure (SPOF) almost emerged since all efforts
in the literature used one fiber optics for data transmission from the RAU

to central office.

2. As demonstrated in [33] ,[34], using a single antenna unit to support a large

number of connections will result in serious interference problems.
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3. All of the RoF-IoT communication scenarios that were suggested were based

on distributed sensor systems rather than cluster-based systems.

4. Lastly, bandwidth efficiency, one of the crucial metrics, has not been exam-

ined and studied in the literature.

Table 2.1: Packet-Level Performance Metrics in RoF-IoT Systems.

Ref. No. | Study Focus Packet Suc- | Average RSSI
cess Ratio Packet De-
lay
[28] (2018) | RoF tech valida- | Not  explicitly | Reduced packet | Improved
tion in green IoT | stated (Im- | delay observed
(H2020 Futebol) | proved)
Table 2.2: Offloading and Edge Computing Metrics.
Ref. No. | Architecture| Offloading Avg. Server | Energy
Probability Response Consump-
Time tion
[29] (2019) | MEC-enabled | Adaptive, dis- | Decreased Optimized
Fiber- tributed
Wireless
LTE HetNets
Table 2.3: Error Rate and Signal Integrity Metrics.
Ref. No. | Architecture Bit Error Rate | EVM
(BER)
[30] (2019) | FBG-based Moderate BER | -
acousto-optic tested
+ RoF
[99] (2021) | Power-over-Fiber - Measured EVM,
(PoF) sensitive to sys-
tem tuning
[33] (2017) | Fiber-Aided FSO | BER affected by | -
Backhaul scintillation & in-
terference
[18] (2018) | mmWave + RoF | BER  calculated | -
AF Systems with nonlinearities

2.3.2 MAC protocol over RoF

IEEE 802.11 WLAN is a highly widely used and versatile form of wireless network.
High-End Antennas or RoF based remote WLAN provides low-cost coverage for
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Table 2.4: Outage Probability Findings for Different Architectures

Ref. No. | Architecture Outage Probability
Analysis.
[33] (2017) | Fiber relay FSO Backhaul Impacted by channel inter-
ference and pointing error
[34] (2017) | Hybrid RF/FSO dual-hop Increased due to pointing
errors in FSO links
[18] (2018) | mmWave RoF with AF Combined effects from opti-
cal/RF nonlinearities
Table 2.5: Architecture and Protocol Overview.
Ref. No. | Methods/Protocols Year | Focus
[28] RSSI, Packet success, de- | 2018 | Green [oT + RoF
lay
[29] MEC, offloading 2019 | Delay/energy in HetNets
[30] FBG modulation for RoF | 2019 | Low-cost modulation for
[oT
[31] IFoF vs RFoF 2020 | Review
[32] 6G RoF IoT challenges 2021 | Roadmap Review
[99] Power-over-Fiber, EVM | 2021 | Signal quality assessment
[33] FSO + fiber backhaul 2017 | Interference handling
[34] Hybrid RF/FSO relay 2017 | Pointing error impact
[18] mmWave + RoF AF 2018 | Nonlinearities in
BER/outage
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large areas in rural areas. The CSMA/CA protocol is used at the Access Point
(AP) and data transmission is controlled according to this protocol and also ac-
cess control. The scheme reduces the risk of collision of data transmitted between
devices by organizing the transmission among them. This is done via a standard
Station (STA) linked by high gain WLAN antennas with the AP and STA phys-
ically separate. The Wireless Local Area Networks (WLANSs) usage forms an
affordable plan to provide wide area connectivity especially in remote areas. By
use of this methodology, remote accessibility is granted and coverage area of the
networks is extended to other areas that do not enjoy good telecommunication
services[35]. Continuous use of Access Points (APs) and Stations (STAs) in a
Wireless Local Area Network (WLAN) may compromise efficiency of access and
create some operational anomalies. This corruption can be mainly ascribed to
the increased likelihood of the random collision due to the long periods of time.
This study gives a short summary of the problems caused by propagation delay
in WLAN medium access control (MAC) protocols. The study suggest a (MAC)
protocol to cope with the loss caused by delay and the difference between uplink
and downlink in WLANSs.To avoid collisions caused by delay, it increases the NAV
period of the CTS frame to block the ACK frame before the AP can send its own
data in agreement.The research also present an estimation of the proposed method
according to Bianchi model. The simulation and numerical study of the propaga-
tion models prove that the considered strategy produces a significant increase in
link performance with its downlink throughput performance which significantly
outperforms the current approaches to it. As a result, the total system throughput
is in effect doubled.[36]. This study examines the poor performance due to limita-
tions at the medium access control layer when single-mode fiber (SMF) is utilized
to expand the coverage of IEEE 802.11 networks. The study shows that increas-
ing the fiber length leads to a reduction in the previous data. As the analysis has
revealed, the network experiences long unavailability due to delays achieved by
Medium Access Control (MAC) protocol. Such escarpments happen prior to the
physical layer throttling mechanism being activated and, therefore, they increase
the overall latency. Also consider packet communication using UDP and TCP.
The current study initiates by developing and conducting an empirical research
that will entail generation of primary data, after which proper frameworks will
be set that can be used to make future comparisons. After the experimental
stage is fulfilled, the outcomes are confirmed and, consequently, made more ac-
curate by referring to OPNET simulators. Finally, a predictive analysis of these
results is provided, allowing developers of Radio over Fiber (RoF) technologies
to rapidly and confidently extrapolate historical data specifically based on their
networks. Our work is the first of its kind focusing on fiber optic links [37].

Radio-over-Fiber (RoF) systems: These are designed to support transparent con-

24



Literature Review

veyance of radio signals between the spread out access points and distant antenna
units through the optical fiber distributions, thereby making a paramount part
of the next-period radio infrastructure. This architecture can support high ca-
pacity, low-latency communication and this is an important characteristic which
can not be neglected in future wireless applications. The architecture facilitates
the cost-effective provision of the wireless communication over long ranges and
combating the problem of signal degradation[38]. The Radio-over-Fiber (RoF)
networks allow the integration of mobility, flexibility of wireless communications
and the bandwidth and scalability properties of optical-fiber systems. This kind
of integration leverages on relative advantages of the two domains, which en-
hance better resilience and efficiency of the overall network. On this basis, RoF
architectures provide a powering platform in the modern broadband access net-
work implementation[39].The recently published IEEE 802.11n standard includes
new location and message control (MAC) technologies to improve access. Here
study focus on how IEEE 802.11n works in RoF design. Radio-over-Fiber (RoF)
systems can overcome the problem presented by optical fiber propagation delay
by using aggregation capability of the IEEE 802.11n standard. The strategy in
question allows relaying several data frames in one transmission cycle and hence
countering latency. This kind of strategy increases the overall performance of
the system under varied network environments, such as network environments
that use optical signal media in which transmission delays are inherent. Thus it
proves to be resistant to the restraining features of the optical communication
channel. To preserve efficiency,the study also discovered that the tunnel parameter
values must be adjusted in RoF networks for IEEE 802.11n frame aggregation
[40]. This study examines the operation of IEEE 802.11 MAC in the deployment
context when the physical layer is deployed in the cloud, utilizing the SDR plat-
form. To evaluate the transmission, the test model determines the probable delay
of the ACK arriving at a non-zero time. In the traditional DCF and the most re-
cent IEEE 802.11 specifications, the proposed model is employed to characterize
the evolution of block ACK. The data indicates that the performance loss result-
ing from the alteration of network latency in the DC model can be mitigated by
enabling Block ACK[41]. In this work a proposed MAC protocol for RoF-based
WLANSs that work with standard CSMA /CA-based WLANs. APs and stations
engage in long-distance communication in RoF-based WLANs (STAs). Legacy
WLANSs that employ the CSMA /CA protocol are not required to integrate with
RoF-based WLANS, as propagation delays may result in superfluous collisions.
The proposed method enables the integration of RoF-based WLANs and legacy
WLANSs by reducing the number of frame collisions. The proposed protocol only
requires changes to the access points (APs) in RoF-based WLANs (RoF APs),

thus eliminating need to change STAs.Frames are transmitted continuously by the
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RoF AP of the proposed protocol during transmission and receiving in the con-
ventional WLAN to avoid collisions.This confirms that the frames sent by the AP
reach the intended STA within a SIFS period after the channel is silenced. Since
collisions between poles rarely occur due to the scheduling strategy, the deploy-
ment of RoF-based WLANSs is improved.Additionally, the proposed method en-
able fair access to the wireless channel legacy WLANs and RoF-based WLANSs by
permitting modifications to transmission capacity.The proposed method is stud-
ied for IEEE 802.11a/b/g WLAN.Both simulation results and numerical analysis
confirm that the proposed RoF-based WLAN TCP outperforms the traditional
WLAN. The proposed method is investigated for 802.11a/b/g WLAN.Both simu-
lation results and numerical analysis confirm that the proposed RoF-based WLAN
TCP outperforms the traditional WLAN[42]. To control the channel access in
the wireless systems, including the ones based on IEEE 802, a combined strat-
egy that considers the TDMA and CSMA/CA can be implemented.This study
leds to a new CSMA /CA-TDMA hybrid protocol implementation which increases
the capacity of a standard MAC system by a significant level, especially in the
highly populated networks.The design that is being proposed does not compro-
mise on scaling, which is a critical necessity in wide-area deployments.In order
to do so, two architectural designs, distributed and centralized, as well as trans-
port framework based on MDP further optimises the performance of network.
These models aim to optimize network performance by ensuring conflict-free
and non-conflict periods, thereby maximizing efficiency and minimizing poten-
tial collisions[43]. If the flow rate falls down the channel’s maximum capacity,
the model will use the situation as a congestion indicator. By generalizing the
model can account for the signal attenuation that concealed nodes experience
because of channel attenuation.Simulation results show that MDP-based decen-
tralized channel access technology outperforms the time-consuming traditional
CSMA /CA method.Centralized methods are better than decentralized methods

but require access to all information in the network[44].
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Distributed Remote Antenna
Unait with Selection-Based of
(RoF-10T) Paradigm:

Performance Improvement

3.1 Introduction

The fiber-wireless (FiWi) Network, also kown as Hybrid optical-wireless or wireless-
optical broadband access network is a major development in broadband network.
It has joined the optical fiber capability of carrying large capacities to trans-
mit, and this is also wireless and does not have to be limited to wires. This
interconnection is the milestone of the development of the next-generation com-
munication systems. It was created as a new and economically feasible solution
to the unending issue of the user end access path[45]..The main purpose of Fiber-
Wireless (FiWi) networks is to bring close to perfection the integration of both
outstanding capacity of optical-fiber infrastructures and versatile access of wire-
less communication systems. With such integration, effective connectivity link
can be provided between core network nodes and premises of end-users. The
architecture improves traffic as well as access to broadband provision[46]. This
composite architecture combines both high bandwidth delivery power of optic
networks and scalability and convenience of wireless access that deliver access

capabilities.During the last 20 years scholars have focused a lot on fiber-wireless
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(FiW1i) networks. This has instigated much research with a lot of technological de-
velopment in the field. These networks have experienced a massive expansion and
diversification of their uses. The distributed counselling systems, as depicted in
the literature, have been implemented in multiple fields, especially the multime-
dia communication, telepresence technologies, and emergency response systems.
Such systems are essential in disaster relief procedures as they ensure reliable and
timely messages are passed to other people[47][48]. Consequently, FiWi networks
are among the high-profile research concerns. The way they combine performance
effectiveness, cost-effectiveness, and flexibility makes them quite apt to meet the
changing nature of modern communication system.[49].Advanced technology of
the Internet of Things (IoT) has created much buzz among the scholarly and
business fraternities.Deploying the Internet of Things (IoT) technologies will es-
sentially rely on present wireless communications infrastructures. There have been
many attempts to support the new IoT applications to most of the existing wire-
less technologies. There is also a trend that new mobile communication systems
will be developed to meet the expected needs of the Industry. [50].Mobile apps
continue to place great pressure on data networks, and this can be mitigated with
the tactical convergence of the wireless and fiber optic networks. This type of
hybrid set-up takes advantage of the complementary features of each of the plat-
forms to maintain high volume as well as highly efficient data transfer.Up to today,
there has never been any single standard that has been found to be capable of
satisfying all the various needs of the IoT applications[51]. Several requirements
have to be met by the modern communication systems: complexity of the system,
cost efficiency, power efficiency, and the transmission rate. The needs presented
in these aspects are crucial when it comes to development and efficient design
of modern-day communication systems. Such a challenge is especially promi-
nent in major implementation such as Smart City infrastructures.In the modern
Internet of Things (IoT) world, a new networking paradigm is being developed
and directly combines optical fiber based networks with the IoT devices[52]. The
model has potential in reducing the limitations normally found in wireless sys-
tems viz.: signal interference and limitation of bandwidth. It is believed that
the double-paradigm will perform better and have an increased applicability in
most [oT use cases, detecting the robust capabilities and soundness of optical
fiber. This strategy brings up increased reliability, bandwidth and scalability.
Specifically, the passive optical networks (PONs) with their long-reach and large
data loading capacity offer a valid framework of such an integration.However,
deploying optical fiber connectivity directly to IoT devices introduces certain
challenges.Notably, the electrical-to-optical conversion processes inherent in opti-
cal systems typically entail significant power consumption and cost implications,

potentially exceeding the resource constraints of many IoT devices [53]. Practi-
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cal research findings show that numerous high-performance physical-layer (PHY)
connectivity systems, as a matter of course, are far more than required to serve
typical internet-of-things (IoT) applications when it comes to bandwidth and
data rates. Accordingly, in this way, they create excessive complexity and costs
of implementation when they are put in place. This mismatch explains why it is
essential to design infrastructure to deal with the specific needs of loT applica-
tion to ensure operational efficiency and cost-effectiveness. This is thus leading
to an increased need to bridge the gap that already exists by developing passive
optical systems which would accommodate low data rate applications over huge
distances. These systems should be customized towards low data transmission
needs and limited resources that feature applications of IoT. It is this requirement
that must be addressed in order to support efficient and scaleable deployment of
IoT[54]. The contribution to this chapter can be defined as:

1. This study provides, to the best of our knowledge, a design of the Radio over
Fiber-Internet of Things (RoF-IoT) paradigm of early fire detection. The
design has camera sensors as well as other possible environmental sensors to
check the surrounding conditions. Here, the sensors gather the information
in the environment and relay the information to a specified control unit

where suitable responsive measures are then trigged.

2. One of the potential cooperative protocols is proposed along with the Best
Remote Antenna Unit Selection implemented mechanism (BRAUS). A num-
ber of criteria that include number of Remote Antenna Units (RAUs), the
number of master nodes, distances between different links connecting the
RoF-IoT network, control the selection process.This strategy aims at en-
suring improved communication efficiency and maximization of system per-

formance in the distributed network environment.

3. The proposed protocol BRAUS probability of outage has been modeled an-
alytically in order to determine its performance. This analytical analysis
furnishes the details in terms of reliability of the protocol in different net-
work conditions.The outcomes reveal that the protocol has the potential in
delivering considerable decrease in the probability of outage. Particularly,

it proves to be 65% superior to other recent related studies.

4. Moreover, and to the first time, bandwidth efficiency of the proposed BRAUS
protocol has also been explored mathematically and analytically. It is ob-
served in the analysis that bandwidth efficiency has been improved signifi-
cantly. In particular, the new presented protocol will enhance by 34%that

of existing methods in recent years.
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3.2 Proposed Modeling and System Structure

3.2.1 Radio over Fiber with IoT

One issue with early fire detection in forests and dangerous areas (such as power
plants and energy distribution zones) is that the areas are difficult to install
or access because of their natural features[55]. We therefore take the early-fire

detection system into consideration in our design.

V |
Region -1- Region -2- Region -3- Region 4-

Wireless Sensors Networks (WSN)  Remote Antennas Units  Base-station Fire — Department

region region and Alarm system

Figure 3.1: Distributed RAU of the RoF in IoT paradigm.

In a RoF network, RAUs are distributed across multiple radio stations known
as Distributed Antenna Systems (DAS). In our framework, which has compact
Master Nodes (MNs) distributed over mountainous or rocky area to supply wide
signals in an area, sensors are given two connectivity attributes: direct connec-
tion to RAU and another host node through RAU[56]. In this work, to achieve
higher bandwidth, higher coverage, higher signal quality, and higher security for
transmitted data,lt is suggested distributed RAUs in IoT paradigms using RoF
technology. The proposed paradigms are illustrated in Figure(3.1); they consist
of four regions, each of which performs a distinct function and is an integral
component of the IoT system. A fire detection and remediation system for early
detection is considered in this workThe paradigm suggested can be briefly sum-

marised as followed:

1. Cameras, electronic devices, carbon dioxide detectors, etc. Early electronic
devices such as sensors are placed randomly or out of order (even if very
difficult or oversized) in a special area 1. After the sensor receives the data,
it is passed on to the owner of the tunnel or other RAU according to the
rules explained in the next section. Compared with ordinary sensors, host

nodes have better performance, larger batteries and larger physical models.
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The special case of data collection is that the master node sends the message

from the sensor to the RAU after receiving it.

. In the second Regin, The RAU is responsible for transforming the radio

signal into an optical signal, which is then sent via fiber optics.

. This data is received by the base station or super master node in region
3, which is connected to the power modulated optical cable. The super
master node then sends the data to zone 4. Its primary responsibilities
include processing documents and deciding which department to send them

to the decision.

. Data received is analyzed In Region 4, prompting specific departments (fire

department, beacon system, etc.) to take appropriate action.
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Figure 3.2: Communication structure of traditional RoF.

3.2.2 Proposed RoF Communication Structure in the IoT

System

What follows is an analysis and examination of the offered alternatives and sub-

stance of the communication style. According to [33][34], this is how the conven-

tional RoF process communicates in an IoT setting: There are three steps to the

conventional method of communication:

1. In phase 1, in the designated region, sensors gather data, which is subse-

quently transmitted to the master controller.

2. The phase 2, which one RAU was assigned in this investigation after the

host node transmitted sensor data to it across a radio channel.
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3. In the last step the final shows the power transmission on fiber optic from
RAU to base station, which is the RCO. Another type of radio communi-
cation system, that is the conventional fiber-based radio communication is

depicted in Figure 3.2.

The architectural design under consideration comprises three discrete phases and
a multitude of RAUs that are arranged in a consistent triangular pattern. Sensors
and the preponderance of master nodes can achieve the triangular RAU distri-
bution, as depicted in Figure 3.1 The scenario pertaining to communication is as

follows:

1. Phase one involved the collection of data (either routine or critical) from
the immediate vicinity at regular intervals (the utmost area that the sensors
can cover in this thesis is 10 meters). The gathered data was subsequently

transmitted via wireless medium and could be of two types:

e Primary approach, the first path: collecting data, forwarding it to the
close RAU using the chosen metric that takes into account wireless
medium and optical fiber. The subsequent step is for the selected
RAU to transmit the data to the central office or the base station unit

via the most appropriate fiber optic line.

e Second alternative, second path: If the ideal RAU is beyond the sen-
sor’s range, the data captured will take an alternate path. Next, the
data is transmitted by the sensor to the primary node in the trans-
mission zone. Following sensor data transmission, the control node

notifies the RAUs.

2. Phase 2 of the structure involves data transmission from the closest host
node to a selection of RAUs. Next, choose an external antenna device to
transfer the data to the MRC. This is step three. The next step is to

transmit more signals to the distant center’s base station.
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Master Node (MN // \\
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Remote Antennas Units (RAUs)
Figure 3.3: Two possible paths for the best RAU selection.

3.3 Mathematical Model of Propagation

The Radio Channel’s Propagation Model

Within this subsection, the channel model is examined, and the likelihood of an
outage across the i—j connection is shown. According to [57], the signal-to-noise

ratio ; ; of the ¢—j connection is as follows:

P,
ﬂyi,j = (Pj\;) pl] = SNR plj (31)

e Pr ; transmission power.
e Py : noise power.
e p;;  Gaussian complex random variable with unit variance.
Hence, p; ; is modeled as exponentially distributed random variable with the mean

value E, so that E [p;;] = |a;;|* d; 5,
which typically ranges from 2 to 6, d, ; is the distance between nodes 7 and j, and

where F [p; ;| represents the expectation,

« represents the path loss factor, can be expressed [58]:

Ri; = Blog, (1+ SNR - [a;[* - 02,)
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oRij/B — (1 + SNR ’ai,j|2 UiQJ )

Rij

2B

-1
= SNR - |(li7]‘|2 (32)

2.

/1’7.]

B presents the channel’s bandwidth. The definition of an outage probability

is when the transmission rate R, is equal to or less than the required transmission

rate. The following graphic can be used to show the likelihood of an outage:

PO PRy < Ry) = 1— exp (—u) (33)
’ ’ SNR - o7,

It has been made clear that a lower probability of outage exists when the dis-
tance between nodes ¢ and j are lower and the SNR is higher and reverse. Con-
versely,outage probability decrease as the target data rate R, decrease, and vice
versa. Therefore, to maintain reliable communication, it is essential to maximize
the SNR and minimize the distance over the communication path as much as pos-
sible. An expression that represents the probability that successful transmission

is achieved of the i-j connection is as follows:

P5 =1— P — exp _@*-1) (3.4)
% b SNR . 0-7'2).7

Depending on the information theory, can be illustrated a method to evaluate
the capacity limit of communication systems on fiber optic. Over the i-j link the

transmission rate as [58][59] is

R;; = Blog, (1 + SNR |a;;|* 07,) (3.5)
Ry
NR = N .
OSNR 2Brefs R (3.6)

where:

e OSNR : optical signal-to-noise ratio.
e R, : bit rate.
® B : reference bandwidth (in Hz).
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e SNR : electrical signal-to-noise ratio.

This section breaks down the math behind understanding the chances of an out-
age and the success of transmissions in our channel model.As shown in Equation
(3.3), the outage probability analysis exemplifies how the transmission reliabil-
ity can be dependent on such main variables as the signal-to-noise ratio (SNR)
and transmission rate needed. This relationship emphasizes the importance of
these issues in defining the effectiveness and the strength of the communication
system. Next, Equation (3.4) offers an understanding of what are the chances
to have a successful transmission. It outlines the concerns that it necessitates
to assure stable and reliable communication. This formulation can be used as
a basics tool in measuring the capabilities of the systems with different operat-
ing parameters. Moving on, Equations (3.5) and (3.6) have those ideas applied
to fiber-optic communication. They integrate the optical signal-to-noise ratio
(OSNR) as one of the important parameters that determine the performance of
the system. Through this integration, more thorough evaluation of efficiency
and reliability of the communication link, becomes possible.In sum, the set of
equations is essential in the process of system parameters optimization to im-
prove transmission efficiency. They help in the proper provision of data within
the network. Culminating to this, there results enhanced total performance and

soundness of the communication system.

3.4 Proposed Protocol for the Outage Probabil-
ity

3.4.1 Formulation Model

Figure 3.3 illustration is the basis upon which the modeling and formulation of
the proposed protocol is carried out. Particularly, it supports the creation of the
Best Remote Antenna Unit Selection (BRAUS) protocol as RoF-IoT paradigms.
The present subsection expands that framework to describe the structure and

mechanism of working of the protocol. The obtained probability of the outage is:

Pgisus = Path #1° U Path #2°" (3.7)

S—RAU—BS S—MN—RAU—BS
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Vv Vv
S—RAU—BS S—MN—-RAU—BS

whereby the Path#1’s outage probability is given as
ou ou ou out,A
Path #1°" = ( Shau + (1 — PShau) PRAtU,§S> Pgpr (W) (3.9)

Pg}f au reffers to the outage probability of the path( S_RAU) , and Pﬁffgs refers
to the outage probability of the path( RAU_BS) is expressed as:

2fe — 1)
P =1— —(— 3.10
S,RAU exXp ( SNR .- 0%,RAU> ( )
The amplify-and-forward outage probability, Pﬁfl’fgs, can be written as
1 2R" —1 Rb
PoAE =1 — - - 3.11
RAUBS exp < Jg’RAU ( SNR 2Bref)> ( )

Pg,..(wp) refer to probability to the S —RAU and RAU — BS path selection,

and it is expressed as

R
L ota.
Py (0Bina) = 1 — (1 — exp (— i T 1)) (3.12)
08 RAU L/max

in which fB,q is the threshold distance of the S — RAU remote antenna unit

link, 0% gay is the dgfay, w is %, result of division of total optical fiber length
link, Liota1, to maximum optical fiber link, L., R is the number of the remote

antenna units.

From the selection formula that has been proposed,Based on findings of this
study, the following conclusions may be deduced.: as the number R approaches
infinity, the Ps,,,, (wfina) approaches one, which indicates that the probability of
locating an appropriate RAU for the sensor grows, and vice versa. In addition,
if the w is low, the Pg_ . (wfna) is high, because the probability of path selection
tends to select the best S — RAU path with minimum fiber optics length. Then,
the outage probability of the second path is given as

ou ou ou ou ou out,A
Path #2 = (PS,I\B[N + (1 - PS,I\EIN) PMl\tI,RAU + (1 - PMl\tI,RAU) PRAtU,]l;S> (1 — Papx (Wﬁ))
(3.13)
where, PgY;y and Py pay are the outage probability of the S — MN and MN —
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RAU links.

In what follows, P34y and Po gay are expressed as

2fo _ 1
Py = 1 —exp (——( — ) ) (3.14)

oo _ 1
Pigav=1—exp | — ( 5 ) (3.15)
’ SNR - o3x raU

Where, PgY;y is the outage probability of the link S, MN and Py g4y is the
outage probability of the link M N, RAU. Both outages probabilities effected by
distance of the links S, M N and M N, RAU respectively, where higher distance,
more bits will lost and high outage probabilities. In addition, SNR is important
here, keeping SNR as much higher as possible, make outage probabilities less

which perfectly maintain performance of the system.

Subsequently, the second path’s outage probability appears as: we get:

- (2f —1) 1 (2R —1) 1 1 (2% —-1) R,
Piitavs = (1_°XP <_ SNR 02, e TR %) e 0%\ SNR 2By '

L 1=Pg P
BaaLiora |\ @2 -1) 1 @t -1 1
(1 — (1 — exp <_U§/ymuLmax>> ) + (1 — exp (— R . a)) +exp (— SNR . ”f,,,.1,> .
R Pout, 1-P2ut,
2fe 1 1 2f —1 1 1 2f — 1 R
<1 P <*( T 02>> e (7( - 02> ' (1 o (02 << R 2Bfef>>> '
Paitvau 1=Pgit ran poutAT

1= Py (whina)

(3.16)

The expressions we’ve derived give us a solid model for understanding outage
probability with the Best RAU Selection-based (BRAUS) protocol in RoF-IoT
setups. In Equation (3.16), we are combining the outage probabilities of two
different path while keeping in mind important factors like SNR, fiber length,
and how we choose our paths. What we found is that when we add more remote
antenna units (RAUs), it boosts our chances of finding the best transmission
path, which in turn lowers the overall outage probability. Plus, by keeping the
fiber length omega shorter, we increase the chances of picking the best RAU,
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which makes our transmissions even more reliable.

3.4.2 Band width Efficacy of Proposed Protocol

Bandwidth efficacy is an essential metric within the realm of communication sys-
tems. This thesis defines bandwidth efficiency as the quantity of channels or ports
necessary to transmit a solitary packet or frame to its intended destination. In
order to ensure that a packet or frame reaches its destination after two steps, it is
necessary to utilize two channels or slots; thus, the bandwidth efficiency for above
scenario is 0.2 [60][61]. The preceding part discussed the mathematical represen-
tation of the average bandwidth efficacy of the Best RAU Selection (BRAUS)
protocol in the IoT-RoF scenario. It looks like this:

1 1—
BEgraus = §P Bunax (WBthd ) + §P Bumax (WOthd)
cas:er#l cas:er#Q
1 1
= 5P b (wPna) + 3 (1 = P (Whna)) (3.17)
ca;er#l ca;er#2
1 1
=51 3 B (wBina)

The probability of choosing the best RAU through direct transmission from
the sensor to the RAU, denoted as P(0) = f(d,,dsrav), is found in equation
(3.9). Considering that there is no direct transmission between the sensor and
RAU, and that the best RAU cannot be found, is then P((}), as stated in (10).
Rewriting the equation(3.17) as:

R
L ota.
1—(1—exp|— fthd tote? (3.18)
T raU Lmax
It is obvious from that the equation (3.18), as the P, (wfina) approach

to one, the bandwidth efficiency is 1/2, on the other hand, as the Pz, (wfina)

approach to zero, the bandwidth efficiency is 1/3. Direct connection between sen-

Wl

+

(SN

BEgravs =

sors and RAU can preserve and improve bandwidth efficiency, as equation (3.18)
predicts and demonstrates. Consequently, the utilization of multi-hop communi-
cation is not always favored in the context of traditional RoF communication in
the IoT. On the contrary, multi-hop communication may offer greater reliability

than direct transmission.
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3.5 Results and discussion

For determining whether the suggested Best Remote Antenna Unit Selection
Protocol (BRAUS) for RoF is useful in Internet of Things (IoT) predictive fire
detection, we will employ computer simulations in this section. Within the simu-
lations, the primary nodes and sensors are dispersed in a random fashion across
an area that is four kilometers by four kilometers. A number of Remote Access
Units (RAUs) are dispersed across a given region (with a maximum of 25 RAUs
in this study), where these RAUs are linked to the base station or central office
via a fiber optic cable that has a maximum length of 25 kilometers. The models
are founded on the assumption that the distances between different nodes; that
is, the sensors, the RAU, the host and the BS are different values. All links are
from sensors and master nodes to the RAU as variables and assigned d,. The
transmission speed of all links is assumed to be 3, (b/s/Hz). In this work, the
path loss exponent is not fixed in this work. The following Table 3.1 contains all

the parameters list:

Table 3.1: Values and Parameters for BRAUS Protocol.

Symbol | Definition Value
©i Antennas gain over ¢ — j link 3
R, Transmission rate to bandwidth over ¢ — 7 link 0.5
d; ; Distance over i — j link (within sensors region) | 5 — 50 m
! Path-loss factor 2—-6
SNR | Signal to noise ratio 0—50dB
OSNR | Optical signal to noise ratio 0—50dB
Liotal Total length of the optical fiber 0—50 km
v Nonlinearity coefficient 1-2
Bor Optical fiber bandwidth 32 GHz
R Number for remote antenna unit 5—25

The likelihood of the BRAUS protocol failing in comparison to [18] is shown
in Figure(3.4) and Figure(3.5) , which plot the signal-to-noise ratio against the
number of remote antenna units. Extraction of the following conclusions from
the figures With increasing SNR, the failure probability of both the reference
procedure and the suggested protocol reduces. With a lower success probabil-
ity, the suggested approach is more efficient than the protocol suggested in [18].
Looking atFigure(3.4) and Figure(3.5) , we can see that, as expected, the failure
probability improved as the number of RAUs increased. This is due to the fact
that the capacity to determine the most effective RAUs improved in tandem with
the number of RAUs, thereby decreasing the likelihood of failure. Figures(3.6) ,
Figure(3.7) and figure3.8 illustrate the resulting BRAUS probability relative to
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[18] as a function of SNR relative to the threshold value fthd As expected, the
SNR increases as the failure probability decreases. Once again, we discovered that
the suggested protocol outperformed the protocols given in [18]. This is because
the suggested protocol chooses the optimal RAUs and path path depend on the
equation 3.163.16, the optimal path can be selected based on the link s,rau and
varying SNR, respectively. The results show that increasing the threshold value
reduces the probability of failure. This is because greater distance increases the
probability that the RAUs will remain in range of the transmitter, which increases
the probability that a viable path can be detected for the RAU, which can then
establish a connection through the transmitter and send data to the transmitter.

base station.

Figure 3.8 illustrates the relationship between the bandwidth efficacy of the
protocol being considered, BRAUS, and that of [18] with relative to the number
of RAUs.Also, Figure3.8depicted the length from the sensor to the RAUs, dj ;au,
which has been adjusted between 1 and 2.5.As a result, as the number of the
RUASs increased, so did the bandwidth efficiency; this is because, according to
equation 3.12, as the number of RAUs increased, so did The probability of the
best or near-best RAUs as well as the bandwidth efficiency were nearly 0.5. It

was observed that as the distance between the sensor and RAUs decreased, there

42



Chapter 3

was an increase in bandwidth efficiency. This is possible to clarify through the
protocol selection, as Figures3.6 and3.7demonstrate, the dual hop route instead
of the triple hop one. We can conclude that when the number of RAUs is 30
and ds ., is 1.5, the proposed protocol achieves a 65% in outage probability
improvement see figure (3.4) and enhance the bandwidth efficiency by 34% see
figure(3.8)compared to the previous work. Since two paths were available for data
transmission, one requiring two and the other three steps, the performance of the

chosen protocol was ultimately higher than [18].

3.6 Conclusion

The evolution of the Internet of Things (IoT) that comprises fiber optic and wire-
less sensor networks is the premise of the upcoming [oT-RoF technology. The
above hybrid method is meant to capitalize on the advantage of both the optical
and the wireless communication systems to increase the scope of data transmis-
sion. As a part of thesis, a modified loT-RoF architecture is recommended to
detect early fi re detection, which includes the development of a process of trans-
ferring data between environmental sensors and a smart cloud-based system. In
addition, an innovative protocol named Best Remote Antennas Unit Selection
(BRAUS) was launched. Depending on the number of RAUs, fiber length, dis-
tance, and attenuation factor, this protocol uses an innovative selection method.
Both the bandwidth efficiency and the failure probability are computed and as-
sessed mathematically with the help of the number of RAUs and the length of
the cable. Our results demonstrate a 65% improvement in bandwidth efficiency

and a 34% reduction in failure probability for the suggested protocol.
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IoT-RoF Quantum
Entanglement-Based: Delay
Investigation of MAC Protocol

4.1 Introduction

The basic benefit of the 802.11 RoF design is the deployment of the capacity
and transparency of the fiber optic networks combined with the adaptability,
resilience and mobility of the wireless networks.In addition, use of Remote An-
tenna Units (RAUs) within the vicinity of the mobile stations can make it easier
to improve the quality of service substantially[62]. This structure lowers the de-
pendency on long distance transmission by wireless. It will in turn help reduce
power consumption in the communication network [63]. Radio-over-Fiber (RoF)
technology is suitable both in indoor and outdoor radio environment because it
meets high performance standards needed in continuous applications. This cov-
ers latency sensitive application like the haptic Internet. This allows it to be a
perfect solution to such advanced scenarios in communication with its reliability
and low-latency features[64]. But there’s a major snag when you use IEEE 802.11
via RoF. Even though the MAC standard IEEE 802.11 is designed to work with
a latency of less than 1 picosecond, the Radio-over-Fiber (RoF) has latency ef-
fects of about 5 picoseconds over each kilometer of the optical cable. Although
this propagation delay is very small it is much greater at longer transmission dis-

tances. This makes it necessary to take into consideration in the design of high
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performance and time sensitive communication systems with a lot of care[65]. The
existing IEEE 802.11 MAC protocol is a threat to performance degradation and
even network collapse since there is a high occurrence of the packet collisions and
acknowledgment (ACK) latency. All these issues compromise the protocol per-
formance, especially when a network is dense.[66]. Therefore, for the system to
work effectively and benefit from the above-mentioned benefits of 802.11 RoF net-
works, existing systems must be modified to reflect additional optical equipment.
There are two ways to consider solving the problems caused by RoF (Radio over
Fiber). To transfer signals to the office over fiber optics, the first step is to de-
sign an appropriate Media Access Control (MAC) protocol that accounts for the
propagation delay. Second, to remove the transmission delay of control packets
for MAC protocols in RoF systems, one can employ quantum entanglement[67].
This study handles reliability and mitigation of packet control effects those are
directly involved in propagation delay in Radio-over-Fiber (RoF') systems. With
the aim of addressing these issues, an IoT-RoF model built on quantum entan-
glement is presented and elaborated. The purpose of this approach is to be able
to improve on communications efficiency and eliminate delay in next generation
networks[68]. There are five distinct functional domains in the IoT-RoF system
that are not present in the wider concept Figure(4.1). This study’s examples are

summarized in the following way:

(<<A)>) B

(<‘A’))

Data analysis and
decision region

(« A))) 3

{ y A ’ A ' A Y A y J
Region -1- Region -2- Region -3- Region -4- Region -5-
Wireless Sensors Networks  Remote Antennas Units Optical fiber Internet Backbone Artificial intelligent server
(WSN) Quantum Communication

Figure 4.1: Conceptual communication scenario of loT-RoF quantum entangle-
ment.

A temporary or permanent disruption occurs in the first zone, known as the
"sensor zone,” where sensors such as webpages, alarms, and carbon monoxide
detectors are located. Using the protocol outlined in the following section, the
sensor transmits the data it has collected to the master node. The master node
outshines regular sensors in every way: power, battery life, and enclosure size.

When the master node processes the information taken by the sensor, it sends
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the information to the respective Remote Antenna Unit (RAU).Remote Antenna
Unit (RAU) Zone 2 Reception, electrical-to-optical conversion, and data trans-
mission via fiber optic cable are all functions of this network component. Section
3, Quantum Entanglement: Here, the signal that is received is either already en-
tangled (data packets only) or has been transmitted directly through optical fiber
(data alone) illustrated in figure(4.2). The RAU and each state’s base station will
communicate via control packet exchange; Area 4 will not receive these packets
(by choosing the correct department). Zone 4 is the receiving area for papers
prior to their storage and analysis by law enforcement. Recently, many scientists
have speculated about the quantum entanglement phenomenon. However, there
has been no research on using wireless sensor networks to explore RoF via quan-
tum communication or using quantum entanglement in loT-RoF to analyze the
MAC protocol. Also, there is no study analyzing the delay, duty cycle, or power
consumption of quantum entanglement-based IoT-RoF. The results of this study

can be summarized as follows:

1. Sensors sense information from the environment and send data to the decision-
making process; this research presents a new Internet of Things-RoF design

that relies on quantum entanglement

2. The quantum entanglement-based IoT-RoF concept has two connections:
one for data transmission through the classical link and another for data
transfer through the MAC protocol. After mathematically modeling the
suggested QE-MAC’s latency, we were able to obtain a 35% reduction in

delay when compared to our earlier work.

3. Additionally, the cycle and power consumption of the QE-task MAC are
correlated with impulse and thought, and they have been reduced by 35%

in comparison to that of previous research.
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Figure 4.2: State transition of the proposed protocol.

4.2 Related Work: Quantum Entanglement

There are no studies in the existing literature that specifically explore quantum
MAC protocols leveraging entanglement. However, entanglement has been exten-
sively researched in various fields of quantum communication and other advanced
applications. These applications cover some highlights of the quantum technol-
ogy. Quantum cryptography is one of these areas as it secures data by using some
basic laws of quantum. Decentralized quantum computing is a kind of quantum
computing that distributes quantum computation overheads into several nodes,
that is, it enhances scalability and computation power. At the same time quantum
sensing technics especially quantum metrology, make use of quantum phenom-
ena to gain the benefit of improved measurement sensitivity. These changes in
concert make it possible to create very precise and distributed quantum-enabled
systems[69]. Additionally, entanglement plays a crucial role in multipartite spec-
troscopy, enabling detailed analysis of quantum systems. Quantum entanglement
and some of the most modern forms of quantum communication, including quan-
tum encryption and quantum teleportation, for instance, rely on it. Furthermore,
entanglement, which is a purely quantum phenomenon, also holds importance to
the same extent as the creation of the basic infrastructure of the communica-
tion protocols. These two elements can by no means be separated once they
have been joined together[70]. The study proposes a communication protocol
in the form of two-way transfer of information through quantum entanglement.
An ultra-dense coding scheme is first used to take classical information as the

input, and then classical and quantum information, which is also in the form
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of qubits, will be sent in parallel via the quantum teleportation protocol. Such
dual-layer wiring would allow transmitting classical and quantum information si-
multaneously through entangled quantum connections. A distinct benefit of this
two-fold communication approach is a highly effective, and a secure quantum
system, communication structure. The combination of the two mechanisms al-
lows to create capabilities that cannot be done without when communicating in
a modern way, by quantum means. This two-mode operation adds the flexibility
of the protocol in quantum communicating systems. It has the capability of sup-
porting large-capacity information transfer as well as safe quantum-state transfer
at the same time. Several advantages of quantum communication are transmit-
ting quantum information, propagating entanglement, and setting up security
points|[71]. To achieve the standard of quantum communication, the most fa-
vorable point-to-point spacing between the work site and the distal end of the
quantum channel should be set. The need of such tuning arises due to the fact
that with classical communication, unlike the case of quantum communication,
distances are not usually limited. Such accurate tuning of this spatial variable
allows achieving both efficient and reliable quantum information exchange.The
communication speed that can be achieved is limited in this case, since the two
supporting channels are present and the challenge of quantum repeaters has not
been raised. The present paper includes a number of quantum elements, such as
Bose lossy channels, QLA, phase shifters, and cancellation mechanisms of signals.
All these constituents support the development of a smart quantum communica-
tion scheme.[72]. Energy distributions constrained in resources may be communi-
cated along quantum channels which utilize the relative entropy of entanglement
and a dimension independent protocol known as teleportation stretching. Such
arrangement enables the creation of universal quantum communication channels
on arbitrary-dimensional space[73]. To investigate the tradeoff between excellent
work and process throughput, latency, and other performance metrics. Lastly,
developing scheduling algorithms for quantum networks with the objective of en-
hancing their efficacy in a variety of scenarios is done[74]. Despite the numerous
advantages of entanglement in the context of quantum information processing,
its practical implementation is restricted by factors such as noise and loss. It
has been recognized by scientists for decades that the transmission efficiency of
lossy and chaotic boson channels can be enhanced through integration. On the
other hand, this information has not been employed to create an efficient cod-
ing or decoding algorithm. This section elaborates on prevalent communication
scenarios and the coding and decision-making processes that can be employed
to address them|[75]. It is evident that the primary constraints of covert com-
munication can be surmounted through the application of phase coding to two

distinct types of entangled compressed vacuum. This technique saturates the
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entanglement potential, which facilitates classical communication in a high-noise
channel. Subsequently, we develop receivers that optimize the testing of hypothe-
ses through phase discrimination and noise estimation through continuous phase.
Improved communication and perception in the radio frequency spectrum and
microwave are enabled by our discovery.Numerous technologies that facilitate
quantum entanglement at a distance, including quantum distribution, encrypted
communication, and absolute information, are currently in development [76].This
study analyzes how to be able to de-entangle, at a very blistering pace, several
user pairs. It can be done by using a quantum network whereby the nodes relied
upon have restricted quantum capacities. Optical connection exists between these
nodes referred to as eye therapy channels. By using various methods in the net-
work, our proposed method for such quantum "repeater” nodes allows to achieve
an increase in the connectivity between a pair of users in the quantum repeater
network.A procedure is also formulated which is iterative and thus allows several
pairs of users to create a common session, but much more quickly than in the
previous time-sharing under a single shared system. The outcomes indicate that
Bell state measurements, with short term quantum memory, have an enormous
influence on the performance of quantum networks. This is more than the gains
that can be made using the traditional standard vertical horizontal analysis.. The
basic structure enables the researcher to smoothly pile ideas of quantum storage
physics, quantum information theory, quantum error correction and computer
network theory. This kind of integration enables creation of an integrated and
complete theory. Finally, it helps in forming a universal quantum networks the-
ory. In the last few years, there has been progress in attempts to demonstrate
the properties of quantum repeaters [77].Repeater architectures with multiplexed
quantum memories to supply entanglement have been suggested, and the problem
of coherent entanglement in long range networks has not been solved. In order
to facilitate the connectivity of a quantum network, we have developed a quan-
tum router architecture. To ascertain the speed and fidelity of the entanglement
distribution in this design, we employ an event-driven simulator. Our findings
indicate that the router enhances entanglement fidelity as the multiplexing depth
increases while continuously maintaining its speed. Even without channel loss,
the router can provide the same integrity as a bad link. Additionally, our system
automatically prioritizes access across the entire network without requiring global
information. This design facilitates the startlingly different reality of multi-node
quantum networks that may soon be there by utilizing extant photonic technolo-
gies. An isolated observer can create a small number of pure entangled pairs (i.e.,
near-perfect singlets) by local control of the impure states (i.e., singlets replaced
by noise)[78]. These can be employed to facilitate the transfer of quantum states

of observers, thereby enabling the transmission of quantum information over noise
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channels. Entanglement propagation between nodes in large quantum networks
can be highly advantageous for secure communication[79] ; decentralized quan-
tum computing, sophisticated information, and quantum physics experiments.
Decoherence must be overcome by the entanglement that is established between
nodes in networks with more than two. The intervention process can be trans-
formed into a potent building element that can enhance connections that were
previously disconnected from the decision-making process once this critical point
is resolved. According to, coherence serves as the fundamental principle of quan-
tum physics. When analyzing the measurement of two or more related variables,
the viewer will observe a relationship that contradicts the statistical description.
The creation of a long-distance network on quantum-scale systems is seen as an
important first step to realize its promise as a useful tool, especially in long-range
quantum communication. We demonstrate the process of establishing and ana-
lyzing the entanglement of the spins of two rubidium-87 atoms that are placed
20 meters apart in a magnetic trap. Our findings indicate that they have the
potential to revolutionize quantum physics and quantum information science in-
vestigations. According to the authors, the study is a new direction that has
not gained exploration in the past.In contrast to the conventional MAC protocol,
which uses controllers, dynamic switching is implemented. This novel method-
ology will enhance efficiency while simultaneously decreasing latency and power

consumption[80].

4.3 Delay Analysis of conventional DCF in RoF

The primary objective of the IEEE 802.11 MAC sublayer is to guarantee the
security of user data in the wireless channel, even when the wireless channel
is unreliable. To achieve this, IEEE 802.11 MAC employs two methods: the
two-way handshake and the four-way handshake[81]. Conventional DCF delay
with or without RTS/CTS packet: Conventional DCF delay in the absence of
RTS/CTS packet Afterward, the two-way communication can be finalized without
the RT'S/CTS packet in the following manner:

Calculating the Time for Packet Transmission:

e For a node to be allowed to send a packet, it has to first wait for the DIFS
plus the turnaround time. The DIFS is a predetermined amount of time
that the nodes must wait before attempting to transmit once the medium

is idle. This makes certain that nodes have the optimum opportunity to
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access the medium without interferences.

e The turnaround time is an apparently random time interval aimed at pre-
venting contention between the nodes that may attempt to access the
medium simultaneously. Adding a random factor serves to actually lessen
collisions because it makes it improbable that any nodes will repeatedly

select the same transmission times.

Accessing the Medium:

e A node may attempt to send if the channel is sensed to be free and the node
does not see any activity within the specified time. This idle time is checked
against DIFS plus the pseudo-random turnaround time. If the channel is
available at this time, the node forwards the packets for this node that are

waiting in the buffer see Figure 4.3 .

Waiting for Acknowledgment:

e After a node has transmitted the packet, it brings Ack from the receiver in
Short Interframe Space (SIFS). The SIFS is less than the DIFS and is used
primarily to allow for a quick response to successful reception of packets.
This small break makes certain that the ACK packet gets out as soon as
possible and thus cuts the latency, enhancing the efficiency of the protocol.
Starting New Conversations: Instead, there exists another communication
cycle after the transmission and the acknowledgment process. Other sta-
tions or the nodes such as transmitters who were waiting, also begin their
DIFS plus turnaround time-DIFS calculations. This helps in making sure
that new packets are transmitted in an orderly manner, as all the nodes
will check the medium, hence no collision as there is adherence to the DIFS
and turnaround times. We can express the average length of a two-way
handshake without RTS/CTS packets mathematically as:

E[SlOt] - Pidle'Ts+Psuc'T+(1 - Psuc - Pidle)'Tc+Psuc'204'(1 - Psuc - Pidle)'Qa
(4.1)
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Figure 4.3: The IEEE 802.11 MAC for RoF for broadcast latency.

In which

Piqie: the probability that no sensor accesses a given slot.

T,: denotes the CSMA slot length.

Psue: probability that just one sensor accesses a slot.

T: defined as the total time to transmit a packet.

T.: the average time the channel is sensed busy during a collision.
a: propagation delay time.

The mathematical expression for Pgj for N sensors (where the N sensors enter

at different times and independently with the 7 result) is expressed by:
Pae = (1-7)" (4.2)
The P,,. mathematicalexpression is given as:
Pue=N-7-(1-7)N"! (4.3)

The mathematical formulation of T=Tc¢ encompasses several key time compo-
nents, including the Distributed Inter-Frame Space (DIFS) time, Short Inter-
Frame Space (SIFS) time, the duration for transmitting DATA, the Backoff time,
and the Acknowledgment (ACK) packet time.

T = Toirs + Tsirs + Tpara + Tec + Tack (4.4)
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Tparasignifies the cumulative duration necessitated for the transmission of a data
packet. This packet is constituted of various components: the preamble 7, the
physical layer header Tppy, the MAC layer header Tyiac, the MAC frame body
Tgopy and the frame check sequence Trcgs The comprehensive duration required

for the transmission of a communication packet is computed as follows: .

Toata = T, + Teuy + Tvac + Teopy + Tres (4.5)

where Tg¢ is given as:

Toe = min 1o (4.6)

2
In this context, Slot(0, CW) refers to a pseudo-random integer that is uniformly
distributed within range (0, CW). Here, CW represents the contention window
size, which determines the range of possible values for the slot time. A time slot
is a defined time interval that exists due to protocol agreements, during which

specific actions are permitted.

When a data packet or information packet is received,the extent of the con-
tentious window CW is limited within the designated time duration.This mecha-
nism guarantees the harmonious interaction between the time slot and contention
window, facilitating effective network traffic management, mitigating the occur-

rence of collisions, and enhancing the efficiency of data transmission[82].
CWmin < cw < C1I/Vmax

In this scenario, CWmin represents the minimum size of the contention window,
while CWmax denotes the maximum allowable size for the contention window.
These parameters define the range within which the contention window can fluc-
tuate. When a transmission is successfully completed, the size of the contention
window CW is restored back to its initial value. CWmin. However, if a retransmis-
sion is necessary due to a collision or transmission failure, the contention window
CW is doubled, effectively increasing the time before the next attempt, as demon-
strated in the following diagram. This adaptive mechanism helps to reduce the
likelihood of repeated collisions in high-traffic scenarios, thereby improving the

overall efficiency and stability of the network.

Traditional DCF delay via RT'S/CTS packets: Conversely, we can reach a con-
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clusion regarding the four-way handshake using RTS/CTS packets as follows:
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Figure 4.4: RoF, IEEE 802.11 MAC takes into account RTS/CTS control pack-
ets.t.

The architecture of the 802.11 Radio-over-Fiber(RoF) is based on combining
the high-capacity potential of increased transmission rates and the transparency
provided by fiber optic networks with flexibility, resilience and mobility of wireless
networks. Such a combination of both makes a strong and flexible communication
framework. It acts as a basis of the deployment of the next generation broadband
networks An additional advantage of CS is its simplicity, which enables the direct
use of RAUs, enhanced coverage, and the limitation of over-the-air broadcast and
transmission capabilities because of the proximity of RAUs to mobile stations.
In addition,Radio-over-Fiber (RoF) technology is an ideal solution to centralized
or air interface radio system. It is especially appropriate in meeting the strict
requirements of new applications like the so-called tactile Internet, both in terms
of data rate, latency, and reliability. This helps RoF become a major enabler
of the next-generation communication infrastructures[83].However,a major issue
with the use of IEEE 802.11 on RoF.The 802.11 MAC protocol, aims to deliver a
less than 1 microsecond propagation delay.Relative to these, the presented offset
delay in the RoF network is 5 microseconds every kilometer of fiber. When
using the existing IEEE 802.11 MAC protocol, this can cause significant outages
due to many collisions or acknowledgment (ACK) delays and can even harm the
network performance. Will the RT'S/CTS packet of RoF slowdown in traditional
DCEF. Assuming that ACK frames are sent using SIFS cycles and therefore have
priority, they will not collide with other frames in the normal DCF process as
long as there is no terminal. However, ACKs may collide with frames sent by
other STAs within the WLAN length.Conventional DCF delay in the absence
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of an RT'S/CTS packet for RoF: Collision caused by a late ACK packet in this
thesis. The ACK packet is transmitted using the SIFS period, which ensures
that it never collides with other data packets or data frames in a conventional
DCF procedure, unless concealed terminals are present. This is due to the ACK
packets having a high priority. Nevertheless, in the Rof system, the ACK may
collide with other packets conveyed by the other sensors (stations, STA)[84]. An
ACK collision is illustrated in Figure4.4 13. Upon the completion of a data frame
transmission from an STA to an AP, the AP and transmitter STA are required
to wait for the ACK packet. However, the ACK packet may be received at a
time that is greater than the time required to receive the packet due to the delay
of the fiber optic cable. This delay may result in a collision with another data
frame that was transmitted from another STA. T, amival is longer than received,
meaning THF = SIFS + Tack + DIFS, which will cause conflict with other

ack_arrival

data sent among other STAs|85].
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Figure 4.5: Flowchart of the Channel Access Mechanism in RoF-Based Wireless
Sensor Networks.

As shown in Algorithm 4.1, the channel access follows a backoff and acknowl-

edgment procedure.

56



Chapter /

Algorithm 4.1 Channel Access Procedure for RoF-Based Sensor Nodes

1: Sensor collects data from the environment.
2: Wait for DIFS and a random Backoff time.
3: if Channel is free then

4: Sensor transmits data.

5: Wait for the receiver’s response.

6: if Data is received correctly then

7 Wait for SIF'S time.

8: Receiver sends a positive acknowledgment (+ACK) to the sender.
9: else

10: Wait for SIFS time.

11: Receiver sends a negative acknowledgment (-ACK) to the sender.
12: Go to Step 2 and retry transmission.

13: end if

14: else

15: Wait for the next round of competition.

16: Go to Step 2 and retry.

17: end if

v
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Figure 4.6: Flowchart of the Channel Access Mechanism in RoF-Based Wireless
Sensor Networks.
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Below is the numerical representation of the average length of RoF bidirec-
tional processing without RTS/CTS packets:

E[Slot]RoF - PidleTs + PsucT + (1 - Psuc - Pidle)Tc + Psuc2a
+ (1 - Psuc - Pidle)204

(4.8)
+ 20 + TACK
——
delay due to collision and propagation of RoF
The time addition caused by the use of RoF system is expressed as:
The. = 20+ THOK (4.9)

Delay of normal DCF of RT'S/CTS packets in RoF: When using normal DCF of
RTS/CTS packets in RoF, collision will occur again from ACK Addition due to
round trip of RT'S/The more CTS packets, the longer the delay[86].In this case,
the numerical average length of the two-way handshake mechanism of RTS/CTS

packet of RoF can be represented in the form as:

E[SIOt] = Pidle Ts + Psuc <T + TRTS+CTS + T;%%ﬁ?’%%)

+ (1 - Psuc - Pidle) (ngl?jrg%]; + TRTSJrCTS + Tc)

200 + TACK

+\Psuc'2a+(1_Psuc_]Didle)'2Oﬁ+ +
DY N——r

@ delay due to collision and propagation of RoF

E[stot] = P Ty + Poe Pr (Tir8i005 ) + Pro Pr. (TRs&55) (4.10)

+a+ F(a)
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Algorithm 4.2 Sensor Communication Protocol

1: Sensor collects data from the environment
2: Sensor waits for DIFS and a random Backoff time
3. if communication channel is free then

4: Sensor transmits an RTS (Request to Send) packet to the receiver

5: Both receiver and transmitter wait for SIF'S time

6: Receiver sends a CTS (Clear to Send) packet to the sender

7 Transmitter waits for SIF'S time, then sends the data to the receiver
8: if data is received correctly then

9: Receiver and sender wait for SIF'S time

10: Receiver sends a Positive Acknowledgment (+ACK) to the sender
11: else

12: Receiver and sender wait for SIF'S time

13: Receiver sends a Negative Acknowledgment (-ACK) to the sender
14: Go back to step 2 and retry transmission

15: end if

16: else

17: Sensor waits for the second round of competition

18: Go back to step 2 and retry

19: end if
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Figure 4.7: Flowchart of the Channel Access Mechanism in RoF-Based Wireless
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4.4 Delay of Proposed Quantum Entanglement-
based MAC protocol

4.4.1 Delay of Quantum Entanglement-based without RTS/CTS
packet

Algorithms 1 and 2 are modified in accordance with the variations in the photon
state. As the state changes, the quantum process will modify the +ACK and -
ACK signal packets, each modification representing one of the control (signature)
packets. Negative polarization will be entirely precluded in RoF systems, as the
propagation delay will be zero because of the distance or fiber, as the time required
to alter the polarization of the two ends is zero. When quantum is used, the delay
caused by the laser source Ti.ser and the detector Tyetector included in the total
delay of the quantum entanglement-based MAC protocol[87] Therefore, the delay

is denoted as:

E[SIOt] = P’idle Ts + Psuc (T + CZjlaser + Tdetector)
+ (1 - Psuc - f)idle) (irlaser + Tdetector + Tc)
+Psuc'2a+(1_Psuc_ﬂdle)'za

E[slot] = f)idleTs —f— PSUCF<TQ) —|— (1 — Psuc — -F)idle)F<TQ) + F(d) (411)

For two packets, it should have four states, ¢; and ¢s. The entangled Quantum
Entanglement-based MAC protocol without RTS/CTS packet of RoF algorithm

is given below:

4.4.2 Delay of Quantum Entanglement-based without RTS/CTS
packet

A modification is made to algorithms 1 and 2 in accordance with the alteration in
the photon state. The +ACK, -ACK, RTS, and CTS signal packets are modified
by the quantum operation through state transitions, each of which represents one
of the controls (e.g., packets). As the time required to alter the polarization of
the two extremities is zero, the propagation delay caused by distance or fiber will

be nonexistent, and the drawbacks of RoF systems will be eliminated [88]. When
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Algorithm 4.3 State-Based Transmission Algorithm for Sensor Communication

1: Sensor collects data from environment
2: Wait for DIFS and random Backoff time
3. if channel is free then

4: Sensor transmits data

5: if data received correctly by receiver then
6: Wait SIFS time

7 State transition: ¢; — ¢o

8: else

9: Wait SIFS time

10: State transition: ¢ — ¢

11: end if

12: else

13: Wait for next round of competition
14: end if

quantum is used, the delay caused by the T, laser light and the Tyeectordevice
includes the total delay of the MAC protocol as quantum entanglement, so the

delay can be expressed as:

E[SIOt] - F)idle Ts + Psuc (T + TRTS+CTS + Tiaser + Tdetector)
+ (1 - Psuc - Pidle) (ﬂaser + Tdetector + TRTS+CTS + Tc)
+P5uc'2a+(]—_Psuc_-Pidle)'2a

E[slot} = PidleTs —I— PSUCF(TQ) —|— (1 — Psuc — Pidle)F(TQ) + F(@) (412)
PidleTs

e Probability of an idle slot multiplied by its duration T.
e P.g.: Probability that no station transmits in this slot.

e T.: Duration of an idle slot.
(1 - Psuc - Rdle)F/(TQ)

e Represents the collision case, when multiple stations transmit.
e 1 — P, — Paqe: Probability of a collision.

o F'(Tp):Higher delay or retransmission time.

PsucF(TQ)
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e Expected duration contributed by successful transmissions.
e P,.: Probability that exactly one station transmits (no collision).

e F(Ty): Packet transmission time under success conditions.

F(a)

e Independent of the slot type.

e a: Contention window adjustment.

o F':Interference or control overhead.

For three packets, we should have four states, ¢1, v, @3, and 4. The entangled
DCF without RT'S/CTS packet of RoF algorithm is given below:

Algorithm 4.4 RTS/CTS State-Based Sensor Communication with Acknowledgment

Handling
1: Sensor collects data from the environment
2: Sensor waits for DIFS and a random Backoff time
3: if channel is free then
4: State transition: ¢3 — ¢4 (RTS packet transmitted)
5: Both receiver and transmitter wait SIF'S
6: State transition: ¢4 — ¢3 (CTS packet transmitted)
7 Transmitter waits SIF'S and sends data to receiver
8: if data is received correctly then
9: Receiver and sender wait SIFS
10: State transition: ¢; — ¢9 (+ACK sent)
11: return Successful transmission
12: else
13: Receiver and sender wait SIFS
14: State transition: ¢ — ¢1 (-ACK sent, indicating failure)
15: return Retransmission required
16: end if
17: else
18: Sensor waits for the next contention round
19: Go back to Step 3 (Sensor waits for DIFS and random Backoff time)
20: end if
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Figure 4.8: Flowchart of the Channel Access Mechanism in RoF-Based Wireless
Sensor Networks.

4.5 Power Consumption and Duty Cycle of Pro-
posed Quantum Entanglement-based MAC

Protocol

The duty cycle (DC) and power of IEEE 802.11 CSMA/CA classical communica-
tion, which is based on RoF, will be the subject of this subsection. Subsequently,
the proposed quantum entanglement-based MAC protocol will be described, along
with its corresponding powers.Duty cycles are determined by the percentage of
time that the system is in a "active” state.The sensor transceiver’'s RF active
time is the duration during which it is operational, whether it is transmitting
data, receiving data, or passively listening to an inactive channel [89]. The duty

cycle is calculated as:
Tac
Duty = —**(1 + PER) (4.13)

sleep
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This work defines the RF activity time as the time during which the sensor is
inactive in order to preserve the network’s lifespan. Assuming a very low trans-
mission error rate (PER), 1+PER = 1. Based on the average current during
the activity period and the duty cycle of RF activity, the energy consumption is
determined. Energy consumption can be enhanced by reducing the transmission
power and the overall transmission duration, as the current consumption during
data reception remains constant[90]. The aggregate mean communication power
P, is calculated as follows: In this framework, T, denotes the duration wherein
the radio frequency (RF) module is actively functioning, executing operations
related to data transmission and reception. In this research, T, is characterized
as the expected value of the time slot, F[slot], which indicates the mean dura-
tion the RF module remains in an active state. Conversely, Tyeep pertains to the
interval during which the sensor operates in a low-power sleep mode, an essential
element in enhancing the overall longevity of the network by facilitating energy
conservation. This analysis considers the Packet Error Rate (PER) but assumes
a low enough value to be basically irrelevant: 1+PER=1. This assumption makes
it easy to calculate errors as having minimal impact. Because transmission cur-
rent dominates the whole receiver power consumption, it is not easy to decrease,
though transmitter savings may be recordable for the total packets receiving
time needed. The total average communication power, denoted byP,,, explains
the energy efficiency of a system and aims to minimize energy consumption while

ensuring communication reliability. The symbol P,,. is calculated like this:
Pav = DUtY : Vvdd : Iactive (414)

The duty cycle, in this context, relates to the ”duty” of the RF module, which
is basically a ratio between active time and the total operational period. It’s
basically a measure of the RF module transmitting or receiving data versus its
operational time[91]. Vj, is the supply voltage given to the RF module, which
plays an important role in keeping the device alive when it is awake. I,ctive 1S
the average current the RF module consumes when it goes active within this
one timeframe. The duty cycle is an essential feature that defines the energy
efficiency of such a system. It has already been reported that the duty cycle of
any application can be optimized by making the mentioned changes, and that
on-time-on behavior will further help reduce power consumption when the RF
module is kept awake only for the required time. Such a balance is essential to
preserve the power budget of wireless devices, which often operate on limited
energy sources[92]. The Quantum Entanglement-based duty-cycled protocol in-
troduces a specific background RTS-CTS (Request to Send-Clear to Send), which

exploits quantum effects to avoid sending any messages. Based on this, the asyn-
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chronization level introduced has a significant impact on final savings. This saves
overhead that would be used up by RT'S/CTS packets, eliminating unnecessary
active time and helping save power. Let the (non-dimensional) duty cycle for this

method be given by:

PidleTs + PsucF(TQ) + (1 - Psuc — Pidle)F(TQ) + F(@>

Tsleep

Duty,, = (4.15)

Below is the average power consumption of quantum entanglement based RT'S/CTS

free devices

V;id [active

(4.16)
Duty cycle of quantum entanglement based RT'S/CTS packet implementation:

P — (Pidle Ts + PsucF(TQ) + (1 - Psuc - Pidle) F(TQ) + F(d)
we Tsleep

PidleTs + PsucF(TQ) + (1 - Psuc - Pidle)F(TQ) + F(d)

Tsleep

Dutyg = (4.17)

The average energy consumption of quantum entanglement-based RTS/CTS pack-

ets is as follows:

Pav:

‘/dd ]active
(4.18)

(PidleTs + PsucF(TQ) + (1 - Psuc - Pidle)F(TQ) + F(d)
Tsleep

4.6 Results and Discussion

In this part, proposed IoT-RoF Quantum Entanglement performance is evaluated
by using computer simulations. The simulator distributes the random topology
of sensors and master nodes over a 4 Km x 4 Km area. There are a large number
of RAUs distributed in the same area, where the RAU is connected to the central
office and the base station is connected to the optical fibers with a maximum
of 25 Km. 4 photons are used for quantum channels. The proposed system
uses two communication scenarios: the classical communication scenario for data
transmission which use classic MAC protocol for transmission of the data and the
control protocol; and second scenario is quantum communication scenario which
use MAC with help quantum entanglement characteristic to transmit the control

packet. All parameters are detailed in Table 4.1.
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Table 4.1: Network Parameters and Their Values

Symbol Definition Value
CB Channel bandwidth 20 MHz
R Data rate 54 Mbps
Ry Retry limit 7
CW oz Contention Window Max 15
CWonin Contention Window Min 7
SIFS Short interframe space 16 ps
T, Slot time 9 us
Qyp Propagation Delay — Wireless link 1 ps
Qb Propagation Delay — Fiber Link D s
Toara Time required for data 216 ps
TRT S; CT S; ACK | Time delay: RTS, CTS and ACK packets 24 us
Tiaser Delay for laser propagation 1 ps
Tietector Delay for detecting of laser 1 ns
Npho Number of photons 4
Via RF module supply voltage 1.8 volts
Loctive RF active average current 6.1 uA

Figure 4.9: The comparison between the classical MAC protocol and the
quantum MAC protocol for IoT-RoF based on CWmin is shown. The results
illustrated in Figure 4.10 clearly demonstrate that the classical MAC technique
has a lower delay than the classical MAC technique with RTS/CTS, as the con-
trol packet increases the delay. However, the proposed Quantum MAC protocol
exhibits superior performance. All control packets are invalidated, thereby pre-
venting the propagation delay, in contrast to the MAC protocol and the classical
MAC protocol with RT'S/CTS. This outcome yields an intriguing observation:
the Quantum MAC protocol and the Quantum MAC protocol with RTS/CTS
have identical delays. Consequently, the RT'S/CTS processing cycle can facilitate
the classical communication depicted in Figure 15. We note that the duty cycle
of classical communication with RTS/CTS packets is higher than that without
RTS/CTS packets. In addition, the role of quantum entanglement is smaller than
that of the communication with/without RT'S/CTS packets because quantum en-
tanglement uses the teleportation protocol to change the photon states without
packet control. The quantum entanglement duty cycle and the duty cycle of clas-

sical communication increase with CWmin as we increase the turnaround time.
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Figure 4.9: Classical MAC protocol and quantum MAC protocol for loT-RoF.

In case when the QE-MAC protocol is used, the results of the performance of
the RT'S/CTS packet mechanism of protocol are just close to QE-MAC without
the use of the RTS/CTS packets. The implication of this observation is significant
with regards to collision avoidance and integrity of data.These are technically

critical attributes in the area of sustaining reliability and soundness of the network

communication schemes.
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Figure 4.10: The role of quantum entanglement in IoT-RoF and classical loT-
RoF.

Figure 4.11 shows the power consumption as a function of CWmin for loT-RoF
quantum entanglement and classical IoT-RoF. Judging by the results, quantum
entanglement wins in terms of utility because quantum entanglement with tele-
portation protocol does not require the transmission of photon states via body

coupling, so it is a modest meal.
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Figure 4.11: IoT-RoF benefit from quantum entanglement and classical [oT-RoF.

4.7 CONCLUSION

In this study,detailed models are analyzed the energy consumption, duty cycle,
and latency of a newly proposed MAC protocol based on quantum entanglement
(referred to as QE-MAC), which utilizes quantum teleportation technology. The
research demonstrates that the QE-MAC protocol outperforms traditional meth-
ods in terms of power efficiency, duty cycle management, and delay reduction.
Notably, the performance of the QE-MAC protocol with RTS/CTS (Request to
Send/Clear to Send) packets is found to be on par with that of the QE-MAC pro-
tocol without RT'S/CTS packets. This parity is significant because it indicates
that the protocol effectively mitigates data loss and communication failures, cru-
cial aspects for maintaining reliable network operation. Looking ahead, future
research could focus on optimizing power distribution strategies for both host
and sensor nodes to further enhance energy efficiency. Furthermore, expanding

ways that will help in developing better means of collision avoidance might also
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boost performance. The study also established that employing a request function
instead of a broadcast function decreases power demand by 35% and reduces com-

munication delay and is hence viewed as a more effective tool in the management

of the network resources.
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Energy Harvesting with network
coding technique of
Radio-over-Fiber: Toward

manimazing of outage probability

5.1 Introduction

One technology that has been adopted to become the technology of choice in
next-generation access networks is the Radio-over-Fiber (RoF) technology. The
multi-service feature of the system in question has been a result of the nature of
the system itself whose design makes it possible to enable efficient co-existence
of heterogeneous services. Besides, the low-power requirement coupled with the
high transmission rate of the solution also increases its applicability to contem-
porary communication settings. All these qualities, altogether, make the system
extremely effective and fit to more complicated, multi-service implementation
conditions. Also, RoF has a high resistance to electromagnetic interference which
adds to its suitability to the advanced communication infrastructures. Moreover,
there is no lack of attraction of Multiple Radio frequency (RF) signal process-
ing ability of Radio-over-Fiber (RoF) technology. This centralization minimizes
hugely the peculiarity of the access nodes that are installed at the cell sites. The
network architecture therefore ends up being efficient and manageable[93]. Tt

enables the consolidation of intelligence, control, and signal processing in one
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place, such as a cloud-based system or a central office (CO). Electronic wireless
communication (EW) has attracted considerable attention in recent years [94].
The technology could solve battery problems and extend the life of the network.
Various charging technologies are used, including wind, solar, and electric energy.
To extend the life of wireless sensor networks, a wind-powered wireless sensor
network system is described and a new EW state and power transmission scheme
is introduced. Due to its common and unique nature, wireless power transmission
(WPT) using radio frequency (RF) signals is proposed[95].This study proposes
wireless communication networks, focus being on data transmission and wireless
power coordination. The organizing of these tasks is executed by a specific hy-
brid receiver which is called the H-slot. The H-slot intercedes the radio-frequency
(RF) information to various single-hop nodes so that the connection of data trans-
mission and power management is completed smoothly. Energy harvesting nodes
with low-capacity batteries, multiple RF' nodes, and various targets are also con-
sidered [96]. Hybrid Optical Wireless Networks commonly referred to in literature
as MiWi, Hybrid Wireless Optical Broadband Access Networks, or Optical Wire-
less Networks are a low-cost implementation solution to the final-mile Internet
access. Riding on optical and wireless innovations, they are striving to alleviate
the restraints that have been witnessed with the traditional broadband delivery
mechanisms. This combination of affordability and efficiency makes them a viable
during delivery of broadband service to geographical areas that are under-served
at the moment. Such networks are good compromiser of optical and wireless net-
works to make broadband available to end users. They are promising to tackle
connectivity issues through deployment in the access network since they are eco-
nomically viable.FiWi networks, which combine wireless access networks with
fiber optic networks, have gained widespread attention over the last two decades
and have witnessed increasing electricity bills. Their applications range from dis-
aster relief, remote sensing, and multimedia communications[97]. The evaluation
of the Radio-over-Fiber (RoF) effect on network performance is conducted on
new methodologies, which are based upon the real-life conditions. Such assess-
ments are part of the development of Heterogeneous Network (HetNet) designs.
Specifically, the integration of the Mobile Edge Computing (MEC) and Fiber-
Wireless (FiWi) LTE allows achieving the improvement.The MEC servers can
now interact with the normal external cloud servers and as such permit the co-
ordinated interoperable service, provisioning. This is important in reacting to
the increasing demand of high performance and low latency process. Integration
enables development of 5G applications by computing the computation-intensive
and delay-sensitive applications[98]. A comprehensive offloading solution will be
suggested in the context of this assessment paper and the immediate purpose of

the solution will reduce the latency that the mobile users undergo. The system is
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increasingly implemented in the assessment stage after a process of analysis is duly
completed. For long-distance low-cost optical data links using dark fiber. Identi-
fied a niche market for Internet of Things (IoToF) over fiber using passive switch
eyes. This study proposes a physical layer (PHY) prototype using cost effective
acousto-optic modulation, through the use of fiber Bragg gratings (FBG). The
prototype was modeled, fabricated and tested to test the performance and viable
modes of working. The design concept provides better performance in compari-
son to existing options such as LoRa or Sigfox, especially in terms of data rates
and niche applications [99]. Reviewed and introduced two different optical fiber
methods: intermediate frequency optical fiber (IFoF) and radio frequency optical
fiber (RFoF). Both I FoF and RFoF are compatible with major new broadband
services and are important components in the development of fiber optic wireless
networks. For example, by incorporating the new capabilities of RAUs, 5G and
satellite communication networks are expanding the physical dimension by us-
ing microelectronic layouts instead of technology. The potential of optical fiber
and RoF technology and the evolution of IoT development from 5G to 6G are
reviewed and analyzed in [100].This study examines rapid increase in the fiber
optic radio business in combination with development of technologies allowing
Internet of Things (IoT) and Radio over Fiber (RoF) convergence. Also, it takes
a scan of new trends in some relevant fields. They then discuss new technology
applications as well as future challenges for RoF-enabled 6G IoT systems. The
analytical application of the AF backhaul method for hybrid FSO and fiber optic
systems. This work explains and discusses the impacts of RF co-channel interfer-
ence, pointing error, and modulator nonlinearity[101]. The ratio of the coupling
potential, the asymptotic expression of the probability, and the average bit error
are derived. The results showed that millimeter waves achieve fifty percent more
capacity than previous studies. Power of Fiber (PoF) has recently been proposed
and analyzed as a new state-of-the-art approach in the future 6G and 5G radio
signals.An experiment was conducted to test Radio over Fiber (RoF) transmis-
sion over 100 meters to 10 kilometers using a single fiber (SMF). The injected
PoF signal is limited to 2 W. The impact, analysis, and rationale of the RoF-IoT
concept are currently under-researched topics[99].A method is proposed to meet
the stringent requirements when considering the design of small systems using
multi-user hybrid RF/FSO relays. Also, the coordination of directional error in
the FSO link is taken into account when analyzing the interference factor for the
hybrid RF/FSO method. The findings show that communication quality can be
improved by using hybrid RF/FSO technology[102].Describes the performance of
hybrid mmWave RoF and AF methods in 5G networks. Analyzing and evalu-
ating how optical properties, fiber nonlinearities, and RF co-channel affect the

hybrid mmWave RoF paradigm’s performance is the goal of this study. Close-loop
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simpler model is used to mathematically describe average bit error rate and the
probability of effect on the overall communication link. Radio-over-Fiber (RoF)
system together with the novel energy harvesting (EH) cooperative communica-
tion technique is explored and the performance thereof is investigated[103]. The
present analysis provides fresh perspectives on the prospect of RoF and EH-based
linked technology. It is one of the milestones towards having more efficient and
greener communication networks in the future. Two different concepts of commu-
nication are explored with the help of a Radio-over-Fiber (RoF) system through
two different modes of communication: cooperative communication and direct
communication. Evaluation of these modes is done with the aim of evaluat-
ing their effects on the system performance. The comparative analysis offers an
insight into how they will perform well and adequately in different network cir-
cumstances.Outage probability is used for the performance, and it is analyzed
for both modes. In this work, any node that act as helper (relay), it is get en-
ergy by RAU in return, the relay node help source sensor to send data to central
office[104].

5.2 Proposed Energy Harvesting System for RoF

Energy harvesting over radio over fiber system with help of the cooperative com-
munication is proposed in the chapter. To the best author knowledge, this first
work has been done with RoF. Figure 5.1 shows the design and overall operation

of the system. The proposed architecture has three levels:

e First level (Data Transmission Level): At this level, all channels (con-
nections) are the same. The sensor collects data from the environment and
broadcasts it to both the Master Node and the RAU over two channels, f
and f’, simultaneously during the time period (1 — w)T. In this scenario,

the Master Node operates as a relay node.

e Second level (Energy Harvesting and Data Relaying Level): Here,
it is assumed that the RAU has the ability to transmit energy to the Master
Node over channel . The Master Node receives energy during the time
interval %, and then it forwards an extra copy of the information received

from the sensor to the RAU over channel /' during another period of %

e Third level (Data Forwarding Level): Finally, the data is forwarded
to the Central Unit (CU) over channel k.
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Figure 5.1: Energy Harvesting over Radio-over-Fiber using Analog network cod-
ing (EH-RoF-ANC) architecture.

5.3 Outage probability of EH-RoF-ANC

In this section, we derive the outage probability of the EH-RoF-ANC protocol.
As described earlier in the figure 5.1 the outage probability is P,,; = 1 — P*
where P? is the probability of successful transmission, and it is mathematically

expressed as:

Pin ror anc = Psp Ppet+(1=Psp) Psg Prp Ppe = (Psp + (1 — Psp) Psg Prp) Ppe
(5.1)

The equation 5.1 It consists of two events:

The first event represents the case where the source to destination chan-
nel(RAU),represented by channel f’, successfully carries the data, and the chan-
nel from the RAU to the central office, represented by channel k, also successfully

carries the data.

The second event represents the case where the source to destination (RAU)
link via channel f’ does not successfully carry the data. However, the source to
Master Node (MN) link, represented by channel f, the link from MN to RAU,
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represented by channel h, and the link from RAU to the central office, repre-
sented by channel k, successfully carry the data, respectively. For the source
to destination (RAU) link, which is represented by the channel f’; the successful
transmission probability is denoted by Pgj,. For the source to relay sensor (sensor
to MN) link, represented by the channel f, the successful transmission probabil-
ity is P§g. For the relay sensor to destination (RAU) link, represented by the
channel h, the successful transmission probability is Pj,. Finally, for the RAU
to Central Unit link, represented by the channel k, the successful transmission
probability is Pp.

From Equationb.1 the successful transmission probabilities are expressed math-
ematically as:

2R

2T-w — 1) Ny dSD

s 2R (

PSD =P (RSD > E) =exp | — Ps (5.2)

(2% = 1) Nodsn
P;R =P <RSR > —) =exp | — (53)

Psp

2R (2% = 1) Nodnp

PRD =P (RRD > m) =exXp | — P]%’rvstd (54.)
Where 5
ppresd = ¥ PNy Nod 5.5
R (1—w)/2 T, $PpNoNodpr (5.5)
e Phrvstd: harvested power at the relay.

Ej: harvested energy.

w: time-sharing factor.

e ¢ energy conversion efficiency.

e Pp: power of data signal.

Np: noise power.

dppg: distance from destination to relay.
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We can express Ejpstq as
w
Ehrosta = QOPDNOdDR (E) (56)

Where, PAostd is the harvested power received by the master node, w is the slot
time, Pp is the transmitted power by the RAU, N is the noise power, dpg is the
path from the RAU to the master node, and dgp is the distance from the master
node to RAU. Then, we insert the equation 5.6 into (5.4), we re-write equation
5.4 as follows: o

<2m - 1) drp dpr

Ps = — 5.7
RD exp (ﬁ) (PPDNOdDR ( )

In (;ﬁ) + 8o
Pi.=1—05erfc | ——£L
DC \/@U

Where, Ry, is the transmission rate, B,.s is the reference bandwidth. erfc(z) is

(5.8)

the complementary error function of the variable x with variance o.

We can define all the probabilities as follows: Pgp is the successful transmis-
sion probability between the source and RAU (destination), P&y represents the
successful transmission probability between the source and the Relay (another
sensor within the network), P§, represents the successful transmission proba-
bility between the Relay and the destination (RAU), and Pj is the successful

transmission probability between the destination and the central office.

Finally, the overall probability of successful transmission is expressed as:

2

(Qm _ 1) Nodsp

Pgn ror-anc = €xp | — Ps
(275 = 1) Nodsp (2% = 1) Nodsr
+ |1 1—exp P exp Pan
(2% = 1) dno
X exp | — ﬁ) PpN

Z"t—h)+80

1n<
x|1—-0b5erfc | —%L——
V320
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5.4 Results and Discussion

This section uses computer simulations to assess the effectiveness of the suggested
Energy Harvesting with Network Coding Technique of Radio-over-Fiber protocol
for RoF in the IoT. The simulations involve a stochastic arrangement of sensors
arranged in a single RAU within a normalized area of 1 Km x 1 Km. The RAUs
are linked to the central office or base station through Free-space optics (FSO)

at a maximum distance of 25 km.

It is postulated that the distances between the sensors and the relay node,
RAU, and BS are subject to variation in the simulations. All linkages are from
the sensors to RAU as variables and are represented by d?, where p is the path
loss. The transmission rate across all links is assumed to be R (b/s/Hz). The

path-loss exponent is not fixed in this work.

S + w=025
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Figure 5.2: successful transmission probability vs distance using Free-space optics

(FSO).

First, referring to Figure 5.2 it is evident that the probability of effective trans-
mission reduces when the distance between is increase between the transmitter
as well as the receiver. This observation presupposes that the strength of the sig-
nal reduces with the distance, hence reducing the successful signal transmission’s

probability. This behavior can be linked to several factors, some of which include
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loss interference and fading effects; hence, the manifestation is more profound
over distance. Therefore, these outcomes can suggest that in the achievement of
multiple transmissions and signal reconstruction, the long-term efficiency is im-
proved. Also, in Figure 5.2, There is a particular trend that can be observed with
reference to the w parameter, which is the energy harvesting time probability in
achieving successful transmission. It proves that with decreasing w, the energy
harvesting is emphasized more, and the probability of successful transmission
rises. This means that further time on the energy harvesting allows the system to
store enough energy thus improving on overall transmission performance.There is
an obvious balance between available energy resources and the ability to transmit
energy successfully, and the parameter w explains this. By increasing the time
period that the energy harvesting system is given for power regeneration, it is pos-
sible to achieve better reserves of energy to transmit, and thus a stronger signal.
This makes it possible for the system to avoid energy deficiencies and hence have
a much higher successful transmission probability. Meanwhile,When less time is
available to the energy harvesting process, then a system can incur an energy
shortfall. Consequently, chances of effective transmission are lowered because of
the lacking power supply. This brings out the dilemma between the amount of
time that can be used to harvest energy and the reliability of the communication.
From the aspect of distance and time distribution in energy harvesting, Figure
5.2,presents an overall idea of the probability of effective transmission. The study
shows the necessity to take these effects into account when designing and enabling
wireless communications, especially those that rely on electronic devices. This
way, researchers and developers can have a better idea of how transmission ef-
ficiency is affected by harvesting energy duration as well as the distance, and

therefore improve wireless network operation reliability and efficacy.
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Energy Efficiency of Cooperative

Communication over RoF

6.1 Introduction

The fifth-generation (5G) network represents the latest advancement in commu-
nication technology, crucial for achieving significantly higher data rates compared
to previous technologies. Among the most important benefits of the implemen-
tation of 5G technology, there should be mentioned a wide range of the available
spectrum and unimpaired reliability. It is also capable of rendering ultra-low
latency, which can as low as 1 ms, and comes with minimal jitter that makes
it especially compliant with the application of real-time and mission-critical ap-
plications. In addition 5G makes significant improvement in network capacity
facilitating connection by a large number of devices simultaneously with a no-
ticeably greater network performance. To fulfill the increased capacity demands
and stringent high data rate requirements of 5G networks, optical fiber infras-
tructure serves as an indispensable component for their backhaul[105].The opti-
cal fibers are characterized by the ability to transmit data at high speeds hence
are quite efficient in the contemporary communication requirements. They have
large bandwidth and are electric interference free grounds hence signal integrity.
Also, the extensive data that are generated through the 5G applications can be
easily processed through their scalability. Recently, the integration of Wireless
Sensor Networks (WSN) into 5G networks using Radio-over-Fiber (RoF) tech-

nologies has gained considerable research attention. In this scenario, where the
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sensors integrated into a cluster send the data to the Remote Antenna Units
(RAUs) via radio. Remote Antenna Units (RAUs) including all that are needed
as essential junction nodes, which integrate the data sent among the fiber-optic
cables. Through passing such information to the core of the network, they pre-
vent smooth data flow within the system. This type of integration is the basis
of high-speed network communication services delivery which are essential to ad-
vanced, contemporary applications provision.This integration facilitates efficient
data handling, improved network scalability, reduced energy consumption, and
enhanced overall network performance[106]. As clusters are integrated into radio
over fiber networks, there is a likelihood of cluster heads overlapping, enabling
collaboration between the cluster heads of each cluster. This study focuses on
communication between cluster heads and extends into the surrounding area.
Consequently, we introduce the concept of Inter-Cluster Head Cooperation over
Radio over Fiber (ICHC-RoF). The study begins by examining the network and
proposed architecture within the Radio over Fiber paradigm. Following that, a
mathematical model for outage probability is derived. Moreover, a mathemat-
ical analysis of throughput is conducted for the suggested protocol.The results
shows that ICHC-RoF system has better performance through simulation and
numerical simulation. It is also indicated as hybrid optic wireless network or
hybrid wireless optical broadband access[107]. Over the last 20 years, the num-
ber of applications of FiWi networks combining optical fiber and wireless access
has increased significantly and attracted attention from the technical community.
These applications include multimedia communications, remote locations, and
disaster help. IoT is a rapidly growing topic of great interest. The use of this
technology is mainly done by one of the current wireless communication systems.
New mobile technologies that can be used in the industry and many efforts are
being made to acclimate novel IoT applications to diverse wireless technologies
. Mobile applications’ need for data traffic is increasing, and the solution seems
to be the interconnection between optical fiber and wireless technologies.So far,
no single model can meet all the needs of IoT applications, whether it is trans-
mission speed, energy efficiency, complexity, or smart city [108]. Wired networks
based on fiber being connected directly to IoT devices are also bringing about a
changing IoT network landscape. The challenge is to overcome the limitations of
wireless networks. One possible answer is to use passive optical networks (PONs)
with high data rates and distances. For many I[oT devices, electro-optic con-
version can be expensive and energy intensive. Most IoT applications need not
have a physical layer (PHY) interface, due to the low data rates that are involved
in the application. There was therefore a long time need to close the gap to-
wards full passive optical systems with the ability to support low transmission

rates. The RoF-based environmental monitoring Internet of Things (IoT) testbed
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used by the H2020 FUTEBOL project was developed and evaluated [109]. The
study conducts research on the impact of Radio over Fiber (RoF) on the network
performance in a solid, empirically inspired framework. With this aim a Hetero-
geneous Network (HetNet) system is envisaged comprising Fiber-Wireless (FiWi)
and Long-Term Evolution (LTE) technology. Mobile Edge Computing (MEC) is
deployed to extend the network coverage and make a fast response.[110]. This en-
ables integration and collaboration between traditional cloud (remote) and MEC
servers. Fill the gap between high-performance, delay-sensitive workloads and the
increasing need to develop 5G applications[111]. Introducing the analytical tech-
nique to measure the power delay and discussing the integration of integrated
feedback to reduce the average response time of telephone users. A potential
research area for long-range, low-power data using dark fibers and all blind mod-
ifications is the Internet of Things over Fiber (IoToF). A cheap acoustic-optic
modulation scheme according to Fiber Bragg Grating (FBG) prototype physical
link (PHY) is designed and constructed. This design concept has more insight
and professional use than existing models such as Sigfox or LoRa[112].Two fiber
optic radios, called intermediate frequency over fiber (IFoF) and RF over fiber
(RFoF), are reviewed and introduced. The use of fiber-optic wireless networks,
which have become the next-generation satellite communication, and the 5G, is
based on a set of transmission technologies that exist with support of advanced
transmission mechanisms. The centrepiece of these solutions is in fact the Re-
mote Antenna Unit (RAU), whose enhanced capabilities have been designed to
be as physically compact as possible. This aim is achieved by introduction of
non-metric microelectronics, which create efficiency and attainable scalability of
network implementation. This technology is also compatible with new broad-
band services[113]. The evolution of IoT from 5G to 6G, the power of optical
fiber, and RoF technology are reviewed and analyzed. In the context of the more
recent literature, the growth of the fiber optic radio industry is investigated to-
gether with the technological progress in the development of Internet of Things
(IoT) integration and Radio over Fiber (RoF) availability. The conversation is a
synthesis of the current study in various fields hence bringing light on the new
dynamics of communications technologies and its broadening uses. Then, the
challenges faced by the 6G IoT system supported by RoF and the development
of new technologies were discussed. Power over fiber (PoF) uses radio signals to
power future 6G and 5G networks and is considered a more modern and advanced
[114].Then the fiber optic radio transmission using single-mode fiber (SMF) was
tested to achieve connectiveness between 100 meters up to 10 kilometers. In this
assessment injections of Power-over-Fiber (PoF) signals were used. The design
of the system assumed the maximum transmission power as 2 watts conform-

ing to the network technology specification.[115].Power can be sent to a remote
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location or system using PoF technology. There are very few papers that have
studied, evaluated, or addressed the potential impact in the RoF-IoT paradigm.
The effects of directional error, co-channel RF interference, and modulator non-
linearity are described and explained [116].The analysis of hybrid fiber and FSO
with AF backhaul technology is presented.It provides the asymptotic formula of
the probability distribution of average bit error rate, the probability distribution
and the link probability distribution.The results showed that using millimeter
waves can increase efficiency by 50% compared to previous research[117]. In or-
der to improve the strict requirements while considering the compact cell design,
a multi-user hybrid RF/FSO transmission approach is provided. The link power
capacity of the hybrid RF/FSO scheme, which considers the effect of directional
errors in the FSO link, is also analyzed. The findings show how hybrid RF/FSO
technology can enhance global communication[118].The performance of hybrid
mm-Wave-RoF and AF technology in 5G networks is investigated. The effects of
fiber, RF co-channel interference, and optical modulators are studied, and their
relationship with the performance of the hybrid millimeter wave RoF paradigm
is investigated. The resulting average BER and probability of the entire link are
presented by a simple closed equation and explained theoretically[119]. This the

steps of contributions illustrated the work.

1. Cluster Integration: investigated how clusters could be integrated into radio
over fiber networks and found possible cluster head overlap, opening the

door for cooperation amongst cluster heads inside each cluster.

2. Inter-Cluster Head Cooperation: Introduced and proposed the concept of
Inter-Cluster Head Cooperation over Radio over Fiber (ICHC-RoF) as a

novel approach to enhance communication efficiency.

3. Network Architecture Examination: Conducted a thorough examination
of the network and proposed architecture within the Radio over Fiber
paradigm, providing insights into the structural aspects of the communi-

cation system.

4. Mathematical Model for Outage Probability: Developed a robust mathe-
matical model to analyze and quantify the outage probability within the
proposed ICHC-RoF framework.

5. Mathematical Analysis of Throughput: Conducted a mathematical analysis
of throughput for the proposed protocol, providing a quantitative assess-

ment of the system’s data transfer capabilities.
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6. Simulation and Numerical Results: Implemented simulations and numerical
analyses to validate the proposed ICHC-RoF system, demonstrating its

superior performance compared to existing methods.

6.2 Proposed Communication Structurer of Co-

operative Communication over Fiber

Distributed antenna systems, or DAS in RoF networks, are the idea of positioning
RAUs in a certain region to be fully covered by radio signals. This allows sensors
that are dispersed throughout challenging terrain or unreachable locations for the
dense wireless sensor network to be reached. To offer good coverage radio signal
across a specified area, the recommended structure in our scenario consists of
small Cluster Heads (CH) placed in industrial areas or heavy terrain. Section 1
will outline the specifics of the message later. Our work suggests using distributed
RAUs in Internet of Things paradigms with RoF technology to offer extended
reach, increased bandwidth, signal integrity, and data security. Figure6.1 depicts
the envisaged or suggested paradigms, which are divided into four regions, each
of which has a distinct function and is a component of the overall Internet of
Things system. This paper considers an early detection and remediation system

for fires. The suggested paradigm can be summed up as follows:

Region 1: (sensing regional /camera-based sensors): In this region, sensors are
distributed either randomly or in a predictable pattern inside the designated area
(which may be a heavily populated or inaccessible area). These sensors can be
cameras, smoke detectors, CO detectors, or anything else. Sensors acquire infor-
mation, which is then transmitted to RAUs or the Cluster Head (CH) in line with
protocol will discussed.The Cluster Head (CH), unlike the normal sensors, was
able to act under situated circumstances and have larger size and battery.Data is
forwarded to the RAU by the Cluster Head (CH) once it has received what the

sensors have transmitted.

Region 2: The second region encompasses the remote antenna units (RAUs),
wherein data is received and transformed from electrical impulses to optical sig-
nals in order to facilitate fiber optic transmission. Based on fiber optic cables

that have undergone optical-to-electrical conversion.

Region 3: constitutes a base station, alternatively named the super Cluster

Head (CH), which receives data. Super Cluster Heads (or CHs) are primarily
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responsible for two tasks: first, they process data and choose which department

or places the data forwarded, and then they forward the data to Region 4.

Region 4: After evaluated data is received, a specific agency—such as the

fire department or the beacon system—takes action. A Wireless Sensor Network

WA

-l- y Y - |

Region -1- Region -2- Region -3- Region -4-
Wireless Sensors Networks (WSN)  Remote Antennas Units  Optical fiber Central office (CO)
region region

Figure 6.1: Planned distributed RoF RAU in the context of the IoT.

(WSN) is a common example of a distributed network service, consisting of mul-
tiple sensors deployed over a large geographic area. In this particular scenario,
we utilize a network architecture based on Radio-over-Fiber (RoF). Sensors col-
lect data and send it to a Cluster Head (CH) designated for their group. The
CH aggregates the information received from each sensor and then forwards it
to a Remote Antenna Unit (RAU). Once the RAU has collected all the data
from the respective CH, it transmits this aggregated information to the central
base station. This setup results in multihop forwarding within the WSN when
interconnected with the RoF network. Here, sensors act as data-gathering points,
the CH functions as an intermediate data aggregator, and the RAU serves as a
communication gateway to the central base station. The fundamental concept
involves data being relayed from one sensor to another before ultimately being

delivered through the farthest relay node to the monitoring center.

In practical applications, such as Wireless Sensor Networks (WSN) employing
Radio-over-Fiber (RoF) architecture, clusters may overlap. In such cases, collab-
oration between Cluster Head nodes (CHs) becomes necessary. In this chapter,
we propose new network architecture called ” Inter-Cluster Head Cooperation over
Radio over Fiber” (ICHC-RoF). In our setup, two clusters are collocated in range

and able to share data efficiently with each other. For example, suppose there
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Figure 6.2: Communication structure of the ICHC-RoF.

are two sensors, one in each of these collocated clusters that are generating data
from the environments they belong to. This data, in turn, is sent to their cluster
heads, e.g., CH1 and CH2. These RAU nodes must be within the transmission
range of these data to each FHSS Cluster Head. After the data is received and
successfully interpreted by RAUSs, each signal finds a way to make it with the
help of MRC (Maximal Ratio Combining) in order to combine and treat softened
elements. Figure 6.2 illustrates this novel communication, all of which—clusters,
Cluster Heads (CH), RAUs, and data flow synergy.

6.3 Outage and Link Probability Analysis

In this section, we will discuss the propagation model and the outage probability
between two nodes. The average signal-to-noise ratio (SNRF) between node i

and node j is as :

Pk
SNR?"; == SNRi’j . Xi,j = ﬁ . Xi,j (61)

where FP;; is the transmission power, Py is the noise power, and X;; is
a complex Gaussian random variable with unit variance. The channel gain
| X.4|” is then an exponentially distributed random variable with the mean value
E [|X;; ]2} = d,;*, where E signifies an expectation. The d;; is the distance linking
two nodes. The £; ; is the channel component and it is expressed as

G-\
hig = (47)2 - M, - N; (6.2)
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where G is the overall gain of the transmit and receive antennas, A is the wave-
length, M; represents the link margin, and Ny represents the noise figure at the
receiver. The outage probability is the chance that the transmission rate will ei-
ther meet or exceed the essential transmission rate 8. The formula for calculating

the outage probability is:
Pt =P (Bi; <B)=1—exp (=U;-d}) (6.3)
where f3; ; = log, (1 4+ SNR;; - X; ;) and U, ; is expressed as

26 —1

Vi = S\R,,

6.4 QOwutage Probability Analysis of ICHC-RoF

This section evaluates the ICHC-RoF outage risk in the radio over fiber paradigm,
in accordance with the two-tandem transmission rate region shown in Figure 6.2.
The equilibrium of the suggested topology makes it possible to calculate the
end-to-end outage probability of sensor 1 to T2. The rate zones for the two
sensors and the two CNs are shown in Figure6.2. Take note of the four zones
that divide the pairs in Figure 6.3, (31, £1).Let’s look at sensor 1’s error region.
Data from sensor 1 is incorrect in regions 3 (R3) and 4 (R4), but data from
sensor 2 might be error-free in R3. Analogously, data from sensor 1 might be
accurate in R2, whereas data from sensor 2 might contain errors in regions 3 and 4
(R2).A common example of a distributed network service is a Wireless Sensor
Network, consisting of multiple sensors deployed over a large geographic area.In
this particular scenario,Network architecture based on Radio-over-Fiber (RoF) is
utilized. Sensors collect data and send it to a Cluster Head (CH) designated for
their group.

The CH aggregates the data comes from each sensor then forwards information
to a Remote Antenna Unit (RAU). Once the RAU has collected all the data
from the respective CH, it transmits this aggregated information to the central
base station. This setup results in multihop forwarding within the WSN when
interconnected with the RoF network. Here, sensors act as data-gathering points,
the CH functions as an intermediate data aggregator, and the RAU serves as a
communication gateway to the central base station. The fundamental concept
involves data being relayed from one sensor to another before ultimately being
delivered through the farthest relay node to the monitoring center[120].
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)
N

Figure 6.3: The ICHC-ROF protocol’s rate-region

Triple hops communications model for the ICHC-ROF is shown in Figure 21
and described: the 1st hop is direct transmission, and then 2nd hop is cooperative
with dual sources communications, finally, last hop, data transmitted over fiber
optics with help of RAUs. As a result, ICHC-ROF outage probability can be
expressed as

Pieue = ((1st hop)*™ 1 [1 — (2nd hop)™*] N [1 — (3rd hop)™'])

N

lst;:ent
U ([1 — (1st hop)o‘“] N (2nd hop)®™ N [1 — (3rd hop)m‘t]) (6.5)
2nd§zent

U ([1 = (1st hop)*™] N [1 — (2nd hop)°®**] N (3rd hop)*™)

N J/

TV
3rd event

The above formula consists of three events. The first event represents an
outage in the first hop, while the second and third hops are not in outage. The
second event represents an outage in the second hop, with the first and third

hops functioning normally. The third and final event represents an outage in the
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third hop, while the first and second hops are operational. Since all paths are
independent, intersections translate into multiplication, and unions translate into

summation. Thus, the equation above can be rewritten as follows:

Pue = ((1st hop)®™* [1 — (2nd hop)®™*] [1 — (3rd hop)°*"*])

N

-~

1st event
+ ([1 = (1st hop)®™] (2nd hop)°™* [1 — (3rd hop)***]) (6.6)
2nd‘e,vent
+ ([1 = (1st hop)®**] [1 — (2nd hop)°™] (3rd hop)°"*)
3rd‘cfvent
+ ([1 = (1st hop)®™*] [1 — (2nd hop)***] (3rd hop)*™) (6.6)
3rd7;ent

Where (1st hop)°", (2nd hop)°*, and (3rd hop)°"* are the first hop outage prob-
ability, second hop outage probability, and third hop outage probability, respec-
tively. The first-hop outage probability refers to direct link transmission. There-
fore, we can simply use the formulas from equations(6.1)to(6.4) to mathematically

express the outage as follows:

(1st hop)®™* = P4, = 1 —exp —M ~dy
sl-chl SNRsl-chl s1-chl

15t hop
Simplify it as:

(1st hop)®™* = P2 1 = 1 — exp (Ws1-ch1) (6.7)

18t hop

28 1
sl-c =\ oo dal
Ws1-chl (SNRsl—chl> s1-chl

SNR,1-cn1 represents the SNR of the link S1 — chl, dgi_cn1 is the distance for
S1 — chl link, and a; refers to path loss factor of the link S1 — chl.

Then,the mathematically expression of outage probability for the second hop

1s:
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(21’1d hop)OUt - \(Pflillt—raul N Pcol;llt—raUQ)/ (68)
2ndvhop

where, P9 . represents the chl — raul link outage probability and P .
represents the chl — rau2 link outage probability, then (2nd hop)°"* can be ex-

pressed as:

Pout L= Pout (Rghl—rafzd) + Pout (thl—rauQ) (69)

chl-rau

where, P(R§"41) and P(R$M%2) are the sensor 1’s rate region to the raul.
The term P(R§™T!) and P(R$""*2) in (6.9) can be further expressed as:

1
P (RgMrant) = 55 [P (=U2.1) — exp (—went-raut)] (6.10)

B1+B2 _
2 L and

where w = — g5n———
SNRchl—raul

1 1
P (Rihl_TQUQ) - 1— (ﬁ exp (_Ul,l) + ZE exp (—U271>

ob1+B2 _ q 1 1
- 1—— — — 6.11
* P ( SNRchl-rauZ) ( Qﬁl 2/62 ) ( )
+ U1,1U2,1SNRCh1—rau2] )

Where, SNR ,1-rqu1 18 the SNR of the link chl — raul and SNRj1-rqu2 is the
SNR of the link chl — rau2. Then, inserting (6.10 )and (6.11) in (6.9)and (6.9
)into(6.8) , we obtain the outage probability of (2nd hop)°" as:

| o2P1+B2 _
out _ _— — — —onp
(2nd hop)*™ = 952 [exp( Vo) = exp ( SNRchl—Tau1>:|

1 1
X {1 — <ﬁ exp (—Up1) + 55 OXP (—Us)

oPr+62 _q 1 1
+ exp (—m> <|:1 — ﬁ - %:| + ULIUQ,ISNRChl—T‘(ZUQ)>

(6.12)
Finally, third hop outage probability can be mathematically expressed as

i (8 + 50
Pe o =1-05 erfe Mo (6.13)
———— V320

3rd hop
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Where, SNRy;, and SNR,,,, are the threshold SNR and average SNR of the raul—cn
link, respectively. o is the variance of the raul — cn link, and erfc(x) is the

complementary error function of variable x.

To obtain the outage probability of the proposed ICHC-RoF, we insert (6.7,(6.12),
and(6.13) in(6.6). We can then write the final outage probability of the proposed
protocol as:

. 9B1+P2 _ 1
L= 55 [P (ZUa) —exp { —gum—
5% {exp (=U21) —exp ( SNRh1-raut )}

1 1
X |i1 — (2? exXp (_Ul,l) + ﬁ exXp (—UQJ)

P oIN (oL LY b SNR
+ exp —m T 55 oh + U1,1U2)1 chl-rau2
i) + 89

V320

Prepe = (1 —exp (Wsl-chl))

ln<
x |1 —=0.5 erfc

(6.14)
_.I_
1 2B81+82 _ q
([1 — 1 — exp (Ws-ch1)] {1 98 {exp (=U21) —exp <_M)]
) 1 2b1+p2 _q
TR N L A AN
% _ % — ﬁ + U1,1U21 chl-rau2
i () +50
x |1 —0.5 erfc —
V320
_|_

1 2b1+p2 _ q
[1—1—exp(wsieen1)] |1 — 98, | P (=U21) — exp  SNReniraut
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1 1
X [1 — (ﬁ exp (—Up1) + 5 CXP (=Us,) + exp (

251+52 -1 )
SNRchl—rau2

1 1
X (|:1 - ﬁ - %:| + U1,1U2,1SNRch1—rau2)>}:|
N ) + 80

V320

ln(
1 — 0.5 erfc

1
+ ([1 — 1 — exp(Wsi-ch1)] [1 ~om lexp(—Us1)—
ob1+B2 _ q
P (_ SNRchl—raul):H

1 1
X |:1 — (ﬁ eXp<—U1,1) + ﬁ eXp(—U271)+

261R - 1 X ! + Uy 1U31SNR,
exp - - o
SN chl-rau2 2681 982 1,1¥2,1 hl 2

SNR,,
—SNRM> + 8o

In
x | 1 —0.5 erfc
V320

In this part, a closer look at the end-to-end outage probability for our pro-

posed ICHC-RoF system is taken.By examining how multiple transmission hops

impact performance is done.The results gives a clearer picture of how different

outage events play a role in the overall system function. More specifically,The

outage probability calculating for each hop—cooperative communication, tan-

dem direct transmission, and final reception—using techniques from probabilistic

modeling and rate-region analysis is found.It is useful to derive this, in that the

proposed derivation provides a way of quantitatively measuring the reliability

of the system: that is, in measuring how well the ICHC-RoF system performs

with different signal-to-noise ratios (SNRs). By pinpointing key outage events
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and understanding their relationships, System parameters such as transmission
power, relay placement, and coding schemes to improve network reliability can be
set.The informational model developed in the present study broadens the knowl-
edge base of next-generation use cases of hybrid optical-wireless systems, thus
forming a solid foundation upon which the potential of performance benefits in

the framework of the next generation 5G and beyond 5G can be measured.

6.5 Results and discussion

A computer-based simulation utilised by the current research aims at evaluating
the proposed ICH-RoF networking architecture on the basis of its operational
attributes. To design the testbed, two cluster heads are assumed to exist un-
der their sphere of radio-communication. They feature a random topology, and
several wireless sensors arranged in a 3 x 3 m. The notation, d, - 8, (b/s/Hz)
indicates the expected transmission rate for all links. The simulations operate
under the assumption that the distances are variable and that each link has the
same distance. The carrier frequency is fo = 2.5 GHz, the path-loss exponent
is 4, Ml = 40 dB and Nf = 10 dB, the overall antenna gain is G = 5 dBz,
and N, = —70 dBm. The circuit’s power usage for amplification, sending, and
receiving was indicated as P, (mW) in the following. As expected, with an in-
crease in the number of interfering nodes and the level of interference power, the
outage probabilities for all protocols demonstrated a noticeable escalation as de-
picted in Figure 6.4. This trend is attributed to the collective effect of heightened
interference power, which effectively diminishes the signal-to-noise ratio (SNR)
experienced at the receiver’s end. As interference power accumulates, it exerts a
detrimental impact on the clarity and reliability of the received signals, thereby

increasing the likelihood of communication breakdowns or outages.

Nevertheless, the ICHC-RoF protocol was observed to have greater perfor-
mance enhancement as compared to the typical technique for the same degree of
interferences. Compared to other protocols, this protocol can be set apart for it

has two relays for forwarding signals gotten from the sensors.
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Figure 6.4: Outage Probability vs Power Transmission.
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Conclusion and Future Work

7.1 Conclusion

Forming the IoT-RoF, which is Inernet of Things (IoT) that combines both op-
tical fiber and wireless sensors networks is a promising technology. This thesis
designs new early fire-detection loT-RoF, the proposed design takes into consid-
eration data journey from the sensors to the smart cloud system. The BRAUS
protocol has also been suggested and its selection method based on the new pro-
posed method as a function of RAUs number, length of optic fibre, attenuation
factor and distance. Outage probability and bandwidth efficiency are two metrics
that have been mathematically formulated and analysed in terms of number of
RAUs and fibre optics length. We demonstrate that our protocol performed 30%
better than any other existing protocols Formulation of quantum entanglement-
based MAC protocol (QE-MAC) using Quantum teleportation and estimation of
its delay, cycle duty and power consumption are then described. The results in-
dicated that the proposed approach achieves enhanced performance with respect
to delay,duty cycle, and power consumption than other approaches. It is also
evident that QE-MAC with the RTS/CTS mechanism has similar performance
as QE-MAC without RT'S/CTS which is essential in avoiding data loss and col-
lisions. The future work could involve finding optimal power allocation for both
master and sensors nodes as well as formulation of throughput in the presence of
collision. When compared to published works, our proposed work has shown a
reduction in both delay and power consumption by 35The analysis of the energy
harvesting (EH) in cooperative communication technique performance through

the very dynamic Radio-over Fiber (RoF). It is important to note that this case
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study involved two different types of communication modes such as direct com-
munication mode over radio over fiber system and cooperative communication
mode. The conducted performance was done with outage probability for both
modes. In this case, we introduce the concept of Inter-Cluster Head Cooperation
over Radio over Fiber (ICHC-RoF) at last. It begins by considering the network
and proposed architecture of this vision under RoF paradigm. Following that, an
outage probability mathematical model is presented. Likewise, a mathematical
analysis of throughput is also carried out for the proposed protocol. Moreover,
it is also to be noted from both simulation as well as numerical results that the

ICHC-RoF system has high performance.

7.2 Future Works

The discussion of Energy Harvesting over Inter-WBSN Analog Network Coding
(EH-IWANC) is the foundation to open a new horizon of improvement of IoT-
enabled communication systems. Future research could focus on several promising

areas:

1. Optimization Algorithms: The ability to design mechanisms of self-
tuning of such values as w, which are responsible for the energy harvesting
period in the network. This adaptive approach could increase the quality

of the protocol concerning energy levels and communication differences.

2. Security Enhancements: Research on security aspects focused on the
EH-TWANC protocol to enhance data security. This includes countering
potential threats that could be exploited by attackers and exploring ap-
propriate encryption mechanisms for WBSN devices with constrained re-

sources.

3. Experimental Validation: Real-world testing of the proposed EH-IWANC
protocol in different and diverse environments to ascertain its viability. The
practical validations of an adaptive and functional communication protocol

are the key to its viability in natural environments with scale deployments
of the IoT.

4. Multi-hop Communication: A talking about the extension of current
multi-hop protocols where the signal that is sent between multiple inter-
mediate or relays nodes and then there is the final destination. It would
result in the network in a larger scale deployment becoming more efficient

and robust with such an architecture.
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5. combining with 5G : This study will be aimed at discussing how the
EH-IWANC process is to coexist with the future 5G and beyond networks
based on its ability to meet the most significant demands of these systems,

namely, the exceedingly low latency and fast data transmission.

6. Energy-Efficient Coding Schemes: The presented paper in the frame-
work of the EH-IWANC-situation traces the energy-efficient coding schemes
that can be considered in the situation of analog network coding. One of
the main aims is to define coding methods that allow reducing power level
needed to transmit the signals and receive them and can add to the energy-

efficient communication.

In conclusion, EH-IWANC protocol is a strong and energy-saving system of
developing [oT and cooperative systems. The given study provides a detailed
investigation of the possibilities of the protocol and how it can be utilized in
practice. Subsequent studies can therefore be devoted to other risks and possible
ways of improving wireless communication processes that will be resilient as well

as efficient in the real world.
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