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Abstract—This article is concerned with the design problem
of an H, optimal fault detection (FD) filter for networked
interval type-2 (IT2) fuzzy systems that are subjected to stochastic
cyberattacks. To effectively reduce the utilization of constrained
network resources, a new dynamically adjusted event-triggered
weighted try-once-discard (DAET-WTOD) protocol is developed,
in which two adaptive rules are constructed based on the
measured output and the probability of denial-of-service (DoS)
attacks. Furthermore, a fuzzy switched-like FD filter is designed
with the purpose of detecting system fault signals, while simul-
taneously considering the DAET-WTOD protocol and stochastic
cyberattacks. Subsequently, by utilizing an imperfect premise
matching (IPM) scheme, an opposition-based learning adaptive
differential evolution algorithm is proposed to deal with the net-
worked IT2 fuzzy systems. This algorithm is capable of iteratively
searching the membership function values of the fuzzy filter in
real time, thereby achieving improved H,, performance. Finally,
some simulation results are provided to verify the feasibility and
advantages of the proposed H. optimal FD technique.

Index Terms—Adaptive differential evolution (ADE) algo-
rithm, fault detection (FD), interval type-2 (IT2) fuzzy systems,
opposition-based learning, stochastic cyberattacks, weighted try-
once-discard (WTOD) protocol.

NOMENCLATURE
T-S Takagi-Sugeno.
FD Fault detection.
IT2 Interval type-2.
MFs Membership functions.
IPM Imperfect premise matching.
ADE Adaptive differential evolution.
WTOD Weighted try-once-discard.
DAET-WTOD  Dynamically adjusted event-triggered

weighted try-once-discard.

I. INTRODUCTION

UE to the critical importance of FD for the safe oper-
ation and maintenance of industrial systems, the field
of FD in nonlinear systems has received widespread attention.
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As an effective tool for modeling nonlinear systems [17], the
T-S fuzzy method has been applied in various fields [3], [7],
[81, [28], [31], [34]. Considering the uncertain parameters of
nonlinear plants, the IT2 T-S fuzzy modeling method has
been proposed in [14], [44], and [50]. Several significant
FD-related issues have been explored for T-S fuzzy systems
and many excellent results have been reported in the liter-
ature. For instance, to detect system faults, a sequence of
iterative proportional-integral observers has been developed
for discrete-time T-S fuzzy systems in [29]. In line with the
IT2 T-S fuzzy model, the FD filter design issue has been
addressed in [46] for a class of nonlinear systems with sensor
saturation. Taking finite frequency performance indices into
account, a new FD strategy has been developed in [16].
Furthermore, the advancement of information technology and
wireless communication technology has significantly acceler-
ated the development of networked control systems (NCSs).
Recently, considering the wireless communication technology,
the network-based FD problem has emerged as a prominent
research focus.

Although NCSs offer several unique advantages, the intro-
duction of wireless network communication also presents new
challenges. In real-world network communication, the band-
width of communication channels is limited, and traditional
time-triggered mechanisms may lead to network congestion,
resulting in slower system response and potential instability.
To address this issue, the event-triggered (ET) communication
scheme [24], [51] has been proposed by designing an ET con-
dition, which reduces unnecessary data transmission. Several
significant results related to ET-based FD strategies have been
reported. For instance, an event-driven FD technique, consid-
ering the parameter uncertainty of the plant, has been explored
in [25] for networked fuzzy systems. Furthermore, an adaptive
ET-based reduced-order FD filter has been developed in [26]
for a class of T-S fuzzy systems with complex communication
channels.

Compared to ET communication mechanisms, data schedul-
ing protocols allow only one sensor to transmit data to
the communication channel at a time, thereby reducing the
communication burden [38]. Generally, these data scheduling
protocols include round-robin protocol [37], stochastic com-
munication protocol [4], [41], WTOD protocol [15], [19],
and FlexRay protocol [20]. Due to its high efficiency, the
WTOD protocol has garnered much attention from control and
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signal processing communities. For example, a nonfragile set-
membership filter has been designed in [13] for 2-D systems
under communication constraints. Furthermore, slow and fast
controllers have been designed using the asynchronous WTOD
protocol to ensure asymptotic stability for networked singu-
larly perturbed systems in [11]. However, WTOD’s inability to
handle significant signal fluctuations and the potential waste of
resources (when fluctuations are minimal) highlight the need
for a new WTOD protocol, which can then be applied to IT2
fuzzy FD systems.

On the other hand, parallel distribution compensation (PDC)
methods [43] have typically been employed for designing
fuzzy controllers. However, PDC technology requires that the
MFs of the controller and the system be identical, which can
lead to significant conservatism. To address this issue, the IPM
strategy has been introduced. In [47], an IPM-based fuzzy
state feedback controller has been developed to ensure that IT2
fuzzy semi-Markov systems remain finite-time stochastically
stable. Furthermore, an observer-based repetitive controller
design scheme using the IPM technique has been investigated
in [33] for networked nonlinear systems subjected to multiple
network attacks. Notably, the controller’s MFs can be selected
freely within a limited region, and this selection process is
typically based on the designer’s intuition and experience,
which may ensure system stability but not necessarily achieve
the desired system performance.

To attain better H,, performance, a novel MF online itera-
tion strategy has been proposed in [23] and [48] to optimize
the controller MFs based on the IPM approach for T-S fuzzy
systems. This MF online learning algorithm has also been
applied to improve driving comfort levels in fuzzy vehicle
suspension systems in [48]. However, it is well-known that
the gradient descent approach used in MF online learning
algorithms [48] is highly sensitive to initial parameter values,
which may result in different local optimal solutions depending
on the initial values chosen. To overcome this challenge, a
new MF online learning method incorporating the differential
evolution (DE) algorithm has been proposed in [49] to achieve
the desired H., performance. Note that the conventional DE
algorithm has limitations such as premature convergence and
low search capability. Moreover, few studies have addressed
the complex problem of H, performance optimization for
IT2 fuzzy FD systems under stochastic cyberattacks and data
scheduling protocols. Therefore, designing a new FD scheme
to address these challenges is another key motivation of this
article.

This article explores a new H. optimal FD scheme for
networked IT2 fuzzy systems subjected to stochastic cyber-
attacks under a new WTOD protocol. The main contributions
are outlined as follows.

1) To manage the data transmission of distributed sensors
more efficiently, a DAET-WTOD protocol is proposed.
Unlike the existing WTOD protocols [11], [19], the
DAET-WTOD protocol integrates both an adaptive
ET mechanism and the WTOD protocol. This inte-
gration includes two time-varying adaptive rules that
regulate thresholds based on the system’s dynamic
information.

2) A fuzzy switched-like FD filter with asynchronous MFs
is designed, considering both the DAET-WTOD protocol
and stochastic cyberattacks. This filter effectively diag-
noses system faults in networked IT2 fuzzy FD systems.

3) Building on the IPM technique, a new MF online opti-
mization approach utilizing an opposition-based learning
ADE algorithm is introduced for networked IT2 fuzzy
FD systems. Through this MF optimization technique,
better H,, performance is achieved by finding the opti-
mal fuzzy FD filter MFs in real time.

The structure of this article is organized as follows. Sec-
tion II presents the problem formulation, while Section III
outlines the main results. Sections IV and V cover the simu-
lation verification and the conclusion, respectively.

In addition, to better understand the abbreviations used in
this article, the Nomenclature regarding the main terminolog-
ical abbreviations is provided.

II. PROBLEM DESCRIPTION AND PRELIMINARIES
A. Networked IT2 Fuzzy Model

The considered nonlinear plant is described by the IT2 fuzzy
model equipped with # rules.

Plant Rule t: IF O01(x(k)) is ¥}, AND--- ANDO(x(K)) is
¥,, THEN

x (K + 1) = Ax(K) + Ew(K) + Ef(Kk)
y(k) = Cix(k) (D)

where O,(x(k))(a = 1,2,...,%) and W.,(t = 1,2,...,%) are,
respectively, the premise variables and the fuzzy sets, in which
7 and 7 stand for the number of IF-THEN rules and premise
variables, respectively. x(k) € R™ denotes the system state
vector. y(k) € R™ represents the measured output vector.
w(k) € R™ and f(k) € R™ stand for the external pertur-
bation satisfying L,[0, c0) and the fault signal, respectively.
A, E;, Eyy, and C; stand for known system matrices. The acti-
vation intensity of the tth fuzzy rule is described as & (x(k)) =
[£,(x(K)). &(x(K))], where £,(x(K) = [, €y, (0ux(K)) >
0,5x(K) = [Th_, & (0, (x(k) > 0. g(x(k)) and &(x(k))
are the lower and upper MFs (LUMFs) contenting &,(x(k)) >
&,(x(k)). The lower and upper membership grades (LUMGs)
are represented by 1 (04(x(k))) and &y (0O4(x(K))), in which
&y (04(x(K))) 2 €y (Oa(x(K))).
Similar to [42], the IT2 fuzzy model is deduced as

h
x(k) = ) g (x (k) [Ax(K) + Ew(k) + Eff(K)]

t=1

h
() = Y g (x () [Cx(K)] )

=1
where
h

8 (x(Kk))
—_, g (x(k)) =1
Zrh:1 8 (x(k)) ;

8 (x (k) = H,(x(K) g (x (K)) + H, (x (K)) & (x (K)).

The normalized membership can be represented by
g(x(k). H,(x(k) € [0,1] and H,(x(k)) € [0,1] are

g(x(k)) =
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Fig. 1. Networked FD system with DAET-WTOD protocol.

nonlinear weighting functions that

H,(x(k)) + H,(x(k)) = 1.

(NWFs) satisfy

B. Probability-Dependent DAET-WTOD Protocol

As shown in Fig. 1, the measured output y(k) is trans-
mitted via a wireless network communication link and
scheduled according to a new data transmission strat-
egy. Suppose that there are ny sensor nodes. In addition,
yk) = [y{(k),y;(K),...,y5 (K)]", in which the sampling
signal of the i1th sensor can be represented by y,(k) (1 =
1,2,...,ny). For the ith sensor node, the following function is
devised:

w®) = (v, (6) -y, ®) ¢ (v, (6.) -y W) (3

in which y,(¢, ;) denotes the latest triggered output data
of the ith sensor node. ¢, > O stands for the given
weighting matrix. Therefore, u,(K) represents the deviation
between the current sampling data and the previously trans-
mitted packet y,(£, ;) for the ith sensor node. Based upon
the traditional WTOD protocol [19], the index of the sen-
sor node that is selected to trigger measured data at the
present moment k can be determined by the following
condition:

T(K) = arg max u,(k) “4)

where T(k) € {1,2,...,ny}. It is clear that only one sensor
node can be selected to transmit the measured output data
to the wireless communication network at a time. Unlike
the existing WTOD protocol [19], a novel packet trans-
mission scheme is introduced that simultaneously integrates
a probability-dependent adaptive ET mechanism with the
WTOD protocol to more effectively manage the transmis-
sion of measured packets among multiple sensor nodes.
Two time-varying threshold functions, omax(K) and omin(K),
are provided, where o pax(K) € [07.4) Omax] and omin(k) €
[T min» Omin]- In addition, to construct the new data trans-
mission protocol, a positive parameter A, is given, where
1 € {1,2,...,ny}. As a result, the following three scenarios
can be considered.

1) Case I: If there exists w,(K) > 0 max(K)y,(K) 2,y,(k), all
sensor nodes can release the current sampling data at instant k.
The upper bound time-varying threshold function is provided

as follows:
Omax(K+ 1)
(0max (K) = @) tanh (=81 (1 + ) lle (WIP) ,

if {((k)<0

= O max k) + -

(k) (T'max — 0'max (K)) tanh ( 1 (1 - 9) lle (k)llz) s
it £(k) >0
5

where 0 < o, < Tmax. B1 stands for a positive constant.
e®) = y(t) - y&). () = [l - Iy & denotes the
probability of denial-of-service (DoS) attacks, which will be
described in the following.

2) Case II: If the condition in Case I is not met but
there exist any w,(kK) > omin(K)y, (k)" 4,y,(k), the packet of
the ith sensor node is transmitted to the network at instant k.
The lower bound time-varying threshold function is given as
follows:

o-min(k + 1)
(0min (K) = &pi,) tanh (=82 (1 4 6) [le W),
if (k) <0
= U min k) + A
Tnin) ) G = o () tanth (B2 (1 = 9) lle (OIP)
if (k) >0
(6)

where 0 < o, < Omin. B2 1S a positive constant.

3) Case III: 1If there is no wu,(k) that satisfies either
Case I or Case II, but all measured data content u,(k) <
O min(K)y,(K)" 4,y,(K), then no measured packets are released
to the network at instant k.

In the following discussion, S-S5 are defined to represent
the moments that satisfy Cases I — I1I, respectively. Sub-
sequently, the release of the measured output y(k) can be
analyzed according to these three different scenarios.

Case I: For k € S|, there exists u,(k) contenting

w,(K) > Tmax (K, (K) 2.y, (k). (7)

Considering the designed probability-dependent DAET-
WTOD protocol and the stochastic DoS attack caused by
malicious network attacks under zero-order holder (ZOH)
strategy, the transmission rule of the signal y,({,) can be

represented by
. (1 -6(K))y,(k),
Y: t,) = .
( p) YI ( p—l) )

where y,(¢}) stands for the sampling packet received by the
filter from the 1th sensor node. (k) denotes a random variable
that satisfies the following Bernoulli process:

if y,(K)satisfies (7)
else

®)

Prob{6(k) =0} =1-6, Prob{d(k)=1}=40 9)

in which 6 € [0,1] is a known parameter. If the measured
signal y,(k) satisfies (7) and 6(k) = 0, it indicates that
there is no DoS attack on the ith sensor node at the current
moment, allowing the filter to receive the measured packet
y.(k). Conversely, 6(k) = 1 signifies that the ith sensor node
is under attack by malicious hackers.
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Define e,(k) = y,(,) — y.(kK),(1,2,...,ny) and e(k) =
[elT(k), eg (k),...,e,{y(k)]T. When the measured signal y,(Kk)
satisfies the condition (7), e,(k) = (1 — 8K)(y.(£,) — y.(K)),
and el (K)p,e,(k) is 0 or y, (k) ¢,y,(k); therefore, one has
O—max(k)yt(k)T/llyl(k) 2 e,T(k)(ﬁ,e,(k), in which o max(K)4, = ¢..
In the case that the measured signal y,(k) does not satisfy the
condition (7), one derives y,(£}) = y.({,_,), then el (K)g,e (k) =
u,(k), which signifies that o (K)y,(K)? 1,y,(k) > e (k)p,e,(K).
Moreover, one derives

Z [crmax &)y, K7 4y, (k) — e (k) ¢e, (k)] > 0. (10)
=1
In addition, (10) holds if
Tmax(K)YK) Ay(k) — ¢’ (k)Fe(k) > 0 (11)

where A = diag{1;,1,,... ,/lny} and F = diag{¢;, ¢, .. .,¢ny}.
Case II: For k € S,, there exists u,(k) contenting

w,(K) > omin(K)y, (k)" 2,y,(K).

In this case, based on the (4), the corresponding sensor node
T(k) is selected. The input signal y,(k) obtained by the filter
can be characterized in detail via

) (1 -0(K) y.(K),
1 k)=4{_
$0 =15 -1y,

Set y(k) = [¥1 (k), 2 (K),... ,yl{y(k)]T. Therefore, the follow-
ing formula is obtained:
(k) = (1 = (k) Wy (k) + Py — 1)

where y(k) € R™ represents the input signal of the filter.
\PT(k) = dlag{é(T(k) - 1), ey 6(T(k) - l’ly)}.‘PT(k) =]- \P'Y'(k)~
o() € {0, 1} stands for the Kronecker delta function.

Case III: For k € S3, all u,(k) satisfy

u,(k) < omin(K)y, (k)" 2,y,(K).

When (15) is satisfied, based upon the input signal retention
mechanism, we have

(12)

if 1 = T(K)
otherwise.

13)

(14)

15)

yi(k) =y, (k = 1). (16)

For all y,(k), by using (15) and (16), it is deduced that

O—min(k)le(k)/llyl(k) > (yl(k - 1) - Yz(k))Tfﬁl(yz(k - 1) - yl(k))3
that is

Ny

Z [omin )y, ®)T Ly, (k) — ¢ K)pe, K] >0  (17)
=1
and therefore,
Tmin(K)y’ (K)Ay(K) — e’ (k)Fe(k) > 0. (13)

Remark 1: The new DAET-WTOD protocol is designed by
leveraging the characteristics of the adaptive ET mechanism
and the principles of the WTOD protocol. This design allows
for dynamic management of the number of triggering packet
sensors in distributed sensor networks. Within the DAET-
WTOD protocol, two adaptive rules are formulated to adjust
the ET thresholds o (K) and opin(K) based on real-time
system dynamics and the probability of DoS attacks. Given the
constraints of limited communication bandwidth, the proposed

DAET-WTOD protocol is more effective in conserving com-
munication resources while ensuring FD performance under
stochastic cyberattacks.

Remark 2: Based on the transformation tendency {(k), the
adaptive rules (5) and (6) can dynamically adjust the ET
thresholds 0 max(K) and oin(K). When (k) > 0, the ET thresh-
old o (K) increases toward o p.x; otherwise, it decreases
toward o, .. The adaptive adjustment of the ET threshold
O min(K) follows the same principle as o (K). Unlike the
existing adaptive rule [40], which only provides a lower bound,
this approach defines two bounded ranges, [0, Tmax] and
[T min» O min]. These bounded ranges prevent difficulties in data
transmission due to the unbounded continuous increase of ET
thresholds and address the problem of frequent data triggering
caused by overly small ET thresholds.

Remark 3: Unlike the normal WTOD protocol [11], which
only allows one sensor to transmit data to the network, the
proposed DAET-WTOD protocol categorizes sensor data into
three scenarios to manage data transmission based on the size
of data fluctuations. This approach allows for more efficient
use of limited communication resources, further conserving
bandwidth while ensuring effective data transmission.

C. Asynchronous Mf-Based FD Filter

Under the IPM strategy, the FD filter subjected to asyn-
chronous MFs can be devised as follows.

Filter Rule h: TIF ¢(x;(k)) is L, AND--- ANDy,(x/(K))
is L{}, THEN

Xr(k + 1) = AgpragXp(K) + Bnraog¥(K)

rr(K) = CrnraoXs(K) + Dpyrao ¥ (K) (19)
where @(xr(K)) = [p1(Xf(K)), p2(Xf(K)), ..., @y (X¢(K))] stands
for the premise variable, and L' (h = 1,2,...,h;c =

1,2,...,b) are the fuzzy set. x;(k) € R™ and ryq(k) € R™
are the state of fuzzy FD filter and the residual signal,
respectively. Afh,'l’(k)’th,T(k)’th,'Y’(k), and th,‘I‘(k) denote the
filter gain matrices. The activation intensity of the jth fuzzy
rule can be described as L,(x¢(K)) = [¢,(x¢(Kk)), i(xr(K))],
where ¢,(x;(K)) = [T 2, (0e(x(K)) > 0 and 7,(x/(K)) =
]_[Z:1 %1 (pe(x7(K))) > 0 are LUMFs, which satisfy ,(x¢(k)) >
4, (xr(K)). ’iLQ(‘:"e(Xf(k))) and R (pe(x¢(k))) are LUMGs which
content %y (pe(Xr(K))) = %, (0e(x¢(K))).
The global fuzzy filter is expressed as follows:
h

xp(k+1) = Z T (Xf k) [Afh,T(k)Xf (K) + Byira)y (k)]
h=1
h

rr(k) = Z T (Xf (k)) [th,T(k)Xf (K) + Dsprao¥ (k)] (20)
h=1
where
(%7 (k) -
7 (xr(K) = —————— >0, T, (xr(K)) =1
h ( f ) Z:l %, (Xf (k)) ; h ( f )

i (3 () = N, (%7 00) 1, (x () + s (%7 (10) & (x7 (K))

T4(xs(K)) stands for a normalized membership. The NWFs
are represented by N, (xy(k)) € [0, 1] and Nh(xf(k)) e [0,1],
and N, (xr(k)) + Nh(xf(k)) = 1. For ease of description, let

gi(x(K)) £ g, and 7,(x,(K)) = 7.
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D. Fault Weighting System A";th = [pr;, N th,p‘i’p Crnp —.FCW]
A fault weighting technique can be introduced to enhance Agnp = [-0Dm¥oC; 0 0 0],p=1-8
FD p(.erformanc.e in this sectior}. Here, f,(x)=N (z)f(z),owhfare Criny = [0 _ ]:DW] . v=0kK) -
N(z) is a function known a priori. The state-space realization )
of £,,(z) = N(2)f(z) is described as follows: For k € S3, on the basis of (2), (16), and (20), one has
noh
xy(k + 1) = Ax,,(K) + B, f(k) ~ A
nk+1)= 8Th | A1, (K) + E1 pd (K)
£,,(K) = C, X, (K) + D, f(K) @1) ZI; 7 A 4 0]
where x,(k) € R™ stands for the state-space vector. _ . .
Ay, B,,C,, and D,, denote the constant matrices. rk) = ZngTh [Astnom (K) + Eanpd ()] 24
=1 h=1
E. Augmented FD System where
Define (k) = [x (k). 5" (k — 1), x5 k), x[(%)1”, and y(£,) = A0 0 0
Y7 (€. Y5 (). ....y5 (). In addition, let 7(k) = ry(k) - Ay = 8 B’ AO 8
Fh, 00,0 = k). = Yk + 1), and d(k) = [w? (k). 7). o o ot o4
For k € S;, combining (2), (8), and (20), it yields that L w
E, Ep
LA 0 0
nk+1) =" g [Anpn k) + Enpd K) + Cnpy ()] Ewo=]¢ o | EBuws=[0 -FD,]
=1 h=1
R L 0 Epn
FK) = > gty [Anpn (K) + Ejgnpd (K) Ay =[0 Dpy Cpp -FCul.
==l c ¢ ” In the following, an FD mechanism is described. Similar
+Ciaay (6)] 22 [10], we define the residual evaluation function H(ry) and
where the FD threshold Hy, as follows:
A, 0 0 O E, Ey L[
_ 00 0 O - 0 0 H(ry) = - rr(®)r(k) (25)
= = f f
Aav=110 0 ap, 0 |* Fr=0 o k g !
|00 0 A4, 0 B, Hyn = sup H(rp). (26)
0 0#weLy,f=0
Con = 1 Ay = O 0 Cpy —FC, ] In terms of (25) and (26), the following FD logic is provided
’ E ’ to detect the occurrence of faults:
0
_ H(r¢) > Hy, = with faults = alarm 27
Eynp = [0 . Citnp = Dypp. (rp) > Hin @7
H(rf) < Hy, = no faults. (28)
For k € S,, based upon (2), (14), and (20), it follows that:
hooh
nk+1)= ZZg,Th [(A1tp + Asnp) 7 (K) + Egnpd (K)] III. MAIN RESULTS
:1 h;l In this section, sufficient criteria for the asymptotic stabil-

e - ~ ~ ity with H, performance are presented for the FD system
Fk) = ZZngh [(Asinp + Asnp) 7 (0) + Crinpd (K] incorporating the DAET-WTOD protocol and DoS attacks.
=t k=t (23) Additionally, based on Theorem 1, the design conditions for

the FD filter are provided in Theorem 45 [2].

where
[ A, 0 0 0
~ p¥,C, ¥, 0 0 A. Performance Analysis
Aty = pBpy¥oCr Bmp¥y Apy 0 Theorem 1: Let the fuzzy FD filter gain matrices A s, p, B, ps
i 0 0 0 A, Cfnp, and Dy, and positive constants ¢, Ai, Omax, Tmins A,
B 0 0 0 0 F, F, 8, b, u, U, ¢, and vy be given. Assume that the MFs
- -0¥,C, 0 0 0 satisfy 7, — 658, 2 0 (0 < g, < 1) and there exist matrices
Aohp = “BuuC, 0 0 0 G, > 0,M,N, Q satisfying (1 <t, h <h)
|0 000 g + Mg = 2M <0 (29)
Eot E({t ththpq + S‘tnhtpq —spM —¢M+2M <0 30)
Esv=19 o Othog + Oppg —2N <0 (31)
0 B, ShO®thpq + S Onpg — SN — ;N + 2N < 0 (32)
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Qunpq + Qhrog =20 <0 (33) + u[Fmay” KAy (k) - e’ (K)Fe(K)]}
gthhpq + S'tQhrpq -0 -60+20<0 (34) ht
= 8T (K)inpeé1 (K). (37)
where ;; cel o
Fipq * * * To obtain more relaxed conditions, a slack matrix is intro-
Mo = | F2owe Fampg % * duced as follows:
thea = 0 -F - P
F4thpq FSthpq 0 F6thpq Zth(gh —1,)M = 0. (38)
Fliinpg = AtThquAlhv -G, + AthhpAhhv + CtTUCl =1 b=l
_ _ - Inserting (38) into (37) yields
Fainsa = ChyGoAuns + ChinA1ins s Y
_ _ . E{IpKk)|keS
F3thm = CZ};quCthD + C{[hpclthv { Dh( )h| : } i h
_ - o 1
Faipo = EyGoAinp + ElppA iy DB L ACHACEESPYP AT
FStth = Et{lquC‘thp + Eﬁhpclthp =1 h=l I o M =1 h;ll M
n n » » X h h - -
F6tth = EglquEthv + EthhpElthp - ')’21 [g} (gh thpa - 611 g = S Mt )
Tl . + (71 = s1gn) (Minpg + Mppg — 2M) | £1(K).  (39)
® =
thpg |:r2thpq r31hqu| Case B: Based upon (23), defining
_ AT i XT X
Friboa = Ay Gockiiny & Ay Goflo Lm0 = [k a6
+ A3npAsmp + AsnpAampy — Gy deri
N - U one derives
Dathpg = EgquAnhp + ClpwAst
F3thpq = Et{]quEthp + C‘ﬂhpclthp - 7’21 E{Jp Kk €S, }
Yimpg * % <E{" k+DGnk+1D-n" & Gk
Qup=| 0 -F = + 7 07k —y*d" W d &)
Yompe O Yampg noh
Yitoo = Al Gohiny — Gy + ALy, Asny + CTOC, = > &thés (10)Oumpea(k). (40)

7 . A
Yatnpg = E1npGoAing + ExppAsinp

AT . AT oA )
Y3thpq = ElinpGoErmp + ExgpEomp —¥71

F=uF, U=psmuxA, Cr=CE, 9=usmnA

t=1 h=1

By utilizing the same method as in Case A, the equation
with the slack matrix N is introduced for the inequality (40).
Then, one has

E=[1 0 0 0], v=,/8(1-0) E{Jp K[k €Ss)
0 0 0 O 1 L2
Ao = —b¥C, 0 0 0 < Ezzngzr(k) [8h (54Ot + §1Ohipg — N — 5N
0T By, PC, 0 00 =1 h=1
0 0 0 0 + 2N) + (14 — $181) (Othpg + Opipg — 2N) | E2(K).  (41)
Agp = [-0Dpy¥C, 0 0 0], Case C: On the basis of (24), defining
Then, the FD system is asymptotically stable with H, &(K) = [ &) oK) dT(k)]T
performance. )
Proof: Select the following Lyapunov function: we obtain
V(K) = 5" K)G,n(K). (35) E{Jp () |k € 83}
<SE{ k+1D)Gnk+1)-n" k) Gk
In addition, a new variable Jp(k) can be defined by {n" ( ;‘ )Gan ( +2 )T n° (k) Gy (k)
. - + 7 (K7 -yd (k)dk)
Jold) = Ao+ (ordo -y Goddo. - (0 1 [Loiny” 10 Ay () = & (R)Fe ()]}
Case A: Define Xh:Xh: ,
= 8Thé1 (K)Quhpoé1(K). (42)
a=[1"® yu) Jdk dx]. P "

In accordance with (37) and (38), the difference of V(K) can

be obtained as follows:

E{Jp(K)|keS)
<E{" &k+ DGk +1)—n" (K) Gy (k)
+ 7 (k) 7 (k) - y*d" (k) d (k)

Similarly, the slack matrix Q is introduced. Then, one
has

E{Jp (k) |k € S3}

hoh
< %ZZ&&Z (k)

t=1 h=1
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X [gh (gthhpq + thhtpq -6 0-60+ 2Q) (sz = diag {Gq — He {Vp} 7Gq — He {Vp} ,—1, _I}
+ (= 518n) (Qunpa + Qupg — 20) | £3(K).  (43) G3, = diag {G, — He {W,} ,G, — He {W,} ,~I, -9}
For the above three cases, under 7, — ¢g; > 0, based on H, = diag {Hp,Hp, -1, —9}
(29)-(34), we can obtain H, = diag {H,, H,, H,, H,}
E{Jp ()} <0. (44) G, * *
G,=|G G
In the case of d(k) = 0, by using the Schur complement, ! G21’“ Gzz,q G*
it can be inferred that E{7p(k)} < 0, which implies that the = b e e
FD system achieves asymptotic stability. Summing both sides Asnp 0 Ay G
of (46), we have E{|[F(Kk)I[3} — y*ldK)II3 < 0, which implies . Clwo O Chyo 0
that the H,, performance can be achieved as well. The proof Apyp = ' '
is now complete. ] 0 0 0 0
. . Egth,p 0 E{th,p 0
B. Asynchronous Fuzzy FD Filter Design AT [:IZ 0 0 0
The influence of the DAET-WTOD protocol is reflected in _r 0 0 0 0
the FD filter gain matrices A gy p, Bfip, Cnyp, and Dyy . In App = 0 0 AJT%D 0
Case B, by the means of the DAET-WTOD protocol, we can 0 0 0  ATHT
conclude that p € {1,2,...,ny}. In addition, since there is no - ETAT 0 0 0 b
data released, p = 0 is defined for Case C. Besides, p = ny+1 Egh - £
is defined for Case A. Based on the above analysis, it is known e | ELH] 0 0 BLA]
that p € {0,1,...,ny+1}. In the following, Theorem 2 provides cT. = [0 Ar BT 0]
s . Ath,p — P fhyp
the conditions of the fuzzy FD filter design under the proposed - - o o
DAET-WTOD protocol. $ Asnp Az Asnp  Adinp
Theorem 2: Let the positive constants ¢, 4;, G max, th.p — Egth , 0 C‘thh , 0
Omin» A F,F,0,0,,0, 9, and y be given. Assume that e o - A A A
T —¢ngn = 0 (0 < g, < 1) is satisfied, and there exist matrices Vi = d_]agT{AVT”’ Ve, I’TI} ’T . TV” B d]:g i‘f’;’ Vo V. Vi
G, > 0,H, > 0,V, > 0,W, > 0, and M,N,Q satisfying ArVy  pCYYVy pCi¥y By, 0
1<t, h<h T ¥7 B
d=nh=h _ a0 wmwwE, o
31 th,p — T
| 2w, l<o @) 0 0 A 0
Ath,p + Aht,p 2M i 0 0 0 Ag va
gl - B TOT
L Hom : <0 @46 o _|[EVe 0 0 0
VSrBinp + VSihuy  VSHM + GM Eson =\ pror o o mryr
- L=rft"p fthp
s/ - N -
L 20w, “l<o @) 0 -bCI¥LVy  -bCIWIBL, 0
Zinp + Ly 2N YT /T T BT
- . 0 YoV, Y. B 0
5 T pVp 2 fhp
26y . 0wy ™7 0 T 0
VerZiny + VeiZmp VN + N e .
- - 0 0 0 AT pT
L 20, “lco @49 CAT 0 AT T
Emp +Emp  2Q . =iy e '
. 3 Ethy = 0 0 0 0
26, * <0 (50 o) o7
VerEny + VGEmy  VERQ+ VEQ L Ezne 0 By 0
- AfwW! 0 0 0
where
-l i _p 0 vr B! 0
Afh,p = I_Ip lAfh,p» th’v — Hp 1th’v’ (D =ny + ]) AT _ P fh,p
A = 0 0 AT 0
Apnp = Vy Apnp X
By =Vy' By, (pe{l,2,....ny}) | 0 0 0 ATWT
Apno = W' Apnp. Bpno = Wy Bpi, (0= 0) o EfW; 0 0 0
Ciip = Cips Dpnp = Dyiy = ULELWT o0 o0 ELZT
and in which W, = diag {W,, W,, 1,1}
G\, = diag {G, - He {H,} ,G, — He {H,} ,~1,-U} W, = diag {W,, W,, Wy, W, }
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M = diag {-G,,0,-F,—y’I} - M
N = diag {-G,,—y’I} - N
Q = diag {-G,,-F,—y*I} - Q.

Then, the FD system is asymptotically stable with H, perfor-
mance.

Proof: By utilizing Schur complement to the conditions
(29)-(34), the following inequalities can be obtained:

26! %]
a <0 51
|:Ath,p —+ Ah,’p 2M | G
- -
26, * <0 (52)
Verhmyp + VS Ay  VSIM + oM |
2G2 -
q <0 53
[zm,p +Zpp 2N (33)
. -
26, * <0 (59
VerZimp + VeiZmy VN + GN |
263 %]
- a_ <0 55
|::‘th,p + Znep 2Q i 55)
-3 -
_ % * <0 (56)
VSnEmy + VSriEmy  VSrQ+ +6Q |
where
A1 _ 1 el
G, = diag {-G;',-G;',-1,-U}
0 1 el
G, = diag {—Gq =Gy, -1, —I}
0 1 el
G: = d_1a_g {-G, ,—G_q ,—1, —?}
Ay, 0 A, O
A ch, 0 Cf,, O
hp =
e 0 0 0 0
Bf, 0 B[, 0
y Athh,p A2Tth,p A’gth,p Az{th,p :|
th,p = ~ ~
| B, 0 Clp, O
A{th,p O Agth,p CIT
Zwe=| 0 0 0 0
L B{th,p 0 BZTlh,p 0

Pre- and postmultiply (51)—(56) by diag{H,, Hy,I,1,1,1,1,1}
and its transpose, diag{V,,V,,I,1,1,1} and its transpose, and
diag{W,, W,,1,1,1,1,1} and its transpose, respectively. For p =

ny + 1, let A7, | = ApnoHY and By, = By HL. For p €
{1,2,...,my}, let A}, = Ap,,Vy and B, = Bp,,V;. For
p =0, let AT, = Ap, W and BY,, = Bp,WI. Then, one
derives
2G! *
[ﬁ " <0 7
App + Aprp  2M |
2G}, * T
S N <0 (58)
VSrBinp + VShny VoM + VM |
2G3, ]
R . <0 59)
Shp +2np 2N i

263, _
) ) <0 (60)
VSiZinp + VrZnpe VSN + oN |
2G_:;ﬂ * ]
. . <0 (61)
Eth,p + Eht,p 2@ _
2G3, * ]
) . <0 (62)
VSiZhp + VSiZhp  V$rQ + 1/5Q |

where
G,, = diag {-H,G,'H],-H,G,'H] ,-1,-U}
szoq = diag {_Van_lva, —Vqu_l VpT, -1, —I}
G, = diag {-W,G;'W!, -W,G;'W!, 1, -9} .

Moreover, for positive-define matrices G,, similar to [9],
G, — HelH,},G, — He{Y,}, and G, — He{Z,} are utilized to
replace —HpGngpT, —Vqu‘l VI, and —W,JGg1 W, respectively.
Then, the conditions of the fuzzy FD filter design (45)—(50)
are obtained, and the proof is completed. [

Remark 4: In accordance with the IPM technique, due to
the introduction of equations with slack matrices during the
system performance analysis process in Theorem 1, the fuzzy
FD filter MFs are freely chosen within the allowed range
specified in the following:

gig1<t <1
Mg <1 <1
(63)

Si-18h-1 < Tho1 < 1
sngn <Th < L.

It should be particularly noted that, within the IPM technique,
the fuzzy filter MFs [25], [26] are generally constructed based
on the designers’ work experience and subjective intuition.
While this traditional method of selecting filter MFs can ensure
the stability of the fuzzy systems, it cannot achieve optimal
H,, performance.

Remark 5: 1t is obvious that different system performance
outcomes can be achieved depending on the design of the
MFs. Consequently, we are committed to exploring an MF
optimization technique aimed at enhancing H., performance.
To achieve this, the opposition-based learning algorithm is
proposed for the first time. Define

T:[T],Tz,...,Tﬁ]T ERﬁ

as the population, where 7, (1 = 1,2,...,#) is considered as
an individual. The main objective in this article is to find the
optimal values T* = [7],75,..., T;]T that satisfy the following
fitness function:

f (@1, 12, .., 1) = min [[F(K)]| (64)
TeQ

where Q € R” represents the feasible value space of T.

C. MF Optimization With Opposition-Based Learning ADE
Algorithm

In this section, the new MF online iteration procedure using
the opposition-based learning ADE algorithm is presented to
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achieve improved H,, performance, specifically enhancing the
disturbance attenuation ability for networked IT2 T-S fuzzy
systems. The differential evolution (DE) algorithm, known for
its effectiveness in multiobjective optimization, is employed
to address optimization problems in multidimensional spaces.
The key core steps of the DE algorithm include hybridization,
mutation, and replication manipulations. The designed ADE
method offers advantages such as ease of implementation, fast
convergence, and fewer parameters. The detailed optimization
process of the ADE approach is outlined as follows.

1) Set Initial Population: For the provided ADE algorithm,
the boundaries of each variable should be determined first
at the beginning of the algorithm. Thereupon, the lower and
upper bounds (LUBs) of the filter MFs should be determined
in advance. Considering the filter MFs limitation Zzzl Ty =1
that must be guaranteed during the optimization iteration
process, fi—1 filter MFs 71, 75, ..., 75— are taken into account,
and the filter MF 75 is devised based on 7, = 1 — ZZ;II 3.
Moreover, since the lower bound of #th filter MF 13 is
sngn, consequently, the sum of the 7 — —1 filter MFs cannot
exceed 1 — ¢ 8s-

In accordance with the foregoing discussion, the LUBs of
each filter MFs 7; (I = 1,2,...,% — 1) are further deduced by

1—Zh- S+ 61

Timin =61 ST < + = Tl max
1_Zh: St + 6

Tomin =62 <72 < + = T2 max

1- ZL S+ Sno1
r

Th-1min = Sh-1 < Tp-1 < = Th-1max

(65)

where

-l e+ Y
1-g¢ '

Hence, Q = [T1 min> T1max) X - ** X [Thmin, Tamax]- Then, the size
of population NP should be determined.

For the ADE algorithm, it is crucial to select an appropriate
initial population. If the population size NP is too small, the
ADE algorithm may converge prematurely or even stagnate.
On the other hand, the computational burden may increase,
and the convergence speed may significantly slow down if the
population size is set too large. After determining the size of
the initial population, the operation (66) is performed to obtain
the initial individuals

T?V = Tin + diag {rand, ..., rand p X (Tax — Tmin)  (66)
—_————
h-1
— T —
where Tmin = [Tl mins - - - > Th-1 min] and Tmax = [Tl maxs « -+«
T
Th-1max] -

A random scalar belonging to (0,1) is described by the
symbol rand. The initial population can be represented by the
superscript 0. In addition, the Nth individual is represented by
the subscript N.

2) Mutation: To produce the new mutants, the ADE algo-
rithm can stochastically select three different individuals.
Subsequently, two of them can be calculated by subtracting
and adjusting to produce a new result. In addition, the obtained
result can be combined with the remaining individual

Vb=, ok (- k)
Ni,N,,N;€{1,...,NP}, and N # N; # N, # N;3 67)
and
o = a:(—&—rl X @, if I”2<'81 68)
a, otherwise

where the Nth mutant and the Nth individual are represented
by VX and 7¥, respectively, in k th generation. An adaptive
scale parameter a* is utilized for controlling the impact of
difference item. r; € [0, 1] and r, € [0, 1] denote independent
stochastic values. & stands for the probability of adjusting the
adaptive scale parameter a*. @; and «, are given parameters
that satisfy 0 < @y < @, < 1, in which a, = 1 — ;. Based on
the adaptive rule (68), one can derive ¥ € [ay 1].

3) Crossover: For the ADE algorithm, the cross manipula-
tion can enhance the species diversity and make the population
as rich as possible. In addition, the cross manipulation can
pick excellent individuals and insert them into the current
population.

Next, the specific operation rule is given as follows:

ok V,l\‘,vw, rand(0, 1) < Cor ¢ = @Yrand
N.

W T )k
TN,gp’

. (69)
otherwise

in which Hl,f,’w stands for the value of the p th dimension. The
probability of crossover can be represented by C belonging to
[0, 1]. For the current population, in the case of C is small,
more information of individuals can be maintained. Instead,
it may lead to more individuals changing in the population
increasing the number of diversity, and making the search for
optimal solutions easier. gr,,q represents a randomly generated
integer. Based on the operation (69), the species diversity can
be increased.

4) Selection: The acquired experimental individuals are
compared with the target individual. If the fitness is small
in the case of using the experimental individual, the target
individual may be replaced by the experimental individual.
And then, the experimental individual can enter the next
generation. In addition, if not, the target individual is used
for entering the next generation

Al On. if £(6)) < f (7))

N .
7%, otherwise.

The best values of the filter MFs 77,...,7; that can minimize
the fitness functions (64) are singled out. Then, the global
fuzzy FD filter is designed by combining the best filter MFs
with the obtained fuzzy filter gains.

Opposition-based learning [27] has been proven to be an
effective search approach. It is a commonly utilized optimiza-
tion strategy in machine learning that identifies the reverse
solutions of the current solutions at each iteration of the
algorithm. The algorithm then selects the solution that is more

(70)
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favorable for evolution from both the current solution set and
the reverse solution set. Leveraging the inherent advantages of
opposition-based learning, a new MF online iterative learning
algorithm is proposed to find the optimal MF values for the
fuzzy FD filter.

Based on the definitions of opposite number and opposite

point, an opposition operation is introduced as follows.

1) Opposition-Based  Optimization:  Set  .# =
(1,%2,...,%;) to be a point for z-dimensional
space, where %, € [a,,b,], j=1,2,...,z. The opposite
M = (1,%,, ..., %;) can be obtained by the following
equation:

%p=a,+b,—x,. (71)
Based on the fitness function f(-) (64), if f(%) <
f(#), the point .# is replaced by .#; otherwise, the
point .# remains unchanged. By evaluating the point
and its opposite point, the more suitable point can
continue to be utilized.

Combining the ADE algorithm with opposition-based opti-
mization, a new ADE approach is designed to achieve better
H,, performance for IT2 fuzzy systems. The detailed process
of designing the FD filter with optimal H, performance is
outlined in s.

Remark 6: In this article, a new FD scheme has been
developed for networked IT2 fuzzy systems subjected to
stochastic cyberattacks by utilizing a novel DAET-WTOD
protocol. Compared to existing results, this article exhibits the
following distinctive novelties.

1) DAET-WTOD Protocol: A new DAET-WTOD protocol
is proposed, which integrates an adaptive ET mecha-
nism with the WTOD protocol. This protocol effectively
manages the data transmission of distributed sensors,
adjusting the thresholds based on real-time system
dynamics and the probability of DoS attacks. This
approach conserves communication resources and main-
tains FD performance under stochastic cyberattacks.

2) Fuzzy FD Filter Design: A fuzzy switched-like FD
filter with asynchronous MFs is designed to diag-
nose system faults in networked IT2 fuzzy systems,
considering the DAET-WTOD protocol and stochastic
cyberattacks.

3) MF Optimization Using ADE Algorithm: An opposition-
based learning ADE algorithm is introduced to optimize
the MFs of the fuzzy FD filter in real time. This
optimization technique is shown to enhance the Hc,
performance, achieving better disturbance attenuation by
finding the optimal MF values.

4) Simulation Validation: Extensive simulations are con-
ducted to demonstrate the effectiveness of the proposed
FD method. The results show that the DAET-WTOD
protocol further conserves communication resources
compared to existing methods, and the opposition-
based learning ADE algorithm improves H, per-
formance. Additionally, the proposed FD technique
effectively detects system faults even under malicious
DoS attacks.

Algorithm 1 FD filter design under MF online learning
scheme.

1: Give the opposition probability ¢ and the parameters vy,
ag, @y, Iy, 1.

2: In accordance with the conditions (45)—(50) of Theorem
2, the gains of the fuzzy FD filter Agy,,, Bfnyp, Cyriyp and
Dyy,, are obtained.

3: Buffer Afh’p, th,p, th’p and th,p.

4: Acquire LUBs of each filter MFS T} min-T#—1 min @nd T{ max-
Tr-1max 10 light of the operation (65).

5: Define the population size NP, scaling factors «;, @, 71,
rp, and crossover probability C. Based on the operation
(66), the initial population is obtained.

6: Let gen = N in which the maximum iteration can be
represented by N.

7. for k =0: gen

8: Perform the mutation (67) to produce the result V,'G.
Based on the crossover operation (69) and the selection
operation (70), the group T* = [77,73,...,7};] is obtained.
/* Opposition-Based Generation Jumping */

9: if (rand(0, 1) < po)

10: forh=1:h-1
11: for [=1:gen
12: %le( = Thmin T Thmax — T}(
13: if (fEX) < f(r)
14: T =t
15: else
16: T, =T,
17: end if
18: end for
19: end for
20: end if
21: Store the optimal group Tk =
h-1
T, 15Ty s 1 —'82:17'; .

22: By combining 7% with fuzzy FD gains A p, Brnps Crap
and Dyy,,, the optimal FD strategy can be devised for the
IT2 fuzzy system (2).

23:  Output the evaluation ¥(k).

24: if k > N then
25: Stop the iteration.
26: end if

27: end for

Overall, this article has introduced and validated a com-
prehensive FD scheme that addresses the challenges of data
transmission, FD, and system stability in the presence of
cyberattacks in networked IT2 fuzzy systems.

IV. SIMULATION RESULTS

In this section, some simulation results are provided to
demonstrate the effectiveness and advantages of the proposed
FD method under the new DAET-WTOD protocol and the
opposition-based learning ADE policy. The FD scheme is
illustrated using the tunnel diode circuit plant. The model is
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described as
ip(k) = 0.002vp(k) + av%(k) (72)

where 0 € [0.01,0.03] represents the uncertain parameter.
Define 0 = 0.002 + (9x%(k). Then, it can be inferred that

Cxi(k+ 1) = =0x; (k) + x»(k)
Lxy(k + 1) = —x; (k) — Rx3(k) + w(k).
Set C = 20 mF, L = 1000 mH, and R = 10 Q. Similar
to [10], the IT2 T-S fuzzy model is obtained as follows:

2
x(k+1) =Y g [AxXK) + Ew(k)]

t=1

_(Dmin
0
Ay = C 30 , Ei= |:1]
-1 -10

—(Q max
0
Ay = C >0 , Er= |:1]
-1 -10

Opin = 0.001, O max = 0.003.

where

Additionally, the remaining system matrices and other matrices
used in this article are provided as follows:

g [ ~02392 . [~0:6808  ~0.1847
=1 -03222 0 “'7 ] 00356  0.3586
g [ 05363 o, = [~04113 ~0.0801
27012727 0 T2 7T ] 01426 0.0689
A, = —0.9805, B, =0.8340, C,, = —0.3526

D, = —0.1439.

By using the uncertain parameter 0 € [0.01,0.03], the LUMFs
of the IT2 T-S fuzzy system are given by

g (x1 (k) = M with 9 = 0.03

&1 (x; (k) = M, with 8 =0.01

& (x1 (k) = % with 9 = 0.01
0- Q)min .

52 (X] (k)) = m, Wlth 6 = 003

Based on the IPM technique, the LUMFs of the fuzzy FD
filter can be defined by
b (%1 (K) = 0375, 7y (x40 (K) = ¢ (%71 (K)
L(xnK)=1-17 (xp1 K), & (xp1K) =1 (x1K).
Then, the weighting functions can be provided as follows:
H, (x; (k) = sin” (x; (k))
H (x; (k) =1 - H,(x; (k)
N, (x71 (K)) = cos® (0.6x41 (k))
Ni (xp1 () = 1= N, (x1 (K)) .
In this example, two distributed sensor nodes are consid-

ered. Consequently, based on the DAET-WTOD protocol, it
can be concluded that m belongs to the set {0, 1,2,3}. Set
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Fig. 2. Release instants of sensor 1 under the DAET-WTOD protocol.
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Fig. 3. Release instants of sensor 2 under the DAET-WTOD protocol.
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Fig. 4. Release instants of sensor 1 under the existing WTOD protocol [18].

n=0650,. =180nx =410,
1.45,¢1 =0.08,¢, =0.07, and § = 0.2.
The external disturbance w(k) and the system fault f(k) are

provided as follows:

= 0.8,Fmn = 0.3,y =

-0.86, 0<k<13
w(k) = 10.72sin(k), 1.3<k<22
0, otherwise
and
1.12, 09<k<24
(k) = )

0, otherwise.

By calculating the linear matrix inequalities (47)—(52),
the FD filter gains are obtained. The initial states are set
as x(0) = [0.04 0.06]T and x.(0) = [0 O]T. Using the
new DAET-WTOD protocol, the signal transmission of the
distributed sensors is detailed in Figs. 2 and 3. Fig. 2 shows the
signal trigger times for sensor 1, with a total of 309 triggered
signals. Fig. 3 illustrates the trigger instants and intervals for
sensor 2, with 171 signal transmissions.

For comparison, the signal transmission of the distributed
sensors under the existing WTOD data transmission protocol
[18] is shown in Figs. 4 and 5. From these figures, it can
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Fig. 8. Fuzzy filter MF trajectories in light of the new MF online learning
algorithm.

be observed that sensor 1 released 359 signals, and sensor 2
triggered 197 signals. Comparing Figs. 2-5, it is evident that
the proposed DAET-WTOD protocol further conserves limited
communication resources. By the means of using the fault
weighting technique, the weighting fault signal is depicted in
Fig. 6. The error value 7(k) between the residual signal and
the weighting fault signal is shown in Fig. 7.

Fig. 8 displays the MF iterative trajectories of the fuzzy FD
filter using the proposed MF online learning technique with

o 1 2 3 4 5 6 7 8 9 10
Time (k)

Fig. 9. Distribution of stochastic cyberattacks.

Disturbance attennuations

Time (k)

Fig. 10. H performance levels based on different methods.

k = 1.0694s

Hy, = 0.02277
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Fig. 11. Evaluation functions under the proposed FD technique.

the opposition-based learning ADE algorithm. Fig. 9 illustrates
the occurrence of malicious DoS attacks. Fig. 10 depicts the
disturbance attenuation responses under the proposed strategy
and the existing method [18]. From Fig. 10, it is clear
that the provided MF online optimization technique, using
the opposition-based learning ADE algorithm, achieves better
H,, performance by optimizing the MF values of the fuzzy
FD filter.

Fig. 11 demonstrates the effectiveness of FD under the
DAET-WTOD protocol and DoS attacks by utilizing the
designed FD scheme with the opposition-based learning ADE
algorithm. In Fig. 11, the threshold Hy, is 0.02277, and system
faults are detected after 1.0694 s. Summarizing the simulation
results, it is determined that the provided FD method conserves
network bandwidth more effectively and achieves better H,
performance. Additionally, under malicious DoS attacks, the
proposed FD technique can effectively detect system fault
signals.

V. CONCLUSION

This article has tackled the challenge of designing an
H., optimized FD filter for networked IT2 fuzzy systems
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