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Abstract—This paper is concerned with the privacy- intelligence of the smart grid, significant challenges in privacy
preserving bidirectional electric power data transmission prob- preservation and reliability are being faced.
lem of the smart grid. A privacy-preserving bidirectional data Recently, several algorithms have been developed to

transmission (BDT) protocol is developed over semi-quantum . . .
computation with aim to achieve bidirectional sensitive data flow address the privacy-preserving BDT problem in the smart

between power suppliers and users. The minimal quantum cost 9rid, which can be broadly categorized into noise-based [13],
is pursued under practical constraints while ensuring that power [15], [18], [4Q], trusted-proxy-based [22][[25][[45], and
sensitive information is not leaked. To achieve the goal, a two-way cryptography-based methods| [3[.] [5].] [9]._[10[,_[21]. [23],
data transmission protocol is first proposed that combines mu- [26], [27]. When compared to the first two techniques, cryp-

tual identity authentication with message authentication for the ¢ hic techni believed t ide st it
benefits of enhanced security. Furthermore, for the preservation ographic techniques are believed 1o provide stronger security.

of privacy, a semi-quantum duplex communication approach is FOr instance, an identity authentication and key agreement
utilized, wherein the quantum state is randomly divided into two  scheme has been proposedin [26] for communication between
parts: teleportation and measurement qubits. The effectiveness of a smart meter and a server in the smart grid, and it has been
the privacy-preserving scheme against existing attack strategies o nhasized that the design of a mutual identity authentication

is also rigorously analyzed. Lastly, simulation studies conducted h dak t tocol is th . t
on the IBM quantum cioud platform validate and underscore the SCN€ME and a key management protocol Is the primary step

superiority of the developed privacy-preserving BDT protocol.  in addressing the privacy’s security concerns. Furthermore, in
Index Terms—Privacy-preserving bidirectional data trans- [3], an identity authentication protocol has been introduced

mission, smart Grid, mutual authentication, semi-quantum tele- paSEd on elliptic curve Cryptography, which enables Fhe es'Fab-
portation, IBM quantum cloud platform. lishment of a secret session key between smart grid devices

and utility companies after mutual identity authentication.
Unfortunately, vulnerabilities to man-in-the-middle (MITM)
[. INTRODUCTION and device impersonation attacks have been identified in the

With the increasing intelligence demands of the pOW(QIrOpIOSfﬁ schelme.f th ¢ arid. th hi t of t
grid and emerging environmental concerns, research into smart h the reaim of the smart grid, the achievement ot two-
grids has been intensively pursued in recent years due“{8Y transmission Of_ ppwer—sgnsmve mforma‘uon remains a
their convenience, efficiency, security, and stability [3].][16 ivotal challenge. It is imperative to ascertain the legitimacy
[32], [23]. As oné of the rr;ost fund’amental challenges i’f both sides involved in the transmission, which emphasizes
sma’rt grids, the bidirectional data transmission (BDT) h N need for m_utual identity authenticatior_w. TO. date, seve_:ral
been identified as an active research area, where the prim%r acy-preserving schemes_(e.g. mutua_\l |dent|ty authentica-
objectives are real-time power data collection and electricifip” Schemes) have been mtroduceq in the I|Fera_ture, see
supply adjustment [24]T29] [30][26].48]. In the context 9" [9], [21]. However, mutual identity authentication and

of fair business competition and reliable operation of powértansmlssmntr:o ro:_ocs:_ls that lack plos;-processmg_ (sgek:: |f|cglly,
grids, power sensitive information is considered essertlal [ 'essage authentication) can easily be compromised by adver-

[28], [36], [37], [42]. Owing to the growing normalization and! aries with gomplete quantum capability. To adplre_ss this lim-
itation, a privacy-preserving message authentication scheme
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information processing has been shown to be superior in matgvices cannot perform fault-tolerant quantum computing,
aspects as compared to its classical counterpart [1], and stloby are powerful enough to explore the potential of quantum
a superiority is rooted in the intrinsic correlation of remoteomputing and may be more effective than classical computers
agents with quantum superposition and quantum entangleméait. certain specific tasks. It should be pointed out that the
Quantum computing can address complex problems that applicability of most quantum-based algorithms for smart
challenging for classical computation, such as factorizatigmid is limited by the high cost of quantum devicés[51],
and discrete logarithm problems. The solution of these prd®2], [54]. To address the constraints of the previously
lems poses a threat to existing classical encryption and privangntioned privacy-preserving scheme, a semi-quantum-
protection systems [3][[5],[9],[10],121]/ 23] [26]/[27]. based privacy-preserving approach has been introduced in
, such as RSA and elliptic curve cryptography. In contragfl7], where quantum states are partitioned randomly into
guantum privacy protection can mitigate the vulnerabilitiesvo segments, namely, the measuring substate and the
of traditional encryption technologies in the face of quantuneflecting substate, where the former is used to exchange
computing threats. The employment of quantum informatianformation with adjacent nodes, and the latter is employed
has been demonstrated to ensure information-theoretical sdou-sense/detect if there appears any abnormal behavior
rity in tasks like quantum key distributions|[4] and quantumesulting from other nodes, thereby achieving the purpose of
teleportation[[14]. privacy protection. Such a privacy-preserving technique has
showcased various advantages which encompass enhanced
security, reduced computational complexity, and superior
A. Related Work privacy performance, and its versatility has been expanded to
BDT in smart grids can be implemented using variousreas such as private key management for multiple proxies
technologies, which vary depending on specific applicatig@4], direct communication between two entitiés 1[38], and
scenarios, geographical conditions, data transmission requgeivate comparison[[39]. One-way authentication][50] and
ments, and other factors. Generally, these technologies ¢tam-way authentication protocol$ [53] for smart grid based
be categorized into wired and wireless communication tecba semi-quantum key distribution have also been proposed
nologies. Wired communication technologies are typically enm smart grid. Although the aforementioned scheme assists
ployed for long-distance and high-bandwidth backbone coim verifying the identity of smart meter users by generating
nections, such as fiber optic communication [55]. For low-cosymmetric keys based on semi-quantum principles, the BDT
local communication, such as the connection from substaticalgorithm and data post-processing (message authentication)
to household consumers, existing power lines communicatistill rely on classical cryptography, making them vulnerable
(PLC) are often used for data transmission][58]. Wireless powerful quantum computing attacks.
communication technologies use dedicated or shared spectrum Pertaining to the previous discussions, it is important
for wireless data transmission with radio frequency (RRp highlight that BDT challenges addressed through semi-
[59] and are suitable for applications such as meter readigg@antum have not been thoroughly explored in the contex-
and remote device control. The communication of wide-ar¢aof smart grid, and this may be attributed to challenges
mobile and fixed devices generally utilizes existing Ce||U|E§temming from the asymmetry in quantum communication
network infrastructure (such as 5G) for data transmissioh [5€hpabilities between the two parties, which often results in
High-bandwidth data transmission within households or locghidirectional communication. The situation becomes even
site areas typically employs Wi-Fi. With the advancement @fiore complicated when taking into account the intricacies
the Internet of Things (IoT)[56], many smart grid devices angssociated with preserving the privacy of the BDT problem.
sensors have started using IoT communication protocols (sWClearly, a primary obstacle in formulating a semi-quantum
as LoRa and NB-loT) to achieve low-power wide-area netwogotocol lies in striking a balance between the privacy level
(LPWAN) communication. These technologies collectivelgnd efficiency since there is a tendency to sacrifice quantum
form the communication network of the smart grid, supportingbility utilization in favor of practicality. This identified gap
real-time data transmission, remote monitoring and contr@las inspired the focus of our current study.
device management, and other functionalities, ensuring the Gjyen the preceding discussions, this paper concentrates
intelligent and efficient operation of the grid. Additionallyon the privacy-preserving BDT challenge in the smart grid.
classical cryptographic techniques are employed to enstigo primary complexities have emerged as follows from our
the confidentiality, integrity, and availability of data whilegngysis.
protecting user privacy [3].[5]19]=[1 1] 121].123].126]. 127].
Diverging from classical cryptography methods,
guantum-based techniques introduce quantum computation
to mask sensitive information, exemplified by differential
guantum identity authentication schemes [2],1[14].][41],
[44]). We are currently in the era of quantum computing.
This era is characterized by the availability of operational
guantum computing devices, though these devices have a _
limited number of qubits and are affected by noise and preservation?
errors. While NISQ (Noisy Intermediate-Scale Quantum) [60]Jo tackle the above outlined challenges, our efforts are chan-

1) How can a bidirectional data transmission protocol be
developed that operates over asymmetric quantum ca-
pability, thereby offering both heightened security and

minimal quantum resource demands?

2) How can semi-quantum duplex communication methods
be seamlessly integrated into a bidirectional protocol

in order to ensure both efficiency and robust privacy
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neled towards the design of mutual identity and messa semi-quantum capacity  complete quantum capacity

authentication via semi-quantum computation with the overe Smart Meter (SM) ‘Service Provider (SP)| Energy Supply System
ching aim of achieving a privacy-preserving BDT. andVEVggeDgc‘)’msuﬁng ‘ ]
l l =N
B. Contribution Bl . % i & S5
. . . community\!&-:-; . Q i solar power station
The core contributions of this research are encapsulal IoT-gatew39 ComPputing 5
as follows. 8 1) e B ‘ |
1) A pioneering two-way data transmission protocol is in "~ shool = kdge Computing ‘
troduced to address the BDT challenge within the sen e 1 conter L wind power station
quantum framework, which integrates mutual identit & @ i &% : service |

[2], [12] and message authentication][11]. Comparing | "Y1 gateway 2 P19
the majority of privacy-preserving BDT protocols relian ‘
on cryptography-based algorithms, our designed ser
guantum-based transmission protocol achieves supel
security using minimal quantum resources. ~ Fig. 1: A general architecture of semi-quantum smart grid.
2) For the first time, a duplex communication mechanis-
m is incorporated within the BDT challenge under a
semi-quantum model and, furthermore, a comprehen-, ggp Preparation of Bell states ofj¥'*) , |d+)}
sive security analysis is furnished, which underscores, 7gm: Measurement o -basis
the resilience of our newly developed privacy-preserving , xgm: Measurement otk -basis.
protocol against a myriad of threats: man-in-the-middle, , gsm: Measurement of Bell states qiot) |04}
relay, _imp_ersonation, and de-synchronizgtion attacks. 2) Semi-quantum partyThe SMs, equipped with semi-
3) Eﬁrﬁ'gﬂﬁ]coéfs% b[%h] (;rr)l/gt& %rZEgﬁt:riEsng(]:y[S ’ugntum capacity, process users’ electricity consumption data
; ' ’ ' using edge computing technology and subsequently upload
preserving models [2][112][141]/[144], our methodol—thi data to the SP
ogy showcases marked benefits in terms of heightenedS ' .
efficiency, reduced quantum demands, and robust privacy’ éi,\él L'}ﬁ;?:;ﬁ?g?;ﬁi;ﬂisz(ggzt’iggi)

preservation. ’ e _
The quantum and classical bifs;)qp andwy,,, are the

The remaining sections of this paper are outlined a .
follows. Section[ll formulates the privacy-preserving BD ata sequences that the SP and the SM attempt to transmit, as
g,fpicted below:

issue of smart grid. Sectionllll presents the two-way dai
transmission protocol and instance. Secfioh IV presents the Qgp = {|w>iSP e {|0y,|1)},i= 172’”.’n}
security and efficiency analysis of the proposed protocol. .

Simulation results are presented in Secfidn V to validate the Qsm = {w'sm € {0,1},i=1,2,...,n}
obtained theoretical results. Finally, Section VI concludes this  From the aforementioned observations, the exchange of

paper. sensitive information, as expressed i (1), can be redefined,

where the objective is to devise a two-way data transmission

Il. PROBLEM FORMULATION AND PRELIMINARIES protocol encompassing both identity (ex ante) and message

A. The BDT problem (ex post) verifications, wherein the local SMs possess only
In this section, the BDT challenge within smart grids iéhe clapacme_s OZBM andREF. . .

tis crucial to emphasize that there exists a contradiction

articulated as a protocol whose ultimate aim is to ensure_a N . .
e . S between the practicality and functionality of contemporary
bidirectional flow of power data while optimizing quantum o .
: o o ; - guantum approaches, and this disparity presents a challenge
resource consumption, all within realistic physical constraints.

. . . . in deriving teleportation using semi-quantum computation.
We introduce a typical architecture for the Semi-Quantum 9 P g q P

Smart Grid (SQSG) to facilitate secure communication. As

illustrated in Fig[l, this architecture encompasses two primddy The Adversaries Model

entities: the Smart Meter (SM) and the Service Provider (SP). Before delving into the primary objective of this paper,
we define four types of adversaries:

1) Complete quantum partyThe SP, which possesses 1) MITM (Man-In-The-Middle) These are intermediaries
full quantum capacity, interacts with the SMs to gather power  attempting to intercept sensitive data flow between the
equipment data and responds to the requests of the SMs. Sp and SM, with intentions to forge secret messages.
Furthermore, the SP communicates with the energy supplg) Relay These eavesdroppers pose as legitimate agents,
system, which enables intelligent regulation of energy supply  trying to capture a portion of the data flow and then replay

I
SN heat power station

Acquisition equipment data Regulating energy supply

1)

within the smart grid. it back to the service.
« ZBP: Preparation orZ-basis({|0), |1)}) 3) Impersonation These are malicious entities attempting
« XBP: Preparation onX-basis({|0), |1)}) to authenticate themselves with the service or local user,
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with the end goal of gaining permission for further After that, SP prepares pairs of Bell states|¥*),,

communication. andn pairs of Bell state§¥ ™)., for classical message
4) De-synchronizationThese external attackers disrupt the transmission. The subscrigt 3,5 and 2,4,6 represent

synchronization between communicating agents, leading the first qubit and the second qubit of each entangled

to lost, conflicting, or delayed messages. state pair, respectively. SP divides these Bell states into
5) Quantum computatiamhe computational power of these  six sequences as follows:

external attackers is based on quantum computation, o

which are efficient in dealing with certain computational 51 = {Sl’l =12 ’n}

problems, especially in breaking classical cryptography- Sy = {Sévi =12,... v"}
based algorithms. Sy ={s4,i=1,2,...,n} 4
The primary objective of this paper is to design a bidi- Sy = {si,i =1,2,...,n} @)
rectional data transmission protocol, which incorporates both _ {Si i—1.9 n}
- 56 — )

identity and message authentication in a semi-quantum envi- -
i i . it 562{31,2:1,2,...,71}.

ronment, thereby ensuring the protection of power-sensitive 6

information from the four types of adversaries previously The above mentioned quantum states can be denoted in

described. While an agent endowed with full quantum capa- (§) as follows:

bilities can readily achieve this task, an agent with only semi-

— +
quantum capabilities is limited to quantum measurement oper- ky =0 515 €|87),,
ations. Consequently, establishing mutual identity and message ky=1— 515 €|®7),. )
authentication in_ a semi-quantum context is chgllenging due S38s € [Uh),,,
to the asymmetrical access to quantum information. S5 € [T
I1l. TWO-WAY DATA TRANSMISSION PROTOCOL AND (b) SP randomly prepares single qubitsiw)s, and records
INSTANCE these states. Similarly, SM randomly prepareslassical

_ _ _ _ _ _ bits wi,,. These quantum and classical pib%, andwsy,
In this section, we investigate the privacy-preserving BDT form, respectively, the data sequence of SP and the data
issue initially by crafting a two-way data transmission protocol sequence of SM that are to be transmitted as shovid in (1).

within a semi-quantum framework. This protocol synergiz SP prepareg decoy states/; according to secret kei(,,
identity authentication[]2],.[12] with message authentication” 55 follows:

[17]. Furthermore, a privacy-preservation scheme is introduced ,
utilizing semi-quantum duplex communication, and examples ka =0— Z —basis : d; € {[0), [1)}, ©)
of the implemented privacy-preserving scheme are furnished. ke =1— X —basis : dj € {|+),]|—)}

The correct measurement basis can yield accurate results
A. privacy-preserving two-way data transmission protocol for decoy states measurements. Conversely, an incorrect
measurement basis has only58% chance of yielding
accurate results for decoy state measurement§] Fig.2 shows
the possible measurement results witBM and XBM .
The quantum statef)) and the quantum statg$) are
I{ecorded as the classical bits 0 and 1, and the quantum
state|+) and the quantum statés) are recorded as the

Before delving deeper, it's essential to note that the SM
and SP share an classical bits secret key sequende,y,
established via the quantum key distribution proto¢oll [20].
This sequence is bifurcated into two subkeys; and K.

The representation of these classical secret key sequences cal

be found as follows: ! ) X
o classical bits 0 and 1, respectively.
Kap = {koky, 1 =1,2,...,n} Step 2: Distribution and Eavesdropping Detection
Ko = {k;,ki,. 'kg} @) (a) SP inserts decoy particles (prepared as[{6)) into se-
Ky = {kb,kb,...k{j} quenceS;, and forms the sequenc§). SP keeps se-
qguencesS, Ss and.Ss, sends sequences, S andSg to
SM. SM informs SP after receiving all the particles. Then,

To address the privacy-preserving BDT challenge within

thg §em|—quantum modpl, a novel b|d|rec_t|onal Qata trans- SP announces the location of decoy stateshrough the

mission scheme is devised as follows by integrating mutual . . '

identit thenticati ith thenticati public classical channel.

! enlsy aul. le:)n cation wi f r;essage au gn ication. (b) As shown in Tablé]l, SM performs eith&BM or REF
tep 1: reparf_:mon of the Quantum tat? operation on decoy statés and.S; according toK ;. SP

(a) SP prepares pairs of Bell state$®),, (as in [3)) based  publishes outcomes @BP of decoy states; to SM. SP

on K, for identity authentication: performsXBM (|+),|—)) operation on decoy states
+ according toK,.
:i;; ((||8§||§)>>1||;>>||(1)§)) (c) Then, SP compares the measurement resultXgi¥
B (3) on REF part of decoy particles with decoy particles
|¥=) = (|0>|0> (1)) as [6). SM compares the measurement resultZRif1
|®7) = (|0>|1> 11)[0)) with those announced by SP. If the error rate exceeds
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Measurement

Basi Receiver S4, which is entangled withS; held by SP as[{3). In
asis

other words, SM and SP maintain a remote entangled
relationship according t¢Ss, S4} and{Ss, Se}.

Sender

0 1 ZBM 0 1 (b) The semi-quantum teleportation could be performed as
PN 1 — 1 in (@)-(8). Specifically, the system is composed of single
1 | 1 | qubits |w)gp and Bell state sequendgSs, Sy}. SP per-
correct forms BSM on {s}, |w)gp}, Which leads to particles)
collapsed. SP announces the measurement results through
the public classical channel.
N ‘\Ij+>34 ® |W>éP
correct
— (]00) + |11 ® |0
\/5 (100) +[11))5, ® |0)..
1
1 = —=(|000) + [110))34c
— i | V2
. 1
incorrect —(/000) + |101) )3,
ﬁ(l ) +[101))3c4
1 _ _
ZBM . = 5(IT)[0) + [¥7)[0) + [} [1) = [7) [1))3e4
incorrect I 50% |ot),, © |w)kp
Fig. 2: Measurement results withBM and XBM . % (100) 4+ 111))5, ® [1),.
- . . —(|001>+|111> 34c
a predetermined threshold, the protocol is terminated or \/_
restarted. Otherwise, it proceeds to the next step. _(|010> £ 1111))30
\/— C:
TABLE I: SM’s operation on sequences and S, 1 _ _
= (W) [1) = [¥7) 1) +[7) [0) +[27) [0))3e4
K,, Operation ond; for eavesdropping  Operation &y for authentication (8)
00 ZBM REF
01 ZBM ZBM i _ )
10 REF ZBM TABLE II: Recovery of|w)gp by semi-quantum teleportation
11 REF REF
Bell state in Eq[(B) BSM of {Ss,c} ZBM of S4  Value of |w>ép
Step 3: Mutual Identity Authentication 1) 0 |00) }?g }?g
(a) For identity authentication of SM by SP, tREF part of 1) |10) }(1]; }?g
the sequence, and corresponding part of; work as . |0) 1)
identity authentication states. SP perforBSM on REF 1% )t o1 L) 0)
part of Sy and S; (K, € {00,11} in Table[). If the 7)., 1) }?i }ég

results of the measurement are consistent with the Bef
state that SP has prepared [@s (5), the identity verificati
of SM passes. Otherwise, the protocol is terminated.
(b) For authentication of SP by SM, th#BM part of the
sequence, and the remainder part of; work as identity
authentication states. SP performs #8M on S; and
publishes these measurement results,(€ {01,10} in
Table[]). If these measurement results are different from
the_ZBM outcomes of5; in SFep 2(b)the |dent.|ty ver|f|- flip on theZBM results ofw},,. Here, classical message
cation of SP passes. Otherwise, the protocol is terminated. .
i _ {0,1} are corresponding to quantum stgt®), |1)}.By
Step 4: Semi-quantum duplex communicatian ensure this way, SM obtains the data 6fsy; as [2).

the prevention of power sensitive data leakage, a privacy- Step 5: Mutual Message Authentication

preserving algorithm is proposed using a semi-quantum dUpnf)S SP and SM generate message authentication codes (MAC)
communication approach. Lists (a-c) involve full quantu

. L - m! and mb based on private key,;, and record them
party to semi-quantum party communication, while lists (d-e)
: ; 7 as sequenceSMACSP, MAC,}, ie.,
involve semi-quantum party to full quantum party communi-
cation. MAC,, = {m!,i=1,2,...,n}

(@) SM discards decoy particles and obtains the sequence MAC,,, = {mi,i=1,2,...,n}

?cr} SM takesZBM operation ons}. According to TabldI,
semi-quantum capacity user SM deduces the value of
lw)gp. By this way, SM obtains the data 6fsp as [1).

(d) SM and SP perform thgBM on {55, Ss} respectively.

SM compares private data;,; andZBM result of s§. If

they are the same, SM asks SP to takeZB& results as

wky, directly. If they are different, SM asks SP to take a

)
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The specific sequenced AC,,, and\f AC,,, are shown qubits|e) and entangles them with particles that are intercepted

as [I0). SP and SM publish the valuesrof and m! with unitary operatiorlUx (as shown in[(11)), i.e.
through the public classical channel. Usl0)|e) =al0) |0o) + BI1) [£01)

K, =0,lw)sp =10) = mi =0 Ug|1)[e) _7|0> lero) +6[1) [e11)

Ko =0l =11 = m, Usl+)le) = [14+) (@ leon) + 8 leon) + 7 lero) + 8 fern))

k% - |w>%‘P == m} ! | ) (@leoo) = Bleor) +vler0) = Flen))]

’,i;z . 'Zéjf 0 o B0 Vel =5 [ (@) + Blenn) —leo) = Slen)
Ki=0, why =1 —mj= +1=) (@leoo) = Bleor) = vlero) +9 |€11>()i1
ki =1, wst =0 = m? = where|a?| + |8%| = |y?| + |6%| = 1. After the transmission,
ky=1 wyy =1 =-my=0 Eve measures auxiliary qubitg) with attempt to obtain

SM’s operation and key<,,. Eve will evade eavesdropping
Yetection only if the condition of [12) is met when the decoy

verification based on privat&,;, |w)§P andwéM state are{[0), |1)}:
The process of the proposed two-way data transmission
scheme is detailed in Algorithfd 1. Bleor) = vler) =0 (12)

Similarly, Eve will evade eavesdropping detection only if the
condition of [IB) is met when the decoy states gre) , |—)}.

Algorithm 1 Two-way data transmission scheme

Output: |w>ép andw},, Data Transmission aleoo) — Bleor) +vleo) —lenn) =0

Initialiazation: K ,,={ Key G ti _ (13)

nitialiazation: K,,={ Key Generation}, o leo) + Bleor) — v |ero) — 8 lers) =0

execute the Step 1 - Step 3,

if there exist eavesdroppettsen It follows from (I2) and[(IB) that |soo) = 4 |e11) should
abort. be satisfied, which indicates that Eve cannot distinguish be-

else tween{|0),|1)}. So, it is concluded that Eve cannot obtain any

Identity authentication pass useful information with the help of auxiliary qubit. Therefore,

execute the Step 4 - Step 5, MITM attack is ineffective. _
if there exist eavesdroppettsen / 2) Replay attack:In Step 2(a)Eve mterceptg sequences
abort. S’ that SP sends to SM, and selects an operatiofB¥ or

else XBM randomly. After that, Eve prepares a copy of sequence
E. (E. €10),]1),]4),]|—)) based on measurement results and
sendskE, to SM. In Step 2(b) Eve attempts to eavesdrop part
of private keyK,;, based orREF particles from SM.

The REF particles include all of decoy states {#{ and
parts of S;. To avoid being captured in the eavesdropping

In this section, a instance example of the protocol &heck, Eve tries to choose the correct measurement operation.
provided to prove the correctness and feasibility. Suppose tiiwever, the probability of false operation on each qubit
SP and SM share an eight-bit pre-kéy,, = {00110010}, performed by Eve i€.5 without K,, which leads to false
i.e., K, = {0101} and K}, = {0100}. Table[I¥ shows the result of probabilityd.5% . As a result, replay attack launched
details of this example. by Eve will inevitably introduce error, and the eavesdropping
check will not pass.

3) Impersonation attackCase 1: As an SP’s imperson-
ator, Eve attempts to be authenticated by SMSkep 2(a)

In this section, we analyze the security and efficiency &ve can only prepare decoy qubifs € {|0), [1),]+),|—)}
the protocol. The results of the security comparison with that random without secret kei,. SM chooses an operation
of existing identity authentication protocols are shown in Tablsf REF and ZBM based onk,. The probability that decoy
\| state{|+),|—)} is operated by SM oZBM is 0.5, which
leads error in eavesdropping check. Even though the eavesdrop
checking passes, the identity authentication will never pass
since the false results @BM on part of .S; published by

1) Man-in-the-middle (MITM) attackin the SQSG, the the impersonator Eve are inevitable without private kgyin
man-in-the-middle (MITM) attack strategy intercepts commustep 3(a)
nication messages between the SP and SM, modifies or forges Case 2: As an SM’s impersonator, Eve attempts to be
secret message without being observed. Specifically, maliciaughenticated by SP. I8tep 2(b) Eve can only perform an
attacker Eve intercepts these sequerfess; andSg that are operation ofZBM or REF randomly without secret key,.
sent from SP to SM irstep 2(a) Then, Eve prepares auxiliaryThe probability of choosing the false operation by Eve is

Message authentication pass.

B. Protocol instance

IV. SECURITY ANALYSIS AND EFFICIENCY COMPARISON

A. Security Analysis
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TABLE IIl: Mutual message authentication results

Case mi ki |w)ip Message from SP authenticated by SMCase m! ki wi,, Message from SM authenticated by SP
casel 0 10) pass casel 0 0 pass
case2 0 1 |1) pass case?2 0 1 1 pass
case3 0 [1) fail case3 0 1 fail
case4 1 |0) fail case4 1 0 fail
caseb 0 10) fal caseb 0 0 fail
case6 1 1 |1) fail case6 1 1 1 fail
case7 0 |1) pass case7 0 1 pass
case8 1 |0) pass case8 1 0 pass
TABLE IV: An example of the protocol
Step SP SM Result
K, = {0101},K;, = {0100}
5182 = {|®1) 15, [P ) 19, [T ) 15, [@F) 10}
step 1 935 =AY )3q U5, [0F) 50, [WF)5) Ko = {0101},K;, = {0100}
S556 = {|Q7>56 s ‘\I’7>56 3 ‘\I’7>56 3 ‘\I’7>56} QSM - {07 1, 170}
di =10),d2 = |+)
Qsp = {[1),10),10), 1)}
So = {s},s3,3, 53}
Sp = {s}, 52,3, % ;g 22028
53: si,sé,sé,sé S4_{S_47347‘0>734:;73 7|+>} dl :‘0>,d2 :‘+>
Step 2 - — ? 53 4 S5 = 155,85, 55, 55 41
p 5 = 155, 55, 55, S5 REF on dy, ZBM ond; s2=11)
XBM on {d2} REF on {s, 2,53}, ZBM on {s4, s} No eavesdroppers
check eavesdroppers —=
check eavesdroppers
BSM on {s!,s1}, {s2,52}, {s3,53} |<I>+>121|ZI> D122 ) 10
Step 3 ZBM on {s%, s1} s =10
— Identity authentication pass
[l 2 3 4 - _ _
BSM on {s, [1)}, {s3,]0}}, {55, [0)}, s, 1)} S = {555, 4, 51) =), o), [0 127
Ste| 1 o2 3 o4 ZBM on {S yS4y54, S } S4—{|1>7|0>7‘0>7|0>}
p 4 ZBM on {s;,s2,sz,55} i B
prepareQgy, = 10,1, 1,0} ZBM on {86’36736736} S5 ={|0),10),0),|1)}
b getQsp = {|1),10),10),]1)} according to TablEdl  Se = {|0), [0}, [0} , (1)}
MACgp = {1100 MACgn = {0010 L
Step 5 according to{TabIE}IlI according to{TabIE}llI Message authentication pass

TABLE V: Security comparison with classical quantum, semaaqtum identity authentication protocols for smart grid

reference scheme Quantum computation attack ~ MITM attack laRegitack  Impersonation attack  Des attack
Ref 27] classical No No Yes No Yes
Ref [23] classical No Yes Yes No Yes
Ref [21] classical No No Yes No Yes
Ref classical No No Yes Yes Yes
Ref [5] classical No Yes Yes No No
Ref [52] quantum Yes Yes Yes No No
Ref [51] quantum Yes Yes Yes Yes No
Ref [50] semi-quantum Yes Yes Yes Yes No
Ref [53] semi-quantum Yes Yes No No No
Ref [54] quantum Yes Yes Yes No No
Proposed protocol  semi-quantum Yes Yes Yes Yes Yes

0.5. The REF decoy state operated oKBM by SP will and reliability due to message losses, conflicts, or delays [31].

inevitably introduce error, which leads error in eavesdropping

check. Even though the eavesdrop checking passes, the identity |nterestingly, in the scheme, the message’s semi-quantum

authentication will never pass since the false result88®M duplex communication is facilitated by semi-quantum telepor-

on REF part of {51, 52} are inevitable without private key tation (from SP to SM) and theBM of Bell states (from SM

K, in Step 3(b) to SP). Thanks to the unique quality of quantum entanglement
4) De-synchronization (Des) attack:In a de- over remote distances, no information is directly transferred

synchronization (Des) attack, the synchronization betwebptween the two agents. Instead, the result of the measurement

communication devices in the smart grid is attempted ts announced in a public channel, effectively sidestepping the

be disrupted by an external attacker. This disruption causgsrementioned issue. Moreover, 8tep 5 the authenticity

the message irbtep 4to be delivered at unexpected timeand integrity of the message are ensured through verification

intervals, subsequently affecting the communication’s qualiby M ACsp and M ACsy;.
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TABLE VI Comparison of semi-quantum and quantum identity authentication protocols

Protocol Quantum resources Hash function  Verification mdtho Experiment  Efficiency
Ref [47] Single photons No One-way No ~50%
Ref [33] W states and7 H Z-like states Yes Two-way No ~66.7%
Ref [19] Bell states No Two-way No ~88.9%
Ref [50] Single photons Yes one-way Yes ~50%
Ref [51] Single photons Yes Two-way Yes ~50%
Ref [52] Single photons Yes Two-way No ~50%
Ref [53] Single photons Yes Two-way Yes ~50%
Ref [54] Single photons No one-way No ~50%
Proposed protocol Bell states and single photons No Two-way Yes ~94.1%
B. Efficiency Comparison 1) The simulation results under ideal environment:

In the presented scheme, the quantum resources corgﬁgtm illustrates the results of identity authentication. Four

of sequences of qubits, which can be categorized into sigrrl)glIrs of Bell state

qubits (SQ) and eavesdropping check qubits (CQ). Within g0, q1] = |27, (g2, g3] = |®7)
the structure of the SQSG, classical-bits, specificRllCsp T o e o+ 127
and MACsy, are also conveyed via the public channel. The (94, a5] = |®7)12 106, 47] = [27)15 -
efficiency calculation pertinent to the quantum communicatiQte prepared as shown on the left side of the first and second

(15)

scheme was proposed by Cabello [7]: barriers. SP distributeS; = {q1, g3, g5, g7} and holdsS; =
be {40, 92, q4, g6 }- Fig.[4 depicts the data transmission from SM
n= x 100% (14) to SP, four pairs of Bell state
qe + by

whereb, represents the number of both signal classical-bit and (] =11), a1, q2] =[¥"),,,
qubits, and{b;, ¢;:} represents the total number of classical- lgs] =10}, [ga.q5] = |¥ )sy
bits and qubits (including both SQ and CQ) utilized in the ol = 0), (g qs] = |O°) (16)
protocol. 6 ) 748 N 345

In the described scenario, the exchanged classical-bit [ao] = 11), g0, qua] = [¥7 )y

count between SP and SM stands2at which is consistent 46 prepared as shown on the left of first barrier. SP distributes
with the length of MACgsp, MACsy). In terms of quantum Sy = {qo,¢5. s, g1} and holdsS; = {q1. qu, g7, q10}. Fig.[3
resources, the number of SQ required for identity and messaggicis data transmission from SM to SP, four pairs of Bell
authentication equal$n, corresponding to the lengths ofgisia

the sequenceqS;, Ss, S3, 54,55, 56}. Furthermore, decoy

particles serving as CQ i§. So, we haveb, = 2n + 6n, [q0, 1] = [V )56 a2, 03] = [ )56, 17
by = 2n andgq; = 6n + 5. The efficiency of proposed scheme (g1, q5) = |97 ) a6, (06, 7] = [V )56 -
is n = G- x 100% ~ 94.1%. Table[V] contrasts the

efficiency of the proposed scheme with that of other senfif€ pPrepared as shown on the left of first barrier. SP distributes
quantum and quantum identity authentication protodols [19}s = {41,3, s, ¢7} and holdsSs = {qo, g2, 4, 6 }- The gray
33], [47), [51], [52]. isk representf)) and the blue disk represerits.

In the simulation environment, the experimental setup is It should be observed that the outcomes align perfectly
as follows: Windows 11 operating system, Intel(R) Core(TMYith the initial states presented in Eds.}(1$).1(16), dnd (17).
i5 CPU, 8GB RAM, VS Code development environment! his simulation substantiates both the precision and the ben-
Python 3.12.3, Qiskit 1.1.1. The time taken for computatio?’ﬁts of the privacy-preserving bidirectional data transmission
cost is as follows: identity authentication algorithm - 2.4vithin a semi-quantum framework.

seconds, BDT algorithm - 2.1 seconds, message authentication 2) The simulation results under real noisy environment:
algorithm - 1.1 seconds. Fig.[d shows the results of eavesdropping detection performed

by ZBM andXBM on {|0),|1),|+),|-)}. Fig.[71 shows the
V. S S mutual identity authentication performed BSM and ZBM
- SIMULATION STUDY on Bell states. Fid.l8 shows the mutual message authentication

In this section, the validity of the formulated protocoperformed by semi-quantum teleportation on Bell states.
is appraised through a simulation example executed on the In the results, it is evident that the correct measurement
IBM Quantum Cloud Platform. The respective parametebmasis can yield accurate results with a probability exceeding
associated with each agent can be found in Table IV. The%, while an incorrect measurement basis can produce
simulation employs both the idealized environment, labeledroneous results with a likelihood of oves%. Moreover,
ibmg gasm simulator, and the more realistic, noise-pron@ a noisy environment, the two agents can authenticate each
guantum environment designated iasnq quito. To ensure other’s identity usingBSM and ZBM with a probability
precise experimental outcomes, the quantum circuit's numtserrpassing0%, which could be considered as the threshold
of runs (which equates to the emitted photon count, terméat the identity authentication in Step 3. This simulation
‘shots’) has been fixed at 8192. underscores the heightened security of the proposed protocol.
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Fig. 4: Construction of quantum circuit messdg&ép deliver on IBM Quantum Cloud experimental platform.

Remark 1:So far, we have investigated the problem obur avant-garde privacy-preserving protocol against a spectrum
privacy-preserving bidirectional electric power data transmisf threats (including man-in-the-middle, relay, impersonation,
sion for the smart grid. Comparing to the existing results iand de-synchronization attacks), and 4) our approach unveils
the literature, our developed protocol exhibits the followingronounced advantages, encompassing enhanced efficiency,
distinguishing feature: 1) a novel two-way data transmissiaurtailed quantum requisites, and steadfast privacy protection.
is empowered by using the semi-quantum paradigm to address
the BDT problem, which seamlessly melds mutual identity VI. CONCLUSION
with message authentication; 2) our semi-quantum-centric pro- | this paper, we have addressed the privacy-preserving
tocol accomplishes superior security with a conservative qugspyT problem of smart grid over semi-quantum. By combining
tum resource footprint; 3) a meticulous security evaluation {fe mutual identity authentication with the mutual message
presented which highlights the robust defense mechanisms,gfhentication, it has been demonstrated that the proposed
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