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Abstract—This paper is concerned with the privacy-preserving
synchronization problem for a class of nonlinear time-delay
complex networks under the pinning control approach. To
synchronize the network nodes with the unforced target node
and protect the private initial states of the underlying networks,
a differentially private pinning synchronization control (DPPSC)
scheme is designed based on the system outputs with injected
noises. By utilizing Lyapunov stability theory and stochastic
analysis technique, some sufficient conditions are derived to
ensure the ultimate synchronization in the mean-square sense and
achieve a specified level of differential privacy. Finally, numerical
simulations are presented to substantiate the effectiveness of the
proposed DPPSC scheme.

Index Terms—Complex network, time-delay, pinning synchro-
nization control, differential privacy mechanism.

I. INTRODUCTION

Complex networks (CNs), consisting of numerous intercon-
nected nodes, have demonstrated a remarkable ability to char-
acterize the intricate systems with interdependent behaviors
across natural, societal, and engineering domains. Owing to the
complex interactions and dynamic behaviors of network nodes,
CNs have sparked significant research interest from a wide
range of disciplines, which gives rise to a wealth of valuable
results in recent years. Among others, the synchronization
problem of CNs has received particular research attention due
to its clear engineering significance, see e.g., [1], [2].

In real-world applications, because of the large scale and
extensive distribution of network nodes, it is both econom-
ically infeasible and technically impractical to achieve the
synchronization by managing all the nodes. A more preferred
way is to use the so-called pinning control strategy, where
only a subset of critical nodes needs to be controlled, and
the entire network can be driven to achieve synchronization
through the interactions among nodes. In comparison with the
traditional synchronization control strategies [3], the pinning
control schemes [4]-[6] have displayed significant advantages
in terms of flexibility and low cost-efficiency, particularly in
the resource-constrained network environments.

With the rapid proliferation of wireless communication
technologies, privacy leakages have become increasingly com-
mon, and significant research efforts have been dedicated to
investigating the issue of privacy preservation. In the context
of CNs, the malicious attackers may intercept the messages

transmitted over the wireless channels, and accordingly infer
the sensitive node information. For example, in many practical
scenarios, the eavesdroppers are likely to exploit the inter-
cepted system outputs to infer the nodes’ initial states, which
typically represent the individual privacy to be protected.

In recent years, various privacy-preserving methods have
been proposed which include, but are not limited to, differ-
ential privacy [7], homomorphic encryption [8], and output-
mask-based privacy preservation [9]. Among them, owing to
the strong mathematical rigor, the differential privacy mech-
anism (DPM) has gradually become one of the mainstream
frameworks for quantifying privacy levels [10]. Up to now,
the DPM has been widely applied to address the privacy-
preserving consensus problems of multi-agent systems [11]-
[13]. Nevertheless, the privacy-preserving pinning synchro-
nization problem for nonlinear time-delay CNs has not re-
ceived adequate research attention yet, which motivates this
current study.

Inspired by the above discussions, this paper attempts
to investigate the privacy-preserving pinning synchronization
problem for a class of nonlinear time-delay CNs under the
DPM. The main contributions of this paper are summarized
as follow:

1) the privacy-preserving synchronization problem is, for
the first time, studied for a class of nonlinear time-delay
CNs under the DPM and the pinning control approach,
which aims to achieve the network synchronization with
preserved privacy and reduced control costs; and

2) some sufficient conditions are derived to guarantee the
ultimate mean-square synchronization and preserve the
private information of initial states with a certain privacy
level.

II. PROBLEM FORMULATION
A. System Dynamics

Consider a class of nonlinear time-delay CNs with the
following dynamics:

N
r,(s+1)= Az, (s) + f(z.(s)) + ZELszj(s —7(s))

+u,(s), te€F ={1,2,...,N}, (1)
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where z,(s) € R™ and u,(s) € R™ represent, respectively,
the internal state vector and the control input of node ¢. I" > 0
. . . A .
represents the inner-coupling matrix. L = [{,;]nxn is the
. . . . . A N
coupling configuration matrix satisfying ¢,, = — Z =155 ng
and ¢,; > 0 for ¢ # j. The time-delay 7(s) is a positive integer
and satisfies 0 < 71 < 7(s) < 79, where 7 and 75 are known
positive scalars.
The unforced target node is modeled as follows:

b(s+1) = Ap(s) + F(6(s)),
{ 6(0) = 50, @

where ¢(s) € R" is the state vector of the target node.
In this paper, we make the following assumption with
respect to the nonlinear function f : R™» — R"=.
Assumption 1: [14] The nonlinear vector-valued function f
satisfies:

[f(z) — f(y) = Bi(z — )"
x[f(x) = f(y) — Ba2(z — y)] <0,

where B; and B, are known constant matrices.

Vz,y € R", (3)

B. Differentially Private Pinning Synchronization

Before proceeding further, let us briefly present some pre-
liminaries on the Laplacian random variables. For a random
variable 7,(s) = [17,1(5),7.2(8), ..., Mun, (5)]T obeying the
Laplace distribution, the corresponding probability density
function is given by [13]

f(nbj) = %exp {_W} 7j € {1v27 T ’nw}’
which means that E{n,;} = u and V{7,;} = 2b%.

The differentially private pinning synchronization control
(DPPSC) scheme is detailed as follows.

1) Differentially Private Noise Injection Scheme

The essence of noise injection is data fuzzification, which
is one of the commonly used information protection methods.
To protect the private information, similar to [15], each node
will resort to the differential privacy mechanism to inject noise
into the transmitted data. Specifically, one has

G(s) = x.(s) +m.(s), “4)

where (,(s) € RY is the message received by the remote con-
troller, and 7),(s) is the injected noise generated from a Laplace
distribution with E{n,;(s)} = 0 and V{n,;(s)} = ¢,pf, where
¢, >0and 0 < p, < 1. Note that 7,;(s), j € {1,2,...,n5}
are independent and identically distributed random variables.

2) Pinning Synchronization Controller

Pinning control is a kind of partial control strategy, where
the control inputs are only applied to a selected subset of
key nodes. Without loss of generality, the set of pinned nodes
is denoted by Fo = {1,2,...,x}. Accordingly, the pinning
synchronization controller is designed by

u,(s) = {GL(CL(S) —#(s)), terto,

5
0, L€ F\Fo, ©®)

where G, is the controller gain.

3) The Eavesdropper Attack Model

In this paper, the eavesdropper is assumed to know the
system model, the transmitted message (,(s), the noise injec-
tion scheme (4), and the statistical properties of the Laplacian
noise.

C. Synchronization Error Dynamics

Combining (4) and (5), the closed-loop CN is represented
by

N
,(s + 1) =Az,(s) + f(x.(s)) + Z&J»ij(s —7(s))
+ GL(CL(S) - (b(s))’ L€ Fo,

N
2(s + 1) =Aw(s) + f(2(s) + 3 £, T (s — 7(s)),
j=1

LeF \ Fo.
(6)
Define ¢,(s) £ ,(s) — ¢(s) as the synchronization error of
node ¢. For ¢ € F g, it follows from (2) and (6) that
N

es+1) =(A+Ge(s) + fleds) + > 4,Tej(s —7(s))

+ GLT]L(S)7 _ )
where f(eL(s)) = f(x.(s5)) — f(o(s)).

Similarly, for the uncontrolled nodes i € F \ F ¢, one has
. N
e(s+1) = Ae,(s) + fleu(s)) + Y ;Te(s — 7(s)). (8)
j=1

For ease of presentation, let us define

e(s) = coly{e(s)},  m(s) = coly{m.(s)},
F(e(s)) 2 COIN{f(eL(S))}’ Az In ® A,
G'é dlag{G,O}, Gédiag{Gl,G2,~~ ,GL}.

By utilizing the Kronecter product, the synchronization error
dynamics (7) and (8) can be rewritten as follows:

e(s+1) = Ae(s) + (L@ T)e(s — 7(s)) + Fle(s))
+Gn(s), ©)

where A 2 A+ G.

It is worth noting that, unlike consensus problems in MASs,
synchronization problems in CNs often involve more intricate
dynamics, especially in the presence of time delays and
nonlinearities. One of the key challenges lies in formulating
a performance criterion that simultaneously accounts for syn-
chronization behavior and the level of privacy preservation.

IIT. MAIN RESULTS

In this section, we will first co-design the pinning controller
and the DPM to ensure the synchronization of CN (1) and (2),
and then discuss the level of privacy.
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A. Synchronization Analysis

In the following theorem, we will analyze the ultimate
synchronization performance in the mean-square sense.

Theorem 1: Considering the given controller gain ma-
trix G, (i € Fy), if there exist positive definite matrices
P ¢ R%w=NxnaN and Q € R N>"=N and positive scalars
1 — max;{p,} < 1 < 1, B and ¢ such that the following
conditions hold:

I I
[ *” _Plil} <0, (10)
—B.I GT
[ 52* —Pl} <0, (11)
where
I £ * -l 0 |,
* * —-Q

P 2B — 1P+ (1 -7 +72)Q,

Mp2[A I LoT]"
2:(BT'B, + BI'B))/2,

By 2IN ® By, By = Iy ® Bs,

£ _6(32 + Bl)T/27
I£Iy®l,,

then, under the DPM (4) and the pinning controller (5), the
considered CN (1) can asymptotically achieve the mean-square
synchronization.

Proof: Let us choose the following Lyapunov functional
candidate:

V(s) = eT(s)Pe(s) + z_: el (m)Qe(m)
m=s—r(s

)

S§—T1

Y s

n=s—71s+1m=n

(12)

Then, it follows from the linearity of expectation and the
statistical property of noise 7(s) that
AV (s)
S E{V(s+1)[V(s)} = V(s)
<[Ae(s) + (L@ T)e(s — 7(s)) + F(e(s ))]T
x P[Ae(s) + (L@ D)e(s —7(s)) + F(e(s))]
+E{n" (s)GTPG(s)} + (1 — 71 + m)e” (5)Qe(s)

—eT(s)Pe(s) — et (s — 7(5))Qe(s — 7(s)). (13)
Defining the following augmented vector
s(s) £ [e"(s) FT(e(s)) e (s—r(s)],
one has
AV (s) = <" (s)Ms(s) + E{n" (s)GT PGn(s)}
— B1€T(s)Pe(s), (14)

where
I, ATP ATL
* P L

* * L-Q
I 2ATPA+ (1 — 1 +12)Q + (B — 1)P.
LA2P(L®T), L2 (LeD)TP(L&T).

S
>

)

From the definition of 7(s) and (11), it is clear that
E{n"(s)GT PGn(s)}
=E{tr[G" PGn(s)n" (s)]}
=tr{G" PGE[n(s)n" (s)]}
<n,Npaep", (5)

where ¢ £ max,{c,} and p £ max,{p,}.
Based on Assumption 1, it is not difficult to obtain that for
any € > 0, one has

o ][] <o

Substituting (15) and (16) into (14) yields
AV (s) <¢T(s)Ts(s)
— B1V(8) + ne N Bacp”,

(16)

(17)
where

My, T ATL

s P—cl L |,

* *

L-@Q
1:Ill é1_[1 - Qla

>

11
My 2 ATP — Q.

Acc~ording to Schur complement lemma [16] and (10), we
have II < 0, which implies that

AV (s) < =p1V(s) + u(s), (18)
where 11(s) = n, N B26p°.
Using the law of total expectation, we have
E{V(s+ 1)} <(1- BE{V(s)} +u(s).  (19)
Then, it follows from (19) that
E{V(s)} <(1 = B1)E{V (s = 1)} + (s — 1)
<(1=B1)’E{V (s = 2)} + (1 = B1)pu(s — 2)
+u(s —1)
< e
<( = BBV} + 3 (1~ A1) s ),
T=1 (20)
which implies that
— B01)°E{V
E{lles)13) < L0
> (L=B)" (s — 1)
+ ! Yo (P) . @D
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Based on the preceding analysis, when s — 400, we can
arrive at

E{lle(s)[3} = 0.

The proof is now complete. ]

(22)

B. Pinning Controller Design

This subsection provides a solution to the design problem
of the pinning controller gains.

Theorem 2: Considering the closed-loop system dynam-
ics (6) and the DPM (4). Let a scalar 1 —max;{p,} < /1 < 1
be given. If there exist positive scalars 32, €, positive definite
matrices P € R"«NxnN @ ¢ Rr=NxnaN "3 nonsingular

matrix X 2 diag{X;,X5,---, Xy} € R™NxnN_and
matrix ¢ satisfying
{H*“ e, P] <0, (23)
_ BT @T
[ 52* _XT_X+P:|<O, (24)

where

M2 [A X X(LeD)] , A2XxAi+9,

then the considered CN (1) can asymptotically achieve the
mean-square synchronization under the DPM (4) and the
pinning controller (5) with G = X ~'¥.

Proof: According to the positive definiteness of P, we
have

(P-X)P~1(P-Xx)T (25)
which implies that
X" - X+P>-XP'xT, (26)
It is evident from (23) and (26) that
H*“ B Xgl_i 7| <0 (27)

By pre- and post-multiplying the matrix in (23) with
diag{,I,I, X'} and its transpose, it is easy to deduce (10)
from (25) and (27). An analogous derivation applied to (24)
yields (11) in Theorem 1. [ |

C. Analysis on Privacy

Before proceeding further, let us give the following defini-
tion.

Definition 1: [15] A randomized mechanism M is said to
preserve e-differential privacy, if for any pair of state vectors
2 and 2/, and any observation set Obq C Range(M), such
that the following inequality holds

P {M(z) € Obq} < el*=*'Ih P {M(2') € Obq}.

Next, we will analyze the differential privacy property of
the proposed scheme.

_ Theorem 3: Given the scalar A > 0 and the gain matrix
G, if there exists a scalar 0 < r < 1 such that the following
condition holds:

1:[11 1:Il2
{ . _1} <0 9
where
) M- -2 0
Hll 2 * _Tl 0 )
* * 0

Mp2[A-G I Lor]”
O 2r(BI By + BYB1)/2, Q22 —r(Bx+ B1)7/2,

then, under the DPM (4) with A < p, < 1, the e-differentially
privacy of initial state can be preserved with

V2n.Nje (29)

€= —

L= /Mp

where ¢ £ min, {c,} and P £ min, {p,}.
Proof: Let 2(0) and 2’(0) denote a pair of ¢-adjacent
initial states. Clearly, one has

74(0) = 2q(0) + ¢, q€F,
I’L(O) = .’171(0), L 7é q,
where ¢ > 0.
Assume that the observational equivalence holds for re-

leased data under ¢-adjacent initial conditions z(0) and z’(0),
that is, {(s) = ¢’(s) hold for Vs > Tj, which implies that

1'(s) = n(s) = a(s) — 2'(s).

Next, denote &(s) = 1/(s) — n(s). It can be obtained from
(6) and (30) that

(30)

d(s+1)=z(s+1)—a'(s+1)
= (A= G)i(s) + (L@T)d(s — 7(s))
+ F(5(s)). (31)
For any given x(0), the observation sequence

M(x(0),n(T)) is uniquely determined by the noise sequence
1. Thus, for any sets of observation sequence O, we obtain
the joint probability density function of M (x(0),n(7T)) over
a time range 7' as

fFM(x(0),n(T)) € O)

S
T N exp —Hm ($)ll1/ v/ epi/2
s=0.1=1 L
Furthermore, we obtain
f(M(z(0),n(T)) € O)
fM(2'(0),7(T)) € O)
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T
<exp <Z 16(s)[1x/ cps/2> :
s=0

It follows from the Cauchy-Schwarz inequality and (28) that

fM(2(0),n(T)) € O)
FM(@'(0),7'(T)) € 0)

T
<exp (mzvz 18(s)ll2/ cps/2>
s=0

<exp (€| (0)]]2), T — oo, (34)
where € = 7%.
Finally, we arrive at

PiM(z(0),n(T)) € O}

P{M(2'(0),n'(T) € O}

o FM@(0).0(T))) € O)dn

=T, o FOM@ (0),7 (7)) € Oy

<exp (e]lz(0) — 2’ (0)]1r) - (35)

The proof is now complete. ]

IV. AN ILLUSTRATIVE EXAMPLE

In this section, a numerical example is provided to demon-
strate the effectiveness of the developed DPPSC scheme.

Consider a CN (1) with six coupled nodes, where the nodes
1-3 are selected as the pinned nodes. The parameters are set

as follows:
A= [0.21 0.27}
0.24 0.55(°

-0.5 0.2 0.1 0 0.1 0.1
0.1 —-05 0.1 0.1 0.1 0.1

I 0.1 0.15 -05 01 005 0.1
0.1 0.1 0.1 -05 0.1 01 |’
0.1 0.1 0.1 0.1 -05 0.1
0.1 0.1 0.1 0.1 0.1 —-0.5

and I' = 0.5]. The time-delay is set as 7(s) = 2 + cos(sm),
and the nonlinear function is given by

1= Lty |

The initial states of node x,(s) and target node ¢(s) are
given as follows:

210)=[4 2]", 20)=[2 —2]", z3(0)=[1 3]",
20)=[2 3]7, ws0)=[4 57, m(0)=[3 -1]",
$(0) = [-0.25 0.25]"

According to the proposed DPPSC scheme, the controller
gains (G, is designed by

oo — [0-0822 —0.0787
L= 1-0.0669 —0.1810]°
G — [ 00836 —0.0786
27 1-0.0664 —0.1824]"

(33) 2 4
Target node
Node 1
1.5} Node 2
‘ — Node 3
~ Node 4
Sl ——Node 5 [
© Node 6 ©
> >
o] D Q
S )
& 0.5 Wy %)
’ }
0.5 -1
20 40 60 80 100 20 40 60 80 100
time s time s
Fig. 1. Trajectories of the first state component and the second state
component.
307, ‘ ‘
\‘ lle(®)I,
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Fig. 2. Synchronization error with V{n,;(s)} =1 x 0.72°.

—0.0820
—0.0662

—0.0780
—0.1800| -

The simulation results under the Laplacian noise injection
scheme specified by E{7,;(s)} = 0 and V{n,;(s)} = ¢ x
0.72%, where c=1, are presented in Figs. 1 and 2. Specifically,
Figs. 1 show the trajectories of ¢(s) and x(s), and Fig. 2
displays the trajectory of synchronization error e(s).

Figs. 3 and 4 show the behaviors of observation sequences
¢(s) and (’(s), which correspond to the -adjacent initial
states 2(0) and x'(0), respectively. It is clear that the larger
the variance of injected noise, the better the performance
of privacy preservation. On the other hand, increasing the
variance will adversely affect the dynamic performance of
synchronization, as shown in Fig. 5. Thus, the injected noise
should be designed to achieve an optimal compromise between
the synchronization performance and the privacy level.

V. CONCLUSION
In this paper, the privacy-preserving pinning synchroniza-
tion control problem has been studied for a class of nonlinear
time-delay CNs against eavesdropping attacks. By injecting
noise into the output data, the initial state of the network node

Gs =
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matrix inequality technique and the stochastic analysis method.
o Some §ufﬁcient conditions have be.en .derived. to guaran.tee
o - e | the ultimate mean-square synchronization while preserving
the private information. Finally, some simulation results have
been given to demonstrate the effectiveness of the proposed
DPPSC algorithm. One possible future research topic would
be addressing the diverse security requirements by exploring
other privacy-preserving schemes.
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has been prevented from being inferred by the attacker. The
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mechanism have been co-designed by exploiting the linear
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