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Recursive Unscented Kalman Filtering for Power
Distribution Networks Under Hybrid Attacks:
Tackling Dynamic Quantization Effects

Xingzhen Bai, Guhui Li, Zidong Wang, Zhongyi Zhao, and Hongli Dong

Abstract—This paper investigates the state estimation problem
for power distribution networks subject to dynamic quantization
effects and hybrid cyber-attacks, where measurement signals
are transmitted from sensors to a remote filter via open digital
communication networks. To enhance bandwidth utilization and
ensure reliable data transmission, a dynamic quantization mech-
anism is introduced, which effectively accommodates the dynamic
characteristics of power signals. Furthermore, the system is
vulnerable to hybrid cyber-attacks that may occur simultaneously
in a random manner, including denial-of-service attacks and false
data injection attacks, characterized by Bernoulli distributed
random variables. The primary objective of this work is to
develop a recursive unscented Kalman filter capable of addressing
the combined challenges of measurement nonlinearities, dynamic
quantization effects, and hybrid cyber-attack scenarios. By solv-
ing Riccati-like difference equations, an upper bound on the
filtering error covariance is derived, and subsequently minimized
through the design of time-varying filter gains. Extensive simu-
lations on the IEEE 69 distribution test system demonstrate the
effectiveness of the proposed filtering algorithm.

Index Terms—Power distribution networks, dynamic quan-
tizers, denial-of-service attacks, false data injection attacks,
recursive unscented Kalman filtering.

I. INTRODUCTION

Recent years have witnessed significant dynamic evolution
in power distribution networks (PDNs), primarily driven by the
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integration of distributed generation sources, the incorporation
of flexible loads, and advancements in communication tech-
nologies. These developments have fundamentally altered the
operational paradigm of PDNSs, necessitating the development
of advanced monitoring systems capable of maintaining ac-
curate state estimation under increasingly complex operating
conditions. State estimation techniques have emerged as es-
sential components in modern PDN monitoring infrastructure,
providing foundational data to support various operational
functions, including current calculations, fault diagnosis, and
bad data detection [12], [17], [38]. The accuracy and reliability
of state estimation directly impact the effectiveness of these
functions, thereby influencing overall system performance.
Given the growing complexity of PDNs and their increasing
reliance on precise operational data, developing robust state
estimation methodologies has become essential for ensuring
system efficiency and reliability [5], [27].

State estimation methodologies have undergone significant
evolution in recent decades, primarily categorized into static
and dynamic estimation paradigms. While traditional static
methods have demonstrated utility in certain applications, their
inherent limitations have become particularly apparent when
applied to modern PDNs, due to their complex characteris-
tics including time-varying dynamics, strong nonlinearities,
and rapidly changing operating conditions. To address these
challenges, dynamic state estimation techniques have been
developed as a more robust framework for PDN monitoring
[6], [14], [47]. These methods systematically incorporate both
real-time measurement data and system dynamics models to
provide accurate state tracking and predictive capabilities.
Among various dynamic estimation approaches, unscented
Kalman filtering (UKF) has emerged as particularly effective
for power system applications. The effectiveness stems from
the use of the unscented transformation techniques, which
provides superior approximation of nonlinear system statis-
tics compared with traditional linearization methods. Con-
sequently, the application of UKF in PDN state estimation
represents a natural choice.

In digital communication systems for PDNs, signal quan-
tization represents a critical preprocessing step to optimize
bandwidth utilization. Conventional static quantization meth-
ods, despite their widespread adoption in engineering appli-
cations due to implementation simplicity and computational
efficiency [1], [48], demonstrate significant limitations when
processing dynamic measurement signals. The primary con-
straint stems from their fixed quantization thresholds, which
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often result in suboptimal bandwidth utilization and substantial
quantization errors, particularly in scenarios characterized by
pronounced signal dynamics. To overcome these limitations,
dynamic quantization schemes have been developed, featuring
adaptive threshold adjustment mechanisms that respond to
real-time signal variations through intelligent scaling variables.
This adaptive capability has attracted considerable research
attention, with numerous studies demonstrating the superior
performance of dynamic quantization in various control and
estimation applications [23], [33], [34], [36], [37]. Notably,
despite these demonstrated advantages, the integration of dy-
namic quantization techniques with state estimation algorithms
for PDN applications remains largely unexplored in the exist-
ing literature, presenting both a research gap and opportunity
for innovation.

The growing network openness in power systems has sub-
stantially increased cybersecurity vulnerabilities [9], [30], [31],
[36], [40], [41], [44]. A notable case is the cyber-attacks on
the Ukrainian power grid, which compromised system stability
and resulted in significant economic damage [18], [24], [32].
Among prevalent cyber threats, denial-of-service (DoS) attacks
and false data injection (FDI) attacks represent particularly
critical challenges. DoS attacks are distinguished by their op-
erational simplicity and high disruption potential, whereas FDI
attacks are notable for their stealth characteristics. Existing re-
search has developed various detection approaches to counter
these threats [20], [22], [26]. Nevertheless, current methods
typically depend on predetermined detection thresholds and
demonstrate limited effectiveness against diverse attack vari-
ants. An alternative approach focuses on developing resilience
filtering techniques to maintain estimation accuracy under
attack conditions [8], [11], [15]. It is noteworthy that modern
power systems face the compound threat of both DoS and
FDI attacks, which cooperatively degrade system performance
[19], [21]. To the best of our knowledge, existing research
predominantly focuses on these attack modes in isolation,
leaving a critical gap in understanding their combined effects.

Based on the preceding analysis, existing research has not
adequately addressed PDN state estimation problems in the
presence of DoS attacks, FDI attacks, and quantization effects.
To address these challenges, this study proposes a dynamic
quantization scheme and a novel recursive UKF algorithm
specifically designed for PDNs that simultaneously accounts
for quantization errors and hybrid cyber-attacks. This research
confronts two fundamental challenges: 1) how to mathemati-
cally characterize the combined effect of dynamic quantization
and hybrid attacks? and 2) how to design robust filtering
algorithms capable of recursive implementation under these
complex practical constraints? The principal contributions of
this work are threefold:

1) A novel dynamic quantization scheme is proposed for
digitizing power signals. Distinguished from conven-
tional static uniform quantizers, this approach adapts to
dynamic measurement variations by introducing time-
varying scaling parameters, effectively eliminating po-
tential saturation and deadband phenomena while min-
imizing quantization errors and maximizing bandwidth
efficiency in data transmission.

2) A comprehensive state-space model for PDNs is es-
tablished. This model explicitly incorporates nonlinear
measurements, dynamic quantization effects, and the
statistical coupling of hybrid cyber-attacks, providing a
generalized framework for robust state estimation under
complex scenarios.

3) A computationally efficient recursive UKF algorithm
with real-time processing capability is developed. Its
theoretical innovation lies in rigorously deriving a min-
imized upper bound for the estimation error covariance
that comprehensively accounts for quantization, attacks,
and measurement nonlinearity. Furthermore, it ensures
estimation accuracy under complex dynamic conditions
without requiring explicit detection.

The remainder of this paper is organized as follows. Sec-
tion II establishes a comprehensive state-space model for
PDNs that systematically incorporates dynamic quantization
effects and hybrid cyber-attack scenarios, while outlining the
primary research objectives. Section III presents the theoretical
contributions, with particular focus on the development and
analysis of a novel recursive UKF algorithm. Section IV
provides extensive simulation studies that validate the efficacy
of the proposed methodology, demonstrating its superior per-
formance in terms of estimation accuracy and attack resilience
across various operational scenarios. Finally, Section V con-
cludes the paper by summarizing the key findings.

Notations: The symbol R™ denotes the n-dimensional Eu-
clidean space, and R™*"™ represents the set of all real-valued
matrices of dimension n x m. The notation |[|*|| stands for
the Euclidean norm of a vector or a matrix. The floor func-
tion |z| indicates the largest integer not exceeding x. The
symbol I corresponds to the identity matrix of appropriate
dimensions. A block-diagonal matrix is expressed as diag{*}.
The Hadamard product is denoted by o, defined such that
[6€02];; = €, - ¢; for matrices € and Z. For a square
matrix M, MT and M~ refer to its transpose and inverse,
respectively. Additionally, M () signifies the (s, 7)-th element
of the matrix M.

II. PROBLEM FORMULATION AND PRELIMINARIES
A. State Space Model

This paper assumes that the power distribution system
operates in a quasi-stable state condition. The selected state
variables comprise the voltage magnitude U; j, and phase angle
0; 1 at each bus i (7 € {1,2,--- ,n}). Accordingly, the state
vector zj, € R?™ at time instant k is defined as follows:

a2 Uk Uz Uni 01k 6O 9n,k]T

The discrete-time model of the system is formulated as

(D

where the matrix Aj,_; characterizes the transition rates be-
tween states, while the vector uy_1 captures the trend behavior
of the state trajectory. These terms are derived via Holt’s two-
parameter exponential smoothing method. The process wy_1
represents a Gaussian white noise sequence with zero mean
and covariance matrix Qp_.

Tp = Ap—1Tp—1 + Uk—1 + Wr—1
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The deployment of high-precision phasor measurement units
(PMUs) has significantly enhanced the measurement accuracy
in modern power systems. However, the widespread adoption
of PMUs in PDNs remains constrained by the considerable
installation costs and the inherent topological complexity. To
overcome these limitations while maintaining full network
observability, this study adopts a hybrid measurement architec-
ture that combines conventional distribution remote terminal
units (DRTUs) with strategically deployed PMUs at critical
buses. The measurement models for these two types of devices
are formulated as follows:

1) For the ¢-th PMU (¢ € {1,2,---,m,}) installed at
bus ¢, the measurement output v, is defined as y, o =
[Uek GM]T. The ideal PMU measurement vector y, €
R?™» is expressed as
]T

AT,T T T
Yp,k = [yPJ;k? Yp,2,k Yp,myp.k

2) For the I-th DRTU (I € {1,2,--- ,mg}) installed at bus
[, the measurement output yq; 5 is defined as

T
Yare = [Uk Pix Qure Pri Quil

where P, ;, and Q);;, denote the active and reactive power in-
jection measurements at bus [, while P, and @Q;; ; represent
the active and reactive power flow measurements on the branch
connecting buses [ and I. The physical relationships between
these measurements and the system states are described by the
following power flow equations:

Py = Ul%kglf = UrkUpi(gircos Oy + bypsinyr ), (2)
Qi = UnpUp i (bygcos Oy, — girsin Oy 5,) — Ul2,lcbll_7 €))
P = Z Py, Quk= Z Quik 4)

leN,; leN;

where g;; and b;; the series conductance and susceptance of the
branch connecting buses [ and /; i ke 20, —0; ), indicates the
phase angle difference between buses [ and /; and V] denotes
the set of buses adjacent to bus [ (i.e., the neighborhood of
bus [).

The ideal DRTU measurement vector yqjr € Ro™a s
expressed as
JT

A&, T T T
Yark = [Yd1r Yiok Ya,ma,k

By integrating measurements from both PMUs and DRTUs,
the overrall measurement vector y; € R™ (m = 2my, + 5my)
. T L
is formulated as y, = [y; k yik} . Taking into account
measurement noises, the nonlinear measurement model is
compactly represented as follows:

Yk = g(zx) + vk )

where g(-) : R?*™ — R™ is the nonlinear measurement
function determined by voltage magnitude Uy j, phase angle
6¢,1, and power flow and injection measurements governed by
(2)-(4). vy, represents the Gaussian white noise with zero mean
and covariance Ry.

Mk -
ﬁ| DRTU HQuannzcr

Yik -
ﬁ| PMU HQuamlzcr

Yok .
ﬁ| DRTU HQuantlzcr

Fig. 1: The transmission of power signals with dynamic quantization schemes
under hybrid cyber-attacks.
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B. Dynamic Quantification Scheme

In modern digital communication systems for PDNs, quanti-
zation is a fundamental signal processing operation that trans-
forms continuous analog measurements into discrete digital
representations. This conversion enables robust data trans-
mission from distributed measurement devices to centralized
processing units, as illustrated in Fig. 1.

Consider a static uniform quantization scheme, where y; , €
R™: denotes the raw measurement vector from the 4-th sensor
(i € {1,2,---,s}) at time instant k, and ¥;  represents the
corresponding quantized output. The quantization process is
characterized by two key parameters: quantization ranges M;
and quantization errors A;. Under normal operation (non-
saturation regime), the quantization error ¢; £ Uik — Yik
satisfies the boundedness condition ||e; x| < A,.

In practical engineering applications, the determination of
appropriate quantization ranges M, presents significant chal-
lenges, thereby limiting the effectiveness of conventional static
quantizers. To address this limitation, this paper introduces
an adaptive dynamic quantization scheme that automatically
adjusts its quantization parameters based on real-time signal
characteristics. The mathematical formulation of this dynamic
quantizer is given as follows [34]:

Yik
ik

Yik = ik { + AiJ (6)

where p; , is the time-varying zoom parameter defined as
Wik e w with ¢ > 1. Under non-saturation conditions,
the dynamié quantizer satisfies ||§;x — Yi k|l < pi s
Remark 1: Static uniform quantization, despite widely re-
spected for implementation simplicity, suffers from inherent
limitations in handling signals with significant amplitude vari-
ations. Specifically, high-amplitude signals frequently induce
quantizer saturation, resulting in substantial distortion and
potential information loss. Conversely, low-amplitude signals
may fall within the deadband region, compromising the system
sensitivity to crucial signal variations. In comparison, dynamic
quantization schemes demonstrate superior performance by
adaptively modify quantization parameters in real-time based
on the observed signal characteristics [34], [42]. This adaptive
mechanism enables effective handling of diverse signal ampli-
tudes while mitigating saturation and deadband phenomena.
As a result, dynamic quantization significantly enhances the
precision and reliability of analog-to-digital conversion pro-
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cesses, making it particularly advantageous in complex power
distribution systems.

C. Hybrid Attacks

The increasing openness of modern communication net-
works has heightened vulnerability of quantized signals to
cyber-attacks. Practical incidents, such as the Ukraine power
grid attack [32], confirms that adversaries are increasingly
employing hybrid attack strategies (DoS and FDI) to maximize
disruption. Following the established methodology [2], [21],
we model the occurrence of these attacks via Bernoulli-
distributed random variables \; j, and 7; j, achieving a balance
between theoretical tractability and practical applicability. Al-
though real attack patterns may exceed the scope of this model,
its mathematical tractability provides the essential foundation
for rigorous analysis. The probability distributions of these
random variables are defined as follows:

Pl"{)\i’k = ].} = 5\1‘,
PI‘{T,"]C = 1} =T,

Pr{>\i,k’ = O} =1- )\1',
PI‘{T,‘JC = O} =1-—7

where \; € [0,1] and 7; € [0, 1] represent the probabilities of
DoS and FDI attacks on the i-th channel, respectively.

To mitigate the detrimental effects of DoS attacks on
measurement data integrity, this paper introduces a pseudo-
measurement compensation mechanism that utilizes measure-
ment prediction to reconstruct lost or corrupted data packets.
Within this framework, the measurement g received by the
remote filter is formulated as follows:

Ur = Me(Gr + (I = Te)pr) + (I — Ap)g(Zrjp—1) (D

where
— AT =T =7 17T
g = (e B o Uak) s
~ A [~T =T ~7 1T
U = (91 Uak Uikl

Ap & diag{ A1 k1, Ao, As i1},
T £ diag{ri 11, 72, ,Ts 11}

Here, ;5 denotes the measurement received by the remote
estimator from the i-th sensor. The vector pj represents the
malicious injection signal introduced by potential FDI attacks,
constrained by pl p, < p with p being a predefined positive
scalar that quantifies the maximum admissible attack mag-
nitude. The term g(i:k‘ x—1) corresponds to the measurement
prediction derived from the one-step state prediction Ty ;1.

Remark 2: The dynamic quantization process introduces
errors €y, into the quantization measurement 4. During trans-
mission, these signals are further compromised by hybrid
cyber-attacks, including DoS attacks that randomly disrupt
communication channels and FDI attacks that inject bounded
malicious signals pi. As a result, a statistical coupling arises
in the measurement model, where quantization errors 5 and
the FDI attack signals are modulated by the DoS indicator
Ay. This interdependence is mathematically captured by cross-
terms such as E{Apexpl (I — T)T} in (13), which explicitly
quantifies the correlation between quantization inaccuracies
and FDI attacks. Consequently, dynamic quantization and
hybrid cyber-attacks jointly degrade estimation performance.

III. DESIGN OF RECURSIVE UKF ALGORITHM

This section aims to develop a resilient filtering algorithm
for PDNs subject to dynamic quantization effects and hybrid
cyber-attacks. The designed filter is required to possess the
following two key properties: 1) the filtering algorithm possess
a recursive formulation to facilitate efficient online state esti-
mation within PDNs; 2) despite the presence of nonlinear mea-
surements and quantization effects, the state estimates achieve
guaranteed precision characterized by a bounded estimation
error covariance

Before presenting the main results, several foundational
lemmas are introduced to support the subsequent discussions.

Lemma 1: [28] For any real matrices X and ) and an
arbitrary positive scalar o, the following matrix inequality
holds:

XY+ X7 <ox X" 4071 YY"

Lemma 2: [10] Let C' = diag{ci,co,- - ,cq} be a random
diagonal matrix with {¢;}{_; as its diagonal elements, and A
be a real-valued matrix, the following equality holds:

EE{C%} EE{Clgz} E{Clcq}
ccr) - [P P (o)
E{cqe1} E{cqea} E{cg}

Lemma 3: [43] Consider two positive definite symmetric
matrices X, Y, and a function Hy(-) satisfying Hy(-) =
HE() € RV I Hy(X) < Hi(Y) holds for all X <Y,
then the solutions M} and Ny to the following difference
equations

M1 < Hp(Mg), Npgr = Hi(N),

with initial condition My = Ny > 0, satisfy My, < Ny for all
k>0.

Following the established prediction-correction framework
[4], [7], [46], we construct a recursive filter. The prediction
step utilizes the system dynamics model (1) to generate a prior
state estimate. The update step then corrects this estimate using
the actual received measurement g in (7) (which is quan-
tized and potentially compromised by cyber-attacks) and the
predicted measurement g(:%k‘k,l) derived from measurement
equations (bus voltage, branch current, branch power).

Tppp—1 = Ap—18k—1 + ug—1, 8)
B = Tppp—1 + Ke(Ur — (Exp—1)) )]

where Zj denotes the state estimate and K represents the
filter gain matrix to be designed.

Define the prediction error ej;—1 Lo — Zpx—1 and the
filtering error ey, £ 4. — k. The prediction errors stems
from the propagation of prior estimation errors and process
noise (accounting for uncertainties in generation forecasts and
system dynamics). The estimation error combines the effects
of prediction error and measurement residuals. According to
the system model (1), the measurement (7), and the filter (8)-
(9), the prediction error ey;—; and the filtering error ey at
time instant k are derived as follows:

erh—1 = Ar—1€r-1 +wi_1, (10)
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ex = epp—1 — KpAp (T + e

+ (I = Ti)px + vk) (11

where

Ty £ g(zk) — 8(Eppp—1),
ep 2 [efk €2T7k Ezk]T.
Define the prediction error covariance and filtering error
covariance as Pyj,_1 £ E{ek‘k,leak_l} and P, = E{erel'},
respectively. The prediction error covariance is driven by the
system dynamics uncertainty and process noise. The filtering
error covariance is significantly more complex due to the
hybrid attacks and quantization, which quantifies the expected
squared estimation error for the bus voltages and angles. Based
on the error system (10)-(11), we arrive at
Pyjpo1 = A1 P AL + Qi
Py = Pyt + Ki(B{ARTRTEAL}
+E{A(I = T)prpi (1 — Ti) " AL}
+ E{Ak&cé‘g[\g} + E{AkkagAg})Kg
— Efexp1TEAL YK — KRB{AxTref, o}
—O1k — O, — Oz — 0
+ O3 + @gk + Oy + ®4T7k’

12)

(13)
where

O1k £ Eferp_1er AL YKL

Oa = Blepu_1ph (I — To) ALK,

Ok & KrE{Awerp) (I — To) " ALK,

64,k £ KkE{Akz’;‘kU,{Ag}Kg.

Remark 3: Due to the coupling of multiple factors, including
quantization errors, attack signals, measurement noise, and
measurement nonlinearity, through stochastic attack indicators,
cross-terms inevitably arise in the filtering error covariance,
which complicate the accurate determination of Pj. Conse-
quently, deriving a guaranteed upper bound Pj becomes a
practical alternative for ensuring the stability and robustness
in PDN state estimation. Although this bound may be conser-
vative, it rigorously ensures that the estimation error variance
remains bounded by P in the mean-square sense. This pro-
vides a quantifiable safety assurance for grid operations that
rely on accurate state estimates for monitoring and control.

Theorem 1: Considering the system model (1), the mea-
surement (7), and the filter (8)-(9), there exist positive con-
stants o, (¢ € {1,2,3,4}) such that, under initial condition
Py = Py > 0, the following recursive relations admit positive
definite solutions:

Pyjj—1 = Ap—1Pro1 Ay + Qp—1, (14)
P, = 61Pk|k—1 + KkEkK,? - E{ek‘k_ll“f}
X MK — KpApE{Tref), 1} (15)

where

Sk 2 A o B{TWIF} + 02A o <Z<WA1')2I>

i=1

+ 03Ay, 0 (pI) + d4hy 0 Ry,

/_\k = diag{qu, 5\2[, ce ,5\31},

51é1+0'1+0'2, 5Qél+0;1+0—3+0—4,

S32 140, +o3t, O 21+07h
Under the given conditions, P, is an upper bound for the
filtering error covariance Py, satisfying the matrix inequality

P, < DP,. The upper P, is then minimized through the

appropriate design of the filter gain matrix Kj:
Ky = E{egp—1 T} YARE (16)

Proof: By using Lemma 1 and Lemma 2, the following
inequality relationships are established:

T -1
=015 — 01, <01 P11 to; Kg

x Ay, o E{erel VKT, (17)
—Oy ) — 951@ <ooPyp—1 + oy 'K,
x Ay o E{prpi YK, (18)
O3 + @;k < 03K, A o E{epel YK}
+ o3 ' KiAy o E{prpf YKE,  (19)
Oup + 05 < 0uKyAy o E{eyel }KF
+ 07 'Ky o R KT (20)

Furthermore, the quantization error € and the attack signal
pr satisfy the following inequalities:

S

E{erel} < E{eferl} < Z(ui,kAi)QL (1)
i=1
E{proi } < E{ppel} < pl. (22)
Substituting equations (17)-(22) into (13) yields
Py <61 Pyj—1 + KiZe K — E{eg—1I'L }
x AFKT — Kk/_\kE{er;{‘kfl}. (23)

This indicates that the filtering error covariance Py is bounded
above by P, satisfying the conditions of Lemma 3. Conse-
quently, it can be concluded that Py < P.

By applying the completing-the-square technique, the upper
bound matrix P, can be reformulated as

Py = (K), — E{ek\qu;{}/_\kE;l)Ek(KHl
— E{eppo1 TR YAEL )T — Blern—1Tk YAk

< B ARE{Tkef 1} + 01 Pyt (24)

The formula (24) reveals that the matrix Pj attains its mini-
mum value when the filter gain is designed according to (16),
thus completing the proof. [ ]

As established in Theorem 1, we have derived the upper
bound for the filtering error covariance Py and the filter gain
K. Nevertheless, the explicit expressions for the expectations
E{I':T'T} and E{ej,_1I'f} remain to be determined. To
address this challenge, we employ the unscented transforma-
tion technique to approximate the probability densities of the
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nonlinear function g(zy), thereby enabling the derivation of
these critical expectation terms. The detailed derivation and
implementation procedures are presented as follows.

At time instant k — 1, the filtering error covariance Pj_1 is
substituted with its upper bound matrix P,_. Subsequently, a
set of 2n 4 1 sigma points are generated using the symmetric
proportionality-corrected sampling method, defined as follows:

jk*h( = 07

Tr_1+\/ (TL + /\)Pk—ly

g:1’2,... N,

Fp—1 — v/ (n+ A)Pe_1,

s=n+1,n+2,---,2n

X@kfl = (25)

where A 2 a?(n + k) —n with a € [0,1] and x > 0.
The mean weight w. and the covariance weight . for the
sigma points are calculated by the following equations:

A
= :0’
Ws n\ S
P n+)\+(1 a’+p), <=0, (26)
w( <p§ 2(7’L+)\)7 S ) < y 24T

where ( is a positive scalar.

These sigma points X xx—1 are propagated through the
state-transition function, as described by equation (1), to obtain
the transformed sigma points X pr—1:

Xe k=1 = A1 X 1 + up—1. 27

Next, these sigma points are passed through the measure-
ment function g(-) to derive the measurement prediction sigma
points YV gjr—1:

yg,k|k71 = g(XC,kUcfl)a ¢ = 07 13 e >2n' (28)

By using the weighted average method, the measure-

ment prediction Zp,_; and the terms E{kaf} and
E{eg,—1I} }are derived by the following formulas:

2n

Zklk—1 = g WeVe klk—15
=0
2n

E{T:T{} = Z O Ve k=1 = Zjk—1)
<=0

X (Ve klb—1— Zrpp—1)",
2n

E{epp1If} = Z O (Xe kjk—1 — Thjk—1)
=0

X (Ve k-1 — Zuj—1)"

(29)

(30)

€Y

It is noteworthy that the relation E{Tkej, ,} =
E{(exjk—1I'% )"} holds, which allows for the straightforward
derivation of the term E{T'; ekr‘ 4_1)- By substituting equations
(30)-(31) into (15) and (16), the upper bound matrix P, and
the filter gain matrix K can be derived.

Remark 4: This study develops a resilient filtering frame-
work for PDNs subject to dynamic quantization effects and
hybrid cyber-attacks through four key technical approaches.

First, a dynamic quantization mechanism employing time-
varying scaling factors is introduced to mitigate saturation
and deadband phenomena. Second, hybrid cyber-attacks and
inherent quantization errors modeled through a unified mea-
surement framework governed by Bernoulli-distributed ran-
dom sequences. Third, the matrix inequality in Lemma 1 is
applied to handle uncertain cross-terms, and the unscented
transformation is utilized to approximate expectation terms
E{I'+T'T} and E{ey,_1I'% } without relying on linearization
approximations. Finally, an upper bound for the filtering
error covariance is derived by solving Riccati-like difference
equations, and a filter gain is designed based on the minimum
variance criterion.

Remark 5: Unlike detection-based methodologies that rely
on explicit attack identification, our approach adopts a
detection-free resilience strategy based on unified uncertainty
modeling. Specifically, the proposed filtering algorithm intro-
duces three key advancements: 1) hybrid attacks and quanti-
zation errors are jointly modeled as compound uncertainties
in the measurement model; 2) an upper bound on the fil-
tering error covariance is derived through elegant treatment
of uncertain cross-terms; and 3) a recursive UKF framework
tailored for PDNs ensures real-time processing capability. This
approach eliminates explicit detection modules, thereby reduc-
ing computational overhead and avoiding detection delays. By
emphasizing robust estimation rather than attack detection, the
strategy maintains real-time performance without sacrificing
resilience.

In what follows, the developed recursive UKF algorithm
under dynamic quantization effects and hybrid attacks is
summarized in Algorithm 1.

Algorithm 1 Recursive UKF Algorithm Under Dynamic
Quantization Effects and Hybrid Attacks

1: Set the initial state vector %y and the covariance matrix
Py.

2: Calculate the state prediction ;1 and the associated
covariance matrix Pk‘k_l using (8) and (14), respectively.

3: Generate 2n+1 sigma points from (25) by replacing Py
with Pj,_;, and determine the mean weights w. and the
covariance weight . according to (26).

4: Propagate the sigma points through the state-transition
function (27) to obtain transformed samples, and compute
the measurement prediction sigma points Y, j|x—1 using
(28).

5: Obtain the measurement prediction Zj;_; from (29),
and calculate the expectation terms E{[,I'l} and
E{ek|k_1ff} via (30) and (31), respectively.

6: Determine the filter gain matrix Kj, by (16).

7: Update the state estimate z, and the covariance matrix =3
according to (9) and (15), respectively.

8: Set k =k + 1. If £ > kpax, end; Otherwise go to step 2.

IV. SIMULATION RESULTS AND ANALYSIS

To validate the effectiveness of the proposed methodology,
simulations are conducted on a three-phase balance system
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(IEEE 69 distribution test system) and a three-phase unbalance
system (IEEE 34 distribution test system), where topological
configurations are illustrated in Fig. 2 and [14]. All simulations
are conducted on a PC with an Intel Core i5-1155G7 processor
(2.50 GHz) and 16GB RAM using MATLAB R2018b. The
experimental framework employs a daily load curve with one-
minute interval to emulate realistic operational conditions in
urban PDNs. System states are generated through detailed
power flow calculations, with additive Gaussian noise to repre-
sent measurement uncertainties inherent in practical scenarios.

To comprehensively evaluate the robustness of the proposed
filtering algorithm, we conduct systematic simulations under
multiple operational scenarios, which consider various noise
conditions, attack probabilities, and quantization parameters.
The system are configured as follows: the initial error co-
variance Py = 107%I, and the process noise covariance
Qi =107%1,. The algorithm parameters are set as o1 = 0.1,
oo =0.5, 03 =0.05, 04 =3.5,a=0.01, =2, k=0, and
¥ = 1.05. The quantization and attack parameters are set as
p=0.45 M =100, \; = 0.95, and 7; = 0.7.

The filtering accuracy is evaluated using root mean square
error (RMSE) and mean square error (MSE) metrics, defined
as MSE, 2 .1 572" (2;), — #;4)? and RMSE,, £ \/MSEy,
where x; ;, and Z;  denote the i-th element of the state vector
x, and its estimate and n indicates the total number of buses
in the system.

5‘9 60 61 62 63 64 65 66 67 68 69
—0—0—0—0—0—0—O0—0—0—0

40 41

57 58

14 15 16 17 18 19 20 21 22 23 24 25 26 27

43 44 45 46 47 48 49 50 51 52 53 551 o PMU
28] 29 30 31 32 33 34 35 e DRTU
O—e—0—e—0—e—0—0

Fig. 2: The topological structure of the IEEE 69 distribution test system.

A. Algorithm Verification Using IEEE 69 Balance System

The effectiveness of the proposed algorithm is evaluated
through comparative simulations against Cauchy kernel-based
maximum correntropy filtering (MCF), UKF, and cubature
Kalman filtering (CKF). Under Gaussian noise conditions
(R = diag10*412mp710*615md), Fig. 3 compares the es-
timation performance of voltage magnitude and phase angle
at bus 17, and Fig. 4 presents the corresponding RMSE values.
The results demonstrate the superior estimation accuracy of the
proposed algorithm over the other methods. This improvement
is attributed to the explicit incorporation of quantization effects
and hybrid cyber-attacks into the filter design. As shown in
Fig. 5, the Log(RMSE) of the proposed algorithm consistently
remains below its theoretically derived upper bound. This
behavior, achieved through effective handling of uncertainty
terms, confirms the robustness and reliability of the proposed
approach.

Consider a non-Gaussian measurement noise scenario mod-
eled by the following mixture distribution:

v ~0.4N{0, diag{10™*I5,,,, 107 %I5,,, }}
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Fig. 3: Estimated voltage amplitudes and phase angles at bus 17 under
Gaussian noise conditions.
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Fig. 4: RMSE values of different filtering algorithm under Gaussian noise
conditions.
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Fig. 5: Log(MSE) and its upper bound.

+ 0.6N{0, diag{10 Iz, , 10~ *I5,5,, }}-

Fig. 6 shows the estimated voltage magnitude and phase
angle at bus 9, and Fig. 7 presents the corresponding RMSE
values. The results indicate that the proposed method and MCF
achieve similar estimation accuracy, and both outperform UKF
and CKF. This further demonstrates the effectiveness of the
proposed method under non-Gaussian noise conditions.

B. Algorithm Verification Using IEEE 34 Unbalance System

To demonstrate the effectiveness of the proposed method,
the IEEE 34 three-phase unbalanced distribution system is
employed, with five photovoltaic power generation units inte-
grated into the system. Similar to subsection IV-A, simulations
are conducted under both Gaussian and non-Gaussian noise
conditions. Under Gaussian noise, Fig. 8 presents the estimated
voltage amplitude and phase angle for phase C at bus 850,
while Fig. 9 shows the corresponding RMSE values. For the
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Fig. 9: RMSE values under Gaussian noise conditions.
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Fig. 6: Estimated voltage amplitudes and phase angles at bus 9 under non-
Gaussian noise conditions.
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Fig. 7: RMSE values of different filtering algorithm under non-Gaussian 48 under non-Gaussian noise conditions.
noise conditions.

-3
12 = I I I I = = -RUKF
non-Gaussian case, using the noise distribution defined in 10
subsection IV-A, Fig. 10 displays the voltage magnitude and ol
phase angle estimates for phase A at bus 834, and Fig. 11 ”é
provides the associated RMSE results. As shown in Figs. 8- ® 6 ) ; F L PRANTRETY i ]
11, the proposed method achieves higher estimation accuracy 4 ,,"‘/ AN e L NI, e T
compared with other algorithms under both noise conditions. 2 b |
Notably, the estimation error of the proposed method does not 0, 50 100 150 200 250 300
increase significantly even under intensified noise, confirming No. of samples k
its robustness in complex noise environments. Fig. 11: RMSE values under non-Gaussian noise conditions.
1.04 T T T T
= 102 Real value : i
:: 1.00 fproee RS of i L fixed quantization parameters. Fig. 12 demonstrates the reli-
2 0BE L N ] able estimation performance by showing RMSE values of the
z 822 A il proposed method across all attack scenarios. The experimental
0 50 100 50 200 250 300 results clearly reveal the superior estimation accuracy of the
proposed algorithm despite the presence of adversarial interfer-
g 2112 I I I I ence, showcasing its strong resilience against hybrid attacks.
%:’n This robustness highlights the method’s capability to ensure
s operational stability in challenging environments, making it
E particularly suitable for practical applications.

2.00 L L L L L
0 50 100 150 200 250 300

No. of samples k . . X . .
. ) ) D. Estimation Performance With Different Quantizers

Fig. 8: Estimated voltage amplitudes and phase angles of C-phase at bus 22

under Gaussian noise conditions. A comprehensive performance comparison between dy-

namic and static uniform quantization schemes validates the

advantages of the proposed method. The experimental evalu-

C. Estimation Performance Under Different Attack Scenarios  ation considers two distinct configurations: 1) both schemes
In order to evaluate the resilience of the proposed method operating at identical quantization levels (L; = 500 with
under adversarial conditions, we specifically design three at- L; £ IXI‘), and 2) dynamic quantization with L; = 500

i

tack scenarios with different intensity levels while maintaining versus static quantization with L, = 1000. Fig. 13 illustrates

Copyright © 2025 Institute of Electrical and Electronics Engineers (IEEE). Personal use of this material is permitted. Permission from IEEE must be obtained for all other uses, in any current or
future media, including reprinting/republishing this material for advertising or promotional purposes, creating new collective works, for resale or redistribution to servers or lists, or reuse of any
copyrighted component of this work in other works ( https://journals.ieeeauthorcenter.ieee.org/become-an-ieee-journal-author/publishing-ethics/guidelines-and-policies/post-publication-policies/ ).



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication.

Citation information: DOI: 10.1109/JI0T.2025.3610070, IEEE Internet of Things Journal
FINAL VERSION

- - --%=0.95,7~0.7

RMSE

1000 1200 1400

600 800
No. of samples k

Fig. 12: RMSE values under different attack rates.

the comparative RMSE values under equal quantization levels,
while Fig. 14 presents the results for the case where the static
quantizer operates at twice the quantization level.

The experimental results in Figs. 13-14 demonstrate that the
proposed dynamic quantization scheme achieves comparable
estimation accuracy to conventional static quantization while
requiring only half the quantization levels. Specifically, the dy-
namic approach maintains equivalent estimation performance
with a 50% reduction in quantization requirements, thereby
significantly conserving communication bandwidth without
compromising measurement accuracy. These findings clearly
indicate that the dynamic quantization strategy strike a trade-
off between communication resource utilization and estimation
performance.
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Fig. 13: RMSE values under the same quantization level.
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Fig. 14: RMSE values under different quantization levels.

V. CONCLUSION

This paper has addressed the state estimation challenge
for PDNs under simultaneous quantization effects and hybrid
cyber-attacks. To optimize signal digitization, a novel dynamic

quantization scheme has been adopted to adaptively adjusts the
quantization range and quantization errors through innovative
deflation variables. The hybrid attack scenarios, comprising
DoS and FDI attacks, have been characterized using Bernoulli
distributed random variables. By leveraging the unscented
transformation technique, we have derive a theoretically guar-
anteed upper bound for the filtering error covariance, which
forms the foundation for our proposed recursive UKF algo-
rithm. The effectiveness of the proposed filtering algorithm
has been validated through extensive simulations conducted
on the IEEE 69 distribution test system, with comparative
results demonstrating significant improvements in estimation
accuracy and attack resilience compared with conventional ap-
proaches. Future research topics include 1) investigating state
estimation and control problems under non-Gaussian noise
conditions [29], [35], [39], [45]; and 2) extending the main
results to multi-area PDNs under communication constraints
[3], [13], [25]; and 3) exploring cubature Kalman fusion
filtering problem under amplify-and-forward relays [16].
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