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Abstract—This paper investigates the recursive state estimation
problem for a class of nonlinear cyber-physical systems operating
under a token bucket strategy regulated by a random access
protocol. Communication between sensor nodes and the remote
estimator takes place over a shared network, where only one
sensor node is permitted to access the network at each time
instant to prevent data collisions. The transmission sequence of
sensor nodes is governed by random access protocol scheduling,
which is modeled as a sequence of independent and identically
distributed variables representing the selected node granted
network access. To efficiently manage limited communication
resources, a token bucket strategy is employed. The measurement
signal from the selected node is transmitted to the estimator
only if a sufficient number of tokens are available in the
bucket to meet the required token consumption. The objective
is to design a state estimation algorithm that minimizes the
estimation error covariance by appropriately determining the
estimator gain at each time step. The desired estimator gain
is computed recursively by solving two Riccati-like difference
equations. Finally, an illustrative example is presented to validate
the effectiveness of the proposed estimation method.

Index Terms—Recursive state estimation, random access pro-
tocol, token bucket strategy, nonlinear stochastic systems, cyber-
physical systems.

I. INTRODUCTION

Over the past decades, significant interest has been drawn
to the study of cyber-physical systems (CPSs), which have
been widely applied in various fields, including unmanned
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aerial navigation systems, industrial automation, environmen-
tal monitoring, sensor networks, mobile communications, and
smart grids. In CPSs, signal transmission between different
system components is achieved through a shared communi-
cation network, which greatly benefits from real-time sensing,
control, and response to changes in the physical world, thereby
enhancing autonomy, reliability, and intelligence. Generally,
due to the nonlinear nature of the physical world, its dynamics
must be represented by nonlinear models [6], [16], [24], [27],
[43], allowing for an accurate description of the complex
and varied behaviors of physical systems. Rapid technological
advances have stimulated strong interest in CPSs, leading
researchers to address numerous challenges in this field [2]—
(41, [71. [91. [15], [28], [42], [47].

State estimation, as a fundamental problem in system sci-
ence, has been extensively studied due to its wide range of
applications in engineering practices, such as navigation and
radar tracking systems. A substantial amount of research has
been dedicated to various aspects of state estimation problems
[14], [30]-[32], [44]. Among the various techniques that have
been developed, Kalman filtering schemes are recognized as
the most effective approach for linear systems subject to Gaus-
sian noise, with the objective of minimizing the estimation
error covariance (EEC) [5], [11]. Unfortunately, conventional
Kalman filtering is not applicable to nonlinear systems. There-
fore, the development of suitable estimation methods capable
of effectively handling nonlinearities is of crucial importance,
both from theoretical and practical perspectives. Furthermore,
it should be noted that, in practice, most systems exhibit time-
varying characteristics. Such variability arises primarily due to
several factors, including temperature fluctuations, operating
point drifts, and the aging of system components over time
[13], [19], [23]. Consequently, recursive estimation for systems
with both nonlinear dynamics and time-varying parameters has
become a critical area of research.

An implicit assumption in many existing results on state
estimation for CPSs is that all sensor nodes connected to the
network can simultaneously access the communication channel
for data transmission. Unfortunately, this assumption is often
unrealistic in practical engineering, as multiple simultaneous
accesses to a shared communication channel (with limited
bandwidth) inevitably result in data collisions or conflicts.
To address this issue, various communication protocols have
been developed to schedule network resources based on system
nodes. Some of these protocols include the try-once-discard
protocol [8], [36], [39], the round-robin protocol [10], [22],
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[35], [37], [41], and the random access protocol (RAP) [12],
[33]. Among these communication protocols, RAP has been
widely adopted in the industry due to its simplicity and effi-
cacy in handling varying traffic loads. A prominent example of
RAP is the carrier-sense multiple access protocol, which has
been extensively utilized in wireless communication systems.

It is worth noting that, in the context of estimation prob-
lems involving protocol scheduling, the use of communication
protocols introduces certain constraints. These constraints, in
turn, can significantly affect overall estimation performance.
Regarding networked control systems operating under various
communication protocols, although the analysis and synthesis
of such systems have garnered initial research interest (e.g.,
[17], [19], [26], [38], [45]), the issue of recursive estimation
for CPSs subject to RAP has not been fully explored. This
gap in the literature, along with the potential for substantial
improvements in estimation performance under realistic com-
munication constraints, has served as the primary motivation
for the present research.

In CPSs, the transmission of signals over a network is
always constrained by the transmission rate due to the lim-
ited availability of communication resources [46]. The token
bucket strategy has been widely adopted in real-world appli-
cations for network traffic control, serving as an effective tool
to address transmission constraints [18], [25], [29], [34]. This
protocol allows a specific amount of data to be transmitted
per attempt and is capable of handling transmissions that
exceed rate limits. Conceptually, it operates like a bucket with
a fixed capacity that is continuously filled with tokens over
time. Token generation is paused when the bucket reaches full
capacity and resumes once a token is consumed. The success
of data transmissions is determined by the token generation
rate and the token consumption rate.

Under the constraints of the token bucket strategy, the mea-
surement signal is successfully transmitted over the network
if a sufficient number of tokens are available in the bucket. If
the number of tokens in the bucket is lower than the amount
required for transmission, the transmission fails without con-
suming any tokens. The token bucket strategy ensures that a
transmission is successful when token consumption remains
below the generation rate. Even if the number of tokens
consumed for transmission exceeds the number currently being
generated, successful transmission can still be facilitated as
long as an adequate number of tokens are present in the bucket.
A dynamic model of token buckets, known as the token bucket
algorithm, has been employed to describe network behavior in
[21]. It should be noted that the application of token bucket
techniques to CPSs, particularly in state estimation problems,
remains a developing area [40], which has served as the second
motivation for the present research.

As mentioned previously, the design of a state estimator
for CPSs, while accounting for the impact of RAP-based
token bucket strategies, is of crucial practical importance
and presents several significant challenges: 1) developing
techniques to minimize the upper bound of the EEC while
addressing the RAP-based token bucket strategy; 2) managing
measurement outputs affected by the token bucket strategy,
particularly in cases of insufficient tokens, and analyzing the

transient behavior of the state estimation error induced by
token storage; and 3) formulating an implementation of the
estimator gain matrix that incorporates information from the
RAP-based token bucket strategy. The primary objective of
this paper is to develop an effective strategy to comprehen-
sively address these challenges.

Motivated by the above discussions, this paper aims to over-
come the challenges associated with designing an estimator
capable of handling the complexity introduced by the RAP-
based token bucket strategy. This objective is achieved through
the development of a recursive estimation algorithm. The main
contributions of this study, which emphasize its innovation and
technological advancements, are highlighted as follows.

1) For the first time, a thorough investigation is conducted
into the state estimation problem for CPSs by explicitly
considering the impact of the RAP-based token bucket
strategy, which is an area of growing significance in both
practical applications and theoretical research.

2) An innovative method is proposed for computing the
upper bound of the EEC by solving two Riccati-like
difference equations recursively. This approach provides
a structured and effective means to address the uncer-
tainties and dynamic variations introduced by the RAP-
based token bucket strategy.

3) The estimator gain, which is essential for achieving
the desired estimation accuracy, is derived through a
recursive calculation method. This approach enables the
gain to be dynamically adjusted, thereby significantly
enhancing the reliability of the estimator.

The organization of this paper is as follows. In Section II,
the foundational framework is established by introducing the
system configuration and key concepts, including the system
model, RAP characteristics, token bucket strategy, and state
estimator design. Section III presents the theoretical contri-
butions, where the upper bound for the EEC is derived, and
the recursive computation of the estimator gain is detailed. In
Section IV, the effectiveness and robustness of the proposed
approach are validated through a detailed example, demon-
strating its capability to address system complexities. Finally,
Section V provides a summary of the main findings, highlights
the contributions, and explores potential avenues for future
research.

Notations: R™ represents the m dimensional Euclidean
space and R™*"™ represents the set of all m x n real matrices.
I denotes the identity matrix. 0 denotes the zero matrix.
1,,x» denotes the all-ones matrix of size m X n. O,,xn
denotes the all-zeros matrix of size m x n. Y ~! represents the
inverse of the square matrix Y. M” indicates the transpose of
matrix M. Matrices without explicitly stated are supposed to
have compatible dimensions for matrix operations. Apmin{R}
(Amax{R}) stands for the minimum (maximum) eigenvalue
of matrix R. P{L} denotes the occurrence probability of an
event L. E{p} represents the mathematical expectation of a
stochastic variable p.
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II. PROBLEM FORMULATION
A. System Model

The plant dynamics and corresponding measurements are
characterized as follows:

Ts41 :f(xs) + Asxs + Bsws

1
Ys :Csxs + Dsys ( )

where x, € R™ represents the state variable, and y; € R™
denotes the measurement output. v € R™ and w, € R"
are the measurement noise and the process noise, respectively.
These noises are modeled as mutually uncorrelated zero-mean
sequences with covariance properties E{wswl} = W, and
E{vsv]} = V,. The time-varying matrices A,, B, Cs and
D, have appropriate dimensions. The initial condition of x,
has a known mean value and is assumed to be independent of
the noises. The nonlinear function f(-) : R™* — R"= adheres
to the following constraints:

f(0) =0, [If(m) = f(m2)l| < aflm — 2

where 71,72 € R™* are arbitrary vectors, and « is a known
positive scalar.

B. Random-Access-Protocol-Based Token Bucket Strategy

Let us now discuss the signal transmission within the
communication network. To facilitate analysis, we assume
that sensors of the system are grouped into n sensor nodes
based on their spatial distribution. Under this assumption, the
measurement output prior to transmission can be expressed as:
]T

A
Ys = [yl,s Y2,s Yn,s

where y; s (i € {1,2,...,n}) represents the measurement of
the ¢-th sensor node before it is transmitted.

To avoid data collisions during transmission, only one
sensor node is allowed to access the communication net-
work at any given transmission instant. This network access
constraint necessitates the use of scheduling protocols to
determine the transmission order of sensor nodes. In this
paper, RAP is adopted for scheduling transmissions. Let kg
(ks € {1,2,...,n}) denote the selected node to transmit data
at time instant s. As shown in [33], {ks}s>0 can be modeled
as a sequence of mutually independent random variables.
The probability of selecting node i (i € {1,2,...,n}) for
transmission at time instant s is given by:

Prob{xs =i} = b; (3)

where 1 > b; > 0 is the probability that node 7 is chosen
to transmit data via the communication network and satisfies
i bi=1.

Denoting the measurement output
through the network as:

after transmission

- A

Ys = [.171,5 .172,5 }T

; “4)
the updating rule of #; ; under RAP scheduling is set as
follows:

N
Yn,s

. Yis, if 1=k, $>0

Yie = 0, otherwise.

5)

According to the updating rule (5), it can be seen that

s>0

otherwise

i Woys, if ©)

ys =0,
where U, £ diag{6(rks — 1)I,0(ks — 2)I,...,0(ks — n)I}
and §(-) € {0,1} is the Kronecker delta function.

Without loss of generality, consider the case where the i-th
element §; s lies within the interval [—L;, L;], where L; € R
is a known positive scalar determined by the sensor charac-
teristics. To quantize ¥; s, a quantization accuracy ¢; € R,
representing the number of intervals, is chosen. Based on
this accuracy, the range of ¢; ; is uniformly divided into 6;
subintervals, which are defined as follows:

2L;
Qi —Li<@is<—-Li+ 0.
Q2i: —Li+ 2 < Wi < —Li + 2
i i (7
2L;
Qei;i c L — 0 < Yis < L;
For simplicity, define
2L,
A )
i = ’ 8
Ti 0. )
then the number of bits assigned to ¥; s is given by:
R; = [log, Ti] )

where [log, 7;] represents the smallest integer greater than or
equal to log, 7;, corresponding to the minimum number of
bits required to represent 7; in binary form.

To regulate the transmission rate and ensure efficient uti-
lization of available bandwidth, the token bucket strategy is
employed for transmitting measurement outputs. At any time
step s, let the bucket level be denoted as z, € {0,1,2,---,5},
where S is the bucket’s maximum token capacity (S > ¢), and
¢ is the constant token generation rate per time step. Given the
initial condition zy < .5, the dynamics of the bucket level can
be expressed as:

Zs+1 =min{zs + &, 5} — psps (10)

where ¢ represents the number of tokens consumed at time
s, and ps is an indicator function defined as:
A 1, min{zﬁ+5,5}—cp520, (1
0, otherwise.

The level of tokens consumed, ¢4, follows a probabilistic
distribution influenced by the RAP. At each time step, the ran-
dom selection of sensor nodes for data transmission introduces
fluctuations in the token consumption rate, which is governed
by the number of bits assigned to each node. Simultaneously,
the probability of token consumption is determined by the
probability of selecting the i-th node. Consequently, by uti-
lizing (3), (9) and (10), the probability distribution of ¢4 is
given by:

Prob {p, = R;} =b; (12)
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where R; is the number of bits required for the ¢-th measure-
ment signal, and b;, introduced in (3), is the probability of
selecting the corresponding sensor node for transmission.

The token bucket operates as a repository where tokens
are generated at a constant rate ¢ per time step. Once the
bucket reaches its maximum capacity S, token generation
is halted until tokens are consumed. At each time step,
the ability to transmit measurement signals depends on the
availability of sufficient tokens. If enough tokens are present,
the signal is transmitted, consuming a specified number of
tokens. Otherwise, the signal is not transmitted, and no tokens
are consumed.

In this paper, priority is given to token generation over
consumption at each time instant s. This implies that tokens
are first generated, after which a decision is made regarding
their consumption for data transmission. By allowing token
consumption to potentially exceed token generation in a single
step, this approach provides the flexibility required to adapt
to variable data transmission demands. Such adaptability is
essential for optimizing network resources and maintaining
efficient data flow.

Following the previous discussions, the measurement signal
can be expressed as follows:

gs :,U/sgs- (13)

Remark 1: RAP is widely utilized as a scheduling protocol
to address network access constraints in wireless commu-
nications. By incorporating probabilistic information during
communication channel allocation, RAP facilitates efficient
scheduling in unreliable environments [8]. This protocol was
first introduced in [33] and [8], where continuous-time and
discrete-time systems were studied, respectively. A notable
example of RAP scheduling is the carrier-sense multiple
access protocol, which has been successfully implemented
in the industry to effectively mitigate the issue of limited
communication channel capacity [1], [48].

Remark 2: The probability distribution of token consump-
tion levels, as described in (12), has been carefully designed
and is directly influenced by the RAP scheduling mechanism.
The random selection of sensor nodes for data transmission at
each time step leads to fluctuations in token consumption rates,
which depend on the number of bits allocated to each node.
This probabilistic approach effectively models the adaptive
nature of data transmission in CPS environments, capturing
the dynamic interplay between scheduling protocols and com-
munication constraints. Moreover, it underscores the inherent
challenges associated with achieving efficient and reliable
communication in systems with limited network resources.

C. State Estimator

For CPS described by (1) with measurement outputs char-
acterized by (13), a state estimator with the following structure
is employed:

j's+1|s :Asi's|s + f(‘%s\s)
j's+1|s+1 :i's+1|s + Ks-l—l (gs-i-l (14)

- ﬁs+1q/s+lcs+ljs+l|s)

where #,,1), € R"® represents the one-step prediction of
Ts+1, and ZTyyqs41 € R represents the state estimate of
Zs+1. The matrix K 11 € R™=*™ is the estimator gain to be
designed, and

ﬁs-l—l éE{Ms-l—l }7

whose specific form will be introduced later.
The one-step prediction error and estimation error are
A A A
defined as egyis = Tst1 — Tsyi)s and egyqsy1 =
Ts+1 — Toq1]s+1, respectively. Their associated covariances
A T A
are denoted as Py s = E{es+1|ses+1‘s} and Pyiqjs41 =
T
]E{es+1\s+1es+1|s+1}- '
Based on (1), (13) and (14), the error dynamics are ex-
pressed as:

eerl\s :f(es|s) + Ases\s + Bsws
es+1\s+1 = (I - ﬁs-l—le-l—l\Ijs-i—le-i—l) eerl\s
- Kerl (,UJerl - ﬁerl) Cerl\I/erlIerl

- Kerl,uerl \I/erleJererl

5)

where

f(es|s) éf(l's) - f(js\s)

The aim of this paper is to design a state estimator of
the form (14) for the system described in (1), achieving the
following objectives:

1) Derive the upper bounds Ms+1\s and ./\7ls+1|5+1 for the

prediction and estimation error covariances, ensuring:

Ps+1|s S Ms+1|57 Perl\erl S Merl\erl'

2) Design the estimator gain K4 through recursive cal-
culation to minimize the upper bound M 1|541-

III. MAIN RESULTS

An upper bound on the EEC is first calculated in this
section. Subsequently, the estimator gain is derived by mini-
mizing the upper bound. The following lemmas establish the
theoretical foundation for the key results presented in this
section.

Lemma 1: [20] For a positive scalar 3 and any given vectors
h and g, the following inequality holds:

ho' + oh™ < BERT + B 1ot . (16)

Lemma 2: Let {zs}s>0 denote the token bucket level
whose probability distribution is characterized by (10). Define
the probability distribution vector at time instant s as y, =
[Prob{z; =0} Prob{z, =1} Prob{z, = S}]T.
The recursion for y, is given by:

Wi We Wiz
Xs+1 = | [Wa Ws We| +Q= | xs (17)
Wr: Ws Wy
whose initial condition is given by:
T
xo=10 -+ 0 1 0 - 0
—— hsv_/
20 —Z0
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where
[be1 bega bs—1
N be  bey1 ... bs—2
WQ - . . . . 9
L b1 b2 b5,5,1
[ b, bo b1 bs_c2
Wy £ bs.il , Wi £ - e ’
L bO 0 0 . bo
T
Wiy = [bs bs_1 bsfs] by 11><(s+1)7
T
We & [bs,s,l bs—_c_2 b1] ® Lix(et1)s
Wy 2 Os—c—1)x1, Ws 2 01x(5—c-1);
W7 £ 0, Wg = bO ® 11><(s+1)7

QL dlag{Zbg,ZbQ,.. b, 0 } ,
[OEX(SE+1) Ocxe :| )
I O(S—a+1)><a
Proof: According to (10), the probability of z,; satisfies:
Prob{zs11 = m}

(1>

—_
—
i

S—m
= Z Prob{zs =m—c,ps =m+ 7}
T=1
S—e—1
+ Z Prob{zs = 1,05 =7+ —m}
7=0

€
+ZProb{zs =S —e+71,0,=5—m} (18)
7=0
Drawing upon the fact that, at time instant s, z; and @ are

independent of each other, (18) can be rewritten as:
Prob{zs+1 =m}

S—e—1

= Z b4 Prob{zs =m —e} + Z brte—m

x Prob{zs =7} + Z bs_mProb{z; =5 —e+ 71}
7=0
S—e—1

Z b.Prob{z; =m —e} + Z bric—m

T=m+1

x Prob{zs =7} + bs—m Z Prob{z; = 7}.
T=S—¢

19)

By expanding y,4; with (19), (17) is obtained, thereby
completing the proof. ]

With the recursion of the probability distribution in
Lemma 2, jisy1 can be obtained as:

ﬁerl =1- PXs+1 (20)

where

S
> by (21)

g=e+2

S
> b

g=¢e+1

bs 01><(5+1)

Remark 3: The first term on the right-hand side of (19)
accounts for the scenario in which a transmission failure
occurs, indicating that no data has been successfully trans-
mitted due to insufficient tokens or other network constraints.
The second term represents the case where transmission is
successful under the condition z; + ¢ < .S, implying that the
token bucket still has the capacity to accommodate additional
tokens without reaching its maximum limit. Lastly, the third
term describes a successful transmission scenario in which
the token bucket has already reached its maximum allowable
capacity S, ensuring that no further accumulation of tokens
occurs before the transmission takes place.

In the following theorem, upper bounds for the error co-
variances are established.

Theorem 1: Let «, 31, B2, and B be given positive scalars.
Assume that there are two sequences of matrices, denoted by
{M 115 }sz0 and { M, 11541 }s>0 (With the initial condition
Moo = Fyjo) which satisfy the following difference equa-
tions:

Ms+1|s
=(1+ p1) AcM ;AT + BJW, BT
+a? (1 + ﬁfl) tr {./\;ls‘s} I,

Ms+l|s+1

=(1+B2) > bi (I = o1 K1 WiCop1) Mg
i=1

(22)

X (I = fss1 K1 ¥:Csy1)" + (1 + B) (1+651)

X (ﬁs+1 - ﬁ§+1) D biKo19iCo1 My CL
i=1

< WKL+ (14 87) (14 57 (e — i)

X Zb Ks—l-l\I} Cs—l-lstrl\s s+1\scs+1\11 Ks+1
i=1

+ fst1 Z biK 1 1ViDo1 Va1 DI WK
=1

(23)

Then, the solution of (23) is an upper bound of P, 1|541.
Proof: This theorem can be proved by the mathematical

induction. To begin, it is evident that the initial condition
Py < ./\/lo|0 holds. Now, assume that Py, < 7./\/15‘
satisfied, the next step is to verify that P, 1,11 < M5+1‘S+1
also holds.

By using the definition of the prediction error covariance
P, 1|5 and the error dynamics in (15), we obtain

Ps+1|s
—IE{( s) + As eS|S+BSwS)

x (f(es\s) + Aseys+ Buwo) "}
& { Asequef AT} + B fleq) 1T ()}
+E {Ases\sz(eﬂs) + f(€s|s)€£sAZ}

T E{BswswsTBZ}. (24)
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With the aid of (2), one has that
E{fess) " (es)s)} SE{ST (ess) f(es)s) I}
<o’RE {65585‘51} < a’tr {PS‘S} 1.
Furthermore, based on Lemma 1, we obtain
E {Ases\sz(€s|s) + flesis)e s|sAT}
<BE{Ase,e] AT |+ BTE{ fleqn) [T (ens) ) 26)
Substituting (25) and (26) into (24), we derive

(25)

Ps+l|s S(l + ﬂl)AsPs\sAZ =+ BSWSB?

+o?(14 Byt { Py} I 27)

which implies Pyy1)s < Mgjq)s.

Next, it is necessary to demonstrate that Pgyqs11 <
M41)s41 holds. Similarly, it follows from the definition of
P, 1)541 and (15) that

Py )s41

:E{ (I = Ksr1fls11Vs11Cs41) €s+1|sez+1\s
X (I = Kog1/is119s11Csp1)" }
+ E{Kerl (,us+1 — ﬁs+1)‘1’s+1cs+1175+1
X $Z+1OST+1\I/Z+1 (Herl - ﬁsH)TK;TFH}
+ E{Ks+1ﬂs+1‘1’s+1Ds+1Vs+1 v, DYy,
X ‘I’ST+1#5T+1K5T+1} —Tor1 — Top

where T, is defined as:

(28)

‘Ierl éE{ (I - Kerlﬁerl\IJerlOerl) es-|—1|s
T
x IFQFHCEH‘I/F;FH (Hs+1 - ﬁsﬂ) KSTH}.
Based on Lemma 1, we have
T
- ‘Is-i-l
§ﬁ2E{ (I - Ks-l—lﬁs-l—lllls-i-lcs-i-l) 65+1|S€Z+1|S

X (I - Ks-l—l/zs-l-lqjs-i—lcs-i—l)T }

- ‘Is-i-l

+ B;lE{Kerl (,UJerl - ﬁerl) \I/erlOerlstrl
X 031 O Vi (Hs+1 - ﬁsﬂ)KsTH}.
Consequently, (28) can be rewritten as:

Ps+l|s+1
=(1+ 52)1[3{ (I = Kst1fs+1Vs41C511) €541

X ez-l-l\s (I - Kerlﬁerl\I/erlOerl)T }
+(1+ B;l)E{Ks-i-l (Ms+1 - ﬁs+1)\1’s+1Cs+1
X Zop1744,Co Ui, (Ms+1 - ﬁs+1)KsT+1}

T
+ E{Kerl,UJerl\IjerleJererlVSJrl

x DSTH‘I’ZHMsHKZH} 29)
and, furthermore, it is straightforward to observe that
E {xs+1$§+1}
(o) (e #0.))
(1 + ﬁ) s+1]s + (1 + B_l) Bag1]stat)s

One the other hand, we from the definition of ¥, that

\I/erl = Z 5(Hs+1 - Z)\Ijz
=1

(30)

€19

Since

1=

6(KJS+1 )6(/455_’_1 (32)

P {5(@“_@-),. if

0, otherwise.

and

E{0(ksr1 — i)} =D b;0(j — i) = bs, (33)
j=1

we conclude that
E{ (I = Kst1fis+1Ys11C0511) €511

X esT+1\s (- Ks+1ﬁs+1‘l’s+1cs+1)T }

—E{ <I - Kerlﬁerl Za(’ierl - i)\I/iOerl) es-l—l\s

i=1

n T
X eZJrl\s (I - K5+1ﬁ5+1 Za(’ierl - i)\I/iCSJrl) }

=1

=P 115 — E{ 25(Hs+1 — ) Ks1fis41¥i

i=1

n
T .
X Cs+les+1|ses+1s} - E{ § 5(554-1 - Z)eer1|s

=1

n
T T g T Z
x eerlsCerl\I]ius-i-leJrl} { 6 Ks+1 — Z
=1
. T — T
Ks+1us+1\1/ics+1€s+1|ses+1sCs+1‘I’i#s+1Ks+1}

sz I— Ks-l—lﬂs-i—lql Cs-i—l) s+1|s
=1

x (I — Ks+1ﬁs+1‘1/ics+1)T

Similarly, we also obtain

(34)

E{Ks+1(us+1 - ﬁs+1)\1’s+1Cs+1
N T T 3T ~ T
X Bsp1)sZ51 1150541 Vst (Ms+1 - us+1)Ks+1}

Z (Ms+1 ﬁ§+1) Ksp1¥iCspa

jj s+1|s s+1\scs+lqj Ks+1a (35)
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’ (14 87) (4 B (e — 7240
Ed Kop (Ms+1 - Ms+1)\1’s+1Cs+1 s+
o . X Z bi‘I’iCs+1fﬁs+1|sfz+1\SC;T+1‘I’z‘
x Ps+1\scs+1\I}s+1 (MS-H - ﬁs+l)Ks+l =1
n + ) bificr1¥;Dyi1 Va1 DL ;. (40)
:Zbi (ﬁsﬂ - ﬁ§+1)Ks+1\PiOs+l i=1
i=1 Proof: The trace of the M 1541 is computed as follows:
s+1\scs+1\IJ Kerla (36)

tr Ms-{-l s+1
E{Kerl,uerl\IJS+1DS+1VS+1V5T+1D5T+1 { ‘ }
=(1+ B2)t {

bi (I — Koy1jis1YCoy1) Mgy
X ‘1’5T+1Hs+1K5T+1} Z +1fls+1 1) Mg

i=1
= szusHKsH‘I’ Dyp1 Va1 DL WK (37 X (I = Kop1flss19iCsi1)" } + (1 + B) (14851
As a result of the above derivations, we obtain . . - .
(usﬂ us+1)tr D iK1 Wi Coi My Cly
Ps+1|s+1 =1
<(1+B2) Y bi (I = Koyrfiss19iCot1) Poguys x W Ks+1} (1+87) (4 67 (flers — 72201
i=1
T n
X (I — Kerl,uerl\IJiCerl) X tr{ Z biK5+1qfics+1i's+1|si'z+1|505+l\I]iK?+1}
i=1

+ (1 + B) (1+ ﬂ{l)(ﬁsﬂ - ﬁngl)
" Zb Koy U, Os+1Ps+1|sCs+1‘1/ KT, + tr{usﬂ ;b iK1V Dy 1 Va1 DL 0, Ks+1}

=1 ) (41)
+ (1 + 571) 1+ ﬂz_l)(ﬁsﬂ - ﬁ§+1)

Then, we take the partial derivative of tr{M, 1,41} Wwith

respect to the variable K ;11 and have
X Zb Ko W,Coprdgp il OL K]

=1 Otr (MS+1|5+1)
a*Kvs-i—l
+ fist1 Zb Ko1¥iDsi1Var1 DI WKy, (38) "
=t =—2(1+4B2) Y bifier1Moi1sCL T,
Under the assumption Py, < M, by comparing (22) with izl
(27), we arrive at Py 1), < Ms+1\s which, together with (23) 2(1 bl Kooy U, Cnns M oT .
and (38), further implies Py 41541 < Mg i1|s11. The proof is + 2 +ﬁ2)¥ a1 241541 M 411 Ts41 T
now complete. B [ | ~ N o
After deriving the upper bound M 1.1, the estimator +2 (1 + ﬂ) (145 )(“SH - ,u5+1)
gain is designed by minimizing M 1|, at each time instant. n B .
The following theorem provides the estimator gain to minimize X Z biKs1¥iCsiMs1Co W5
this upper bound. - i=1
Theorem 2: The upper bound M, 1|41 of the EEC can be +2 (1 + Bfl) (1+ 874 (ﬁsﬂ — ﬁ§+1)Ks+1
minimized by designing the estimator gain as follows:
g 5 T T .
KS+1 = Z/{s+1y5_+11 (39) X ; bZ\IJZCS+1Is+1\sI5+1‘SOS+1\Ijz
where - .
. +2) biKo1jist1ViDep1 Va1 DI 05 (42)
U 2diag{bI,bo1, ..., b1}, i=1
Us i1 é(l + Ba)iiss1 M, +1\sCsT+1‘i’a The gain parameter K, can be determined by letting
" ! - 6tr(~/\;ts+l s+1)
Vo1 214 82) > bijiz 1 UiCon M1, CLy 0 8K—+1‘ =0. (43)
i=1 s
+ (1 +B) (1 +B{1)(ﬁs+1 _ ﬁngl) Then, we have ) )
n B . Ko =1+ 52)ﬁ5+1Ms+1|sCZ+1\I’y;+11
bV, Cy s11)sCar1 Vi )
. Z 1M1 O which ends the proof. [ ]

i=1
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Remark 4: In this paper, a recursive state estimator is devel-
oped for nonlinear CPSs under the constraints imposed by the
RAP-based token bucket strategy. To quantify the performance
of the proposed estimator, an upper bound for the estimation
error covariance is derived by formulating two Riccati-like
difference equations. These equations systematically incorpo-
rate the impact of the RAP-based token bucket strategy on
estimation. The proposed state estimation method effectively
addresses practical challenges, such as limited transmission
resources, making it highly applicable to real-world CPS
scenarios. In the next section, numerical simulations will be
conducted to validate the proposed method. Specifically, two
key findings will be demonstrated: i) increasing the token gen-
eration rate improves estimation performance, and ii) reducing
the token consumption rate enhances estimation accuracy.
These findings will highlight the effectiveness of the proposed
state estimation approach under constrained conditions.

Remark 5: The key contributions of this paper are summa-
rized as follows.

1) A unified framework is presented to address the chal-
lenges posed by the RAP-based token bucket strategy
in CPSs. This framework lays the groundwork for state
estimation under practical resource constraints.

2) The model captures the stochastic nature of RAP
scheduling and token consumption, offering a more
realistic representation of CPS data transmission. By
incorporating these uncertainties, the approach reflects
real-world communication limitations.

3) The estimation error covariance bounds are derived
using a set of coupled Riccati-like equations, balancing
computational efficiency with analytical rigor.

4) The impact of key system parameters, such as token gen-
eration and consumption rates, is analyzed in detail, and
this provides valuable insights into how communication
constraints influence estimation performance.

These contributions enhance state estimation techniques for
CPSs operating under network constraints, bridging theoretical
development with practical application.

IV. AN ILLUSTRATIVE EXAMPLE

Consider a nonlinear CPS with the following system param-
eters:

[0.077 0.049 + 0.06 cos(s) 0.060 0.048 0.067
0.390 0.050 0.072 0.085 0.085
As = 10.079 0.040 0.082 0.074 0.055
0.085 0.045 0.078 0.045 0.089
10.095 0.084 0.058 0.026 0.060
[0.498 0.8+ 0.01sin(s) 0.699 0.456 0.254
0.512 0.120 0.723 0.254 0.265
Cs = [0.980 0.872 0.458 0.254 0.848] ,
0.480 0.620 0.865 0.257 0.978
10.860 0.212 0.421 0.254 0.578
0.456 0.315 + 0.01 cos(s)
0.790 + 0.050 sin(s) 0.565
Bs; = 0.699 ,Ds = 0.245
0.895 0.615
i 0.052 0.550

The nonlinear function is chosen as follows:
0.17sin(z1,s)

0.16 sin(z2,s)
f(zs) = |0.16sin(x3 5)
0.17sin(z4,5)
0.17sin(zs )
TABLE I
THE VALUE OF R; AND THE PROBABILITY OF ITS BEING SELECTED b;
UNDER € = 3
) 1 2 3 4 5
R; 2 1 3 2 1
b; 0.1051 0.2691 0.5182 0.1012 0.0064
TABLE II
THE VALUE OF R; AND THE PROBABILITY OF ITS BEING SELECTED b;
UNDER € = 3
) 1 2 3 4 5
R; 3 4 4 2 3
b; 0.2554 0.1322 0.0998 0.4432 0.0693
TABLE III
THE VALUE OF R; AND THE PROBABILITY OF ITS BEING SELECTED b;
UNDER € = 3
3 1 2 3 4 5
R; 3 4 4 3 5
b; 0.1505 0.4084 0.0559 0.0349 0.3503
The  initial state is  chosen  as T =

[0.10 0.05 0.01 0.03 O.Ol]T. The covariances of
the measurement noise and process noise are selected as
Vs = 0.25 and Wy = 0.25, respectively. Assume S = 5
(indicating a maximum token storage capacity of 5 units) and
zop = 1 (indicating an initial token storage of 1 unit). The
simulation results are shown in Figs. 1-14 and Tables I-III.

Based on Theorems 1-2, the minimum upper bound and
the desired estimator gain can be calculated. To demonstrate
how various parameters affect estimation performance, we
give certain comparisons between different parameter values.
Specifically, two scenarios with different token generation
rates, ¢ = 2 and ¢ = 3, are examined. Additionally, three
cases for different token consumption rates 1), are considered.

Tables I-III present the value of R; corresponding to each
node and the probability b; that it is selected. Table I indicates
that the bits assigned to 4; s (i = 1,2,3,4,5) are less than or
equal to the token generation rate (¢ = 3), i.e. R; < €. Table I
indicates that the bits assigned to %; s (i = 1,2,3,4,5) are
either less than or equal to or greater than the token generation
rate € = 3, i.e. either R; < ¢ or R; = ¢ or R; > . Table III
indicates that the bits assigned to %; s (i = 1,2,3,4,5) are
greater than or equal to the token generation rate (¢ = 3), i.e.
Ri Z E.
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Fig. 3. The level of tokens consumed with R; < e.

Figs. 1-3, Figs. 4-6, and Figs. 7-9 indicate the token bucket
level z,, the number of tokens consumed 15, and the success or
failure of data transmission for the cases presented in Table I,
Table II, and Table III, respectively. Specifically, Figs. 1, 4,
and 7 display the amount of token stored in the bucket for
different values of R;. Figs. 2, 5, and 8 illustrate the value of

Fig. 6. The level of tokens consumed with R; < e or R; > €.

the indicator function s under varying R;. Figs. 3, 6, and 9
show the level of token consumption for different values of R;.
From these results, it is evident that assigning fewer bits to the
measurement signal leads to a lower token consumption rate.
Furthermore, a higher number of tokens stored in the bucket
increases the probability of successful data transmission (i.e.,
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w=1).

Figs. 10-13 illustrate the state trajectories of z;, (i =
1,2, 3,4) and their corresponding estimates £; s (¢ = 1,2, 3,4)
under varying s, which is influenced by different values of
R;. The results indicate that a higher ¢ leads to a greater
estimation error. This observation aligns with the expectation
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that an increased token consumption rate negatively impacts
estimation accuracy.

Fig. 14 depicts the actual state x5 ¢ and its estimate &5 g
under different token generation rates . As € increases, the
probability of successful transmission (us = 1) also rises, re-
sulting in improved estimation performance. This trend reflects
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the expected relationship between higher token generation
rates and enhanced estimation accuracy.

In summary, all simulation results confirm the effectiveness
of the proposed state estimation approach.

V. CONCLUSION

This paper has addressed the state estimation problem
for CPSs, where measurement signals are transmitted over
networks subject to the constraints imposed by the RAP-based
token bucket strategy. The upper bound of the EEC has been
rigorously derived using two coupled Riccati-like difference
equations, establishing a solid theoretical foundation for the
proposed method. Additionally, the optimal estimator gain has
been obtained by minimizing this upper bound at each time
step. To demonstrate the practical applicability of the proposed
approach, a detailed example has been presented, illustrating
its effectiveness in managing the challenges associated with
the RAP-based token bucket strategy. The results confirm the
method’s capability to handle communication limitations while
maintaining accurate state estimation, making it well-suited
for real-world CPS applications operating under constrained
resources. Looking ahead, several potential research directions
can be explored: i) the proposed framework could be extended
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to incorporate other traffic management protocols such as the
leaky bucket protocol; and ii) the current approach could be
adapted to large-scale CPSs, which often involve complex
network topologies with multiple interconnected components.
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