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Privacy-Preserving Distributed Energy Management
for Battery Energy Storage Systems Over
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Abstract—This paper addresses the privacy-preserving energy
management problem of battery energy storage systems (BESSs).
An autonomous privacy-preserving distributed optimization (AP-
PDO) scheme is developed over time-varying networks with the
aim of regulating the power output of local BESS to fulfill
the total load demand at the minimum economic cost under
battery capacity constraints without privacy leakage. To this
end, a linearly convergent distributed algorithm is proposed
by combining the gradient descent algorithm with leaderless
and leader-following consensus schemes. This algorithm is ap-
plicable to both islanded and grid-connected modes of BESSs.
Furthermore, a novel privacy-preserving approach is constructed
by injecting well-designed perturbation sequences into the data
exchanged between neighboring nodes, making it effective against
malicious eavesdroppers. Furthermore, a comprehensive analysis
framework is established to evaluate the convergence, optimality,
and privacy-preserving performance of the APPDO algorithm.
Finally, numerical studies are conducted to demonstrate the
effectiveness of the developed APPDO scheme.

Index Terms—Distributed energy management, privacy p-
reservation, linearly convergent distributed algorithm, correlated
perturbations, battery energy storage systems.

I. INTRODUCTION

In recent years, the push for green and sustainable develop-
ment has significantly increased the penetration of distributed
renewable generation in power grids. However, distributed
renewable resources (e.g., solar and wind) are typically subject
to characteristics such as uncertainty, randomness, and inter-
mittency, which pose serious challenges to energy manage-
ment in power systems [1]-[4]. To address the limitations of
renewable resources, battery energy storage systems (BESSs)
can be introduced to buffer short-term power imbalances,
thereby enhancing power dispatch performance. BESSs have
been widely applied in various renewable energy systems due
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to their crucial role in improving power supply quality, shaving
peak demand, and providing backup power during emergencies
(e.g., grid failures and electrical shortages [5]-[7]).

Energy management has become a cutting-edge topic in
both industry and academia, driven by the widespread adoption
of environmental, social, and governance (ESG) standards by
many nations. Consequently, it is critical to ensure the effi-
cient, safe, reliable, and economical operation of BESSs. With
the increasing prevalence of energy storage technology, the
number of power suppliers continues to grow. In this context,
centralized energy management schemes struggle to manage
system operations and data processing for a large number
of participants dispersed over vast geographical areas [8]-
[11]. As a promising alternative, the distributed approach has
garnered significant attention, which leads to the development
of several notable algorithms, including but not limited to,
the distributed alternating direction method of multipliers [12],
[13], the decentralized exact first-order algorithm [14], [15],
and the distributed primal-dual algorithm [16], [17].

In distributed implementations, local agents need to fre-
quently exchange data with their neighbors over networks
to achieve a global goal [18]-[20]. However, in actual en-
gineering, communication networks may be time-varying due
to the plug-and-play characteristics of the grid and unexpect-
ed communication link failures. Several initial studies have
explored distributed algorithms over time-varying networks
[16], [17], [21]. For instance, a distributed scheme inspired by
the dual averaging algorithm has been developed in [16] for
use in time-varying topologies. Furthermore, an optimization
algorithm has been developed for time-varying networks by
adopting the push-(sub)gradient method [17]. Noted that the
algorithms mentioned above require a decaying step size to
achieve exact convergence, which degrades the convergence
speed. Moreover, these algorithms are restricted to operating
in the islanded mode. Therefore, it is imperative to develop an
autonomous distributed algorithm with a rapid convergence
rate that can function in both islanded and grid-connected
modes, and such a necessity motivates our current study.

Within the landscape of the energy internet, BESSs are
increasingly interconnected and reliant on digital technologies,
resulting in a substantial increase in the volume of data
generated and processed. While these data are valuable for
optimizing operations and improving efficiency, they also pose
new privacy and security challenges [22], [23]. Specifically,
if sensitive data are compromised, they can be exploited
to disrupt decision-making processes, interfere with system
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monitoring, and potentially threaten overall system stability
[24], [25]. Hence, it is urgent to develop a privacy-preserving
approach to prevent data breaches or theft that could lead to
system disruptions, thereby ensuring the reliable and efficient
operation of BESSs.

To preserve sensitive data, some privacy-preserving tech-
niques have been reported in the literature [12], [13], [17],
[26]. For instance, confidential communication has been
achieved by utilizing the additive homomorphic property of the
Paillier cryptosystem [12], [26]-[28]. However, cryptography-
based approaches may require considerable computation and
communication resources due to the inherent complexity of
asymmetric cryptographic algorithms [29]. Additionally, a
privacy-preserving distributed algorithm has been designed in
[14] through state decomposition. This approach divides state
information into two components: an external substate, which
can communicate with neighboring nodes, and an internal
substate, which interacts solely with the external substate and
remains invisible to eavesdroppers. It should be pointed out
that such a scheme may reduce convergence speed due to the
altered connectivity of the communication topology.

Apart from cryptography-based and state-decomposition
methods, noise-injected privacy preservation is also a main-
stream approach. The primary concept involves injecting well-
designed noise into sensitive information to confuse adver-
saries [30], [31]. However, it should be emphasized that exist-
ing noise-injected schemes may compromise the convergence
accuracy of algorithms [13], [32] and reduce privacy perfor-
mance against external eavesdroppers [17], [21]. Therefore,
there is a need to explore an effective privacy-preserving
technique that maintains both convergence accuracy and robust
privacy performance, and this necessity forms the primary
motivation for our present study.

Given the aforementioned discussions, we endeavor to
develop an APPDO algorithm by combining the leaderless
and leader-following consensus schemes with a correlated
perturbation mechanism, aiming to achieve optimal energy
management without exposing sensitive information. The main
contributions of this work are articulated as follows.

1) A consensus-based distributed algorithm over time-
varying topologies is developed with a linear conver-
gence rate, suitable for both grid-connected and islanded
modes of BESSs. Compared to existing works [5], [7],
our algorithm covers both modes and enables smooth
mode transitions. Furthermore, in comparison to [16],
[17], [21], our algorithm achieves rapid convergence
with a geometric rate;

2) A correlated perturbation scheme is incorporated into
the corresponding distributed algorithm, demonstrating
robustness against malicious eavesdroppers. Unlike dif-
ferentially private approaches [13], [32] and homomor-
phic encryption schemes [26], [33], our scheme offers
significant advantages in terms of precise convergence,
minimal computational complexity, and uncompromised
privacy-preserving performance;

3) By employing the small gain theorem, a sufficient con-
dition is derived to verify that the developed APPDO al-
gorithm can exponentially attain to the globally optimal

solution in both modes. Unlike the eigenvalue analysis
technique [34], [35], our technique is more general
through addressing the case of time-varying topology.

Notation: || - || denotes the Euclidean norm. 1y (0y) is the
N-dimensional column vector of ones (zeros). Iy is the N-
dimensional identical matrix. coly{a;}, diagy{a;}, [a;;]n are
the N-dimensional column vector, diagonal matrix, and real
matrix with elements being a;, a;, and a;;, respectively.

II. PROBLEM FORMULATION AND PRELIMINARIES
A. Network Model

In BESSs, the cyber layer can be described as a multi-
agent system, where each node collects local power supply
and demand information from a BESS, local loads, and
local distributed energy resources (DERs), and provides an
optimal nominal value to BESSs via local data exchange.
The communication network of N agents can be represented
by an undirected graph ¥ (k) = {V,&(k)}, where V =
{1,2,--- N} and E(k) = {(i,5)|i,j € V} are, respectively,
the vertex and edge sets at iteration k. The pair (7, j) € (k)
indicates that agent j can receive information from agent 1.
Let N;(k) £ {4](4,4) € E(k),j # i} denote the neighboring
set of node 7 at iteration k. Denote the adjacency matrix of
graph (k) as Ay = [a;; k)N, where the weight a;; ) > 0 if
(4,4) € E(k), and a;;, = 0 otherwise. Define the Laplacian
matrix as Ly = Cp — Ag, where Cy £ diagy{cix} is
the degree matrix with c; j £ > FEN () @ig k- Specially, the
utility grid can be labeled by agent O (i.e., the leader), where
a;0 = ag; = 1 if agent ¢ is connected to the utility grid via
energy router (ER), and a;90 = ag; = 0 otherwise.

Assumption 1: The sequence of undirected graph
{%(k)}k>0 is jointly connected. Specifically, there exists
an integer d > 0 such that the graphs U](fiii)d_lg (k) are
connected for VI > 0.

B. Optimization Problem

Consider a distributed energy management problem of
BESSs over a finite time horizon 7'. First, we assume that
the local demand P, ;(¢), the DER generation power Pg ;(t),
and the BESS generation power Pp ;(t) remain unchanged in
each period ¢ € {1,2,...T}.

Given the characteristics of BESSs, we have the following
constraints. For BBSS ¢ (i.e., agent 7), the charging/discharging
power is constrained by

Pp;<Pgi(t)<Pp; teT,icV. (D

To extend the operational lifespan of the energy storage
devices, the state of energy (SoE) of BESS ¢ is subjected to

SoFE,; < SoF;(0) — % ZQ‘?(Z)PB i(l) < SoE;, (2

where o; € (0,1) is the charing/discharing efficiency, At =
T/T is the length of each time interval, F; is the maximum
available energy, and £(1) £ —sgn(Pg ;(1)).
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To achieve supply-demand balance, the power must satisfy

N
ZPB, Zsz — Y Pailt), 3
=1

where Py (t) is the power from the utility grid, and 7(¢) €
{0,1} is the mode converter. If 7 = 1, BESSs carry out in the
islanded mode, and in the grid-connected mode otherwise. In
this paper, P;;(t) and Pg ;(t) are known but uncontrollable,
and Pg ;(t) can be regarded as the negative load.

In BESSs, the main aim of energy management is to en-
hance the efficiency of electricity utilization and minimize the
expenses associated with electrical supply. Generally speaking,
the cost for BESS ¢ primarily consists of the energy storage
capacity deterioration cost and a fixed cost [7], [36], [37],
which can be described by

07(PB,7(15)) = bz(PB,z(t))2 =+ aiPBy,;(t) + C;. (4)

In the sequel, the power dispatch problem for multiple
BESSs over the finite horizon can be formulated by

t)Pyc(t

arg min Ci(Pp,i(t)) + TAo(t) Puc(t)
Pg,i(t) i€V, teT) ;; ) (
s.t. (1) = (3), &)

where Ag(t) represents the electricity price from the utility
grid.
Denote the marginal cost of BESS ¢ as

90, (Pas(t)
N(t) & =5 pE

Note that the optimization issue (5) is addressed by utilizing
the classic Lagrange multiplier approach, with the expression
of the optimal solution given by X;(¢) = A\*(¢). If 7 = 1, then
A*(t) = Ao(t), where \*(t) is related to the cost function of
BESSs. More details can be found in [38].

=2b;Pp i(t) + a;. (6)

C. Objective

Before outlining the main aims, we first provide the follow-
ing definition of privacy in BESSs.

Definition 1: Consider a BESS of N agents, the privacy of
BESS i is preserved, if malicious agent j cannot estimate/infer
sensitive information pair {a;, b; }.

Consequently, the purpose of this study is twofold: 1) to
design an autonomous distributed algorithm to solve the opti-
mization problem (5); and 2) to construct a privacy-preserving
mechanism that prevents sensitive data from being estimated
by malicious agents.

Remark 1: Note that the sensitive information of BESSs
plays a critical role in bidding strategies within the energy
market, avoiding malicious competition, and ensuring the
secure and dependable functioning of power grids. In this
study, the malicious node can be regarded as a competitor in
BESSs. The competitor could exploit the sensitive information
from other BESS units to strategically adjust its own power
output, thus gaining a dominant position in the electricity
market and maximizing its own benefits. Hence, it is essential
to develop schemes that enhance the preservation of power
privacy data and prevent the exposure of sensitive information.

III. DISTRIBUTED ALGORITHM DESIGN AND ITS
PERFORMANCE ANALYSIS

In this section, we first develop an APPDO algorithm
designed for time-varying communication networks. Then, by
leveraging the small gain theorem, we demonstrate that the de-
veloped algorithm achieves linear convergence in both islanded
and grid-connected modes. Additionally, the constructed algo-
rithm ensures a smooth transition between these two modes.
Furthermore, a privacy analysis is conducted to verify the
security of the developed algorithm against malicious agents.

A. APPDO Algorithm

To address the energy management problem in (5), we first
focus on the single time-step energy management problem
and then extend it to the multi-step case with inter-temporal
constraints.

Inspired by the leaderless and leader-following consensus-
based distributed scheme and the correlated perturbation mech-
anism, an APPDO algorithm is constructed as follows:

XL = AE) + e (D wia V() = ()
JEN(K)
k k k
+ rwio(o(t) = M) + 5F (1)) + <2E (D)
Ne(t) — a;
Pht)=  argmin_ Py - 204
Pg,q‘,(t)e[EB,i’ Pp.i v
) =2 e Y Lr(Eh() - 2F (1)
JEN; (k)
+ eas8 i (t) = (P (6) = Ph (1)
SPESN(E) = Twoytt(0)
PEE(E) = (P (1) + wind LT (1)
(1) = W(t) +wio (P4(t) = Py (1)
Plq(t) ZPUZ (7)
where

NE () 2 0B () + st (1), 2h() &

25 (t) + 85 (1) (8®)
are received information from agent j, with added random
perturbations s . (t), s5 .. (t) € [~00*,90*], where ¥ >
0, o € (0, 1), to preserve sensitive information. To eliminate
the influence of these introduced perturbations on convergence
accuracy, the perturbations sy ;. (¢) and s ;(t) are subject to

1,4
the following conditions:

A
§ : Wig, k51 19 52 z‘ = § : ZU ks2 17

JEN; JEN;

Sl z‘

In (7), the variables ¥ (t) and Pf ,(t) are, respectively, the
marginal cost and the output power of BESS ¢ at iteration
k. 6Pk .(t) refers to the incremental power, P(]j’i(t) stands
for the local accumulated power, and Pk (t) represents the
total power that are exchanged with the utility grid at iteration
k. y*T(t) and 2571 (t) are the estimated power error before
and after power replenishment by the utility grid. Specifically,
if BESS ¢ is linked with the utility grid, then the mismatch
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y"1(t) is replenished by the utility grid, resulting in 27 (t)

being set as 0. Otherwise, y**(t) = 25X (). wijr, Lijk
w0, and wy; are connected weights associated with the graph
% (k), which are defined in II-A. ¢ > 0 is the learning gain to
be determined. €1, € € (0, L) are the coupling scalars with
w being the maximum degree of the graph ¥(k),Vk > 0.
Additionally, the initial state is set as follows:
0 —a

No(t) = PR

7 (t) = Pai(t) — Po.i(t)

Phe(t) =0.

The proposed APPDO algorithm is presented as follows.

Algorithm 1: APPDO Algorithm

» Initialization:
1. Initialize P2, € i €(Pp i PBi) Pig(t), Pai(t), and
Py.i(t), respectively, and calculate AO(¢) and z0(t) via
(9) where i € V.

» Loop:
1. Agent 7 produces independent perturbations Siw (1),
sgﬂ,j (t) € [-9a%,90%] (j € Ni(k)), and then calcu-

lates s’f’ii (1), slg’ii (t);

2. Agent i generates noise-injected signals 5@ (t) and

g% (t) via (8), and then sends them to its neighboring
nodes as well as receives the information 5\5 (t), and
gf (t), simultaneously;
3. Bach agent i updates AFFL(t) and 2F T (t) via (7);
4. TF |NEFL(E) — Mr(t)] < o1, and |zk+1( t)] < og for
Vi € V, where o4, 02 are the error tolerance, break.

» Output:
1. Af(t) and P ,(1).

Py, < P,i(t)<Ppy,

Remark 2: Our algorithm can be easily extended to the
directed graph case. Let us define the in-neighborhood set
of node i as N/™ = {j|(i,j) € £,i # j} where node i
can revive the information from node j. First, the undirected
graph case can smoothly extend to the strongly connected and
balanced directed graph due to the doubly stochastic weight
matrix. For the case of the unbalanced directed graph, we
can introduce a push-sum protocol [39], and construct the
following distributed algorithm:

A=kt a3 wuEh®) - k)
JEN™ (k)
+ rwio(wo(t) = f(t) + s} (1)) + <2 (1)
) =k ra (Y wirh(t) - ok(0)
JEN™ (k)
+ rwio(vo(t) — v (1)) ), ?(t) = 1
1 ap
NEFL(E) = vfﬂét;,

and the iterative process of Pf (), yit'(t), dP5T(1),

Pl’}'jl(t), 2F*1(1), and Pl (t) is the same as that of (7).
For simplicity, denote X = coly{X;}, X; =

AP(E), 2E (), P (8), yP (1), PG (), 0PF (1), Suxlt) =

[sb s @On,v = 1,2, Wi & [wijrln, L = [lijln, A =

diagy {wio} £ diagy{wo:}.
The compact form of (7) can be expressed as

MA@ = (In — ey (W + TA)NE(2)
+ e Ao () ALy 4 <25 (1) + elsi"?k(t)lN
y* () = (I — eaLp)2"(t) + EQSg:k(t)lN
— (P51 (t) — PE(t))
SPEFL() = rAy* Y (¢)
PEH(E) = T(PS(t) + ASP (1))
) = g () + APE() - PRTH()
Pla(t) = 14 P5(t). (10)

Next, we proceed to present the multi-step case of the
APPDO algorithm. Denote

X; £ colr {Xi}, Xi = NF(8), yF (1), 2 (1), P ;(t), 6PF (1),
Pf (), Piig = colr{Pig(t)}, Ao £ colrn{Xo()},

X £ coln{X;}, X; = Al yb 28 Pl 6P, P L. (11)
The multi-step case is an augmentation of (10) Vla (11), and

corresponding constraints are reformulated as P Bi €X =
{constraints (1) — (3),Vie V,t € {1,...,T}}. That is

= ((Iy = (Wi + 7A) @ Ir) A* + ¢z
+eat(ARIF) Ao + eisiT,klNT
Y = (- ) @ 1)+ oS0y

Ak+1

— (PE — Pp)
SPy = r(A® Iyt
Pt = (P + AP
2Rl = gkl +A(PkU _ P’(j“)

Py = (13 ® I7) Py, (12)

where

Sor = [sfﬁij]N, siiij e diagT{sfﬂ-j ()}, v=1,2.
B. Supporting Lemmas

Assuming that s = {s*}/20 with s* € RY is an infinite

sequence, we define the followmg two norms:

s " £ Y ESFL (sl & supyTFIsE] (13)
k>0

max
ke{0,...K}
with the parameter v € (0,1). If ||s]|"% for VK > 0 (or
||s]|7) is bounded, then v~*||s*|| is bounded and, furthermore,
the sequence s* approaches to 0 at least at a geometric rate
of O(y%).

Lemma 1: (Small Gain Theorem [40], [41]): Consider se-
quences si, Sa, .. ., s; such that the following cyclic inequali-
ties 8; — S(; mod 1)41 are satisfied:

15 mod 1)+ |77 < kallsi| 75 + @i, VK >0, (14)

where ; are constants. If k1Ko ...k < 1 with x; > 0, then

SOIHQ"'HZ+S02H3"’/€l+"'+/€l

v <
[s1]]” < [ —

15)
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Lemma 2: [16] Under Assumption 1, there exist an integer
d > 0, a parameter € (0,1), and a stochastic vector J =
coly{¥;} satisfying ¥; > 0 and vazl ¥; = 1 such that

n > p(LL — 917, Vk >0,

where L& £ L1.Ly_1 - Li_q41 is the state transition matrix,
L £ In — esL, refers to the double stochastic matrix, and
p(+) stands for the spectral radius.

(16)

C. Convergence Analysis under Islanded Mode

Note that 7 = 0 means that BESSs are operating in the
islanded mode. To facilitate the analysis, we denote

N(t) & N(t) = X ()1, APE(t) £ PE(t) — P (8),
sR(t) 2 Z20(t), NF(t) 2 EN(t), 224 Iy — 1/N1ylk.

By leveraging the small gain theorem, we are in a position
to demonstrate the convergence of the proposed APPDO
algorithm in light of the circle of arrows as follows:

IMOIY = IAPEOIY = |21 = MG = [IAG]

Stage 1:) The arrow |A\*(t)||7 — ||APE ()|
Lemma 3: If  ~ € (0,1), then one has
IAPE@OI < mlA@I where k1 2 (1 + 1/7)b and
b2 max{1/2by,...,1/2bn}.
Proof: We have from (7) that

IAPETH(@)]] < BIIA T (1) = A* (1)
= DA () = A" (D)1 — N*(8) + A" (D) 1w
= DA () = M (t)]
= bINH @) + BN )], (17)

and there exists a v € (0, 1) satisfying
b
AR

b«
e IN @) (18)

K — 1 on both sides of (18)

IN B+

1
WHAPEH(UH <

Maximizing over k = 0, ...,

yields
- .
AP < bIIA@)IF + gllk(t)ll”’K*1
- -
< BlIA@)[ + ;H/\(t)ll”’K
= ra[lA@®)]"", (19)
which ends the proof. u

Stage 2:) The arrow ||APg(t)||Y — ||Z(¢)|]Y
Lemma 4: If v € (m,1) with 7 = max{{?, 0}, then one

. d_l
has 1E(0)I17 < Rl AP5(0)| + s where s & 3G,
A v

po & o (T2 (1) + 2282 1= o).
Proof: Based on the fact that HLk = Lku = L., we have
from (10) that

) = L128(t) + 257 (H)1y — EAPET(2)
d—1

= LN + > LiST, (DN
s=0

d—1
—EY LiAPETT(1). (20)
s=0
For Vk > d — 1, we have
d—1

1@< nll 25O + e Y 11554 (01w ]]
s=0

d—1

+ AP ()]

s=0
d—1

<l @+ Y IAPET (@)
s=0

1— d
+ 20 N9 Tk, 21)

and further

k1 Ui
) <

d-1 4
DI

s=0 v
ea NI 1 7Ud(0)k—d+1
v 1-0oty '
.,d— 2, it is easy to see

gl B A O]

«Q

AP ()

+2

(22)

For Vk = —1,
7”“ HIEF @I <y HIEH @) (23)

Combining (22) with (23), it follows that
d—1

s — 1 —s
—EOI T+ = AP0
Y gl
d—1
_ 62N191
2——
+> IOl + -~ 1_0\\\

s=0

d—1
N, . 1
W\\Z(f)\l”’K + Z ¥‘|APB(t)‘ R

—&—szz

@IIAPB( )|

Iz <

v,K—d

IN

eNV1—o
1 —

d
) +2 lor| |

+ 2, (24)

and the proof is now complete. 5 [ ]
Stage 3:) The arrow ||Z(t)||Y — [|A®)]]”
Lemma 5: If v € (m,1) with 7 = max{{7, 0}, then one
v d
has [A(t)[" < ms||Z(0)]|7 + w3, where kg £ U

/ [CEEEDICTV
& 5 (i IR @+ 2580 = o).
Proof: The proof follows a 51m11ar approach as in Lemma
4, and is therefore not detailed here. |
Stage 4:) The arrow || A(t)|" — ||A()|]”
Denoting z¥(t) £ L132¥(t) and N*(t) £ L1
follows from (10) that

®3

TR, it

O+ Z (P (1) = Paalt) + Pei(t)
N
= () + %Z(P};,i(t) ~ Pau(t) 4 Pes) =0, (25)
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and

ML) = M () + 62" (2)

1 N
(t Nz PBz PdZ()"‘PGz())
=1

Il
>l
>

Lemma 6: For 0, > 0,605 > 0, if

1— ejbj_ll <y <1, 0<§<(1+102)B’ (26)
then one has
IACE) = A" (@)]]”
+2A%(t) = A (1), 27)
where b £ l/NXIZ 1 %

Proof: The proof can follows that of Lemma 8 in [40],

and is therefore skipped here. ]

Lemma 7: For 0, > 9,02 > 0, if (26) holds, then

one has [[A®)|7 < k4l[AD)|Y + @4, where kg = 1 +
Y O

g (x/b(;;j” + 5;01), 1 2 2V/N|X(t) -

Proof: In light of

N
S OIN) = A < NZ (IA=(8) = X(0)]])?
i=1
= WIIA’“(t)H, (28)
it follows from (27) that
- 1 5(1 +65) b N
(A = = -T2 7 v
A =201 = = |\ T g0 | I
+2[[A°(t) = A (). (29)
Note that
AT = [IA(t) — A (OLx ™
= [[A(t) = AN + A(H) 1y = X () 1n |
< IIAQH” + VN[ = A @)
< Ral A7 + 4, (30)
which concludes the proof. ]

Theorem 1: Under Assumption 1, if 7 = 0, then there exists
a small gain ¢ > 0 such that the APPDO algorithm (10)
over the time-varying graph ¢ (k) achieves linear convergence
towards the optimal solution to the problem (5).

Proof: To prove the exponential convergence of the
developed APPDO algorithm, we need to ensure that [|A]|”
is bounded. It follows from Lemma 1 that there must exist a
small gain ¢ > 0 such that kykek3k4 < 1 holds, where k1,
Ko, k3, and k4 are given in Lemmas 3-7, respectively. The
proof is ended. ]

D. Convergence Analysis under Grid-Connected Mode
Note that 7 = 1 indicates that BESSs carry out in the grid-
connected mode. To facilitate the analysis, we denote
eF(t) 2 N (1) — No(t)1y

The convergence analysis follows the sequence of stages
represented by the following cycle of arrows:

le@I™ = AP = IO = lle@)]]-

Lemma 8: If v € (m,1) with 7 = max{g7n, o}, then one
has AP (A" < mlle@)I, 2] < x| APs @) +¢5,
()l Sd’f:%e z(t )||7+<P3’ where K = K1, Ky = K2, Ky = K3,

& 5 (S 0l + 223 o). o £

v2 = y4—n
d
A (S e ()] + 292 2 o).
Proof: The proof follows a 31m11ar approach as that of
Lemma 3-5, and is therefore skipped here. |
Theorem 2: Under Assumption 1, if 7 = 1, then there exists
a small gain ¢ > 0 such that the APPDO algorithm (10) over
the time-varying graph ¢ (k) linearly converge to the optimal
solution to the problem (5).
Proof: The proof follows a similar approach as that of
Theorem 1, and is therefore omitted here. |

E. Smooth Transition Between Two Modes

Theorem 3: Under Assumption 1, the APPDO algorithm
(10) can facilitate seamless transitions between two modes
(i.e., islanded mode and grid-connected mode). Specifically,
the estimated mismatch is alwajgs equal to the real power
mismatch, i.e., ZZ]\; 2F(t) = 1 Pai(t) — vazl Pgi(t) —
SN P () — 1P a(t), VT 0.1}, vk > 0.

Proof: Without loss of generality, we assume that BESSs
transition from the islanded mode to the grid-connected mode
at iteration C + 1.

When k € [0,K], the APPDO algorithm (10) operates in
the islanded mode, i.e., 7 = 0. It follows from (25) that
N N
Yo = (Pailt) = Poalt) — P (1))
i=1 i=1
When £ =K + 1 (i.e, 7 = 1), it follows from (10) that
AUE) = Lo () + €257 (H)1n
— (Pt (t) = PE(t) — ARG ().

(t) =07, and SN | 2F(t) =

€1y

(32
Due to 1y Ly = 1%, I%S;‘C
1% 2% (t), we have

N

N
Y0 = Y (Palt) — Paalt) - PTI0)
- — PERp).

When k > T + 1 (i.e., 7 = 1), recalling (10), we have
13 (2571 + PETH (1) + PREH ()
=15 (" () — Ay () + PET()
£ APE(®) + Ay (1)
=14 ("(t) + PE(t) + APL(t))

(33)
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= 15 () + PETL (1) + PSE (1), (34)

which means that

N N N N
Do) = Y Paalt) = Y Paalt) — Y PR (D)
im1 i=1 i=1 i=1

- PEE ), k>T+1. 35)

Next, we can follow a similar approach to prove that BESSs
smoothly switch from the grid-connected mode back to the
islanded mode, which ends the proof. [ |

The analysis of the multi-step case is similar to that of the
single-step case and is therefore skipped here.

FE. Privacy Analysis

In this subsection, a privacy analysis is conducted to demon-
strate the security of the proposed APPDO algorithm against
malicious agents. The primary idea behind the privacy analysis
is to assess whether malicious agents can infer sensitive
information about their neighbors based on their observable
information set.

Define Vi and V), as the sets of the legitimate and mali-
cious agents, respectively. Malicious agents can store all the
data exchanged with their neighboring nodes. Consequently,
the observable set for a malicious agent j € Vj can be
denoted by Z;(t) = {AF, 25, PR ;(t),i € Nj(k), k > 0}.

Theorem 4: Suppose that Assumption 1 holds, the APPDO
algorithm (10) over the time-varying graph ¢ (k) can prevent
sensitive information from being inferred by malicious agents.

Proof: For the case where all neighbors of the legitimate
agent 7 are also legitimate (i.e., j & N;(k) N Vy,VE > 0),
malicious agents cannot estimate the sensitive information of
agent ¢ thanks to the unobservable information set.

In the case where j € N;(k) NV, Vk > 0, we consider the
worst scenario in which agent ¢ is only connected to malicious
agents. Given that malicious agents can collude with each
other, we can, without loss of generality, consider that agent
7 is the only neighbor of agent 7. Under this worst scenario,
the malicious agent j can record all data that agent ¢ shares
with its neighbors, potentially allowing it to infer the privacy
of node . Consequently, it follows from (7)-(8) that

Af“(t) = \t) + €1w7;j7k(A‘];i (t) — )\fj (t)) + <2 (t) (36a)

ZH(E) = 27 (1) + ealigr(25:(8) — 25(1))

— (PEEN(t) — PB (1) (36b)

In the subsequent, by summing equation (36b) over k from
0 to k, we have

A1) = 20(1) + Phui(t) — P55 (1)

? 3

As k — oo, we obtain

Pj (1) = 20(8) + Ppa(t) + e2 ) Lijs(25: (1) — 255 (2)).
s=0

Note that 20 (t) = 2%, (t) — 59 ., () € [2%(¢) — 0.59, 2, (t) +
0.59] is unknown to agent j,7 and thus the optimal power
P ;(t) cannot be estimated exactly. Consequently, the mali-
cious agent j cannot infer sensitive information {a;, b;} via the
established relationship (6), even though Af(t) is observable.
The proof is now ended. [ ]

Remark 3: In this work, a novel correlated perturbation-
based privacy-preserving mechanism has been incorporated
into the proposed distributed algorithm. Compared to existing
privacy-preserving approaches, the distinct aspects of our
results are as follows: 1) in contrast to the differential privacy
method [13], [32], the proposed privacy-preserving mechanism
has no influence on the convergence accuracy of the algorithm,
thanks to the constructed correlated perturbation mechanism;
2) unlike the homomorphic encryption scheme [12], [26],
[33], our scheme is easy to implement, requiring only simple
addition and multiplication operations; and 3) in comparison
with [17], [21], our algorithm achieves rapid convergence with
a geometric rate without compromising performance.

Remark 4: So far, we have developed an APPDO algorithm
over time-varying topologies to address the optimization prob-
lem (5) in both islanded and grid-connected modes. Compared
to existing results, our APPDO algorithm offers three promi-
nent features: 1) in comparison with [5], [7], the proposed
distributed algorithm exhibits linear convergence under both
modes over time-varying networks; 2) unlike existing privacy-
preserving algorithms [12], [17], [21], [32], the proposed
scheme demonstrates superior performance with regard to
uncompromised convergence accuracy, strong privacy pro-
tection, and low computational complexity; and 3) unlike
the eigenvalue analysis method [34], [35], [38], the adopted
technique is capable of handling time-varying topologies.

IV. CASE STUDY

In this section, case studies are given to verify the feasibility
and validity of the developed APPDO algorithm. The test
system includes 6 BESSs, each controlled by one of 6 agents,
with the time-varying graphs ¢ (k) transition between ¥ and
%, at iteration k as described in Fig. 1, and the corresponding
switching rule is given as follows:

g(k)_{ G, ifk=2s5—1, %)

Go, ifk=2s—2,

where s is a positive integer. The parameters of BESSs are
given in Table I. The parameters are set as €; = ey = 0.25,
¢ = 0.01, and ¢ = 0.9. The random variable ¥ follows a
uniform distribution ¥ ~ U(0, 1).

A. Case 1: Test on Two Operation Modes.

In this case, the total demand is set as TL(t) £

SN Pai(t) =N Poa(t) = 190kW, and the local supply
Pgi(t) is set as 10kW, 22kW, 18kW, 16kW, 17kW, and
16kW, respectively, for each of the BESSs. Set Ag(t) = 2.7.
According to the classical Lagrangian method [38], we obtain
A (t) =412 if 7 =0, and \*(t) = M\o(t) if 7 = 1.

Here, we assume that BESSs change the operation mode at
iterations k¥ = 300 and k¥ = 1200. The corresponding results
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Z
I

(a) (b)
Fig. 1. Time-varying networks. (a) G1; (b) Ga.
TABLE 1
BESSS PARAMETERS [34]
BESS ¢ 1 2 3 4 5 [§
b; 0.025 0.032 0.034 0.04 0.037 0.038
a; 1.22 1.5 2.4 2.0 1.75 2.2
Pp, | —40 —-50 —35 —45 —40 -30
ﬁB,'L 40 50 35 45 40 30
APp, | -50 —80 —50 —50 —45  —60
APp; 50 80 50 50 45 60
SoE; 0.1 0.2 0.2 0.15 0.15 0.1
SoE; 0.8 0.8 0.85 0.9 0.9 0.85

E; 100 150 100 125 85 60

0i 0.85 0.8 0.85 0.80 0.90 0.90

are displayed in Fig. 2, which showcase the evolutions of
the marginal cost AF(t), the output power Pg,i(t), PEL (1),
the estimated mismatch zF(¢), and total supply PE(t) =
vazl Pg; ;(t)+7Pf;(t). The results indicate that the marginal
cost and output power attain to the optimal values of A*(¢) and
Py ; (t), demonstrating the effectiveness of the developed algo-
rithm. In addition, it is observed that all variables reach new
optimal values when the operation mode changes, showing
that the employed algorithm can smoothly transition between
islanded and grid-connected modes.

B. Case 2: Test on Time-Varying Demand.

Assume that the total demand is initially selected as 190kW,
and then reduced to 170kW and 140kW at iterations k =
500 and k£ = 1000, respectively. In this study, assume that
BESSs operate in the islanded mode. The results are displayed
in Fig. 3, where the marginal cost \¥(¢) and output power
Pgi(t) converge to the respective optimal value, the estimated
mismatch z¥(¢) approaches to 0, and the supply meets the
demand under varying demand conditions. It is observed that
the developed algorithm effectively achieves optimal power
dispatch under time-varying demand.

C. Case 3: Test on Privacy Preservation.

In this case, BESS 4 is chosen to test the privacy property
of the algorithm. Based on the results obtained in Theorem 4,
the worst-case scenario is taken into account, where node 4’s
neighbors, nodes 5 and 6, are legitimate but malicious agents
capable of receiving all data from node 4. Fig. 4 shows the
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+~
=4 F‘ 27024 T *7
= S
2
UG
0 Bl B3 B5
‘ B2 B4 B6
-2
0 500 1000 ~ 1500 2000 0 500 1000 =~ 1500 2000
Iteration k Iteration k
@
200
100 ——
150
50 =
S x,
= <100
N oV
0
B1 B3 B5 50 Total demand
B2 B4 B6 Total supply
-50 0
0 500 1000 1500 2000 0 500 1000 1500 2000

Iteration k
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Fig. 2. Numerical results of the developed energy management algorithm. (a)
Marginal cost AF(t). (b) Output power PE ,(t) and P%(t). (c) Estimated
mismatch 25 (¢). (d) Power balance.
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Fig. 3. Numerical results of the proposed algorithm under changing load
demands. (a) Marginal cost )\f (t). (b) Output power P}; (@), P{}G(t). (c)
Estimated mismatch 25 (¢). (d) Power balance.

estimate of PgA(t) with and without the privacy-preserving
scheme. The black line represents the actual evolution of the
power-sensitive information, while the red line represents the
value inferred by eavesdroppers. It is evident that there is a
significant gap between the exact value and the inferred value,
demonstrating that the developed privacy-preserving scheme
effectively prevents sensitive data from being inferred.

D. Case 4: Comparison with Existing Distributed Algorithms

In this case study, a comparative analysis of convergence
performance is conducted against the following four distribut-
ed algorithms in the islanded mode. 1) PDO: the proposed
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Fig. 4. Estimate of Pg 4 (t) with and without privacy preservation for BESS
4 )

distributed optimization scheme; 2) CBDO: the consensus-
based distributed optimization algorithm [38]; 3) PDDO: the
primal and dual distributed optimization scheme [17]; and
4) DADO: the dual averaging distributed optimization [16].
Denote the total error between supply and demand at iteration
kas APy = 3% (Ppi(t)—Pyi(t)+ Pe.(t)). The evolutions
of APy, for four algorithms are plotted in Fig. 5. Note that the
proposed algorithm have an advantage in fast convergence.

10°

10°
S
510
100
10715 ‘ ‘ ‘ ‘
0 200 400 600 800 1000
Iteration k
Fig. 5. Comparisons with different distributed algorithms.

E. Case 5: Utility Grid Power Supply with and without BESSs.

The total power demand in different periods is presented
in Table II. Note that if the utility grid operates without
BESSs, then this demand is fully supplied by the utility grid.
However, when BESSs are introduced for each period, the
supply from the utility grid changes. The utility grid power
supply with and without BESSs is plotted in Fig. 6, where the
values of red bar charts (i.e., the utility grid power supply
with BESSs for different periods Pyg(t),t = 1,2,...,6)
are 212.9kW, 219.1kW, 229.5kW, 223.9kW, 227.0kW, and
231.0kW, respectively.

To further measure the dispersion of power supply o
the utility grid, the sample variance is defined as SV =

—

TABLE I
TOTAL POWER DEMAND IN EACH PERIOD.

t 1 2 3 4 5 6
Power(kW) 188.7 209.2 227.5 2447 262.5 281.8
300} ‘ ‘ ‘—Withr;ut BESSs MIWi BESSs| |
250 1 1
o200 1
g 1501 ]
g
=}
100 1
50 1
0
1 2 3 4 5 6
Time ¢

Fig. 6. Utility grid power supply with and without BESSs.

—L_ 3" (z; — Z)* where Z is the sample mean. We can
obtain that the variance of power outputs from the utility grid
with and without BESSs are 48.1 and 1180.6, respectively. It
is noted that BESSs significantly contribute to smoothing the
power output from the utility grid.

V. CONCLUSION

In this study, a novel APPDO algorithm has been devel-
oped to deal with the optimization issue while considering
the physical constraints in BESSs. It has been demonstrated
theoretically that the developed APPDO scheme can attain
optimal energy management of BESSs in both modes at a
linear convergence rate over time-varying networks. To protect
sensitive information of BESSs, a correlated perturbation
mechanism has been constructed to mask private values,
verifying the resilience of the proposed privacy-preserving
algorithm against malicious eavesdroppers. Finally, numerical
results have validated the efficacy of the developed APPDO
scheme. Future directions would be the extensions of other
energy management problems for BESSs with the power flow
and thermal constraints as well as transmission loss over time-
varying directed graphs [26], [38], [40]; and the incorporation
of the proposed scheme into practical experiments [42]-[48].
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