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Abstract—This paper is concerned with the privacy-preserving research topic, with the primary goal of achieving supply-
distributed economic dispatch problem of microgrids. The main  demand balance at the minimal economic cost under practical
goal of this work is to develop a privacy-preserving distribut- - nsiraints, Due to the increasing system scale and the high
ed optimization algorithm over directed networks, aiming to . - - .
achieve supply-demand balance at the lowest economic costintegration of distributed energy _resources_(DERs), serious
under practical constraints while preventing the leakage of Challenges are faced by the existing centralized ED schemes
power sensitive information. For this purpose, a distributed in system operation, communication, and calculation. In order
optimization algorithm with a constant step size is proposed to overcome these difficulties, the distributed implementation
by combining the decentralized exact first-order algorithm with approach has gained favor in research, which is mainly at-

the push-sum protocol, which offers an advantage in terms of _: - . L2
fast convergence. Additionally, to ensure privacy preservation, a tributed to the outstanding advantages in terms of reliability,

state-decomposition approach is employed by randomly dividing @utonomy, scalability, and decentralization [7]-[10].
the state into two parts, where only partial state information is Recently, several distributed optimization algorithms have

transmitted. Moreover, the effectiveness of the privacy-preserving peen developed to solve the ED problem of microgrids,
scheme against honest-but-curious nodes and external eavesyyhich can be broadly classified into distributed gradient- and

droppers is demonstrated through rigorous analysis. Finally, L
simulation studies demonstrate the validity and superiority of ADMM-based methods [1], [11]-{14]. The former exhibits

the developed privacy-preserving distributed algorithm. computationally simple and easy-to-implement features. How-
. , . . .. ever, most gradient-related algorithms require a diminishing
Index Terms—Microgrids, privacy preservation, economic dis- . lting i anif
patch, consensus-based optimization algorithm, push-sum proto- SI€P SIz€ t0 ensure exact convergence, resulting in a signit-
col, state decomposition. icant reduction in the convergence rate of the algorithm. In
contrast, the distributed ADMM-based method can achieve
fast convergence, albeit at the cost of consuming a certain
amount of computing resources, requiring the resolution of a
With the increasing electricity demand and emerging enwubproblem at each iteration. To combine the advantages of the
ronmental issues, microgrids have been the subject of evabove two types of algorithms, the decentralized exact first-
increasing research interest in recent years owing to thender algorithm (EXTRA) has been introduced in [15], [16],
flexibility, efficiency, scalability, and sustainability [1]-[6]. which achieves fast and exact convergence by employing a
As one of the most fundamental optimization problems ifixed step size.
microgrids, the economic dispatch (ED) has become an activéNote that the optimal ED achieved by the aforementioned
distributed optimization algorithms is based on the assumption
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In the context of the energy internet, considerable attention1) A novel distributed algorithm is proposed to solve the
has been given to the data privacy of power-sensitive infor- DED problem over directed graphs by combining the
mation, which encompasses the value of the power market EXTRA [15], [16] and the push-sum protocol [38].
and the security of power systems [23]—-[25]. So far, several Compared to most DED algorithms [20]-[22] with a
privacy-preserving schemes have successfully been integrated diminishing step size, the designed distributed optimiza-
into DED algorithms, including cryptography-based schemes tion algorithm achieves fast and exact convergence to the
[26]-[28] and noise-injected approaches [12], [20], [22], [29]- globally optimal solution with a constant step size.

[32]. It should be noted that the privacy preservation achieved2) For the first time, a state-decomposition privacy-
by the homomorphic encryption method proposed in [26]-[28]  preserving scheme is integrated into the DED algorith-
relies on the utilization of algebraic number theory. However, = m under directed graphs. Furthermore, rigorous priva-
this approach may require a certain amount of calculation and cy analysis is presented to demonstrate that the de-
storage resources due to its intrinsic computational complexity.  veloped privacy-preserving scheme is resilient against
In contrast to cryptography-based methods, noise-injected ap- honest-but-curious nodes and external eavesdroppers.
proaches mask sensitive information by introducing a sequence Unlike noise-injected and cryptographic-based privacy-
of stochastic noises. For example, the differential privacy  preserving schemes [26], [30], [31], our approach of-
scheme has been successfully applied to DED algorithms via fers prominent advantages in terms of exact conver-
adding independent stochastic noises [12], [31]. Nevertheless, gence, low computational complexity, and well privacy-
the differential privacy algorithm compromises optimality to preserving performance.

preserve sensitive information, resulting in a trade-off betweenThe remaining sections of this paper are outlined as follows.
privacy level and optimality. Additionally, in [30], a correlatedSection 1l formulates the privacy-preserving DED issue of
noise sequence has been constructed to obfuscate the privayogrids. Section Il presents the design and convergence
value. However, as mentioned in [33], this approach may commalysis of the privacy-preserving DED algorithm, while pri-
promise privacy performance against external eavesdroppeyacy analysis is provided in Section IV. Simulation results

To overcome the limitations of the aforementioned privacyre presented in Section V to validate the obtained theoretical
preserving algorithms, a state-decomposition-based privaggsults. Finally, Section VI concludes this paper.
preserving technique has been proposed in [34], where theNotation. W = [w;;|y denotes anN-dimensional ma-
state variable is randomly divided into two parts. The extern@ix whose elements arev;;. 1y (On) represents theV-
substate can exchange information with neighboring nodeémensional column vector of ones (zerogy denotesN-
while the internal substate only shares data with the extermtiinensional identical matrix, and digg - } represents a di-
substate and remains completely unknown to other nodagonal matrix. The symbol\” represents set subtraction.
Furthermore, the initial values of these two substates &afe b}™ and {a,b}~ stand for the larger and smaller value
randomly generated but their sum is twice the initial value dfetweena andb, respectivelyla| is the absolute value af.
the original state. This privacy-preserving method has demon-
strated comprehensive merits in terms of exact convergence,
low computational complexity, and uncompromised privacf. Network Model
performance. Its applicability has been extended to dynamicThe communication network of agents is described by a di-
average consensus of multi-robot formation control [35], reected graply = {V, £} with the node seV = {1,2,--- , N}
bust consensus of microgrid control [36], and resilient consesnd the edge sef  V x V. The pair (j,i) € & indicates
sus of multi-agent systems under cyber-attacks [37]. It shoulsht agentj can receive data from agent Particularly, the
be noted that the privacy-preserving ED problems via stagelf-loop (i,i) is allowed, i.e.,(i,i) € £. The agentj is
decomposition have not yet received adequate investigatigenoted as the in-neighbor of agentif the agenti can
possibly due to the structural complexity of the consensugceive data from the agent and the set of in-neighbors
based DED algorithm, let alone the challenges posed by dgiajefined as/\/i"‘ = {j|(i,4) € £}. Similarly, the ageny is
communication over directed graphs. denoted as the out-neighbor of agenif the agent: sends

In light of the foregoing discussions, the focus of thiglata to the agent, and the set of out-neighbors is defined as
paper is on the privacy-preserving DED problem of microa/out = {4|(5,4) € £}.
grids. The following two aspects have been identified as Assumption 1: The directed grap# is strongly connected.
substantial challenged) how to develop a DED algorithm
over directed networks with a fast convergence rate and a B. The ED Problem
low computation burden? and 2) how to integrate a privacy- In this paper, the ED problem of islanded microgrids is
preserving scheme into a distributed algorithm with both  essentially framed as an optimization problem, with the main
well convergence and privacy-preserving performance? To goal of power supply-demand balance being maintained at the
address the aforementioned difficulties, efforts are dedicateddgst economic cost under practical physical constraints.
developing a privacy-preserving push-sum EXTRA algorithm Consider anV-bus (agent) microgrid system, where the cost
via state decomposition to achieve optimal ED and presefi¢gction of the agent is described as the quadratic form [11],

Il. PROBLEM FORMULATION AND PRELIMINARIES

power-sensitive information. [16]:
The primary contributions of this work can be summarized 1 )
as follows. Fi(P) = gaiPi +biPitei, i€V €y
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where a; > 0, b;,¢c; > 0 are the cost function coefficients,C. The Objective

Fi > 0 (or P, < 0) indicates that the active powgF;|  Before presenting the main goal of this paper, two types
is injected into (or drawn from) the microgrid system fopt agversaries are defined as follows: 1) internal honest-but-
distributed generators (or loads). In addition, for a storag@rious nodes who are agents following the distributed algo-
device, P > 0 (or P; < 0) signifies discharging (or charging)yithm update and making attempts to estimate the sensitive data
operations, where the storage device acts as a generator (gf feir neighboring nodes based on the knowledge obtained,
load). o and 2) external eavesdroppers who can steal the shared data
_In the energy management system, the optimization problggyyeen neighboring agents by wiretapping all communication
aims to minimize the total economic cost [11], [16], [39]jinks and attempt to learn the sensitive information of each

which is described by the following formulation: agent using the available information.
N The primary objective of this paper is to develop a privacy-
arg min Z F; (F) preserving distributed algorithm under directed graphs that can
(PPN} 5T converge to the optimal solution to the optimization problem
N . (2) while preserving the power sensitive information against
st. > P=0, P,<P <P, (2) the aforementioned two types of adversaries.
=1 Remark 1: In this paper, the power sensitive information,

whereP; ard P; are the lower and upper power limits of théncluding the generation power, load demand, and cost co-
agenti. Note that if the local load is fixed, then the physica#fficients (i.e., Py, {a;,b;} (i € V)), plays an essential

constraints of loads are degraded idtp = P, = P;, which role in maintaining market order and ensuring the safe and
is a special case of our results. reliable operation of power grids. Strategic bidding in the

Denote the sef)(P,) = {i|P, < P, < P;}. For the energy market often relies on cost coefficients. If individual
optimization problem (2), the Lagrange function can be cogensitive information of other power providers is exposed to
structed as follows: competitors, a competitor may modify their operational cost
to disrupt the electricity market. Additionally, load demand
represents the electricity habits of individuals or the production

L(Py, N\, 1o, . . o
SR EZ) status of companies. If the demand information is stolen,
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N individuals or companies may face property damage or loss.
+ Z w.(P; — Pi) (3) Therefore, exploring a privacy-preserving technique to prevent
= the leakage of power-sensitive information is preferable. In

where\, i, (i € V) are the Lagrangian multipliers for eachNis work, to ensure the existence of the optinl the cost

de. According to the K h-Kuhn-Tucker (KKT diti C(_)efficients can be _selgcted such that thgre exists the unique
node. According to the Karush-Kuhn-Tucker ( ) con IIOnfrlple (N, 7y, w*) sdisfying the KKT condition (4).

if P* (i € V) is the optimal solution of the optimization 2
problem (2), then there exists the unique triml@,ﬁ;‘,uj)
saisfying - IIl. DISTRIBUTED ALGORITHM DEIGN AND

OL(P N pt) CONVERGENCEANALYSIS

aP; =0, In this section, the optimization problem (2) is addressed
B; 20, pr >0, i¢Q, (4) py first developing a fast DED algorithm under directed
mE=0, pf =0, i€, communication graphs by combining the EXTRA [15] with

] . ~ the push-sum algorithm [19], [38]. Additionally, a privacy-
Furthermore, the global optimal solutiof;” (i € V) is  preserving scheme is proposed through state decomposition,
determined by and the convergence and optimality of the employed privacy-
N — b, + - preserving distributed scheme are then discussed.
r={{* ey m) ®

where \* can also be called as the optimal increment cost.” Privacy-Preserving DED Algorithm via State Decomposi-

Based on the above observations, the optimization probld Over Directed Graphs
(2) can be transformed as the following restricted consensusBefore proceeding further, the fast DED algorithm under
based problem whose aim is to develop a distributed optimizsadirected graphs is presented as follows [16]:
tion algorithm, where the local increment cost;, (i € V)

N N
converges to\* such that Aikt1 = Nig + Z hijAjk — Z PijAjk-1
N j=1 j=1
klggo z; Pp=0 (6) — k(Piy — Pij—1)
= Aie — bi 51
Py = {{m&}ﬂpi} ) 7 where\; ,, and P, ;. are, respectively, the increment cost and
@i the active power of nodé h;; is the (¢, j)-th element of the
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weight matrix H = [h;;]x that is doubly stochastlch” is  Algorithm 1 DED Algorithm via State Decomposition
the (i, j)-th element of the weight matri¥/ = [h;;]y that » Initialization :

satisfiesH = 61, + (1 — §)H with § € (0,0.5], and the step Sep 1: Give the initial valueP; o € [P ﬁ] i0 =1,
sizex > 0 is a small known scalar. 6 € (0,0.5] and randomly generat® [ , Pi],
To solve the optimization problem (2) in a distributed =7, € (0,2);

manner under directed graphs, a novel DED algorithm can be Step 2: CalculateP, 0 = 2P0 — Py, fo = 2x;0 —
constructed as follows by combining the distributed algorithm &, A¢ ; = a; P, + b, andei g = /\170501»70 (c=a,p).

(8) with the push-sum protocol [19], [38]: » Random weight construction
ik Sep 1: Actual nodei randomly generates weightsy,
Aig = ﬁ, wjik € (0,1), j € N2"U {i} such thatzj L Wik +
" 5 lzk—l andwﬂk_oﬁjgé/\/"”t
Pije+1 = Pik + Z Wij Pk — Z Wij Pjk—1 Sep 2: Virtual node: randomly generates weigﬂ@ﬁ,
JeNU{i} JeNU{i} ZZMZ € (0,1) such thatl;-lg + ZZMZ -1
- “(Pivk - Pi-,kfl) » Data exchange and update
P {{)\m —b P}* F-}i Sep 1: Agent ¢ calculates wj; k¢, wji KTy,
ok a0 Wji k1, and transmits them to its out-neighbors
Tkl = D Wik, j €N . L
JENTUL) Step 2: After receiving the data from its in-neighbors
' 9) Jj € NJ", agenti updates its substate as follows:
where ¢; i, x; are the auxiliary variablesy;; € (0,1) if 1) When k = 0:
i € NY"U{i} andw;; = 0, otherwise. Meanwhile, the weights o
{} ! e i = Z wij0¢'o+lo¢ — kP
satlsfyz _,wi; =1 (V5 € V). Furthermore, the weighb,;; ’ e =TI =
can be constructed as 5 JENTUL 5 ]
5+ (1= 0)wij, = 971 = lio®io + 1000 — kP
ﬁ)ij* 7 . ,’ /\go_bi + _y—
(1—6)’[1}”7 l;éj, Picoz{{%aﬁi} api} 9 C:OC,B
; a
whered € (_0,0.5]. In addition, settir_19¢>i7_1 =P, _1 =0, xd, = Z wij,ox?‘oJrlfgxfo
P,y €[P;, P;],andx; o =1 (i € V), it follows from (9) that ’ = k
, i : JENPU{3}
Aio = aiPio +bi, dio = Aioio, ol = lioxly + gl
' 10)
i1 = Z wijdj.0 — kP50, ] (
e} 2) When k > 1:
e B
JENTU{i} ’ 561 k x;
;')fk-ﬁ-l = ¢zk+ Z wljk¢7k+l szk
“ FENIPU{i}
5 = D Bkt — L0
€-------=-=- JENPU{}
i - “(Pﬁk - Pﬁkq)
actual node virtual node ¢Z A ¢15k T kéb?fk + lff(bgk _ li-,kgb;')fk—l
Fig. 1. State decomposition. — lﬁﬁ(bl el — /-;(Pfk — Pf}g—l)v
. XS —b + -3y~
To ensure the prevention of power sensitive data leakage, Py = {{T,_i} 7Pz} , c=a,f
a privacy-_p_reserving algorithm is pro_pos_ed using a st_ate— o Z ’ Wi r® 4 1900
decomposition approach. As illustrated in Fig. 1, the main idea bl T 2 kLl T Yk ik
involves randomly decomposimg k, Ti ) iNto two variables, JENT UL}
namely,¢¢; , o7 andgbZ k> i p- The substates, , z; can be If,kﬂ = li ki + lffsz

transmitted to neighboring nodes while the subs@;@ a? (11)

only communlcate withgf,, zy.. Intuitively, the substate
q&zk, . remain invisible to the neighboring node of agent Remark 2: It should be pointed out that the fixed size
i, thereby achieving privacy preservation through the stafelays a vital role in convergence analysis of the distributed

decomposition approach. algorithm (9), whose upper bourrd usually depends on the
To be more specific, the proposed privacy-preserving DEIhderlying graph, the diagonally dominant weight matrix, and
algorithm can be summarized in Algorithm 1. the cost function. For example, by applying the basic equality,
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the upper bound: = 2pmin(1/~vk){ai}* has been obtained in
[15], [16], wherep,,in(W;,) is the smallest eigenvalue o,
for Yk > 0, and{a,}~ is the smallest; (i € V). Note that the
matrix W, is diagonally dominant to ensugg,i,(W;) > 0.
In this paper, the selection afe (0, ) follows from the work
[15], [16], [42].

In light of Lemma 1, one has
lim ®(k,0) = vlly. (15)
k—o0
It follows from (12c) and (14) that
lim z; = lim ®(k —1,0)xo = 2N,
k—o0 k—o0

Xoo = lim X} = 2Ndiag{v}. (16)
B. Convergence Analysis k—ro0
To facilitate later analysis, we denote the collection of thgurthermore, the variabled;, and ¢, in (12b)-(12c) can
state variables as converge linearly to their respective limits. The convergence
analysis for these variables is similar to the proof provided in

r T
e = | AYp, LAY /\fk, e ,/\Zﬁv_k } , Theorems 1 and 2 of [42], and hence is omitted here.
- ’ 7 o In what follows, we are ready to prove that the algorithm
Ok = Tho s DNk ¢f7k, e ,¢]B\,_’k } , (11) can achieve consensus and converge to the optimal value
_ T of the problem (2).
Te = | T s ,x%,k,xf,k,”- ,x?\,,k } ; It follows from (12b) that
[ T * gk * A * * _ p*
Po= | P JPg Pl PR, ] , PF = ¢ + Waoo* — Waod* — k(P* — P*),  (17)

whereg* = limy 00 Pk and P* = limy_, . P. Furthermore,

the weight matrices as

Wi = [wijk]n, Ly =diag{lix, -, Nk},
Ly’ = diag{iy?, -
Wi, = [y k]n = 0In + (1 — )W, § € (0,0.5],
Ly = diag{l1 4, ,Inx} = (1 = 6)Ly,
L7 = diagiyy, - Iy} = (1 - 0)Ly”,
Ly = diag{Iy, - Iy} = (1= )Ly,
Wy LOP ] [ Ly?

Wi = U
Ly LY’ Ly LY

3

and the transition matri® (¢, s) = [®;;(¢t, s)]an as

B(t,s) = WWi_1 - W,, t>s>0.

The compact form of the algorithm (11) can be written as

follows:
A = X, Lo, (12a)
Grr1 = Ok + Wit — Widk—1 — k(Pii1 — Pi), (12b)
Ty = Wik, (12c)

where matricesW,, W, are column stochastic with the

relationshipWy, = 61y + (1 — §)W;, and

X = diag{xk}QN = dlag{Cb(k — 1, O)I0}2N . (13)

It can be inferred from (13) that the diagonal matkix > 0
is positive definite and, consequently, is invertible at any time
instantk. Subsequently, a lemma is provided to demonstra}tr(?

the property of the transition matrik(t, s).

B BB _ i BB BB
ANt Ly =diag{ly, o Uy

we have(W,, — Wy, )¢* = Oy, which implies¢™ = kv, k €
R\{0}.
In light of (12a), one has
lim A\ = (X®)"1¢* = kloy, k€ R\{0}, (18)

k— o0

which means that the algorithm (11) can achieve consensus.

The above analysis uncovers that the imbalance caused by
asymmetric data exchange in directed graphs can be overcome
by the proposed distributed algorithm (11). Specifically, both
x, and ¢, converge to the span af, and the imbalance is
eliminated by the element-wise division of /¢x, where the
symbol “/” denotes the division between two vectors of the
same dimension.

Next, summing up (12b) over from 0 to co, we have

¢ =Waot® — KP* = > (Wi = Wi)dp.  (19)
k=0
Noting that the weight matrice®V), and W, are column
stochastic, one hasl, W, = 11, W, = 1I;. Moreover, it
follows from (19) that
k=0

which satisfies the optimal condition in (7).

IV. PRIVACY ANALYSIS

In this section, the proof will be presented to demonstrate
at Algorithm 1 preserves the power sensitive information
[20], [22] (i.e., Pk, {ai,bi} (@ € V)) against external

Lemma1: [40], [41] Under Assumption 1, there eX'eavesdroppers and internal honest-but-curious nodes. First, the

ist a scalary € (0,1) ) and a stochas'gc VeCtol = information set accessible to two types of eavesdroppers is
[ v, vi ey | (e v > 0 and1yv = 1) such  gefined, and then the update rule of the distributed algorithm
that is reconstructed in light of the obtained information set.

Bij(t,s) —vi| < KAP™%, Wi, j=1,--- 2N, t>s (14) Furthe_rmore, the adver_sanes attempt to calculate the unknown

' but private variables via the established update rule and the

with K > 4. known variable.
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A. Privacy Preservation Against External Eavesdroppers wheren, 1 = —kP; o + ®;,0. Furthermore, summing up (25)

Assuming that external eavesdroppers possess a certain QY& & from 1 to k, we have

of knowledge regarding the algorithm and have the ability to k=1 k=1 s k=1 s
wiretap all communication links, the information accessible to ijk = foo - HZ P+ Z Z iy — Z Z P (26)
external eavesdroppers can be defined as follows: t=0 5=0 =0 s=11t=1

Sincezjfk is unknown to external eavesdroppers at any time
instantk, the sensitive informatio®; ;, cannot be inferred, and
the further privacy parametefs;, b;} can be preserved. The

Theorem 1: For a directed grapl¥ under Assumption 1, Proof is now complete. _ u
the privacy of agent (i € V) can be preserved against external It IS demonstrated by the above analysis that the employed
eavesdroppers by using Algorithm 1. state-decomposition-based privacy-preserving technique can
Proof: We carry out privacy analysis from the perspectivgffectively preserve the power sensitive information against ex-
of external eavesdroppers. Denoting, = =7, + 20 it ternal eavesdroppers. Subsequently, we will present the privacy
. 1, 1,k

D = {Y, wij k75 1., Wij kD5 ks Wij kD f—15 K
eV, jeNT E=0,1,---}. 1)

follows from (11) that Ieaka_lge that occurs when the_ pr?vacy—presgrying_ scheme_is not
considered (i.e., when the distributed optimization algorithm
21 = Z Wij kT g + (Wis g + i k)T + xik (9) is executed).
iENT Similar to the analysis in (22)-(23}; , can be inferred by

external eavesdroppers through the following expression:
= zjp + Z Wij kTG — Z wei kTog-  (22) PP 9 g exp

j GNlin SENS“‘ k—1
) Tik = Ti0 + Z ( Z Wij tTjt — Z wsi,txi,t) (27)
Then, summing up (22) oveér from 0 to k¥ — 1, one has =0 jenm SENTOU
k-1 wherek = 1,2,---, z;0 = 1 (i € V). In this case, the
=20+ | D wiarf— > wad, | (23)  weight wi; (5 € Ni") is calculated byw;; = wijzjr/zk
t=0 \jeNin sENPH and, furthermorep; ,, can be obtained via;;¢; . /w;;. Based
on the relationships among; i ky Nik, ando; ., external
wherek = 1,2,---, 27, = 2. Note thatz; . = 3z, means P Bk, Tk Nisk Pik

eavesdroppers can inf& ;, and{a;, b;} via (9), which means

that the actual state, , can be inferred by (23) at any tlmethat the sensitive information is leaked.

instant k, but the weightw;; (i,7) € £ is unknown to
external eavesdroppers sincg, is unknown.

Similarly, in light of (11), we obtain B. Privacy Preservation Against Honest-but-Curious Nodes
¢ 3 In this subsection, we proceed to show that Algorithm 1 is
Zi k1 = Piktr T D privacy-preserving against honest-but-curious nodes.
= O+ O+ D Wikt + (wiik + k)0 Denoting the set of all honest-but-curious nodes{as V
 jewn and the information set accessible to the honest-but-curious
- o nodeh € H as
+ ¢f,k - ¢§k_1 - Z Wij kP -1
JENT In = {lecz.,kvx(}:z,kvwdh,k7whj,k‘b?ikvwdh,kxim5|
_(wii,k'i_[i,k)qsgkfl _K/(Pi,k _—Pi,k—l) dEN}gmaj EN;In,C:Oé,B,k:O,l,"'}, (28)
= 2ijk - ijk_1 —k(Pig = Pigo1) + ®ip — Big one has
(24)
where
Theorem 2: For a directed graply under Assumption 1,
D, = Z Wij kPG — Z Wi | Pifos the privacy of agent (i € V) can be preserved against the
jEN sENOU honest-but-curious nodes using Algorithm 1.
5 - a - a Proof: For the case ofh, ) ¢ £, the node: cannot infer
D= Wij kD5 b1 — Wi kD5 1~ . ’ e X :
* JGZN: ikOTh1 sez/\f:om LR the privacy of node due to the unavailable information set.

In the case of(h,i) € &, the worst-case scenario is
Note thate; , = %Zj’k, and®; , and ®, ;, can be calculated considered where nodé has no legitimate neighbor. This

by external eavesdroppers. is because, according to (22)-(23), honest-but-curious nodes
In the following, definingy, . = Z?k _Z;?k_l (k>1), one can acquire a_II the q_ata that _nodecan exch_e}ngg with its
has ’ ’ neighbors, which facilitates to infer the sensitive information
_ of nodeji.
Nigk+1 = Nik — K(Pik — Pik—1) + @ik — Py, For the purpose of analysis, the connection architecture
k ko is illustrated in Fig. 2. It should be noted that collusion
= — kP + Z Dy — Z D4 (25) among multiple honest-but-curious nodes is possible, making
t=0 t=1 the considered connection architecture general.
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RN TABLE |
A Y GENERATION PARAMETERS
3 i . \‘
. |' \
1 1 —_
@‘:’@: ' e ! Agent Type  a; b; P, P;
<
w @) 1 G 0084 2 0 100
N_~ X
other nodes 2 G 0056 3 0 105
3 G 0070 4 0 90
Fig. 2. Connection architecture 4 L 0.070 ] —80 _6
5 L 0064 65 —30 —2
) ) . 6 G 0060 4 0 90
In light of the established results in (23) and (27), one has ; s 0020 0 -5 50
. P . . 8 G 0080 25 0 80
Zik+1 = Zi0 T Z(wihakxh,k — Whi kTG k) 9 L 0060 & -8 —10
t= O
1 s ko1 s 10 L 0076 7 —40 —5
2l =20y — “Z P+ Z Z PF, Z o7, 11 L 0070 7.5 -25 -2
s=0 t=0 s=1t=1 12 L 0.080 8 —90 —8
(30) 13 L 0070 7 —30 -2
where 14 L 0.084 8 -8 —10
ik = Win k@ — WhikPi s
D = Wy kO — Wpi Y . . : L )
ik ih,kPh,k—1 hikPi k-1 and eight loadsL(), with their communication links depicted

Due to the fact that? ', is unknown to nodé, the sensitive in Fig. 3. Borrowed from [11], the parameters corresponding
information P, cannot be inferred, and furthermore thd® each agent are listed in Table I. The step sizs chosen

privacy parameter§a;, b;} can be preserved. m 2s0.0035, and/ is set to0.1. The |n|t|al powerPLo (teV)
Remark 3: In this work, a state-decomposition-baself S€lécted as2, 56, 50, 35, 42, —30, 6 146 :
privacy-preserving scheme has been successfully integratedif o —14 —56, and10. In add|t|on 100 Pioy €30, 2ig (1 €

to the DED algorithm. Compared with most privacy-preservinl) are generated in light of Algorithm 1.

techniques, the adopted algorithm exhibits the following no-

table features. In comparison to the differential privacy method & U

[12], [31], our scheme ensures the optimality of the ED

problem due to its special construction decomposition of

the distributed algorithm. In contrast to the homomorphic (63 <> O /

encryption scheme [26]—-[28], the implementation of the pro-
posed algorithm is simple, involving only basic addition and

multiplication operations. Unlike the approach in [30], our 1 S
method demonstrates robust privacy-preserving performance
against external eavesdroppers.
Remark 4: Until now, a privacy-preserving DED algorith- 2 @
m has been developed to ensure supply-demand balance at
the lowest economic cost without leaking sensitive informa- (O Generator > Load () Storage Device
tion. In comparison to existing results, our paper presents
the following distinctive merits: 1) the developed distribute§d- 3 Communication topology
optimization algorithm demonstrates the ability to achieve
fast convergence over directed graphs, which is crucial forThe test results are depicted in Figs. 4-7. Fig. 4 illustrates
practical applications requiring real-time decision-making; arttle evolutions of the incremental cost;, the auxiliary
2) the proposed privacy-preserving algorithm exhibits superieariable ¢, , the local powerP;, and total power demand,
performance in terms of exact convergence, low computaﬂor@:’éneramon and their mismatch (i.62, £ Z ). Note
complexity, and uncompromised privacy preservation. Overahat \¢, converges to\* = 5.515, which is |dent|cal to the
the proposed algorithm provides a practical and efficieBptimal value obtained by the Lagrange multiplier algorithm.
solution for the privacy-preserving DED problem in islandegthe local powerP?;, converges to the corresponding optimal
microgrids over directed graphs. valueP;,,, and the mismatcl?, approaches t0, which shows
that the supply-demand balance is reached. Fig. 5 depicts
V. SIMULATION STUDY the weighted informationu;; .¢¢,. Note that the received
In this section, a simulation example is presented to ass@#®rmation are disordered to eavesdroppers due to the fact
the validity of the developed algorithm. It is assumed that ttieat the weightw;; ;, is random and unknown. In other words,
microgrids consist of five generatoiS), a storage devices], the eavesdroppers and honest-but-curious nodes cannot infer
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or estimate the privacy valu@; ; and parameters;,b; in
light of the obtained information, which verifies the privacy
property of the proposed privacy-preserving DED algorithm
Next, to show the fast convergence of the proposed alc zer
rithm, the following four distributed algorithms are considere
and compared: 1) PDED: the proposed DED algorithm; :
CID; consensus+innovation distributed algorithm [11] unde
directed graphs; 3) DPG: the distributed push-gradient meth
[20]; and 4) PDDA: the push-based distributed dual avera
ing method [21]. The evolutions of the mismatch betwee
supply and demand are presented in Fig. 6. It can be ¢
served that the developed algorithm can rapidly conver

Transmitted Informati

to the globally optimal solution. In addition, we sétas oSy

0.05,0.15,0.25,0.35,0.45 to test the convergence rate of the S S S ————
proposed distributed algorithm. In Fig. 7, we observe that o -
larged leads to a faster convergence rate. The simulation stu Time k

validates the accuracy and superiority of the obtained resuiw.

Fig. 5. Transmitted information.
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Fig. 4. Test results of the proposed algorithm. (a) Increnetst \; 5. (b)

Auxiliary variable ¢; ;. (C) Local powerP; ;. (d) Power balance. Fig. 6. The dynamic evolutions dg(ziN:O P, ;) via different algorithms.

VI. CONCLUSION algorithms [45], [46], and privacy preservation in industrial
In this paper, we have addressed the privacy-preservidigplications using biometrics techniques [47], [48].
DED problem of islanded microgrids over directed graphs.
By combining the push-sum protocol with the EXTRA, it has
been demonstrated that the proposed distributed optimization
algorithm achieves fast convergence over directed graphs witH W. Chen and T. Li, Distributed economic dispatch for energy internet

. . based on multiagent consensus contt@®EE Trans. Autom. Control,
low computational complexity. To prevent the leakage of o 66, no. 1, pp. 137-152, Jun. 2021.

power sensitive information, a privacy-preserving scheme hdgl W. Chen, D. Ding, H. Dong, G. Wei, and X. Ge, Finite-horizon
been integrated into the distributed optimization algorithm H bipartite consensus control of cooperation-competition multiagent

. ;. . . S systems with round-robin protocold;EE Trans. Cybern., vol. 51, no. 7,
using the state-decomposition technique, which exhibits the p)r;- 3699-3709, Jul. 2021? % ob

privacy property against internal honest-but-curious agents] Y. Jin, X. Ma, X. Meng and Y. Chen, Distributed fusion filtering for
and external eavesdroppers. Finally, a simulation case has Cyber-physical systems under Round-Robin protocol: a mifedio

. . . framework, Int. J. . &i., vol. 54, no. 8, pp. 1661-1675, 2023.
been provided to validate the effectiveness of the developeg} r vao, v. Ding,sg?‘ Hong and S.-H. Ygﬁg’ A survey on evolved

algorithm. Future directions would be the extensions of other LoRa-based communication technologies for emerging internet of things
DED problems for grid-connected microgrids [1] with the applications/nt. J. Netw. Dyn. Intell., vol. 1, no. 1, pp. 4-19, Dec. 2022.

fl d th | . ia distributed b 45 Y. Yuan, X. Tang, W. Zhou, W. Pan, X. Li, H.-T. Zhang, H. Ding, and
power flow and thermal constraints via distributed game-bas J. Goncalves, Data driven discovery of cyber physical systé&asire

algorithms [43], [44] and distributed fixed-time convergent  Commun., vol. 10, no. 1, pp. 1-9, 2019.
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