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Abstract—This paper investigates the chance-constrained control prob-

lem for uncertain systems, with a focus on the distortion of signal

transmission between the controller and the actuator caused by noisy

and bandwidth-limited communication channels, and its impact on the
system’s control performance. Initially, a binary dynamic encoding

mechanism (DEM) is employed to encode the system’s amplitude-

continuous signal into a finite-length binary string, aiming to mitigate
the communication burden. In the DEM-based control scheme, a critical

issue is that the control performance is seriously affected by the bit-

flip error (BFE), which inevitably occurs during the transmission of

binary data through a noisy channel. To address this problem, a novel
active BFE-resistant controller is proposed to effectively accomplish the

desired control task by thoroughly considering the dynamic coupling

effects between the BFE and the DEM. Subsequently, a chance constraint
index is jointly considered to ensure the safe operation of the uncertain

system under a guaranteed probability bound. Sufficient conditions are

established for the existence of the active BFE-resistant controller such

that the mean-square boundedness and the chance constraint index are
ensured simultaneously. Finally, the validity of the proposed algorithm is

verified by a simulation study targeting the remote control problem for

autonomous ground vehicles.

Index Terms—Dynamic encoding mechanisms, bit-flip errors, mean-

square boundedness, chance constraints, autonomous ground vehicles.

I. INTRODUCTION

Over the past few decades, the rapid development of information

and communication technology has facilitated the seamless integra-

tion of control systems with communication networks, which enables

remote control and monitoring functionalities that were previously

unattainable [14], [33]. This networked control paradigm has found

widespread applications in various cutting-edge fields such as smart

grids [15] and autonomous vehicles [25]. Despite recent progress,

research on networked systems continues to face several persistent

challenges. One of the most critical issues is the limited communica-

tion bandwidth, which may cause data distortion, reduce transmission

quality, and ultimately degrade overall system performance [4], [6],

[18], [22], [31], [36]. Consequently, it is essential to address the issues
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induced by limited bandwidth to ensure the desired performance of

control systems.

In response to the limited bandwidth issue, data encoding tech-

nology has emerged as an ideal solution due to its benefits in

data compression and encryption. By leveraging data encoding rule,

large volumes of continuous data can be transformed into more

manageable formats, thus optimizing the use of available bandwidth

and enhancing data security during transmission. This technology

is particularly advantageous in scenarios where high data throughput

and secure communication are critical. Data encoding technology can

be categorized into two distinct types: static encoding mechanisms

[16], [17], [34] and dynamic encoding mechanisms (DEM) [11], [20],

[38], depending on the employed quantization technique. The role of

the encoding mechanism is to convert signals into finite-length binary

strings, effectively reducing the amount of data to be transmitted and

thereby decreasing the demand for bandwidth.

During the transmission of a binary string over a communication

channel, various factors (e.g. electromagnetic radiations and channel

noises) can lead to the flipping (or alteration) of one or more bits

within the binary sequence [2], [10], [24]. This phenomenon is

recognized as the bit-flip error (BFE) problem. Several results on

BFE problems have been studied for systems under static encoding

mechanisms, e.g., [19], [21], [28]. However, in the context of dynamic

encoding schemes, the BFE issues have yet to be thoroughly inves-

tigated. The main difficulty lies in the dynamic coupling between

the BFEs and DEMs, making it challenging to decouple BFEs from

decoding errors, and thus preventing a direct analysis of the impact

of BFEs on system performance. The primary objective of this article

is to conduct an in-depth investigation into the BFE problem by

focusing specifically on its implications within the context of DEMs.

The investigation of system constraints holds essential significance

in practical engineering [3], [7], [12], [29]. The imposition of

constraints on system variables is motivated by multifaceted factors,

notably: 1) the inherent limitations pertaining to the operating ranges

and capabilities of physical devices; 2) the indispensable imperative to

guarantee the safety of system operation; and 3) the critical necessity

to optimize system performance and avoid resource waste [1], [13],

[27], [30]. Unfortunately, ensuring the satisfaction of constraints at all

times becomes theoretically challenging when the underlying system

is subject to stochastic noises arising from factors such as modeling

errors and external disturbances.

For decades, the chance constraint, also known as a probabilistic

constraint, has emerged as a powerful tool to handle uncertainties

and enhance the performance and reliability of control systems. This

method ensures that the probability of a specific event occurring

remains above a pre-defined threshold [5], [23]. The chance con-

straint method provides a framework for performance optimization

by balancing the performance index with the associated risks, which

is of great significance for ensuring system reliability and enhancing

the practicality of decision-making in real-world applications [8],

[9], [26], [32], [35], [37]. Nevertheless, there has been a notable

lack of research addressing the chance-constrained control problem
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for systems affected by the BFE phenomenon. The limited attention

given to this issue can be attributed to the rather complicated

coupling effect between DEMs, BFEs, and chance constraints, which

poses challenges in analyzing and optimizing system performance.

Consequently, this serves as another motivation for our ongoing

research.

This research endeavor is motivated by the need to explore the

chance-constrained control issue under the influence of DEMs and

BFEs. The critical challenges addressed in this paper include: 1) how

to characterize the impact of DEMs and BFEs on system signals

and analyze their effects on system performance? 2) how to design

an apt controller structure to actively counteract the impact of BFE-

affected signal distortion on system control performance? and 3) how

to ensure that the anticipated performance of the system is met under

the influence of BFE-affected signal distortion and stochastic noise?

Considering the challenges discussed above, this paper presents the

following key contributions.

1) The dynamic characteristic of the decoding error is, for the first

time, analyzed under the coupling influence of DEMs and BFEs,

which provides the basis for the design of controller structure

and analysis of control performance.

2) A novel BFE-resistant controller is proposed for systems under

DEMs and chance constraints. By actively counteracting BFE-

affected decoding errors, this controller effectively mitigates

their impact on system control performance.

3) The chance constraint is transformed into a solvable determin-

istic matrix inequality under the influence of BFE-affected de-

coding errors, and sufficient conditions are derived for simulta-

neously achieving the mean-square boundedness and the chance

constraint. Moreover, the controller parameters are determined

by solving the chance-constrained optimization problem.

Notations: E[X] is the mathematical expectation of X; Var[X]
means the variance of X; Pr{Y } denotes the probability of an

event Y ; diag{·} is a block-diagonal matrix; coln{ai} represents
[
a1 a2 · · · an

]T
; diagn{ai} denotes diag{a1, a2, . . . , an};

⌊·⌋ denotes the function rounding downward to the nearest integer;

λmax(P ) represents the maximum eigenvalue of a matrix P ; Tr(P )
means the trace of a matrix P ; and functions Q[·], Enc[·], and

Dec[·] represent the uniform quantization, encoding, and decoding

operations, respectively.

II. SYSTEM DESCRIPTION

A. The System Model

Consider the following time-varying systems:

xt+1 = Atxt +Bt~ut +wt (1)

where xt ∈ R
nx and ~ut ∈ R

nu are the state variable and the control

input; wt ∈ R
nw is the non-Gaussian stochastic noise with unknown

distribution; and At, Bt, Wt, and W̄ are known matrices. Here,

E[wt] = 0, Var[wt] =Wt > 0, and Wt ≤ W̄ .

Ensuring the safe operation of real-world systems is of paramount

importance. However, when stochastic noise is present, traditional

deterministic constraint methods may fail to effectively handle such

uncertainties. Therefore, it is essential to construct a framework that

can quantify risk (i.e., constraint violation) and allow the system’s

constraints to be satisfied with a certain level of confidence, which

is achieved by ensuring system performance within a specified

probability threshold. This is the essence of chance constraints.

Unlike traditional deterministic constraints, chance constraints are

probabilistic in nature, requiring the constraints to be satisfied with

a predetermined probability level, and the specific form is described

as follows:

Pr{xT
t Λ

−1
t xt ≤ 1} ≥ 1− ǫt (2)

where Λt > 0 is the known matrix and 0 < ǫt < 1 is the maximum

probability value of violating the state constraint.

B. The Binary Dynamic Encoding Mechanism

In networked control systems, the control input signal is transmit-

ted to the actuator through a communication network with limited

bandwidth. To alleviate the communication burden, a binary DEM is

utilized in this paper. In the binary dynamic encoding scheme, the

amplitude-continuous signal is processed through two steps: binary

encoding and decoding. For simplicity purpose, we introduce the

following notations:

ut , colnu{ui,t}, ût , colnu{ûi,t}, út , colnu{úi,t}

~ut , colnu{~ui,t}, χt , colnu{χi,t}

at , diagnu
{ai,t}, bt , diagnu

{bi,t}.

In the binary DEM, the uniform quantizer is utilized to convert the

amplitude-continuous signal ui,t into the amplitude-discrete data:

Q[ui,t] =

⌊
ui,t

ρ

⌋

ρ (3)

where ρ > 0 is the resolution of the quantizer and ui,t means the

i-th element of the original control input ut.

Binary encoding step. The amplitude-continuous signal ui,t is

first converted into the amplitude-discrete data ûi,t according to the

following dynamic encoding rule:
{
χi,t = ai,tχi,t−1 + bi,tûi,t

ûi,t = Q
[

1
bi,t

(ui,t − ai,tχi,t−1)
] (4)

where χi,t is the dynamic variable, ûi,t is the encoded data, and ai,t
and bi,t are known parameters.

Due to the fact that ûi,t represents the decimal data, it needs to

be encoded into a binary string prior to communication network

transmission. Specifically, we employ 1-bit for encoding the sign,

(ℓ− − 1)-bits for encoding the integer part, and -bits for encoding

the fractional part. That is,

β
[ℓ]
i,t

︸︷︷︸
±sign bit

β
[ℓ−1]
i,t · · ·β

[+1]
i,t

︸ ︷︷ ︸
integer bits

. β
[]
i,t · · ·β

[1]
i,t

︸ ︷︷ ︸
fractional bits

(5)

where β
[j]
i,t ∈ {0, 1} (j = 1, 2, . . . , ℓ) denotes the binary value and

ℓ is the number of total bits for encoding ûi,t. According to (5), it

is obvious that the encoding range is [−2ℓ−−1, 2ℓ−−1) and the

resolution is 2− (also known as quantization interval).

As per the following binary encoding method, the decimal data

can be represented using a binary string with finite bits:

ûi,t , Enc[ûi,t] = −2ℓ−−1β
[ℓ]
i,t +

ℓ−1∑

j=1

2j−−1β
[j]
i,t . (6)

Then, the finite-length binary string β
[ℓ]
i,tβ

[ℓ−1]
i,t · · ·β

[1]
i,t is transmitted

to the decoder side through communication networks.

Decoding step. In the decoder, according to the decoding rule, the

ideal decoder output is

úi,t , Dec
[

β
[ℓ]
i,tβ

[ℓ−1]
i,t · · ·β

[1]
i,t

]

= ai,túi,t−1 + bi,t

(

− 2ℓ−−1β
[ℓ]
i,t +

ℓ−1∑

j=1

2j−−1β
[j]
i,t

)

= ai,túi,t−1 + bi,tûi,t (7)
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where úi,t is the ideally decoded data (without the influence of

BFEs). In addition, the initial condition satisfies úi,0 = χi,0.

It should be noted that, in network channels, the binary values

may be flipped during transmission due to various reasons including

electromagnetic radiation and channel noises. This phenomenon will

be investigated in the following subsection.

C. The Bit-Flip Error Phenomenon

In network channels, the BFE problem may occur. That is, the

binary value β
[j]
i,t may be flipped into 1 − β

[j]
i,t . Under the influence

of BFE, the actually received binary string at the decoder side is
~β
[ℓ]
i,t
~β
[ℓ−1]
i,t · · · ~β

[1]
i,t where, for j = 1, 2, . . . , ℓ,

~β
[j]
i,t =

{

1− β
[j]
i,t, the BFE occurs

β
[j]
i,t , otherwise.

The decoding process of the binary string under the influence of

BFE is described as follows.

Decoding under BFEs. In the presence of BFEs, the actual output

of the decoder is now given as

~ui,t , Dec
[
~β
[ℓ]
i,t
~β
[ℓ−1]
i,t · · · ~β

[1]
i,t

]

= ai,t~ui,t−1 + bi,t

(

− 2ℓ−−1~β
[ℓ]
i,t +

ℓ−1∑

j=1

2j−−1~β
[j]
i,t

)

= ai,t~ui,t−1 + bi,t(ûi,t + ξi,t) (8)

where ~ui,0 = χi,0, ~ui,t is the i-th element of the actually decoded

control input ~ut (under the influence of BFEs), and ξi,t denotes the

BFE with

ξi,t , −2ℓ−−1(~β
[ℓ]
i,t − β

[ℓ]
i,t) +

ℓ−1∑

j=1

2j−−1(~β
[ℓ]
i,t − β

[ℓ]
i,t).

By comparing the ideal decoding data úi,t obtained from (7) with

the BFE-influenced decoding data ~ui,t from (8), it is evident that

the coupling effect of the dynamic encoding-decoding rules and BFE

complicates the analysis of decoding errors. Before analysis, let us

first denote the BFE-affected decoding error as et , ~ut − ut.

In the following, we will analyze the dynamic property of et.

According to (4) and (8), we obtain

~ut − χt = at~ut−1 + bt(ût + ξt)− atχt−1 − btût

= at(~ut−1 − χt−1) + btξt. (9)

Then, as per (4) and (7), and employing the mathematical induction

method [38], it is easy to show that

χt = út. (10)

Based on (4) and (10), the BFE-affected decoding error et is derived

as follows:

et = ~ut − χt + χt − ut

= dt + út − ut = dt + bteq,t (11)

where dt , ~ut − χt, dt = atdt−1 + btξt, and

eq,t , Q
[ 1

bt
(ut − atχt−1)

]

−
1

bt
(ut − atχt−1).

Through the above analysis, it is concluded that the BFE-affected

decoding error (i.e., et) consists of two parts: data distortion caused

by BFE (i.e., dt) and data distortion caused by DEM (i.e., eq,t). Note

that the data distortion errors undergo a complex dynamic mapping

within the DEM framework, resulting in decoding errors that exhibit

intricate dynamic characteristics. This poses challenges for controller

design and system performance analysis. Next, we will investigate

the impact of this phenomenon on system control performance and

propose an effective controller design method.

Remark 1: It is worth mentioning that, due to the underlying

coupling between the DEM and the BFE, the dynamic property of the

BFE-affected decoding error becomes extremely complicated, which

brings further difficulties to the performance analysis of the system.

According to (9)–(11), the BFE-affected decoding error satisfies
{

et = dt + bteq,t

dt = atdt−1 + btξt,
(12)

which indicates that et and dt are unstable (limt→∞ et = ∞ and

limt→∞ dt = ∞) with λmax(at) > 1. This complicated dynamic

characterization may seriously deteriorate the system’s performance.

Therefore, there is a need to look for a controller design method to

resist the undesirable result.

Remark 2: Note that, under limited bit-rate conditions, encoding

mechanisms, particularly DEMs, play a crucial role in efficiently

transmitting information required by the system. Existing literature

has shown that, within the static encoding framework, the BFE-

affected decoding error remains amplitude-bounded [19], [21]. How-

ever, under the DEM framework, the BFE-affected decoding error

is prone to divergence, which presents further challenges for system

analysis. It should be pointed out that this paper represents the first

effort to analyze the BFE problem within the context of DEM.

D. The Active BFE-Resistant Controller

In this paper, based on the active counteraction method, the novel

BFE-resistant controller is delineated in the following form:

ut = Ftxt − d̂t (13)

where Ft is the controller parameter to be calculated and d̂t is the

variable to be determined for resisting the influence of BFE-affected

decoding error.

By considering (1) and (11), the variable d̂t is obtained by
{

ηt = (at + LtBt−1)d̂t−1 + Lt(At−1xt−1 +Bt−1ut−1)

d̂t = ηt − Ltxt
(14)

where ηt ∈ R
nη is the dynamic variable and Lt is the parameter

matrix to be obtained. By denoting µt , dt − d̂t, one obtains

µt = (at + LtBt−1)µt−1 + ~ξt−1 + Ltwt−1 (15)

where ~ξt−1 , LtBt−1bt−1eq,t−1 + btξt.

Letting zt ,
[
xT
t µT

t

]T
, the closed-loop system is obtained as

follows:

zt+1 = Atzt +̟t (16)

where

At ,

[
At +BtFt Bt

0 at+1 + Lt+1Bt

]

, ̟t ,

[
Btbteq,t + wt
~ξt + Lt+1wt

]

.

The aim of this paper is to derive the gain matrices Ft and Lt
of an active BFE-resistant controller for systems subject to chance

constraints and BFEs, so as to guarantee that the system is mean-

square bounded and that the chance constraint holds.

III. MAIN RESULTS

In this section, the performance of the mean-square boundedness

and the chance constraint will be analyzed and the BFE-resistant

controller will be calculated by solving the chance-constrained opti-

mization problem.
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A. Analysis of the Mean-Square Boundedness

The following theorem addresses the impact of stochastic noise

and BFEs on system performance and provides a sufficient condition

to ensure the system’s mean-square boundedness.

Theorem 1: Let matrices Ft and Lt be given. For system (16), if

there exist positive scalars ~, λ, φt and positive-definite matrix Pt
such that

~A T
t P−1

t+1
~At −Υ1,t ≤ 0 (17)

DT
t P−1

t+1Dt − λI ≤ 0 (18)

~A T
t

~At −Υ2,t ≤ 0 (19)

DT
t Dt − (φt − λ)I ≤ 0 (20)

hold with the initial condition zT0 P0z0 ≤ ~
−1λΓ, where

~At ,
[
At Dt I

]
, Dt ,

[
IT LT

t+1

]T

Υ1,t , diag{(1− ~)Pt, λI, λI}, Pt , P−1
t

Υ2,t , diag{~Pt, (φt − λ)I, (φt − λ)I}

Γ , Tr(W̄ ) + λmax(b
T
t B

T
t Btbt)nu2

−2

+ λmax(b
T
t+1bt+1)nu2

2ℓ−2,

then the system is mean-square bounded over the finite-horizon.

Proof: Define the following function:

Ht+1 , zTt+1Pt+1zt+1 − (1− ~)zTt Ptzt − λwT
t wt

− λvTt vt − λζTt ζt (21)

where vt , Btbteq,t and ζt ,
[
0T (bt+1ξt+1)

T
]T

. Then, by

substituting (16) into (21), calculating the mathematical expectation

of (21), and performing some algebraic manipulations, we obtain

E[Ht+1] = ~zTt

(
~A T
t Pt+1

~At − diag{(1− ~)Pt, λI, λI}
)

~zt

+ Tr(DT
t Pt+1DtWt − λWt) (22)

where ~zt ,
[
zTt vTt ζTt

]T
.

As per (17), (18) and (22), it is easy to infer E[Ht+1] ≤ 0, which

further yields

E[Vt+1 − (1− ~)Vt] ≤ λTr(Wt) + λvTt vt + λζTt ζt (23)

with Vt , zTt Ptzt.

Next, we aim to prove that E[Vt] ≤ ~
−1λΓ is always satisfied

by using mathematical induction method, where Γ , Tr(W̄ ) +
λmax(b

T
t B

T
t Btbt)nu2

−2 + λmax(b
T
t+1bt+1)nu2

2ℓ−2. In the ini-

tial step, it is obvious that E[V0] ≤ ~
−1λΓ is fulfilled. In the inductive

step, assume that E[Vt] ≤ ~
−1λΓ. Then, combining (23), we have

E[Vt+1] ≤ E[(1 − ~)Vt] + λΓ ≤ (1 − ~)~−1λΓ + λΓ = ~
−1λΓ.

Accordingly, the condition E[Vt] ≤ ~
−1λΓ is always satisfied.

To analyze the mean-square boundedness of the system, we further

define the following function:

Jt+1 , zTt+1zt+1 − ~Vt − (φt − λ)wT
t wt

− (φt − λ)vTt vt − (φt − λ)ζTt ζt. (24)

Then, taking the mathematical expectation of (24), we obtain

E[Jt+1] = ~zTt

(
~A T
t

~At − diag{~Pt, (φt − λ)I, (φt − λ)I}
)

~zt

+ Tr(DT
t DtWt)− (φt − λ)Tr(Wt). (25)

In line with (19), (20) and (25), it is easy to have

E[Jt+1] ≤ 0. (26)

By further combining (26) with E[Vt] ≤ ~
−1λΓ, one has

E[zTt+1zt+1] ≤ ~E[Vt] + (φt − λ)(Tr(Wt) + vTt vt + ζTt ζt)

≤ ~~
−1λΓ + (φt − λ)Γ = φtΓ, (27)

which means that system (16) is indeed mean-square bounded. Thus,

the proof is now complete.

Remark 3: From Theorem 1, it is obvious that the active BFE-

resistant controller proposed in this paper is capable of effectively

ensuring the system’s performance. In the following, it will be shown

that the system (1) may become unstable when a traditional state

feedback controller is used, i.e.,

ut = Ftxt, (28)

to stabilize the system. By substituting (28) into system (1), we obtain

the closed-loop system of the following form:

xt+1 = (At +BtFt)xt +Bt(dt + bteq,t) +wt. (29)

Then, by utilizing a similar method as given in Theorem 1, it is

straightforward to obtain that

E[xT
t+1xt+1] ≤ φx,t(Tr(Wt) + (Btdt)

T(Btdt)

+ (Btbteq,t)
T(Btbteq,t)) (30)

with φx,t being a positive scalar. From (30), it is clear that the upper

bound of E[xT
t+1xt+1] is related to the variable dt. According to

(12), it is known that (Btdt)
T(Btdt) is divergent if λmax(at) > 1.

Thus, the traditional state feedback controller (28) cannot guarantee

the desired control performance.

B. Analysis of the Chance Constraint

In what follows, a theorem is given to guarantee that the chance

constraint (2) is met.

Lemma 1: Let the matrix Lt be given. For system (15), if there

exist positive scalars h, κ, ψt, and positive-definite matrix Qt such

that the following conditions hold:

ΦT
t Q−1

t+1Φt −Υ3,t ≤ 0 (31)

ΦT
t Φt −Υ4,t ≤ 0 (32)

(Lt+1Btbt)
T(Lt+1Btbt)− γtI ≤ 0 (33)

where

Φt ,
[
at+1 + Lt+1Btat I Lt+1

]
, Qt , Q−1

t

Υ3,t , diag{(1− h)Qt, κI}, w̄ , max ‖wt‖
2

Υ4,t , diag{hQt, (ψt − κ)I},

then the system is bounded and, furthermore, we have

µT
t µt ≤ ~ψt with ~ψt , ψt

(
w̄ + λmax(b

T
t B

T
t Btbt)nu2

−2 +
λmax(b

T
t+1bt+1)nu2

2ℓ−2
)
.

Proof: The proof of this lemma is similar to that of Theorem 1,

and is thus omitted here.

Theorem 2: Let the matrix Ft be given. For system (1), if there

exist a positive scalar σt such that

Wt

σt
+

ΞtΞ
T
t

(1− σt
nx

ǫt+1
)̺−1
t

− Λt+1 ≤ 0 (34)

where

Ξt ,
[
At +BtFt Btat Btbt

]

̺t , xT
t xt + ~ψt + 2nu(2

−2 + 22ℓ−2),

then the chance constraint (2) is fulfilled.

Proof: First, combining with (11) and (13), system (1) can be

rewritten as

xt+1 = Ξt~xt + wt (35)

where ~xt ,
[
xT
t µT

t ξTt
]T

.
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Next, we will investigate the deterministic transformation method

for chance constraints. By incorporating the chance constraint index

with the statistical properties of the stochastic noise, we construct the

following form of the function:

Gt+1 , 1− xT
t+1Λ

−1
t+1xt+1 − σt

( nx

ǫt+1
− wT

t W
−1
t wt

)

. (36)

Then, by applying the completing-the-square technique with respect

to xt+1, the function (36) can be rearranged as

Gt+1 = (xt+1 − x⋆t+1)
TΠt+1(xt+1 − x⋆t+1)

− x́T
t+1Π

−1
t+1x́t+1 + ϑt+1 (37)

where x⋆t+1 , Π−1
t+1x́t+1, Πt+1 , σtW

−1
t − Λ−1

t+1, x́t+1 ,

σtW
−1
t x̄t+1, x̄t+1 , Ξt~xt, and ϑt+1 , 1 − σt

nx

ǫt+1
+

σtx̄
T
t+1W

−1
t x̄t+1.

With the aid of the Matrix Inverse Lemma, it is calculated that

Π−1
t+1 = σ−1

t Wt + σ−1
t Wt

~Λ−1
t+1σ

−1
t Wt (38)

where ~Λt+1 , Λt+1 − σ−1
t Wt.

By substituting (38) into −x́T
t+1Π

−1
t+1x́t+1 + ϑt+1 in (37) and

simplifying, we obtain:

−x́T
t+1Π

−1
t+1x́t+1 + ϑt+1 = 1− σt

nx

ǫt+1
− x̄T

t+1
~Λ−1
t+1x̄t+1. (39)

Then, by substituting (39) into (37), we have

Gt+1 = (xt+1 − x⋆t+1)
TΠt+1(xt+1 − x⋆t+1)

+ 1− σt
nx

ǫt+1
− x̄T

t+1
~Λ−1
t+1x̄t+1. (40)

By utilizing Lemma 1 and combining with (35), one has

~xT
t ~xt = xT

t xt + µT
t µt + ξTt ξt ≤ ̺t (41)

where ̺t , xT
t xt + ~ψt + 2nu(2

−2 + 22ℓ−2). Then, according to

(41), it is readily seen that ~xt~x
T
t ≤ ̺tI , which further results in

x̄t+1x̄
T
t+1 = Ξt~xt~x

T
t Ξ

T
t ≤ ̺tΞtΞ

T
t . (42)

Combining (34) and (42) together, it is obvious that the following

inequality holds:

−Λt+1 +
Wt

σt
+

x̄t+1x̄
T
t+1

1− σt
nx

ǫt+1

≤ 0. (43)

Applying Schur Complement Lemma to (43), we can readily obtain
[

1− σt
nx

ǫt+1
∗

x̄t+1 Λt+1 − σ−1
t Wt

]

≥ 0. (44)

Utilizing Schur Complement Lemma again, it follows from (44) that

1− σt
nx

ǫt+1
− x̄T

t+1
~Λ−1
t+1x̄t+1 ≥ 0 (45)

where ~Λt+1 , Λt+1 − σ−1
t Wt, which, in conjunction with (40),

implies that

Gt+1 ≥ 0. (46)

Using the S-procedure Lemma, it follows from (36) and (46) that

nx

ǫt+1
− wT

t W
−1
t wt ≥ 0 =⇒ 1− xT

t+1Λ
−1
t+1xt+1 ≥ 0. (47)

From (47), it is straightforward to show that the following inequal-

ity is satisfied:

Pr
{

xT
t+1Λ

−1
t+1xt+1 ≤ 1

}

≥ Pr
{

wT
t W

−1
t wt ≤

nx

ǫt+1

}

. (48)

Then, by employing the Chebyshev inequality, it is clearly that the

following inequality holds:

Pr
{

wT
t W

−1
t wt ≤

nx

ǫt+1

}

≥ 1− ǫt+1, (49)

which, in combination with (47)–(48), results in

Pr
{

xT
t+1Λ

−1
t+1xt+1 ≤ 1

}

≥ 1− ǫt+1. (50)

Therefore, the proof is complete.

C. Optimization of Active BFE-Resistant Controller Parameters

In the following, the active BFE-resistant controller is obtained by

calculating the chance-constrained optimization problem to achieve

the desired performance indices.

Theorem 3: For system (16), the mean-square boundedness and

the chance constraint are guaranteed if there exist matrices Ft and

Lt such that the following optimization problem

OP : min
Ft,Lt,φt,ψt

τt + ~ψt

s.t.

{

zt+1 = Atzt +̟t

Ωı,t ≤ 0, ı = 1, 2, . . . , 8
(51)

is feasible, where

τt , φt
(

Tr(Wt) + λmax(b
T
t B

T
t Btbt)nu2

−2

+ λmax(b
T
t+1bt+1)nu2

2ℓ−2
)

Ω1,t ,

[
−Υ1,t ∗
~At −Pt+1

]

, Ω2,t ,

[
−λI ∗
Dt −Pt+1

]

Ω3,t ,

[
−Υ2,t ∗
~At −I

]

, Ω4,t ,

[
−(φt − λ)I ∗

Dt −I

]

Ω5,t ,

[
−Υ3,t ∗
Φt −Qt+1

]

, Ω6,t ,

[
−Υ4,t ∗
Φt −I

]

Ω7,t ,

[
−γt ∗

Lt+1Btbt −I

]

, ~̺t ,
(

1− σt
nx

ǫt+1

)

̺−1
t

Ω8,t ,






−Λt+1 ∗ ∗
ΞT
t −~̺tI ∗

W
1
2
t 0 −σtI




 .

Proof: The proof is straightforward and therefore omitted for

the conciseness.

Remark 4: In this article, we have embarked on a comprehensive

exploration of chance-constrained control issue for uncertain systems

influenced by BFEs and stochastic noises. Compared with the state-

of-the-art results (see [19], [21], [26], [37]), the main innovations

and contributions of this paper are summarized as follows: 1) the

studied control problem is new as it thoroughly analyzes the chance-

constrained control problem under the coupled influence of BFEs,

DEMs, and stochastic noises. This paper investigates the dynamic

characteristics of BFE-affected decoding errors and addresses their

impact on system control performance; and 2) the designed active

BFE-resistant controller is novel as it effectively mitigates the degra-

dation of system performance caused by BFEs, ensuring mean-square

boundedness and adherence to the chance constraint.

IV. ILLUSTRATIVE EXAMPLE

In this section, the tracking control problem for autonomous ground

vehicles (AGVs) is utilized to demonstrate the usefulness of the

proposed control algorithm.

A. Parameter Setups

The variables associated with the AGV are defined as follows: vl
and vr denote the velocities of the left and right wheels, respectively;

♭ represents the wheelbase; v is the linear velocity of the AGV,

given by v = vl+vr
2

; wa denotes the angular velocity, computed as
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wa = vr−vl
♭

; θ denotes the orientation (heading angle); and (px, py)

represents the planar position of the AGV.

The kinematics of the AGV is modeled as follows:




ṗx
ṗy
θ̇





︸ ︷︷ ︸
ẋ

=





cos(θ) 0
sin(θ) 0

0 1





[
v

wa

]

︸ ︷︷ ︸
u

(52)

where x denotes the state vector and u is the control input.

The model of the reference trajectory is given as




ṙx
ṙy
θ̇r





︸ ︷︷ ︸
ṙ

=





cos(θr) 0
sin(θr) 0

0 1





[
vr
wr

]

︸ ︷︷ ︸
ur

(53)

where r and ur are, respectively, the state vector and the control

input of the reference trajectory.

Letting φ ,
[
φT
x φT

y φT
θ

]T
be the tracking error, one has

φ =





cos(θ) sin(θ) 0
− sin(θ) cos(θ) 0

0 0 1









px − rx
py − ry
θ − θr



 . (54)

Then, according to (52)–(54), the error state dynamic model (with the

time-varying linear and angular velocities) are derived as follows:

φ̇t =





0 wr,t 0
−wr,t 0 vr,t

0 0 0





︸ ︷︷ ︸
At

φt +





1 0
0 0
0 1





︸ ︷︷ ︸
B

ut (55)

where vr,t and wr,t are, respectively, the linear and angular velocities

of the reference trajectory, and ut ,

[
vr,t cos(φθ,t)− vt

wr,t − wt

]

. In order

to implement the designed controller on the digital platform, we

discretize system (55) by the zero-order hold sampling method.

The eight-shaped reference trajectory is considered in this section,

which is defined as rx = 3 sin(t) and ry = 2 sin(2t). The time-

varying linear and angular velocities are
{

vt =
√

(3 cos(t))2 + (4 cos(2t))2)

wa,t =
1
vt
(3 cos(t) + 4 cos(2t)).

In addition, the values of the other variables are set as follows: at =
1.1I , bt = 2I , Wt = 0.1I , ǫt = 0.05, ℓ = 8, and

Λt =







3(1.3 − 0.2t)2I, 0 ≤ t ≤ 3

3(1− 0.1t)2I, 4 ≤ t ≤ 8

0.22I, others.

B. Analysis of Experimental Results

A series of comparative experiments are conducted to comprehen-

sively evaluate the effectiveness of the proposed control algorithm.

The experiments include: comparison between open-loop and closed-

loop control performance; comparison between the proposed control

method and conventional state feedback control algorithm; evaluation

of different approaches for handling chance constraints; comparison

between dynamic and static encoding mechanisms; and performance

comparison under various levels of BFEs. The detailed simulation

results are presented as follows.

1) Open-loop and closed-loop control: In this subsection, we

first compare the performance of open-loop and closed-loop control

performance. Fig. 1 illustrates the reference path and the tracking

path of the AGV with and without the control input, respectively. It

is clear that the open-loop control system cannot ensure the desired

tracking performance, while the control input computed in this paper

is capable of stabilizing the tracking error system.
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2

4

y

Open-loop tracking trajectory

Reference path

Tracking path

-4 -2 0 2 4

x

-2

0

2

4

y

Closed-loop tracking trajectory

Reference path

Tracking path

Fig. 1: Trajectory tracking performance under open-loop control (left)

and closed-loop control (right) algorithms.

2) The proposed BFE-resistant controller and the traditional state

feedback controller: Next, we evaluate the control performance under

the influence of BFEs. In this simulation, the BFE problem occurs at

integer-bit positions of the transmitted signal during the time interval

5 ≤ t ≤ 6. Fig. 2 illustrates the trajectory tracking performance

of the AGV under the BFE-resistant control algorithm proposed in

this paper and the conventional state feedback control approach,

respectively. As shown in the figure, after the occurrence of BFEs,

the proposed BFE-resistant control strategy is capable of effectively

stabilizing the system and maintaining satisfactory tracking perfor-

mance, whereas the classical state feedback control algorithm fails

to ensure that the AGV follows the reference trajectory.
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BFE-resistant control

Reference path

Tracking path

-5 0 5

x

-6

-4

-2

0

2

4

6

y

State feedback control

Reference path

Tracking path

The BFE occurs The BFE occurs

Fig. 2: Trajectory tracking performance under BFE-resistant control

(left) and state feedback control (right) algorithms.

3) Chance constraints: In this subsection, we compare the method

proposed in this paper with several other advanced approaches

(e.g., [13], [32]) for solving chance-constrained problems. Before

presenting the comparative results, we first set identical simulation

conditions for all algorithms. In particular, the BFE issue occurs at

the integer-bit positions of the transmitted signal during the time

interval 3 ≤ t ≤ 5. Figs. 3–6 present the results of 100 independent

experiments under different control algorithms. Each figure includes

the individual state trajectories from all runs, as well as the averaged

state trajectory computed over the 100 experiments.

Specifically, Fig. 3 illustrates the state trajectories of the system

under the control algorithm proposed in this paper. It can be observed

that, despite the presence of BFE and stochastic noise, the system

successfully satisfies both the chance constraints and mean-square

bounded stability requirements. In contrast, Fig. 4 shows the state

trajectories under conventional chance-constrained control algorithms

(e.g., [13], [32]). Since existing methods do not account for the

coupling between BFE and chance constraints, the resulting control

inputs fail to stabilize the system, leading to divergence. To further

demonstrate the effectiveness of the proposed chance-constrained

control approach, we combine the aforementioned baseline methods

with the BFE-resilient control algorithm and conduct comparative
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simulations. The corresponding results are shown in Figs. 5–6.

Although these combined methods successfully stabilize the system,

they fail to satisfy the specified chance constraint performance. This

results further confirm the advantage of the proposed algorithm

in simultaneously addressing BFEs and ensuring chance constraint

performance.

Fig. 3: State trajectories xt based on the proposed chance-constrained

BFE-resistant control algorithm.
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Fig. 4: State trajectories xt based on the different existing chance-

constrained control algorithms.

Fig. 5: State trajectories xt under the chance-constrained solution

proposed in [13] combined with the BFE-resistant control algorithm.

Fig. 6: State evolution xt using the chance-constrained solution

proposed in [32] combined with the BFE-resistant control algorithm.

4) Dynamic and static encoding mechanisms: To evaluate the

effectiveness of the proposed DEM, we compare it against the

conventional static encoding mechanism (SEM) (e.g., the method

used in [19], [21]). Fig. 7 illustrates the amplitude changes of the

control signals Q[ut] under the SEM and ût under the DEM. It is

apparent that the amplitude of ût consistently remains less than or

equal to that of Q[ut]. This indicates that the DEM-based signal

preprocessing method can effectively reduce communication burden

during transmission over the network. Furthermore, 100 independent

simulations are conducted under each encoding mechanism, and

the corresponding average state trajectories are denoted by x
avg
t .

Table I demonstrates that the control strategy based on DEM achieves

improved control performance compared to the SEM-based control

methods.
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Fig. 7: Control input signals under the static and dynamic encoding

mechanisms.

Encoding Mechanisms DEM SEM
√

1
50

∑50
t=1 ‖x

avg
t ‖22 0.2839 0.3128

‖x
avg
50 ‖2 0.0693 0.1633

TABLE I: Control performance under different encoding mechanisms.

5) BFEs under various levels: In this subsection, we evaluate

the control performance of the system under various BFE levels.

Specifically, we consider the following three cases: 1) BFE occurs in

the fractional-bit part of the transmitted signal within the time interval

6 ≤ t ≤ 8; 2) BFE occurs in the integer-bit part of the transmitted

signal within the same interval 6 ≤ t ≤ 8; and 3) BFE affects the

sign-bit of the transmitted signal over time intervals 6 ≤ t ≤ 8
and 25 ≤ t ≤ 27. Fig. 8 presents the system responses under these

three BFE scenarios. It is evident that, despite differences in the

location and duration of the BFEs, the system consistently maintains

satisfactory control performance.

In summary, the above simulation results validate the effectiveness

of the proposed algorithm.

V. CONCLUSION

In this investigation, the binary-encoding-based control issue has

been addressed for uncertain systems with chance constraints and

BFEs. A binary DEM has been proposed to alleviate the commu-

nication burden by encoding system data into a binary string with

finite-length bits. The influence of the BFE phenomenon has been

fully analyzed under the DEM-based control scheme. Subsequently,

a novel BFE-resistant controller has been designed to counteract the

coupling effects from the BFE and the DEM. A chance-constrained

control scheme has then been constructed to ensure mean-square

boundedness and adherence to the chance constraint index. A method

for optimizing the controller parameters has been presented, and

the simulation results have validated the reliability of the proposed

control algorithm.
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Fig. 8: State trajectories under different BFE levels.
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