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Simultaneous State and Fault Estimation <@
over Bandwidth-Constrained Networks:

A Relay-Aided Binary Encoding Strategy
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and Hongli Dong

Abstract This paper is concerned with the joint state and fault estimation problem
for a class of discrete-time systems over a bandwidth-constrained network subject to
actuator and sensor faults. The signal attenuation is resisted by locating the amplify-
and-forward relay between the sensor and the estimator. In the sensor-to-relay chan-
nel, abinary encoding mechanism is employed to encode the measurement signal into
a series of binary numbers. The random bit error, governed by a series of Bernoulli
distributed random variables, is considered due to long-distance transmission and
channel noise. The objective of the problem addressed in this paper is to design a
joint state and fault estimator by augmenting the system state and the sensor fault
into a descriptor system model. Sufficient conditions are established to ensure that
the joint estimation error is exponentially bounded in the mean-square sense. The
desired joint estimator gain is parameterized based on the solution of certain matrix
inequalities. Finally, a numerical simulation is provided to validate the effectiveness
of the proposed joint estimator design method.
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9.1 Introduction

In the past few decades, there has been a great leap in the flourishing of the networked
control system (NCS) based on the strengths of its less wiring, flexible configura-
tion, easy implementation and installation, and friendly maintenance. The NCS has
found broad applications in electric power systems, intelligent homes, unmanned
aerial vehicles, and other domains [26, 31, 35, 38]. With the growth of the network
scale, network structure, and interactions, the demand for the safety and reliability
of the network (which serves as the most fundamental requirement for the normal
operation of the system) has become an increasingly urgent concern, attracting signif-
icant research attention. To ensure the network’s safety and reliability, considerable
efforts have been dedicated to the issue of fault diagnosis, leading to fruitful research
achievements in a variety of industrial systems (see [12, 13, 17, 18, 24, 34, 44]).

In general, fault diagnosis can be divided into three steps: fault detection, fault
isolation, and fault estimation. The fault detection step utilizes the residual signal
to determine whether the system is faulty and identifies the time instant when the
fault occurs (see [9, 40]). Depending on the specific location, faults can be cate-
gorized as actuator faults or sensor faults. In the second step, the fault isolation
technique is employed to identify the faulty component of the system and determine
the corresponding fault (see [14, 45]). Fault estimation, as a crucial step in the fault
diagnosis process, aims to estimate the fault magnitude and determine the type and
intensity of the fault (see [12, 13, 25, 42]). Consequently, significant efforts have
been devoted to addressing the fault estimation issue, leading to the development of
various estimation methods (see [7, 17, 20, 28, 30, 39]).

It is widely recognized that the transmission capacity of the network channel
is often limited due to factors such as significant path loss and technical/cost con-
straints [2, 5, 6, 10]. In many cases, low-cost sensors are used to measure the output,
and the data is transmitted to a remote receiver through a wireless link [15, 19, 23].
In such scenarios, relays have been extensively deployed to forward the sensor sig-
nals to the filter/controller. The primary objectives of using relays are to extend the
signal transmission distance and ensure the quality of long-distance signal transmis-
sion. In practical engineering, various types of relays have been proposed, including
amplify-and-forward relays, full-duplex relays, and filter-and-forward relays (see [1,
16, 21, 33]). For instance, in [36], full-duplex relay networks have been employed to
investigate the recursive filtering problem for nonlinear time-varying systems with
self-interferences.

It is worth noting that the filtering and control problem associated with amplify-
and-forward (AF) relays has recently garnered attention in NCSs. Various relay
selection and power allocation methods have been investigated, including the average
transmission power approach and the minimum total transmission power approach.
For instance, in [37], the average transmission power approach has been employed
to study the robust recursive filtering problem for a class of uncertain stochastic
time-varying systems with AF relays. In [29], the particle filtering problem has been
addressed in sensor networks with AF relays. In [11], an optimal relay selection
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scheme has been developed to maximize the effective signal-to-interference and
noise ratio, and optimal power allocation and the selection of duplex mode have also
been obtained.

Due to the rapid progress of network communication technologies, digital com-
munication has gained significant popularity due to its low cost, high reliability, and
strong anti-interference capability. Among various digital communication schemes,
the binary encoding scheme has emerged as one of the most effective approaches,
attracting substantial research interest. It is important to emphasize that the limited
communication resources and bandwidth have a significant impact on the accuracy
of binary encoding, which can result in information loss. Therefore, designing an
appropriate binary encoding scheme that strikes a balance between limited network
bandwidth and encoding accuracy has become a topic of special research attention,
see, e.g., [32, 41, 43].

In most of the existing literature regarding the binary encoding scheme, a common
assumption is that signal transmission is error-free in terms of bits. However, this
assumption is often violated due to factors such as channel noise and long-distance
transmission, leading to random bit errors. It is important to note that such errors
can have a detrimental effect on communication quality, thereby degrading system
performance. Therefore, it is both practically significant and theoretically important
to establish a model for random bit errors and explore their impact on system per-
formance. In recent research, initial efforts have been made to investigate control
and filtering problems under the presence of random bit errors in binary encoding
(see [3, 22]). For instance, in [27], the moving-horizon estimation problem has been
addressed for linear dynamic networks using a noisy channel and binary encoding.
In [8], a binary encoding scheme has been proposed to handle the consensusability
problem for multi-agent systems over a resource-constrained network.

Building upon the previous discussions, this paper focuses on the remote estima-
tion problem for a specific class of discrete-time systems using a bandwidth-limited
network. The system model takes into account both actuator faults and sensor faults,
which are commonly encountered in practical engineering scenarios. A joint estima-
tion scheme is proposed to simultaneously estimate the system state and faults. To
facilitate long-distance transmission, an AF relay is positioned between the sensor
and the remote estimation. The sensor-to-relay channel employs a binary encoding
mechanism, considering the presence of random bit errors resulting from channel
noise. Additionally, the paper establishes sufficient conditions to ensure the expo-
nential boundedness of the estimation error in the mean-square sense. The desired
gain of the joint estimator is parameterized accordingly.

The paper makes several key contributions, which can be highlighted as follows:

1. The paper presents a comprehensive system model that incorporates sensor faults,
actuator faults, AF relays, and the binary encoding mechanism with random bit
errors. This model captures various important aspects of the considered system.

2. A novel descriptor system model is proposed to address the joint estimator design
problem in the presence of both actuator faults and sensor faults. This model
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provides a framework for integrating fault estimation with the system state esti-
mation.

3. The binary encoding mechanism is included in the sensor-to-relay channel, which
has not been explored previously. Random bit errors resulting from channel noise
are explicitly modeled using a series of random variables.

4. sufficient conditions are established to guarantee the exponential mean-square
boundedness of the joint estimation error. These conditions provide insights into
the stability and performance of the proposed estimator.

5. The expected estimator gain is parameterized by solving specific matrix inequal-
ities. This parameterization allows for a flexible and adjustable design of the joint
estimator.

The remaining sections of this paper are organized as follows. Section 9.2 presents
the system model, where a descriptor system model is introduced to address the joint
estimation problem. The mathematical model of the AF relays is established, and
the binary encoding mechanism is proposed, incorporating the random bit error
governed by a series of Bernoulli-distributed random variables. Section 9.3 presents
sufficient conditions that ensure the mean-square exponential boundedness of the
estimation error. Furthermore, an analytical expression for the joint estimator gain is
derived. Section9.4 presents a numerical simulation to validate the effectiveness of
the proposed joint estimator design scheme. The simulation results provide insights
into the performance of the proposed approach. Finally, Sect. 9.5 concludes the paper,
summarizing the contributions and highlighting the key findings.

Notations. The symbol R" represents the n-dimensional Euclidean space, and
R™*" denotes the set of all m x n real-valued matrices. For a matrix M, MT and
M~ denote its transpose and inverse, respectively. The notation Y; > Y, (Y| > Y»)
indicates that Y| and Y, are symmetric matrices, and X| — X, is non-negative definite
(positive-definite). The asterisk symbol * represents a term induced by symmetry.
The notation diag({- - - } signifies a block-diagonal matrix.

9.2 Problem Formulation

Consider the following discrete-time system:

Xkl = Axp + Fy far + Dywy

9.1
2k = Cxy + F fox + Davy
where x; € R™ and z; € R"™ stand for the system state and the measurement out-
put, respectively; f, € R"« indicates the actuator fault and f; € R"% represents the
sensor fault; wy € ([0, N]; R"™) and v; € ([0, N]; R™) are the process noise
and the measurement noise, respectively; A, C, Dy, D,, F,, F;, and M are known
constant matrices with appropriate dimensions.
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The measurement signal z; is transmitted from the sensor to the relay terminal
through a sensor-to-relay channel with a specific transmission power. Consequently,
we can express this relationship as follows:

he = Ja1Cizx + o1k 9.2)

where hy, is the signal received by the relay, ¢, ; is the channel noise from the sensor
to the relay and g, is the transmission power. ¢, ; is a Gaussian distributed random
vector with zero mean and variance matrix R; > 0.

Since the signal transmission from the sensor to the relay is implemented via a
binary symmetric channel, the encoding function F(-) is defined as follows:

Fhi) = {s1.6> S2k5 - - > SLk} 9.3)
where {s1 k, S2.k, - - ., 5L} 1s the coding sequence with length L and s; , € {0, 1} (i =
1,2,..., L)istheith codeword of the coding sequence. In the subsequent discussion,

we will outline a specific procedure for generating a coding sequence for an original
data hy.

For a given interval H £ [—h, h] in which the signal hy, is located, H is uniformly
divided into 2¢ — 1 segments. Thus, the left endpoint of the ith segment, which is
denoted by &;, can be determined as

& =—h+ i—-1, i=12,....2"-1.

2L —1

In addition, we denote the right endpoint of interval H as & and it is easy to see
that § £ &y — & = 522

Due to the limitation of communication bandwidth, the transmission through the
channel can only accommodate signals with a finite number of bits. Without loss of
generality, let’s assume that L bits are allowed for transmission per unit time. Con-
sequently, to meet the transmission requirement, the raw data Ay, which possesses
arbitrary accuracy, needs to be truncated. In this paper, a stochastic truncation tech-
nique is employed to map the lossless signal i € [£;, &;+1) to a truncated signal ny
according to the following rule:

Prob{n; =&} =1 — oy

9.4)
Prob{n; = &1} = o
where 5 ¢
A k — Qi
ap = —— € [0,1).
Eiv1 — &

Moreover, n; can be rewritten as a linear combination of the first L terms of the
series {2/714}, i.e.,
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L
ny = —h + Zsi,k2i716

i=1

and s;; € {0, 1} is the ith codeword of the coding sequence {s|k, S2.4, .-, 5Lk},
which is denoted as Sy for convenience hereafter.

In the process of transmitting the coding sequence Sy through a memoryless binary
symmetric channel, the presence of probabilistic bit flips is taken into consideration
to better simulate the effects of a noisy channel environment. Consequently, the
received code sequence can be described as follows:

Sk = {81k 2k -+ -5 SL k) 9.5)

where
Sik = (1= Np)six + Nix(1 = s5i0).

Here, \;  is a Bernoulli distributed random variable with the following distribution:
Prob{\;; =1} = A\, Prob{\;; =0} =1— )\ (9.6)

where \ € [0, 1] and Aix = lindicates that the ith bit s; x flips while A; y = O implies
that there is no bit flip of s; ;. After receiving the sequence Sy, the original signal 7
is decoded by

L
ik =—h+) 527" 9.7)
i=1

where n; is the decoded value of hy. It is easy to see that if there is no bit flips
occurring, one has ny = ny.

Define e £ 1, — ny as the truncation error of the signal /1;. Recalling the expres-
sion of oy as hy = & + a9, it is not difficult to see from (9.4) that

Prob{e; , = axd} =1 — oy ©9.8)
Prob{el,k = (ak — 1)(5} = Q.
The following two lemmas are given to show some statistical properties about the
truncation error ey .

Lemma 9.1 ([27]) The mean and the variance of the truncation error ey satisfy
E{elyk} = 0and

2 &
E < —.
{e 1,k} =7
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Lemma 9.2 ([27]) For a memoryless binary symmetric channel with a crossover
probability )\, assume that the signal ny, is transmitted via such a channel. Then, the
mean and the variance of the decoded signal n;, are, respectively, given by

E{n ) = (1 — 2X\)n 9.9)

and

- 4R

VAR{7} = M1 — )\)m (9.10)

where the expectation is taken with respect to the random variables )\ .

The relay receives the decoded signal 7z, which is affected by the bit flips and
causes a distortion between the original signal n; and 71;. To maintain the unbiased-
ness of this distortion, the signal

Aél_

n =N
Tt

is used instead of directly utilizing 7i1;. Subsequently, 71 is amplified and forwarded
to the state estimator. Consequently, the actual signal entering the estimator can be
described as follows:

= G@CZﬁk + ¢k 9.11)

where € > 0 is the amplification factor, ¢ is the transmission power of the relay,
and ¢, is the zero-mean channel noise from the relay to the estimator with the
variance Ry. C = diag{cy1, ¢, ..., €24} With ¢y (1,2, ..., n;) being the channel
coefficient of the ith channel.

Denoting e, ; = ny — fi; and recalling ey x £ hy — ny, the decoded signal 71 can
be represented by i, = hy — e; ; — eax, which gives

2k = €/q2Co(h — ek — exi) + Pk
= ex/02Co/q1 Cr2i + €5/q2Cabr &
— e/q2Cre1 ; — e/q2Caer k + Dok
=Mz + NG

9.12)

where

M £e./q14:C1Cy
N 2 [e/0:Cy —€/q2C2 —€/q2C 1]

arar T ,T T 17
G =[ole el ern Prscl -
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Lemma 9.3 The mean and the variance of e, i are, respectively, 0 and
———VAR{n;}.
1_ 22 {ng}

Proof 1t is straightforward to see from the definition of e, and Lemma 9.2 that
E{e, «} = 0. Thus, the variance of e, ; is calculated by

E{e3 )
=E{(n; — 7ix)?)

ZEK"" ) 1—12Xﬁ">2}

—E{nz_inﬁ +;ﬁ2}
D TIPS (T
2 2 =2
=n; —2n;, + ————FEn
k k (1_2>\)2 {k}

where _
E{i}} = VAR{i} + (E{iie)? = VAR{g} + (1 — 20)n?

and therefore

E{e3 ) = VAR{7;}

(1 =2))?2
which ends the proof of this lemma. (]

To facilitate further analysis, the following assumptions are provided which lay
the groundwork for subsequent discussions.

Assumption 9.1 The matrices F, and F; are of full-column rank.

Assumption 9.2 For the actuator fault signal f, ;, the difference between two suc-
cessive time instants is bounded, namely, | f; x+1 — fax| < fo for Vk > 0 where f,
is a known positive value.

By combining the state vector x; and the sensor fault signal f; ; into a compacted
vector xrx =[x/ f517 and considering the original system dynamics (9.1), we
obtain the augmented system dynamics as follows:

Ex =AExsi+ F,for + Diw
{ Fktl fk Jak | Wk ©.13)

lk = Cfo + ngk

where E £ [I 0] and C; £ [C F,].
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Lemma 9.4 There exist matrices G € RT)>% qpd H € RUH15)X1y sych that
the following holds:

(G H] [CE,] =Ly 1n,, - (9.14)

Proof Based on Assumption 9.1, the lemma can be directly derived and the detailed
proof is thus omitted here. O

For any matrix G with an appropriate dimension, it follows from the first equation
of (9.13) that

GEXf,k_H = GAE)Cﬂk 4+ GFa’kfa,k + GDywy. (9.15)

Similarly, for any matrix H with an appropriate dimension, it is not difficult to
obtain from the second equation of (9.13) that

Hzip1 = HC iy X prq1 + HDovig g (9.16)
With the help of Lemma 9.4 and the combination of (9.15)—(9.16), one obtains

Xpky1 = GAExpr + Hzpqq + GF,fak
— HDyvi 41 + GDywy 9.17)
2k = Crxpp + Dovg.

Noting that Z; represents the actual measurement output that is used in the esti-
mator, we proceed to develop a joint state estimator. The objective of this estimator
is to simultaneously estimate both the fault signals and the system dynamics. The
formulation of the joint state estimator is as follows:

Zpipt =GAEX s+ HM "2y 4+ GFy fux
+ K2y — MCxpp) (9.18)

Farir =fai + Ky — MCy% 1)

where %7y € R™*"s is an estimate of Xfks fmk € R is an estimate of f,; and
Zr € R™ is an estimate of z;; Z;41 stands for the received measurement signal by the
estimator at k + 1; and K, and K}, are the estimator gains to be designed.

Denote e/; 2 x;x — %7z and fyx 2 fux — fax as the augment state estimation
errors and the actuator fault estimation error f, i, respectively. It follows from (9.17)
and (9.18) that the error dynamics of both e, and fax are given as follows:
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erir1 = Arepi + GFyfur — HDyvgyr — HM™'N iy
— KaMDzvk — KaNCk + GDlwk

Fakit = fax — KeMC ey — KyMDyvg — KN
+ Afa,k

(9.19)

where Af,; 2 furs1 — far and Ay £ GAE — K,MCy.

By augmenting the estimation errors ey and f, x as ex = [e? « f1 17, a further
compact form of the estimation error dynamics is constructed with the following
form:

err1 = Aey + Dy + E6; (9.20)
where
N Aq GF,
A= | —KyMCy 1 ]
DA

[—HD, —K,MD, GD; 0
0 —KyMD, 0 I

—HM™'N —KaNi|

(1>

€ 0 —K,N

Mk é[UkT-H UkT wkT A aT.k]T
o =[¢h CkT]T .

Definition 9.1 The estimation error dynamics characterized by (9.20) is said to be
exponentially bounded in the mean-square sense if there exist scalars p; € (0, 1)
and p, > 0 such that

E{llexl*} < piElleoll*} + po. (9.21)

The goal of our current investigation is to design a joint state-and-fault estimator
of structure (9.18) for system (9.17). The primary objective is to ensure that the
estimation error is exponentially bounded in the mean-square sense under the relay-
aided binary encoding scheme.

9.3 Main Results

In this section, we will commence by addressing the boundedness analysis prob-
lem for the estimation error system (9.20). We will establish a sufficient condition
to ensure the exponential ultimate boundedness of the error system (9.20). Subse-
quently, we will delve into the problem of designing the estimator parameters. We will
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provide an analytical expression for the estimator parameters, which will facilitate
the practical implementation of the estimation algorithm in engineering applications.

9.3.1 Stability Analysis

Theorem 9.1 Let the scalar o € (0, 1) and the estimator parameters K,, K, be
given. Consider the error dynamics (9.20) under the signal relay scheme (9.2) and
(9.11) as well as the binary coding mechanism (9.3)—~(9.7). The estimation error
dynamics (9.20) is exponentially ultimately bounded in the mean-square sense if
there exist a positive definite matrix P and a positive scalar o > 0 such that

L

o

Eo+ 8, <0 9.22)

where

[I]

DIPD — ol
| 2 diag{0, =01}, pE Anax{EPEY

2
£2(R R ——VAR{n
<1+ 2 >+<1—2p>2 vl
2w

)

é[AT7>A—(1—9)7D ATPD ]

[x]

el

i + 0+ fu, BEpf+oi.

Moreover, an ultimate upper bound of the estimation error is given by

p
)\min {P} ’

Proof Choose a Lyapunov function as Vi = e/ Pe,. Calculating the difference
between Vj4; and (1 — p)V; along the trajectory of the estimation dynamics (9.20)
and taking its mathematical expectation yield

E{Vit1i — (1 — o) Vi)

=E{e, Pers1 — (1 — 0)e] Pex)

=E{(Aex + Dy + 0" P(Aex + D + E6,))
- (- g)ekTPek

=E{(Aex + D))" P(Aex + D) + 0f ETPEGL)
— (1 — 0)e] Pey

<E{(Aex + D) P(Aex + D)} + pEL6] 6}
—(1 - g)ekTPek

(9.23)
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where the third equality holds because of the facts that (1) the mathematical expec-
tation of 6y, is zero; and (2) it is independent of ¢; and 7). Next, let us tackle the term
IE{F)kT 0, }, which can be further calculated as

E(0] 0} =EA¢L, 1 Gt + UG

2
=2E(¢] G} =2 ) E(6}, + ey (9.24)

i=I

)
<2 (R] + Ry + Z) + Z]E{e%,k}.

It is inferred from Lemma 9.3 that E{Q,{T O} < 0. Moreover, taking into account
the constraint 7 7 < 7 and the condition (9.22) in Theorem 9.1, one has

E{Vit1} <(1 — 9E{Vi} + B
<=9 [(1 — QE{Vs_1} + 8]+ 8

(9.25)
1—(1 — k+1
<(— o)+ 22U
o
which further implies
B
Amin{ PIE{llex I} < E{Vi)} < (1 — 0 Amax {PYE{lleo 1) + s
Consequently, one directly obtains
lim E{llec]*} < o . (9.26)
k—o00 a Amin{lp}
which ends the proof of this theorem. (]

9.3.2 Estimator Parameter Design

Having derived a sufficient condition for the mean-square boundedness of the esti-
mation error dynamics (9.20), we are now able to provide an explicit form of the
estimator parameters by utilizing the solutions to certain matrix inequalities.
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Theorem 9.2 Consider the signal relay scheme (9.2) and (9.11) as well as the binary
coding mechanism (9.3)—(9.7). For a given scalar ¢ € (0, 1), the error dynamics
(9.20) is exponentially ultimately bounded in the mean-square sense if there exist a
positive definite matrix P, a matrix K with appropriate dimensions and a positive
scalar o > 0 such that the following matrix inequality

~(1-9P 0 A’
m= * —ol DT | <0 (9.27)
* x* =P

holds, where

AL2PG—KM,,D2PH-KM,
g [ AEGF:| Hé[—HDZOGDIO]

1>

0 0 0 I
[MC; 0], My £ [0 MD; 00]

and other parameters have been defined in Theorem 9.1. In addition, an ultimate
upper bound of the estimation error in the mean-square sense is calculated as

B
)\min{lp}

with the estimator parameters K, and K, determined by
(KT k1" =P~ 'K. (9.28)

Proof Noting that K = P[K Ikl 1" and using the Schur Complement Lemma [4],
the inequality (9.22) is ensured by the inequality (9.27), and the rest of the proof is
easily accessible from that of Theorem 9.1. (]

Remark 9.1 In this study, the problem of simultaneous estimation of system state
and fault signals is thoroughly investigated for discrete-time systems subject to both
the binary coding scheme and the signal relay mechanism. The system model and
communication model considered in this study are comprehensive, encompassing
sensor faults, actuator faults, binary coding scheme, and signal relay strategy. To
facilitate the synthesis and design of the joint estimator, the original system is trans-
formed into a descriptor system model by augmenting the sensor fault and system
state. Additionally, crucial information such as noise intensity, coding truncation
error, and statistical information of code flipping are fully incorporated into the
upper bound of the estimation error, making the joint estimator synthesis and design
more effective.
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Remark 9.2 A systematic investigation is launched on the joint estimation problem
for a specific class of linear discrete-time systems by considering both sensor and
actuator faults. The study incorporates the binary coding scheme and signal relay
strategy in the data communication module. The major novelties of this research
can be identified in the following aspects: (1) this study represents one of the first
attempts to tackle the joint estimation problem in the presence of both the binary
coding scheme and signal relay strategy; (2) a descriptor system model is developed
to provide a viable solution for simultaneous state and fault estimation; and (3) a
comprehensive theoretical framework is constructed to handle the various influences
on the estimation performance, including the effects of sensor/actuator faults, binary
coding scheme, and amplify-and-forward relay strategy.

9.4 An Illustrative Example

A numerical simulation is given in this section to further verify the validity of the
proposed joint state and fault estimation scheme. For this purpose, we consider a
maneuvering target tracking system whose dynamics is governed by (9.1) with the
relevant parameters provided as follows:

0.20.5
D, =[0.10.1]",c=[55]
F, =30,D, =05

A= [0'6 g } ,F,=[0509]"

where i = 0.004 indicates the sampling period of the system state x; = [x1x x2x]”
with x; and xy; being the position and velocity of the target, respectively.

In the data communication aspect, the channel parameters for the sensor-to-relay
and relay-to-estimator channels are set as C; = 0.8 and C, = 0.005, respectively.
Additionally, the amplification factor is chosen as € = 1. The transmission powers
for both the sensor-to-relay channel and relay-to-estimator channel are specified as
q1 = g» = 1.5. The variances of the noises for both channels are givenas R} = R, =
0.5.

The initial conditions are given as xo = [1.5 1.25]7, f,0 =0, fi0 =0, £70 =
[0.01 0.01 0.02]" and fa,o = 0.5. The noises of the system dynamics and the
sensor measurement are selected as vy = 0.1sin(k) and vy = 0.1 cos(k). For the
binary coding scheme, the length of the coding sequence is chosen as L = 8. The
interval parameter 7 = 10 and flipping probability p is set as p = 0.01.



9 Simultaneous State and Fault Estimation over Bandwidth-Constrained ... 251
The sensor fault and the actuator fault are described with the following form

0.5, 30<k <100

f&‘,k = .
0, otherwise
0.5+ 0.01 %sin(0.1 x k), 5 <k <100

fa k= .
0, otherwise.

Based on the given parameters, we solve linear matrix inequality (9.27) and obtain

14.5093 —3.0544 1.2718 —0.0010
—3.0544 11.8759 1.7107 —0.0011
1.2718 1.7107 18.5869 0.0004
—0.0010 —0.0011 0.0004 19.0874

P =

Moreover, the estimator parameters K, and K}, are calculated as follows:
K, =[5.5680 5.3464 —1.8187]7, K, = —0.2462.

The simulation results are shown in Figs.9.1, 9.2, 9.3, and 9.4. Among them,
Figs.9.1 and 9.2 depict the first and second state trajectories of the actual system
states and their estimates. Figure 9.3 displays the sensor fault and its estimate and
Fig.9.4 illustrates the curves of the actuator fault and its estimate. The simulation

results align with our expectations and provide further validation of the proposed
joint estimation scheme.
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Fig. 9.1 The state trajectory x ; and its estimation
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Fig. 9.2 The state trajectory x; x and its estimation
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Fig. 9.3 The trajectory of the sensor fault f; ; and its estimation
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Fig. 9.4 The trajectory of the actuator fault f, x and its estimation

9.5 Conclusion

This paper has addressed the problem of simultaneous estimation of both the state and
sensor/actuator fault for a specific class of discrete-time linear systems. The binary
coding scheme has been considered to facilitate digital signal transmission, and an
amplify-and-forward relay strategy has been employed to mitigate signal attenuation
from the sensor to the estimator. To tackle the joint estimation problem in a unified
framework, the original system has been transformed into a descriptor system model,
where the system state and sensor fault are augmented together. Sufficient conditions
have been provided to guarantee the ultimate boundedness of the estimation error
dynamics in the mean-square sense, along with a specific upper bound. A numerical
example has been presented to demonstrate the effectiveness of the proposed joint
estimation algorithm.

References

1. Antonio-Rodriguez, E., Werner, S., Lopez-Valcarce, R., Wichman, R.: MMSE filter design for
full-duplex filter-and-forward MIMO relays under limited dynamic range. Signal Process. 156,
208-219 (2019)

2. Basin, M.V,, Loukianov, A.G., Hernandez-Gonzalez, M.: Joint state and parameter estimation
for uncertain stochastic nonlinear polynomial systems. Int. J. Syst. Sci. 44(7), 12001208
(2013)

3. Bernstein, A., Steiglitz, K., Hopcroft, J.: Encoding of analog signals for binary symmetric
channels. IEEE Trans. Inf. Theory 12(4), 425-430 (1966)

4. Boyd, S., Ghaoui, L.E., Feron, E., Balakrishnan, V.: Linear Matrix Inequalities in System and
Control Theory. SIAM, Philadephia, PA (1994)



254

5.

10.

11.

12.

13.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

L. Wang et al.

Caballero—Aguila, R., Garcia-Garrido, 1., Linares-Pérez, J.: Quadratic estimation problem in
discrete-time stochastic systems with random parameter matrices. Appl. Math. Comput. 273,
308-320 (2016)

. Caballero—Aguila, R., Hermoso-Carazo, A., Linares-Pérez, J.. Networked fusion estimation

with multiple uncertainties and time-correlated channel noise. Inf. Fusion 54, 161-171 (2020)

. Chen, L., Fu, S., Qiu, J., Feng, Z.: An adaptive fuzzy approach to fault estimation observer

design with actuator fault and digital communication. IEEE Trans. Cybern. (2022) (in press).
https://doi.org/10.1109/TCYB.2022.3170942

. Chen, W., Wang, Z., Ding, D., Dong, H.: Consensusability of discrete-time multi-agent systems

under binary encoding with bit errors. Automatica 133, Art No. 109867 (2021)

. Chen, Z., Liu, C., Ding, S.X., Peng, T., Yang, C., Gui, W., Shardt, Y.: A just-in-time-learning-

aided canonical correlation analysis method for multimode process monitoring and fault detec-
tion. IEEE Trans. Ind. Electron. 68(6), 5259-5270 (2021)

Ciuonzo, D., Aubry, A., Carotenuto, V.: Rician MIMO channel- and jamming-aware decision
fusion. IEEE Trans. Signal Process. 65(15), 3866-3880 (2017)

Cui, H., Ma, M., Song, L., Jiao, B.: Relay selection for two-way full duplex relay networks
with amplify-and-forward protocol. IEEE Trans. Wirel. Commun. 13(7), 3768-3777 (2014)
Dong, H., Hou, N., Wang, Z.: Fault estimation for complex networks with randomly varying
topologies and stochastic inner couplings. Automatica 112, Article Number: 108734 (2020)
Dong, H., Hou, N., Wang, Z., Liu, H.: Finite-horizon fault estimation under imperfect mea-
surements and stochastic communication protocol: dealing with finite-time boundedness. Int.
J. Robust Nonlinear Control. 29(1), 117-134 (2019)

. Gao, M., Niu, Y., Sheng, L.: Distributed fault-tolerant state estimation for a class of nonlinear

systems over sensor networks with sensor faults and random link failures. IEEE Syst. J. 16(4),
6328-6337 (2022)

Ge, X., Han, Q.-L., Zhang, X.-M., Ding, L., Yang, F.: Distributed event-triggered estimation
over sensor networks: a survey. IEEE Trans. Cybern. 50(3), 1306-1320 (2020)
Hosseinzadeh, N., Attarizi, Y.: In-relay power allocation for multi-pair full-duplex massive-
MIMO AF relay network. Wirel. Pers. Commun. 121(1), 1103-1115 (2021)

Hu, J., Wang, Z., Gao, H.: Joint state and fault estimation for time-varying nonlinear systems
with randomly occurring faults and sensor saturations. Automatica 97, 150-160 (2018)

Jia, F,, Cao, F., He, X.: Adaptive fault-tolerant tracking control for uncertain nonlinear systems
with unknown control directions and limited resolution. IEEE Trans. Syst. Man Cybern. Syst.
53(3), 1813-1825 (2023)

Ju, Y., Liu, H., Ding, D., Sun, Y.: A zonotope-based fault detection for multirate systems with
improved dynamical scheduling protocols. Neurocomputing 501, 471-479 (2022)

Ju, Y., Wei, G., Ding, D., Liu, S.: Finite-horizon fault estimation for time-varying systems with
multiple fading measurements under torus-event-based protocols. Int. J. Robust Nonlinear
Control. 29(13), 4594-4608 (2019)

Leong, A.S., Quevedo, D.E.: Kalman filtering with relays over wireless fading channels. IEEE
Trans. Autom. Control. 61(6), 1643-1648 (2016)

Leung, H., Seneviratne, C., Xu, M.: A novel statistical model for distributed estimation in
wireless sensor networks. IEEE Trans. Signal Process. 63(12), 3154-3164 (2015)

Li, Q., Zhi, Y., Tan, H., Sheng, W.: Zonotopic set-membership state estimation for multirate
systems with dynamic event-triggered mechanisms. ISA Trans. 130, 667-674 (2022)

Li, W., Jia, Y., Du, J.: State estimation for stochastic complex networks with switching topology.
IEEE Trans. Autom. Control. 62(12), 6377-6384 (2017)

Liang, D., Yang, Y., Li, R., Zhao, Z.: Plug-and-play robust distributed fault estimation for
interconnected systems. IEEE Trans. Netw. Sci. Eng. 9(5), 3385-3395 (2022)

Lin, H., Sun, S.: An overview of multirate multisensor systems: modelling and estimation. Inf.
Fusion 52, 335-343 (2019)

Liu, Q., Wang, Z.: Moving-horizon estimation for linear dynamic networks with binary encod-
ing schemes. IEEE Trans. Autom. Control. 66(4), 1763—-1770 (2021)


https://doi.org/10.1109/TCYB.2022.3170942
https://doi.org/10.1109/TCYB.2022.3170942
https://doi.org/10.1109/TCYB.2022.3170942
https://doi.org/10.1109/TCYB.2022.3170942
https://doi.org/10.1109/TCYB.2022.3170942
https://doi.org/10.1109/TCYB.2022.3170942
https://doi.org/10.1109/TCYB.2022.3170942
https://doi.org/10.1109/TCYB.2022.3170942

9 Simultaneous State and Fault Estimation over Bandwidth-Constrained ... 255

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

45.

Liu, Y., Wang, Z., He, X., Zhou, D.-H.: Event-triggered filtering and fault estimation for non-
linear systems with stochastic sensor saturations. Int. J. Control. 90(5), 1052-1062 (2017)
Liu, Y., Wang, Z., Liu, C., Coombes, M., Chen, W.-H.: Auxiliary particle filtering over sensor
networks under protocols of amplify-and-forward and decode-and-forward relays. IEEE Trans.
Signal Inf. Process. Netw. 8, 883-893 (2022)

Luo, Y., Wang, Z., Wei, G., Alsaadi, FE.: Nonfragile /5-/», fault estimation for Markovian
jump 2-D systems with specified power bounds. IEEE Trans. Syst. Man Cybern. Syst. 50(5),
1964-1975 (2020)

Meng, X., Chen, Y., Ma, L., Liu, H.: Protocol-based variance-constrained distributed secure
filtering with measurement censoring. Int. J. Syst. Sci. 53(15), 3322-3338 (2022)

Niu, Y., Ho, D.W.C.: Control strategy with adaptive quantizers parameters under digital com-
munication channels. Automatica 50(10), 2665-2671 (2014)

Padidar, P, Ho, P.-H., Peng, L.: End-to-end distortion analysis of nonorthogonal layered coding
over relay-assisted networks. IEEE Syst. J. 14(3), 44664476 (2020)

Qin, J., Zhang, G., Zheng, W.X., Kang, Y.: Adaptive sliding mode consensus tracking for
second-order nonlinear multiagent systems with actuator faults. IEEE Trans. Cybern. 49(5),
1605-1615 (2019)

Shmaliy, Y.S., Lehmann, F., Zhao, S., Ahn, C.K.: Comparing robustness of the Kalman, H,
and UFIR filters. IEEE Trans. Signal Process. 66(13), 3447-3458 (2018)

Tan, H., Shen, B., Li, Q., Qian, W.: Recursive filtering for nonlinear systems with self-
interferences over full-duplex relay networks. IEEE/CAA J. Autom. Sin. 9(11), 2037-2040
(2022)

Tan, H., Shen, B., Peng, K., Liu, H.: Robust recursive filtering for uncertain stochastic systems
with amplify-and-forward relays. Int. J. Syst. Sci. 51(7), 1188-1199 (2020)

Wan, X., Han, T., An, J., Wu, M.: Fault diagnosis for networked switched systems: an improved
dynamic event-based scheme. IEEE Trans. Cybern. 52(8), 8376-8387 (2022)

Wang, Y.-A., Shen, B., Zou, L.: Recursive fault estimation with energy harvesting sensors and
uniform quantization effects. [IEEE/CAA J. Autom. Sin. 9(5), 926-929 (2022)

Wang, Y.-Q., Ye, H., Ding, S.X., Wang, G.-Z.: Fault detection of networked control systems
based on optimal robust fault detection filter. Acta Autom. Sin. 34(12), 1534-1539 (2008)
Wu, T., Cheng, Q.: Distributed estimation over fading channels using one-bit quantization.
IEEE Trans. Wirel. Commun. 8(12), 5779-5784 (2009)

Yang, G., Rezaee, H., Serrani, A., Parisini, T.: Sensor fault-tolerant state estimation by networks
of distributed observers. IEEE Trans. Autom. Control. 67(10), 53485360 (2022)

You, K., Xie, L.: Network topology and communication data rate for consensusability of
discrete-time multi-agent systems. IEEE Trans. Autom. Control. 56(10), 2262-2275 (2011)
Zhang, X., Feng, X., Mu, Z., Wang, Y.: State and fault estimation for nonlinear recurrent neural
network systems: experimental testing on a three-tank system. Can. J. Chem. Eng. 98(6), 1328—
1338 (2020)

Zhang, Y., Wang, Z., Ma, L., Alsaadi, F.E.: Annulus-event-based fault detection, isolation and
estimation for multirate time-varying systems: applications to a three-tank system. J. Process.
Control. 75, 48-58 (2019)



256 L. Wang et al.

Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial-NoDerivatives 4.0 International License (http://creativecommons.org/licenses/
by-nc-nd/4.0/), which permits any noncommercial use, sharing, distribution and reproduction in
any medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if you modified the licensed
material. You do not have permission under this license to share adapted material derived from this
chapter or parts of it.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.

Soee


http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/

	9 Simultaneous State and Fault Estimation over Bandwidth-Constrained Networks: A Relay-Aided Binary Encoding Strategy
	9.1 Introduction
	9.2 Problem Formulation
	9.3 Main Results
	9.3.1 Stability Analysis
	9.3.2 Estimator Parameter Design

	9.4 An Illustrative Example
	9.5 Conclusion
	References


