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1 | INTRODUCTION

Deepfakes are a type of synthetic media, such as images, videos, or audio, that are generated by artificial intelli-
gence (Al) technology.? The origins of deepfake technology began with specific narrow uses such as in Hollywood
movies.2 Today, it spans multiple uses in a variety of industries, from medical intervention to translation. For
example, artist Randy Travis was able to release new music for the first time since suffering a stroke using deepfake
technology that cloned his own voice,® and a Malaria No More campaign used deepfake videos of celebrity David
Beckham appealing to the public in nine different languages, enabling the charity to increase accessibility of their
message to a wider audience.*

However, like any technology, it is capable of both utility and misuse. This is amplified by the development of
social media, faster processors, high-performance graphics cards and smarter algorithms, instituting a major leap
forward in the accessibility and capability of the technology.® It has become so sophisticated and readily available
that no expertise is required to produce unauthorised replicas.® The result is skyrocketing numbers of deepfakes,
increasing 550% from 2019.7 By 2024 there were 2298 tools for Al face swap and lip sync, 10,206 tools for image
generation, and 1018 tools for Al voice generation and voice cloning.®

It is unsurprising then that deepfakes are considered to be a ‘critical threat to individuals and society.”” Alex
Davis Jones MP described deepfakes as a ‘threat to democracy’ and Tom Tugendhat MP warned that they ‘threaten
our freedom.’'° The UK Government has recognised ‘the proliferation of these hyper-realistic images has grown at
an alarming rate, causing devastating harm to victims, particularly women and girls who are the primary target.’*!
Hence, legislators around the world are considering and implementing deepfake regulation.

This paper asks whether deepfakes, digital replicas and human digital twins justify personality rights. To address
this question, it first brings together the literature on the harms of deepfakes. Whilst there are currently papers that
touch upon the general harms, or look specifically at one harm, this article fills a gap by drawing together the key
harms, including developing of the harms identified by Ofcom.

It then provides an analysis of the UK legal landscape, to map the current legislative and common law remedies
that may serve a victim of unauthorised deepfakes. Whilst there is literature that touches on some of these legal
areas, or specifically focuses on one area, this paper contributes to the discourse by providing a holistic overview
across all legal possibilities. The need for this research was identified by civil servants, academics and policy experts
at UK Government roundtables on artificial intelligence.

Recognising the harms of deepfakes together with the merging of personhood and technology, the paper
concludes that the patchwork of UK law is inadequate in addressing those harms. Therefore, the paper argues that
these circumstances do justify the expansion of protection, and proposes the introduction of personality rights as a
solution. It argues for an unwaivable, automatic personality right, embedded in the current copyright regime, aligned

with the term of copyright protection and appropriate exceptions.

2 | THE HARMS OF UNAUTHORISED DEEPFAKES

The term deepfake emerged around 2017, bringing together the concepts of Al deep-learning and fake, since the
content is not real; essentially ‘shorthand for the full range of hyper-realistic digital falsification of images, video,
and audio.”*? The technology enables the manipulation of image to swap a face, body or voice, for another. It is
designed to continuously develop its performance, so the algorithm learns and improves, making the outputs
increasingly realistic.® Typically, the term deepfake is used in the context of wrongdoing, although not exclusively,
while ‘digital replica’ has been adopted by certain stakeholders as more neutral language. Both refer to the same
technology, so this paper uses the terms interchangeably. A digital twin is a digital version of something, or
someone, that exists in real life and could also be encapsulated as a digital replica. Therefore, human digital twin

(HDT) is used only when referring to the specific issues arising from that technology.
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Traffic to websites that host deepfakes is growing, resulting in profitable businesses that generate income
through advertising and subscription models. Users can pay for digital replicas to be produced, for example, one
individual made over $74,000 generating unauthorised deepfakes.'* As such, the creation and dissemination of
deepfakes has ‘moved from a custom service available on niche internet forums to an automated and scaled online
business.’t®

A broad range of actual and potential harms arising from unauthorised deepfakes have materialised. The
following section highlights three major categories of concerns: disinformation, demeaning content, and displacing
creative workers. These categories echo the harms outlined by Ofcom which are those that defraud and demean.*®
However, this analysis adds the harm of displacement, on account of the creative workers whose livelihoods are
under threat by Al.

2.1 | Disinformation and fraud

Deepfakes create significant cybersecurity challenges such as identity theft, scams, and increasing misinformation
campaigns and reputation attacks. For example, Know Your Customer (KYC) fraud involves using deepfakes to
defeat facial recognition detection systems to bypass security measures, enabling unauthorised access to financial
services and sensitive personal accounts.'”

It is becoming increasingly difficult to distinguish between real and fake content,® leading to people being
misled. As the United States (US) Copyright Office observed, ‘an era of sophisticated digital replicas has arrived.’*’
Deepfakes videos have advanced to even exhibit heart rates which render them indistinguishable from real peo-
ple.2° This is concerning because people tend to believe what they see.2! Ofcom found that 61% of social media
users who said they were confident in judging whether online content was true or false were unable to do s0.22
Anyone can be misled, including the chief executive of a UK-based energy company who transferred €220,000
because of a deepfake scam.?® Other uses of fraudulent deepfakes include digital evidence used in court,>* which
erodes trust in video evidence, reducing its probative value.?> Perpetrators are also utilising deepfakes to commit
dating scams, for example, the National Fraud Intelligence Bureau received 8036 reports of romance fraud,
amounting to over £92 m lost by victims in 2022.2¢

Another concern is that deepfakes enable fraudulent impersonation scams by appropriating the identity of
individuals, such as an advertisement for investment featuring Martin Lewis on social media that was found to be a
deepfake.?” The existence of digital replicas in our information ecosystem can have a corrosive effect on our reality
and become an agent of chaos.?® Such as the automated telephone call which delivered a recorded message using
fake audio of US President Joe Biden made to New Hampshire voters, urging them to stay home during the
election.?? In the UK, a counter-terror investigation was launched after a deepfake of London Mayor Sadiq Khan
backing a pro-Palestine protest on Armistice Day was released. Khan reflected, ‘we almost had serious disorder’ and
that this type of deepfake could have a worrying broader impact such as a close election or referendum, or where
there is community unrest.°

The UK Science, Innovation and Technology Select Committee (SITC) reported that Al is ‘lowering the barrier of
entry into cybercrime, making it easier for cyber attackers to successfully target victims and widening the availa-
bility of voice cloning, deepfakes and social engineering bots.”*! Thus, deepfakes can cause harm in the form of

fraudulent use and the spread of disinformation.

2.2 | Demeaning content

Another category of harm is caused by one of the most common and disturbing uses of deepfakes; to create explicit

images and videos without consent.3? As early as 2019, a study demonstrated that 96% of all deepfakes online
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were pornographic in nature.3® At that time the technology was less accessible, whereas now, anyone can easily
generate pornographic content using apps that ‘undress’ a person or replace their face with that of sex worker
without consent. By 2023, 98% of all unauthorised deepfakes online were pornographic,34 in fact, that same year
more deepfake abuse videos were posted than every other year combined.®*

These non-consensual deepfakes disproportionately impact women and girls, with 99% targeting women®¢ and
many of the applications only work on women as the Al is only trained on female bodies.®” They are used to
humiliate, undermine and exploit individuals.>® High-profile women, particularly those who are known for being
vocal feminists, have been targeted®” with pornographic deepfakes, with some including violence against the
women. For example, a non-consensual deepfake of Taylor Swift, that was both sexual and violent in nature, was

h,* and there are over 1000 videos of Emma Watson on the leading

viewed by 47 million people within 24
deepfake porn website.*!

Still, the most targeted group is non-celebrity women.*? The Police Chief's Council identified online and tech-
enabled violence against women and girls as a key high-harm threat, noting that there has been a 258% increase in
survivors supported between 2018 and 2022. They observed that the emergence of generative Al provides another
layer of complexity to this evolving threat.** Baroness Owen described deepfake abuse as a ‘new frontier of
violence against women.*4

The impact of this abuse can be a life-shattering, violating experience for survivors. The perpetrator is often
unknown, creating fears about who they can trust and who has seen the content. Survivors have reported suffering
from anxiety, Post Traumatic Stress Disorder, suicidal ideation, feeling that their bodily autonomy has been com-
promised,*® and described the harm as pervasive across their social, economic, digital, sexual and political lives, in a
continuous way.*® Laura Bates recounted the layers of emotional and physical responses that she, and her inter-
viewees, experienced on seeing themselves in deepfake pornography, from shock, panic, anxiety and illness, to ‘the
realisation that there may come a point in time when this video...this form of violence and control...might outlive
you.*” Women have taken their own life as a result of this abuse.*®

Telegram is an example of an application that generates deepfake explicit images. Seventy percentage of
Telegram users were found to target women and, in July 2020, at least 104,852 explicit deepfakes had been shared
in a ‘image collections’ channel available on the app.*’

While it is not possible to know the full extent of deepfakes depicting children, research by My Image My
Choice suggested there is a ‘plethora of deepfakes dedicated to underage women and teens.*® Ofcom has esti-
mated 17% of sexual deepfakes depict individuals under the age of 18.>! The Children's Commissioner and the
Internet Watch Foundation have both called for a total ban on apps that allow nudification, where images of real
people are manipulated by Al to appear naked, condemning that such apps ‘go unchecked with extreme real-world
consequences’ especially for children.>? During a House of Lords debate, Lord Tim Clement-Jones asked the Online
Safety Minister if the Government will act to ban these tools. The Minister responded that ‘creating or distributing
child sexual abuse images, is already illegal regardless of whether it depicts a real child or not.”>® However, these
laws alone are clearly inadequate deterrents for such behaviour since the number of deepfakes are growing
exponentially. Combine the readily available deepfake pornography technology with the speed of developing Al and
wearables, such as Meta Al glasses which can capture images and use Al to interact with the content,* and the
imagination does not have to work very hard to envisage a near-future where these technologies and harms
escalate beyond control.

It is already established that pornography can perpetuate harmful stereotypes across genders and ethnicities.>”
A government-commissioned review concluded that there is substantial evidence to show a clear relationship
between pornography and harmful attitudes and behaviours towards women and girls. The study reported that
pornography use has been associated with an increased likelihood of committing both verbal and physical acts of
sexual aggression.”® This is elevated by non-consensual deepfake pornography, which are malign expressions of
misogyny and part of a continuum that can lead to real-world violence.>” The correlation between image-based

d.58

abuse and escalating physical violence is widely accepte The Police have acknowledged the potential causal
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relationship between precursory and higher-harm offending.59 The Angiolini Report, investigating how an off-duty
police officer was able to abduct, rape and murder Sarah Everard, found that the perpetrator had a history of
alleged sexual offending dating back 20 years, including sharing unsolicited intimate photographs. The report noted
that masturbatory fantasy and rehearsal is commonplace prior to serious sexual offending. It noted the perpetra-
tor's willingness to show friends violent and extreme pornography from 17 years before, and concluded that sexual
deviants have a varied diet of perverted sexual interests that form part of a trajectory of escalating risk towards
physical sexual violence.®® Therefore, an additional concern is that the impact of non-consensual deepfake por-
nography will lead to increased contact-violence against women and girls. As Bates explains: ‘If we do not take
action now to stem the tide of deepfake image abuse, in the coming years we will see more and more cases of
offences like stalking and murder that involve some element of manipulated sexual images.’?

Jacobsen and Simpson argue that non-consensual pornographic deepfake videos are less about if the videos
pass as ‘real’ and more about reinforcing a patriarchal view of women. Deepfakes should be understood as forming
part of a long genealogy of male-dominated ways of seeing, where women are docile and passive carriers of male
desires.®? Thus, it is irrelevant that the content is not ‘real’, the production and consumption of unauthorised
deepfakes reinforce women's subjugated position in patriarchal society. Non-consensual deepfake pornography

perpetuates misogynistic and patriarchal norms that result in individual and societal harms.

2.3 | Displacing creative workers

The third category of harm is using deepfakes to displace the work of performers and artists. In the creative
industries, there are concerns of performers having their voice and image replicated without their permission,
resulting in work lost to Al substitutes. Deepfake songs have been generated using the voice of artists, such as a
song mimicking Drake and The Weeknd, without their knowledge or permission.® Likewise, deepfake samples have
been used within songs, such as generating the voice of deceased rapper Tupac Shakur.®*

Equity, the performing arts and entertainment trade union, have reported that 94% of performers think the
Government should regulate deepfakes. Their survey revealed that 65% of performers and 93% of audio artists
thought the development of Al poses a threat to their employment opportunities.®® Projects that used digital replica
extras instead of background actors already exist,® voice actors have been replaced with Al replicas in film®” and
game.®® Celebrities have had their voice cloned, but as Lees commented, since the law is not up to date ‘there's very
little that David Attenborough can do.”®® Therefore, the third category of harm caused by unauthorised deepfakes is
displacing creative workers.

The above sections have set out three key categories of harm currently caused by unauthorised deepfakes. The
following section highlights issues relating to HDTs.

2.4 | Human digital twins (HDTSs)

The concept of the digital twin has its origins in the 1970s NASA Apollo program, where the idea of constructing
identical space vehicles on Earth to predict the behaviour of those in space was first explored.”® It then developed
to become a digital modelling tool, for example, Amazon generated one to improve the efficiency of its factory
floor. Amazon now provide a digital twin maker for developers to generate digital twins of real-world systems such
as buildings, industrial equipment and production lines with the aim of optimising operations and improving
performance.”?

More recently the human digital twin has emerged, referring to the replica of a physical-world human in digital
form, defined as a model or database which records current and historical human data.”? Measurable attributes

include physiological perceptual performance, cognitive performance, personality characteristics, emotional state,
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ethical stance, and behaviour.”® In the work environment the HDT is able to simulate the behaviour, actions, and
interactions of an employee by capturing data from tracking how the employee completes tasks, interacts with
others, and meets productivity goals, analysing patterns in decision-making, stress levels, time management, col-
laboration, and creativity. Some models monitor physical well-being through wearable technology such as a smart
watch and cognitive performance through task tracking and Al analytics. The technology is already being utilised
across sectors from medicine,”* to fitness”> and recruitment.”® These models utilise physical parameters, emotional
status, and cognitive trends of a person to create the HDT, evolving to encompass autonomous, context-aware, and
adaptive Al models.””

The aim of the HDT employee is to create a continuously updated model of the employee. HDT claims to have
various purposes, from personalised skill development to optimising team dynamics, as well as interacting with the
HDT when the employee is unavailable. Eightfold Al Digital Twin technology, for example, advertises that it can
capture ‘every employee's wisdom, knowledge, skills, and experiences. By seamlessly integrating across enterprise
systems, email, messaging platforms including Teams, Slack, CRMs, project management tools, and code reposi-
tories’ to ‘capture the essence of each individual's work contributions—the decisions they've made, the networks
they've nurtured, and the expertise they've built.” Eightfold suggest that their digital twin technology allows or-
ganisations to improve productivity and gives employers access to ‘deep, continuous understanding of their
people—not just as roles or titles, but as engines of insight, creativity, and value.”®

Since research and development of HDTs is in early stages, there is a distinct lack of comprehensive analysis of
universal frameworks and applications,”” with little-to-no consideration of the legal parameters. HDTs raise con-
cerns relating to consent, privacy, control and ownership of the digital assets. In the context of employment, where
there is a power disparity between employee and employer, there is no law that specifically deals with the issues of
HDTs, and the application of existing law is uncertain. Employers may believe that they can lawfully collect, retain
and use their employee's data and that the employee has no legal redress to stop this or to determine what
software tools the employer utilises. However, this assumes that the copyright rules for work created in the course
of employment would extend to all manner of data inputs.&°

For the employee, pushing back on the employer's adoption of HDTs could result in loss of employment.
Employees need protecting. Robust governance and policies are needed to oversee the ethical control and man-
agement of these digital assets.®!

HDT technology is in its infancy; as it develops it will become accessible not just to employers but to everyone,
in the same way that deepfakes started in Hollywood. As a result, the concerns will be magnified, incrementally
building on the harms relating to deepfakes. ‘Neurohacking’ will become a risk, where hackers can access and
manipulate data affecting the human or HDT, resulting in the redistribution of agency from the user or host to the
hacker. This poses a threat to the protection of personhood through unauthorised access to the human body and/or
its digital twin. The merging of personhood and technology challenges legal definitions and applications, this in turn
extends the physical limits of the human body and arguably expands the scope of the protection of personality and
property relations.82

The speed at which this technology is multiplying will correlate with increasing such harms, without any
safeguards in place it will exacerbate the inequalities of society. This section has examined the harms caused by
deepfakes, the next section evaluates whether the current law adequately addresses these harms. Since the
findings reveal a patchwork of ineffective regulation, this leads to the justification of exploring personality rights as

a tool for addressing the harms of deepfakes.

3 | THE CURRENT UK LAW APPLICABLE TO DEEPFAKES

This section examines the applicability of passing off, trade mark, privacy, defamation, criminal offences, copyright,

performers rights and technical solutions to deepfakes.
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3.1 | Passing off

Passing off is a common law tort, established across the jurisdictions of the UK, that can allow a person to protect
their reputation. The purpose of passing off is to prevent a trader from misleading customers by representing their
goods or services as emanating from another. Where a claimant can demonstrate goodwill, misrepresentation, and
damage to goodwill, they are able to prevent the unauthorised use of their name or images.®® However, it is
considered particularly difficult to achieve this and only applies in narrow circumstances.®*

In the case of Fenty v Arcadia,®® singer-songwriter Rhianna sued retail company Topshop after it sold a t-shirt
featuring Rihanna's face. The court specifically stated that image rights do not exist under the law of England and
Wales. However, Rihanna was able to succeed in her claim because she could demonstrate goodwill, mis-
representation, and damage to goodwill, being a celebrity that trades off her image, leading people to think that the
shirt was official merchandise. This demonstrates that celebrities can rely on passing off in certain circumstances,
but it may not apply to deepfakes. Firstly, the claim must prove that the consumers were deceived into thinking that
the use was approved, which Perot argues is unlikely given the nature of digital replication.®® Context was
important in the Fenty case, as Justice Birss stated: ‘Topshop is not a market stall. It is a leading high street fashion
retailer and purchasers would not be surprised to find goods on sale in Topshop which have been endorsed or
approved by celebrities.®” This was the reasoning in the decision not to grant an interlocutory injunction in the
earlier case of Lyngstad v Anabas,®® where music group, ABBA, were unable to prevent the defendants from using
their pictures on merchandise because, the court held, there was no confusion.®?

Passing off claims can be made in circumstances of false endorsement. The first successful UK action of this
type was Irvine v Talksport.”® Talk Radio manipulated an image of Eddie Irvine holding a phone, replacing the phone
with a branded radio. The claim was upheld as passing off in the context of false endorsement. Much like the
Rihanna case, this demonstrates that passing off may be a possible form of action for celebrities who trade from
their image if a deepfake was used to endorse a product without permission.

However, this action falls short of protecting performers in the context of film, television, or narration. Like-
wise, this action has no relevance to individuals who do not trade off their image. Therefore, unhelpful to those who
are victim to non-consensual deepfakes without goodwill, leaving many of the harms unaddressed.

Moreover, because passing off is limited to protection against misrepresentation, it will not protect against
deepfakes where the relevant public is aware that a person is being imitated. As in the case of the television show
‘Deep Fake Neighbour Wars,’ created using performers who are face-swapped for well-known celebrities.”* Since
many digital replicas are found on websites specifically marketed for hosting deepfakes, the initial audience, at least
in these circumstances, would understand that the content is not real, therefore passing off would not apply.

3.2 | Trade marks

Trade Marks are similar to passing off in that they are consumer-focused and protect a commercial interest in trade.
Trade marks are registered monopolies of a brand name, logo or slogan,”? and can, in certain circumstances, be
extended to a movement, such as a victory pose by an athlete, for example when Mo Farah registered his signature
‘Mobot’ sign.”® Names themselves are not protectable as property rights, but can be registered as trade marks when
they are used in the course of trade,®* for example, singer Sir Cliff Richard has several registered trade marks
including his name and signature.”” In rarer occasions, applicants have been successful in registering a face, for
example Dutch models Roos Abels and Marlijn Hoek were able to register their portraits for services of modelling.?®

For trade mark protection to be utilised in the context of deepfakes, the person would need to have suc-
cessfully filed trade marks for their name or face, which requires that they are trading using that sign as a marker to
distinguish goods or services. Therefore, this remedy would be extremely limited and would not meet the broad

range of harms caused by deepfakes.
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3.3 | Privacy rights, data protection and breach of confidence

Privacy rights are human rights to prevent interference with a person's life, stipulating that personal information,
including photographs, should not be shared publicly without permission.”” Other personal information, such as
home address, and sensitive personal data, such as sexual orientation, is protected under the Data Protection Act
2018. Breach of confidence protects information that has a ‘quality of confidence about it’ that was imparted in
circumstances where there was an obligation of confidence, used without permission.”®

The difficulty with privacy law as a remedy against deepfakes is that it only applies where there is a reasonable
expectation of privacy.”” The law determines there is not usually a reasonable expectation of privacy in a public
place.® If a video or photo was obtained to create the deepfake through hacking or stealing, privacy rights could
be engaged, but for the most part, this is unlikely to be the case. Likewise, for breach of confidence, the information
must have been private and used without consent.°? This would only be a possible remedy where the content was
shared under those circumstances.

HDTs are built on a combination of data that would likely include both personal and sensitive personal data. In
the context of employment, this may give some leverage to an employee to request the removal of their personal
data from the system. However, there are two main contentions. Firstly, due to the power imbalance between the
employer and employee, the employee may not feel able to make such a request without threatening their em-
ployment. Secondly, only some data will be clearly within the remit of the Data Protection Act 2018. Biometric data,
for instance, seems likely to fall within the scope of medical data and therefore sensitive personal data for the
purposes of the Act.2°2 Where it does apply, a data subject has the right to rectification, erasure or restriction of
processing their data.®® However, the tools also ingest information such as communications made by the em-
ployee, including emails and phone calls, as well as other measures of productivity, these may fall under the
property rights of the employer and in fact not be under the control of the employee.

Overall, privacy, data protection and breach of confidence are unlikely to be a useful remedy for most un-

104 allow for private individuals to have a general

authorised deepfakes. Although other jurisdictions, such as France,
right to control the dissemination of their image, the law of England and Wales does not provide this. Although
Deazley argues that an action in confidence to prevent the publication of images taken without consent, in public, in
a covert manner, is conceivable. He separates these rights from property rights, whereby their intention is to
prevent harm, stating that confidence ‘does not and should not serve any proprietary interests.’*°®> The harms he
mentions—embarrassment, self-consciousness or humiliation—relate closely to the demeaning harms of deepfakes.
However, given the scope of the harms, and the context of the fast-evolving technology, perhaps it is time to

consider a proprietary interest in one's image.

3.4 | Defamation

In England and Wales, the Defamation Act 2013 could protect a person if the deepfake is used in a defamatory way.
In particular, Libel is a wrongful act that concerns the publication of material in writing or some other permanent
form.1%® The test for what is defamatory requires that the content causes, or is likely to cause, serious harm to the
victim's reputation and only applies if the content is untrue.’®” Although Scotland has different legislation, the test
for serious harm is the same.!°® Serious harm is a relatively high threshold that must be demonstrated as fact, be
more than merely substantial, is distinguished from hurt feelings and cannot be established solely by reference to
the inherent tendency of words to cause harm to reputation.®?

Al-generated content may be defamatory.'° If the digital replica shows a person doing something that they did
not do, which typically encapsulates the purpose of deepfakes, then it could apply. The first defamation case against
Al was threatened by an Australian Mayor, against a Chatbot that incorrectly named him as a guilty party in a

foreign bribery scandal, but the claim was later abandoned.!'! There has yet to be any formal legal action in these
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circumstances. Given the number of non-consensual deepfakes this indicates that a defamation claim may not be
viable. This may be due to the test for demonstrating reputational harm, the particularly high costs of defamation
claims, or the difficulties arising from the fact that most deepfakes are posted anonymously. Shaw and Jackson

112

argue that in these circumstances, a Norwich Pharmacal Order~"“ could be made, requesting a website operator to

disclose the identity of an anonymous publisher.2® The website operators themselves can avoid liability through
showing that it was not them who posted the statement on the website.?1*

Defamation law focuses on the act of publication, rather than creation. Without any legal precedent the
question of liability remains unanswered. If a user downloads an app that can create a pornographic deepfake, and
allows other users to view and share it, are those users liable? Or the app developers? In the case of Bunt v Tilley, a
defamatory statement was published on a website, the court held that to be liable for a defamatory publication a
defendant must be knowingly involved in the process of publication. The website played a passive instrumental role
in the process and so could not be deemed a publisher.!*® Lavy and Munro argue that since a developer is defining
the input and the output parameters it should no longer be regarded as simply facilitating, suggesting that it should
qualify as publication. Although even they recognise that the automation of Al will pose a challenge.116 This has yet
to be tested in court leaving the application of defamation law to deepfakes to be uncertain at best and irrelevant at

worst.

3.5 | Criminal offences relating to explicit content

One in every three deepfake tools allow users to create deepfake pornography, with 99% of the individuals
targeted in these tools being women.1'” A 2020 study revealed that there are divergent, multifaceted and over-
lapping motivations for engaging in image-based sexual abuse, including revenge, sexual gratification, social status
or financial gain, with power and control presenting as overarching themes. The study emphasised the importance
of recognising the gendered nature of these behaviours and the connections to masculine entitlement and privilege.
Moreover, it argued that the non-consensual taking or sharing of explicit images has become a normalised practice
and advocated for criminal laws, as well as other interventions, to address image-based sexual abuse.11® Deepfake
pornography is a new form of abuse that is not just about sexualising women, but serves as an instrument of power,
control and subjugating women. This is acutely apparent in the deepfakes that include violence and mocking.

In the circumstances of explicit deepfakes, some areas of legislation may be applicable. Since 2015, the law has
prohibited the sharing of real private, sexual photos or videos of another person without their consent.** In 2021
this was updated to include threatening to disclose intimate sexual images.?° Upskirting—taking a picture under a
person's clothing without their knowledge—was criminalised in 2019.*2* And, in 2023 an offence for sharing, or
threatening to share, ‘intimate images’*?2 including deepfakes was legislated.??® A person convicted of this offence
can be imprisoned for up to 2 years.}?* Given the rising number of pornographic deepfakes online this does not
appear to be a strong enough deterrent.*?> By comparison, a person convicted of online copyright infringement can
serve up to 10 years' imprisonment.*?¢

The definition of an intimate image, for the purposes of this offence, includes showing genitals, people engaged
in a sexual act or intimate areas of someone's body, up-skirting, down-blousing and breastfeeding.*?” This has been
criticised as a White, Western definition of intimacy that leaves some women unprotected.*?® The amendments do
not address deepfakes that constitute other demeaning behaviours, such as the removal of a headscarf for a woman
who chooses to wear one. A broader or subjective definition may be more appropriate.

A further weakness of this approach is that it only criminalised the sharing of intimate deepfakes, not the
creation of them. However, in January 2025, the Ministry of Justice announced that the Government intended to
crackdown on explicit deepfake predators by making the creation of explicit deepfakes a criminal offence, with
perpetrators also facing up to 2 years in prison.??? As part of this development, the upskirting offence will be

repealed, along with the offence for recording of a person doing a private act, to be replaced with three new
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offences that cover a broader range of behaviour.*®® The amendment to the Data (Use and Access) Act 2025 came
into force on 6 February 2026.

Criminalising the creation of intimate deepfakes could encourage cultural change and impose stronger obli-
gations on hosting platforms, as Clare McGlynn explained: ‘If creation of pornographic deepfakes was unlawful, it
would be difficult for payment providers to continue to prop up the deepfake ecosystem, difficult for Google to
continue returning deepfake porn sites at the top of searches and difficult for social media companies such as X
(formerly Twitter) or the app stores to continue to advertise nudify apps.’*3!

Nevertheless, the Government stopped short of criminalising possession of non-consensual intimate images or
mandating internet service providers to act against content hosted overseas. Baroness Bertin criticised that ‘the
current offences do not go far enough.’*? Andrea Simon, Director of the End Violence Against Women Coalition,
called this a ‘missed opportunity to deliver justice for survivors and prevent future harm.**3 It means that a person
is not committing any offence by requesting the creation of, or keeping, a deepfake for themselves. It is therefore
argued that possession of an unauthorised deepfake should be included in the criminal offence, in line with
possession with other comparable offences such as relating to child sexual images.'** There are no legitimate
reasons to legalise the possession of explicit unauthorised deepfakes.

A further limitation is that, whilst the current law prohibits non-consensual distribution of private, sexual
images, it does not include altered or Al-generated images and fails to encapsulate deepfake cyberflashing.'3®
These are significant failings of the law that require urgent revision.*3¢

These legal changes were originally proposed by the previous Conservative Government in the Criminal Justice
Bill, but it did not make it through before the dissolution of Parliament.®” The current Labour Government picked
up the issue and announced®®® that the amendments would form part of the Crime and Policing Bill.1*° Further
delays ensued and the proposals were moved to the Data (Use and Access) Bill, with the aim ‘to ensure the new law
is on the statute book as quickly as possible.’**° However, the Data Bill became controversial, going back and forth
from the Commons to the Lords over issues relating to Al transparency. During these delays the Women and
Equalities Committee emphasised the need for the Government to take a consent-based approach to implementing
this law and ‘not require the determination of any motivation on the part of the perpetrator.’*** Following its
Inquiry into Non-Consensual Intimate Image Abuse, the Committee made it clear that ‘there is no legitimate reason
whatsoever for the use or existence of nudification apps.’ Their report recommended that the use of such appli-
cations be a criminal offence, that Ofcom should investigate sites that offer this functionality and that the Gov-
ernment should ensure search engines and platforms that promote or facilitate the distribution of such apps are
held accountable.'#?

In its response, the Government agreed that the new law would be a ‘consent-based’ offence. However, it
rejected the need for stronger regulation of platforms and search engines, claiming that there are already a range of
regulatory requirements that apply. It also rejected the recommendation to make possession of non-consensual
intimate images an offence, saying that it would be too difficult to establish whether consent had been obtained in
these circumstances.*3

Disappointed with this, the Women and Equalities Committee urged the Government to bring forward the
legislative proposals, saying that if it fails to do so, the Committee will put forward its own, in the form of
amendments to proposed legislation.2** Nevertheless, the Data (Use and Access) Act received Royal Assent on 19
June 2025 without such amendments.

In practice, criminal laws such as these depend on the Crown Prosecution Service (CPS) to pursue charges
against the perpetrator. This means that individuals must report the incident to the police and rely on them to take
it forward. Despite clear evidence of the direct and wider harms of non-consensual intimate deepfakes, Bliss points
out that failure by the police and CPS to link online abusive content to the behaviours of stalking and harassment
has resulted in devastating consequences.’* Not to mention that the criminal justice system is struggling with
timeliness; both Magistrates' and Crown Courts have huge backlogs which continue to increase.'*® When only 2.6%

of rape cases result in a conviction/summons, it leaves doubt as to the effectiveness of the new criminal offences in
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protecting victims.'*” Regulating unauthorised deepfakes more strongly is required to send a clear message that
this behaviour is unacceptable, but without effective enforcement, the offences are meaningless to victims.

The Government has asserted that it will halve violence against women and girls within a decade,**® but
the current law does not adequately address the harms of demeaning content that disproportionately affects
women and girls. While it is a criminal offence for a person to create, share, or threaten to share, explicit
deepfakes, the law falls short of criminalising possession of a deepfake, deepfake cyberflashing, or deepfakes of

a demeaning nature other than explicit.

3.6 | Fraud and other criminal offences

The Protection From Harassment Act 1997 protects victims from stalking behaviour. Harassment is ‘repeated
attempts to impose unwanted communications and contact upon a victim in a manner that could be expected to
cause distress or fear in any reasonable person.’**? Under the Act, stalking includes publishing any statement or
other material relating, or purporting to relate to, a person, or purporting to originate from a person,>°
amongst other behaviours.'®? Stalking and harassment accounts for 85% of all online and tech-enabled
offences.?®2 Since the legislation includes publishing material relating to, or purporting to relate to, or origi-
nating from a person, the offences of stalking could arguably apply to deepfakes, in certain circumstances.
Likewise, if the perpetrator uses a deepfake in repeated unwanted contact, the offence of harassment may
apply.

Other possibly relevant criminal offences relate to communications offences, such as false communication,
where a person conveys information that they know to be false, which is intended to cause non-trivial psychological
or physical harm to a likely audience.r®® This offence may be relevant where a deepfake is used to defraud or
misinform with false information.

The Fraud Act 2006 legislates a criminal offence to dishonestly make a false representation, where the person
intends to make a gain for themself or another and to cause loss or risk of loss.2>* While existing law relating to
fraud remains unchanged, the type and sophistication of fraud has evolved with the development of deepfake
technology.?®> A 2024 study found that fraud attempts using deepfakes have increased by 2137% over the last
3 years.?® Yet, there have been no claims of fraudulent use of deepfakes in the courts of England and Wales. The
only mention of Al fraud is in the case of COPA v Wright [2024], where the defendant utilised large language model,
Chat GPT, to assist in fraud by generating fake content to support a false claim.'®” That said, deepfakes have
reportedly been found in the courtroom in the form of fraudulent evidence,'®® which has adverse effects on the
probative value of video evidence in court.*>?

The use of deepfakes to spread misinformation can have wider impacts if used to threaten democracy or
national security. The National Cyber Security Centre has acknowledged that Al will make the spread of dis-
information easier and deepfake campaigns will likely become more advanced.'®® The SITC recommended that
the Government safeguard the democratic process by ensuring that platforms remove deepfake content and
where platforms are slow in doing so, or facilitate the spread of deepfake misinformation, they ‘must take
stringent enforcement action—including holding senior leadership personally liable and imposing financial sanc-
tions.'*®? Furthermore, the Committee called for improved public awareness on the growing prevalence of Al-
assisted misinformation.¢2

However, the Government was unmoved, declaring that it already has robust systems in place to monitor and
mitigate risks relating to Al and disinformation from hostile state actors, including techniques to counter dis-
information and address sophisticated cyber threats.*®® It seems unlikely then that any reform to address
increasing risks and harms relating to fraud and disinformation caused by deepfakes will be introduced in the near

future.
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3.7 | Copyright

Copyright is a legal right that prevents the copying of, amongst other things, photos and videos.?®* Although the

165 it has been utilised

primary purpose of copyright is to promote the creation and dissemination of creative works,
in actions to address a different harm, such as breach of privacy,'% since copyright can be more straightforward to
enforce. Therefore, a victim of non-consensual deepfake abuse could bring an action for copyright infringement,
which provides remedies such as destruction of infringing copies and damages.*®” However, in order to bring an
infringement claim, the victim must be the copyright holder.*%® The rightsholder is usually the person who took the
photo or made the video.'®? This means that a copyright claim is only viable where the images or videos used in the
face-swapping of the deepfake were taken by the victim. Moreover, enforcing this would be a challenge since there
are currently no requirements for transparency in the use of copyright protected materials in the training or
processing of Al.17°

The second challenge is overcoming the test for infringement. Primary copyright infringement occurs when the
whole, or a substantial part, of a copyright-protected work is copied without permission,*”? or the benefit of a
copyright exception.!”2 Al-generated deepfakes engage with copyright at two key stages; first the content input to
train and process the Al tool, and second, the similarity between the copyright protected work and the Al-
generated output.

On the first point, the question of whether the use of copyright protected material to train Al tools amounts to
infringement is contentious. Whilst some academics and lawyers argue that the law is clear and permission would
be required, Al technology developers argue that permission does not, or should not, be required. The issue is
currently being tested in the case of Getty Images v Stability Al,Y”2 and is under Government consultation.'”# This
leaves victims of non-consensual deepfakes with uncertainty in the interim, and no remedy if the Government sides
with the view of the Al firms.

In relation to whether the Al-generated output constitutes primary copyright infringement, this requires that

k.17® It seems probable that, under the circumstances

the output has taken a substantial part of the protected wor
where the deepfake is intended to mimic the person from the original image, there would be a substantial similarity
between the two. However, it is not without obstacles. The test for substantial part relates to the quality, and not

176 of the parts taken. In this context, quality refers to the reason the work is protected by copyright;

the quantity,
its originality.2”” It follows, then, that a claim for copyright infringement can be rebutted where the defendant can
demonstrate that the work copied is unoriginal and consequently unprotectable.r”® In these circumstances, even
where there was copying, it would not amount to copyright infringement.

Secondary copyright infringement may apply to the providers of the applications that generate deepfakes, since
this includes providing means for making infringing copies.'”? Likewise, criminal copyright infringement may be
relevant since it is an offence to make for sale or hire an infringing copy of a copyright work. X It is also a criminal
offence to specifically design, or adapt, something that makes copies of a copyright work, where the designer
knows, or has reason to believe, that it would be used to do s0.'®! On the guestion of ‘reason to believe’' the
Magistrate's Court has held that broad knowledge of the items complained of and the nature of the infringement is
sufficient.*®? Therefore, developers, providers and hosts of deepfakes may be in breach of primary, secondary or
criminal copyright infringement. That being so, a rightsholder would be able to choose their course of action from
any forum available, including concurrent proceedings in the civil and criminal courts.'®® However, as mentioned,
currently the application of copyright law to deepfakes, and Al more generally, is uncertain and under threat.

Where there is infringement, the question of who would be liable remains unclear. Liability may fall on the user
that requested the Al to generate the deepfake, or on the developers and providers of the applications under
primary or secondary infringement.184 In the case of Getty Images v Stability Al, the rightsholders argued that
liability falls with the technology developers—Stability Al—whereas, Stability Al argued that it should be on the
individual users.'®® The question of primary liability was dropped at trial and secondary infringement was not found,
although the Judge did state that if her finding was wrong Stability Al would be liable for secondary copyright
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infringement.'8¢ Therefore, currently there is no certainty that a copyright infringement claim would succeed, or
indeed, who would be liable.

3.8 | Performer's rights

Performer's rights enable a performer to prevent someone recording a live performance without permission and
stop unauthorised copies of their performance being shared.*®” This right is limited by the definition of what
constitutes a performance. It only applies if the performer is acting, singing, dancing or performing a literary,
dramatic or musical work.*®® It does not have to be a paid performance, but it is not clear exactly what does or does
not qualify as a performance; magicians, clowns, jugglers, impersonations, interviews and catwalks are likely to, 8’
but sports performances do not. Lord Justice Arnold argues that an improvisation could also be protected as a
performance,*?° but there is currently no precedent for this. There is no requirement for reputation, notoriety,
professional status, or goodwill to receive protection under performers' rights. Under this definition therefore, Pavis
suggests that teachers, politicians, journalists and individuals sharing their videos on social media are performers
and are legally entitled to control their performances.'?? This suggests that performers rights in video content used
to generate a deepfake may be relevant.

However, the mere imitation of a performance is not actionable. Performers' rights only protect the recording of
a performance and the copying of that recording, not the content of the recording.*”? Pavis believes that because
Al systems used to generate deepfakes do not copy recordings of performances, they fall outside the scope of
protection by performers' rights.2”® Consequently, deepfakes may not fall within the scope of these rights. Per-
formers who are being displaced by deepfakes are currently not able to prevent developers, or those utilising this
technology, from copying their likeness or performance in this way. As such, the Culture, Media and Sport Select
Committee (CMSC) has concluded that ‘the UK's patchwork of copyright, intellectual property and data protection
legislation is failing to protect performers from the nefarious use of generative Al technologies, such as un-
authorised voice cloning and deepfakes.’*?* It recommended that the Government improve protections for crea-
tives to prevent misuse of their likeness and performances by generative Al. At a minimum, it advocated, this should
involve bringing forward ratification of the Beijing Treaty on Audiovisual Performances.?>

The Beijing Treaty?® has been cited as one way of potentially addressing these concerns.'” The international
agreement came into force on 28 April 2020, providing intellectual property rights and certain moral rights in
audiovisual performances, including performances given by actors, musicians, dancers and other performers whose
work is featured in films, television programmes and other audiovisual recordings. The UK Government signed the
Treaty in 2013 but did not implement it. Since leaving the European Union (EU) it has now committed to ratifying
the Treaty.2”® UK law is already largely compliant but does not provide any exclusive rights for broadcasting and
communication to the public for fixed audiovisual performances. This means that once a performer has agreed to
their performance being incorporated in an audiovisual fixation, they do not have a statutory right to prevent it
being broadcast or communicated to the public, or to receive remuneration for these uses.'??

The UK Intellectual Property Office (IPO) initially launched a consultation on implementing the Beijing Treaty in
2021.2°° Respondents broadly supported the move, but views on how to do so varied.?°* A second call was
launched to seek evidence on implementing new moral rights, economic rights and international reciprocity. This
consultation ran until November 2023, then, in February 2024, the Government announced that it had reviewed
the evidence but required more analysis.2°? Although it had initially estimated this work would be completed by
2024,%°% there is no clear timeline on if, when or how the Treaty will be ratified into UK law.204

Although the Treaty does not include specific provisions for audiovisual performers to protect their rights

205 it can provide new moral rights to performers that may be relevant. The right to attribution

against deepfakes,
would require that the performer be correctly identified, and the right to integrity would allow the performer to

object to any distortion, mutilation or modification of their performance that would be prejudicial to their honour or

85UB017 SUOWWIOD 3A1ER.ID 3ol jdde auy Ag pausenob afe saoiie VO ‘SN J0 S3|NJ 1o} AXeiq 1T 8UIIUO AB|IA LD (SUORIPUOO-PU.-SWLB)LIOD A8 1M ATe.d 1 BUI|UO//SANL) SUORIPUOD PUe SWis 1 8U88s *[9202/20/8T] Uo Ariqiaulluo Ajim ‘Aisieaiun punig Ag 02002 dIMITTTT OT/I0p/w00 A im AReiqjul|uo//sdny woj papeojumod ‘0 ‘96.TLyLT



BOSHER

THE JOURNAL OF

WORLD INTELLECTUAL PROPERTY

reputation. UK law already provides these rights for live performances and performances in sound recordings,?%®
but not for performances in audiovisual fixations. This would need to be amended to ratify the Treaty and could
therefore potentially add to a performers' protection against deepfake in certain circumstances. However, it
remains unclear whether these rights will be included, and if so to what extent the scope of the rights will be
applicable. Indeed, the Government itself has accepted the limitations of performer's rights and the Beijing Treaty in
dealing with the misuse of performers' likenesses.2®”

The CMSC has since affirmed that there is an urgent need for the UK to codify image rights to protect
performers from the unauthorised use of their identity by generative Al tools, alongside protecting the general
public from non-consensual exploitation of an individual's likeness.?® It noted that the lack of protection against
‘unauthorised digital imitations of people.”?°? Whilst, the Government has taken action to criminalise the generation
of sexually explicit deepfakes, there remains ‘a gap in protection’ for non-criminal yet harmful uses of people's

likeness.?1©

3.9 | Technical solutions

Technological solutions, such as increased use of detection and labelling tools, have been suggested to, at least in
part, address some of the concerns raised by deepfakes.?** Ofcom state that this will require action from all actors
in the technology supply chain—from the developers that design Al models and tools, to the platforms that host this
technology, through to the user-facing services providing spaces for deepfake content to be shared and ampli-
fied.?'2 The CMSC noted that some industry initiatives are being introduced, such as by YouTube to implement
stricter measures on Al-generated content.?*® Likewise, companies including Google, Meta, Microsoft, OpenAl,
TikTok and X announced ‘a set of commitments to deploy technology countering harmful Al-generated content
meant to deceive voters.?* The Secretary of State for Science, Innovation and Technology has also pointed to
working with industry to evaluate existing detection functions, develop deepfake watermarking tools, and embed
ethical responsibility through safety-by-design.’?*>

However, this did not prevent the Grok Al chatbot on X being used to create and share demeaning sexual
deepfakes of real people, including children.?'® Moreover, labelling deepfakes only attempts to address the harm of
disinformation and does not reduce the harms of demeaning content or displacing workers. Furthermore, the
reluctance of social media companies in working with the criminal justice system to disclose information contained
on their sites, and their slow response in removing abusive content, makes doubtful of the reliability of such
promises.?!” These issues cannot be solved through deepfake detection techniques and algorithms alone.?*8 In
particular, platforms should not be granted the power to determine which deepfakes are removed or remain online,
as there is a clear conflict of interest; since they have a vested interest in content being shared.??

Recent developments under the Online Safety Act 2023, do now require that online services have duties to
protect users' safety and puts the onus on platforms to remove certain content. Ofcom, the regulator for online
safety, have stated that they will need to address the dissemination of some, but not all, types of deepfakes.??° This
is because the scope of the online safety regulation is limited, only obliging platforms to remove explicit deepfakes,
and not any other unauthorised forms.??* Campaigners have argued that the Ofcom guidance on these issues are
inadequate, calling it ‘ignorable.”??? Moreover, they contend that there is a disproportionate focus on the costs and
burden for technology companies, rather than a focus on the harm caused.??*

A further limitation of technological solutions is the inherent bias of protecting marginalised groups; for
example, deepfake detection tools do not always work for people with darker skin tones, particularly if the tools are
not trained with data sets that include people of diverse ethnicities.??*

There is also the risk that social media companies continue to do what they already do in relation to related
laws, and that is to downstream the liability to users through the terms and conditions, which are rarely read or

understood by the user.22> Early warning signs of this can be seen in Stability Al's arguments in the Getty case,
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mentioned above.?2® Notice and takedown procedures currently allow users to request the removal of content that
infringes their intellectual property rights, however, the law does not currently encompass deepfakes.

The above sections have reviewed the legal and policy landscape that may be applicable to unauthorised
deepfake. The analysis has demonstrated that while some areas of law offer protection in specific circumstances,
none adequately address the harms set out above. As the Alliance for Universal Digital Rights argues, legal redress is
‘patchy at best.”??” Therefore, this paper argues that this justifies the introduction of personality rights under UK

law, discussed in the next section.

4 | NEW REGULATION OF DEEPFAKES

The patchwork of legal protection, together with the immediate amendments suggested to the Online Safety
Act,??® demonstrates that a technological specific law aimed at deepfakes will not adequately address the harms.
Instead, the law should focus on what needs protecting, rather than what it needs protecting against. This means
providing rights for a person's image and likeness, instead of trying to regulate the moving target of technology. The
following section considers the theoretical justification for personality rights in light of the harms discussed above
and the laws inadequacy to regulate those harms. It then makes a proposal for the position and scope of personality

rights under UK law.

41 | Proposal for UK personality rights

Llewellyn's legislative theory reasons that the purpose of law lies in the need to resolve conflicts that occur within a

group of people,???

whereby the law provides a mechanism for these conflicts to be resolved. Accordingly, the
conflict, or problem, relates to the ‘mischief rule, based on the principle that legislation is created to solve a
problem, with the goal of suppressing the mischief and advancing the remedy.?%° It follows that regulation is
drafted with the intention to address a problem that may occur in society, and remedy the issue to restore social
order. Llewellyn explained that the fundamental purpose of law is the ‘adjustment of people's behavior [so] that the
society remains a society and gets enough energy unleashed and coordinated to keep on with its job as a soci-
ety.”?31 For the present purposes, the ‘mischiefs’ are the harms demonstrated above. This section makes legislative
proposals for addressing such harms in accordance with the mischief rule, underpinned by Llewellyn's legislative
theory.

However, legislation alone is not enough. As demonstrated, the harms of deepfakes permeate across industries,
exacerbate systemic issues of sexism, racism and misogyny whilst escalating challenges of misinformation and
threats to the creative industries, conceptualised as ‘an assemblage of differential tensions, comprised of inter-
linking and overlapping ruptures and continuities.?>? Legislation is needed and technological interventions are
required, but as Lord Tim-Clement-Jones states: ‘even the combination of regulation and technology cannot deal
with all the issues of misinformation, disinformation and deepfakery.’?%2 The UK must adopt a holistic approach that
includes legislative and technological interventions as well as educational and cultural actions to address the
systemic issues that underpin and propel deepfake harms.

In terms of the legislation required, the regulatory framework needs to be clear, robust and flexible as the
technology inevitably develops.2®* It must be centred around the consent of the victim, not the intent of the
perpetrator, which can vary and be difficult to prove. Likewise, it must encapsulate all relevant parties, regulating
those that generate the deepfake, those who possess or share it, as well as platforms, websites and applications that
facilitate, generate, host or store deepfakes. The current UK law on explicit deepfakes should be expanded to
encapsulate all these elements. Google argues that extending liability this far would disincentivise developers from

designing creative tools for fear of being held liable as a co-creator of violative content.?®> However, developers
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must be held accountable for ensuring that the purpose of their applications does not cause harm. There is no
legitimate reason for applications that ‘undress’ an image for example, and so, the harms far outweigh any possible
benefits.

To address the full range of deepfake harms, instead of drafting technologically specific legislation which will
become obsolete, legislating for a new personality right would be more effective and appropriate.

The All-Party Parliamentary Group on Music recommended the introduction of a personality right to safeguard
creators and artists from misappropriation and false endorsement, protecting voice, image, name, and likeness.?3¢ In
the UK consultation on Al and copyright, questions were asked in relation to digital replicas, such as to what extent
would the approaches outlined in the consultation provide individuals with sufficient control over the use of their
image and voice in Al outputs??®” The responses to the consultation are currently unpublished;?*® however, some
organisations and individuals have publicly shared their views. For example, Open Al said that it believed the UK
already has legal protections that can address unauthorised digital replicas, including passing off, performers' rights,
sound recording rights, and data protection laws, but suggested that targeted legislation could fill in any gaps.?*?
Google argued that a personality right would be a threat to creative and free expression.2*° Researchers also note
the importance of not restricting biographical and historical information, such as for the purpose of creating a biopic
film which requires a replica of an individual.?**

Equity has nevertheless called for the introduction of statutory image rights that restrict the unauthorised use
of persona, which it believes is the ‘most coherent and desirable solution.” Ninety-three percentage of their
membership is in favour of new legal protections for performers so that a performance cannot be reproduced by Al
without consent.?4?

Personality rights do already exist in other jurisdictions. For example, Guernsey protects personality rights,
under the Image Rights (Bailiwick of Guernsey) Ordinance 2012, including voice, likeness, appearance, silhouette,
face and mannerisms. Registration grants a property right that can be protected, licensed and assigned. There are
limitations to this right, such as fair dealing for the purposes of research, news reporting, of the arts, or for
educational purposes.?*® The deterrence effect of this legislation is questionable since Guernsey Police still warn of
a rise in deepfake scams.?** Perot suggests that the registration requirement is an unnecessary step that makes it
harder for individuals to protect their persona, since failing to register would prevent them from having a cause of
action.?*> The UK Online Safety Act 2023 and amendments of the UK Data (Use and Access) Bill extend to
Guernsey now also making it illegal to create explicit deepfakes, as discussed above. Therefore, the proposal below
recommends a personality right that does not need to be registered.

In India, a Bollywood singer, Arijit Singh, litigated the unauthorised cloning of his voice. The Bombay High Court
recognised the protection of Singh's name, voice, vocal style and technique, mannerism, image, caricature, likeness
and signature. Under the common law of India, personality and publicity rights are vested in celebrities and the
unauthorised use of their name or other persona attributes.?*® The suit also raised a claim under statutory moral
rights in Singh's performances.?*” The defendants were ordered to remove and block access to all infringing
content.?*® This case shows that in India, in certain circumstances, celebrities who demonstrate goodwill are able to
protect themselves against unauthorised deepfakes, and enforce those rights against the creators, disseminators
and hosts. However, this law does not assist those unable to demonstrate celebrity status, leaving many individuals
unprotected. The proposed personality right for UK law would apply to all persons, regardless of celebrity status.

In the USA, most States recognise a right of publicity or image rights to address the use of an individual's
persona in commercial contexts, either through statutory or common law provisions.?*° Typically, these only apply
in circumstances of advertising, merchandise, or for commercial purposes. The scope of the rights differs signifi-
cantly between States, and many require commercial value in the individual's identity.?°° As a result, the US
Copyright Office advocated that new federal legislation is urgently needed to address the harms that can be
inflicted by non-commercial uses, including deepfake pornography. Likewise, existing federal laws, such as copy-
right and privacy, are too narrow to fully address the harm of deepfakes. Therefore, it concluded that the time has
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come to adopt a federal law against digital replicas, proposing a new right that extends protection to all individuals
regardless of their commercial value of their identities.?>*

Most recently, Denmark has made a ground breaking proposal to reclassify a person's identity, through their
face, voice, and physical characteristics, as a form of intellectual property. The proposals amend the Danish
Copyright Act to establish a person's likeness as an enforceable asset, meaning that Danish citizens will soon be
able to take legal action against deepfakes on this basis. Whilst little detail is known at the early stages of this
development, it is a world first in taking steps to utilise the intellectual property framework to address the harms
of deepfakes.?>? The proposed Bill has exceptions including imitations that are mainly expressions of caricature,
satire, parody, pastiche, criticism of power, criticism of society, unless the imitation constitutes misinformation
that can cause serious danger to the rights or essential interests of others. The proposal for personality rights
under UK law also suggests including exceptions and could follow the Danish model for the scope of these
limitations.

The new statutory right must be balanced with freedom of expression, which can be achieved through limi-

k22 with specific exceptions.?>*

tations, just as copyright provides the right to restrict the unauthorised use of a wor|
Not all copyright exceptions would be required or appropriate, such as the making of temporary copies,?>> but
certainly, criticism, review, quotation and news reporting would be relevant exceptions.?>®

Researchers have raised a second concern on the term of protection for personality rights, noting that in some
jurisdiction's personality-based rights are perpetual, which some believe are excessive.?>” Equity argues that a new
right should extend post-mortem, but not necessarily in perpetuity.2>®

To compare, copyright in an original work lasts for life of the creator plus 70 years,?>® and moral rights subsist
as long as the copyright.2¢® Performance rights exist for 50 years,2? but this right only restricts the recording of a
performance, therefore aligning with non-original copyright protection, such as that of sound-recording or film,
which also lasts for 50 years.2%? The definition of original, in the context of copyright, relates to the expression of
intellectual creation; to add the stamp of one's personal touch.2é® It follows that a right to personality would
inevitably require one's own personal touch in order to be distinct from another's persona. Therefore, the new
personality right should be aligned with original rights and subsist, along with copyright and moral rights, for
70 years after the death of the person. This also reflects user perceptions and expectations.?**

A further concern is that individuals could be pressured into signing away any personality right to a dominant
player due to inequality of bargaining power in the creative industries.2®> However, copyright is structured as a
balancing tool between stakeholders for this precise purpose.?® Utilising copyright principles, the law can enable
the rightsholder to receive a reward that corresponds to a fair share of the revenue generated by the exploitation of
their work.2¢” Rights can be unwaivable and a statutory reward can be required in exchange for any transfer of
rights, which presupposes that the ordinary working of the market is insufficient, and such protection is required for
those who are inevitably in a weaker bargaining position at the point of transferring their rights.2%®

Like copyright, the right should arise automatically without the need for registration, avoiding the exclusions
created under the Guernsey law. However, unlike a copyright work created in the course of employment,2%® the
personality right must vest in the person and not the employer. Doing otherwise would conflict with a person's

270 and not address the issues of HDTs.

Human Rights

Therefore, it is proposed that an automatic unwaivable personality right is introduced, subsisting in a person's
voice, image, name, and likeness, regardless of commercial use, implemented through amendments to the CDPA
1988. The right should subsist for a term of 70 years after the death of the person and be limited by exceptions
such as criticism, review, quotation.

In addition, other legal interventions are also required. Firstly, the Online Safety Act 2023 needs to be extended
to include possession of an unauthorised deepfake. Nudification and ‘undressing’ apps should be banned, since
there is no legitimate purpose for them other than to perpetuate and escalate misogynistic harms. Additionally,
given the clear connection between violent pornography and physical violence, regulation should apply to un-

authorised deepfakes that include gender-based violence and harmful stereotypes.
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Secondly, for the proposed personality right and regulation of deepfakes to be effective, Al technology
companies must be transparent about the input data used to train their Al models. This has not formed part of the
UK Data Bill, despite widespread pushback and five rounds of amendments from the House of Lords attempting to
include a transparency measure.?”!

Thirdly, further technological intervention is needed, such as requiring platforms and web-service providers to
remove unauthorised deepfake content and content-hosting websites, as well as including digital replicas in their
notice and take down policies.

Fourthly, although outside the scope of this article, it is acknowledged that educational and cultural inter-
ventions are also essential, as advocated for by Violence Against Women and Girls organisations.?”? This includes
the allocation of resources and funding for school and community programmes for boys, to encourage healthy

discussions about positive masculinity and counter misogynistic culture.?”?

5 | CONCLUSION

This paper has discussed the harms caused by deepfakes in three categories: disinformation, demeaning content
and displacing creative workers. It then mapped the current UK law that may apply in certain circumstances to
digital replicas. As such, this paper concludes that the harms caused by unauthorised deepfakes, together with the
emerging threats of human digital twins, are not adequately addressed under current UK law and reform is needed.
We are at a cross roads. We can regulate and steer Al technology in the direction of ethical new possibilities or let it
lead us further down the path of the current and emerging harms into a world without control over the use of our
own personas in the digital domain.

This paper acknowledges that legislative reform on its own is not enough to tackle the harms, but it is a
foundational part of the holistic agenda required that must be supplemented by educational, cultural and tech-
nological intervention.

Still, the merging of personhood and technology, and the harms that this causes, expands the scope of the
protection required for personality and property.?”# It therefore suggests the introduction of personality rights into
UK law. It argues for an unwaivable, automatic personality right, embedded in the current copyright regime, aligned
with the term of copyright protection and appropriate exceptions.

Whilst personality rights have been applied, to some degree, in other jurisdictions, and formed part of the
reform discourse for some time, never has there been such a defined need to implement them. As Caroline Norton
famously wrote to Queen Elizabeth in 1855: ‘A very shallow reader of history might prove, that from time
immemorial, changes in the laws of nations have been brought about by individual examples of oppression. Such
examples cannot be unimportant, for they are, and ever will be, the little hinges on which the great doors of justice
are made to turn.”?”> Deepfakes are the hinges on which to open the door of personality rights in the UK, for the

protection against the harms of unauthorised digital replicas.
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