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Energy-Efficient Covert Communications for
UAV-Assisted Backscatter Systems
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Abstract—In this paper, we propose an energy-efficient covert
communication framework for UAV-assisted backscatter systems,
where one UAV is deployed to collect data from one ground
backscatter device (BD), in the presence of a warden who is
trying to detect whether BD is transmitting or not. We first
analyze the false alarm probability (FAP) and miss detection
probability (MDP) for the covert communication and investigate
the detection error probability by considering the location and
channel uncertainty of warden. Then, aimed at maximizing the
energy efficiency (EE) of our proposed system subject to relia-
bility and covertness constraints, we optimize the UAV transmit
power and hovering point jointly and design a low-complexity
solution based on alternating optimization (AO), Dinkelbach
method and successive convex approximation (SCA) solutions.
Finally, simulation results are provided to verify the effectiveness
of our proposed algorithm and highlight the fundamental trade-
off between the EE and covertness constraint.

Index Terms—UAV communications, backscatter communica-
tions, covert communications.

I. INTRODUCTION

Backscatter communication, which empowers passive
backscatter devices (BDs) to transmit signal by modulating
radio-frequency carriers with low energy consumption and
implementation cost, has been widely adopted in extensive
Internet-of-Things (IoT) applications including smart agricul-
ture, intelligent transportation and industrial automation [1]-
[3]. Specifically, in bistatic backscatter communications, the
signal transmitted from the carrier emitters (CEs) can be mod-
ulated and reflected by the passive BDs with their backscatter
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circuits, resulting in an expanded communication range of
hundreds of meters [4]. In [5], a max-min energy efficiency
fairness algorithm was developed for a wireless powered
backscatter network with joint considerations of backscatter
reflection coefficient and power beacon’s transmission power.

Owing to its mobility and flexibility, unmanned aerial
vehicle (UAV) which provides high-quality connectivity from
the sky, has been recognized as one advanced aerial platform
to assist backscatter communication [6]. The authors in [7]
proposed a UAV-enabled backscatter communication frame-
work where one UAV is deployed as data collector from
multiple ground BDs, and investigated the fundamental trade-
off between the UAV deployment and energy efficiency. In [8],
to maximize the throughput in a UAV-assisted backscatter
system, two protocols were designed by jointly optimizing the
BD reflection coefficient, UAV trajectory and time allocation.

However, due to the broadcast nature of UAV air-to-ground
channels, the UAV communications might be easily attacked
by malicious adversaries, resulting in a series of harmful se-
curity threats, such as eavesdropping, malicious jamming and
spoofing [9], [10]. To address the important security concerns,
covert communication, which helps to hide the legitimate
transmissions from being detected by malicious warden, has
gained significant popularity recently [11], [12]. To maximize
the average covert transmission rate for a UAV-enabled covert
communications system, the authors in [13] optimized the
UAV trajectory and transmit power jointly. In [14], a UAV-
enabled covert transmission framework was established with
the aid of intelligent reflecting surface. However, we note that
only limited research attention has been focused on the covert
communication in UAV-assisted backscatter communications
system, thus strongly motivating this work.

Therefore, this paper aims at filling the above gap by
proposing a new framework and its performance analysis. The
main contributions of this paper are summarized as follows.

e An energy efficient covert communications framework
for UAV-assisted backscatter systems is developed, where
one UAV is deployed to collect data from one ground BD
in the presence of a malicious warden.

o The explicit expressions for the false alarm probability
(FAP) and miss detection probability (MDP) are derived,
and the detection error probability is investigated by con-
sidering the location and channel uncertainty of warden.

e By jointly optimizing the UAV transmit power and
hovering point, an energy efficiency (EE) maximization
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Fig. 1. Covert communications model for UAV-assisted backscatter systems.

solution with reliability and covertness considerations is
proposed.

o Numerical results are provided to verify the effectiveness
of our proposed EE maximization solution. Numerical
results also highlight a fundamental trade-off between the
EE and covertness constraint.

II. SYSTEM MODEL AND PROBLEM FORMULATION

As shown in Fig. 1, we consider a UAV-assisted backscatter
communication system where one UAV is deployed to collect
data from one ground BD, in the presence of a warden (Willie)
that is trying to detect whether BD is transmitting or not. We
consider that the UAV moves from its initial location (0,0)7
to the hovering point u = (2,,%,)? with an average speed
of v m/s in a fixed altitude H. Then, the UAV hovers at u
for T, seconds to collect data from the BD. The transmission
of BD is based on the backscatter communications, where the
UAV first transmits a single carrier signal to power up the
BD, then, the BD adds the information onto the carrier signal
and backscatters it to the UAV. When the collection process
is completed, the UAV flies back to its initial location with a
total flying time of Ty = 2Alul],

Denote the horizontal locations of BD and Willie as r =
(5, 5)T and y = (24, 9) 7, respectively. Due to the strong
line-of-sight (LoS) propagation of the UAV air-to-ground
channels, we consider a pure distance-based model for UAV-
BD and UAV-Willie links, which are denoted as h.;, and hy,,,
respectively, and given by

Q Q
Bap = | " and hyw = 4| ——"— (1
SN Ve

where () represents the channel attenuation at unit reference
distance. Moreover, for the BD-Willie link, we model it as
Gbw = hiw fow, Where Ay, = %, dpw = ||r —y|| is the
distance between BD and Willie, and x > 2 is the path loss
component for terrestrial channels. In addition, we assume a
Rayleigh fading channel for BD-Willie link and f,, is the
corresponding small-scale fading component.

A. Covert Communications

We assume that Willie knows the values of h,, and h.,.
Moreover, from conservation perspective, we further assume
that the instantaneous channel state information (CSI) of fj,,
is known at Willie [4]. To detect whether BD is transmitting

to the UAV or not, a hypothesis test based on the received
signal is formulated at Willie, which is given by

Y=\ VaPehubgowb(i)s(i) + v/ Pohuws (i) + nw (i), Hi,
2)
where ¢ = 1,2, - -,k is the index of the subchannel and &

is the total number of subchannels in each time slot. P, is
the transmit power at the UAV for communications and « is
the reflection coefficient at the BD. Moreover, s(i) and b(i)
represent the signals transmitted from the UAV and the BD
in the i-th subchannel, respectively, with E[|s(7)|?] = 1 and
E[|b(7)|?] = 1. Furthermore, n,,(i) ~ CN (0,02 represents
the additive white Gaussian noise (AWGN) at Willie in the i-
th subchannel. The null hypothesis Hj indicates that the BD is
not transmitting while the alternative hypothesis H; represents
that the BD is sending signals to the UAV.

Similar to [4] and [13], we formulate the statistic of the
hypothesis test based on the average received power P, which
is characterized as

k
PR
P2 ; W@l 2 3
where 7 is the detection threshold at Willie. Specifically, when
k is sufficiently large, i.e., k — co, P can be rewritten as [13]

_ ) Pelhuwl? + 03, Ho
O4Pc|hub|2|gbw|2 + Pc|huw|2 + 0’3,’ H;.

As in [13], we consider a bounded noise uncertainty model
at Willie, where the exact noise power 0120 lies in a finite
range around a nominal noise power 2. We assume that
qu)dB € [afth — QdBaU%,dB + oap] follows a uniform
distribution in the dB domain, where 02 ;5 = 10log,,(02),
02 15 = 10log,o(02), and gap = 10log;o(0) is a parameter
that measures the size of the noise uncertainty. Thus, the
distribution of o2 is given by

1
faﬁ, (x) _ { 2In(o)z’

0, otherwise.
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B. Detection Performance at Willie

To evaluate the detection performance, in this subsection,
we derive the explicit expressions of FAP and MDP, which
are defined as Prg = Pr(H|Hy) and Pyp = Pr(Ho|Hy),
respectively. As such, we have

1, T<%+Pc’huw‘2
61, %+ Polhuu|’ <7< 002+ Polhuu|’ O
07 T>Q02+Pc’huw|2

Pra =
b

where
2

Qo 1 1 90,2
0, = dx = 1 z .
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Moreover, the MDP is given by

0,2
0, T
PJVID: 027 %-f—ngfrgggg-f—n (7)
1, T>QO-3L+777

where 1 = aP.|hup|?|9bw|? + Pelhuw|? and

o 1 o(r —n)
= = 1 .
b2 /ﬁ 21n(g):17dx 21n(p) n( o2

Based on (6) and (7), by considering equal probability of
Hy and H;, we derive the expression of total error probability,
i.e., ( = Prpa + Pyp, which is given by

1, T< % +P\huw|
2
91 §+P|huw| <T< n+77
=V 0+0  Z4n<r <o+ Plhu? ®
92 Qan+Pc|huw|2<T§QUr21+7]
1 T > 002 + 1.

From Willie’s perspective, the optimal threshold that mini-
mizes the total error probability is discussed in the following
lemma.

Lemma 1. The optimal threshold that minimizes the total er-

ror probability at Willie is T* = 7= +n and the corresponding
minimum total error probability is given by

1 2
= | _—%n ENC)
2In(e)  \ %t + a Pl hup [ gou |2
Proof. \72Ve note that ( is monotomcally decreasing with 7
when + Phyw* < 7 < %= 4+ 1. However, ( is

02

- tn =7 <
and 002 + Pe.|hyw|?> < 7 < 002 + 1 since
Qzapc‘h'ub‘Q‘gbw‘z

monotomca]ly increasing with 7 when
Q0'721 + Pc|huw|2

01 + 6y = 21n(g) In (Q — TRl ) As such, the
optimal threshold that minimizes ¢ is 7% = rd + 1 and the
minimum total error probability is shown in (9). [

We note from (9) that the minimum error probability is in-
dependent of the direct distance between the UAV and Willie.
However, it depends on the distances of the backscattering link
and BD-Willie link.

C. Covertness Consideration from UAV'’s perspective

Since Willie may hide somewhere to keep itself secret to
the UAV, it is challenging to obtain its precise geographical
location and perfect CSI of BD-Willie link from UAV’s per-
spective [13], [15]. As such, we consider a practical scenario
that only imperfect Willie’s location and CSI of the BD-Willie
link are known at the UAV. First, to address the location
uncertainty, we adopt a bounded location estimation error
model with y € © = {||y —y|| < x}, where y represents
the estimated Willie’s location and x denotes the maximum
location estimation error.

Next, to address the CSI uncertainty of BD-Willie link, we
consider a bounded CSI estimation error model with |fy,, —

fbw\ < 6, where fbw represents the estimated CSI of BD-
Willie link and § denotes the maximum CSI estimation error.

To proceed, we consider the Willie’s location and CSI of
BD-Willie link that result in a lower bound of minimum
detection error, which is given by

1
2mmm<

when y:y—i- ﬁx.

2
e . a0
n + CYP |hub|2|gnmx 2

Clow _

maxhp, =
VeO bw

D. Energy Efficiency (EE) Metric
When UAV collects data from BD, the signal-to-noise ratio
(SNR) at the UAV can be expressed as

aPelhus|*
To= "5
Ju

H(r—i\l—x)"

an

where o2 is the noise power at the UAV. Since only passive
components are included in BD’s circuit, the noise at the BD
can be ignored [8]. As such, the number of data that the UAV
can collect is given by Sio: = Blogy(1 + )7Te, where B is
the bandwidth provided for the BD.

Moreover, we note that the consumed power at the UAV
includes the powers for flying, hovering and transmitting,
which are represented by Py, P,.., and P, respectively. Thus,
the overall energy consumption F.,; is given by FE;,; =
Pfo + (PC + Phov)Tc-

Next, we define the EE as the ratio between the number of
collected data and the energy consumption at the UAV, which
can be characterized as

Stoi _
Etot

Blog, (14 )T
Pfo + (Pc + Ph,o'v)Tc.

NEE = (12)

E. Problem Formulation

In this work, we aim to maximize the EE of our proposed
UAV-assisted backscatter communications system subject to
reliability and covertness constraints. By jointly optimizing the
UAV transmit power P. and hovering point u, we formulate
the optimization problem as

Blogy(1 4+ v)Te

13
1}3133< NEE = PiTs + (P. + Phov)Te (o
st Vb 2 Vi (130)
Clow 2 1 —e. (13C)

Specifically, (13b) is a constraint for reliability where the
SNR at the UAV should be no less than a predefined threshold
¢ Constraint (13¢) ensures the covertness of the backscatter
transmission.

III. EE MAXIMIZATION SOLUTION

In this section, an EE maximization solution is designed
to solve Problem (13) by applying a number of mathematical
methods. First, we adopt the alternating optimization (AO)
method to decompose Problem (13) into two subproblems to
solve UAV transmit power P, and hovering point u in an
iterative manner.
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A. UAV Transmit Power Subproblem

We first optimize P, with fixed hovering point u. Thus, the
UAV transmit power subproblem can be formulated as

Blog, (1 + 70‘13““1“'4) T.

2
g u

- 14
rrll:’zlx "EE Pfo + (P(, + Pho'u)Tc ( a)
2
YthOy
t. P> 14b
S c Z Oé|hub|4 ( )
20 2e¢ 1
e (14c)
aglhub g5,

We note that the optimization subproblem is feasible only

2 2 2e
e VthOy, op(e”1-1) : : .
if alhlT < Goll PlgTae - Next, we investigate the optimal

UAV transmit power 1515* in the following lemma.

Lemma 2. The optimal UAV transmit power P} that maxi-
mizes EE is given by

Py
P = DoEOD_ETC . Di , (15)
oLo—4Le 0
T.DoW (2ofp=Te ) N

where [z]7! = min{max{x, v}, 21}, W(-) is the Lambert-W
’Ythﬂi

. h“ *
Sunction, Eqg = P;Tt + PpoyTe, Do = algzbl » Bo= alhup|®’
Pl = 63(926171) ’ ’

aglhus[?lggide]?

Proof. By taking the first-order derivative of the objective
function ngpg in terms of P,, we have

Oner _ f(P)
aPc o (EO + PCTC)27

(16)
where f(P,) = BT, (% —TclogQ(l—i—PcDO)).
Next, to show the monotonicity of the objective function, we
take the first-order derivative of f(P.) as

of(Fe)
0P,

_ _BT.D§(Eo + P.T.) _
~ (1+P.Dg)2ln2 ~ 7

a7

which demonstrates that f(P.) is a decreasing function with

respect to P.. Since f(P.) = £LBoFo > 0 and f(P.) < 0,
P.=0 P,—

thus, there exists one unique point which satisfies f (]50) =0,
which corresponds to

s DoEy-T. 1 s
oW (2eEet) Dol

It can be observed that the original objective function ngg
first increases with increasing P,, until reaches the point
where f (]56) = 0, and after this point, the objective function
keeps decreasing with increasing P,.. By considering the
constraints (14b) and (14c), the optimal UAV transmit power
P’ can be obtained from If’c, Py or P;, as shown in (15).

Thus, we complete the proof. O

B. UAV Hovering Point Subproblem

In this subsection, we optimize the UAV hovering point with
given P,.. To facilitate the following analysis, we introduce an
auxiliary variable ¢ representing the upper bound of (H?+|ju—

r|[?)%, ie., t > (H? + ||u —r||*)%. As such, the optimization
problem can be rewritten as

Blog, (1+ °52) T.

max Ngg = S (19a)
u.t QPfTHH + (P(, + Phov)Tc
QvaP.
st lu—r|? < X2 g (19b)
\V4 ’YULO-'?L
QOéPcQ g'rz}aa: 2
ol > SOEAEE o)
llu—r|)® <Vt—H>. (19d)

Though relaxed, solving Problem (19) is still challenging
due to the fractional structure in (19a). To tackle this difficulty,
similar to [16], we first transform the objective function as

2 2P
Ry 2P g,

o2t

19a) — BT, 1 1
(1 0g2< * (20)

Zo

where p is a non-negative multiplier that can be obtained by
applying Dinkelbach method and Uy = (P, + Py )Te.. With
the aim of maximizing ngg, we seek to transform (20) into
concave function. To proceed, we adopt the successive convex
approximation (SCA) solution to derive a concave lower bound
expression of Zy. Based on the first-order Taylor expansion,
the corresponding lower bound Z is given by

apcm) _ aP.Q%(t —t[n])
t[n]

o2t[n] 203(1+ 24 ) In2”

@n

I(l,b = log, (1 +

where t[n] is the value of ¢ in the n-th iteration.

We note that (19b) and (19d) are convex and the non-
convexity arises from (19c). Next, by applying the similar SCA
solution, we transform the left-hand-side (LHS) of (19¢) as

wo = |[ufn] —x||* + 2(u[n] — )" (u — u[n)), (22)

where u[n| is the value of u in the n-th iteration.
By doing so, the UAV hovering point subproblem can be
reformulated as

2P
w R (23a)

max BT.IZ — 1
QaPeolgh”|®
o7 (0*r — 1)
(19b), (19d).

s.t. wo 2 H2

(23b)

Due to its convexity, Problem (23) can be solved efficiently
by applying interior-point method.

C. Overall Algorithm

The proposed EE maximization solution is summarized in
Algorithm 1 where the UAV transmit power and hovering
point are jointly optimized. Since our solution results in a
non-decreasing sequence of EE, our proposed Algorithm 1 is
guaranteed to converge. Moreover, we note that the complexity
of Algorithm 1 is dominated by that of Problem (23) since the
UAV transmit power is solved with explicit expression. Thus,
our proposed Algorithm 1 is with polynomial complexity of
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Fig. 2. EE versus UAV transmit power F.

NoN;O((3)3), where No and N; are the number of outer
loop and inner loop iterations, respectively, and the base 3
represents the number of variables [17].

Algorithm 1 Proposed EE Maximization Solution for Prob-
lem (13).

1: Initialize: Set P.[0] = 3 W,u[0] =
Stot [O]/Etot [O]) and n = 0.
: repeat(outer loop)
Update P.:[n + 1] based on (15);
repeat(inner loop)
Update u by solving Problem (23);
Update p = BTCI(Z)Z’/(QPlelH + Uo);
until convergence.
Update u[n + 1];
Update the iterative number n = n + 1;
. until convergence.

[280 m,0 m]T, pu0] =

VR NE R

—

IV. NUMERICAL RESULTS

In this section, numerical results are provided to highlight
the effectiveness of our proposed EE maximization solu-
tion. We consider the BD and Willie are located at r =
(300 m, 25 m)T and y = (340 m,0 m)”, respectively. The
path loss component for terrestrial communication is set as
= 1.278,
T.=40s, Q = 1072, B = 10 KHz, 02 = —90 dB, 02 =
—116 dB, g4 = 3 dB, 11, = 3 dB, € = 0.01, H = 60 m,
and o = 1. Moreover, we set the maximum}ocation and CSI
estimation errors as Y = 5 m and § = 10% fp.,.

In Fig. 2, we plot the relation between EE and the UAV
transmit power P, with different values of bandwidth. First,
it can be seen that our analytical result of P, in (15) leads
to the maximum EE, which validates the accuracy of our
derived solutions in Eq. (15). Next, we observe that a higher
EE can be obtained with a larger bandwidth. This is intuitive
since more data can be collected with a larger bandwidth
without causing additional energy consumption, contributing
to a higher EE. Specifically, when B increases from 10 KHz
to 30 KHz, the maximum EE jumps from 1.238 Kbits/Joule to
3.715 Kbits/Joule, corresponding to a 200.08% EE increment.

In Fig. 3, the colormap of EE with different UAV hover-
ing points is plotted. Specifically, in certain UAV hovering
point, if either the reliability constraint or the covertness

50

1.2
1.1
E 1
[0}
2 0.9 g
s 0.8 g
3 07
>
06
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-50
250 300
x-coordinate (m)
(a) Willie is at (340 m,0 m)7T.
50
E
o o
-— =
£ 0 3
5 2
15 g
g H
> w
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(b) Willie is at (320 m,0 m)T".
Fig. 3. Colormap of EE. In certain point, if either the reliability constraint
or the covertness constraint cannot be satisfied, the corresponding EE is set
as 0.

constraint cannot be satisfied, we set the corresponding EE as
0. Moreover, the BD’s location and Willie’s estimated location
are represented by the purple circle and square, respectively.
Several interesting observations can be found according to
Fig. 3. First, if Willie is located at (340 m,0 m)” as shown
in Fig. 3(a), when UAV hovers at any point in the target
area, both the reliability and the covertness constraints can be
satisfied. While as shown in Fig. 3(b), since Willie is located

t (320 m,0 m)” and closer to the BD, there exists certain
areas where the covertness constraint cannot be satisfied when
UAV hovers in these regions.

Next, we can see from Fig. 3 that our derived UAV
hovering point, which is obtained by adopting Algorithm 1 and
represented by the purple triangle, results in a higher EE, thus
verifying the correctness of our proposed solution. Specifically,
when Willie is at (340 m,0 m) as shown in Fig. 3(a), our
derived UAV hovering point at (294.00 m, 24.49 m)7 results
in a high EE of 1.24 Kbits/Joule. Moreover, when Willie is

t (320 m,0 m)T as shown in Fig. 3(b), our derived UAV
hovering point at (268.10 m,22.30 m)” results in a high
EE of 0.99 Kbits/Joule. Moreover, according to Fig. 3(a), we
observe that the optimal UAV hovering point is not at top of
BD. This is because compared to the optimal UAV hovering
point, when UAV is deployed at top of BD, even though a
larger amount of collected data will be achieved due to the
decreased distance between UAV and BD, the overall energy
consumption increases as well since more energy is used for
flying to the top of BD, resulting in a reduced EE.

Copyright © 2023 Institute of Electrical and Electronics Engineers (IEEE). Personal use of this material is permitted. Permission from IEEE must be obtained for all other uses, in any current or future
media, including reprinting/republishing this material for advertising or promotional purposes, creating new collective works, for resale or redistribution to servers or lists, or reuse of any copyrighted
component of this work in other works (see: https://journals.ieeeauthorcenter.ieee.org/become-an-ieee-journal-author/publishing-ethics/guidelines-and-policies/post-publication-policies/).



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication.
Citation information: DOI: 10.1109/TVT.2024.3359182, IEEE Transactions on Vehicular Technology

w
o

—4—B =10KHz
-©-B=20KHz
B =30 KHz

w

n
I3

e_e-e-e-s-e-e-e-s-e

EE (Kbits/Joule)
r
O,
\
°

o

2

|

05 R S "
1 2 3 4 5 6 7 8 9 10 11 12 13 14

Covertness constraint value e %10

Fig. 4. EE versus different covertness constraint values e.

12 o--0 "4
-0
1 _e--%
. _e- -0~
3 1 o-°
3 ¢ —A— Proposed Algorithm 1
£08 - © -Scheme 1
503 Scheme 2
w
w

15 1‘6 1‘7 1‘8 1‘9 2‘0 2‘1 2‘2 2‘3 2‘4 25
UAV flying speed v (m/s)
Fig. 5. Scheme comparison with different UAV flying speeds.

In Fig. 4, we plot the EE versus different covertness
constraint values e. We notice that the EE first increases with
increasing e until € = 9 * 1073, then it keeps unchanged with
increasing €. This is because with a more strict covertness
constraint, i.e., € < 8% 1073, the optimal UAV transmit power
P, is bounded by it, ie. P < ]56. Thus, with increasing e,
the covertness constraint is relaxed and the EE is increased.
When € > 9 % 1072, due to the loose covertness constraint,
P <P is always satisfied and the EE performance cannot
be increased by increasing e.

To show the superiority of our proposed EE maximization
solution, we consider the following two benchmark schemes.

e Scheme 1: Collected data maximization scheme, where
the collected data maximization problem is formulated
by removing the denominator of (13a);

e Scheme 2: Energy minimization scheme, where the en-
ergy minimization problem is formulated by minimizing
the denominator of (13a).

According to Fig. 5, we observe that our proposed Algo-
rithm 1 outperforms other benchmark schemes over a wide
range of UAV flying speeds. Specifically, when v = 25 m/s,
our Algorithm 1 achieves the highest EE of 1.389 Kbits/Joule,
while that of Scheme 1 and Scheme 2 are 1.201 Kbits/Joule
and 0.628 Kbits/Joule, respectively, at least improving 15.65%
of the EE when compared to benchmark schemes.

) V. CONCLUSIONS
In this paper, a covert communication framework was

proposed in UAV-assisted backscatter system, where one UAV
is deployed to collect data from one ground BD in the presence
of a warden. To evaluate the detection performance, the

explicit expression of detection error probability was derived
by considering the location and channel uncertainty of the war-
den. Then, aimed at maximizing the EE subject to reliability
and covertness constraints, a low-complexity iterative solution
was designed by applying a series of mathematical methods.
Numerical results verified the effectiveness of our proposed
solution and highlighted the fundamental trade-off between EE
and covertness constraint. For our future work, one possible
extension is to consider mobile UAV with trajectory design
in the presence of multiple BDs, which results in a more

complicated optimization problem.
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