ZHANG et al.: PREVENTIVE DISPATCH AGAINST ATTACK OF ADJUSTABLE LOAD ON POWER SYSTEM FREQUENCY 35

Preventive Dispatch Against Attack of Adjustable
Load on Power System Frequency

Yuan Zhang, Graduate Student Member, IEEE, Mingxu Xiang, Member, IEEE, Zhengwen Huang,
Member, IEEE, and Zhifang Yang, Senior Member, IEEE

Abstract—With the increase of adjustable loads con-
nected to power systems, there is a growing risk of inten-
tionally exploiting load adjustability to cause power bal-
ance deviations. This poses an obvious threat to power
system frequency, which has been noticed by many system
operators. However, the current dispatch method cannot
consider the attack of load on frequency, let alone
providing a preventive dispatch decision that reduces the
frequency deviation. To address this challenge, a preven-
tive dispatch method that mitigates the impact of adjust-
able load on power system frequency is presented for the
first time. The relationship between the time-varying
power mismatch caused by the attack of adjustable load
and frequency deviation is established. This is achieved by
theoretically deriving the transfer function between sys-
tem frequency and power mismatch in time domain and
discretizing the function into several segments according
to the division of time horizons. A formal analysis of the
error caused by the transformation is performed, which
provides quantitative guidance on the accuracy of the
frequency modeling. Based on this, the worst-case sce-
nario of frequency deviation with adjustable load is de-
termined through solving an optimization model. Then, a
novel preventive dispatch method that guarantees the
system frequency security under the worst-case scenario
is presented. Particularly, the generator ramping behav-
ior after receiving the AGC adjustment command is
modeled by a group of linear constraints to distinguish the
load tracking abilities of generators. Case studies based
on the IEEE30-bus system and a 661-bus utility system
show that the proposed preventive dispatch method can
achieve a 5.8%-19.42% improvement of the maximum
absolute frequency deviation.
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I. INTRODUCTION

Power balance between generation and load in mod-
ern power systems is challenging because of the
increasing fluctuations. It has been widely recognized
by power system operators around the world that it is
necessary to utilize the flexibility of loads as a supple-
ment for the generation side. Since the concept of de-
mand response is proposed in the 1980s [1], its benefits
have been appreciated at different time scales of power
system operation [2], [3].

However, while providing flexibility, adjustable
loads also pose a threat to power balance if the load
control system is attacked and monitored against the
stable operation [4]. Considering that loads are con-
nected to the power grid in a distributed manner with
imperfect cyber-attack defense system, the risk that the
adjustability of the loads is utilized on purpose to create
deviations of power balance is much higher than the
generation side [5], [6]. Especially with the increase of
smart devices, including electric vehicle chargers and
intelligent air conditioners, the influence of adjustable
loads on system operation security has gained the at-
tention in many countries [7]-[9]. Investigations have
performed in many power grids to ensure stable power
system operation when a large scale of load is purposely
adjusted [10], [11]. For example, in 2020, during ex-
treme heatwaves, rapid surges in air conditioning loads
(similar to a coordinated load attack) pushed the Cali-
fornia grid to its limits. To prevent frequency collapse,
CAISO imposed rolling blackouts, causing grave
damage to people’s lives. Centralized control systems
for clustered air conditioning units provide a potential
attack vector for malicious actors to manipulate load
profiles remotely.

Power mismatch caused by the deliberate adjustment
of loads has an obvious influence on system frequency.
Within the scheduling period, the intended load change
can cause a shortage of frequency regulation ability,
leading to unsafe frequency changes. For example,
studies have shown that a 30% increase in demand can
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result in tripping of all the generators on the power grid
model of the Western System Coordinating Council and
cause frequency instability in the system [12]. Also,
with the increasing integration of aggregated flexible
loads, the power grids in China are also concerned about
the frequency fluctuations caused by load disturbances,
especially the platform that gathers a large number of

loads (like the intelligent air conditioner control system).

However, most current research focuses on identifying
or resolving network attacks from the perspective of
information protection and communication systems.
There still lacks a formal quantitative analysis on to
what extent that adjustable load can threaten the fre-
quency and how to schedule the generators against such
risks. To solve this, two prospects are required.

1) The determination of the worst scenario associated
with the maximum frequency deviation facing
time-varying power mismatch caused by the adjustable
load. It requires establishing the relationship between
time-varying power mismatch and the frequency devi-
ation in an analytical form. Also, the potential fre-
quency deviation at different time scales is required.

2) The modeling of system response behavior facing
the frequency deviations caused by the adjustable load.
It needs to formulate the adjustment of generators gov-
erned by the automatic generation control (AGC) sys-
tem when frequency deviation occurs. This modeling
provides the basis for the preventative dispatch that
aims at controlling the frequency deviation.

A. Frequency Deviation Giving Time-varying Power
Mismatch

In the power system scheduling problem, it is diffi-
cult to directly obtain the analytical form of the fre-
quency security constraints due to the nonlinear and
high-order feature of the relationship between fre-
quency and power mismatch [13]. Simplifications are
required to provide a tractable expression of the fre-
quency security constraints in the dispatch problem.
Basically, there are two types of frequency modeling
facing power mismatch.

The first type is the frequency modeling after a large
power mismatch. Relative studies normally focus on the
frequency nadir or rate of change of frequency (RoCoF)
after a given power mismatch, such as when a large and
sudden generation infeed loss occurs [14], [15]. Studies
have shown that an approximate analytical expression
of frequency dynamics can be deduced by simplifying
the governor characteristics of the generator and ne-
glecting the effect of load damping [16]. The excessive
RoCoF and frequency nadir can be handled by the co-
ordination of the control parameters of inertia response
[17] or energy storage [18], [19].

Though the basic frequency response model is
well-established in existing power system analysis, in
this paper, we are mainly interested in the quasi-steady

frequency deviation given the time-varying power
mismatch. It can be regarded as the frequency deviation
value after the time approaches infinity for the afore-
mentioned type of frequency dynamic modeling. Es-
sentially, the quasi-steady state frequency behavior can
be regarded as an integral transfer function of the power
mismatch, where the transfer function describes the
relationship between the power change, corresponding
to a net load change, and frequency deviation [20]. By
neglecting the time response, existing studies widely
acknowledge that the frequency deviation is propor-
tional to the power mismatch according to the primary
frequency response characteristics. In [21], the con-
straints on the frequency deviation are modeled in the
dispatch problem to ensure a secure system operation.
However, the accuracy of this modeling is not verified.
Especially, when determining the frequency deviation
influenced by the adjustable load, the potential fre-
quency at each time step needs to be compared. How-
ever, such a method is still not reported in existing
methods.

B. System Response Behavior Facing Frequency
Deviation

When a large frequency deviation appears, the system
frequency response mechanism will be activated. First,
the primary frequency reserve (PFR) will be effective,
which is typically achieved by the turbine-governor
response and is an autonomous response by the built-in
governor in the generator. Then, the frequency devia-
tion will be further corrected by the deployment of the
secondary frequency reserve, which is typically de-
ployed by AGC [22]. The AGC system will be active
when the frequency deviation exceeds the tolerance, and
generators will adjust to mitigate the power mismatch
and pull the frequency to the normal level [17]. Many
system operators co-optimize the energy dispatch and
frequency reserve to ensure sufficient adjustability
facing frequency deviation [23]. In real time, the regu-
lation reserve is deployed by AGC to balance genera-
tion and load every several seconds under normal op-
eration conditions. Existing studies have shown that the
detailed modeling of AGC actions in the dispatch
problem can lead to an improvement of frequency per-
formance, even considering the forecast difficulties of
the high-resolution demand curve [24], [25]. The regu-
lation adjustment is modeled, and the allocation of the
adjustment to different frequency regulation resources
is proposed in [26]-[28]. When the system faces large
fluctuations, the detailed modeling of AGC actions in
the dispatch problem can ensure that the power system
is more prepared for the frequency response.

However, existing methods still cannot capture the
different ramping abilities of generators when incor-
porating the AGC actions in the dispatch model. When
considering the attack of adjustable load on the system
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frequency, it is important to prepare flexible resources
to track the deviation of the load. This problem will be
addressed in this paper.

C. Contributions of This Work

To deal with the aforementioned issues, the paper
aims to evaluate the threat of adjustable load on power
system frequency and develop a preventive dispatch
method to ensure a secure operation. The contributions
of this work are summarized as follows.

1) The worst-case scenario determination for fre-
quency deviations caused by a load attack is formally
formulated. Deriving the transfer function between the
time-varying power mismatch and frequency in time
domain, the frequency expression considering
time-varying adjustable load is established. Based on
this, a group of load attack scenarios with the largest
frequency deviation at each scheduling time is obtained,
from which the worst scenario across multiple dispatch
intervals is determined, which is absent in conventional
frequency security frameworks.

2) A preventive dispatch model considering the
worst-case scenario of frequency deviation is proposed.
In this model, the different behaviors of the generators
ramping after receiving the AGC adjustment command
is modeled by a group of linear constraints to distin-
guish the load tracking abilities of generators. Then, a
mixed-integer linear programming (MILP) problem is
formulated to reduce the maximum potential frequency
deviation.

The validity of this method is demonstrated by testing
on the IEEE30-bus system and a 661-bus utility system.
The results indicate that the proposed preventive dis-
patch method achieves performance improvement of at
least 5.8%—19.42% in terms of the maximum absolute
frequency deviation.

The remainder of this paper is organized as follows.
Section II presents a method for identifying the
worst-case scenario, while Section III constructs a
preventive dispatch model for dealing with the worst
frequency deviation. Section IV demonstrates that the
proposed preventive dispatch method reduces the
maximum absolute frequency deviation. And Section V
presents the main conclusions of the paper.

II. DETERMINE THE WORST-CASE SCENARIO OF
FREQUENCY DEVIATION WITH ADJUSTABLE LOAD

A. Framework

When considering deliberate attacks of adjustable
load on the system frequency, we need to formulate the
relationship between the power mismatch and the sys-
tem frequency deviation described by a dynamic fre-
quency response model of the system via differential

equations. Currently, a simplified model is commonly
used, which directly describes the frequency deviation
as a linear function of the power mismatch according to
the primary frequency modulation coefficient. It results
in modeling error considering the steep frequency
fluctuations. Although improved methods have been
proposed, there still lacks an efficient method to coor-
dinate the requirements of analytical form and modeling
accuracy. Without a proper modeling of frequency de-
viation, giving the power mismatch, the worst-case
scenario cannot be precisely identified.

To address this issue, an analytical relationship be-
tween the frequency deviation and power mismatch is
formulated in this section. Using the adjustable load p,

as a decision variable, the power mismatch Ap_ can be

directly formulated. Note that the load forecast uncer-
tainty is considered as a component in the change of
load. According to the system frequency response
model, the frequency deviation Af caused by the

power mismatch can be described as a first-order inertia
transfer function, shown as the red block in Fig. 1. The
secondary frequency modulation and specific nonlinear
links, such as amplitude limiting, are neglected here.
The aim is to derive the transfer function in time domain
and discretize the function into several segments ac-
cording to the division of time horizons, such that the
discretized expression of frequency deviation can be
obtained. Based on the theoretical analysis of the mod-
eling error, it shows that a satisfactory accuracy can be
achieved using a computationally tractable expression
to approximate the frequency characteristics.

With the analytical relationship between frequency
deviation and adjustable load (also power mismatch),
the worst-case scenario can be identified by using the
frequency deviation as an optimization objective. An
optimization model in a MILP form is formulated to
achieve this task.

# Object function: max frequency deviation Af

Adjustable load p, ¢) Power mismatch modeling
Power mismatch Ap,
I Generation output p, |

a) Load modeling

b) Generators
modeling
Pl Ap, I Af i
Frequency domain |
d) Frequency ! Ms+ D ;
modeling : ¥ :
i | Af = f(ap,) | Time domain :

@ A set of attack scenarios

max {max Af (1), max Af(2),---, max Af (T, )}
Pa P Pa

L

| Worst-case scenario of frequency deviation with adjustable load

Fig. 1. Outline of the method to determine the worst-case

scenario.
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B. Expressions Between Power Deviation and System
Frequency

A sudden change in load will give rise to unbalanced
power, thereby resulting in frequency deviation. In
order to ensure sufficient system frequency regulation
ability in the case of large power deviation caused by
deliberate load attacks, it is necessary to construct the
frequency expression Af as a function of the load ad-

justment.

The typical model of system frequency response is
shown as the red frame in Fig. 1. The governor charac-
teristics are expressed as a first-order inertia element in
this model, where Ap, is the difference between load

and generation reflecting the imbalance caused by the
adjustable load; M is the system moment of inertia; and
D is the load damping coefficient. On the basis of the

transfer function, the relationship between Ap_ and

Af is:

Af =Ap_ x 1
\f=Ap, i D (D

The transfer function of the system can be derived
into the time-domain expression of the frequency re-
sponse by the inverse Laplace transform:

M= @ de @

Equation (2) is the basic continuous-time frequency
deviation model, which demonstrates the relationship
between the frequency deviation and generation-load
power imbalance. However, the integral part exhibits
intractable mathematical complexity. To address this
problem, a discretization of the integration time horizon
[0, 7] is used here:

[O’t]:[to’tl]U[tl’tZ]U'”U[tn—l’tn] (3)
where £, =0 and ¢, =¢.

Then, the integral interval can be divided into »
segments, as:

4 2(f—l') 153 2(f—l')
| jo Ap,. (r)e™ dr—s—_[t Ap (v)e™ dr+
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If the interval is sufficiently small, the integral vari-
able Ap,_ (7) can be regarded as a constant in each in-
terval as Ap(x,), where x, €[t,_,,,]. Equation (4) can

be approximated as:
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As t, =t, the last item e =1. Equation (5) can
be rewritten as:

= ﬂ(,_,,) ﬁ(,_,kl)
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(7)
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Notably, eﬁ(H"’]) is monotone decreasing because
of the negative exponent, and its value tends to zero
with the increase of ¢ —¢, in certain D and M. Hence, for
(7), the former component is approximately zero as the

D . . .
value of H(t_ti) is relatively large in these terms.

Equation (7) can be rewritten as:
1 ety
ANGE 5Ap<xn>[1 e )] ®)

Because x, €[t, ,,¢,] and Ap,, is discrete with in-
terval K in dispatch model, Ap(x,) is set to Ap, (¢, ;)
and the interval length of [#,_,,¢,] is matching the discrete
interval of Ap . Finally, the analytic frequency expres-
sion is obtained by the numerical integral method, as:

AF(6) ~ %Apm (t-K) (1 - eMKJ 9)

The frequency deviation is therefore linearly related
to power mismatch, and is positively associated with the
power mismatch from the previous scheduling moment.

According to the process from continuous-time fre-
quency deviation to discrete formulations, two ap-
proximations introduce errors: piecewise constant
power mismatch and truncation of historical terms. The
former arises from assuming Ap_(7) to be constant

within each discretization interval, which is associated
with the rate of power change. The latter is from the
former component of (7), which is approximately zero.
For the above sources of error, the choice of the
time-step K is a practical way to minimize discretization
error. The numerical results in Section IV show that the
errors are practically negligible, ensuring the proposed
method’s reliability for industrial applications.

When the power mismatch is incurred by attacks on
the adjustable load, the system frequency will fluctuate.
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Based on the frequency deviation described by (9), the
worst-case scenario caused by attacks of adjustable load
can be identified. The scheduling plan can be adjusted
in a timely manner to ensure frequency security ac-
cordingly.

C. Determine the Worst-case Scenario

In practical operations of power systems, the system
operator is obliged to implement secure and economic
dispatch. Considering the potential risk that a large
amount of adjustable load may be maliciously con-
trolled, the risk to the power system will be greatly
increased. Therefore, this subsection determines the
worst-case scenario for the load attack, providing a
basic scenario for preventive dispatch.

Based on the analytical frequency model above, the
deviation of the adjustable load is taken as the decision
variable, and the situation with the largest frequency
deviation can be determined.

Suppose T'is the total number of scheduling intervals,
which is further divided into K number of short intervals
to mimic the frequency sampling, while / is the set for
generators.

Continuous variable p, is the adjustable load, which

is the main optimization variable to determine the
worst-case scenario. For generator modeling, continu-
ous variables are the generation output and the dis-
patched regulation-up/down capacity of generator i, i.e.,

[pg,i,Rup/dn,iJ. Continuous variables [Apm,ApSys,Ap,}

are the power mismatch of the system, the regulation
mileage requirement, and the output adjustment of reg-
ulation generators, which are related to the modeling of
power mismatch.
The objective is to find the load value that causes the
frequency deviation, shown as:
max Af' (10)
Pa
A set of constraints is shown as the following sub-
sections.

1) Load Modeling
zptk Dtk_i_p;k’

iel

k=1 (11)

pit < pit < pi™ (12)

where p;f is the generation output of generator i in the

kth short interval of the th dispatch interval; D" is the
basic load of the system in the kth short interval of the

tth dispatch interval; p.* is the system adjustable load
in the kth short interval of the t#th dispatch interval; and

max/min

)2 is the maximum/minimum adjustable load.

Equation (11) is the power balance constraint and the
limits to which the adjustable load may be varied are set
by the minimum and maximum values in (12).

2) Generator Modeling

0<R,, mln{ R

Bip.io i,max,up} (13)

t
O<R, < mm{rdn,,R,.,maX,dn}
t t
ZRup,i 2 Rup,sys

iel t (14)
ZRdni = Rdn%y%

iel

rdnz\pgz_pt1< up,i (15)
Pg,i,mm Rénz =~ pgz =~ Ijgt max _Rlllp,i (16)

where R, ., is the dispatched regulation-up/down

capacity of generator i in the rth dispatch interval,
is the maximum available regula-

i,max,up/dn

tion-up/down capacity of generator i; 7, is the in-

up/dn,i
tra-interval ramping-up/down capability of generator i

between two short intervals; R’ is the system reg-

up/dn,sys
ulation-up/down capacity requirement in the th dis-
patch interval; and P is the maximum/minimum

g,{,max/min
generation output of generator i.

Constrains (13) and (14) ensure that the dispatched
regulation capacity is not larger than the maximum
capacity of the generator and the sum of the dispatched
regulation capacity could meet the system requirement.
Constrains (15) and (16) are operational constraints for
generators.

3) Power Mismatch Modeling

f= (D pt) -2 pit

t,
Ap;
iel

ALt =(D" + pit )= plt -

iel

|:(Dt,k1+p(tikl) szk1:| Apm _Ap‘tnkl

iel

(17)

(18)
d-(1-z)o<Apll <d+zjiw (19)
—d-zio<Apl<-d+(1-z})o  (20)
t+1,k

t,k—1 pt p’,i
Pyi = Pai % (21
Py =pe T At (22)
AP =D Aplt (23)

iel

t,k

where Ap%t Apgyg, and Ap;" are the power mismatch

of the system, the regulation mileage requirement, and
the output adjustment of regulation generator i in the kth
short interval of the sth dispatch interval; and @ is a
large positive constant [27].
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The power mismatch, which is associated with the
frequency deviation and causes the regulation genera-
tors to adjust to maintain frequency security, is caused
by the difference between generation and load, as
shown in (17). Regulation mileage refers to the sum of
absolute changes in generation output following AGC
signals, which is the difference of the continuous power
mismatch, as shown in (18). Because the generation
output of regulation generators does not change before
activating AGC, the mileage requirements are com-
pared with the dead band through (19) and (20) by in-

troducing the integer variables z*, . The system reg-

up/dn *
ulation and intra-interval generation adjustment are
explicitly formulated in a mixed-integer optimization
model [28]. For non-regulation generators, the genera-
tion output gradually changes to the set points of the
next dispatch interval. Hence, it is modeled as a linear
ramp in accordance to industrial practice, as shown in
(21). For regulation generators, their output will be
adjusted based on the previous short interval, as shown
in (22) and (23).

Then, a set of attack scenarios to make the maximum
frequency deviation can be obtained by the dispatch
model formulated in (10)—(23), where (10) is the ob-
jective function. The entire adjustable load can be at-
tacked at any time. Among this set of scenarios, the
scenario with the largest frequency deviation is the
worst-case scenario, as shown in (24). The process of
obtaining the set of attack scenarios can be solved in
parallel, which greatly accelerates computation speed,
decreases computation time and improves computation
efficiency.

max {max Af (1), max Af'(2), -, max Af (To)} (24)

where 7 is the total number of dispatch intervals.

Thus, the worst-case scenario for adjustable load de-
viations can be determined. The corresponding schedule
adjustments to mitigate the resulting frequency threat
are addressed in the following section.

III. PREVENTIVE DISPATCH AGAINST WORST
FREQUENCY DEVIATION

A. Framework

To prevent the potential frequency risk caused by the
adjustable load, the generation scheduling needs to be
adjusted as well, e.g., more reserves with higher load
tracking abilities can be prepared. In the event of power
mismatch, the generators are adjusted according to the
command from the AGC system. It is evident that dif-
ferent generators exhibit different load tracking abilities
[16]. However, existing dispatch model cannot analyt-
ically distinguish these differences in generator re-
sponse to the AGC system. To achieve this, two steps
are required, as shown in Fig. 2. First, the allocation of

power mismatch to individual generators that mimics
the AGC system is required, as reported in recent stud-
ies [29]-[31]. Second, the generator ramping behavior
after receiving the AGC adjustment command needs to
be modeled, to distinguish generators load tracking
abilities.

Power mismatch without the

X AGC trigger Dead band generator ramping behavior
Power .,
mismatch
9] | —
x
Interval | Interval & Interval X
.y Take AGC action of interval k as an example

Stage |: mileage requirements allocation

Regulation generator 1
Mileage requirement

Regulation generator 2
of interval & = .

Regulation generator »

Stage 2: regulation generators adjustment

Ramping behavior of
regulation generator 2

Ramping behavior of
regulation generator 1

o]

(@]
Interval & Interval &

Fig. 2. Generators are adjusted to deal with the power mismatch.

After the modeling of generator actions, a preventive
dispatch model against adjustable load attacks on sys-
tem frequency can be formulated. The frequency devi-
ation can be directly constrained to ensure safe system
operation.

B. Modeling of the AGC Action for Frequency Regula-
tion

First, the modeling for the allocation of power
mismatch to individual generators is presented. Be-
cause of the difference in generator regulation-up and
regulation-down, it is necessary to distinguish between
regulation-up and regulation-down requirements.
According to (17)—(20), the mileage requirements can
be further divided into regulation-up requirements and
regulation-down requirements, as shown in (25) and
(26). The solving process is accelerated by the strate-
gies that regulation-up requirements and regula-
tion-down requirements do not come at the same time,
as shown in (27).

t,k t.k t,k t.k
Ap, — (1 -z, )a) < Apy, < Zyy @

b At At o {1 i (25)

Zyp W= Apup = Apsys + (1 Zy )a)

~Apt - (1-z Yo < Aplf < zifw 3

—Zp 0 < Apyl <—Aplt+ (1 gt )w (26)
Zo + 2 <1 27)
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where Apf;;/dn is system regulation-up/down require-

ments in the kth short interval of the #th dispatch interval.

The mileage requirements are allocated to each
regulation generator by (23).

The above work refers to [28]. In fact, the generators
cannot immediately reach the assigned mileage re-
quirements. The response time of regulation generation
to reach the allocated adjustment cannot be neglected
because of its capability of ramping up to full output in
tens of seconds, which is comparable to the AGC
timescale. Hence, the next stage is the modeling of
generator ramping behavior after receiving the AGC
adjustment command, which is one of the contributions
of this paper.

Different from the generators climbing constraint
(15), the AGC adjustment command received by each
generator needs to be executed as quickly as possible.
For example, at ¢, Ap, is allocated to generator i, as
shown in Fig. 3.

Ramping behavior of regulation

Allocated 4 generator /
adjustment
Aﬁ%
Ap, Aﬂ B
ap A N
e

A J

f +];
Fig. 3. The ramping behavior of regulation generator i at .

The generator needs a certain response time to reach
the distribution point. Ap, is divided into segments such
as Ap,,Ap,,,+,Ap,; , where j, is the number of

segments, shown as:
J
Ap, = ZApi, J
j=1

Assume the generator ramps linearly, which means
that the adjusted power allocated to the generator is
evenly distributed over the following periods, where

Ap,, =Ap,, =---=Ap,, Hence, equation (28) can be

(28)

rewritten as:
1
Api,j = ]_.Api (29)

where j, is associated with the adjustment capacity of

each generator, with smaller values indicating faster
ramping and shorter adjustment times.

Besides, the generator is adjusted only when it is as-
signed an adjustment amount and the previous adjust-
ment amount has been completed. Hence, integer vari-

t.k 1,k : e .
ables z; , and z,, are introduced to distinguish

whether generator i is adjusted to balance the in-
tra-interval fluctuations. If generator i provides the

t,k

wupan; Will be constrained to 1; otherwise, it

regulation, z

will be constrained to 0.

AP pian = 2 AP o (30)
iel
& k Lk Jk
Apfxp/dn,i - (1 - Z;,up/dn,[ ) @ g Apilp/dn,i < Z;,up/dn,[ (3 1)
t,k < A t,k < A tk 1 t,k
_Zg‘up/dn,ia) =~ pup/dn,i =~ pup/dn,i + ( - Zg,up/dn,i )CD
Ji~l 1 )
APt = Ay + AP =D —Ap (32)
j=0 Ji
it
(33)

t,k <
Z Z g up/dn,i 1
k=t,

where Ap;})k/dn’[ is the allocated regulation-up/down

requirements of generator i in the kth short interval of
the rth dispatch interval; Apl."ff"" is the output adjust-

ment of regulation generator i in the (k— j)th short

interval of the tth dispatch interval.

The generator ramping behavior after receiving the
AGC adjustment command is modeled. Hence, when
the power difference is larger than the dead band and the
generator has the ability to adjust, equation (22) is

transferred to:
P =pi (33)

Combined with (23), mileage requirements are op-
timally allocated to each generator. This ensures that the
AGC generators with higher ramping capability are
assigned larger mileage requirements, thereby main-
taining frequency stability following AGC command.
Otherwise, insufficient ramping response would ag-
gravate power imbalance, resulting in higher regulation
costs and undermining the objectives of the dispatch.

Finally, equations (25)—(27) and (30)—(34) present
the modeling of generators considering the difference in
load tracking ability. The model supports the dispatch of
fast generators to prepare for load attack, thus ensuring
frequency security.

+ Aqu‘jk.

C. Formulations of the Preventive Dispatch Model

After modeling the frequency and AGC generator
behaviors, the preventive dispatch model can be estab-
lished under the attack of adjustable load.

The objective is to minimize the total operating costs.
The three items in (35) are the energy costs, regulation
capacity costs, and regulation mileage costs successively.

min Z z Z[Cg,tp;,,: +(Cup,[R|§p,[ +Cdn,iR<;n,i )+Cm,iApit’k :|o

tel keK iel

power balance constraint: (11)

generator constraints: (13)—(16)

s.t.< power mismatch constraints:

(17)=(21), (25)=(27), (30)—(34)

frequency constraints: (9), Af™ <A/ <A™
(35)
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where C. ., C

g2 up/dn,i >

and C

ulation-up/down capacity cost, and regulation mileage

are the energy cost, reg-

i

cost of generator i, respectively; and Af™ ™ is the

maximum/minimum frequency deviation.

As the worst-case scenario of frequency deviation
with adjustable load has been determined, the adjustable
load is set. Hence, according to loading modeling, only
the power balance constraint is preserved.

Finally, the preventive dispatch against the worst
frequency deviation is formulated by (35). For the
convenience of computing, a linear objective function is
used. The general framework is shown in Fig. 4. As all
constraints are linear, the models established in this
paper are MILP models, which can be easily solved.
The computational time of the dispatch model is crucial
for practical applicability of the proposed method. Be-
cause of the fewer time intervals and the
non-complicated problem, the proposed MILP model
achieves good computational performance in the case
studies. It is obvious that with the increase in time res-
olution and number of generators, leading to an increase
in constraints accordingly, computational challenges
arise. For larger systems, calculation times may be
prohibitively long. Several approaches can be adopted
to address this issue; for example, the root relaxation of
the dispatch problem is often close to a feasible solution,
as observed in many discrete dispatch problems.

| Input: net load forecasting curve |
Section 11 v

Worst-scenario determination

| Object: max frequency deviation ‘
Constraints
\ Load modeling |
‘ Generators modeling |
‘ Power mismatch modeling |
‘ Frequency modeling |

| Output: adjustable load causing worst frequency deviation |
Section 111
Preventive dispatch model

| Object: min total costs ‘

Constraints

‘ Power balance constraints |

‘ Generators modeling |

Power mismatch modeling with generator
AGC adjustment

‘ Frequency modeling |

i

| Ensure a secure operation |

Fig. 4. Framework of the proposed preventive dispatch method.

It should be noted that the inertia of the whole system
is considered, but the inertia of a single generator is not

analyzed in detail. Hence, the delay factor of the gen-
erator after receiving the AGC control signal is not
considered, whereas the ramping process of the gener-
ator is modeled. While the linear ramping model sim-
plifies computation and enables accessible optimization,
it has inherent limitations in capturing real-world gen-
erator dynamics. For example, neglecting nonlinear
ramping may cause temporary mismatches between
AGC commands and actual output. Besides, high pen-
etration of renewables amplifies power mismatch vola-
tility. Linear models may fail to coordinate fast-ramping
generators with slow-ramping units effectively. Refine
the generator inertia difference, delay mechanism and
nonlinear ramping can be explored in subsequent re-
search.

In addition, the model assumes static prices according
to (35), indicating constant price during dispatch, so it
fails to capture dynamic market mechanisms or incen-
tive structures that could reshape generator behaviors.
Varying economic incentives profoundly influence
resource allocation and frequency stability, which can
also be incorporated into future research.

IV. CASE STUDY

The effectiveness and accuracy of the proposed pre-
ventive dispatch model considering the attack of ad-
justable load on power system frequency is verified on
the IEEE30-bus system and a utility system. To ensure
sufficient regulation capacities are reserved, the system
regulation-up/down capacity requirement of each dis-
patch interval is set to 5% of the peak load in the interval.
For simplicity, all generators submit the same cost for
regulation-up/down services, and dispatch is imple-
mented every 5 min for six dispatch intervals (30 min.
Each dispatch interval contains 10 short intervals (each
short interval is 30 s).

Three methods are compared to demonstrate the ef-
fectiveness of the proposed preventive model:

1) M1: the proposed preventive dispatch model with
the modeling of AGC action for frequency regulation
considering the attack of adjustable load on the power
system frequency;

2) M2: current dispatch model without the AGC ac-
tion for frequency regulation;

3) M3: current dispatch model without taking any
measures after the attack of adjustable load.

The hardware environment used in this paper is a
personal computer with an Intel(R) Core(TM) 17-8700K
CPU@3.70GHz 32.0 GB RAM. The optimization
model is solved on the software platform MATLAB
using GUROBI 11.0.0 as the solver for the MILP
problem [32]. The total execution time for solving the
problem in the IEEE30-bus system is approximately
1.0811 s, while in the practical utility system, it is
1.1424 s, meeting the practical requirements.
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A. IEEE30-bus System

The IEEE30-bus system is first used to test the pro-
posed model. The total system load is the sum of the
base load and the adjustable load. In this case, the ad-
justable load range is set to 0 to 25% of the maximum
generator output, which does not affect the effectiveness
of the proposed method. The parameters of the gener-
ators in the IEEE30-bus system are summarized in [33],
with a total of 6 generators being contained in this case.

1) Worst-case Scenario Determination

Before the worst-case scenario is confirmed, the ef-
fectiveness of the characterization of frequency should
be verified. To validate the effectiveness of the estab-
lished expressions (9) for power deviation and system
frequency, a continuous set of power deviations is
randomly generated. Compared with the time-domain
simulation, which serves as the actual frequency, the

frequency deviations obtained by (9) are shown in Fig. 5.

The cumulative error is 8.09 X 104,

Taking the 7th dispatch point as an example for (7)—
(9), the value of each component of (7) is shown in Fig. 6,
and the results for different values of K are compared.
Obviously, the former components are approximately 0.
The actual frequency deviation is 0.0454 Hz, which is
near the last component. It should be noted that each
short dispatch interval is 30 s in this case. For the value
of K, it is advisable to maintain consistency with the
dispatch interval, as it results in fewer fitting errors and
is also convenient.
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Fig. 6. Each component of Eq. (7) for different K.

It is observed that Eq. (9) can obtain frequency results
highly similar to those obtained by time-domain simu-
lation. Therefore, the proposed frequency constraint,
with a tolerable loss of accuracy, can be easily incor-
porated into commonly used scheduling models.

The worst-case scenario of frequency deviation with
adjustable load is obtained by optimization based on M3.
A set of attack scenarios can be obtained by taking the
maximum frequency deviation of each scheduling
moment in the scheduling period as the objective func-
tion. In this set of scenarios, the scenario with the largest
frequency deviation is the worst-case scenario.

Maximum frequency deviations with/without attack
for each scenario are shown in Fig. 7. It is observed that
the worst attack scenario appears in the 20th dispatch
point (as illustrated by the red circle in Fig. 7). Hence,
the worst-case scenario is determined, and the fre-
quency deviation is shown in Fig. 7.

T T T T T T
—e— Maximum frequency deviation for each attack scenano

—=— Maximum frequency deviation without attack for each scenario
Frequency deviation under worst-scenario

0.05F

Frequency deviation (Hz)
(=)

-0.05

0 I 500 ‘ 1000 ‘ 1500
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Fig. 1. Frequency deviation in each scenario for the IEEE30-bus

system.

The load curves in the worst-case scenario before and
after the attack of adjustable load are described in Fig. 8.
The frequency deviation is compared in Table 1. It can
be seen that the attack of adjustable load leads to unsafe
frequency changes. In the following sections, the
comparisons among the different methods are per-
formed under the worst-case scenario.

254 T
252 ~ 1
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—— Load curve before attack
34r Load curve after attack
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Fig. 8. Load curve for the IEEE30-bus system before and after
the attack of adjustable load.
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TABLE I

COMPARISON OF FREQUENCY DEVIATIONS AND TOTAL OPERATING

CoSsTS
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Before the attack of

After the attack of

Index adjustable load adjustable load
The range of B .
A (Hz)  (3:6080X1074.8005X10)  (-0.0484,0.0364)

2) Analysis of the Dispatch Results

By comparison, only generator 1 is dispatched in M1 as
it is faster than generator 4. Correspondingly, Af is

0.01 829 Hz in M1 and 0.02 621 Hz in M2.

60 T T T T T T

The superiority of the proposed model (M1) can be
seen in the improvement of the system frequency per-
formance, as shown in Table II and Table III.

TABLE II
FREQUENCY PERFORMANCE OF M1, M2 AND M3 IN IEEE30-BUS
SYSTEM
M1 M2 M3
The range of Af (-0.0390, (—0.0414, (—0.0484,
(Hz) 0.0198) 0.0262) 0.0364)
The maximum
absolute frequency 0.0390 0.0414 0.0484
deviation (Hz)
The standard devia-
tion of Af (Hz) 0.011 36 0.013 16 0.014 97
Root mean square
0.011 36 0.013 24 0.014 98
error of Af'
TABLE III
PERFORMANCE IMPROVEMENT OF M1 COMPARED WITH M2 AND M3
(%)
Performance improvement Compared with  Compared with
prov M2 M3
The range of Af 13.02 14.78
The maximum absglute 580 19.42
frequency deviation
The standard deviation of Af 13.68 24.11
Root mean square error of Af 14.20 24.17

It can be observed that M1 exhibits superior fre-
quency performance, as reflected by improvements in
the range of Af, the maximum absolute frequency

deviation, the standard deviation, and root mean square
error of Af. Specifically, these metrics are improved by

13.02%, 5.80%, 13.68%, and 14.20%, respectively,
compared with M2. This indicates that frequency devi-
ations can be kept smaller and more stable by imple-
menting the proposed preventive dispatch model. This
improvement arises because, following AGC adjust-
ment commands, generators with faster ramping capa-
bility respond more rapidly, thereby enhancing overall
frequency stability.

For instance, the results show that generator 1 and
generator 4 are regulation generators. Actual generation
outputs of generator 1 and generator 4 obtained by M1
and M2 are shown in Fig. 9, with generator 1 exhibiting
better climbing performance than generator 4. The reg-
ulation-down mileage requirement is 0.77 MW at the
dispatch interval indicated by the blue circle in Fig. 9. In
M2, generator 4 is dispatched to provide the regula-
tion-down service as its cost is lower than generator 1.
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Fig. 9. Actual generation output of generator 1 and generator 4
obtained by M1 and M2.

In summary, benefiting from the modeling of the
frequency regulation behaviors, the proposed dispatch
method can maintain frequency security under the at-
tack of adjustable load.

B. Practical 661-bus Utility System

To validate the scalability of the proposed method,
the performance of the proposed method is tested on a
practical utility system. This system is based on a pro-
vincial power system in China. It consists of 661 buses
and 48 generators. Details of this practical system can
be found in [33].

Maximum frequency deviations with different attacks
for each scenario are shown in Fig. 10. It is observed
that the worst attack scenario is determined as the 41st
dispatch point (as illustrated by the red circle in Fig. 10).

The load curves before and after the attack of ad-
justable load are described in Fig. 11. The red line
shows the load curve in the worst-case scenario.
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Fig. 10. Frequency deviation in each scenario for the practical
661-bus utility system.
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Fig. 11. Load curve for the practical 661-bus utility system

before and after the attack of adjustable load.

Comparing M1 with M2, the frequency deviation in-
dices are shown in Table IV. It can be seen that the
proposed method improves the frequency performance,
resulting in smaller maximum absolute frequency de-
viation with a 6.8% improvement compared with M2.
The reason is similar to that illustrated in Section
IV.A.2).

TABLE 1V
FREQUENCY PERFORMANCE OF M1 AND M2 IN THE PRACTICAL
661-BUS UTILITY SYSTEM

M1 M2 Performance
1mprovement
Th £ Af (H (—0.0888,  (—0.0953, N
erange of A (H2) ) 0468y 0.0421) 1:34%
The maximum a.bsolute 0.0888 0.0953 6.80%
frequency deviation (Hz)
The standard deviation o
of Af (Hz) 0.0234 0.0249 5.88%
Root mean square error .
of Af 0.0234 0.0249 5.88%

V. CONCLUSION AND FURTHER DISCUSSION

In this paper, a preventive dispatch method against
attacks of adjustable load on power system frequency is
presented. First, the relationship between power fluc-
tuation and frequency deviation is established by de-
riving the transfer function. Based on this, the
worst-case scenario for the attack of adjustable load is
determined. To adjust the generation schedule against
such frequency threat, the intra-interval frequency reg-
ulation behaviors of generators are modeled. Subse-
quently, the preventive dispatch model, which is a
MILP model, is introduced and can be solved for
straight away. The results of the case study show that
the proposed method is reliable and improves system
frequency security. While the foundational model is
classical, its novel application to worst-case scenarios
and scalable implementation in real-world systems
show its technical and practical significance.

A thorough comprehension of the risk posed by ad-
justable loads to power systems can offer guidance for
enhancing the operational strategy of power systems.
The presence of renewable energy sources and the un-
certainty associated with their power will affect the
frequency deviation in the case of an attack of adjusta-
ble load. The proposed preventive dispatch method is
inherently designed to address time-varying power
mismatches, making it adaptable to systems with high
renewable penetration. However, renewable energy
fluctuations may have different statistical properties,
such as higher frequency and magnitude, which may
require to adjust model parameters or add additional
constraints. Further research could enable more precise
prediction of the impact of adjustable load attack on
power system frequency and account for additional
uncertainties, thereby establishing more realistic
worst-case scenarios. Combined with the research pre-
sented in this paper, the security and robustness of the
power system can be enhanced, and the risk of fre-
quency attack by the adjustable load can be
well-controlled.
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