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compared to other objectives, though with some room for
greater alignment with the EU's agenda.

Following the case study insights, the article turns to the
widely used remedy of blocking injunctions. The issuing of
blocking injunctions directly hinders users' right to access
the metaverse and might encroach upon the fundamental
right of freedom of expression and information of meta-
verse users and therefore, a limited degree of compatibility
with the EU's metaverse agenda objectives has been
observed. Finally, the authors put forward two core rec-
ommendations that constitute a targeted approach which
could result in more effective IP enforcement within me-
taverse gaming platforms and other metaverse platforms
which function in a similar fashion, that is, which enable
online user interactions in real time and may serve as social
hubs for the public. The first is a legal reform proposal to
amend Article 3 of the IP Enforcement Directive to include
an additional sub-section entailing key principles of the EU
Commission's metaverse policy when it comes to meta-
verse gaming providers. The second is a techno-legal rec-
ommendation for the use of Al enforcement tools within
metaverse gaming platforms with the aim of safeguarding
IP rights whilst at the same time achieving a higher degree
of alignment aligned with key EU strategic goals for the

metaverse context.
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1 | INTRODUCTION

Metaverse® platforms can be described as real-time, immersive and persistent environments that combine physical
and virtual features, enabling internet users to interact by means of an avatar in different activities.2 Their rise has
opened new horizons for the creation, promotion and distribution of intellectual property (IP) content while their
popularity has skyrocketed with estimates suggesting that the metaverse platforms attract around 700 million
active users on a monthly basis;® this number is expected to grow to 2.6 billion by 2030.* From an economic
perspective, the market size of the metaverse is expected to grow from EUR 27 billion in 2022 to over
EUR 800 billion by 2030, thereby contributing between 10% and 12.08% to the development of the Digital

Economy's share of the global GDP.> At policy level, the European Commission's Strategy on virtual worlds
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accentuates the seminal role of the metaverse ‘...to boost the cultural and creative industry, from fashion to video
games, cultural heritage, music, visual arts and design, by offering new ways to create, promote and distribute
European content and engage with audiences.”®

As the technology evolves, the impact of the metaverse platforms on various industries is also evident. A
prominent example can be found in the cultural and creative industries and in particular, in the gaming industry.”
Many gaming metaverse platforms are prospering financially and attracting a high number of users. Representative
examples can be found in Roblox which has an estimated 380 million monthly active users,® in Minecraft, which has
been acquired by Microsoft for EUR 2.5 billion 2014, of which 240 million copies were sold by 2021%; and in

5.0 These gaming platforms operate in the

Fortnite, which has attracted over 60 million daily active users in 202
metaverse either on centralised or decentralised models. They have a dual function, offering to users access to
various virtual ecosystems and realities, while at the same time they also serve a social function as fora for public
discourse and user engagement in real time.*!

Yet these technological advancements come with significant legal challenges. In fact, in the recently adopted
Resolution on Virtual worlds—opportunities, risks and policy implications for the single market (2022/2198(INI)) in
January 2024, the European Parliament highlighted that the advent of virtual worlds presents governance-related
concerns in specific areas, including in relation to user-generated content, intellectual property rights and funda-
mental human rights.?? Some of the challenges have already been addressed, albeit imperfectly, while others have
yet to be addressed.® Indeed, with regard to the latter, a high number of intellectual property infringements might
take place within gaming metaverse platforms by means of non-fungible tokens or NFTs.**

At the same time, certain current IP enforcement mechanisms might be ill-equipped to meet challenges re-
garding gaming platforms in the metaverse. Consider, for instance, the remedy of blocking injunctions. Whilst
blocking orders against NFT platforms can be issued, it is questionable whether they should be enforced against
online gaming platforms in the metaverse. Doing so might not only be detrimental to digital innovation, but might
also defy the values and aims of the European Commission's policy agenda, namely to create ...open, interoperable
and innovative virtual worlds that can be used safely and with confidence by the public and businesses’.*®

Against this background, this article engages with the virtual worlds' global governance debate set forth by the
European Commission (EU Commission), highlighting key IP challenges and identifying specific governance needs in
the context of gaming metaverse platforms. Currently, there is limited academic scholarship on the enforcement of
IP rights in metaverse platforms, which mainly engages with stances of copyright and trade mark infringements and
the legal issues that revolve around applicable laws and jurisdictions in this context.2® Yet, no scholar so far has
examined the interaction of the enforcement of IP rights in gaming metaverse platforms in the context of the virtual
words' global governance debate and the Declaration on Digital Rights and Principles that have been initiated by
the European Commission.

This article aims to make a significant and original contribution to the discourse of enforcing IP rights in gaming
metaverse platforms. To do so, this article addresses the challenges that revolve around intellectual property rights and
endeavours to align the goals of the IP Enforcement Directive with the strategic goals of the EU Commission for the
future development of virtual worlds by means of novel recommendations tailored to the gaming metaverse ecosystem.

This article delineates a comprehensive framework for the achievement of effective metaverse governance that
reflects EU values and offers greater respect for intellectual property rights. The proposed framework set forth by
the authors would ensure an open and inclusive digital environment that on one hand serves and benefits busi-
nesses of all sizes and on the other, facilitates a digital space conducive to public participation. To do so, this article
follows a two-strand methodology. It engages in a doctrinal legal analysis and a policy-oriented assessment. It
comprises four substantive sections. First, the article highlights the risks for copyright and trade mark infringements
in the metaverse context under the EU legislative framework, taking into consideration landmark case law from the
CJEU. The narrative moves to the enforcement of copyright and trade marks in metaverse gaming platforms;
assessing the extent to which the enforcement aligns with the EU Declaration on Digital Rights and Principles (EU

Declaration) and the broader EU Commission's Strategy for virtual words (EU Strategy). In particular, the article
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undertakes a focused analysis of the Terms of Service (ToS) of four prominent metaverse gaming platforms—
Roblox, Fortnite, Minecraft, Sandbox—at face value on their stated terms and observes an overall
satisfactory degree of compliance with several EU objectives, and arguably a higher degree of compliance when it
comes to the protection of IP rights compared to other objectives, though with some room for greater alignment
with the EU's agenda. Following the case study insights, the article turns to the widely used remedy of blocking
injunctions. The issuing of blocking injunctions directly hinders users' right to access the metaverse and might
encroach upon the fundamental right of freedom of expression and information of metaverse users and therefore, a
limited degree of compatibility with the EU's metaverse agenda objectives has been observed.

Finally, the authors of this article conclude that if engagement with a fair, inclusive and culturally diverse metaverse
environment is to be achieved, policy makers should balance access to the metaverse against respect for the exclusive
rights of IP holders. While reliance on the existing governance framework is essential, the article emphasizes that
legislative reform is warranted to support its alignment to the EU's metaverse agenda. The authors' recommendations
are two: First, a proposal to amend Article 3 of the IP Enforcement Directive to include an additional sub-section
entailing key principles of the EU Commission's metaverse policy when it comes to metaverse gaming providers and
other metaverse providers which offer similar services to the former, that is, which enable online user interactions in
real time and may serve as social hubs for the public. Second, a techno-legal recommendation for the use of Al
enforcement tools within metaverse gaming platforms, like the ones deployed by online marketplaces (e.g., Brand-
Shield, Lex Machina, TrademarkNow), offering regulators, metaverse platforms and users greater guidance on com-
pliance with IP laws, fundamental rights, as well as with the European Commission's goals in this complex digital
ecosystem. The analysis aims to inform EU policymakers in particular, in light of the ongoing developments with the
highly anticipated Communication of the EU Commission on video games and the upcoming Proposal for a Digital
Fairness Act in 2026. Ensuring the enforcement of IP rights is crucial not only for IP holders and innovation in the EU

digital single market, but also for safeguarding the fundamental rights of metaverse gaming platforms' users.

2 | DEFINITION AND LEGAL CLASSIFICATION OF METAVERSE
GAMING PLATFORMS

The definition of the metaverse gaming platforms stems from the concept of metaverse itself. The concept of
metaverse featured for the first time in the book ‘Snow Crash’ and was represented as a 3D visual successor of

.17 What is meant by ‘metaverse’, however, might be subject to various interpretations.*® This is mainly

Interne
because the concept of metaverse has been framed differently based on technological, societal, governance or legal
perspectives. On one hand, technologists view the metaverse as 2D and 3D virtual worlds and immersive ex-
perience environments with the presence of avatars.!® UKIPO captured the technical standards that describe
metaverse by noting four distinctive characteristics of the metaverse ecosystem, namely immersive realism,
ubiquity, interoperability, scalability.2°

On the other hand, scholars construe the metaverse with an emphasis on users' interactions and capabilities,
highlighting its societal dimension. For example, it has been argued that in metaverse platforms, users are repre-
sented by avatars and holograms and interact with each other in real time within simulated environments with a
sense of social presence,?! while they can also engage in commercial transactions by owning or selling virtual
assets.?? Lau frames the metaverse by addressing social activities between the avatars and states that ‘... the
Metaverse allows us to immerse a version of ourselves, known as avatars, in its environment, and it is the avatars
that interact with other avatars, socialise, learn or carry out activities in the Metaverse.”>®

Furthers, from a governance perspective, Friedmann frames metaverse as ‘an open, inclusive, persistent,
interoperable network that provides Extended Reality, which could include digital twins of physical objects, that can
be experienced multi-sensorily, and makes, at least partly, use of decentralized technology’.?* Mezei and Chawla

Arora define the metaverse based on the services that they provide and highlight metaverse as a horizontal virtual
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collaborative space, whose recent developments have been generally due to the parallel progress of technology,
platformization, datafication and the accompanying social changes.?> Moreover, scholars views metaverse as a
unique entity that provides a unified virtual space with centralized governance while other scholars argue that
metaverse consists of multiple interconnected worlds, which might enable the interaction of users across different
digital platforms.2®

From a legal perspective, metaverse platforms might fall under the scope of existing authoritative legal defi-
nitions featured in the main legal instruments based on their services.?” Given that the focus of our article is on
metaverse gaming platforms, the following legal classification can be achieved. On the one hand, if the gaming
metaverse platform operates as an online marketplace that displays content or goods, it falls under the definition of
hosting provider. As per Article 14 of the E-Commerce Directive, and as reiterated in Article 6 of the EU Digital
Services Act, a hosting service provider is ‘an information society service... that consists of the storage of infor-
mation provided by a recipient of the service’.?® Given that metaverse gaming platforms host content or goods
within their networks and offer them for purchase, this being marketplaces, they would fit within their hosting
providers' services. Should the metaverse gaming platform fall within the scope of hosting provider, it must either
have no knowledge of the infringing activity or expeditiously remove the infringement from its services upon being
notified in order to escape from liability. Along similar lines, due to the nature of operation, the gaming metaverse
platforms could be classified as very large online platforms if they exceed 45 million users per month. This is the
case of Roblox which has recently announced that it reached 48 million users at the end of February, which is above
the threshold for designation as a very large online platform under the Digital Services Act.?’

On the other hand, if the metaverse gaming platform enables users to upload and share content online, they might
fall under the definition of ‘online content sharing service providers' of the Copyright in the Digital Single Market
Directive, hereinafter referred to as CDSM Directive.%° As per Article 2 (6), an online content-sharing service provider is
defined as ‘a provider of an information society service of which the main or one of the main purposes is to store and
give the public access to a large amount of copyright-protected works or other protected subject matter uploaded by its
users, which it organises and promotes for profit-making purposes’.>? In other words, the provision applies where
metaverse gaming platforms communicate protected works to the public. Should metaverse gaming platforms fall under
the definition of ‘online content sharing service providers’, they can be held primarily liable for copyright infringements
within their platforms as per Article 17 of the CDSM Directive.®2 The latter requires online content sharing service
providers to obtain authorization from rights holders to use or communicate protected works to the public.

Finally, there might be cases where metaverse gaming platforms might fall under both definitions of hosting
providers and online content sharing service providers. For instance, looking at the Terms of Service of Roblox, the
gaming platform enables users to ‘create, upload, and exchange assets and create Games’, while at the same time it
offers the option to monetize content by selling items in the platform and to develop a monetized game.33

Overall, it can be concluded that depending on the services that they provide and the number of users that attract
monthly, metaverse gaming platforms can fall under the wings of either the CDSM Directive or the EU Digital Services
Act, or even both of them. This classification showcases that different obligations will be ascribed to metaverse
gaming platforms in order to address intellectual property infringements within their services. Recent case examples
involving intellectual property infringements in the metaverse, as well as hypothetical examples of how intellectual
property infringements could take place in practice will be thoroughly discussed in the following section.

3 | COPYRIGHT AND TRADE MARK INFRINGEMENTS IN THE
METAVERSE PLATFORMS

Upon exploring the legal classification of metaverse gaming platforms, this Section examines how infringement
might arise within the metaverse environment under the EU intellectual property law regime. Given that metaverse

gaming platforms host a large amount of user-generated content, third party IP infringing activity may be facilitated
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within their virtual worlds. This Section briefly looks into the conditions that must be met in order for copyright and
trade mark exclusive rights to be violated, whilst placing particular emphasis on recent case examples involving
infringing activity in the metaverse.

In the context of metaverse gaming platforms, copyright and trade mark holders might experience infringement
of their rights due to unlicensed third-party uses of their works. While online gaming providers would unlikely offer
unauthorized IP material for use per se, they do, however, allow online users to upload content within the game,
which may bear protected images or signs. For example, it is increasingly common nowadays for users to upload
their own customized virtual avatar outfits.

Previously, online videogames would typically only allow for minimal customization of avatar outfits with
options pre-determined by the developers, while the outfits would be at the disposal of end-users by means of a
license, that would allow their use within a specific online gaming environment only, that is, the well-known Fortnite
‘skins’.>* With the emergence of both metaverse gaming and NFT digital wearables, third-party content is more and
more likely to appear on avatars, as users are now able to mint and make use of their own digital wearables' designs
as NFTs within various metaverse games, including at Roblox and Sandbox. This development not only allows
metaverse users to take a more active creative role, but also grants them with greater choice as to how they want to
express themselves and their unique digital identity through their virtual avatars' appearance. From the limited
choice of skins and the varying prices for which they are being sold in-game, metaverse gamers can use their
custom metaverse skins designs, whilst also retaining proof of ownership over their digital NFT wearables,
potentially constituting a contributing factor to their willingness to participate in the digital environment.

Nevertheless, newly minted customized virtual avatar outfits by users could entail protected copyright works or
protected signs. Where no prior authorisation by the rightsholder has been granted, the third-party uploaded NFT

digital wearables within a metaverse game could give rise to an infringement.

3.1 | Copyright infringement

In the context of metaverse gaming platforms, the issue of copyright infringement is most likely to arise in relation
to the rights of reproduction and of communication to the public,®® on the basis that copyright works—and primarily
copyright protected artworks—could be used and/or exhibited within the online games to metaverse users.

First, the right of reproduction could be triggered from the preparatory act of digitizing copyrighted material,
such as artworks, for the purposes of minting an NFT based on such material, without the rights holders' permission.
Article 2 of the InfoSoc Directive®® notes that both direct or indirect acts of reproduction of copyright content in
any form would give rise to an infringement. Under the EU copyright regime, for a reproduction to be considered
unauthorised, there needs to be copying of the whole or a ‘substantial’ part of the original work, which constitutes
the ‘author's own intellectual creation’,®” following a qualitative assessment of the elements that have been
transposed within the allegedly unauthorised copy.

More specifically, where physical artworks are concerned, infringement could be established at the stage of
digitization, the technical process that entails copying of the original works in their entirety so as to transform them
into 2D format, which is an integral preparatory step for the purposes of minting. Exact copying via digitization
would amount to copying of the ‘author's own intellectual creation’ as a whole, within the meaning of Infopag>® and
would, thus, give rise to an infringement of the author's right of reproduction. A copyright claim for unauthorised
reproduction was brought in Vegap v Mango,* the first copyright-related metaverse case that was addressed in the
EU, dealing with a series of artworks protected by copyright by renowned Spanish artists, Mird, Tapies and Barcel6,
which were subsequently digitized and minted into NFT digital wearables for use in the metaverse by fashion
company Mango. Digital artists were commissioned to create a digital NFT fashion collection based on the original
paintings, yet no prior authorisation was given by the copyright authors, represented by collecting society orga-

nisation Vegap. The artists' right of reproduction could be violated on the basis of exact copying via digitization
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prior to minting, as well as on the derivative NFT items created for Mango. Yet the 9th Mercantile Court of
Barcelona dismissed the infringement claim and accepted Mango's defence that the derivative digital wearables
possessed a ‘transformative’ character and were, thus, found to be derivative non-infringing works.*°

Post-digitisation, the copied and digitised IP assets would be minted and NFTs would come into existence. Yet
the NFTs could not themselves be regarded as infringing copies, given that they are represented as metadata on the
blockchain, rather than as embodiments of the copied IP assets.

What typically happens upon minting, is that copies of the media files of the digitized IP works would become
uploaded to and hosted by a digital repository or other online server by the minting platform itself, that is, OpenSea,
and a link to their external location would be contained within the NFT's metadata. This is owed to reducing the
cost of token minting, as it is dependent upon the size of the metadata that is to be permanently stored on
blockchain.*? It follows that the resulting NFT files could not be regarded as infringing copies that violate the
copyright author's reproduction right, as their metadata would only include the associated link to the infringing
copies, which are hosted externally.*?

However, the hosting of copies of the copyright-protected content in a digital repository associated with the
NFT and accessing the work through linking could fall within the scope of the right of communication to the public
and the right of making available to the public under Article 3(1) of the InfoSoc Directive.*® In this scenario, upon
the minting of the NFT, the link to the infringing copies would become publicly available on the blockchain record
and the public could access it from anywhere and at any time they choose. According to the CJEU in Svensson v
Sverige,** any communication of copyright content, including the making available of such content, to a ‘new’ public
which the original authors did not have in mind in the initial communication of their works, would amount to
copyright infringement. Whilst an act of communication could easily be established, the same cannot for the second
prong of the test in the context of NFTs. According to the CJEU in SGAE v Rafael Hoteles, establishing a public
would require ‘a fairly large number of persons’,*® yet accessing the works with the link contained entry of the NFT
in question on the blockchain ledger might be limited, given that the average online user might lack knowledge on
how to view blockchain entries and/or that such link would exist on those entries.

In the context of metaverse gaming, the display of the copyright protected content online in the form of NFT
digital wearables for metaverse gaming avatars, could also implicate Article 3(1). In this case, an act of communication
could be established from the featuring of the protected content on virtual avatars' outfits, aimed at an indeterminate
and fairly large number of the public that partakes in metaverse gaming. As for the ‘new’ public, it could be argued that
metaverse gamers would unlikely be the intended audience that the authors of physical artworks had contemplated in
the initial communication of their artworks to the public. In fact, it is possible that such public did not exist for certain
artworks created many decades ago.*® In the aforementioned Vegap v Mango case, the in-copyright artworks were
subsequently minted as NFT digital wearables and were showcased at Mango's virtual store in metaverse platform
Decentraland. The display of the digital wearables featuring the in-copyright artworks could also implicate the right of
public communication. Nevertheless, because the physical paintings had been acquired by Mango, Spanish domestic
law establishes a broad right of public exhibition to the owners of physical artworks without the need to seek
authorization from the original creators, as per Article 56(2) of the Spanish Intellectual Property Act.*” This right
would only be unenforceable if contractually ruled out at the time of the acquisition, which did not occur in the
present case, or if the exhibition would harm the reputation of the artworks' authors, which was rejected by the court.
The NFT digital wearables' exhibition in the metaverse was, thus, found permissible by the court and no violation of

the copyright authors' right of public communication could be established.

3.2 | Trade mark infringement

From a trade mark law perspective, a trade mark infringement takes place when the registered trade mark has been

used without the consent of its proprietor in relation to goods or services in the course of trade. This understanding
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has been set forth in Article 10 (2) of the EU Trade mark Directive*® and Article 9 (2) of the EU Trade Mark
Regulation.49 In addition, as far as the goods and services are concerned, the provision differentiates between two
categories, namely cases where the sign is identical to the trade mark and is used in relation to goods or services
which are identical to those for which the trade mark is registered, or in cases where the sign is identical, or similar,
to the trade mark and is used in relation to goods or services which are identical, or similar, to the goods or services
for which the trade mark is registered, if there exists a likelihood of confusion on the part of the public. In addition,
in the case of a well-known mark, the requirements for a trade mark infringement can be established if the use of
the sign at issue would take unfair advantage of, or be detrimental to, the distinctive character or the reputation of
the registered trade mark.

Crucially, in the context of metaverse gaming platforms, determining trade mark infringement might be
problematic. This is mainly because there is a difference between virtual goods and physical goods. For instance,
goods within metaverse platforms fall under Class 9 as ‘downloadable image files’ or ‘downloadable digital image
files authenticated by non-fungible tokens [NFTs]’, as opposed to physical goods that would fall under different
classes. Therefore, since it is unlikely that goods belonging to different Classes might be similar, a likelihood of
confusion would likely not be established. Yet one might argue that if the signs are identical, a trade mark
infringement can still be established due to the doctrine of interdependence. More specifically, under the Canon
case®® ‘a global assessment of a likelihood of confusion implies some interdependence between the relevant
factors and, in particular, between the previously established findings on the degree of similarity between the
marks and that between the goods or services. Therefore, a lesser degree of similarity between goods and
services may be offset by a greater degree of similarity between the marks and vice versa.”>* This means that a
likelihood of confusion might still arise if the marks at issue are identical but represent similar goods in purpose
and context. Consider, for instance, the case where the signs are identical and represent virtual sneakers and
physical sneakers accordingly. While virtual sneakers and physical sneakers fall under different Classes of goods,
their purpose and context are similar as they both serve as fashion and lifestyle products.>? Therefore, a likeli-
hood of confusion might be established. What is more, the average consumer might be different between
metaverse gaming platforms and the physical world. While the average consumer in the physical world is rea-
sonably well informed and circumspect, the same interpretation cannot necessarily be adopted in relation to
metaverse gaming platforms. A potential factor to this might be owed to statistical data pointing out that a great
number of users in metaverse gaming platforms are minors.>® This understanding might imply that the average
consumer might exhibit a lower level of attentiveness, thereby increasing the possibility that likelihood of con-
fusion arises.

On the other hand, as far as reputable marks are concerned, it seems that there are higher chances for a trade
mark infringement to be established. This is mainly because the proviso of likelihood of confusion is not applicable
here. Representative examples of well-known marks can be found in the line of case law that addresses the
unauthorized use of well-known trade marks in NFTs within metaverse platforms. More specifically, NFTs are non-
fungible tokens that represent both physical and digital assets, allowing the verification of authenticity, origin, and
ownership.>* Offering for sale NFTs that reproduce a third party's trade marks without the authorization of the
trade mark holder could amount to trade mark infringement.>®

This understanding has been highlighted in the Juventus v Blockeras>® ruling of the Rome Court of First Instance,
which concerned a dispute between Juventus, an ltalian football team, and Blockeras, an NFT platform. On the
Blockeras platform, a third party minted, advertised and displayed for sale NFTs that represented the registered
famous trade marks of the Juventus football team, namely the word marks ‘Juventus’ and ‘Juve’, as well as the
design of the football club's black and white jersey, without prior authorisation. Despite that no additional regis-
trations for digital goods or ‘downloadable electronic publications' had been secured by Juventus under the updated
version of Class 9 of the Nice Classification, they were still able to rely on their established reputation in the EU
territory. The Court ordered Blockeras to refrain from selling NFTs that made use of Juventus' trade marks,

concluding that the unauthorized use of the trade marks in the NFT context constituted a trade mark violation.
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Outside Europe, stances of trade mark infringement in NFTs have also been addressed in the landmark case

of Hermés v Rothschild®”

in the US. Hermés brought both a consumer confusion and a dilution claim against an
artist called Mason Rothschild. The infringement claims were based on Rothschild's sales of NFTs under the name
of ‘MetaBirkin’ handbags that imitated Hermés' registered trade marks, namely the ‘Birkin’ word mark as well as
the shape mark of their iconic Birkin bags range at both Instagram, NFT marketplaces and the metaverse.
Although the artist alleged fair use on the grounds of artistic expression, the US court dismissed his allegations
and concluded that the unauthorized use of the MetaBirkins as NFTs constituted trade mark infringement on
both trade mark counts, despite the fact that the Birkin trade marks had not been registered for metaverse-
related goods under the Nice Classification. To the Court's reasoning, the sale of MetaBirkins as NFTs was
misleading and created confusion to consumers about the origin of the products, thus making them believe that
Hermés had a commercial involvement with the NFTs.>® Indicative of this confusion was the high popularity of
the ‘MetaBirkin’ NFT wearables that were sold at premium prices, between $450-$46,000 each. In one instance,
a ‘Baby Birkin’ NFT was auctioned for $23,500, exceeding the average $9500 price of original Hermés ‘baby’
Birkins sold by the luxury fashion house. At the same time, the Court also found dilution of the distinctive
character of the famous Birkin trade marks in the minds of the average fashion consumer, in the sense that the
‘Birkin’ marks could lose their capacity to evoke an immediate association with the goods in question and thus,
become diluted or ‘blurred’.>?

Although no specific case law has yet involved unauthorized uses of registered trade marks of physical goods or
services for virtual goods or services on metaverse gaming platforms, the Hermes case establishes the first legal
precedent for addressing unauthorised uses of reputable signs in a metaverse context, offering a degree of
reassurance to trade mark owners and brands whose signs may be attached to digital wearables in gaming avatars.
Despite it being a US precedent, the Hermés case could provide a persuasive guidance for EU courts to allow brands
with reputable marks in the real world to rely on their established reputation and therefore enjoy extended trade
mark protection against dilution even where their registrations under the Nice Classification predate the inclusion
of digital goods in Class 9.

Consider, for instance, the hypothetical scenario where the famous word mark ‘BARBIE’ was
being utilised for digital wearables and accessories in an unlicensed metaverse game that resembled the
official online game ‘Barbie DreamHouse Tycoon' in Roblox. In that online game, users can experience
the famous doll's lifestyle with her large pink house and accessories, trade mark infringement could arise.
Unlike the official online game ‘Barbie DreamHouse Tycoon’, where the available digital wearables are au-
thorised by rightsholder brand Mattel, the unlicensed game's items bearing the mark ‘BARBIE’ could be of
poorer quality, that is, poorly designed or featuring controversial design elements that are not aligning with
Mattel's target audiences, including minors. Such unauthorized use of a well-known mark, such as ‘BARBIE’,
might offer grounds for tarnishment of the reputation of the BARBIE registered trade mark, as per Article
10(2)(c) EU Trade Mark Directive.®® At the same time, Mattel could further claim that that the unauthorised
use of the word mark ‘BARBIE’ within the unlicensed metaverse gaming platform takes unfair advantage of
the trademark's reputation, capitalizing on its established brand recognition to gain an unjust market
advantage.

While the likelihood of success in claims relating to unauthorised metaverse uses of famous marks such
as ‘Birkin’ or ‘BARBIE’ would be high, the landscape is not as clear when it comes to smaller brands whose
signs may not have yet acquired reputation in the EU territory, meaning that the same extended protection
would unlikely be applicable to them. Given the lack of case law in relation to smaller brands, the broad
interpretation of Canon and the adoption of the doctrine of interdependence, as discussed earlier, in such
context by the EU courts cannot be guaranteed. Thus, in their case, proceeding with registrations for digital
goods under the updated Class 9 would increase their likelihood of succeeding in double identity or confusion
claims, in cases where unauthorised uses of their signs might have taken place within metaverse gaming

platforms.®t
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4 | COPYRIGHT AND TRADE MARK ENFORCEMENT IN METAVERSE
GAMING: ASSESSING COMPLIANCE WITH RECENT EU MEASURES

Having established that digital content within the metaverse, including metaverse gaming platforms, may give rise
to either copyright or trade mark infringement, rightsholders may seek to enforce their rights by means of blocking
injunctions. This enforcement measure is widely utilised by national courts across the EU, yet it can have the effect
of blocking access to access to metaverse gaming platforms that facilitate copyright and trade mark infringement
altogether. Given that the metaverse is an emergent digital ecosystem which sits at the heart of the EU's digital
transformation plans, this section examines whether and to what extent enforcement of IP rights, including en-
forcement by means of blocking injunctions, remains suitable and aligns with the objectives of the EU Declaration
on Digital Rights and Principles and the EU Commission's Strategy on virtual worlds. It then critically evaluates the
Terms of Service (ToS) of four prominent metaverse gaming platforms, in order to assess compliance with the EU's

various objectives.

4.1 | EU declaration on digital rights (EU Declaration) and the EU commission's strategy
on virtual worlds (EU Strategy)

411 | EU declaration on digital rights and principles

As part of the EU's agenda on human-centred digital transformation, the European Declaration on Digital Rights and
Principles for the Digital Decade was proposed on 26 January 2022 and was subsequently signed on 15 December
2022. The EU Declaration on Digital Rights and Principles is non-binding and therefore does not affect legal
obligations nor does it create new rights for citizens. Yet, as Cocito and De Hert argue, the EU Declaration has a
transformative dimension and highlights the determination of EU policymakers to advance the discourse on digital
rights and pave the way towards a regulatory approach in the digital world.®? At the same time, the EU Com-
mission's Strategy on virtual worlds is a non-legislative text, but reveals the EU Commission's clear intention to
become the world's pioneer in regulating the metaverse and steer the next digital transformation plans.®>

Despite that neither of those policy documents have a legally binding effect yet, they place particular
importance on advancing fundamental rights and thus, the future implementation of those digital rights and
principles could have a significance for better safeguarding both IP holders' rights, as well as online users' rights
engaging in this digital frontier. The EU Declaration aims to uphold the Union values and rights and freedoms of
individuals online through six Chapters, including a commitment to the protection of freedom of expression, as well
as offering guiding principles, such as inclusivity and sustainability, when dealing with new technologies. The
application and impact of those digital rights and principles are actively being monitored across EU borders.*

In the context of metaverse gaming platforms, one of the most pertinent areas of the EU Declaration is
encapsulated within Chapter IV, which concerns itself with fostering participation in the digital public space; it
emphasizes that every person is entitled to freedom of expression and that this freedom, which forms a funda-
mental pillar of democracy, should be safeguarded.®® The decision to focus on that part of the Declaration is also
reinforced by the fact that Chapter IV has been one of the least engaged areas among the 27 EU member states by
means of digital rights initiatives, as underlined by an empirical independent study on monitoring the implemen-
tation of the Declaration between 2024 and 2025.%¢

Chapter IV, Articles 12-15 of the Declaration set out the main rights that must be respected within virtual
worlds and the metaverse and note that:

‘12. Everyone should have access to a trustworthy, diverse and multilingual digital environment. Access to diverse
content contributes to a pluralistic public debate and effective participation in democracy in a non-discriminatory

manner.
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13. Everyone has the right to freedom of expression and information, as well as freedom of assembly and of
association in the digital environment.

14. Everyone should be able to access information on who owns or controls the media services they are using.

15. Online platforms, particularly very large online platforms, should support free democratic debate online. Given
the role of their services in shaping public opinion and discourse, very large online platforms should mitigate the risks
stemming from the functioning and use of their services, including in relation to misinformation and disinformation
campaigns, and protect freedom of expression.'

The above provisions highlight the right of users to access a trustworthy environment and contribute to a
pluralistic public debate. In this light, users can exchange content in the digital environment and to access infor-
mation about the digital platform that they are using. Removal of legitimate content from the digital environment
might run the risk of censorship and therefore violate the right of users to freedom of expression and information.
Ultimately, it follows that safeguarding freedom of expression is of particular importance to public digital partici-
pation, and the Declaration underscores that inherent to it are: access diverse content online that reflects the
cultural and linguistic diversity in the EU and the ability to engage in the digital environment without discrimination.
It further places online platforms subject to additional rules that complement the existing EU platform regulatory
instruments, with the emphasis on very large platforms and a duty to mitigate risks associated with free speech,
misinformation and disinformation that might stem from the functioning and use of their services.

Chapter IV of the Declaration continues by setting out a number of commitments in that vein. Freedom of
expression and information, as well as equal treatment and the right to public participation are central to the
commitments, which read as follows:

‘a. continuing safeguarding all fundamental rights online, notably the freedom of expression and information,
including media freedom and pluralism;

b. supporting the development and best use of digital technologies to stimulate people's engagement and democratic
participation;

c. taking proportionate measures to tackle all forms of illegal content, in full respect for fundamental rights, including
the right to freedom of expression and information, and without establishing any general monitoring obligations or
censorship;

d. creating a digital environment where people are protected against disinformation and information manipulation
and other forms of harmful content, including harassment and gender-based violence;

e. supporting effective access to digital content reflecting the cultural and linguistic diversity in the EU;

f. empowering individuals to make freely given, specific choices and limiting the exploitation of vulnerabilities and
biases, namely through targeted advertising.'

The above provisions indicate the seminal importance of freedom of expression and information in the digital
ecosystem. On the one hand, users' fundamental rights to access digital content that represents the multiculturism
content, receive information and ensure their democratic participation must be safeguarded. On the other hand,
digital platforms must refrain from imposing general monitoring obligations and disseminating harmful content. It
could be concluded that at the heart of Chapter IV lies freedom of expression and in order to achieve meaningful
participation in the digital public space, measures must be in place not just against online repression, but also
against undue content restrictions.

412 | EU strategy on virtual worlds

In July 2023, the EU Commission adopted a Strategy on Web 4.0 and virtual worlds in order to steer the tech-
nological transition and to facilitate an open, interoperable, secure, trustworthy, fair and inclusive digital metaverse
environment for different stakeholders, including EU citizens and EU businesses.®” Importantly, the Strategy is

intended to steer cooperation among EU Member States with the aim of developing common practices towards
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challenges, including intellectual property challenges, that revolve around the metaverse and the wider techno-
logical transition to Web 4.0 and virtual worlds.

Among the priorities set within the EU Strategy, there is explicit mention of citizens ability to access safe and
trustworthy information, as well as the citizens ability to access open and interoperable virtual worlds
(Section 3.4.1). Another strategic pillar of particular interest to this study relates to the fostering of a supportive
business environment, with an emphasis on the protection of IP rights (Section 3.2.3). As part of the EU Strategy's
aim to support businesses in cultural and creative industries in this virtual ecosystem, which include metaverse
gaming, reference is made to regulatory sandboxes for supporting their effective operation, but the Strategy's
aspect of most relevance to this paper is a commitment to the protection of IP rights.

More precisely, the EU Strategy further acknowledges in Section 3.2.3. the risks posed by virtual assets which
infringe existing intellectual property rights, not only to rightsholders and consumers, but also to the detriment of
digital platforms' trust and integrity, which could impact their willingness to participate in the digital public space. As
part of the Commission's plans for greater respect for intellectual property is the creation of a ‘toolbox against
counterfeiting to give holders of intellectual property guidance and recommendations on how to enforce their
rights both in offline and online environments, including in virtual worlds'.®® Lastly, in 2024 a ‘Citizen Toolbox’, first
introduced within the Strategy, became available to EU citizens, in order to encourage their engagement with the
metaverse.®’

Nevertheless, the EU Strategy does not provide any comprehensive examination or guidance on the en-
forcement of existing regulations, including regulations on the enforcement of IP rights. As such, other than
individual Member States which can determine how these can be implemented effectively in this novel borderless
digital context, metaverse platforms Terms of Service (ToS) might, to some extent, give effect to IP rights and

ensure that users respect them, further explored in the following section.

4.2 | Case study on metaverse gaming platforms' terms of service (ToS)

This’® section reviews the Terms of Service (ToS) of four popular metaverse gaming platforms, Roblox, Fortnite,
Minecraft, Sandbox, which have been selected based on the high number of internet users that engage within their
services. By taking these ToS texts at face value on their stated terms, the authors investigate whether these
platforms currently comply with either the EU Declaration and/or the EU Strategy. The analysis focuses on both IP-
related provisions of the Terms to offer insights as to whether respect for IP rights is expressly mentioned, as well
as on their General Terms to assess whether compliance with the EU's broader strategic goals, including respect for
fundamental rights or promoting diversity and online public participation. Yet, whether the degree of compliance
with the EU documents is followed in practice by the metaverse gaming platforms goes beyond the ambits of this
article and therefore, it must be noted that there may be some divergence between these ToS texts and metaverse

platforms' practice.

421 | Roblox terms of service

Roblox is an immersive platform that enables users to play, create and connect with each other. It makes a direct
commitment to the protection of both ‘safety’ and ‘civility’ for its community members.”! The Community Stan-
dards are a key document for ensuring the realization of these standards, which applies to all the activities
undertaken on Roblox and extends even to real life ‘hosted by Roblox’.”?

In terms of compliance, it appears that it is achieved to some extent in relation to Chapter IV of the EU
Declaration. The Roblox Community Standards explicitly prohibit a number of actions which could infringe users'

and rights holders' interests while it provides a number of redress mechanisms for the affected parties, arguably
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contributing to the creation of a ‘trustworthy’ environment for all users of the service. Additionally, by making
specific provisions with respect to how advertising should be used on their services, Roblox has the potential to also
be compatible with the commitments made under the same Chapter.

Apart from the EU Declaration, an observable degree of Roblox's compliance with the EU Strategy's priorities
can be noted. Roblox's Terms of Service (ToS) promote respect for intellectual property on its service and clarify
that users ‘warrant’ that the content they upload on Roblox does not violate ‘the rights of any third party, including
intellectual property....”% In case of copyright or trade mark violations, Roblox makes available a number of
mechanisms for rightsholders to protect their interests, that is, enabling them to send a notice to the platform for
the infringing content to be taken down and specifying the required documents that rightsholders need to submit in
order to kickstart the process. Roblox further has a specific' repeat offender' process for dealing with users who
commit multiple violations of IP rights.

Considering the statement commitment to the protection of IP rights and the availability of mechanisms for the
enforcement of both copyright and trade mark laws, it could be argued that Roblox provides a system which could
be capable of mitigating the harms linked to IP infringements identified in the EU Strategy, at least according to its
Terms of Service.

However, as it currently stands, there is no evidence that Roblox is compliant with the EU Commission's
priorities to ensure that virtual worlds are becoming increasingly ‘open and interoperable’. Roblox is not an
interoperable platform and it is impossible to use or transfer assets, such as Robux, the virtual currency available on
Roblox, to any other platform which offers same or similar services. Thus, it falls short of complying with the
aspirations for virtual worlds set out by the Commission. This might be understandable to some extent, as most of
the section appears to provide the EU Commission's positions to the governance of these technologies, rather than
introducing any specific obligations for platforms. It is, nevertheless, one of the goals of the EU's future governance

efforts that Roblox could be required to implement in the near future.

422 | Minecraft terms of service

Minecraft is a metaverse game that consists of blocks, creatures and community. Users can build things from their
imagination using blocks, which they can share with other players or play in community worlds. The Minecraft
platform commits to engage with its community of users to create an environment where users ‘do cool things that
share them with the community’. A set of Minecraft Usage Guidelines enlist different uses of the in-game creations,
including user-created written works which are subsequently shared on Minecraft, such as for personal or com-
mercial use and the use of videos or streams, as well as in-game activities, that is, hosting of live gaming events.

t,”4 it appears that there is partial compliance with Chapter IV of the EU

When examining the ToS of Minecraf
Declaration and in particular, the commitment for facilitating a trustworthy environment in the digital world. For
example, users have the ability to report any violations of the Usage Guidelines via an online ‘help’ form, which is
available in three languages, namely English, Japanese and Spanish. Yet, as far as open and interoperable standards
are concerned, it seems that the terms limit the functionality of Minecraft. For instance, this is evidenced from a
ToS limitation imposed on developers to not be able to, either directly or indirectly, check whether a player owns an
NFT, in order to unlock skins or other in-game experiences.

With regard to this gaming platform's compatibility with the EU Strategy, Minecraft's Terms of Use aim to
protect intellectual property rights, through express references to copyright and trade mark law throughout. For
instance, in relation to trade mark law, the Usage Guidelines note that users must not take any actions or include
content that could be interpreted as official or approved by, endorsed by, associated with, supported by, or
connected to Minecraft. It further notes that users must not be involved in any action that would harm or damage
Minecraft's name or assets. As far as copyright law is concerned, Minecraft's Terms stipulate that users are allowed

to take actions that are covered by the fair dealing exceptions to copyright laws and that they are responsible for
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the audio and music they select, thereby ensuring that users have the freedom to create content and that they are
aware of copyright law's scope. However, while a reporting mechanism for any actions contrary to Minecraft's
Guidelines that take place on the platform is available to rights holders—the above-mentioned ‘help’ form—, there
does not seem to be any specific redress mechanism for IP infringements, which can undermine the platform's
commitment to the protection of IP.

Overall, Minecraft's commitment to the protection of IP rights within its service, at least based on its Terms, is
evident through express reference to the safeguarding of copyright and trade mark law on its platform. Despite that
no specific redress mechanism for IP infringements seems to exist, the platform's commitment to IP protection and
the EU strategic goals appear to be at a satisfactory level. As for the EU Declaration's objectives, Minecraft's general
Terms showcase a greater focus on the creation of a trustworthy environment, as opposed to interoperability,

which might lessen Minecraft's compliance with the aspirations set out by the Commission.

423 | Sandbox terms of service

The Sandbox is another metaverse gaming platform whose aim is to create, buy, transfer, and trade unique digital
game assets for game-making purposes. The platform further enables users to purchase and publish onto LAND
parcels in The Sandbox, where they can create assets and visual scripting using The Sandbox Game Maker. Sandbox
offers a set of guidelines in a separate section, namely for user content, restrictions and obligations for users,
ownership of assets and games, the right to monitor and moderate the content disseminated within the gaming
platform.”®

It appears that the platform's ToS largely comply with Chapter IV of the Declaration on Digital Rights on
ensuring online users' access to a trustworthy environment. The ToS provide a section on the enforcement of rights
within the platform, where Sandbox reserves the right to review any user content that is uploaded and to inves-
tigate and/or take appropriate action against users' actions that violate the Terms. For instance, Sandbox may
remove or modify user content, terminate a users' account and report the unlawful act to law enforcement
authorities. However, the Terms do not refer to interoperable standards, as initiated in the Declaration.

In addition, Sandbox provides specific categories in its ‘acceptable use’ policy sections. With regard to intel-
lectual property infringements, users are required not to use the platform to collect, upload, transmit, display, or
distribute any user content that violates any third-party right, including but not limited to, any copyright, trademark,
patent, trade secret, moral right, privacy right, right of publicity, or any other intellectual property or proprietary
right.

With regard to the platform's compatibility with the Strategy of the EU Commission for virtual worlds, Sandbox
makes it clear in its general ToS that it seeks to protect intellectual property rights on its service. For instance, it
retains the right to moderate and review assets for copyright infringement and to remove assets from The Sandbox
that violate these terms. Further, Sandbox retains ownership of copyright, trade mark rights, trade secret rights,
patent rights, database rights and other intellectual property and proprietary rights therein. Finally, any transmission
of any material that may infringe the intellectual property rights or other rights of third parties, including trademark,
copyright, patent, or right of publicity, or which otherwise constitutes or promotes counterfeit materials or goods is
prohibited.

Although respect for IP appears throughout the platform's ToS, which is also in line with the EU's objectives to
a high extent, there seems to be is a lack of access to complaint forms which are specific for IP infringements. While
the platform's terms state that Sandbox ‘does not permit the infringement of intellectual property rights on the
Services, and will remove Assets and/or Games from the Services if properly notified that such Assets and/or
Games infringe on another's intellectual property rights’, no relevant reporting mechanism is available to online
users, which undermines its commitment to the protection of IP as per the Commission's Strategy. With regard to

Sandbox's compliance with the EU Declaration's objectives, the platform's Terms of Use place emphasis on
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facilitating access to a trustworthy environment and no mention to interoperability can be traced, meaning that
Sandbox might fall behind in terms of compliance with certain points of the EU Declaration.

424 | Fortnite terms of service

Fortnite is a freely available online video game and a metaverse gaming platform developed by Epic Games. It
allows up to 100 online players to participate in a survival race in real time, with the aim of defeating the other 99
online players. The platform provides a detailed set of guidelines for participation, such as access to services and
account security, content moderation, the use of intellectual property rights, prohibited uses, users' contributions,
resolution of disputes, small claims courts, individual arbitration and class action.”®

The ToS in Fortnite appear to contribute to the creation of a trustworthy environment and thus, appear to be in
compliance with the EU Declaration. They entail detailed guidelines on the use of content for lawful purposes and
redress mechanisms for in-court and out-of-court disputes. In terms of IP rights, it is clearly stated that users must
not engage in IP infringing acts. The gaming platform reserves the right to monitor and edit or remove any users'
content, as well as terminate user accounts in case of Terms of Use violations, including intellectual property
violations. Yet the ToS make no reference to open and interoperable standards within the Fortnite platform.

To reinforce the trustworthy environment, in line with the EU Declaration, Fortnite's Terms of Use provide
additional policies in terms of copyright infringements under the title ‘fan content policy’.”” The privacy policy
concerns the information collected by users and how the gaming platform protects it, whilst the fan content policy
amounts to information on the use of brands, logos, game titles, character names, or other trademarks.

Furthermore, Fortnite appears to be compliant the EU's Strategy to a high degree, but only in relation to
copyright law. It promotes the protection of IP rights by making available reporting mechanisms for copyright
violations only. More precisely, a complaints' procedure is only provided for making claims against copyright
violations, accompanied with detailed guidance with regard to the statement that must be submitted, but no
equivalent procedure is in place for trade mark or other IP violations. Upon receiving user reports, Fortnite has a
policy of updating, transferring, suspending, or terminating the accounts of users who are deemed to be repeat
infringers of the copyright of others.

It could be argued that Fortnite scores a high degree of compliance with the EU Strategy, but only in relation to
copyright law. As for compliance with the EU Declaration, Fortnite complies only partially, as its ToS once again
primarily focus on the creation of a trustworthy environment, as opposed to interoperability.

Overall, one might conclude that the metaverse gaming platforms under review reach an overall
satisfactory degree of compliance with the EU Declaration and EU Strategy, though some shortfalls are evident.
Reference to the protection of intellectual property rights, prohibited uses and accepted uses have been identified
by reviewing the four platforms' ToS. These findings contribute to a commitment of creating a trustworthy en-
vironment where users can express their views, while rights holders can seek to enforce their rights, thus aligning
with the objectives of the EU's strategic goals on virtual worlds and the metaverse. Yet, variations in terms of
redress mechanisms for IP infringements have been observed. In particular, whilst Roblox and Minecraft offer a
reporting mechanism for all types of infringements, Fortnite's reporting mechanism only covers copyright violations
and not trade mark or other IP infringements. In the case of Sandbox, no reporting mechanism is made available to
rightsholders to notify suspected IP infringements, thereby undermining the platform's commitment to safe-
guarding IP rights effectively.

The insights provided by this ToS investigation on these four prominent and widely used metaverse gaming
platforms indicate that although compliance with the EU's objectives is achieved to some extent, and arguably to a
higher extent when it comes to protection of IP rights compared to other objectives, there is room for greater
alignment with the EU's agenda on important areas. These include areas related to fundamental rights, that could

optimise users' experiences when participating in the digital public space. It is also important to acknowledge that
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there may be gaps or divergences between the contents of the ToS with the realities of respecting or enforcing
rights on these platforms, due to a lack of empirical data by the existing literature.”® It follows that giving effect to
those digital rights and principles, through a set of recommendations introduced in the next section, could have a
positive effect both on safeguarding IP holders' rights, as well as online users' rights engaging in this digital frontier.
Having discussed how the gaming industry interprets IP enforcement within their services, the narrative moves to
how state governance enforces IP rights online, with an emphasis on the remedy of blocking injunction. The
following section examines to what extent the remedy of blocking injunction is compliant with the EU Declaration
and the EU Strategy and by extension, with EU fundamental rights, whilst offering a holistic understanding on the
enforcement of IP rights within metaverse gaming platforms.

4.3 | The remedy of blocking injunction

Blocking injunctions are recognised as an increasingly popular enforcement tool for copyright and trade mark
holders in their fight against various forms of copyright and trade mark infringements.”® Their application has also
been highlighted in the gaming industry, with the WIPO's study revealing that blocking orders constitute a suc-
cessful enforcement strategy.2 For instance, in 2018, Nintendo filed legal proceedings against the operators of the
ROM sites LoveROMS.com and LoveRETRO.co alleging copyright and trade mark infringements. In case at hand,
the operators of the sites reproduce and distribute unauthorized copies of Nintendo's video games without Nin-
tendo's permission. A permanent injunction was issued by the US Courts preventing the defendants from con-
tinuing to violate Nintendo's copyrights and trademarks.

The popularity of injunctions derives from the fact that, by obtaining a blocking order from a court, copyright
holders are able to compel Internet Service Providers (ISPs) to restrict access to websites, including online plat-
forms, that facilitate copyright and trade mark infringement and as a result, limit large-scale breaches.®! First and
foremost, the issuing of a blocking injunction against a metaverse gaming platform in cases where user-generated
content that infringes upon existing IP rights is found, would effectively mean that access to the metaverse
platform would be blocked altogether. Although the aim is safeguarding of IP rights, this remedy goes directly
against the EU's objectives for facilitating ‘...open, interoperable and innovative virtual worlds that can be used
safely and with confidence by the public and businesses’.2? More precisely, hindering access to metaverse gaming
platforms goes directly against the right of public participation to the metaverse and to open and interoperable
virtual worlds, which is enshrined within Chapter IV of the EU Declaration and which forms one of the main pillars
of the EU Strategy, as per Section 3.4.1. Aside from that major concern, the remedy of blocking injunctions arguably
goes against a number of fundamental rights, which are enshrined not only within the EU Strategy and Declaration,
but also within various sources of EU law.

Yet, this enforcement mechanism finds its legal basis in various EU instruments.23 More specifically, the scope
of blocking injunctions against online intermediaries for copyright infringements is premised on the statutory
provision of Article 8 (3) of the InfoSoc Directive which states that ‘Member States shall ensure that rightsholders
are in a position to apply for an injunction against intermediaries whose services are used by a third party to infringe
a copyright or related right’,84 Unlike in the copyright context, there is not a statutory counterpart in the field of
trade marks. Instead, Article 11 (3) of the IP Enforcement Directive notes that ‘Member States shall also ensure that
rightsholders are in a position to apply for an injunction against intermediaries whose services are used by a third
party to infringe an intellectual property right, without prejudice to Article 8(3) of Directive 2001/29/EC’.8° This
means that member states are required to ensure that rights holders can apply for an injunction against inter-
mediaries whose services are used by a third party to infringe an IP right other than copyright or a related right.

However, as Geiger and Izyumenko highlight, the existence of a comprehensive legal basis for this IP en-
forcement mechanism has done little to clarify how blocking injunctions, which, from a fundamental rights per-

spective, have been recognised as enabling the protection of copyright holders' right to intellectual property,®
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should be balanced with the rights of ISPs, users of the services,®” and as noted by Savola, the rights of the website
operator.2® Such a balancing exercise was recognised in Promusicae,%° which held that the right to intellectual
property is not absolute and Member States must balance its protection with other fundamental rights when
transposing and implementing the legal instruments capable of giving effect to this protection.”®

In terms of blocking injunctions' compatibility with EU Law, the CJEU has ruled that this remedy could be
compatible with EU Law, but refrained from clarifying the exact form under which are in compliance with EU Law
framework. More specifically, in UPC Telekabel Wien v Constantin Film,”* among the questions asked by the referring
court, the CJEU had to decide whether a blocking injunction which required the ISP to block access to the infringing
website without prescribing any measures for this was able to strike the balance between IP protection and
fundamental rights.”> While the Court found that such a measure could pose risks especially to the ISPs the
freedom to conduct business,”® it ultimately held that such an order could be compatible with EU law and the
requirement to strike a balance between all the rights at stake if the order:

(i) the measures taken do not unnecessarily deprive internet users of the possibility of lawfully accessing the
information available and (ii) that those measures have the effect of preventing unauthorised access to the pro-
tected subject-matter or, at least, of making it difficult to achieve and of seriously discouraging internet users who
are using the services of the addressee of that injunction from accessing the subject-matter that has been made
available to them in breach of the intellectual property right, that being a matter for the national authorities and
courts to establish.”*

In this light, the decision confirms the negative impact blocking injunction could have on fundamental rights and
provides some clarity as to how these measures could be reconciled with the rights of users and ISPs. Yet, a bedrock
of scholars”® have argued that the decision has done little to clarify whether this specific mechanism for IP
enforcement is required by the EU framework, while they found it problematic from the perspective of legal
certainty when it comes to the exact form under which blocking orders are compatible with EU fundamental
rights.”®

Against this background, when it comes to the negative implications for fundamental rights and in particular for
ISPs, scholars have highlighted that blocking injunctions pose a risk to their freedom to conduct business’’ as
recognised by the EU Charter.”® This is because, as Kulk and Zuiderveen Borgesius explain, the CJEU has clarified in
Scarlet Extended, which concerned the imposition of filtering obligations on Scarlet to prevent its users from illegally
downloading works administered by SABAM and committing copyright infringement,’® that ISPs would be the ones
required to develop, implement and support the mechanism necessary for compliance with the order aspect which
would restrict their freedom to conduct business.*®

Crucially, the implications of the blocking order for the right to operate business come into conflict with the EU
Declaration. This is because, as stated in Section 4.1.1., one of the principles of the EU Declaration concerns a fair
digital environment. In particular, the Declaration states that ‘Everyone should have the possibility to compete fairly
and innovate in the digital environment. This should also benefit businesses, including SMEs.’ This means that the
interests of the metaverse gaming platforms must also be enforced in the digital environment. Therefore, issuing
blocking orders against a metaverse gaming platform might pose risks for the operation of its business model.

What is more, the risk to intervene with the freedom to operate business goes against the priorities of the EU
Commission's strategy for virtual worlds. In particular, the remedy fails to comply with the promotion of a sup-
portive business environment as set out in the EU Strategy. This is because the remedy of blocking injunction might
be costly since the implementation costs might be placed on online platforms' shoulders. Furthers, the issuing of
blocking injunctions appears to be incompatible with the open standards that are promoted in the Strategy. This is
mainly because the internet service provider is compelled to terminate the access to the infringing content on the
online platform, thus highlighting the problematic nature of the acts ordered in the injunction. Therefore, one might
question how the open standards in metaverse gaming platforms could be guaranteed?

Beyond this, it has been noted that blocking injunctions raise significant concerns regarding freedom of

expression, a fundamental right which lies at the core of the EU's digital transformation, as underlined also in
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Chapter IV of the Declaration.'°? Geiger and Izyumenko have noted that blocking orders particularly threaten users'
rights.102 This is because, as clarified by Frosio and Bulayenko, a number of cases decided by the European Court of
Human Rights have emphasised the role of access to internet for the fulfilment of the right to receive and impart
information.1°® Consequently, as Frosio and Bulayenko concluded, blocking injunctions are capable of affecting
users right to freedom of expression and information as they are interfering with internet accessibility necessary for
the fulfilment of these rights online.1%*

Further, while recognising the concern raised by the previous scholars, Lee notes that the risk to freedom of
expression extends to other stakeholders not only to users or subscribers of the blocked services. > Focusing in
particular on the decision in Yildirim,'°® the authors note that blocking injunctions would inevitably frustrate the
ability of the website operator to exercise their freedom to receive and impart information'®” Additionally,
referencing the decision in Twentieth Century Fox Film v British Telecommunications,°® Lee contends that a blocking
injunction could also be seen as encroachment on the right to freedom of expression of the ISP which is the
recipient of the injunction.'®?

Crucially, this understanding underscores the conflict between the remedy of blocking injunctions and the
EU Declaration. In particular, the remedy might intervene with the principles of safeguarding freedom of
expression online as well as people's engagement and democratic participation in the digital world, both
underlined as commitments in Chapter IV of the EU Declaration. This is mainly because the remedy of blocking
injunction runs the risk of over-blocking where lawful gaming websites might be blocked. At the same time,
operators of lawful metaverse gaming platforms that have been blocked cannot challenge the decision of
blocking because they are not parties in the proceedings, thus depriving users from engaging and participating
to the activities online. Preserving that public engagement is not only important for upholding the goals of the
EU Commission, but ensures the metaverse's relevance and ultimately, whether or not it will surpass its initial
hype phase. Crucially, Ramakrishna points out that whilst we might experience living within an increasingly
virtualized society, this does not mean that everyone is going to become ‘virtualized’.}'® As such, Murray
emphasizes that ‘as soon as we stop participating, because we are confused or bored or uncomfortably stim-
ulated, the illusion vanishes.’11!

What is more, the right to freedom of expression encompasses the right to receive and impart information.
Given that metaverse gaming platforms constitute a medium to communicate via chats and enable users to interact
in real time from all over the world, it could be argued that a blocking injunction against the metaverse gaming
platform at issue might go against the principle of effective access to cultural and linguistic diversity online and thus,
prevent users from participating in the digital public space. Furthers, the implications of blocking orders to freedom
of expression of metaverse gaming users do not comply with the priorities of the EU Strategy which explicitly states
that users must feel safe, confident and empowered in the virtual worlds while at the same time, rights as users,
consumers, workers or creators must be respected. This is mainly because blocking injunctions are wide and might
block the whole metaverse gaming platform and not only the site that provided the infringing material. Therefore, it
is worrisome as to what extent users can have freedom of choice since they will not be able to access the platform
itself.

Finally, the remedy of blocking injunction might encroach upon the interests of copyright and trade mark
holders as set forth in Article 17 (2) of the EU Charter of Fundamental Rights,112 This is mainly due to the
implementation costs of blocking injunctions and in particular which party shall be burdened, namely the rights
holders or the internet service providers. Given the InfoSoc Directive and the IP Enforcement Directive remain
silent and give the leeway to the Member states with regard to the implementation costs, diverse approaches
amongst the national courts have been observed. For instance, in France and Austria, national courts seem to lean
in favour of imposing implementation costs to internet service providers,**3 while in the post-Brexit UK, the courts
appear to impose the costs of injunctions on the rights holders, concluding in Cartier that ‘the ordinary principle is
that unless there are good reasons for a different order an innocent intermediary is entitled to be indemnified by

the rights-holder against the costs of complying with a website blocking order’.11*
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Should the rights holders be burdened with the implementation costs, it is questionable whether they would
still resort to this remedy and whether this remedy is fit for IP enforcement online. As Stobbs and Thompson have
observed, ‘Whilst most brand owners with the resources available to obtain an injunction from the courts could
probably cover a further £2500, if the overall cost of implementing a blocking order comes closer to £25,000, it
risks putting these injunctions out of the financial reach of many brand owners.'**>

This understanding rightfully reveals the conflict between the remedy of blocking injunction and the EU
Declaration and the EU Strategy. It could be argued that the remedy is not compatible with Chapter IV of the EU
Declaration and in particular with the principle requiring proportionate measures to be taken in order to foster
participation in the digital public space. To what extent could the imposition of excessive expenses to rights
holders with regard to the application of blocking injunctions could amount to a proportionate measure? What is
more, the remedy of blocking injunction has usually been issued for platforms that have a centralized business
model. Considering the line of case law so far, injunctions are issued against centralized online platforms where
infringing content has been disseminated. Given the nature of metaverse gaming platforms, namely either
centralized or decentralized platforms, one might wonder how enforcement of IP rights can take place in
decentralized platforms in decentralized platforms given the lack of legal precedent, whilst fostering a sup-
portive business environment with an emphasis on IP rights that has been envisioned by the EU Commission's
Strategy.

To summarise, as our findings indicate, it can be extrapolated that ToS of the above-mentioned metaverse
gaming platforms are in a reasonable degree of compliance with the principles set in the Declaration and the EU
Strategy. On the other hand, the remedy of blocking injunction is a mechanism that is aimed to protect IP rights, but
appears to largely fall behind the aspirations set in the Declaration and the EU Commission's Strategy. This is
because, as the analysis has indicated, while the CJEU has developed a strong jurisprudence where the need to
balance IP protection with fundamental rights is clearly recognised, blocking injunctions bring a series of significant
risks to the functioning of the web and its users. First and foremost, hindering access to the metaverse altogether,
but also other risks associated to the right to freedom of expression and information of internet users and the right
to conduct business by metaverse gaming platforms. In this light, a set of proposals for legislative reform is
warranted.

5 | THE WAY FORWARD FOR THE IP ENFORCEMENT IN METAVERSE
GAMING PLATFORMS: FROM PRINCIPLES TO ACTIONS

This section puts forward two core recommendations that address the shortcomings with the remedy of blocking
injunction and to some extent, with the reviewed ToS of metaverse gaming platforms, and ensure a higher degree
of compliance with the EU Declaration and Strategy. The recommendations are both legal and techno-legal
respectively and constitute a targeted approach which could result in more effective IP enforcement within me-
taverse gaming platforms and other metaverse platforms which function in a similar fashion, that is, which enable
online user interactions in real time and may serve as social hubs for the public. The first is a legal reform proposal
to amend Article 3 of the IP Enforcement Directive to include an additional sub-section entailing key principles of
the EU Commission's metaverse policy when it comes to metaverse gaming providers. The second is a techno-legal
recommendation for the use of Al enforcement tools within metaverse gaming platforms with the aim of safe-
guarding IP rights whilst at the same time achieving a higher degree of alignment aligned with key EU strategic goals
for the metaverse context.

Before discussing the recommendations, this section begins by enlisting a plethora of elements in support of
the need for a metaverse-specific reform. Firstly, the gaming sector occupies the leading position in the en-
tertainment sector's financial gains. In 2022 the global gaming industry generated revenues of $184.4 billion.1%¢ It

has been estimated that those revenues are higher than the revenues acquired by the global recorded music
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industry and the movie industry together. Secondly, gaming metaverse platforms have revolutionized how gamers
interact with each other in light of their dual function. On the one hand, they are seen as social public forums where
users can interact and communicate via chat in real time from all over the world, whilst also being seen as
entertainment hubs where users can play games and engage in real time. Concomitantly, metaverse gaming plat-
forms gather users from all over the world with different cultures and languages, thus showcasing their global
outreach.'”

From a policy perspective too, a legislative reform which suggests a targeted approach in the enforcement of IP
rights on metaverse gaming platforms is timely and coincides with the highly anticipated Communication of the EU
Commission on video games and the upcoming Digital Fairness Act in 2026. It also reinforces the utmost signifi-

t,118 which calls for the

cance of the gaming industry as highlighted at policy level in the EU Parliament's repor
development of a coherent, long-term European video game strategy. It also aligns with the EU Council's report that
invites, among others, Member states to explore all relevant options for the implementation of a support framework
aimed at the promotion of the creative and cultural dimension of video games.**” Finally, it is in line with the
European Media Industry Outlook?® which highlights the dynamic nature of gaming technologies and its impor-
tance for IP rights as well as with the International Consumer Protection and Enforcement Network report which

urges the creation of a trustworthy online environment.1?!

5.1 | Proposal for amending Art 3 of IP Enforcement Directive 2004/48/EC

In light of the above, the first recommendation of the authors is a proposal to amend Article 3 of the IP En-
forcement Directive is explored as a means of providing a more holistic legal basis for injunctions against metaverse
gaming platforms and other metaverse platforms which offer similar services to the former, that is, which enable
online user interactions in real time and may serve as social hubs for the public. Article 3 of the IP Enforcement
Directive sets forth a set of principles that must be taken into consideration with regard to the remedies available
for rights holders. It requires that:

‘Member States shall provide for the measures, procedures and remedies necessary to ensure the enforcement
of the intellectual property rights covered by this Directive. Those measures, procedures and remedies shall be fair
and equitable and shall not be unnecessarily complicated or costly, or entail unreasonable time-limits or
unwarranted delays. Those measures, procedures and remedies shall also be effective, proportionate and dissuasive
and shall be applied in such a manner as to avoid the creation of barriers to legitimate trade and to provide for
safeguards against their abuse.’

The additional sub-section the authors propose to Article 3 of the IP Enforcement Directive would be of
seminal importance not only for the rights holders whose rights have been violated in metaverse platforms, but also
to minimize the possibility of future copyright and trade mark infringements taking place.

Accordingly, a possible approach would be informed by the principles of the EU Declaration and EU Strategy.
The following additional sub-section to Article 3 of the IP Enforcement Directive would be required to reconcile any
conflict. Accordingly, the proposed additional sub-section to Article 3 of the IP Enforcement Directive is as follows:

In the context of metaverse service providers, Member States shall also ensure that those measures, pro-
cedures and remedies enable user participation to this digital space, promote access to content that reflects
cultural and linguistic diversity and do not contravene their open and interoperable standards.

This proposed amendment clarifies that, in terms of metaverse platforms, including metaverse gaming plat-
forms, the judiciaries must also take into consideration to what extent the remedy of blocking injunctions complies
with the principles of the EU Declaration and the EU Commission's strategic priorities. This is mainly because
although the EU Declaration and EU Strategy are not legally binding, they both demonstrate the EU's priority to
craft a robust and solid Metaverse agenda. Therefore, when judiciaries examine applications for blocking orders in

the context of metaverse gaming platforms, they must also examine and factor in those principles in addition to the
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obligations in the other items of Article 3 of the IP Enforcement. Having said that, the draft provision proposed
above offers a solid legal basis for the delivery of a blocking injunction on metaverse gaming platforms. It en-
compasses the main principles of the EU Declaration and the promotion of business environments online with an
emphasis on IP rights. It also avoids the risk of encroaching upon the fundamental rights at stake, such as the right
to conduct business (as per Article 16 of the EU Charter of Fundamental Rights), the right to freedom of expression
(as per Article 11 of the EU Charter of Fundamental Rights), and the right to property of copyright and trade mark
holders (as per Article 17 (2) of the EU Charter of Fundamental Rights).122

As previously explained, neither the EU Declaration nor the EU Strategy have a legally binding effect yet, but it
is the authors' view that giving them legal effect could have a significant effect on ensuring greater respect for both
IP rights, but also for facilitating an open, accessible and trustworthy environment that enables user participation in

the digital public space and optimises users' digital experience.

5.2 | Proposal for an Al-based content moderation

Apart from the recommendation for legislative reform, the authors offer an additional recommendation for
achieving a targeted IP enforcement in the metaverse. Currently, the special EU Barometer in the Digital Decade
reveals that only 53% of the respondents are getting access to a trustworthy, diverse and multilingual digital
environment. In this light, the adoption of an Al-based content moderation recommendation would ensure that a
large segment of such content would be ‘weeded out’. This is because the use of Al-content moderation might
disable access only to the unauthorised content, rather than blocking access to the metaverse platforms altogether,
which is the effect of blocking injunctions. In this way, cultural and linguistic diversity in user uploaded content in
the metaverse could be preserved, whilst ensuring that intellectual property rights are safeguarded. More specif-
ically, according to Strowel, ‘We need to embrace a new approach that takes technological worlds into greater
account—their speed, and their ubiquity—and focus on implementing alternative mechanisms for enforcing the law
in these new worlds.?® In this vein, it is argued that the assistance of Al technologies might be required, especially
within metaverse environments where human monitoring in real time could be complex, uneconomic and/or
impracticable in virtual environments with high volumes of content.

While content moderation for the metaverse has been highlighted by a Stanford University study as early as in
2002,12% the prominence of Al tools for content moderation workflows has been underlined by a Cambridge
Consultants study on behalf of OFCOM in 2019 and their expected significant impact in, among others, increasing
moderation accuracy when used in combination with human moderators.*?> One of the main advantages they
possess is their ability to process vast amounts of data constantly produced by users close to real time.*? Various
online marketplaces have already embarked on Al powered content filters, including the ones deployed by
BrandShield, Lex Machina, TrademarkNow.?” In the context of metaverse gaming platforms, Al tools, also referred
to as Al agents, could be used to monitor the metaverse gaming environment with regard to third-party content,
that is, customized virtual avatar outfits by users, for automated flagging of suspicious content for human review
and for subsequent disablement of IP infringing content from the platform. This measure would fall within the
definition of an expeditious remedy that prevents infringements, is not complex and does not entail any
unwarranted time limits given the automatic operation of these technologies, within the meaning of Article 41 (1),
(2) of the TRIPS Agreement. By disabling access only to the unauthorised content, rather than blocking access to
the metaverse platforms altogether, which is the effect of blocking injunctions, these measures would be pro-
portionate and applied in a way that does not hinder legitimate trade, as per Article 3 of the IP Enforcement
Directive.

Such techno-legal ‘tracking’ aids would complement other enforcement measures implemented by member
states at national level and would require close cooperation between national IPOs and Al providers under EU

oversight, that is, for the provision of IP protected content as training data. Al training on the relevant EU copyright
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works and EU trade marks would be a prerequisite for this solution to be effective, given that a lack of access to the
relevant data needed to the specific task for which the Al tools are being trained could hinder their efficiency.*?® In
effect, the Al tools would only be able to make an association between the pre-existing knowledge learned (the
protected IP content) and the third-party unauthorised content in the metaverse and therefore, enable their
detection.

However, they carry associated risks. For instance, both the World Economic Forum in 2024 and the US
Federal Trade Commission in 2022 have raised concerns regarding the use of Al tools as a policy solution, due to
the possibility of system failure, inaccuracies, biases and discrimination as well as promoting commercial surveil-
lance to the detriment of users' fundamental freedoms.*?? The proposed Al ‘tracking’ mechanism is not to operate
in a completely automated manner, but rather flagged content is to be subjected to human review, thereby ensuring
accuracy in removing the right content, so as not to amount to some form of modern copyright censorship.1*° This
means that the proposed solution also complies with Article 8 of the Council of Europe Framework Convention on
Artificial Intelligence and Human Rights, Democracy and the Rule of Law, which sets out an obligation to ensure
that®3%: as for users' rights, the recommended Al ‘tracking’ tools would not be trained on any datasets connected to
users in any way and the subsequent flagging and removal of content would not significantly affect individuals, i.e.

profiling them, so as to give rise to i.e. data protection issues.3?

6 | CONCLUSION

This article has hitherto critically examined the enforcement of IP rights within metaverse gaming platforms.
Enforcement of IP rights is of seminal importance due to the increasing risk for copyright and trade mark in-
fringements in virtual environments. For instance, in the context of metaverse gaming platforms, infringement could
arise in relation to user-uploaded NFT digital wearables for virtual avatars which feature protected digitised art-
works or protected signs of physical goods or services without prior authorisation. From a trade mark perspective,
offering for sale NFTs that reproduce a third party's trade marks without the authorization of the trade mark holder
might also give rise to infringement.

Crucially, although the metaverse is not fundamentally different from the real world when it comes to copyright
and trade mark infringement, the article argues that current IP enforcement methods are not fully capable of
adapting to the digital environment. It is further argued that certain aspects specific to metaverse gaming platforms,
that is, enabling online user interactions in real time and serving as social hubs for the public, necessitate current IP
enforcement methods to be adjusted.

First, the article has undertaken a focused analysis of the Terms of Service (ToS) of four prominent metaverse
gaming platforms—Roblox, Fortnite, Minecraft, Sandbox—at face value on their stated terms, in order to examine
the extent to which enforcement of copyright and trade marks can be achieved within metaverse gaming platforms.
The specific enforcement methods and policies under the platforms' ToS have also been reviewed also in light of
their commitment to safeguard IP rights in line with the EU Declaration on Digital Rights and Principles (EU
Declaration) and the broader EU Commission's Strategy for virtual words (EU Strategy). Following the review of the
four platforms' ToS, an overall satisfactory degree of compliance with several EU objectives has been noted, and
arguably a higher degree of compliance when it comes to the protection of IP rights compared to other objectives,
such as openness and interoperability. Nevertheless, inconsistent policies for redress mechanisms for suspected IP
violations has been observed between the different platforms' ToS, leaving room for greater compliance with the
EU's agenda and the commitment to safeguarding IP rights within the metaverse gaming context.

Second, upon examination of the increasingly sought after remedy of blocking injunction for IP infringements
online, it has been argued that although it is, in principle, applicable to digital metaverse uses of protected IP
content, it falls behind the aspirations set out in the EU Declaration and the EU Strategy. This is because blocking

injunctions have the effect of hindering users' right to access metaverse platforms altogether in cases of online
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copyright and trade mark infringements. This blocking effect not only poses significant risks to the fundamental
rights of freedom of expression and information of metaverse users, whose interests naturally conflict with those of
rightsholders, but also comes in direct contrast with the EU Commission's objectives. More specifically, it is argued
that blocking orders might interfere with the EU Commission's objectives of facilitating a trustworthy and fair digital
environment that promotes diverse cultural and linguistic content and enables users' democratic participation to the
digital public space.

The authors of this article conclude that if engagement with a fair, inclusive and culturally diverse metaverse
environment is to be achieved, policy makers should balance access to the metaverse against respect for the
exclusive rights of IP holders more efficiently. While reliance on the existing governance framework is essential, the
article emphasizes that legislative reform is warranted to support its adaptation to the strategic goals of the
Commission. In this light, the authors propose a legislative amendment to Article 3 of the IP Enforcement Directive
to include an additional sub-section entailing key principles of the EU Commission's metaverse policy when it comes
to metaverse service providers, thereby giving these policy documents legal effect, would have a twofold advan-
tage. In particular, it would not only allow for a targeted enforcement of IP rights against metaverse gaming
platforms and other metaverse platforms which serve a social function, but also greater alignment with the EU's
ongoing digital transformation policy and therefore, appears to be justified. In this article's recommendations,
particular emphasis is placed on the non-compliance of the enforcement mechanism of blocking orders with the
EU's metaverse objectives, as well as with a series of other fundamental rights. The authors argue that its prob-
lematic effects are particularly prominent in the metaverse context, given that its enforcement could effectively
block access to metaverse platforms within which IP infringement might be detected altogether, whereas the
principles of the EU Declaration and the EU Strategy's priorities aim to enable participation to the digital public
space, to ensure access to content that reflects cultural and linguistic diversity and to not contravene with the open
and interoperable standards of metaverse gaming platforms.

Based on the authors' legal recommendation, the above-mentioned principles and priorities would constitute
factors that the judiciaries would have the authority to take into consideration when examining applications for
blocking orders, in addition to the obligations in the other sub-sections of Article 3 of the IP Enforcement Directive,
arguably leading to greater balance between the rights of IP holders and the fundamental rights of metaverse
gaming platforms' users, whilst largely relying on the existing governance framework. Lastly, the authors recom-
mend the deployment of Al content moderation tools, so as to detect and disable unauthorised IP content in online
gaming platform environments, as a promising and effective IP enforcement mechanism that could be in greater
compliance with EU objectives and fundamental rights and at the same time, safeguard the rights of IP holders in
the metaverse environment. In line with the aforementioned EU strategic goals, these could initially be tested
within multistakeholder governance sandbox environments, in order for their impact to be realised, prior to their full

implementation.
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