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Experimental Demonstration of Localization in
Bending Eavesdropping Using a Physics-Informed

Neural Network
Wenshuai Qin, Xiaoxue Gong, Weigang Hou, Lu Gan, Lei Guo

Abstract—This paper proposes a physics-informed neural net-
work (PINN) scheme for localizing bending eavesdropping in
coherent optical communication systems. First, we establish a
signal transmission model under bending eavesdropping based on
the Manakov equations to analyze its impact on physical informa-
tion such as linear birefringence and nonlinearity. Subsequently,
a PINN is developed by incorporating physical information
such as linear birefringence and nonlinear effects into a con-
volutional neural network-bidirectional long short-term memory
(CNN-BiLSTM) architecture. To validate the effectiveness of
the scheme, we construct an experimental platform for bending
eavesdropping localization in an 80 km, 168 Gbps quadrature
phase shift keying (QPSK) coherent optical communication
system. Polarization data during eavesdropping are collected
from nine positions with bending radii of 10.8 mm and 15 mm.
The performance of three models, including CNN, CNN-BiLSTM
and PINN is evaluated for bending eavesdropping localization
under both bending radii. Experimental results demonstrate that
the PINN achieves localization accuracies of 100% and 99.8%
under bending radii of 10.8 mm and 15 mm, respectively. This
work offers a novel theoretical framework and methodological
approach for localizing bending eavesdropping in optical fiber
communication systems.

Index Terms—Bending eavesdropping localization, physics-
informed neural network, secure optical communication.

I. INTRODUCTION

W ITH the advent of the fifth-generation fixed network
(F5G) era, optical fibers now carry more than 90% of

global internet traffic. In particular, submarine optical cables
are responsible for over 99% of intercontinental commu-
nications [1]–[6]. Since optical fibers are insulating media
with high resistance to electromagnetic interference (EMI)
and exhibit near-zero signal leakage during propagation, they
were traditionally regarded as secure. However, with the
emergence of advanced eavesdropping techniques such as
fiber bending, V-groove cutting, grating scattering, beam split-
ting, and evanescent coupling, researchers have demonstrated
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that fiber communication systems are highly vulnerable to
eavesdropping. Among these, fiber bending eavesdropping has
attracted considerable research attention owing to its low im-
plementation cost and high concealment capabilities [7]–[12].
Moreover, because the power level of the eavesdropped signal
is generally below the sensitivity threshold of conventional
detection equipment, effective localization using existing mon-
itoring systems remains challenging [13]–[15]. Furthermore,
with optical transmission rates reaching terabits per second
(Tbit/s), even brief instances of bending eavesdropping can
lead to substantial data leakage. Hence, the development of
effective localization methods for bending eavesdropping is
critically important.

Current research on the localization of bending eavesdrop-
ping primarily focuses on machine learning (ML) methods
[16]–[22]. Khouloud Abdelli et al. [23] proposed an innovative
method that integrates a bidirectional gated recurrent unit
(BiGRU) algorithm with optical time-domain reflectometry
(OTDR) sensing. By analyzing OTDR trace data containing
signatures of bending eavesdropping, they achieved an F1
Score of 96.86%. However, the localization performance for
weak signals with eavesdropping induced losses below 1 dB
requires further validation. Song [24] developed an intelligent
localization framework based on the convolutional neural
network,that combines eye diagram features with monitoring
data, achieving a localization accuracy of 92.76% under a 5%
splitting ratio. Ref [25] proposed a clustering based multi-node
data linkage scheme that coordinates data from the transmit-
ter, transmission link, and receiver, achieving a single-point
localization accuracy of 99.79%. Although these studies have
advanced the localization of bending eavesdropping, they lack
a theoretical model of the eavesdropping behavior. This makes
it difficult to systematically explain the physical mechanisms
affecting optical signal transmission. More importantly, current
data-driven black-box models fail to incorporate the physical
equations governing optical signal transmission under bending
eavesdropping. This disconnect between physical principles
and data-driven approaches may limit the accuracy and gen-
eralization capability of the localization algorithms.

To address these challenges, this paper proposes a physics-
informed neural network (PINN) scheme for localizing bend-
ing eavesdropping in coherent optical communication systems.
First, the transmission of optical signals under bending eaves-
dropping is modeled using the Manakov equations, which
capture the variations in physical information such as linear
birefringence and nonlinear effects. Subsequently, by incor-
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porating physical information including linear birefringence
and nonlinear effects into a convolutional neural network-
bidirectional long short term memory (CNN-BiLSTM) frame-
work, we develop a PINN model. In PINN, we designed a
composite loss function by integrating the Manakov equations
as a physical constraint with data-driven optimization methods.
Within this function, the Manakov equations serve as a physi-
cal regularization term to characterize the evolution of optical
signals under bending eavesdropping, while the data-driven
term focuses on optimizing network parameters. To validate
the effectiveness of the scheme, we construct an experimental
platform for bending eavesdropping localization in an 80
km, 168 Gbps quadrature phase shift keying (QPSK) coher-
ent optical communication system. Polarization data during
eavesdropping are collected from nine positions with bending
radii of 10.8 mm and 15 mm. A comparative analysis in-
volving CNN, CNN-BiLSTM, and the proposed PINN model
is conducted to evaluate localization performance under both
bending radii. Experimental results demonstrate that the PINN
achieves localization accuracies of 100% and 99.8% under
bending radii of 10.8 mm and 15 mm, respectively. Our work
provides a novel theoretical foundation and methodological
framework for localizing bending eavesdropping in optical
fiber communication systems.

The remainder of this paper is organized as follows: Section
II presents an optical signal transmission model under bending
eavesdropping based on the Manakov equations. Section III
details the bending eavesdropping localization scheme based
on PINN. Section IV describes the experimental setup and
bending eavesdropping data collection. Section V presents the
experimental results and performance evaluation of the PINN
model. Section VI concludes the paper.

II. MODELING OF OPTICAL SIGNAL TRANSMISSION AND
ANALYSIS OF POLARIZATION DATA UNDER BENDING

EAVESDROPPING

A. Modeling of Bending Eavesdropping via Optical Signal
Transmission Based on the Manakov Equations

To investigate the impact of bending eavesdropping on
the physical characteristics of optical signal transmission, we
develop a dual-polarization coherent optical communication
system model based on the Manakov equations [26]. The
equations describe the propagation of optical waves in two
orthogonal polarization states, with the mathematical formu-
lation as follows:
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Here, Ax and Ay represent the complex amplitudes of the X
and Y polarized components, describing both the amplitude

and phase of the dual-polarization signal. The variable z
denotes the propagation distance along the fiber, and t is the
time variable. β1x and β1y are the group delays for the X and
Y polarization states, while β2 represents the group velocity
dispersion. α denotes the fiber attenuation coefficient. △βx

and △βy indicate the propagation constant mismatch for the X
and Y polarization components caused by fiber birefringence.
The nonlinear coefficient γ characterizes the fiber nonlinear
effects.

B. Linear Birefringence Characteristics Under bending eaves-
dropping

In a bending eavesdropping scenario, under quasi-
continuous wave conditions, the Manakov equations can be
simplified to the following form by neglecting the effects of
the time derivative term and fiber loss term:
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By neglecting nonlinear effects (γ = 0) and solving Eq. (3)
and Eq. (4) under the assumption of an input optical power
P , the analytical solution is given by:
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Here, ∆βbe,x = 2πnbe,x/λ, ∆βbe,y = 2πnbe,y/λ represent
the propagation constants for the X and Y polarization under
bending eavesdropping. nbe,x and nbe,y are the corresponding
effective refractive indices. The differential propagation con-
stant defined as ∆βbe = 2π/λ(nbe,x−nbe,y), characterizes the
linear birefringence induced by bending eavesdropping. As a
result, the X polarization

√
P cos(∆βbe,xz/2) exhibits peri-

odic attenuation with increasing birefringence or propagation
distance, while the Y polarization power i

√
P sin(∆βbe,xz/2)

correspondingly shows periodic enhancement. This oscillatory
power exchange between the X and Y polarizations provides a
distinct signature that can be leveraged for localizing bending
eavesdropping

C. Nonlinear Effects Under bending eavesdropping
When nonlinear effects are considered, the solutions to

Eq. (3) and Eq. (4) are given by:
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(
9∆βbe,x/y

8γbe

)1/2 √
px/y exp

(
iϕbe,x/y

)
(7)

in which the nonlinear coefficient under bending eavesdrop-
ping γbe is defined as:
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where ω0 is the central frequency of the optical field. µ0

and ε0 denote the magnetic permeability and electric permit-
tivity of vacuum, respectively. χ(1)

xx is the first-order electric
susceptibility, which characterizes the fiber linear dispersion
properties. χ

(3)
xxxx is the third-order electric susceptibility,

describing the fiber nonlinear effects. n2 is the nonlinear
refractive index coefficient, Aeff is the effective mode area, c
is the speed of light in vacuum, F (x, y) denotes the transverse
distribution function. nbe is the refractive index under bending
eavesdropping. As indicated by Eq. (7) and Eq. (8), bending
eavesdropping affects the nonlinear transmission characteris-
tics of the fiber channel by altering nbe. Specifically, bending
eavesdropping directly affects the nonlinear refractive index
coefficient nbe by altering n2, thereby influencing γbe. The
resulting changes in γbe affect the nonlinear phase evolution
of the transmitted signal. These phase modifications introduce
distinctive optical signatures, which can be exploited for the
localization of bending eavesdropping.

D. Polarization Data Analysis Under Bending Eavesdropping

Building upon the aforementioned theoretical model, bend-
ing eavesdropping affects the amplitude and phase of the X and
Y polarization components of the optical signals by modifying
the linear birefringence and nonlinear coefficients. These vari-
ations are reflected in the four-dimensional polarization data
(HI, HQ, VI, VQ), which can be mathematically expressed as
follows:

HI = (HI(t1), HI(t2), HI(t3), · · · , HI(tN ))

HQ = (HQ(t1), HQ(t2), HQ(t3), · · · , HQ(tN ))

V I = (V I(t1), V I(t2), V I(t3), · · · , V I(tN ))

V Q = (V Q(t1), V Q(t2), V Q(t3), · · · , V Q(tN ))

(9)

Subsequently, we analyze the structure of the four-
dimensional polarization data to select a suitable neural net-
work model. Here, t1,2,3···N denotes the time index. HI and
HQ represent the in-phase and quadrature components of the
horizontally polarized light field, while VI and VQ correspond
to the in-phase and quadrature components of the vertically
polarized light field. Fig. 1(a) shows the eavesdropping data
of the X polarization component at different positions along
an 80 km fiber link, with sampling points spaced every 10
km. Fig. 1(b) illustrates the eavesdropping data of the Y
polarization component at same conditions. Since the four-
dimensional polarization data are synchronously sampled, the
same parameters can be applied for feature extraction. CNN
effectively extracts spatial features across different polariza-
tion dimensions. Furthermore, each polarization dimension is
affected by linear birefringence and nonlinear effects, result-
ing in time-series features with strong local correlations. To
capture these temporal dependencies, we employ a BiLSTM
network. Its gating mechanism adaptively learns the locally
correlated temporal features inherent in the polarization data.

In summary, bending eavesdropping affects the physical
properties of optical signal transmission and induces char-
acteristic variations in polarization data. To localize bending
eavesdropping, we propose a PINN model that incorporates
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Fig. 1. Bending eavesdropping data collected at nine positions along an 80 km
fiber, spaced every 10 km. (a) X polarization component, (b) Y polarization
component.

physical information including linear birefringence and non-
linear effects into a CNN-BiLSTM architecture. This hybrid
methodology integrates physical modeling with data-driven
learning, enabling automated extraction of eavesdropping re-
lated features from polarization data.

III. BENDING EAVESDROPPING LOCALIZATION SCHEME

A. Overview of the Bending Eavesdropping Localization
Scheme

Fig. 2 illustrates the PINN-based bending eavesdropping
localization scheme. The proposed scheme consists of three
modules: data collection module, data preprocessing module,
and PINN module. In the data collection module, coherent re-
ceiver performs optoelectronic conversion to transform optical
signals into electrical signals, which are then sampled by an
analog-to-digital converter (ADC) to obtain four-dimensional
polarization data (HI, HQ, VI, VQ). The data preprocessing
module conducts multi-stage processing on HI, HQ, VI, VQ.
Data cleaning discards redundant samples and outliers, resam-
pling techniques are employed to balance class distribution,
normalization and standardization eliminate scale differences
among the features. After preprocessing, the HI, HQ, VI, and
VQ data are fed into the PINN module. This module comprises
a linear processing layer, a nonlinear processing layer, and a
neural network that includes an input layer, multiple hidden
layers, and an output layer. The output layer predicts the
bending eavesdropping location, labeled as class 0-8. For the
loss function design, a dual mechanism combining data-driven
and physics constrained approaches is employed, forming a
combined loss function incorporating cross-entropy and phys-
ical information constraint from the Manakov equations. The
cross-entropy loss serves to minimise the discrepancy between
the predicted class probability distribution and the ground-truth
labels. The residual of the Manakov equations is introduced
as a physical information constraint term, thereby constraining
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Fig. 2. PINN for bending eavesdropping localization scheme. Data Collection: Coherent receiver performs optoelectronic conversion, followed by ADC
sampling to obtain HI, HQ, VI, VQ. Data preprocessing module: Multi-stage processing including data cleaning, data balancing, normalization, and
standardization. PINN Module: The processed data are fed into a neural network comprising both linear and nonlinear layers. The output layer predicts
the eavesdropping location corresponding to class 0-8

the model outputs to comply with the physical laws governing
light transmission. This dual-constraint mechanism has been
demonstrated to reduce model prediction errors and enhance
the reliability and theoretical rationality of localization results
in practical scenarios through its physical information con-
straint.

B. Detailed Architecture of the PINN Model

In the following section, a comprehensive overview of the
PINN model is presented. The architectural design of the
model is illustrated in Fig. 3 The HI, HQ, VI, VQ are
processed through linear and nonlinear layers to model signal
propagation within the optical fiber. Specifically, the linear
layer models linear birefringence and dispersion to capture
amplitude variations of the signal at different frequencies,
while the nonlinear layer accounts for phase variations. The

corresponding mathematical formulations are given in Eq. (10)
and Eq. (11).
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where D1 and D2 denote dispersion coefficients, c represents
linear birefringence, and N corresponds to the nonlinear co-
efficient. Subsequently, the polarization data are processed by
a neural network composed of six convolutional blocks. Each
block consists of a convolutional layer, a batch normalization
layer, and a max pooling layer. To extract features over a
broad range, a convolutional kernel size of 2×5 is employed.
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Fig. 3. Architecture and key parameters of the proposed PINN model. CNN:
input size 4× 24576, convolutional kernel with size of 2× 5, pooling layer
with size of 2×2, output size 16×1×382, BiLSTM with 128 units direction,
FC layer with 256× 9 parameters for 9 class classification.

Zero-padding is applied to both ends of the input, and the
stride is set to 1 to ensure effective feature extraction. The
mathematical formulation of the convolutional operation is
given by:

Aij = σ(

2−1∑
p=0

5−1∑
q=0

X(i·s+p)(j·s+p) ·Wpq + b) (12)

where X is the polarization input data, σ denotes the activation
function, W is the convolutional kernel weight, b is the bias

term, and s is the stride. The indices p and q correspond
to the vertical and horizontal positions within the kernel,
respectively. Specifically, the input to the first convolutional
block is polarization data of dimension 4× 24576. This layer
employs 16 filters with a kernel size of 2 × 5, producing
an output of 16 × 5 × 24574. A batch normalization layer
is then applied to standardize the output to a zero mean
and unit variance. This is followed by a ReLU activation
function defined as Z = max(0, Aij). A max-pooling layer
then downsamples the feature map by a factor of 2, resulting
in an output of 16× 2× 12187, which reduces computational
complexity while preserving essential features. The pooling
operation is defined as:

Pij = max {Zi+m,j+n | 0 ≤ m < k, 0 ≤ n < k} (13)

This process is repeated across six convolutional blocks with
filter counts set to 16, 32, 32, 32, 16, and 16, respectively. The
resulting high-dimensional feature maps are then passed into
a BiLSTM module for temporal sequence modeling.

To capture the temporal evolution characteristics of polar-
ization data, the BiLSTM module performs temporal sequence
modeling on the extracted feature sequences after CNN. The
BiLSTM consists of a single layer with 128 memory units
in each direction. The bidirectional outputs are concatenated,
resulting in a 256 dimensional hidden state vector at each
time step. The final convolutional block of the CNN produces
feature maps with dimensions 16× 1× 382. Before being fed
into the BiLSTM, these features are reshaped into a sequence
with two time steps, each containing 6112 features. Each
LSTM layer processes a 6112 dimensional input and outputs a
128 dimensional hidden state per direction. These hidden states
are then concatenated to form a 256 dimensional feature vec-
tor. The concatenated vector is subsequently passed through
a fully connected layer consisting of 256 × 9 parameters,
corresponding to nine output classes.

Finally, the total loss function is is formulated as a com-
bination of the cross-entropy loss and a physical information
regularization term, which are jointly optimized during train-
ing. The cross-entropy loss quantifies the discrepancy between
the predicted probability distribution pθ(y|x) and the ground-
truth label distribution q(y|z), and is mathematically defined
as:

ΨCE = −
N∑
i=1

q(yi|xi) log pθ(yi|xi) (14)

N denotes the number of sample batches, and θ represents the
trainable parameters. The physical information regularization
loss is constructed based on the Manakov equations, and its
mathematical expression is expressed as:
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The joint optimization objective integrates two loss compo-
nents, weighted by a tunable parameter λ. The model is trained
using the Adam optimization algorithm, which iteratively
updates the parameters by computing the gradients of the
total loss function to improve prediction accuracy against the
ground truth.

IV. EXPERIMENTAL SETUP AND BENDING EAVESDROPPING
DATA COLLECTION

To validate the feasibility of the PINN based bending
eavesdropping localization scheme, an experimental platform
is established for an 80 km, 168 Gbps QPSK coherent op-
tical communication systems, as illustrated in Fig. 4. At the
transmitter, a pseudorandom binary sequence (PRBS) is gen-
erated offline using MATLAB 2022a and fed into an arbitrary
waveform generator (AWG, Keysight M8196A) operating at
92 GSa/s to produce 42 GBaud in-phase (I) and quadrature
(Q) signals. After amplification by an electrical amplifier (EA,
SHF S807C), these signals drive the upper and lower radio
frequency (RF) ports of the IQ Mach-Zehnder Modulator (IQ-
MZM, Fujitsu FTM7977HQA 8V). A continuous-wave laser
diode (LD) with an output power of 10 mW, a linewidth of 100
kHz, and a central frequency of fc = 193.415 THz serves as
the optical source. The LD modulates the electrical signals into
a QPSK optical signal. A polarization controller dynamically
adjusts the polarization state to compensate for transmission
disturbances and ensure accurate signal demodulation at the
receiver. An 80 km transmission link is established using
G.652D single-mode fiber. Based on the theoretical model of
bending eavesdropping loss [27], optical couplers with split-
ting ratios of 10:90 and 1:99 are inserted at intervals of 10 km
to simulate bending eavesdropping. These couplers correspond
to bending radii of 10.8 mm and 15 mm, respectively. The
optical power output is adjusted in real time by a variable
optical attenuator (VOA) to ensure signal demodulation.

At the receiver, the optical signal is converted into four elec-
trical signals using a coherent receiver (CPRV1225A U2T).
These signals are then digitized by a four-channel oscillo-
scope (Keysight DSOZ594A) at an 80 GSa/s sampling rate,
producing the in-phase (HI) and quadrature (HQ) components
of the X polarization, and the in-phase (VI) and quadrature
(VQ) components of the Y polarization. The resulting four-
dimensional polarization data are subsequently fed into the
PINN model for localizing bending eavesdropping. To ensure
the transmission performance of the QPSK coherent com-
munication system, offline digital signal processing (DSP) is
applied to the digitized signals. The quality of the optical
signal is quantitatively evaluated by analyzing the QPSK
constellation diagrams and calculating the bit error rate (BER).

For the PINN model dataset, polarization data are collected
over an 80 km optical link with bending radii of 10.8 mm and
15 mm. Measurements are taken at nine positions spaced at 10
km intervals. The polarization data corresponding to bending
radii of 10.8 mm and 15 mm are compiled into new datasets.
Each dataset contains 5940 samples, which are partitioned into
training, validation, and test sets with proportions of 6:2:2. The
PINN model is implemented, trained, and evaluated using the
PyTorch framework.

V. RESULTS AND ANALYSIS

To evaluate the convergence behavior and generalization
performance of the PINN model, we analyze accuracy and
loss curves on the test sets. Subsequently, we establish a
comprehensive quantitative assessment framework based on
confusion matrices, from which four key metrics are com-
puted: Accuracy, Precision, Recall, and F1 Score. Finally,
we employ t-SNE dimensionality reduction visualization to
examine the clustering characteristics of samples from dif-
ferent classes and the decision boundaries. This provides an
intuitive demonstration of the model capability in classifying
bending eavesdropping features. Evaluation Metrics: Model
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Fig. 5. Training loss and testing accuracy curves of CNN, CNN-BiLSTM, and PINN models under bending eavesdropping. (a) 10.8 mm bending radius, (b)
15 mm bending radius.

performance is quantitatively assessed using four standard
classification metrics: accuracy, precision, recall, and F1
score. The accuracy represents the ratio of correctly predicted
samples to the total number of samples:

Accuracy =

∑9
i=1 Cii∑9

i=1

∑9
j=1 Cij

× 100%. (17)

Here, the diagonal elements Cii denote the number of samples
whose true class is i and are correctly predicted as class i,
while the off-diagonal elements Cij correspond to misclassi-
fied samples in the confusion matrix.

For each class k, the precision measures the proportion
of correctly predicted samples in class k among all samples
predicted as class k:

Precisionk =
Ckk∑9
j=1 Cjk

. (18)

The recall quantifies the proportion of correctly predicted
samples in class k among all samples that truly belong to
class k:

Recallk =
Ckk∑9
j=1 Ckj

. (19)

Finally, the F1 score represents the harmonic mean of preci-
sion and recall:

F1-Scorek = 2
Precisionk × Recallk
Precisionk + Recallk

. (20)

A. Accuracy and Loss Curve Analysis of the PINN Model for
Bending Eavesdropping Localization

Fig. 5(a) shows the evolution of training loss and testing
accuracy over epochs for the CNN, CNN-BiLSTM, and PINN
models under a bending radius of 10.8 mm. As training
progresses, the loss values for all three models steadily de-
crease and converge toward zero, indicating effective learning
and parameter optimization. Correspondingly, the accuracy of
all models increases consistently, demonstrating their strong

generalization capability on unseen data. The maximum eaves-
dropping localization accuracies achieved by the CNN, CNN-
BiLSTM, and PINN models are 96.46%, 98.65%, and 100%,
respectively.

Fig. 5(b) shows the training loss and testing accuracy over
epochs for the CNN, CNN-BiLSTM, and PINN models under
bending a radius of 15 mm. All three models exhibit the typical
trends of decreasing loss and increasing accuracy. However,
their convergence rates are significantly slower compared to
those observed at a bending radius of 10.8 mm. The maximum
eavesdropping localization accuracies achieved by the CNN,
CNN-BiLSTM, and PINN models are 95.03%, 91.25%, and
99.92%, respectively. In summary, the difference in localiza-
tion accuracy under bending radii of 10.8 mm and 15 mm
primarily stems from the decrease in signal leakage power
as the bending radius increases. This reduction in leakage
weakens the interference to the communication system, mak-
ing localization via bending eavesdropping considerably more
challenging. Furthermore, the high similarity in the distribu-
tion of eavesdropped data leads to blurred decision boundaries
in classification models, further complicating the localization
task. The PINN model effectively captures subtle variations
in the eavesdropped signals under bending, demonstrating
superior training stability, enhanced generalization capability,
and improved classification accuracy.

B. Noise Analysis of the Test Set Under Different Bending
Radius

To investigate the impact of Gaussian noise on the classifi-
cation accuracy of PINN model, we systematically introduce
additive noise with standard deviations of 0.05, 0.1, 0.15, and
0.2 to the data set. The results demonstrate a clear inverse
relationship between noise intensity and model performance.
As the noise level increases, the test accuracy progressively
declines. Fig. 6(a) shows the accuracy variation of the pro-
posed PINN model at different noise levels at a 10.8mm
bending radius. At noise levels of 0.05 and 0.1, the model
accuracy shows only a slight decrease, indicating that the
model exhibits a certain degree of robustness to low-intensity
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Fig. 6. Noise analysis of the test set under noise level with 0.05, 0.1, 0.15, and 0.2. (a) 10.8 mm bending radius, (b) 15 mm bending radius.
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Fig. 7. Learning rate analysis of the under 0.00001, 0.0001, and 0.001. (a) 10.8 mm bending radius, (b) 15 mm bending radius.

noise. However, when the noise standard deviation increased
to 0.1 and 0.15, the accuracy showed a significant decline,
highlighting the model’s vulnerability to strong noise. Fig. 6(b)
shows the accuracy variation of the proposed PINN model at
different noise levels at a 15 mm bending radius. When the
noise standard deviation is 0.05 and 0.1, the model accuracy
remains unchanged. When the noise standard deviation is 0.15
and 0.2, the model accuracy shows only a slight decrease,
indicating the model’s robustness to varying noise intensities.
It can be concluded that the PINN model exhibits excellent
anti-noise performance and its robustness under 10.8mm and
15mm bending radii.

C. Learning Rate Analysis Under Different Bending Radius

In this section, we systematically investigate the influence
of learning rates (0.00001, 0.0001, and 0.001) on the perfor-
mance of the PINN model. Fig. 7(a) compares the model’s
performance under different learning rates at a bending radius
of 10.8 mm, both accuracy and loss values remain rela-
tively stable throughout the training epochs for learning rates
of 0.00001. In contrast, when the learning rate are set to
0.001 and 0.0001, the trends of accuracy and loss exhibit a
pronounced deviation from the expected behavior. Fig. 7(b)

presents an evaluation under the same settings for a bending
radius of 15 mm. The results indicate that with a learning
rate of 0.00001, the accuracy and loss of the PINN model
continue to demonstrate stable convergence as the number
of iterations increases, which aligns with the observations
from Fig. 7(a). An excessively high learning rate can cause
the optimization process to overshoot the optimal solution,
thereby impairing model convergence and introducing greater
instability in testing performance. Therefore, the importance
of selecting an appropriate learning rate to ensure robust and
stable training of the PINN model.

D. Performance Metrics Under PINN Model

Fig. 8(a)-(c) show the confusion matrices for the CNN,
CNN-BiLSTM, and PINN models under a bending radius of
10.8 mm. The overall classification accuracies achieved by
the three models are 96.4%, 98.6%, and 100%, respectively.
Notably, the PINN model achieves perfect classification across
all categories, demonstrating exceptional discriminative ca-
pability. Fig. 8(d)-(f) present the confusion matrix analysis
for the same models when the bending radius increases to
15 mm. Compared with the 10.8 mm case, the classification
accuracies of the CNN and CNN-BiLSTM models drop to
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Fig. 8. Confusion matrices of bending eavesdropping localization for CNN, CNN-BiLSTM, and PINN models. (a) CNN-10.8mm bending radius, (b) CNN-
BiLSTM-10.8mm bending radius, (c) PINN-10.8mm bending radius, (d) CNN-15mm bending radius, (e) CNN-BiLSTM-15mm bending radius, (f) PINN-15mm
bending radius.

95% and 91.2%, respectively. Nevertheless, the PINN model
still achieves a classification accuracy of 99.8%, reflecting its
strong robustness and superior generalization performance.

Fig. 9(a) presents a comparative analysis of the precision
of the CNN, CNN-BiLSTM, and PINN models under a
bending radius of 10.8 mm. The PINN model demonstrates a
precision of 1.0 across all classes, thereby exhibiting a marked
superiority over the CNN and CNN-BiLSTM models, which
exhibit average precisions of 0.9641 and 0.9864, respectively.

Fig. 9(b) illustrates the precision performance of the three
models when the bending radius increases to 15 mm. The
PINN model maintains excellent performance with an average
precision of 0.9984. Conversely, the average precisions of
the CNN and CNN-BiLSTM models drop to 0.9521 and
0.9083, respectively. The CNN model exhibits a pronounced
performance degradation at the 80 km location with a signifi-
cant precision decline. The CNN-BiLSTM model also shows
high sensitivity to changes in bending radius, with precisions
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Fig. 9. Precision of CNN, CNN-BiLSTM, and PINN models of nine bending eavesdropping positions. (a) bending radius of 10.8mm, (b) bending radius of
15mm.
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Fig. 10. Recall of CNN, CNN-BiLSTM, and PINN models of nine bending eavesdropping positions. (a) bending radius of 10.8mm, (b) bending radius of
15mm.

dropping to 0.8447, 0.6613, and 0.6667 at the 20 km, 40
km, and 80 km positions, respectively. In summary, the PINN
model not only achieves outstanding performance at smaller
bending radii but also maintains robust stability and adaptabil-
ity under more challenging conditions, thus demonstrating its
clear superiority in bending eavesdropping localization.

Fig. 10(a) presents the recall of the CNN, CNN-BiLSTM,
and PINN models under a bending radius of 10.8 mm. The
PINN model maintains a consistent recall rate of 1.0 across
the entire range from 0 to 80 km, demonstrating ideal bend-
ing eavesdropping localization performance. The CNN model
achieves recall rates of 0.9084 and 0.9291 at 0 km and 50 km,
while the CNN-LSTM model attains 0.9773 and 0.9828 at the
same positions. Fig. 10(b) presents the recall of the CNN,
CNN-BiLSTM, and PINN models under a bending radius
of 15 mm. The PINN model continues to exhibit excellent
robustness, maintaining a recall rate of approximately 1.0
across the entire range from 0 to 80 km, with only a slight
decrease to 0.9863 at 60 km. In contrast, the CNN model
shows significant performance degradation, with recall rates

dropping to 0.8643 at 20 km, 0.8378 at 30 km and 0.8960 at 60
km, reflecting an approximate 11%–17% decline from optimal
performance. Although the CNN-BiLSTM model achieves
recall rates above 0.98 at 30 km, 50 km and 70 km, it shows
significant declines at 20 km and 40 km where the recall rates
drop to 0.7658 and 0.7368, indicating performance losses of
21% and 25% relative to the optimal case.

Fig. 11(a) presents a comparative analysis of the F1 Score
achieved by the CNN, CNN-BiLSTM, and PINN models under
a bending radius of 10.8 mm. The PINN model demonstrates
consistent stability across the entire range, maintaining a
perfect F1 Score of 1.0 from 0 to 80 km. While the CNN
and CNN-BiLSTM models also achieve high performance
overall, they exhibit localized performance degradations at
specific distances. The CNN model shows slight decreases in
F1 Score by approximately 6% to 9% at 0 km, 20 km, 50
km, and 60 km. The CNN-BiLSTM model effectively reduces
these degradations to about 2% to 3% by leveraging temporal
feature integration through BiLSTM layers. Fig. 11(b) presents
a comparative analysis of the F1 Score of the CNN, CNN-
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Fig. 11. F1 Score of CNN, CNN-BiLSTM, and PINN models of nine bending eavesdropping positions. (a) bending radius of 10.8mm, (b) bending radius of
15mm.
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Fig. 12. Feature visualization results based on t-SNE. (a) CNN-10.8mm bending radius, (b) CNN-BiLSTM-10.8mm bending radius, (c) PINN-10.8mm bending
radius, (d) CNN-15mm bending radius, (e) CNN-BiLSTM-15mm bending radius, (f) PINN-15mm bending radius.

BiLSTM, and PINN models under a bending radius of 15
mm. The PINN model demonstrates robustness advantage,
maintaining a consistently stable F1 Score of 1.0 over the
distance range from 0 to 80 km, with only slight deviations
observed at 60 km and 80 km. The CNN model suffers a
significant F1 Score decrease ranging from 18% to 22% at
mid to long distances, such as 30 km and 80 km. Although
the CNN-BiLSTM model mitigates some of these declines
through temporal modeling, it still experiences performance

degradation ranging from 12% to 25% at locations including
20 km, 40 km, 60 km, and 80 km. Quantitative evaluation
using metrics such as accuracy, precision, recall, and F1 Score
demonstrates the superior performance of the PINN model in
bending eavesdropping localization.

To further evaluate the representational differences among
various models in bending eavesdropping localization, t-SNE
based feature visualization is employed, as shown in Fig. 12.
Fig. 12(a) presents the t-SNE visualization of the CNN model
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at a bending radius of 10.8 mm. The sample points are widely
dispersed with poorly defined class boundaries, indicating con-
siderable inter-class overlap and ambiguity. This performance
is attributed to the model’s lack of temporal feature modeling,
resulting in insufficient spatial feature extraction capability
to effectively distinguish between intra-class and inter-class
samples. In contrast, the CNN-LSTM model, presented in Fig.
12(b), demonstrates significantly improved decision boundary
separability by incorporating temporal features. Nevertheless,
some overlap in feature representations persists among cer-
tain classes, suggesting room for further enhancement. The
PINN hybrid model, which incorporates physical information,
demonstrates a clear advantage as illustrated in Fig. 12(c). Fig.
12(d)-(f) present the t-SNE visualization of the CNN, CNN-
BiLSTM, and PINN models under a bending radius of 15 mm.
The CNN model continues to exhibit significant class overlap,
while the CNN-LSTM model demonstrates some overlap near
class boundaries. In contrast, the PINN model consistently
yields a well-separated and orthogonalized feature space. This
stability and consistency across different bending conditions
demonstrate the effectiveness of incorporating physical con-
straints. It significantly enhances the model robustness and
generalization capability, offering a more reliable solution for
bending eavesdropping localization.

VI. CONCLUSION

The feasibility of utilizing the PINN model to localize
bending eavesdropping in coherent optical communication
systems has been experimentally investigated. First, a signal
transmission model for bending eavesdropping is developed
based on the Manakov equations. Building on this model,
a PINN incorporating physical characteristics such as linear
birefringence and nonlinear effects is designed. Subsequently,
an experimental platform is established using an 80 km,
168 Gbps QPSK coherent optical communication system to
collect eavesdropping polarization data at nine positions with
bending radii of 10.8 mm and 15 mm, respectively. Using
the collected dataset, the localization performance of CNN,
CNN-BiLSTM, and PINN models under two bending radii
are systematically evaluated using multiple metrics, including
confusion matrices, precision, recall, F1 Scores, and t-SNE
visualizations. Experimental results demonstrate that the PINN
model achieves localization accuracies of 100% and 99.8% for
bending radii of 10.8 mm and 15 mm, respectively.
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