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H I G H L I G H T S

• We propose a novel Riemannian Graph Convolutional Network (RGCNet).

• Based on RGCNet, we design an effective end-to-end vulnerability detection network.

• Superior performance on three smart contract vulnerabilities.
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A B S T R A C T

Frequent security issues with smart contract vulnerabilities have become a pressing challenge in the industry. 

Conventional program analysis methods lack flexibility and extensibility, leading to high false positive rates. Deep 

learning approaches are emerging as a new trend to address this issue. Compared to other neural networks, graph 

convolutional networks can better capture the structural and logical information of smart contracts. However, 

existing methods do not fully consider the scale-free characteristics of smart contracts and fail to leverage their 

complex hierarchical structures and semantic information. Therefore, we develop an end-to-end vulnerability de­

tection framework using Riemannian Graph Convolutional Networks (RGCNet). We first construct smart contract 

graphs that are rich in semantic and structural information. Next, we learn features of the smart contract graph in 

the Riemannian manifold, thereby better reflecting its actual topology. Simultaneously, the word embedding net­

work extracts semantic features, forming an end-to-end network where modules promote one another. Extensive 

experiments are conducted on three vulnerabilities using real-world smart contracts. The results show that the pro­

posed approach exhibits superior performance over state-of-the-art methodologies in terms of accuracy, precision, 

and recall.

1 . Introduction

In recent years, the rapid advancement of artificial intelligence 

[1–7] and deep learning technologies [8–16] has revolutionized var­

ious fields. In particular, the cybersecurity domain has garnered im­

mense attention as these advancements redefine modern threat de­

tection and defense strategies. This technological evolution has not 

only transformed traditional software development but also catalyzed 

the emergence of decentralized paradigms, most notably blockchain 

technology. Introduced by Nakamoto [17], blockchain serves as a decen­

tralized, tamper-resistant, and traceable distributed ledger. Operating 

at the core of this ecosystem are smart contracts, first proposed by 

Szabo [18], which are self-executing programs designed to automate 

the deployment and enforcement of contractual agreements. Based on 

predefined rules, they execute automatically without relying on trusted 
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intermediaries. Today, millions of smart contracts run on platforms like 

Ethereum [19], supporting a broad range of intelligent and decentralized 

applications [20,21].

However, smart contract security and system robustness have at­

tracted significant attention. According to SlowMist [22], security vul­

nerabilities have resulted in losses exceeding $32 billion. High-profile 

incidents like the DAO [23] and Poly Network [24] exploits not only 

caused substantial financial losses but also undermined public trust in 

blockchain systems.

Vulnerabilities in smart contracts typically arise from implementa­

tion or design flaws. The transparency of public blockchains allows 

anyone to examine contract code, increasing the likelihood of attacks. 

Moreover, since smart contracts often manage substantial financial 

assets and are difficult to modify, early vulnerability detection is par­

ticularly critical.

Conventional program analysis techniques, including symbolic exe­

cution, formal verification, and taint analysis, form the foundation of 

many vulnerability detection tools [25–28]. Despite their effectiveness, 

these approaches rely heavily on expert-crafted rules, which limits their 

adaptability, scalability, and detection accuracy.

Recently, deep learning has shown promising results in vulnerabil­

ity detection [29] by enabling automatic feature learning. However, 

sequence-based [30] and image-based models [31,32] often fail to 

capture the rich structural information in contract code. Since smart 

contract logic naturally forms graphs, graph-based approaches [33–35] 

are better suited to exploit structural and semantic relationships, thereby 

improving detection accuracy.

Nevertheless, GNN-based methods [36] still face several challenges. 

Smart contract graphs are often scale-free and hierarchical, embedding 

them in Euclidean space can introduce significant geometric distortions 

[37,38]. Furthermore, many existing studies fail to fully exploit joint 

semantic and structural representations, and label noise further degrades 

model generalization.

To address these challenges, we propose an end-to-end RGCNet for 

smart contract vulnerability detection. By learning representations in 

negatively curved manifolds [39], RGCNet effectively captures the hi­

erarchical and scale-free graph structures inherent in smart contracts. 

The framework integrates Word2Vec [40] to enable a deep fusion of 

semantic and structural information. Furthermore, we introduce an 

annealing mixup contrastive learning strategy [41] to generate informa­

tive positive and hard negative samples, significantly improving model 

robustness against label noise.

In summary, our contributions are as follows:

• We propose a novel graph convolutional network to explore 

deep hierarchical and scale-free smart contract graphs in the 

Riemannian manifold.

• We design an end-to-end vulnerability detection network integrat­

ing word embeddings with RGCNet, where the front-end Abstract 

Syntax Tree (AST) graph and back-end RGCNet mutually enhance, 

yielding more discriminative graph embeddings.

• We conduct extensive experiments on reentrancy, arithmetic, and 

timestamp dependencies, outperforming state-of-the-art methods 

with accuracies of 93.13%, 92.41%, and 92.88% respectively.

2 . Related work

2.1 . Conventional smart contract vulnerability detection

Traditional vulnerability detection has long been dominated by 

program-analysis techniques. For instance, symbolic execution [25,42] 

explores feasible execution paths via constraint solvers, while formal 

verification [26,43] employs mathematical proofs to verify security 

properties. Fuzzing-based methods [44] monitor runtime behaviors un­

der diverse inputs, and static analysis tools like Slither [28] leverage 

taint analysis to pinpoint vulnerable data-flow patterns.

Despite their technical rigor, the effectiveness of these conventional 

approaches heavily depends on manually defined vulnerability patterns 

and expert-crafted heuristics. Such reliance not only increases analysis 

costs but also introduces human-induced errors and limits scalability as 

smart contracts grow in volume and complexity.

2.2 . Deep learning-based smart contract vulnerability detection

Deep learning approaches for smart contract vulnerability detection 

are typically categorized into text-based, image-based, and graph-based 

methods.

Text-based methods treat code as token sequences, applying NLP 

models to learn semantic patterns. For example, SaferSC [30] models 

opcode sequences with LSTMs [45], while SmartEmbed [46] matches 

AST-derived sequences against vulnerable contracts. Although subse­

quent studies improve sequence modeling and optimization, structural 

dependencies remain insufficiently captured.

Image-based methods convert contracts into matrix representations 

for CNNs [47]. Slice Matrices [31] organize opcode features, whereas 

CodeNet [32] transforms bytecode into RGB images using dilated convo­

lutions. To address missing semantics and noise in bytecode, recent ap­

proaches like MTVHunter [48] employ multi-teacher knowledge transla­

tion to distill source-code semantics into bytecode embeddings. Despite 

strong empirical performance, these methods often miss fine-grained 

structural cues inherent in the original code.

Graph-based methods address these limitations using GNNs on code 

graphs. TMP [33] exploits control-flow graphs, CGE [34] integrates ex­

pert rules, and Peculiar [35] extracts data-flow diagrams from ASTs. 

Others build semantic graphs via Word2Vec and residual GCNs [49], 

or adopt dual-attention architectures [50]. By capturing both structural 

and semantic information, these models achieve higher detection ac­

curacy [51,52]. More recently, Clear [53] further improves detection 

performance by capturing fine-grained correlations between contracts 

via contrastive learning. However, the hierarchical and scale-free nature 

of smart contract graphs renders conventional Euclidean representations 

fundamentally limited.

2.3 . Large language models for vulnerability detection

The rapid advancement of Large Language Models (LLMs) has in­

troduced a new paradigm for smart contract analysis. Recent works like 

EVuLLM [54] and SAEL [55] leverage the extensive pre-training of LLMs 

to capture complex security patterns. Furthermore, Smart-LLaMA-DPO 

[56] integrates Direct Preference Optimization (DPO) to enhance the 

explainability and accuracy of vulnerability detection. Despite their po­

tential, LLMs often require substantial computational resources and may 

still struggle with precise structural reasoning compared to specialized 

graph-based models.

2.4 . Non-Euclidean graph representation

Standard Euclidean embeddings often fail to accurately represent 

graphs characterized by intricate, multi-level hierarchies. This geometric 

limitation has spurred the development of non-Euclidean representation 

techniques. For instance, Poincaré embeddings [57] leverage hyper­

bolic geometry to preserve latent tree-like structures, while hyperbolic 

GNNs [58] and convolutional networks [59] generalize neighborhood 

aggregation to curved manifolds. By exploiting the exponential expan­

sion of volume in negatively curved spaces, these approaches provide 

a more natural fit for the high-order relational patterns and structural 

hierarchies often found in complex networks.

3 . Methodology

The main symbols used in this paper and their definitions are shown 

in Table 1.
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Table 1 

Symbol Definitions.

Symbols Definitions Symbols Definitions

ℳ Riemannian manifold 𝑃𝑥→𝑦(⋅) Parallel transport from point 𝑥 to 𝑦
ℰ Euclidean space Beta(⋅, ⋅) Beta distribution

𝛾 A curve in the Riemannian manifold 𝑡 Ground-truth label of the smart contract

𝑝, 𝑞 Two points in the Riemannian manifold 𝑡 Predicted label of the smart contract

𝑣 A vector in the Euclidean space 𝜗 Mixing coefficient for mixup

𝑑𝑖𝑠(𝑝, 𝑞) Geodesic length between points 𝑝 and 𝑞 𝜙 Label smoothing function

𝒯𝑝ℳ Tangent space at 𝑝 in the Riemannian manifold 𝜖 Small constant for label smoothing

𝑐 Curvature of the Riemannian manifold 𝑔(⋅) Progressive annealing function

⟨⋅, ⋅⟩𝐿 Minkowski inner product 𝜅 Scaling rate in the annealing function

𝑋 Feature matrix of the smart contract graph 𝑒𝑝𝑜𝑐ℎ Epoch index during training

𝑋ℳ Feature matrix in the Riemannian manifold 𝜇 Adaptive weight for negative samples

𝑋ℰ Feature matrix in the Euclidean space 𝒳 Mixup sample representation

𝑁 Number of nodes in the smart contract graph 𝑄 Index of the query sample

𝐶 Dimensionality of node features 𝒳𝑄 Query sample representation

𝑜 Origin of the manifold Γ(𝑄) Positive sample set for the query

𝐺 Attention weight matrix 𝛿 Distance threshold for positive samples

𝑁𝑏𝑟(⋅) Neighborhood node set 𝒳−
𝑄 Composite negative sample for the query

𝜌 Attention coefficient 𝑀 Mini-batch size

𝑑𝑡𝑐2𝐿 Squared Lorentz distance 𝑇 Total number of words in the contract

𝐷 Degree matrix of the attention weights 𝐿𝑤 Word embedding loss

𝑊 Weight matrix for feature transformation 𝐿𝑐𝑓 Classification loss

𝑈 (⋅, ⋅) Uniform distribution 𝐿𝑐𝑙 Contrastive learning loss

⊙ Riemannian matrix multiplication 𝜔 Loss weighting hyperparameters

𝐻 Hidden features in Riemannian graph convolution 𝒲 Network parameters

𝜎 Non-linear activation function (ReLU) 𝜓𝑄
𝑚 Weighted cosine similarity for negative samples

3.1 . Smart contract graph construction

We utilize Python-Solidity-Parser [60] to construct an Abstract 

Syntax Tree (AST). By applying the lexical and syntactic rules of Solidity, 

this tool transforms source code into a structured hierarchy of nodes, 

capturing the fundamental logic of the contract.

3.1.1 . AST simplification

Although the AST captures the detailed structural semantics of 

smart contracts, including variable declarations, data types, and control 

flows, not all of this information is relevant to vulnerability detection. 

Attributes such as “initialValue”, “isDeclaredConst”, and “visibility” 

rarely contribute to security flaws. Instead, they introduce noise that 

can hinder the neural network’s learning process. To address this, we 

introduce Algorithm 1 to filter out vulnerability-irrelevant nodes, yield­

ing a simplified AST (S-AST). This simplification ensures that the model 

focuses exclusively on security-critical structural features.

By applying Algorithm 1, the S-AST accurately isolates the infor­

mation necessary for security verification. An example of an S-AST 

generated by Algorithm 1 is shown in Fig. 1.

3.1.2 . Smart contract graph construction

While S-AST captures comprehensive syntactic and semantic details, 

such as code structure and function calls, it lacks explicit data-flow de­

pendencies and sequential execution order. To address this, we augment 

Algorithm 1 AST simplification.

Input: AST

Output: S-AST 

1: Create an empty object S-AST 

2: for each element e in AST do

3: if e is an iterable variable then

4: Recursively process it

5: else if e’s key is “name” or “type” then

6: Add e to S-AST

7: end if

8: end for

9: return  S-AST

Fig. 1. Visualization of S-AST constructed from smart contract source code. Each 

node in the tree corresponds to a portion of the source code.

S-AST with control-flow and data-flow edges to generate the final Smart 

Contract Graph (SCG), as detailed in Algorithm 2.

Given an S-AST, we first perform a depth-first traversal to extract 

nodes and edges, initializing the foundation of the smart contract graph. 
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Algorithm 2 Smart contract graph generation.

Input: Simplified Abstract Syntax Tree S-AST

Output: Smart Contract Graph SCG = (𝑉 ,𝐸)
1: Create an empty set 𝑉  to store nodes. 

2: Create an empty set 𝐸 to store edges. 

3: Function traverse(node): 

4: Add node to 𝑉 . 

5: if node is a variable then

6: for all v in 𝑉  do

7: if v is a variable and v.name == node.name then

8: Add ⟨v, node⟩ to 𝐸.

9: end if

10: end for

11: end if

12: for all child in node do

13: if node is an ordered execution block then

14: Record the index of child.

15: end if

16: Add ⟨node.key, index + child⟩ to 𝐸. 

17: traverse(child).

18: end for

19: traverse(S-AST) 

20: return  SCG = (𝑉 ,𝐸)

Fig. 2. An example of a smart contract graph generated by Algorithm 2, which 

captures rich semantics and deep hierarchical structural features.

Before appending child nodes, we record their positional indices to 

model the sequential execution flow. Additionally, we introduce data-

flow edges linking variable definitions to their subsequent usages. As 

illustrated in Fig. 2, the resulting smart contract graph provides a 

robust, fine-grained structural representation for downstream feature 

extraction.

3.2 . Riemannian manifold-based graph convolutional network

To effectively model hierarchical, tree-like smart contract graphs, we 

introduce an RGCNet. By leveraging the properties of negatively curved 

Fig. 3. The graph feature matrix 𝑋ℰ  undergoes exp transformation and 

Riemannian graph convolution for feature extraction and aggregation in the 

Riemannian manifold, and is then mapped back to Euclidean space through log 

transformation.

spaces, where volume grows exponentially with radius, RGCNet accom­

modates the complex topology of these graphs to enable more precise 

feature representation learning. The overall architecture is illustrated in 

Fig. 3.

3.2.1 . Riemannian manifold feature initialization

In a Riemannian manifold ℳ, a geodesic represents the shortest path 

between two points 𝑝, 𝑞 ∈ ℳ, minimizing the curve length defined by 

the Riemannian metric tensor 𝑔: 

𝑑𝑖𝑠(𝑝, 𝑞) = inf
𝛾

(

∫

1

0

√

𝑔𝛾(𝑡)(𝛾 ′(𝑡), 𝛾 ′(𝑡)) 𝑑𝑡

)

(1)

where 𝛾 ′ is the tangent vector along the curve 𝛾, with 𝛾(0) = 𝑝 and 

𝛾(1) = 𝑞. The metric 𝑔𝑝(𝑥, 𝑦) is computed via the Minkowski inner 
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product ⟨𝑥, 𝑦⟩𝐿 of tangent vectors 𝑥, 𝑦 in the tangent space 𝒯𝑝ℳ: 

𝑔𝑝(𝑥, 𝑦) = ⟨𝑥, 𝑦⟩𝐿 = −𝑥0𝑦0 +
𝑑
∑

𝑖=1
𝑥𝑖𝑦𝑖 (2)

where 𝑑 is the spatial dimension. The geodesic 𝛾𝑣 starting at 𝑝 with the 

tangent vector 𝑣 ∈ 𝒯𝑝ℳ corresponds to a vector in Euclidean space.

This geometric property allows us to map a Euclidean vector 𝑣 ∈ ℰ
(acting as the tangent space 𝒯𝑝ℳ) to a point 𝑞 ∈ ℳ using the ex­

ponential map exp𝑐𝑝 ∶ 𝒯𝑝ℳ → ℳ. Conversely, the logarithmic map 

log𝑐𝑝 ∶ ℳ → 𝒯𝑝ℳ projects it back. The specific formulas are:

exp𝑐𝑝(𝑣) =

(

𝑣 tanh(
√

−𝑐⟨𝑣, 𝑣⟩𝐿)
√

−𝑐⟨𝑣, 𝑣⟩𝐿
+ 𝑝

)

cosh(
√

−𝑐⟨𝑣, 𝑣⟩𝐿) (3)

log𝑐𝑝(𝑞) =

(

(𝑞 − 𝑐⟨𝑝, 𝑞⟩𝐿𝑝) ⋅ arcosh(𝑐⟨𝑝, 𝑞⟩𝐿)
√

−𝑐⟨𝑞 − 𝑐⟨𝑝, 𝑞⟩𝐿𝑝, 𝑞 − 𝑐⟨𝑝, 𝑞⟩𝐿𝑝⟩𝐿

)

(4)

where 𝑐 denotes the manifold’s curvature, and tanh, cosh, and arcosh
represent the hyperbolic tangent, cosine, and inverse hyperbolic cosine 

functions, respectively.

We initially extract node features using Word2Vec, yielding a feature 

matrix 𝑋 ∈ R𝑁×𝐶 , where 𝑁  is the number of nodes and 𝐶 is the feature 

dimensionality. Subsequently, we map 𝑋 onto ℳ through the origin 𝑜
using the exponential map: 

𝑋ℳ =

⎡

⎢

⎢

⎢

⎢

⎣

exp𝑐𝑜(𝑋1)
exp𝑐𝑜(𝑋2)

⋮
exp𝑐𝑜(𝑋𝑁 )

⎤

⎥

⎥

⎥

⎥

⎦

(5)

3.2.2 . Attention connection weight matrix

To ensure geometric consistency during aggregation, we compute 

the attention weights between each node and its neighbors using the 

centroid of the squared Lorentz distance. For node 𝑖 and its neighbor 

𝑗, the attention weight 𝐺𝑙𝑖𝑗  at the 𝑙-th layer is computed via a softmax 

function: 

𝐺𝑙𝑖𝑗 =
𝑒𝜌𝑖𝑗

∑

𝑛∈𝑁𝑏𝑟(𝑖) 𝑒𝜌𝑖𝑛
(6)

where 𝑁𝑏𝑟(𝑖) = {𝑗 ∣ 𝐴𝑖𝑗 ≠ 0, 𝑗 ≠ 𝑖} denotes the neighborhood of node 𝑖. 
The attention coefficient 𝜌𝑖𝑗 , representing the importance of node 𝑗 to 𝑖, 
is derived from the squared Lorentz distance: 

𝜌𝑖𝑗 = −𝑑𝑡𝑐2𝐿(𝑀att𝑋𝑖,𝑀att𝑋𝑗 ) (7)

with 𝑀att ∈ R𝐶×𝐶  acting as the learnable transformation matrix for self-

attention. The squared Lorentz distance 𝑑𝑡𝑐2𝐿(⋅, ⋅) is defined as: 

𝑑𝑡𝑐2𝐿(𝑥, 𝑦) =
2
𝑐
− 2⟨𝑥, 𝑦⟩𝐿 (8)

Subsequently, we symmetrically normalize the attention weight matrix 

using its diagonal degree matrix 𝐷: 

𝐺 = 𝐷−1∕2𝐺𝐷−1∕2 (9)

where 𝐷 ∈ R𝑁×𝑁  is computed as: 

𝐷𝑖𝑖 =
𝑁
∑

𝑗=1
𝐺𝑙𝑖𝑗 (10)

As detailed in Algorithm 3, the resulting normalized matrix 𝐺 explic­

itly models the attention-based topological connections while preserving 

the underlying Riemannian geometry.

Algorithm 3 Attention connection weights construction.

Input: Node feature matrix 𝑋, Adjacency matrix 𝐴
Output: Normalized attention connection weight matrix 𝐺
1: Initialize an 𝑁 ×𝑁  zero matrix 𝐺
2: Initialize a list Nbr of size 𝑁  to store neighboring nodes 

3: for each node 𝑖 ∈ {1,… , 𝑁} do

4: Compute the neighboring nodes Nbr[𝑖] = {𝑗 ∣ 𝐴[𝑖][𝑗] ≠ 0 and 𝑗 ≠ 𝑖}
5: for each 𝑗 in Nbr[𝑖] do

6: 𝜌[𝑗] = 𝑑𝑡𝑐2𝐿(𝑀att ⋅𝑋[𝑖],𝑀att ⋅𝑋[𝑗])
7: end for

8: for each 𝑗 in Nbr[𝑖] do

9: 𝐺[𝑖][𝑗] = softmax(𝜌[𝑗])
10: end for

11: end for

12: Calculate the degree matrix: 𝐷𝑖𝑖 =
∑

𝑗 𝐺[𝑖][𝑗]
13: Normalize 𝐺: 𝐺 = 𝐷−1∕2 ⋅ 𝐺 ⋅𝐷−1∕2

14: return 𝐺

3.2.3 . Feature transformation and neighborhood aggregation

To enhance model robustness, we apply Dropout regularization 

to the Euclidean weight matrix 𝑊 (𝑙,ℰ ). Given a dropout rate 𝑝𝑑 , the 

regularized weight 𝑊 (𝑙,ℰ )
𝑖𝑗  is: 

𝑊 (𝑙,ℰ )
𝑖𝑗 =

{

0, if 𝑝𝑖𝑗 < 𝑝𝑑
𝑊 (𝑙,ℰ )
𝑖𝑗 , otherwise

(11)

where 𝑝𝑖𝑗 ∼ 𝑈 (0, 1) is a uniformly distributed random variable.

Using the regularized weight matrix, the Riemannian feature trans­

formation is computed as:

𝐻 (𝑙,ℳ)
1 = 𝑋(𝑙−1,ℳ) ⊙𝑐𝑙 𝑊

(𝑙−1,ℰ )
𝑖𝑗 (12)

where ⊙𝑐𝑙  denotes matrix multiplication within the Riemannian mani­

fold of curvature 𝑐𝑙. Specifically, for matrices 𝐴 and 𝐵, this operation is 

defined as: 

𝐴 ⊙𝑐𝑙 𝐵 =

⎡

⎢

⎢

⎢

⎢

⎣

exp(𝑐𝑙 )𝑜 (log(𝐴1)𝐵)
exp(𝑐𝑙 )𝑜 (log(𝐴2)𝐵)

⋮

exp(𝑐𝑙 )𝑜 (log(𝐴𝑁 )𝐵)

⎤

⎥

⎥

⎥

⎥

⎦

(13)

Subsequently, we perform neighborhood aggregation using the nor­

malized attention matrix 𝐺:

𝐻 (𝑙,ℳ)
2 = 𝐺𝑙−1 ⊙𝑐𝑙 𝐻

(𝑙,ℳ)
1 (14)

Finally, a non-linear activation function is applied via tangent space 

projection to yield the updated feature representations for the next layer:

𝑋(𝑙′ ,ℳ) =

⎡

⎢

⎢

⎢

⎢

⎣

exp(𝑐𝑙)𝑜 (𝜎(log(𝑐𝑙 )𝑜 (𝐻 (𝑙,ℳ)
2,1 )))

exp(𝑐𝑙)𝑜 (𝜎(log(𝑐𝑙 )𝑜 (𝐻 (𝑙,ℳ)
2,2 )))

⋮

exp(𝑐𝑙)𝑜 (𝜎(log(𝑐𝑙 )𝑜 (𝐻 (𝑙,ℳ)
2,𝑁 )))

⎤

⎥

⎥

⎥

⎥

⎦

(15)

where 𝜎 represents the ReLU activation function.

3.2.4 . Riemannian residual connections

To mitigate training instability, we employ Riemannian manifold 

addition to establish residual connections between consecutive layers, 

combining the previous output 𝑋(𝑙−1,ℳ) with the current raw output 
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Algorithm 4 Riemannian manifold graph convolution.

Input: Graph node feature matrix 𝑋𝑙−1,ℳ

Output: Feature matrix processed by RGCNet 𝑋𝑙,ℳ

1: 𝐻 𝑙,ℳ
1 = Riemannian multiplication (𝑋𝑙−1,ℳ ,𝑊 (𝑙−1))

2: 𝐻 𝑙,ℳ
2 = Riemannian multiplication (𝐺(𝑙−1),𝐻 𝑙,ℳ

1 )
3: 𝑋𝑙′ ,ℳ = Riemannian nonlinear activation (𝐻 𝑙,ℳ

2 )
4: 𝑋𝑙,ℳ = Riemannian addition (𝑋𝑙′ ,ℳ , 𝑋𝑙−1,ℳ)
5: return 𝑋𝑙,ℳ

𝑋(𝑙′ ,ℳ): 

𝑋(𝑙,ℳ) =

⎡

⎢

⎢

⎢

⎢

⎢

⎢

⎢

⎣

exp(𝑐𝑙 )
𝑋(𝑙′ ,ℳ)
1

(𝑃 (𝑐𝑙 )

𝑜→𝑋(𝑙′ ,ℳ)
1

(𝑋(𝑙−1,ℳ)
1 ))

exp(𝑐𝑙 )
𝑋(𝑙′ ,ℳ)
2

(𝑃 (𝑐𝑙 )

𝑜→𝑋(𝑙′ ,ℳ)
2

(𝑋(𝑙−1,ℳ)
2 ))

⋮

exp(𝑐𝑙 )
𝑋(𝑙′ ,ℳ)
𝑁

(𝑃 (𝑐𝑙 )

𝑜→𝑋(𝑙′ ,ℳ)
𝑁

(𝑋(𝑙−1,ℳ)
𝑁 ))

⎤

⎥

⎥

⎥

⎥

⎥

⎥

⎥

⎦

(16)

where 𝑃𝑥→𝑦(𝑣) denotes the parallel transport from point 𝑥 to 𝑦 in the 

Riemannian manifold, computed as:

𝑃𝑥→𝑦(𝑣) = 𝑣 −
⟨log𝑥(𝑦), 𝑣⟩𝐿
𝑑𝑡𝑐2𝐿(𝑥, 𝑦)

(log𝑥(𝑦) + log𝑦(𝑥)) (17)

After passing through all 𝐿 graph convolution layers, the aggregated 

manifold features 𝑋(𝐿,ℳ) are mapped back to Euclidean space via the 

logarithmic map for downstream tasks: 

𝑋(𝐿,ℰ ) =

⎡

⎢

⎢

⎢

⎢

⎣

log(𝑐𝐿)𝑜 (𝑋(𝐿,ℳ)
1 )

log(𝑐𝐿)𝑜 (𝑋(𝐿,ℳ)
2 )

⋮

log(𝑐𝐿)𝑜 (𝑋(𝐿,ℳ)
𝑁 )

⎤

⎥

⎥

⎥

⎥

⎦

(18)

The entire graph convolution process within the Riemannian mani­

fold, which effectively captures the hierarchical properties of the smart 

contract graph, is summarized in Algorithm 4.

3.3 . Annealing mixup graph contrastive learning

To improve the robustness of the model against noisy labels, we 

suggest an innovative graph contrastive learning method that combines 

annealing and mixup techniques. Contrastive learning focuses on distin­

guishing between positive and negative sample pairs. Annealing refers to 

the process of gradually increasing the difficulty of samples during train­

ing, enabling the model to better adapt to complex data distributions. 

The overall process is shown in Fig. 4.

3.3.1 . Generating annealing mixup positive sample set

First, two graphs 𝐺𝑖 and 𝐺𝑗  are encoded by the RGCNet into em­

bedding matrices 𝒳𝑖 and 𝒳𝑗 . To generate mixup samples, a mixing 

coefficient 𝜗 is drawn from a Beta distribution:

Beta(𝛼, 𝛽) = ∫

1

0
𝜏𝛼−1(1 − 𝜏)𝛽−1𝑑𝜏 (19)

where 𝛼, 𝛽 > 0. The mixup sample 𝒳𝑄 and its corresponding soft label 

𝑡𝑄 are computed as:

(𝒳𝑄, 𝑡𝑄) = (𝜗𝒳𝑖 + (1 − 𝜗)𝒳𝑗 , 𝜗 ⋅ 𝜙(𝑡𝑖) + (1 − 𝜗) ⋅ 𝜙(𝑡𝑗 )) (20)

where 𝜙(⋅) is a label smoothing function designed to reduce over-reliance 

on hard labels. Given a small constant 𝜖, 𝜙(𝑡) is defined as:

𝜙(𝑡) = (1 − 𝜖 ⋅ 𝑔(𝑒𝑝𝑜𝑐ℎ)) ⋅ 𝑡 +
𝜖 ⋅ 𝑔(𝑒𝑝𝑜𝑐ℎ)

2
(21)

Fig. 4. Annealing mixup graph contrastive learning which adopts two sample 

generation strategies: (a) generate annealing positive samples by combining 

graph feature representations through convex hull combinations, and (b) Create 

annealing hard negative sample pairs by integrating multiple non-positive 

samples within a batch.

with 𝑔(𝑒𝑝𝑜𝑐ℎ) being a progressive annealing function:

𝑔(𝑒𝑝𝑜𝑐ℎ) = tanh(𝜅 ⋅ 𝑒𝑝𝑜𝑐ℎ) (22)

Here, 𝜅 controls the scaling rate. This progressive annealing prevents 

excessive early-stage label softening, stabilizing the initial training 

phase.

Given a batch of mixup representations {𝒳1,… ,𝒳𝑀} (where 𝑀  is 

the batch size), samples with semantically similar labels are treated as 

positive pairs. Formally, for a query 𝒳𝑄, the index set of its positive 

samples is:

Γ(𝑄) = {𝑘 ∈ {1,… ,𝑀} ∣ ‖𝑡𝑘 − 𝑡𝑄‖ < 𝛿} (23)

where ‖ ⋅ ‖ denotes the L2 norm, and 𝛿 is a small distance threshold.

3.3.2 . Generating annealing hard negative samples

To construct hard negative samples, we aggregate all non-positive 

samples within a mini-batch using adaptive weights. Formally, for a 

query 𝒳𝑄, the composite negative sample is defined as:

𝒳−
𝑄 =

𝑀
∑

𝑚=1,𝑚∉(Γ(𝑄)∪{𝑄})
𝜇𝑄𝑚𝒳𝑚 (24)

where 𝑀  is the mini-batch size, and 
∑

𝜇𝑄𝑚 = 1. To emphasize challenging 

negatives, the weight 𝜇𝑄𝑚  scales exponentially with the cosine similarity 

between the negative sample and the query. We first define the weighted 

cosine similarity as:

𝜓𝑄𝑚 =
𝒳𝑄 ⋅ 𝒳𝑚

‖𝒳𝑄‖‖𝒳𝑚‖
⋅ 𝑔(𝑒𝑝𝑜𝑐ℎ) (25)
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Then, the adaptive weight is computed as:

𝜇𝑄𝑚 = 𝑒𝜓
𝑄
𝑚

∑

𝑛∉(Γ(𝑄)∪{𝑄}) 𝑒𝜓
𝑄
𝑛

(26)

The annealing function 𝑔(𝑒𝑝𝑜𝑐ℎ) gradually increases the influence of 

harder negative samples as training progresses.

3.3.3 . Graph contrastive learning

With the positive sample set Γ(𝑄) and the hard negative sample 𝒳−
𝑄

defined, we formulate the contrastive loss to minimize the distance be­

tween the query and its positive samples (𝐿positive) while maximizing its 

distance from the negative sample (𝐿negative):

𝐿positive =
𝑀
∑

𝑄=1

(

1
|Γ(𝑄)|

∑

𝑛∈Γ(𝑄)
‖MLP(𝒳𝑄) − MLP(𝒳𝑛)‖

)

(27)

𝐿negative =
𝑀
∑

𝑄=1
‖MLP(𝒳𝑄) − MLP(𝒳−

𝑄 )‖ (28)

𝐿cl = 𝐿positive − 𝐿negative (29)

Here, MLP(⋅) projects the graph representations into a new embed­

ding space. Ultimately, 𝐿cl enhances the graph encoder’s discriminative 

power by pulling similar mixup samples closer and pushing the aggre­

gated negative samples farther away.

3.4 . End-to-end learning framework for smart contract vulnerability 

detection

We adopt an end-to-end learning strategy to jointly optimize all 

modules, enabling mutual enhancement (Fig. 5). Specifically, Word2Vec 

extracts initial semantic information, RGCNet captures structural graph 

characteristics, and the annealing mixup contrastive learning provides 

a noise-resistant regularization signal. This unified architecture deepens 

the fusion of semantic and structural features, effectively uncovering key 

characteristics indicative of vulnerabilities.

3.4.1 . Word embedding feature module

We use the Word2Vec Skip-gram model to generate initial node em­

beddings by predicting context words. The objective is to maximize the 

log-likelihood of the conditional probability:

𝐿𝑤 = −
𝑇
∑

𝑡𝑖=1

∑

−𝑤𝑑≤𝑗≤𝑤𝑑,𝑗≠0
log𝑃 (𝑤𝑡𝑖+𝑗 ∣ 𝑤𝑡𝑖) (30)

where 𝑇  is the total number of words, 𝑤𝑑 is the context window size, 

𝑤𝑡𝑖 is the center word, and 𝑤𝑡𝑖+𝑗  is the context word.

3.4.2 . Riemannian graph convolutional feature extraction module

After RGCNet extracts the graph-level representation 𝑋, it is passed 

through a Multi-Layer Perceptron (MLP) classifier 𝑓  to yield the final 

prediction:

𝑡 = 𝑓 (𝑋) (31)

We employ the standard cross-entropy loss 𝐿𝑐𝑓  for the binary classifica­

tion task:

𝐿𝑐𝑓 = − 1
𝑁𝑢𝑚

𝑁𝑢𝑚
∑

𝑖=1
(𝑡𝑖 log(𝑡𝑖) + (1 − 𝑡𝑖) log(1 − 𝑡𝑖)) (32)

where 𝑁𝑢𝑚 is the total number of samples, and 𝑡𝑖 is the ground-truth 

label of sample 𝑖.

3.4.3 . Combined loss function and optimization

The overall objective function integrates the word embedding loss 

𝐿𝑤, the classification loss 𝐿𝑐𝑓 , and the contrastive loss 𝐿𝑐𝑙:

𝐿 = 𝜔1𝐿𝑤 + 𝜔2𝐿𝑐𝑓 + 𝜔3𝐿𝑐𝑙 (33)

where 𝜔1, 𝜔2, and 𝜔3 are weighting hyperparameters. The network pa­

rameters 𝒲 , comprising both Word2Vec and RGCNet components, are 

updated simultaneously via stochastic gradient descent to minimize 𝐿. 

This joint optimization ensures that word embeddings are refined by 

downstream structural feedback, while RGCNet benefits from more ac­

curate semantic initialization. Concurrently, the contrastive loss imposes 

a robust penalty against label noise, driving the entire system toward 

optimal generalization.

4 . Experiments

4.1 . Datasets and experiment settings

The dataset comprises real-world Ethereum smart contracts sourced 

from SmartBugs [61] and ESC [33], containing 47,581 and 40,932 files, 

respectively. To establish reliable ground truth, we employ a hybrid la­

beling strategy that combines traditional program analysis with manual 

inspection. Specifically, detection results from existing analysis tools 

serve as preliminary labels, while any discrepancies among tool out­

puts are resolved through manual review. This hybrid approach ensures 

higher reliability and scalability than purely manual annotation. For 

each vulnerability category, secure and vulnerable contracts are labeled 

as 0 and 1, respectively. To prevent class imbalance, we construct a 

balanced dataset by pairing the vulnerable samples with an equivalent 

number of secure samples. Table 2 summarizes the final sample distri­

bution. The dataset is partitioned into training, validation, and test sets 

at an 8:1:1 ratio.

We evaluated each type of vulnerability dataset, treating it as a bi­

nary classification problem, i.e., determining whether there are vulnera­

bilities in the samples. To comprehensively evaluate the performance of 

different methods, we employed a confusion matrix including Accuracy, 

Precision, Recall, and F1-score to compare the model’s predictions with 

actual labels and then calculate key evaluation metrics.

Fig. 5. An end-to-end learning framework for smart contract vulnerability analysis with 3 modules: (a) Word2Vec for semantic feature learning, (b) RGCNet for 

structural feature learning, and (c) annealing mixup contrastive learning for anti-noise.
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Table 2 

Sample distributions.

Vulnerability Types Secure Samples Vulnerable Samples Total Samples

Reentrancy 10,000 9617 19,617

Arithmetic 17,000 16,252 33,252

Timestamp Dependence 10,000 9738 19,738

All Types 37,000 35,607 72,607

The specific hardware environment for this experiment included an 

Intel(R) Core(TM) i9-10900K CPU @ 3.70GHz, an NVIDIA GeForce RTX 

3090 GPU, 64GB of memory, and 12TB of disk space. The software en­

vironment employed Ubuntu 20.04.1 as the operating system, Python 

3.8.18, PyTorch 2.1.1 as the deep learning framework, and CUDA 12.2.

4.2 . Comparison with state-of-the-art methods

4.2.1 . Baselines

We compared our framework against three categories of widely 

adopted baselines: conventional program analysis tools, dedicated deep 

learning models, and Large Language Model (LLM)-based methods. The 

conventional baselines were Oyente [25], Mythril [27], and Slither 

[28]. These classic tools rely on established techniques such as sym­

bolic execution and taint analysis. The dedicated deep learning baselines 

were text-based sequence models (Transformer [62]), state-of-the-art 

graph neural networks (TMP [33], Peculiar [35], and CGE [34]), 

and cutting-edge multi-teacher and contrastive methods (Clear [53], 

MTVHunter [48]). The LLM-based methods were the latest models lever­

aging large-scale pre-training and preference optimization (SAEL [55] 

and Smart-LLaMA-DPO [56]). These baselines collectively represent a 

comprehensive spectrum of structural, semantic, knowledge-translation, 

and preference-based code representations.

All methods were evaluated on the same dataset. Among the con­

ventional tools, Oyente and Mythril can identify all three targeted 

vulnerability types. Under the current evaluation setup, Slither does not 

provide support for detecting arithmetic vulnerabilities. Consequently, 

these tools were only evaluated on their supported vulnerability cat­

egories. Among the deep learning baselines, CGE failed to identify 

arithmetic vulnerabilities, primarily because such flaws typically stem 

from low-level programming errors rather than explicit structural or be­

havioral patterns that expert rules can capture. The experimental results 

across supported vulnerability types are illustrated in Fig. 6 and detailed 

in Table 3.

4.2.2 . Results

Deep learning-based methods significantly outperformed conven­

tional program analysis tools across all metrics. Conventional tools rely 

on rigid expert rules that struggle with diverse real-world vulnerabil­

ity patterns, leading to high false-negative rates and low recall scores 

(Table 3). Conversely, deep learning approaches automatically extract 

latent semantic and structural features, achieving superior detection 

performance and generalization.

Among deep learning baselines, our framework achieves state-of-the-

art results (Fig. 6). It substantially outperforms sequence-based models 

like Transformer, which treat contracts merely as text and fail to capture 

critical structural dependencies.

Compared to existing graph-based methods, our approach shows 

distinct advantages. Although TMP pioneered GNNs for this task, its 

reliance on predefined key functions limits the captured structural infor­

mation. Relative to Peculiar, our method improves detection accuracy by 

4.33%, 7.17%, and 8.07% across the three vulnerabilities. We attribute 

this to Peculiar’s reliance on Euclidean space, which struggles to repre­

sent hierarchical features, and its disjointed training pipeline. Moreover, 

Fig. 6. Experimental results of various tools on three kinds of vulnerabilities including (a) reentrancy, (b) arithmetic, and (c) timestamp dependence.

Table 3 

Comparison study experimental results.

Methods Reentrancy Arithmetic Timestamp Dependence

Acc Prec Rec F1 Acc Prec Rec F1 Acc Prec Rec F1

Oyente [25] 62.93 69.56 45.98 55.37 55.10 65.76 21.27 32.15 59.58 62.56 47.41 53.94

Mythril [27] 53.91 55.32 40.68 46.88 50.63 51.07 26.44 34.84 62.77 64.25 57.31 60.58

Slither [28] 62.82 68.17 48.09 56.39 – – – – 64.31 67.37 55.29 60.74

Transformer-based 78.18 78.68 77.31 77.99 70.41 71.69 67.45 69.50 74.58 73.65 76.55 75.07

TMP [33] 84.21 82.64 86.61 84.58 80.27 80.97 79.15 80.05 83.33 82.64 84.38 83.50

Peculiar [35] 87.72 86.67 89.14 87.89 84.25 85.03 83.13 84.07 85.81 84.34 87.96 86.11

CGE [34] 89.50 88.23 91.15 89.67 – – – – 87.84 88.34 87.18 87.75

Clear [53] 91.05 90.42 91.78 91.09 89.43 88.92 90.15 89.53 90.12 89.56 90.74 90.15

MTVHunter [48] 91.82 91.24 92.51 91.87 91.28 89.81 93.12 91.44 91.08 90.53 91.95 91.23

SAEL [55] 90.65 89.92 91.43 90.66 88.76 88.15 89.54 88.84 89.87 89.24 90.58 89.90

Smart-LLaMA-DPO [56] 91.83 92.64 90.87 91.75 88.15 87.52 88.94 88.23 90.99 91.72 90.12 90.91

Ours 93.13 92.18 94.09 93.13 92.41 91.77 92.99 92.38 92.88 91.47 94.41 92.91

Acc = accuracy, Prec = precision, Rec = recall, F1 = F1-score (all in %)
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Peculiar is tailored primarily for reentrancy, resulting in sub-optimal 

stability on other vulnerability types.

Finally, our framework outperforms CGE by 2.56% and 2.91% on 

reentrancy and timestamp dependence, respectively. CGE’s reliance on 

expert patterns introduces scalability bottlenecks similar to conventional 

methods. Our framework also demonstrates highly competitive perfor­

mance compared to the latest 2024 and 2025 state-of-the-art methods, 

including Clear, MTVHunter, SAEL, and Smart-LLaMA-DPO. It is worth 

noting that while Smart-LLaMA-DPO achieves slightly higher precision 

on reentrancy (92.64%) and timestamp dependence (91.72%) due to its 

rigorous preference optimization on semantic outputs, and MTVHunter 

achieves a marginally higher recall (93.12%) on arithmetic vulnera­

bilities via multi-teacher knowledge distillation, our approach lever­

ages Riemannian geometry to more naturally and accurately represent 

the intrinsic hierarchical structure of smart contracts. This specialized 

end-to-end graph architecture explicitly models structural dependen­

cies, consistently yielding the highest overall detection accuracy and 

F1-scores across all evaluated vulnerabilities.

4.3 . Ablation study

In this section, we conducted ablation experiments to evaluate the 

effectiveness of each proposed module. The smart contract vulnerabil­

ity detection framework proposed in this study consists of three core 

components: an RGCNet, an end-to-end learning framework, and an an­

nealing mixup graph contrastive learning method. To explore the impact 

of each component on the overall system performance, we evaluated the 

contribution of each by disabling or replacing these three core parts.

4.3.1 . The effects of the RGCNet

To evaluate the RGCNet component, we substituted it with a standard 

GCN, an LSTM, and a Transformer, while keeping the rest of the frame­

work intact. As shown in Table 4, RGCNet yields the best performance 

among all variants. Notably, compared to the standard GCN, RGCNet 

improves detection accuracy by 2.67%, 3.63%, and 3.70% across the 

three vulnerability types. This significant gain confirms that the scale-

free and deep hierarchical structures of smart contract graphs are more 

naturally embedded and represented in Riemannian manifolds.

4.3.2 . The effects of end-to-end learning

To evaluate the end-to-end learning strategy, we decoupled the word 

embedding generation from the GNN training. Specifically, Word2Vec 

independently generates a frozen node feature matrix, which is then fed 

into the RGCNet. As shown in Table 5 (“Disable End-to-End Learning”), 

this disjointed two-stage approach leads to a noticeable performance 

drop. Conversely, our unified training increases detection accuracy by 

2.27%, 2.85%, and 2.26% across the three vulnerability types. Joint op­

timization enables mutual feedback between Word2Vec and RGCNet, 

producing more discriminative semantic and structural representations 

to uncover complex vulnerability patterns.

4.3.3 . The effects of annealing mixup graph contrastive learning

We evaluated the impact of graph contrastive learning by directly 

feeding the RGCNet outputs into an MLP classifier, bypassing the con­

trastive loss. As shown in Table 5 (“Disable Contrastive Learning”), 

omitting this module significantly degrades performance, reducing de­

tection accuracy by 2.14%, 2.45%, and 2.12% across the three vul­

nerabilities. Due to the fact that existing smart contract datasets rely 

on manual inspection and traditional tools, their labels inevitably con­

tain noise and omissions. By increasing sample diversity and complexity 

during training, the annealing mixup contrastive learning strategy ef­

fectively mitigates this label noise, thereby strengthening the model’s 

generalization ability and robustness.

4.3.4 . The effects of the combined methods

Finally, to comprehensively evaluate the collective contribution 

of our proposed components, we tested a variant that removes all 

three core modules. Specifically, this baseline degrades to a standard 

pipeline: independent Word2Vec embeddings followed by a regular 

Graph Convolutional Network (GCN) and an MLP classifier. As shown 

in Table 5 (“Disable All Methods”), this variant exhibits the worst per­

formance, with accuracy dropping by 8.38%, 10.39%, and 9.35% across 

the three vulnerability types. These substantial declines confirm that 

RGCNet, the end-to-end learning framework, and the annealing mixup 

contrastive learning method are all indispensable.

In summary, each proposed module not only provides significant 

independent performance gains but also exhibits strong complemen­

tary and synergistic effects, establishing a highly accurate and robust 

vulnerability detection framework.

5 . Conclusion

In this paper, we have presented a novel smart contract vulnerabil­

ity detection framework integrating a RGCNet, an end-to-end learning 

paradigm, and an annealing mixup graph contrastive learning strategy. 

Extensive experiments demonstrated that our approach significantly 

outperforms the state-of-the-art baselines in detecting reentrancy, arith­

metic, and timestamp dependence vulnerabilities. The RGCNet naturally 

Table 4 

Experimental results for Different Network Replacements.

Networks Reentrancy Arithmetic Timestamp dependency

Acc Prec Rec F1 Acc Prec Rec F1 Acc Prec Rec F1

LSTM 79.02 78.37 79.52 78.94 75.48 76.92 72.03 74.40 76.64 76.98 75.27 76.12

Transformer 85.31 85.18 85.10 85.14 80.73 81.05 79.65 80.35 81.94 80.86 83.17 82.00

Regular GCN 90.46 90.82 89.78 90.30 88.78 87.80 89.33 88.56 89.18 90.20 87.64 88.90

RGCNet 93.13 92.18 94.09 93.13 92.41 91.77 92.99 92.38 92.88 91.47 94.41 92.91

Acc = accuracy, Prec = precision, Rec = recall, F1 = F1-score (all in %)

Table 5 

Experimental results of disabling different modules.

Methods Reentrancy Arithmetic Timestamp dependence

Acc Prec Rec F1 Acc Prec Rec F1 Acc Prec Rec F1

Disable End-to-End Learning 90.86 91.02 90.44 90.72 89.56 90.42 88.24 89.32 90.62 89.37 91.47 90.41

Disable Contrastive Learning 90.99 91.87 89.72 90.78 89.96 90.05 89.60 89.82 90.76 90.88 90.39 90.63

Disable All Methods 84.75 86.12 82.45 84.25 82.02 83.12 79.86 81.46 83.53 84.98 81.04 82.95

Complete Method 93.13 92.18 94.09 93.13 92.41 91.77 92.99 92.38 92.88 91.47 94.41 92.91

Acc = accuracy, Prec = precision, Rec = recall, F1 = F1-score (all in %)
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models the scale-free and hierarchical structures of smart contract 

graphs, while the end-to-end framework and contrastive learning strat­

egy jointly enhance the discriminative power and robustness against 

noisy labels. Ablation studies further confirmed the indispensability of 

each component. By improving detection accuracy and robustness, our 

method bolsters the security and trustworthiness of blockchain ecosys­

tems. One specific future work will be to adapt our Riemannian graph 

learning framework to cross-chain vulnerability detection scenarios, en­

abling robust security analysis across diverse blockchain platforms with 

varying smart contract languages. Another promising direction is to in­

tegrate LLMs for enhanced semantic understanding, which could further 

improve zero-shot vulnerability detection capabilities.
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