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PID-Based Secure Cluster Synchronization of
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Abstract—Large-scale Internet of Things (IoT) systems are
characterized by massive numbers of interconnected devices, het-
erogeneous dynamics, and complex interaction structures, which
can be effectively modeled using complex networks. In many
IoT applications, secure cluster synchronization is essential for
coordinated and reliable operation, yet it is highly vulnerable to
cyber-attacks, particularly replay attacks that maliciously reuse
previously transmitted but valid data. This paper investigates
the secure cluster synchronization problem for discrete-time
nonlinear complex networks representing IoT systems under
stochastic replay attacks. A probabilistic replay attack model
with bounded consecutive attack duration is introduced to
capture the random and intermittent characteristics of realistic
attack behaviors. To mitigate the adverse impact of replayed
information, a PID-based cluster synchronization control strategy
is developed, where proportional, integral, and derivative actions
are jointly exploited to enhance robustness against outdated and
compromised signals. By constructing an appropriate Lyapunov
functional and employing stochastic analysis techniques, suffi-
cient conditions are derived to guarantee asymptotic mean-square
cluster synchronization. A systematic controller synthesis proce-
dure is further provided. Numerical simulations demonstrate the
effectiveness and improved resilience of the proposed approach
compared with conventional proportional control schemes.

Index Terms—Internet of Things; Secure synchronization;
Cluster synchronization; PID control; Replay attacks; Discrete-
time nonlinear systems; Cyber-physical security.

I. INTRODUCTION

Complex networks (CNs) [1] consist of a large number of
dynamically interacting nodes connected through structured
topologies, where nodes represent individual components and
edges characterize their interaction relationships. Due to their
ability to capture large-scale interconnectivity, heterogeneous
node dynamics, and complex interaction patterns, CNs have
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been widely employed to model real-world systems with sim-
ilar characteristics, including power grids [32], biological neu-
ral networks [19], social networks [4], cyber-physical systems
[51], and transportation networks [14]. In recent years, such
modeling paradigms have also become increasingly relevant
for Internet of Things (IoT) systems, which are composed
of massive numbers of heterogeneous devices interconnected
through communication networks.

From a system-theoretic perspective, CNs provide an ef-
fective and widely accepted representation framework for loT
networks, enabling rigorous analysis of their large-scale dy-
namical behaviors. Owing to the tight coupling among nodes
and the large-scale nature of IoT-oriented CNs, the analysis of
network dynamics has attracted significant research interest.
Representative research topics include stability analysis [6],
[7]1, [16], [25], synchronization [40], [42], [53], and state
estimation [18], [41], [50]. Among these topics, synchroniza-
tion plays a fundamental role in coordinating the behaviors
of distributed IoT devices and ensuring reliable operation of
large-scale IoT systems.

Synchronization aims to drive network nodes toward collec-
tive behaviors through appropriately designed control strate-
gies. Various synchronization patterns have been extensively
investigated, including complete synchronization [28], [52],
phase synchronization [31], [49], lag synchronization [43],
[44], [48], projective synchronization [13], [26], [54], and
cluster synchronization [5], [22], [24], [45]. Among these
synchronization modes, cluster synchronization is particularly
relevant to IoT applications, as IoT devices are often or-
ganized into functional, geographical, or task-driven groups
that require intra-cluster coordination while maintaining inter-
cluster independence. Such clustered behaviors naturally arise
in smart grids, industrial IoT, and intelligent transportation
systems.

In general, cluster synchronization refers to the phenomenon
in which nodes within the same cluster achieve synchro-
nization, whereas synchronization across different clusters
is not required. In IoT networks, cluster synchronization is
rarely achieved through intrinsic coupling alone and typically
requires external control intervention. To this end, various con-
trol strategies have been developed, including pinning control
[46], adaptive control [39], and intermittent control [27], to
steer network nodes toward desired clustered behaviors. These
methods have significantly advanced synchronization theory
and provided useful tools for group-based coordination in net-
worked systems. However, despite the widespread deployment
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of PID controllers in industrial and embedded IoT devices,
PID-based cluster synchronization control for CNs has not yet
been systematically investigated. Given its simple structure,
low computational burden, and clear physical interpretation,
PID control is particularly attractive for resource-constrained
IoT applications, making its study both theoretically meaning-
ful and practically relevant.

In most existing studies on synchronization control of CNs,
it is commonly assumed that transmitted information is reli-
able. However, in practical IoT environments, communication
channels are often subject to disturbances, uncertainties, and
malicious cyber-attacks, which may result in discrepancies
between transmitted and received signals. Network attacks
are generally categorized into deception attacks, denial-of-
service (DoS) attacks, and replay attacks. Deception attacks
manipulate transmitted data by injecting malicious signals
[2], [3], [38], [47], DoS attacks disrupt communication avail-
ability [10], [23], [34], and replay attacks resend previously
intercepted valid data to mislead the system [9], [17], [30].
Among these threats, replay attacks are particularly dangerous
for IoT systems because they are difficult to detect and can
continuously inject outdated but legitimate information into
the control loop.

Due to their stealthy nature, replay attacks may mislead
controllers over extended periods, thereby degrading syn-
chronization performance or even causing instability. Conse-
quently, developing effective synchronization control strategies
resilient to replay attacks is of significant importance for
secure [oT operation. Existing research has primarily focused
on designing attack detection mechanisms [17], [29], [33],
often overlooking the potential of leveraging inherent control
structures to actively counter such threats. PID controllers,
which integrate proportional, integral, and derivative actions,
are well known for their ability to enhance robustness by
exploiting both current and historical information. Compared
with proportional-only controllers, PID-based strategies can
better eliminate steady-state errors, suppress oscillations, and
improve transient performance [8], [15], [20], [21], [35],
making them well suited for [oT environments subject to cyber
disturbances.

Although considerable progress has been made in state
estimation under replay attacks [11], [12], [17], the synchro-
nization control problem of CNs representing IoT systems
under replay attacks has not been fully addressed. In particular,
PID-based secure cluster synchronization for discrete-time
nonlinear CNs remains largely open. This problem is chal-
lenging due to several fundamental issues: 1) how to establish
an appropriate mathematical model to describe the dynamic
behavior of replay attacks in complex systems, especially
their randomness and persistence? 2) how to construct an
analytical framework for PID-based synchronization control
of CNs under replay attacks? and 3) how to design PID
controllers that ensure mean-square stability in the presence of
such attacks? The objective of this paper is to provide effective
solutions to these challenges.

The main contributions of this paper are summarized as
follows.

1) A secure cluster synchronization framework is estab-

lished for discrete-time nonlinear CNs subject to replay
attacks, where the attack behavior is explicitly char-
acterized by both stochastic occurrence and bounded
persistence. This modeling approach captures essential
practical features of replay attacks that are not addressed
in conventional synchronization studies.

2) A PID-based cluster synchronization control strategy is
developed, integrating proportional, integral, and deriva-
tive actions to exploit both instantaneous and histori-
cal information. By embedding PID dynamics into the
cluster synchronization setting, the proposed approach
enhances robustness against replay-induced outdated
information and extends existing proportional-control-
based secure synchronization methods.

3) A rigorous analytical framework is constructed to de-
rive sufficient conditions ensuring ultimate mean-square
cluster synchronization in the presence of replay attacks.
The obtained results provide theoretical guarantees on
synchronization performance and robustness, thereby
bridging secure control analysis and cluster synchroniza-
tion theory for nonlinear CNs.

The remainder of this paper is organized as follows. Sec-
tion II introduces the system dynamics and formulates the
PID controller design problem for CNs under replay attacks.
Section III presents the main analytical results on PID-based
cluster synchronization. Section IV demonstrates the effective-
ness of the proposed approach through numerical simulations,
and Section V concludes the paper.

Notations: Let R™ and R"*" denote the n-dimensional
Euclidean space and the set of m x n real matrices, respec-
tively. The transpose and inverse of a matrix A are denoted
by AT and A~!, respectively. P{ X} represents the occurrence
probability of event X, and E{x} denotes the expectation of
a random variable z. For y € R", |ly||2 = v/yTy denotes the
2-norm of y. The symbol ® denotes the Kronecker product.

II. PRELIMINARIES AND PROBLEM FORMULATION
A. System Dynamics

Consider a class of nonlinear CNs governed by the follow-
ing dynamics:
N

Ti g1 =hi(xig) + Zéijrmg’,k + Uik, (1)
=1

fori € F £ {1,2,..., N}, where ik € R" and u; j, € R
denote, respectively, the state vector and the control input
of node :. The inner-coupling matrix I' > 0 represents the
connections between the different elements of the subsystem.
For each node ¢, the local dynamics is described by a nonlinear
vector-valued function h;(-). The following assumption is
imposed on the nonlinear function h;(+).

Assumption 1: For any node ¢ € [, the nonlinear function
h; : R™ — R"= is continuous and satisfies

[hi (1) —hi(1h2) — xa1 (V1 — ¥2)]"
X [hi(Y1) — hi(h2) — xi2 (1 — 2)] <0,

for i1, 12 € R™ where x;1, X2 are known constant matrices.
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Now, the N nodes in the network are partitioned into s dis-
joint and nonempty clusters, denoted by F1 = {1,2,...,n1},
Fo = {n1 +1,...,n1 + TLQ}, e, g = {ZZ;}TLP +
L., _1ny}, where >>°_mn, = N. It follows that
U,SJ:1 F, = F. The notation 7 is used to denote the cluster
index to which node 7 belongs, namely, ¢ € F ;. Clearly, for any
two nodes 7 and j belonging to the same cluster, it holds that
7 = j. Furthermore, nodes within the same cluster are assumed
to share identical local dynamics, that is, h;(-) = hj(-) for
1=7.

For the CN (1) with s clusters, the network topology
is characterized by the coupling configuration matrix £ £
[¢i] v x v, which describes both the coupling strengths and the
topological structure of the network. The matrix £ satisfies
by = —Zj\f:u# lij and £;; > 0 for i # j, and is not
necessarily symmetric or irreducible. Its block form is given
by

L1 Lo L,
Loy Lo Lo

L= . ) (2)
le Ls2 Lss

NXxN

where each matrix block L,y £ [lijln, xn, € R™*" is
a zero-row-sum matrix. Moreover, £;; > 0 if there exists
a connection between the node 7 and node j, and ¢;; = 0
otherwise (for i # 7).

For the mth cluster, the dynamics of the unforced target
node is described by

{Um,kJrl - {Lm(o—rmk)a (3)
Om,0 = Om,0,

where o0, € R"* denotes the state of the target node and
m,o 1s the corresponding initial condition. Clearly, for any
i € [, it holds that h;(-) = h,,,(+), whereas h;(+) # hp(+)
for i & [ .

Remark 1: As the network scale increases, achieving global
synchronization often becomes impractical. In contrast, clus-
ter synchronization enables synchronization within localized
subnetworks, allowing each cluster to perform specialized
functions or tasks. Compared with global synchronization,

cluster synchronization offers advantages in terms of reduced
communication costs and enhanced flexibility.

B. The Attacker Model

In an open communication environment, the transmitted
data is highly susceptible to attacks, which may lead to
the degradation of system performance. In this paper, we
consider a replay attack model, which aims to replace the cur-
rent control signal with previously intercepted control signal,
thereby disrupting the synchronization of system. To capture
the occurrence of attacks, we introduce a Bernoulli random
variable 7y, to characterize the randomness of the attacks. The
specific description of the variable ~;, is as follows:

1, if the replay attack occurs,
Ve = . “)
0, otherwise,

where v, satisfies the following statistical properties

Py =1} =E{m} =7 P{nw =0} =1-7. ()

Here, 7 € (0, 1) is a known scalar representing the likelihood
of a replay attack occurring.

The replay attack model can be mathematically represented
by

Uik = Wik + Ve (—Wik + Wik, ), (6)

where wu;;, is the current control signal subject to replay
attacks. The signal u; ;, received by the actuator can be either
the normal signal u;, which is generated and transmitted
by the controller, or a historically recorded signal w; j,. This
depends on whether a replay attack occurs and on the number
of consecutive replay attacks dy = k — k4. The number of
successive attacks are defined recursively as:

di = ")/k(dk—l + 1). (7)

As described in (4), when v = 0, the communication channels
operate normally, and the number of successive attacks is
di, = 0. On the other hand, when ~;, = 1, the communication
channels are subject to replay attacks, causing the number of
successive attacks to increase by one at each time step, until
the attackers exhaust their energy budget. Considering that it
is impossible for attackers to continue high-intensity attacks
indefinitely, the number of consecutive attacks is assumed to
satisfy

k1 < di < Ko,

where k1 and ko represent, respectively, the maximum and
minimum values of di. And they are known positive scalars
determined by the attacker’s energy constraints. Constraining
the number of attacks within reasonable upper and lower
bounds helps improve the model realism and better capture
real-world attack scenarios.

Remark 2: Traditional synchronization studies typically as-
sume that the communication channels among network nodes
are perfectly reliable. However, this idealized assumption
rarely holds in practice, as communication links are often
vulnerable to various malicious cyber-attacks. Incorporating
such practical constraints enables the synchronization control
framework to more accurately capture the dynamical behav-
iors of real-world networked systems. Therefore, investigating
secure synchronization control for IoT networks under replay
attacks is both theoretically significant and practically urgent.
Research on secure synchronization control for IoT networks
is not merely an extension of conventional synchronization
theory, but a necessary step toward ensuring the reliable and
resilient operation of practical networked systems.

Remark 3: Replay attacks is a kind of typical cyber-attacks
in which adversaries intercept and record legitimate data pack-
ets previously transmitted in the network and subsequently
retransmit them to the receiver in order to deceive the system
and disrupt its normal operation. According to this definition,
the attack process involves two stages: (1) the phase of data
interception and storage, during which the attackers collect
valid information, and (2) the phase of replay, in which
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the current control signals are deleted and the previously
captured data are retransmitted. Consequently, replay attacks
cannot occur instantaneously, and it requires at least one
sampling delay between data interception and retransmission.
The earliest replay attack is usually at k£ > 1.

Remark 4: Existing studies on replay attacks [17] typically
assume that the attack time-stamps are known in advance.
However, in realistic networked environments, attackers rarely
maintain persistent attacks indefinitely; instead, they tend to
act in a random and intermittent fashion. To capture this
practical feature, Bernoulli random variables are adopted in
this paper to characterize the stochastic nature of attack
occurrences, thus better reflecting the randomness inherent
in real-world attack behaviors. Furthermore, the upper and
lower bounds on duration of continuous attack are imposed
to constrain the attack, which not only reflects the limited
persistence of practical attacks but also facilitates the design of
more realistic and effective defense strategies in the networked
system.

C. Synchronization Error Dynamics
Define ¢; i, £ Tik — O - The PID-based synchronization
controller for node ¢ is designed as
k—1
Uip =K ein+ K[ > ein+ K (ein—ein1), 8
n=k—L
where KP, K!, and KP denote the PID controller gain
parameters to be designed. The scalar L specifies the time
length of the integral window. For convenience, (8) can be
rewritten as
k-2
Uik =K+ KP)ein + K > ein
n=k—L
+ (K] — K{)eik-1. (€)
By exploiting the zero-row-sum property of L,,,, we have
S

N
Z[ijr$j7k; = Z Z ‘gij]-—‘xj,k
=1

m=1jEF m

= Z Z li;T(ejk + Omk)

m=1j€F m

=3 > tTejut+ Y > tiTomp

m=1j€F m m=1j€F m

= Z Z &erj_,k.
m=1jef m
Accordingly, the cluster synchronization error dynamics of
node 7 are obtained as
~ N
eikr1 =hi(ein) + Y liiTejn+ (1 — )
j=1
k—2
X ((Klp +K1-D)€i,k + KZI Z ei,n
n=k—L
+ (K] = K)eir-1)

4
kd—Q
(K + KP)ein, + K] > eim
n:kde
+ (K] — KP)eig,—1), (10)

where ﬁi(ei,k) = hi(xix)— hg(a’g7k). For ease of presentation,
the following notations are introduced:

CO]N{ei_’k},
CO]N{ei,kd}7
CO]N{hi(ei7k)}7

[6;{_1,...

€L

(1>

=
—
Q)
ol
~
(1>

[I>

)

aeg—L]T

(1>

(PN S
diagy { K"},
diagN{KiI}a
diagy { K},
2K -Kp K- K.

L—-1

9y

= 22
> > > >

By employing the Kronecker product, the synchronization
error dynamics (10) can be compactly rewritten as
exy1 =H(ep) + Aex, — 7 pKey, + 7 Mwy,
— 7kak +yKep, + 7kK€kd
+FMwy, + 7 e Mwy,,
e =¢;, |=—max{L,k2}—L,...,—1,0,

(1)

where
A2 (LoT)+7K, K2 Kp+Kp,
FE21-9, Fe2n-7

Under replay attacks, the following definition of mean-
square synchronization is adopted as the performance criterion
for secure synchronization behavior.

Definition 1: The described CN is said to be asymptotically
mean-square cluster synchronized if the N nodes can be

[I>

partitioned into s disjoint and nonempty clusters [/ 1, -, [ s,
forany i € F; (I € {1,2,---,s}), the following condition
holds:

lim E{||z;x — ovkl3} =0.
k—o00

In the context of secure control, an important objective
is to maintain synchronization performance in the presence
of malicious attacks or abnormal interference. In particular,
the integral and derivative terms in the PID controller intro-
duce additional state dynamics, which provide useful memory
effects but also interact with stochastic replay attacks and
nonlinear network dynamics, making the system analysis more
challenging. The purpose of this paper is therefore to design
a PID controller for nonlinear CNs under replay attacks such
that the synchronization error dynamics (11) satisfies the above
performance criterion.

III. MAIN RESULTS

In this section, the main results for achieving secure cluster
synchronization under replay attacks are derived.
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A. Synchronization Analysis

In the following theorem, the mean-square ultimate syn-
chronization performance of the cluster synchronization error
dynamics (11) is analyzed.

Theorem 1: Consider the given PID controller gain matrices
Kp, K7, Kp. Assume that there exist positive definite matri-
ces P ¢ RnZNXnIN, Rl c RnINXnZN, R2 c RnINLXnZNL,
and Q; € ReN>xnaN(j =12 ... L) such that the follow-
ing inequality holds:

Iy IIp IIiz Il IIgs
x  Ilag Ilpz Ilog Ilos
I2 | « x I3 0 0| <o, (12)
* * * H44 H45
* * * x 155

where
I 2ATPA+42KTPK — P+ (1 + kg — k1)R1 — Uy
L
+3°Q;,
j=1
My 2ATP+U,, Ty 2P -1,
i3 2AATPM +42KTPM, Tly3 £ 3PM,
I, 253ATPK — 42KTPK,
5 29ATPM — 42KTPM,
oy £9PK, a5 £ 5PM,
33 2AMTPM — Q + (1 + k2 — k1) R,
I 29KTPK — Ry,
s 29KTPM, 1ls5 2 3MTPM — Ry,
U, 2diagy{U;}, U, 2 diagy{U;},
Ui 2(xhixi2 + xioxin) /2, Ui & (xiz + xi1)" /2,
Q £diag{Q1,Q2,- -+, QL},
F 2V =79).
Then, under replay attacks, the CN (1) can asymptotically

achieve mean-square synchronization.
Proof: Consider the following Lyapunov-like function:

6
Vi=> Vik, (13)
s=1

where

T
Vi,k = ey Pey,

L k-1
§ § T
‘/2,]{} — e[, QjeLJ
j=11=k—j
k—1
T
‘/3,k = § €, Rleu
l,:klfdk
k—){l

k—1
T
‘/Zl,k = § E €, Rleu
t=k—kro+1 t=t
k—1
T
‘/5,k = § w, R2wm
L:k—dk

k—){l

k—1
Z wapngb.

t=k—kro+1 t=t

Ve =

Before calculating the mathematical expectation of the
difference of Vi (s = 1,2,---,6), we evaluate the corre-
sponding conditional expectations and obtain

E{AVL 1|V} 2E{V1 k41 |Vi} — Vik

:(ﬁ(ek) + Aep — 7kK€k + vy Mwy,
— 714ka +yKey, + 7kK€kd
+ YMwy, + 7 xMewy,)T P(H(er,) + Aeg
— 7]@K€k + f"?ka — 7kak + ’7K€kd
+ 7]@K€kd) — e;;FPek

=ef (A" PA+4*KTPK — P)ey,
+ H" (ex)PH (er,) + 7et, KT PKey,
+ Jwi MTPMuwy, + yw], MT PMuwy,
+2efATPH (ex) + 27H" (e),) PMwy,
+2yHT (ey)PKey,, + 27H" (e ) PMuwy,
+2eF (AT PM + 42 KT PM)wy,
+2¢f (FATPK — 4’ KT PK)ey,
+ 2e (FATPM — 42 KT PM)wy,

+2yei, KT PMuwy,, (14)
E{AVz 1|V} 2E{Va k11|Vi} — Vai
L
=Y (i Qjer — ei_;Qjen—)
j=1
L
=" el Qjer — wi Qur, (15)
j=1
E{AV3 1 |Vii} E{V3 k11 |Vi} — Vs
k—1
:egRlek + Z eprleL
t=k—dp4+1+1
k—1
— edelekd — Z eZ‘FRleL
t=k—dp+1
k—dy
:e;‘gRlek — e;‘nglekd + Z eTRleL
L:kfdk+1+1
k*lil
<ef Riey — e}, Riex, + Z e/ Rie,,
t=k—ro+1
(16)
E{AVyVi} E{Vy k1 |Vi} = Vi
k—Kl k k—1
- Y (e X
t=k—ro+1 L=t L=t
k k
+ Z eprleL — Z eprleb
t=k—r1+1 1=k—ro+1
k}*ﬁl
=(ko — m)eleek — Z eTRleL.
1=k—ro+1
(17)
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Similarly, the conditional expectation of differences of Vs
and V. are calculated as:

E{AV; 1|V} 2E{V5 41|Vi} — Va.i
k—){l
Snggwk — wngzwkd + Z
1=k—kKo+1

T
w, Row,,

E{AVs 1|V} 2E{ Vs 41|Vi} — Vo.x

k*lil

2.

1=k—kKo+1

T T
=(ke — K1)w}, Rowy — w, Row,.

By combining the above expressions with Assumption 1,
the following inequality is derived:

6
E{AVi|[Vi} = E{AV.k|Vi}
s=1
<el'(ATPA +4°KTPK — P)ey,
+ H”(e;,)PH(ex) + vef, KT PKey,
+Jwi MTPMwy + wi, MT PMuwy,
+2eF ATPH (ex) + 27H" (e),) PMwy,
+2yHT (ex)PK ey, + 27H (ex) PMwy,
+ 2ef (FATPM + 42 KT PM)wy,
+2¢F (FATPK — 42 KT PK)ey,
+ 2¢ef (FATPM — 4K PM)wy,
L
+29ef, K"PMwi, + > e} Qe — wi Qui
j=1
+ e;‘gRlek — e;‘nglekd + (ko — Kl)eleek
+ w,{ngk - wnggwkd + (k2 — K1 )nggwk
<Gi G, (18)
where
e = ler
Taking inequality (12) into account, it can be concluded that
there exists a sufficiently small positive scalar e such that

E{AV,} < B{¢ITi¢,}

ﬁT(ek) wg efd wde]T.

< —eE{]lex|?}. (19)

From the definition of Vj in (13), it follows that

k—1
E{(Vi} <ciB{|lex]’} +c2 D> E{fleill’}
i=k—h
k—1
tes Y B{llwi?}, (20)
i=k—h

where
h & max{L,k2}, ¢1 = Amax(P),
€2 = LAmax(Q;) + (1 + k2 — K1) Amax(R1),
(1 + K2 — K1) Amax (R2).
Next, for any A > 1, it follows from (19) and (20) that
E{NFIV (B4 1)) — E{O\*V,.}

A
A
C3 =

=NHIELAVLY 4+ ARV — NFE{V4}
=MHE{AVL} + AP\ = D)E{V;}
A (—eB{[lex]|*}) + AF (A = 1)
k—1
X <clxa{||ek|2} +or Y E{lles]?}

i=k—h

k—1
tes Y E{Ilwz-|2}>

i=k—h

k—1
=X E{[lex]|2} + NN S E{fles]|?}
i=k—h

k—1

DY

i=k—h

E{|les||*}, 1)

where

pi(A) = =Xe+ (A= 1Der,  pa(N) = (A —1)ez,

p3(A) = (A = 1es.

For any integer § > h + 1, summing up both sides of (21)
from 0 to § — 1 with regard to k, we acquire

E{\°Vs} — E{Vo}

0—1 §—1 k—1
S,Ul(/\)z/\k]E{”ekHz}+,U2(/\)Z Z ME{|lei*}
k=0 k=0i=k—h
0—1 k-1
+us(N) D D NE{|wil?}- (22)
k=0i=k—h

Furthermore, the second and final terms in (22) are computed
as

§—

—_
x>

—1
> NE{lleill*}
k=0i=k—h

§—2 min{d—1,i+h}

=y > NE{|eil*}
i=—h k=max{0,i+1}
—1 i+h 6—h—1 i+h 5—1 -
(Z LD IS Z)Aklﬁ{nein’z}
i=—h k=0 =0 k= 1+1 i=0—h k=i+1
< Z ANHPE ||| HZhA”’LE{IIezII }
i=—h
6—1
<hA S T AME{ x|} + B2A" sup E{lledi?},  (23)
k=0 l€[=h.0]
and
0—1 k-1
3> NE{|wil?}
k=01i=k—h

< Z RAHPE([lwi }+ZhAZ+hE{||w [
i=—h

— i=0

+ Z AT PE]Jwil|*}

i=L+1
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1 i1 L -1
=hA" YT NE{lleglP} + RN D NE{lleqll?)
i=—hq=i—L i=0 q=i—L
6—1 1—1

A Y NE{lleq|?)

i=L+1q=i—L

<hZ\M (h + L—gl))\h) sup
lel

E{ll4:/I*}
0]

5—1
+ B2 T ARE{|ex ]|}

(24)
k=0
Substituting (23) and (24) into (22), one has
E{X’Vs} — E{Vy}
5—1
<us(N) 3N E{llewl®} + ps(h) _ sup o Edllon)
k=0 —he
(25)
where
pa(N) £ p1(A) + A" 2 (A) + RPN pg(X),

h+1
1s(A) 2 B2N g (A) + R2AR (h + %Ah) 3 (N).
It is observed that, as A — +o00, the function 4 (\) — +o0.

Meanwhile, we have j4(1) = —e < 0. Thus, there exists
1 < X < 400 such that j4(A\) = 0. Furthermore, we have

E{\Vs} < ps(A)  sup O]E{||¢z||2}+E{V0}- (26)

le[-h—L,
Based on (20), we obtain that

E{Vo} <aE{llol’} + e 3 Effles])

i=—h
—1
+es Y Bffwil?}
i=—h
<cs sup  E{[al’}, 27
le[—h—L,0]
where
c4 £ max{cy, co, c3}(h + hL +1).
Then, it follows from (26) and (27) that
E{Vs} <X °(us(X) +ca)  sup (28)
l

E{[|¢u]*}.
,0]

On the other hand, based on (13) and properties of positive
definite matrices, we have

E{Vs} >Amin (P)E{[les]|*} + LAmin (Q;)E{|les—1 %}

5—1
+)\min(Rl)(1+’{2_Kl) ]E{”e’LHQ}
i:&—m
5—1
+)\min(R2)(1+’{2 _Kl) ]E{“lez}
i:&—m
>esE{[les]|*}, (29)

where

Cs é /\min(P)-

Combining (28) and (29) gives Moreover, we can know

E{les]?} SéE{Vs}

<a’b sup  E{[|¢u]|*}, (30)
le[—h—L,0]
where
- A
a2 X1te(0,1), b2 mNFe
cs
It is obvious that
. 2
Jim B {lesll3 } = 0. (3D
which completes the proof. [ ]

B. PID Controller Design

This subsection addresses the design problem of PID con-
troller gains for CNs under replay attacks.

Theorem 2: If there exist positive definite matrices P; €
anxnz’ Rl c RnINXnZN, RQ c RnZNLXnINL, Qj c
Rr=N>xnaN(j — 12 ... L), and matrices # 7, %71 and
P satisfying

ﬁll l:II2 l:113
x —P 0 |<0, (32)
* * -P
where
O Uy 0 0 0
) x =1 ) 0 0 0
H11 £ * * Qg - Q 0 0 ’
k * —R1 0
* * 0 _RQ
- N - _ ~ T
M2 P (1-59M 3K 5M]
- - s - L ~qT
Mz =[3K 0 4M 4K —4M]
L
M E-P+(1+r-r)Ri-01+) Q
j=1
Q2 2(1+ k2 — k1)R2, A2 P(LOT)+7K,

P &diagy{Pi}, K227 407,
MET—xP T ... %7,
—_———
L—1

then the CN (1) can asymptotically achieve mean-square
synchronization under replay attacks, and the PID controller

gains are given by Kp = P~'# P K; = P~'7!, Kp =
PP,
Proof: First, (12) is rewritten as follows:

O=1,,+Q"PQ <0, (33)
where
Q2,7 0,717, P2 dag{P, P},
QEAN T (1-9M FK yM],
LEFK 0 M —4K —4M].
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By the Schur complement lemma, inequality (33) is ensured

if
m;
[ . _p-1 < 0. (34)
Then, by pre- and post-multiplying (34)
diag{IngENaInINaInINL,InIN7InZNL,P,P} and its
transpose, we derive
. T
[H“ 5 F} <0. (35)
* —P

By letting .# " = PKp, #! = PK; and P = PKp,
it follows that the inequality (35) is equivalent to (32). The
proof is complete. [ |

Remark 5: Up to now, the secure cluster synchronization
control problem for CNs under replay attacks has been investi-
gated, and a unified framework for PID-based controller design
has been established. The main difficulties arise from the in-
teraction among controller parameters, network topology, and
the stochastic characteristics of replay attacks. In Theorem 1,
Lyapunov stability theory and stochastic analysis have been
employed to guarantee mean-square synchronization under
replay attacks. In Theorem 2, a systematic procedure has been
provided to determine admissible PID controller gains, thereby
completing the secure control design framework.

The subsequent analysis focuses on a special case in which
hi(zix) = A;x; k. Consequently, for i = j, we have A; =
Aj;. In the following corollaries, we will analyze the ultimate
synchronization performance for linear CNs subject to replay
attacks and provide a solution to the design problem of the
PID-based cluster controller gains.

Corollary 1: Consider the given PID controller gain ma-
trices Kp, K;, Kp. If there exist positive definite matrices
Pc ananmN’ Rl c anNanN’ R2 c Rn,NLXnmNL’ and
Q; € RreN>xnaN(5 = 1.2 ... L) such that the following
inequality holds:

—_
—

213 Z14
=4 * H33 0 0
==, . Ty s <0, (36)
* * * 1I55
where
L
Z1 2ATPA+4°KTPK — P+ (14 k2 — k)R + Y Q;,
j=1

Z12 2(1 —3)ATPM +4*KTPM,

=13 29ATPK — 4*KT PK,

S 29ATPM — 4*KTPM,
A2A+(LoT)+7K, A2 diagy{A},

then, under the replay attacks, the CN (1) can asymptotically
achieve mean-square synchronization.
Corollary 2: If there exist positive definite matrices P; €
R XNz Rl c RnINXnZN RQ c RnZNLXnINL Q c
> > > J

RreN>xnaN(j = 1.2 ... L), and matrices # ', #! and
P satisfying
En1 Zi2 Ei
* —P 0| <0, 37
* x =P
where
CIE 0 0
= é * QQ - Q 0 0
—11 % % _Rl 0 )
* * 0 —Rs
= - e =~
E&[A (1-y)M 3K M|,
= . L~ - T
i3 2 ["yK M —4K —’yM} ,

o
!
-

A—P—F(l—l—IiQ—Iil)Rl—l—ZQj,

j=1
LPA+ P(L®T) 47K,
diagy{P;}, K2.xF +.07P,
(#h — P ol ... 7,
—————
L—1

A
p
M

> [

then the CN (1) can asymptotically achieve mean-square
synchronization under replay attacks. Moreover, the PID con-
troller gains can be determined by Kp = P~'# " K; =
Plx! Kp=pPlxP,

Corollary 1 and Corollary 2 can be established by arguments
analogous to those used in Theorem 1 and Theorem 2.
Therefore, the detailed proofs are omitted for brevity.

Remark 6: In comparison with existing studies on secure
synchronization of CNs, the distinguishing features of the
present results can be summarized as follows:

1) A PID-based cluster synchronization control framework
is investigated for discrete-time nonlinear CNs under re-
play attacks. By incorporating proportional, integral, and
derivative actions, the controller enhances robustness
against attack-induced outdated information. Moreover,
cluster synchronization is enforced only within local
subgroups, which reduces communication overhead and
control energy consumption.

2) A replay attack model with stochastic occurrence and
bounded persistence is introduced for the communica-
tion channel between the controller and the actuator. By
combining Bernoulli random variables with time-varying
attack duration, the model captures both the random-
ness and limited persistence of replay attacks, thereby
reflecting practical attack behaviors more accurately than
conventional static models.

3) The secure synchronization conditions are derived in the
form of matrix inequalities, which explicitly incorporate
both the PID dynamics and replay attack characteris-
tics. This framework extends existing results on secure
synchronization by accommodating clustered network
topologies and PID-based control schemes within a
unified analytical setup.
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IV. NUMERICAL EXAMPLE

In this section, a numerical example is presented to verify
the effectiveness of the proposed PID-based cluster synchro-
nization controller.

The CN (1) consisting of five coupled nodes is divided into
two clusters, namely, f1 = {1,2} and F2 = {3,4,5}. The
coupling configuration matrix and the inner-coupling matrix
are specified as

-0.2 02 -0.1 0 0.1
03 —-03 —-01 0.1 0
L=1]01 -01 —-02 0.1 0.1,
0 0 03 —-06 03
—-0.1 0.1 0.3 02 —0.5
and I' = 2.821.

The nonlinear functions associated with the nodes in the
two clusters are given by

h 141 o ().951/1—|—tanh(0.21/1)
Y\ lra| )~ |0.9505 + tanh(0.205) |’

m (1711 = 0.95v1 + tanh(0.1v1)
2\ |va|) ~ [0.9505 + tanh(0.115) |

According to Assumption 1, the following matrices are

obtained:
1150 095 0
XIL=1 g 1150 X127 | 0 0.95]°
105 0 095 0
X2t=1 g 105" X227 | 0 095"

The parameters in the replay attack model are selected as
¥ = 0.2, k1 = 1, and Ko = 3. And the time length of the
integral window is given as L = 3. The initial values of the
target node states oy, , (m = 1,2) and the node states x;
(i=1,2,3,4,5) are chosen as

510=1[09 —09]", 520=[0.8 —08]",
zi0=1[01 —01]", zap=1[02 —0.2]",
250 =101 —0.1]", z4o=1[02 —0.2]",
w50 =103 —03]".

The simulation results under replay attacks are illustrated in
Figs. 1-8. Figs. 1 and 2 depict the trajectories of o and xy
under the proportional cluster control strategy. Figs. 3 and 4
present the corresponding trajectories under the PID-based
cluster control strategy. The synchronization error trajectories
e under proportional cluster control are shown in Figs. 5
and 6, while those under PID-based cluster control are dis-
played in Figs. 7 and 8. It can be observed that the proportional
cluster control strategy results in nonzero steady-state errors,
whereas the PID-based cluster control strategy enables the
discrete-time nonlinear CN to achieve secure synchronization
under replay attacks.

Fig. 1.
component of nodes in cluster / 1 under proportional control.

Target node
Node 1
Node 2

State value

State value

200 300
time k

100 200 300 400 500 100 400 500

time k

Trajectories of the first state component and the second state
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Fig. 2. Trajectories of the first state component and the second state
component of nodes in cluster f 2 under proportional control.

Target node
Node 1
Node 2
[} [
S =1
IS ]
> >
o "
8 8
0 n
0 e
100 200 300 400 500 100 200 300 400 500
time k time k

Fig. 3. Trajectories of the first state component and the second state
component of nodes in cluster /1 under PID-based control.

V. CONCLUSION

In this paper, the cluster synchronization control problem
has been investigated for a class of discrete-time nonlinear
CNs subject to replay attacks. A replay attack model has
been introduced by employing Bernoulli random variables
together with bounded attack duration parameters, thereby
characterizing both the randomness and persistence of replay
attacks. To achieve reliable synchronization under such ad-
verse conditions, a PID-based cluster synchronization control
strategy has been developed. By incorporating proportional,
integral, and derivative components, the controller makes



FINAL VERSION

20 5
— Target node
Node 3
15 Node 4
Node 5
g10 E
K K]
> >
2 L
8 8
a5 D -
0
5 -
100 200 300 400 500 100 200 300 400 500
time k time k
Fig. 4. Trajectories of the first state component and the second state

component of nodes in cluster / 2 under PID-based control.
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Fig. 5.
control.

Synchronization error of nodes in cluster /1 under proportional
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Fig. 6. Synchronization error of nodes in cluster / o under proportional
control.

use of both current and historical information to alleviate
the detrimental effects of replay attacks. Moreover, sufficient
conditions have been established to guarantee mean-square
ultimate cluster synchronization through Lyapunov stability

25

T
E{ekek)

0 . . I I I I I I
50 100 150 200 250 300 350 400 450 500

time k

Fig. 7. Synchronization error of nodes in cluster / 1 under PID-based control.

0 . . I I I I I I
50 100 150 200 250 300 350 400 450 500

time k

Fig. 8. Synchronization error of nodes in cluster / o under PID-based control.

analysis and stochastic techniques. Based on these conditions,
a systematic procedure for determining admissible PID con-
troller gains has been provided. Numerical simulation results
have demonstrated that the proposed control strategy is capable
of maintaining satisfactory synchronization performance even
in the presence of replay attacks.

In this paper, the network model under consideration is
assumed to be available. In practical large-scale IoT networks,
precise system models may be difficult to obtain. Therefore,
developing data-driven-based [36], [37] privacy-preserving
synchronization control methods to extend the current results
without relying on accurate system models is an interesting
topic for future research.
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