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Abstract—Relay-assisted transmission has emerged as an ef-
fective means to enhance communication reliability and extend
transmission range in networked systems. Integrating relay
mechanisms into state estimation architectures can significantly
enhance both accuracy and stability in remote and resource-
constrained environments. This paper provides a comprehensive
review of relay-assisted state estimation (RASE) for networked
systems. First, the fundamental architectures of relay-assisted
networks are formalized, and commonly used relay protocols
are introduced including their mathematical models, engineering
insights and multi-dimensional comparison. Then, the influence
of relays on system performance is analyzed and mainstream
filtering algorithms in the relay-assisted context are compared,
followed by a general workflow of RASE. Subsequently, state
estimation algorithms developed for relay-assisted systems are
systematically surveyed, covering nonlinear systems, complex
dynamical networks, and several representative special system
classes. Furthermore, the paper reviews RASE methods ad-
dressing key network-induced phenomena. They typically include
fading channels, communication delays, and packet losses. Issues
related to energy management and security are also discussed,
such as energy harvesting, power scheduling, eavesdropping, and
denial-of-service attacks. Finally, the paper summarizes current
research progress and highlights several open problems and
promising directions for future investigation. The review aims
to provide a structured reference and insights for researchers
working on relay-assisted estimation in large-scale cyber-physical
systems.

Index Terms—Relay-assisted state estimation, networked sys-
tems, distributed filtering, network-induced phenomena, nonlin-
ear systems, energy-aware estimation, secure estimation, multi-
hop communication.
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I. INTRODUCTION

The state of an object typically refers to a set of physical
quantities that describe its dynamic behavior [6], such as
position, velocity, acceleration, and angle. State estimation
has a long history, dating back thousands of years to early
navigation problems in which the positions of ships at sea
needed to be inferred. Its theoretical foundations trace to
probability theory developed by Pascal and Fermat, as well as
Bayes’ rule. In the nineteenth century, Gauss introduced the
method of least squares to recover the orbit of Ceres from
noisy observations and established the optimality of least-
squares estimators under Gaussian noises. In the mid-twentieth
century, Kalman’s seminal work [37] provided a systematic
framework for linear Gaussian state estimation, widely known
as the Kalman filter (KF), which is statistically optimal in the
minimum mean-square error (MMSE) sense for linear Gaus-
sian systems. For nonlinear systems, the extended Kalman
filter (EKF, based on first-order linearization), the unscented
Kalman filter (UKF, based on the unscented transform), and
the cubature Kalman filter (CKF, using spherical-radial cuba-
ture rules) serve as effective extensions for nonlinear systems
with Gaussian noise. Although no longer optimal, these meth-
ods remain computationally efficient and suitable for real-time
estimation. Beyond Gaussian assumptions, particle filters (PFs)
and Gaussian mixture filters extend state estimation to general
nonlinear and non-Gaussian settings.
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Fig. 1: The structure framework of traditional distributed state
estimation in multi-sensor networked systems.

Recently, the rapid expansion of networked systems such
as smart grids and the industrial Internet of things has signif-
icantly increased the number of intelligent devices, while ap-
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Fig. 2: The topology for relay-assisted distributed state estimation.

plication scenarios including intelligent transportation and en-
vironmental monitoring impose increasingly stringent require-
ments on latency, energy consumption, security, and estimation
accuracy. Moreover, many practical applications require large-
scale sensing, which places substantial pressure on communi-
cation networks and resource management. As a result, real-
time, robust, and high-precision remote state estimation has
become a core technology of broad interest. However, the
energy available to each sensor is limited, which constrains the
power allocated for signal transmission. Consequently, sensors
cannot transmit signals over arbitrarily long distances [58].
In addition, signal quality is degraded by adverse physical
phenomena such as multipath propagation and shadowing from
obstacles [59]. To mitigate signal degradation during long-
distance transmission, relay-based communication techniques
have been widely adopted between source and destination
nodes [125], [4]. Such techniques strengthen link reliability,
extend communication range, reduce total energy expenditure,
and maintain network connectivity while preserving estimator
performance [55], [15].

To illustrate the structural and functional differences intro-
duced by relay integration, the traditional relay-free frame-
work is compared with a relay-enhanced architecture. The
traditional distributed framework of a multi-sensor networked
system without relay assistance is illustrated in Fig. 1. Sensors
deployed within the monitoring area collectively acquire and
process information about the target object and exchange in-
formation through a shared communication network to accom-
plish state estimation. In contrast, the topology incorporating
relays into distributed state estimation is depicted in Fig. 2. It
consists of source nodes, relay nodes, and remote destination
nodes (the neighbors of source nodes), where arrowed lines
indicate the direction of data transmission. The introduction
of relays adds connections to the network topology, extends
effective observation coverage, and mitigates interference dur-
ing signal transmission. Furthermore, the utilization of remote
destination nodes is enhanced, leading to improved overall
performance of distributed state estimation.

While numerous review articles have been available on
the fundamental principles, technological developments, and
applications of networked state estimation [93], [87], [21],
[46], relay-assisted state estimation (RASE) in networked
systems has not been comprehensively reviewed. An overview

of typical works on RASE reviewed in this paper is presented
in Fig. 3. The remainder of this paper is organized as follows.
Section II introduces commonly used relay types and their
working mechanisms in RASE. Section III analyzes the impact
of relays on the overall system performance, compares main-
stream filtering algorithms within the relay-assisted framework
and outlines general execution workflow of RASE. Section IV
summarizes estimation algorithms for different relay-assisted
networked systems. Section V reviews network-induced phe-
nomena and the corresponding RASE algorithms. Sections
VI and VII discuss energy management and security issues,
respectively. Finally, Section VIII provides concluding remarks
and future research directions. Representative works on RASE
are summarized in Fig. 3 for the convenience of readers.

II. COMMONLY USED RELAY CATEGORIES

Relay-assisted technologies have evolved significantly from
early relaying concepts [82], [98] and the classical relay
channel model [15] to a diverse family of relay types. In
this section, commonly used relay categories are classified,
and their operational principles are explained together with
representative mathematical formulations.

A.  Amplify-and-forward Relay (AF)

The AF relay is a fundamental technology in modern wire-
less communication systems [7], [33], [100]. It is employed
to enhance system performance by receiving, amplifying, and
retransmitting signals, thereby extending reliable communica-
tion range and improving transmission robustness. Its primary
function is to mitigate signal degradation caused by path loss
and fading during long-distance transmission between source
sensors and destination nodes.

In [49], AF relays have been incorporated into the sensor-
to-filter communication link, forming a two-stage transmission
architecture. In this framework, the AF relay first receives the
measurement signal y; , from the source sensor. This reception
process is affected by the stochastic channel gain 7; s and
corrupted by additive channel noise m; , in the sensor-relay
channel, as described by

Zi,s = \/ Ezl’Yi,syi,s + m; s



LEI: USING THE STYLE FILE IEEETRAN.STY

—| Amplify-and-forward (AF) relay ]—»

[49], [123], [111], [104], [107],
[108], [95], [68], [72], [75]

}

Decode-and-forward (DF) relay ]—»

[60], [76], [80], [88], [105]

Commonly Used
Relay Categories

1, [97], [110]

i

>

Compress-and-forward (CF) relay ]—»

[90], [84], [38], [27]

>

(

Filter-and-forward (FF) relay ]—»[ [61], [51
(
(

Compute-and-forward (CoF) relay]—»

LA A 2 S

[29], [86], [121], [113], [89]

H filter [78]; Recursive filter [96];

—>

(
(
11
(
(
(

Nonlinear systems

UKEF [106]; CKF [49]; APF [60]; Neural-

—

network-based filter [75]; Resilient filter[76]

Dynamic Networked Systems

MCC [72]; Token-bucket [63]; Stochastic
couplings [80], [73]; Quantized mea-

[ RASE under General

]—»[ Complex networked systems ]—»

surements [64]; Quantized couplings[35]

2-D systems [107], [105], [52]; Bias-corrupted

~{

Other specific systems

systems [14]; DETM [32]; Stubborn systems [43];

—

Relay-assisted State
Estimation Stuff

Non-gaussian noises [108]; Stochastic systems[95]

~{

Fading channels

Packet-centric [45], [128]; Gain-
centric [24], [110], [68], [123], [25]

RASE with Network-

Del
Induced Phenomena clays

{ H+

[50], [65], [61], [43]

—

Packet losses

4[ Energy Management in RASE }

EH [88], [115], [118], [66]; Power control [23], [85]

Eavesdropping

Scheduling-centric [116]; Protection-centric [127]

Security of RASE

L ]_EE

Denial-of-service attack

TTIITT

[117], [81], [51], [124], [18]

% [79], [126], [42], [105], [104], [44] %
( )
( )
( )

Fig. 3: An overview of typical works on RASE.

Here, E! denotes the average signal energy allocated by the
sensor for transmitting signal y; ;. A larger E! corresponds
to stronger interference suppression capability and improved
signal robustness. Nevertheless, the energy budget of the sen-
sor is strictly constrained and cannot be increased arbitrarily.
Moreover, due to multipath propagation and environmental
interference, the channel parameter ; ; is commonly modeled
as a random variable with bounded probabilistic uncertainties
to better capture practical wireless conditions.

It is clear that the relay amplifies the received signal z; o
and forwards it to the filter. This retransmission process is also
affected by the stochastic channel gain &; , and additive noise
n; s in the relay-filter channel, leading to

72’,5 = Q5 5/ E;‘fi,szi,s + Ny s

where «; , is the amplification factor, Ej represents the
average signal energy allocated by the relay, and 71 s denotes
the signal finally received by the filter.

AF relays exhibit low computational complexity and
straightforward implementation, as only linear amplification
is applied to the received signals without decoding. Conse-
quently, research on AF relays has been relatively mature,
including studies on variable-gain relays [14], [56] and fixed-
gain relays [54], [67], and applications such as over-the-air
computation have been reported [101], [13], [102]. However,
although AF relays effectively alleviate long-distance trans-
mission limitations and reduce hardware costs, they introduce
additional challenges for state estimation due to stochastic
channel variations, probabilistic uncertainties, and cumulative
noise amplification.

B. Decode-and-forward Relay (DF)

The DF relay establishes reliable communication links
between source sensors and remote destination nodes by
adopting a decode-then-retransmit strategy [2], [122], [120].
In addition to compensating for signal attenuation over long
distances, the decoding process enables the integration of error
correction mechanisms, which leads to improved reliability
and system performance. As a result, DF relays are widely
adopted in various application scenarios [34], [91], [17].

For example, in [105], the source sensor measurement yj
is first encoded according to a predefined rule, generating an
encoded signal 6 for transmission to the DF relay:

Or = E(y)

where £ denotes a vector-valued encryption function. Upon
receiving 0, the DF relay performs decoding through the
operation D to recover the signal:

Y1 =D(0)

and the decoded signal Y 1 is then forwarded to the filter via
the relay-filter channel.

In contrast to AF relays, DF relays eliminate noise accumu-
lation in the sensor-relay link by decoding the received signals.
However, this advantage is accompanied by increased compu-
tational complexity and potential decoding errors, which must
be carefully accounted for in estimator design.

C. Filter-and-forward Relay (FF)

The FF relay enhances communication reliability and esti-
mation accuracy by performing real-time filtering on received



signals prior to retransmission [97], [39], [1]. This mechanism
is widely employed due to its favorable trade-off between
computational complexity and estimation performance [40],
[94].

In [61], FF relays have been deployed between sensors
and remote fusion estimators and integrated into a distributed
fusion architecture. Each FF relay utilizes the received mea-
surement §; 41 to compute a local state estimate i ke+-1]k+1
through a filtering operation:

T pt1fkrr = F Uikt 1, Ti k|

where F denotes the specific filtering function. The resulting
state estimates are subsequently transmitted to the remote
fusion estimator for further fusion.

Unlike AF and DF relays, FF relays actively generate state
estimates and suppress channel-induced disturbances through
filter gain design. This capability significantly improves the ro-
bustness of state estimation in complex network environments.

D. Compress-and-forward Relay (CF)

In CF relaying, the received signal is first processed by a
compression or quantization function and then transmitted to
the destination node [90], [84], [38]. The CF relay broadcasts
a compressed version of the received signal, while exploiting
correlation with previously transmitted information that is
known at the receivers.

For instance, in [27], remote radio heads (RRHs) in a cloud
radio-access network architecture act as CF relays. The signal
y* transmitted from users to the /th RRH is compressed as

yul = Q(y"h),

where Q denotes quantization function. Subsequently, the Ith
RRH forwards y“! to the baseband processing unit pool via
its fronthaul link.

E. Compute-and-forward Relay (CoF)

Unlike DF relays, CoF relays do not decode individual
transmitted messages. Instead, linear combinations of the
received messages are decoded and forwarded by exploiting
the broadcast nature of wireless channels [29], [86], [121],
[113].

To illustrate the CoF mechanism, the multi-user multi-
relay network model in [89] is considered, where L users
communicate with a destination D via M relays. For the mth
relay, the received signal is given by

L

ym:thlxl+ZM7 m:1327"'aM
=1

where x; is the transmitted signal, h,,; is the channel coeffi-
cients, z,, is the Gaussian noise, and y,, is a noisy linear com-
bination of the transmitted signals through the channel. Subse-
quently, the CoF relay selects a scaling coefficient a,,, € R and
an integer coefficient vector a,, = (am1, @m2, " ,amL)T S
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ZY to decode the target signal Zle Ay from QY.
Formally, the decoder yields

L
AmYm = E amhmlxl + AmzZm

L

=1

L

= E amix; + E (mhmi — ami) T + Qm2m
=1 =1

where Zle(amhml — Q)2 is the error term arising from
the mismatch between the channel and the selected integer
coefficients, and «,,, 2z, denotes the scaled channel noise. The
decoded linear combination of the target signal, together with
the coefficient vector a,,, is then forwarded to the destination.
Provided that these equations are linearly independent and
sufficient in number (at least equal to the number of users),
the original messages of all users can be recovered by solving
the resulting system of linear equations.

Among the aforementioned relay types, AF relay is the
most widely adopted relay type due to its accessibility and
practical implementation [92], followed by DF and FF relays.
From a mathematical perspective, the fundamental difference
among these relay protocols lies in how they transform the
signal and noise subspaces. AF models the relay as a linear
operator (matrix multiplication) that scales both the signal and
the additive channel noise, thereby introducing colored noise
into the estimator. On the contrary, DF applies a hard nonlinear
mapping (decoding and re-encoding) to regenerate a noise-
free signal, effectively resetting the noise process at the cost
of potential decoding errors. FF operates as a local stochastic
estimator, computing the conditional expectation of the state
before transmission, thus mathematically coupling the relay’s
local estimation error variance with the remote estimator. From
an engineering standpoint, these differences dictate hardware
complexity and spectral efficiency. AF is an analog repeater
suitable for low-latency, low-cost hardware; DF functions as
a digital gateway requiring substantial processing power for
error correction; while FF acts as an edge computing node that
distributes the computational load of estimation across the net-
work. In contrast, CF and CoF schemes are primarily designed
for physical-layer signal transmission, and their application
to state estimation has remained largely unexplored. For the
convenience of readers, we summarize the aforementioned
relays in Table I from the perspective of complexity, noise
propagation, latency, typical use cases, and limitations.

III. RELAY-ASSISTED STATE ESTIMATION ALGORITHM

The adoption of relay-based protocols substantially alters
signal transmission behavior and the performance landscape
of networked state estimation, which poses considerable chal-
lenges in filter design and performance analysis. On the
positive side, relays provide spatial diversity and geometric
gain, extending the effective sensing range and maintaining
observability even when direct sensor-to-estimator links are
blocked. This leads to a higher probability of successful data
delivery and improved estimation accuracy in large-scale de-
ployments. However, these benefits come with inevitable trade-
offs. The two-hop transmission introduces additional latency
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TABLE I: A Comparison of Common Relay Strategies in Networked State Estimation

of  messages
(lattice codes).

Relay| Complexity Noise Propagation Latency Typical Use Cases Limitations

AF Low: Linear | High: Amplifies both | Low: Minimal process- | Resource-constrained sen- | Performance degrades
amplification signal and channel | ing delay (analog ampli- | sors; scenarios requiring | significantly with
only. noise (noise accumu- | fication). low latency and simple | distance due to

lation). hardware implementation. | noise amplification;
sensitive to stochastic
channel variations.

DF High: None: Eliminates | High: Significant delay | Long-distance High computational
Decoding noise  accumulation | due to decoding and re- | transmission;  scenarios | burden; potential
and error | by regenerating the | encoding processes. prioritizing link reliability | for decoding errors
correction signal. over latency; systems | which may lead to
mechanisms. with sufficient processing | packet drops or error

power. propagation.

FF Medium/High: Low: Actively sup- | Medium: Delay depends | Distributed fusion archi- | Requires knowledge
Running presses noise and dis- | on the convergence time | tectures; scenarios requir- | of system models at
local filtering | turbances through fil- | and complexity of the | ing intermediate state esti- | the relay; increases
algorithms tering ain design be- | local filter. mates or preprocessing at | computational load
(e.g., KF) at | fore forwarding. the relay. compared to AF.
the relay.

CF Moderate: Moderate: Introduces | Medium: Latency intro- | Bandwidth-limited links; | Performance depends
Quantization quantization noise | duced by quantization | Cloud Radio-Access Net- | heavily on the quan-
and but avoids amplifying | and compression logic. works; fronthaul links. tization resolution; in-
compression channel noise. troduces irreversible
functions. quantization errors.

CoF | High: Low: Manages noise | High: Complex decod- | Multi-user multi-relay | Requires precise
Decoding via structured coding; | ing of linear equations | networks; interference- | Channel State
linear exploits broadcast in- | introduces delay. heavy environments | Information;
combinations terference. where signals can be | application to state

estimation is  still
largely  unexplored;
complex filter design.

combined linearly.

and bandwidth consumption, which can degrade real-time
performance. Furthermore, imperfect relaying introduces spe-
cific disturbances that inflate the estimation error covariance.
Consequently, the optimal system design requires balancing
the diversity gain from improved connectivity against the
performance loss caused by relay-induced latencies and noise.

The mainstream filtering methods employed in relay-
assisted frameworks can be broadly categorized into Kalman-
type filtering, H filtering, moving horizon estimation (MHE)
and set-membership filtering. These methods are designed to
address different system complexities and practical constraints.
The choice of algorithm typically depends on the noise char-
acteristics and performance metrics. Kalman-Type Filtering
including KF, EKF, UKF and CKF, is the dominant approach
for stochastic systems with known statistical noise properties
due to their theoretical rigor, engineering practicality and
strong adaptability. In relay-assisted settings, UKF and CKF
are particularly favored [49], [106] over EKF to handle the
compound nonlinearities introduced by AF relaying without
Jacobian linearization.When the statistical knowledge of relay
channel noise is incomplete or the system is subject to energy-
bounded disturbances, H, filtering is widely adopted [78],
[79]. It guarantees a worst-case disturbance attenuation level,
ensuring robustness against relay-induced model uncertainties.
Set-membership filtering offers a deterministic alternative by
computing ellipsoidal sets that contain the true state [58] for
scenarios where noise distributions are unknown but bounded.
This is especially valuable in security-critical relay networks
where non-stochastic attacks or biases render probabilistic
assumptions invalid. To explicitly handle hard constraints on
relay power and system states, MHE [110], [126] formulates

the estimation problem as a constrained optimization over
a sliding window, albeit at a higher computational cost.
The following subsections will review how these algorithmic
frameworks are tailored to specific different situations.

To facilitate a better understanding of how the followed
relay-assisted algorithms to be reviewed are implemented
in practical applications, a general execution flowchart is
presented in Fig. 4. The sensor first acquires measurements
of the target system and then transmits them to the relay
node. Upon receiving these imperfect measurements, which
are transmitted via wireless channels potentially subject to
network-induced phenomena and attack phenomena, the relay
node processes them according to relevant protocols (e.g., AF,
DF). Eventually, these signals are transmitted to either the
remote estimator (for centralized state estimation) or the sensor
node (for distributed state estimation). When the destination
node receive the retransmitted signals, it performs operations
such as filtering, fusion and control.

IV. RELAY-ASSISTED STATE ESTIMATION UNDER
GENERAL DYNAMIC NETWORKED SYSTEMS

A. Nonlinear Systems

In networked state estimation, nonlinear systems constitute
a central and extensively studied class. In many practical
applications, such as power systems and motion tracking [5],
the system dynamics or observation processes are inherently
nonlinear, which necessitates the use of nonlinear estimation
techniques. The typical nonlinear system model is as follows

Tpy1 = h(xy) + wy

Yik = 9i(Tk) + Vi k.
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Fig. 4: A general execution flowchart of RASE algorithms in
practical applications.

where £ is the time instant, ;, is the system state and y; j, is
the measurement of ¢-th node. wy, is the noise in the process
and v, is the noise in the measurement. h(-) and g¢;(-)
stand for known nonlinear functions. Classical approaches
such as the EKF rely on local linearization but require
computationally expensive Jacobian calculations. The UKF
and CKF improve estimation accuracy through sigma-point
transformations, while PFs are capable of handling strong
nonlinearity and non-Gaussian noise at the cost of increased
communication and computational burden. These nonlinear
estimation techniques have therefore been naturally adopted
and extended to RASE, where relays are incorporated to
improve communication reliability and system performance.

Several recent studies have demonstrated the integration
of relays into nonlinear state estimation frameworks. Unlike
direct sensing, the signal received by the estimator in a relay-
assisted system is

2 = OV (Y (yik))) (D

where Y(-) indicates the pre-processing (e.g., local estima-
tion, encoding) of y; x, ¥(-) represents the relay protocol
and O(-) denotes some post-processing (e.g., quantization,
encryption) of the signal retransmitted by the relay. In [78], a
distributed H ., fusion filtering algorithm has been investigated
for nonlinear time-varying systems with packet losses and
quantization over relay-assisted networks. AF relays have been
employed to enhance communication reliability under missing
measurements, while a dynamic quantization scheme has been
introduced to reduce communication rates. Local filters have
achieved prescribed H,, performance via recursive matrix
inequalities, and a fusion center has combined local estimates
through convex optimization. In [96], a recursive filtering
method has been developed for nonlinear systems with full-
duplex relays. In this framework, relay self-interference has
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been explicitly addressed by modeling it as a component
of the system noise. This treatment has improved estimation
accuracy in simultaneous transmit-receive relay networks and
highlighted the importance of accounting for relay-induced
interference in estimator design. Moreover, in [76], a resilient
recursive estimator has been designed for nonlinear time-
varying systems under the DF relay mechanism. By placing a
DF relay between the sensor and the estimator, analog noise
accumulation has been mitigated and transmission errors have
been corrected. Estimator-gain perturbations, such as rounding
and aging effects, have been modeled as zero-mean random
variables with bounded covariance. These uncertainties have
been then accommodated within a resilient estimation frame-
work, which guarantees an upper bound on the estimation-
error covariance.

Classical nonlinear filters based on sigma-point techniques
have also been extended to relay-assisted networks. In [106],
a UKF-based approach is employed for full-duplex relay
networks with binary encoding to reduce communication
bandwidth. The modified UKF has explicitly handled quantiza-
tion errors and self-interference while maintaining estimation
accuracy. In [49], a multi-sensor CKF has been proposed for
AF relay networks with random channel variations. Local
CKFs have been executed at each sensor, and a covariance
intersection strategy has been adopted at the fusion stage
to combine estimates without requiring knowledge of cross-
correlations, thereby ensuring robustness under channel uncer-
tainty. These results have demonstrated that sigma-point filters
remain effective in relay-assisted systems with limited or time-
varying communication resources.

Advanced particle filtering techniques have further been
developed for relay-assisted nonlinear estimation. In [60], an
auxiliary particle filtering method has been introduced for
multi-sensor networks using AF or DF relays. A likelihood
function has been derived to characterize relay-induced ef-
fects such as channel fading and transmission noise. The
resulting estimator has effectively addressed nonlinear and
non-Gaussian estimation problems in relay networks and out-
performed baseline filters, particularly under severe channel
noise and fading conditions. Beyond model-based approaches,
learning-based methods have also been explored. In [75], a
neural-network-based estimator has been proposed for systems
subject to measurement outliers in AF relay networks, where a
neural network has been integrated to identify and compensate
for outliers in relayed measurements by learning a nonlinear
mapping from corrupted data to state estimates, thereby en-
hancing robustness and improving performance relative to con-
ventional EKF- and UKF-based methods in outlier-dominated
scenarios.

To provide a clear guide for algorithm selection in relay-
assisted nonlinear estimation, the performance trade-offs of the
aforementioned filters are summarized as follows. The EKF re-
mains the standard choice for systems with mild nonlinearities
and strict real-time constraints, yet it is prone to divergence
when AF relays introduce compound nonlinearities (e.g., state-
dependent channel noise) that violate local linearization as-
sumptions. In such cases, Sigma-point filters (UKF, CKF)
significantly outperform the EKF by capturing higher-order



LEI: USING THE STYLE FILE IEEETRAN.STY

moments of the relay-distorted signals without calculating
Jacobians, making them particularly effective for handling the
multiplicative noise inherent in AF protocols. Furthermore,
PFs become indispensable in scenarios characterized by non-
Gaussian channel noise or multi-modal distributions arising
from severe fading and quantization, albeit at the cost of higher
computational and communication burdens. Finally, H, filters
are preferred when the statistical properties of relay channel
noise are uncertain or when robustness against energy-bounded
disturbances is the priority

Overall, research on RASE for nonlinear systems has
leveraged a broad range of nonlinear filtering techniques,
including extended, unscented and cubature KFs, PFs, and
neural networks. These approaches are designed to address
relay-induced challenges such as quantization, fading, self-
interference, disturbances, and outliers, while maintaining
satisfactory estimation performance. The studies reviewed in
this subsection illustrate the progress made toward robust and
efficient nonlinear state estimation in relay-assisted networked
systems and provide valuable insights for the development of
future estimation strategies in increasingly complex commu-
nication environments.

B. Complex Networked Systems

Complex networks, typically composed of a large num-
ber of nodes interconnected through intricate couplings, are
widely encountered in power grids, biological networks, social
networks, and related domains [31], [47], [103], [16], [19].
Compared with general nonlinear systems, complex networks
exhibit richer dynamic behaviors and more intricate intercon-
nections, which substantially increase the difficulty of state
estimation. Its system model is typically exhibited as

N
i k1 = h(zig) + E wiilaj 5+ wi g
i=1
Yik = Ci kTik + Uik

where x;; is the system state of the i¢-th node, y;; is
the measurement output, h(-) a known nonlinear function,
and w; ;, and v;j, are process noise and measurement noise,
respectively. W = [w;;] is the coupled configuration matrix
of the network. I' is an inner-coupling matrix. When relays
are introduced to assist state estimation in complex networks,
from (1) it can be seen that the network topology and coupling
structure must be explicitly incorporated into estimator design,
thereby introducing additional layers of complexity. As a
result, state estimation for relay-assisted complex dynamic
networks has attracted increasing research attention.

For AF-assisted networks with quantized sensing, a UKF
framework has been proposed in [64]. In this framework,
quantization has been employed to compress large-scale sensor
data and significantly reduce communication overhead. The
resulting UKF-based estimator has explicitly addressed both
quantization errors and relay-induced noise amplification, with
filter gains optimized by minimizing an upper bound on the
estimation error covariance. It has been shown that, even under
the combined effects of quantization, random relay gains,

and system nonlinearity, reliable estimation performance is
maintained and mean-square error boundedness is guaranteed
under mild conditions.

When uniform quantization coexists with missing mea-
surements at the node-to-node layer, a two-step AF-assisted
recursive estimator has been developed for coupled complex
networks [35]. In this work, missing data have been modeled
by Bernoulli processes, and AF relays operate on the sensor-
to-estimator links with random transmission power. By opti-
mizing a variance-constrained index, a tunable upper bound
on the state-error covariance has been obtained. Moreover, a
monotonic relationship between the minimized bound and the
missing probability has been established, which quantitatively
links communication unreliability to estimation quality.

Beyond second-order performance criteria, non-Gaussian
disturbances and uncertain inter-node couplings motivate ro-
bust information-theoretic designs. In [72], a maximum cor-
rentropy criterion (MCC)-based estimator has been developed
for complex networks with randomly varying channel gains,
uncertain internal couplings, and non-Gaussian noise over
AF relay links. By replacing conventional quadratic criteria
with MCC and employing a fixed-point iterative algorithm
with guaranteed convergence, this approach has effectively
handled relay-amplified noise and coupling uncertainties while
outperforming traditional Kalman-type filters.

Scheduling and bandwidth constraints inherent in com-
plex networks can also be incorporated into estimator de-
sign through stochastic traffic models. In [63], an EKF-type
recursive filter has been proposed for AF-assisted networks
operating under token-bucket communication protocols. The
results have demonstrate that, as the average successful trans-
mission rate increases, the upper bound of the estimation
error covariance decreases, even in the presence of relay-
induced noise amplification and protocol-induced irregular
sampling. Measurement degradation caused by long-range
wireless propagation has further been addressed by modeling
sensor-side transmission energy, relay-side transmission en-
ergy, and channel degradation as random processes. Under this
setting, an EKF-based estimator tuned via Riccati-like recur-
sions has been constructed, ensuring mean-square exponential
boundedness [73].

In addition to AF-based protocols, DF relays have been
investigated for state estimation in nonlinear complex networks
with stochastic couplings [80]. In such systems, inter-node
coupling strengths vary randomly according to prescribed
probability distributions, capturing uncertainties commonly
observed in neural and communication networks with ran-
domly weighted connections. The DF strategy improves com-
munication reliability by decoding signals prior to retrans-
mission, thereby avoiding the noise amplification inherent in
AF relays. The associated estimator explicitly incorporates
stochastic coupling models into the nonlinear dynamics and
establishes sufficient conditions for the stability of the estima-
tion error system.

In summary, recent research on RASE for complex net-
worked systems has addressed key challenges arising from un-
certain couplings, randomized network structures, quantization
effects, and protocol-induced communication irregularities.



The reviewed studies have demonstrated that, by combining
robust filtering principles such as MCC, UKF, and EKF with
practical relay strategies and communication protocols, accu-
rate and resilient state estimation can be achieved in large-scale
complex networks. These developments have indicated the
growing maturity of relay-assisted estimation frameworks and
their potential for future intelligent infrastructure applications.

C. Other Specific Systems

In addition to nonlinear and complex networks, many relay-
assisted estimation problems are driven by specific system
structures or operational constraints, which substantially re-
shape filter design. The following representative studies il-
lustrate how estimators in RASE have been designed for
particular system classes to maintain stability and accuracy.

In [107], recursive filtering has been investigated for 2-D
systems with AF relays under degraded measurements and
dynamic biases . In this setting, the 2-D state evolves along two
coupled dimensions, while the relay amplifies and forwards
both signals and channel noise. The estimator has augmented
the state with a bias component and has incorporated relay
effects through modified measurement gains and covariances.
By deriving an upper bound on the error covariance and
minimizing it recursively, estimation accuracy has been main-
tained. For nonlinear bias-corrupted systems, a dynamic event-
triggered mechanism combined with a variable-gain AF relay
has been developed in [14] to reduce communication load and
enhance signal quality. The proposed filter has minimized the
error-covariance bound at each step, enabling simultaneous
state and bias estimation while ensuring mean-square expo-
nential boundedness under efficient triggering.

The recursive quadratic filtering problem has been addressed
in [108] for linear stochastic systems subject to dynamical
bias, non-Gaussian noises, and AF relays with random trans-
mission powers. An augmented state model incorporating both
the original state and bias, together with their second-order
Kronecker products, has been used to reformulate the quadratic
estimation problem into a linear filtering form. A recursive
filter has been designed to minimize the error covariance via
an optimal gain, and boundedness conditions have been estab-
lished under non-Gaussian noise and stochastic relay effects.
Complementary to these bias-augmented designs, a distributed
t4obit Kalman filtering strategy has been developed in [52] for
random-parameter 2-D systems with measurement censoring.
In this work, AF relays have been combined with a stochastic
communication protocol to regulate channel access. By de-
riving the conditional expectation and variance of censored
measurements under the AF and stochastic communication
protocol, each local filter has fused its own and neighbors’
information over a known topology and has minimized an
upper bound on the filtering error variance. Simulation results
have validated the approach and have quantified the impact of
relay power, channel coefficients, and censoring thresholds on
estimation accuracy.

Robust recursive filtering has been studied in [95] for linear
stochastic systems with parametric uncertainties, where an
AF relay has been employed between the sensor and the
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remote filter. A robust recursive filter has been constructed
using average transmission power, and an upper bound on
the error covariance has been derived and minimized online.
Mean-square boundedness of the estimation error has been
established. In another representative contribution [32], an
optimized distributed filter has been investigated for time-
varying state-saturated systems using AF relays and a dynamic
event-triggered mechanism, with transmission powers modeled
as random variables. Without state augmentation, saturation
has been linearized via a mean-value lemma and represented
as a diagonal gain, enabling tractable recursion of the error
dynamics. An upper bound matrix (UBM) for the error co-
variance has been derived, and distributed filter gains have
been obtained by minimizing the trace of the UBM, ensuring
boundedness.

In summary, these studies have suggested several core prin-
ciples for specialized relay-assisted estimation. First, system
states should be augmented and regularized by explicitly
modeling dynamic biases and delays, while conservative co-
variance shaping is employed to absorb relay-induced distor-
tions. Second, the relay strategy should be aligned with the
operational regime: DF relays are preferable when hop noise
dominates and sufficient processing capability is available,
whereas AF relays are more suitable when low latency and
implementation simplicity are critical.

V. RELAY-ASSISTED STATE ESTIMATION WITH
NETWORK-INDUCED PHENOMENA

In practical applications, various uncertainties such as sen-
sor aging or failure, limited bandwidth, and external envi-
ronmental disturbances give rise to multiple network-induced
phenomena in networked systems, including communication
noise, data loss, time delays, bit flips and observation atten-
uation [20], [12]. These effects may lead to incomplete data
acquisition by sensors and consequently degrade the overall
system performance. Addressing network-induced phenomena
therefore constitutes a central research challenge in state
estimation. The primary objective lies in developing estimation
methods that mitigate these adverse effects so as to enhance
global estimation accuracy and prolong network lifetime. In
relay-assisted networked state estimation, the introduction of
relays creates both new opportunities and additional challenges
for estimator design under network-induced constraints. The
following discussion elaborates on these issues by focusing
on three representative types of network-induced phenomena.
These phenomena can be mathematically unified into a gen-
eralized signal model. Let s, be the ideal signal. The actual
signal sj, received by the estimator can be modeled as:

Tmaz

S = Z o 1 Asp—1 + V.

1=0
v}, indicates the channel noise. «y; is a Bernoulli variable
which describes the packet losses phenomenon. If ay; = 0,
the packet is dropped. The random matrix Aj representing
multiplicative channel gains models the fading channel. The
communication delay is represented by the delayed terms sy,
where the measurement received at time k£ may effectively
correspond to the state at k — .
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A. Fading Channels

Fading refers to the phenomenon whereby wireless signals
experience time-, space-, or frequency-selective fluctuations
in amplitude and phase during propagation, caused by mul-
tipath scattering, obstacle-induced shadowing [8], bandwidth
dispersion [26], and random environmental variations [114].
In practice, fading encompasses both small-scale effects, such
as rapid multipath fading modeled by Rayleigh or Rician dis-
tributions, and large-scale shadowing, which is often modeled
by log-normal processes. It may be flat or frequency-selective,
slow or fast, and spatially or temporally correlated across
links. In relay-assisted networked estimation, fading enters
measurement and communication models as multiplicative un-
certainties, rendering the effective measurement matrices and
noise covariances time-varying random variables. In multi-hop
architectures, these effects are compounded through products
of per-hop fading gains, while imperfect channel state infor-
mation (CSI) introduces further model mismatch. Together,
these mechanisms degrade observability, inflate estimation
error covariances, and may destabilize classical Kalman-type
estimators unless fading is explicitly modeled and mitigated.

Building on the above understanding, fading in relay-
assisted estimation has been addressed through two com-
plementary modeling perspectives. From a packet-centric
viewpoint, each hop has been modeled by time-varying re-
ception probabilities that depend on instantaneous channel
gains and transmission power under block-fading assumptions
[45]. Measurement recoverability has been characterized by
Boolean variables representing successful direct receptions
and relay transmissions, and Kalman filtering has been per-
formed using only successfully recovered data. Estimation
performance has been evaluated through the expected one-
step error covariance. Within this framework, increasing the
packet arrival probability on any link has been shown to
improve estimation performance, motivating joint optimization
of relay configurations and transmission powers. Although the
resulting two-step optimization strategy (i.e., selecting relay
configurations under equal power and then refining power
allocation) has been nonconvex, it has achieved near-optimal
performance in practice. Closely related to this approach,
predictive power control has been formulated as a stochastic
model predictive control problem in [128], where sensor and
relay transmission powers have been dynamically adjusted to
balance energy consumption against estimation accuracy under
fading-induced packet losses.

From a gain-centric perspective, in [24], fading effects
have been explicitly modeled as diagonal random channel-
gain matrices that directly affect transmitted state estimates.
MMSE encoders and AF relay matrices have been designed
to compensate for multiplicative channel distortions, while
binary measurement outcomes have been incorporated through
their conditional expectations. Local estimation performance
has been guaranteed via sufficient conditions for mean-square
exponential boundedness, and distributed filter gains have been
obtained through linear matrix inequality (LMI)-constrained
optimization. In a related study, recursive fusion estimation
under centralized multi-sensor systems with AF relays has

been investigated in the presence of random bit-flip phenom-
ena [123]. Collectively, these channel-aware mechanisms have
preserved observability and have controlled estimation error
covariances in multi-hop fading networks.

Beyond explicit relay modeling, fading channel character-
istics themselves have been exploited in estimator design.
In [25], Rayleigh fading has been modeled using random
diagonal gain matrices, and amplitude distortions have been
corrected via linear transformations based on mean channel
gains prior to filtering. Combined with a binary-measurement
treatment that separates mean components from zero-mean
residuals, a distributed filtering scheme has been derived using
recursive linear matrix inequalities. The resulting error dynam-
ics have been shown to be exponentially ultimately bounded
in the mean-square sense, and the framework has been readily
extended to multi-hop and relay-assisted architectures. Along
similar lines, fading, AF relays, and binary measurements have
been jointly considered in a consensus-based estimation frame-
work in [68]. A Kalman-consensus filter with measurement
reorganization has been designed, achieving linear-unbiased
minimum-variance fusion over sensor-relay-estimator links.
The associated estimator gains have been computed via
Riccati-type recursions that simultaneously account for fading
and transmission delays.

In addition to Kalman-type estimators, optimization-based
techniques and full-duplex relaying have provided additional
tools for fading mitigation. A moving-horizon estimation
(MHE) scheme for filter-and-forward (FF) full-duplex relays
has been proposed in [110]. In this framework, the relay
preprocesses and forwards sensor signals while explicitly mod-
eling fading and the self-interference inherent in full-duplex
operation. The co-designed MHE schemes at the relay and at
the remote estimator have accommodated channel effects and
self-interference-induced delays within the optimization hori-
zon, thereby improving robustness under uncertain interference
statistics.

Overall, fading in RASE can be addressed either as ran-
dom packet arrivals governed by instantaneous signal-to-noise
ratios (packet-centric) or as multiplicative random gains af-
fecting transmitted estimates (gain-centric). Both perspectives
have led to explicit channel-aware strategies, including relay
selection, coding, and power control in packet-centric for-
mulations, as well as MMSE encoder and relay design with
local performance guarantees in gain-centric approaches. Their
applicability varies depending on the practical communication
architecture and signal processing requirements. The packet-
centric model is practically suitable for digital communication
networks employing error detection mechanisms (e.g., Cyclic
Redundancy Check), where deep fading events cause decoding
failures that result in complete packet erasures. This binary ab-
straction simplifies the physical layer into probabilistic discrete
events. In contrast, the gain-centric model is indispensable for
analog AF relay systems or scenarios where soft information
is preserved. In such cases, signals are distorted rather than
discarded, requiring the estimator to explicitly compensate
for continuous amplitude attenuation and phase rotation to
maintain observability. These strategies play a crucial role
in maintaining observability and constraining estimation error



covariances in multi-hop relay-assisted networks subject to
fading impairments.

B. Communication Delays

In networked state estimation, communication links are fre-
quently affected by electromagnetic interference, sensor-side
processing limitations, and bandwidth constraints, all of which
may induce stochastic communication delays. Such delays are
typically categorized into measurement (sensor-to-estimator)
delays, where observations are received with latency, and
inter-sensor or multi-hop transmission delays [62], which
arise during forwarding, fusion, or consensus operations. Both
forms degrade estimation performance by weakening effective
observability, inflating error covariances, and generating out-
of-sequence measurements. In relay-assisted architectures, per-
hop buffering and relay-side processing further compound end-
to-end latency, so that the effective measurement model often
takes a delayed form as y, = C’kxk_dk + 9y, where the delay
dyj, is random, and the effective gains and noise (C’;”f)k) are
altered by relay operations.

Delays in relay-assisted estimation have been most effec-
tively handled by explicitly modeling how latency reshapes
the usable observation sequence and by designing delay-aware
filters that preserve mean-square stability. Encoding-decoding-
based fusion estimation with filter-and-forward (FF) relays
under stochastic measurement delays has been investigated in
[61], where delays have been modeled by Bernoulli random
variables. In this framework, local relay filters have been intro-
duced to recursively minimize upper bounds on the estimation
error covariance, and encoded estimates have been transmitted
to the fusion center through probabilistic quantization. This
design has coupled delay effects with packet uncertainty
and has demonstrated that delay-compensated relay filtering
can stabilize estimation even when multiple hops experience
random latency.

Building on the above direction, a stubborn state estimation
framework for time-delay systems with half-duplex (HD) relay
communication has been developed in [43]. In HD networks,
the relay alternates between reception and transmission, which
naturally introduces a two-step periodic delay in the commu-
nication loop. The corresponding signal scheduling has been
explicitly modeled, and LMI-conditions have been derived to
ensure that both the filter-and-forward relay and the remote
estimator achieve ultimate boundedness of the estimation error
in the presence of time delays and measurement outliers.
The analysis has shown that delay characteristics are tightly
coupled with the relay operating mechanism: although the HD
mode avoids self-interference, it effectively doubles the end-
to-end latency and must therefore be compensated through
adaptive gain design and innovation-saturation strategies.

In a complementary line of work, a consensus Kalman filter
for AF relay networks subject to heterogeneous transmission
delays and fading channels has been developed in [65]. By
reorganizing delayed observations into equivalent delay-free
sequences, optimal Kalman-consensus gains have been derived
via coupled Riccati-Lyapunov equations. The resulting filter
has guaranteed convergence even when individual relay links
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exhibit distinct delay and packet-loss characteristics, indicating
that consensus mechanisms can restore global observability
and robustness against asynchronous data arrivals. Extending
to a practical application scenario, recursive filtering for power
harmonic detection in AF relay networks with stochastic
communication delays has been addressed in [50]. Random
delays have been modeled using Bernoulli sequences, and a
delay-dependent recursive filter has been designed to minimize
an upper bound on the estimation error covariance, thereby en-
abling real-time adaptation to time-varying delay distributions
and relay power fluctuations.

Overall, the existing body of work has established that
communication delays in relay-assisted networked estimation
are not merely secondary disturbances but intrinsic design
factors. Accurate modeling and compensation of stochastic
and structural latencies are essential for preserving estimation
accuracy, particularly in large-scale sensor-relay-estimator net-
works operating under bandwidth, interference, and synchro-
nization constraints.

C. Packet Losses

In packet-switched communication systems (e.g., TCP and
UDP), unreliable links, external interference, and sensor aging
or failures routinely induce packet dropouts in networked state
estimation. If such losses are ignored, estimation performance
can be severely degraded by disrupting information flow
required for observability and by inflating estimation error
covariances. In relay-assisted architectures, packet dropouts
occur on a per-hop basis and interact with relay protocols,
further complicating estimator design. A commonly adopted
model introduces a reception indicator 5 € {0, 1}, typically
governed by Bernoulli or Gilbert-Elliott processes, such that
Yk = Vk C‘kxk + vy. Effective estimation strategies therefore
combine explicit loss modeling with suitable filtering schemes
and, where possible, co-design relay gains to balance signal-
to-noise ratio and packet arrival rates.

Building on the above modeling framework, relay channels
with packet losses have been widely represented by per-hop
Bernoulli switches. In earlier studies, relay operation over
packet-dropping links with multiple sensors has been exam-
ined in [44], where alternative strategies (e.g. forwarding data
from a single sensor, switching between sensors, or performing
linear network coding) have been analyzed. By deriving upper
bounds on the expected estimation error covariance, operating
regions favoring each strategy have been characterized and
validated through simulations. This perspective of optimiz-
ing relay transmission decisions under packet losses aligns
naturally with finite-horizon and moving-horizon estimation
paradigms.

In relay-assisted systems employing AF protocols, packet
losses on sensor-to-relay and relay-to-estimator links have
been modeled by independent Bernoulli processes in [79].
In this setting, end-to-end measurements reach the estimator
only when both hops succeed. The estimator update has
been formulated using mean success probabilities and average
transmission energies, while stochastic packet arrivals have
entered the error dynamics as multiplicative disturbances. A
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finite-horizon H, filtering design has been developed by solv-
ing coupled backward Riccati difference equations, yielding
time-varying gains and guaranteeing finite-horizon disturbance
attenuation in the presence of packet losses. In a related
direction, time-varying nonlinear systems over half-duplex AF
networks with multiple Bernoulli loss processes have been
investigated in [42]. An H, estimator has been synthesized
via recursive linear matrix inequalities, providing constructive
feasibility conditions and clarifying the impact of half-duplex
scheduling and per-hop reception probabilities on robustness
margins. Furthermore, packet dropouts and AF relays have
been incorporated into a unified switching-model framework
for fuzzy proportional-integral observers in multirate nonlinear
systems in [104]. In that work, proportional and integral gains
have been determined through convex optimization to enforce
an H,, performance level under relay-induced uncertainties
and stochastic losses, demonstrating compatibility with non-
classical observers and multirate architectures.

FF relays have also been exploited to improve the effective
signal-to-noise ratio of forwarded information under packet
loss. A moving-horizon estimation (MHE) framework for
relay-channel-based systems with multi-hop packet losses has
been proposed in [126], where three Bernoulli sequences have
been used to model losses on sensor-relay, relay-estimator,
and direct links. By reformulating the maximum a posteri-
ori estimation problem into a receding-horizon optimization,
sufficient conditions for mean-square ultimate boundedness
of estimation errors have been established. The results have
shown that both the horizon length and relay reliability
jointly determine achievable estimation accuracy in loss-prone
environments. Moreover, recursive state estimation for 2-D
nonlinear systems with packet losses over DF relay channels
has been investigated in [105]. In that study, DF relays
have been employed to extend communication under limited
sensor capability, while packet dropouts have been modeled
by Bernoulli sequences. A local minimum-variance estimator
has been designed to minimize an upper bound on the error
variance at each step, and the effects of packet arrival rates and
quantization levels on estimation accuracy have been analyzed.

Taken together, the above studies have demonstrated that
effective RASE under packet losses relies on explicit dropout
modeling combined with finite-horizon robust or moving-
horizon estimation techniques. When such estimators are co-
designed with relay strategies and communication parameters,
stability and estimation accuracy can be preserved even in
networks subject to severe and persistent packet losses.

Despite the aforesaid substantial achievements, the devel-
opment of a unified modeling framework for relay-assisted
networked systems that incorporates multiple network-induced
phenomena under diverse communication mechanisms re-
mains an open and attractive research topic [71], [83], [30],
[70].

VI. ENERGY MANAGEMENT IN RELAY-ASSISTED STATE
ESTIMATION

In practical applications, relay-assisted networked state es-
timation systems often perform monitoring and tracking tasks

for highly mobile targets over large geographical regions.
Components such as sensors, relays, and remote fusion esti-
mators are typically deployed in vast and harsh environments,
where they rely solely on battery power for operation. Under
these conditions, battery replacement is extremely difficult,
and in many cases impractical. During state estimation, elec-
trical energy is consumed by sensing, relay signal processing,
data fusion at remote estimators, and communication among
network components. Consequently, efficient utilization of
finite energy resources to prolong network lifetime has become
a central research issue in RASE. A natural response has
been the co-design of energy scheduling and energy harvesting
(EH) strategies, subject to energy-causality constraints and
battery dynamics, together with relay protocols and estimator
performance objectives.

Motivated by the above considerations, energy has been
treated as a first-class constraint in recent relay-assisted esti-
mation studies, and estimator recursions, transmission schedul-
ing, and EH mechanisms have been jointly designed to
guarantee estimation performance under energy causality. A
representative recursive framework has been proposed in [88],
where DF relays equipped with EH capability at both sensors
and relays have been considered. A time-varying estimator
has been derived by minimizing an analytical upper bound
on the estimation error covariance. Uniform boundedness of
the estimation error has been established, and monotonic
improvement of the bound with increasing transmission proba-
bility has been demonstrated, thereby explicitly linking energy
availability to estimation performance. In a related recursive
framework, stochastic nonlinear plants over AF relay links
with EH at both sensors and relays have been investigated in
[10]. Random per-hop transmission powers, one-step autocor-
related process noises, two-step cross-correlated measurement
noises, and autocorrelated channel noises have been explic-
itly modeled. A unified recursive filter has been developed
whose gain minimizes, at each step, a guaranteed upper
bound on the second-moment error matrix, and boundedness
has been analyzed. EH processes have entered the model
through tractable formulations governing binary transmission-
availability indicators at each hop. It has been shown that
EH-aware relay-assisted estimation remains stable even when
noise and channel disturbances exhibit temporal correlation,
while capturing stochastic power availability at both nodes.

From the perspective of energy scheduling, two main re-
search directions have emerged. In one direction, two-hop DF
relay networks with explicit EH batteries have been studied,
and joint sensor-relay power control has been formulated
as a cooperative decision process aimed at minimizing the
estimation error covariance under battery dynamics [115].
Battery evolution has been modeled via a “harvest-and-charge
then spend” mechanism, and joint power actions have been
selected based on system states, leading to a Markov decision
framework that respects energy causality while optimizing
estimation accuracy. Energy harvesting with energy sharing
between sensor and relay has been further examined in [118],
where both nodes draw energy from a common time-varying
source under per-transmission energy constraints. Packet ar-
rivals at each hop have been modeled by Bernoulli pro-



cesses, and dynamic programming has yielded simple battery-
dependent transmission policies. In particular, event-triggered
and threshold-based strategies have been derived to balance
energy consumption against the expected estimation benefit
of successful end-to-end transmission.

When EH is absent or abstracted as a fixed energy budget,
optimal offline power and time scheduling have also been
investigated. Under finite horizons and limited total energy,
a converted-table method has been developed to minimize av-
erage estimation error by judiciously interleaving high-power
(high-reliability) and low-power (drop-prone) transmissions
[23]. High-power usage has been distributed as uniformly as
possible over time and across relays, and optimality has been
established under the assumed model. Channel-aware energy
management has been further addressed in [66], where two-
hop networks with time-varying channels have been consid-
ered. In this framework, packet success probabilities depend
jointly on channel states and selected energy levels, and
the resulting estimation-energy co-optimization has yielded
optimal deterministic stationary policies with clear threshold
structures. These policies specify that transmission should
occur only when the estimator’s update urgency, measured
by the elapsed time since the last successful transmission,
exceeds a channel-dependent threshold and sufficient local
energy is available. Both low- and high-energy transmission
modes have been incorporated, and the trade-off between
estimation quality and energy expenditure has been explicitly
quantified.

Across the aforementioned studies, a consistent framework
for energy-aware RASE has emerged. Battery dynamics, EH
processes, and energy-causality constraints are explicitly incor-
porated at both sensors and relays. Performance-driven joint
optimization of transmission power and scheduling is per-
formed in conjunction with relay protocol characteristics (such
as noise amplification in AF relays and decoding reliability
in DF relays), which plays a crucial role in achieving long
network lifetime while maintaining satisfactory estimation ac-
curacy. Moreover, it is worth noting that in practical scenarios,
relays are not only energy-limited but also quantity-limited
[112], [74], [41]. Hence, they also should be dynamically
scheduled to maximize utilization while improving estimation
accuracy. However, existing studies that explicitly address
relay scarcity have remained relatively limited.

VII. SECURITY OF RELAY-ASSISTED STATE ESTIMATION
A. Eavesdropping

In networked state estimation, wireless communication is
widely adopted due to its flexibility, while the openness of
the medium renders such systems vulnerable to eavesdrop-
ping. Adversaries may intercept transmitted signals to infer
sensitive system information, which can subsequently facilitate
more disruptive attacks and degrade estimation performance.
These risks are amplified in relay-assisted architectures, where
information is transmitted over multiple hops using diverse
relay protocols. Eavesdropping may occur on the sensor-relay
link, the relay-estimator link, or both. In amplify-and-forward
(AF) relays, both signal and noise are forwarded, thereby
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modifying the effective signal-to-noise ratio available to an ad-
versary, whereas decode-and-forward (DF) relays may expose
decoded information if interception occurs after decoding.
Consequently, estimation strategies, transmission scheduling,
and protection mechanisms must be jointly designed to ensure
that the legitimate estimator achieves satisfactory accuracy
while the inference capability of an eavesdropper remains
fundamentally constrained.

In recent years, several relay-assisted estimation schemes
under eavesdropping have been proposed. A scheduling-
centric approach has been developed in [116], where an
eavesdropper independently intercepts each hop according
to Bernoulli processes with given success probabilities and
applies MMSE recursion upon successful interception. Under
this model, symmetric two-hop communication graphs are
formed for both the legitimate estimator and the eavesdropper,
while packet reception outcomes remain statistically indepen-
dent. Transmission decisions at the sensor and relay have
been jointly determined based on acknowledgment feedback,
and a finite-horizon objective has been formulated to mini-
mize the covariance trace of the legitimate estimator while
maximizing that of the eavesdropper. The resulting optimal
policy has exhibited a threshold structure in the covariance
states of the relay, the estimator, and the eavesdropper. In
the infinite-horizon setting, it has been shown that certain
threshold policies keep the expected estimation error of the
legitimate estimator bounded while forcing the eavesdropper’s
error to diverge, provided that each eavesdropping probability
is strictly less than 1.

In contrast to scheduling-centric designs, a protection-
centric method has been introduced in [127], where encryption
and decryption mechanisms are embedded into the relay-
assisted estimation process. In this architecture, measurements
are linearly encrypted with artificial noise prior to trans-
mission, and decryption is performed only after the relay-
estimator hop, which may itself be subject to packet losses.
A decryption-free relaying protocol has been employed to
prevent information leakage at the relay. Under this frame-
work, matrix equality and inequality conditions have been
derived to ensure that the decryption error remains unbiased
and uniformly mean-square bounded upon successful packet
arrival. These conditions have further enabled the construction
of a recursive Kalman-type estimator with a guaranteed upper
bound on the conditional estimation error variance, thereby
establishing boundedness of the estimation error under eaves-
dropping threats.

B. Denial-of-service Attack

Another salient security risk in networked state estimation
is the denial-of-service (DoS) attack, in which an adversary in-
tentionally disrupts wireless communication links so that oth-
erwise valid packets fail to reach their destination, potentially
crippling the communication backbone [9], [28]. In relay-
assisted architectures, the attack surface is further expanded,
since jamming may target the sensor-relay hop, the relay-
estimator hop, or both. Robust estimation designs therefore
require the joint optimization of transmission scheduling, relay
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selection, and power control to preserve mean-square stability
and to keep the estimation error covariance bounded under
admissible attack rates.

In relay-assisted remote estimation under DoS attacks, jam-
ming has commonly been modeled as additional interference
power injected into each communication hop, which degrades
the signal-to-interference-plus-noise ratio (SINR). The result-
ing SINR reduction increases the symbol error rate (SER) and
thus lowers packet reception probabilities. Since successful
end-to-end transmission depends on the outcomes of both
hops, packet losses directly influence the estimation error
dynamics. Within this framework, the interaction between a
relay and a resource-constrained attacker has been formulated
as a zero-sum stochastic game in [117]. Transmission and
jamming power levels have been selected by the legitimate
system and the attacker, respectively, while system states
have incorporated battery energy levels and recent estimation
error covariances. The payoff function has captured the trade-
off between estimation quality and energy consumption. As
closed-form equilibria were intractable, a stationary optimality
equation has been derived, and Nash equilibria have been
obtained using Q-learning.

Complementary analysis of attacker energy allocation across
two hops has been conducted in [81]. Under fixed network
topology and identical channel conditions, jamming either hop
has been shown to exert equivalent influence on both terminal
and average estimation errors. The trade-off between jamming
frequency and jamming power has been further analyzed. For
systems with normal plant matrices, closed-form expressions
for terminal and average estimation errors have enabled single-
variable optimization. For more general plant dynamics, an
optimal attack scheduling algorithm has been developed by
iterating over the number of attacks and optimizing the per-
attack jamming power.

Beyond battery-limited single-attacker models, DoS scenar-
ios with energy-harvesting adversaries have been investigated.
In [18], coordinated attackers equipped with energy harvesting
capability have mounted DoS attacks over a two-hop relay
network. The problem has been formulated as a cooperative
multi-agent Markov decision process, where harvested energy,
battery states, and estimator error covariances evolve jointly.
An SER-SINR mapping has linked jamming power to per-hop
packet reception probabilities, and a Q-learning-based solution
has yielded optimal jamming power policies. A key insight has
been obtained that decentralized implementation is possible
by using local action-value functions at each attacker without
sacrificing global optimality. This work extends earlier studies
by moving from fixed energy budgets to stochastic energy
inflow and from single to multiple coordinated attackers [81].

In addition, multi-sensor two-hop systems operating under
round-robin (RRP) medium access have been studied in [124]
in the presence of DoS attacks. An attacker with limited
energy and a finite attack budget has been shown to exploit
the transmission schedule to maximize estimation degradation.
By introducing per-hop packet-arrival matrices and deriving a
probabilistic Riccati recursion under RRP, the average estima-
tion error covariance has been characterized, and an optimal
finite-horizon DoS schedule explicitly accounting for the relay

stage has been obtained. The analysis has revealed how
channel selection probabilities, relay placement, and attack
timing jointly shape system performance.

Beyond pure DoS attacks, resilience against hybrid threats
has been addressed through relay-side processing. In [51],
filter-and-forward (FF) relays have been employed in a defense
architecture where each relay performs local filtering prior
to forwarding and the remote estimator executes sequential
fusion. Hybrid attacks, including DoS and false data injec-
tion, have been modeled by multiple independent Bernoulli
processes acting on sensor-relay and relay-estimator links, to-
gether with random transmission powers. Relay-side recursive
filters and a sequential fusion estimator have been designed,
and sufficient conditions have been derived to guarantee mean-
square boundedness of both local filtering errors and global
estimation errors. These results indicate that FF relays can en-
hance resilience by improving signal quality before vulnerable
hops and enabling principled fusion under simultaneous DoS
and data integrity attacks.

Overall, existing studies have suggested two complementary
strategies for countering DoS attacks in RASE. One strat-
egy relies on game-theoretic power control and scheduling
to maintain estimation performance under probabilistic link
blocking. The other focuses on attacker energy allocation
analysis to identify when hop selection is critical and how
jamming frequency and intensity influence both terminal and
average estimation errors. Together, these approaches provide
systematic tools for designing resilient relay-assisted estima-
tion systems under adversarial communication disruptions.

VIII. CONCLUSIONS AND FUTURE TOPICS

This paper has provided a comprehensive review of relay-
assisted networked state estimation, covering modeling prin-
ciples, algorithmic developments, and system-level integra-
tion. Estimator design for nonlinear, complex, and structure-
constrained systems has been examined, with emphasis placed
on how classical and modern filtering techniques have been
adapted to relay-assisted settings. Network-induced phenom-
ena, including fading channels, communication delays, and
packet losses, have been analyzed, and the ways in which
relay protocols reshape effective measurement models and
estimation error dynamics have been clarified. Energy man-
agement and energy harvesting issues, together with security
considerations, have also been discussed, highlighting the
necessity of jointly designing sensing, relaying, and estimation
mechanisms to achieve a balanced trade-off among estimation
accuracy, latency, energy efficiency, and confidentiality.

Based on the reviewed literature, several promising research
directions are identified for future investigation:

1) Integration with Integrated Sensing and Communication
(ISAC): In next-generation networks [53], relay nodes
will likely function simultaneously as communication
relays and active sensors. Investigating ISAC-enabled
relay-assisted estimation is a vital frontier. Research is
needed on ISAC-enabled relays. A major technical chal-
lenge involves the design of dual-functional waveforms
that minimize the mutual interference between sensing



2)

3)

and communication subspaces. Furthermore, jointly op-
timizing the power allocation for sensing beams and re-
laying links typically results in non-convex optimization
problems that are computationally prohibitive for real-
time implementation[77].

Task-Oriented Relaying and Edge Intelligence: Existing
relay strategies primarily focus on signal fidelity[48].
However, in resource-constrained large-scale systems,
relays should evolve towards semantic-aware and task-
oriented processing. Future research should explore
semantic-aware processing. The primary technical chal-
lenge here lies in mathematically quantifying the se-
mantic value of information relevant to the estimator.
Unlike Shannon capacity which focuses on bit recovery,
constructing optimization frameworks that trade off se-
mantic fidelity against computational delay on resource-
limited relay hardware remains an open problem.
Resilience Against Intelligent and Learning-Based At-
tacks: As adversaries increasingly utilize machine learn-
ing to launch sophisticated attacks (e.g., intelligent jam-
ming or stealthy model poisoning)[109], [99], [22], [57],
traditional robust filtering may fall short. A critical open
challenge is the design of proactive defense mechanisms
where the estimator and relays play a dynamic game
against intelligent attackers. Developing reinforcement
learning-based defense strategies is a priority. However,
this introduces significant technical hurdles, specifically
in modeling high-dimensional stochastic games with
incomplete information. Proving the convergence of
learning algorithms when both the attacker and the
defender are adapting their policies in a non-stationary
environment constitutes a formidable theoretical obsta-
cle.

Ultimately, beyond these theoretical challenges, a concerted
effort is needed to bridge the gap between algorithmic de-

sign
preli

and practical engineering, as only a limited number of
minary investigations have been reported. Future work

should focus on applying and validating these relay-assisted
frameworks in diverse real-world application domains, such as
unmanned aerial vehicle (UAV) swarms [119], energy trans-

miss

ion systems [111] and industrial automation systems [11],

to verify their robustness under physical hardware constraints.
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