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Abstract

We propose a hybrid approach combining network analysis with
advanced machine learning (ML) techniques to understand the role
of social network bots in influencing political discourse. Data from
the UK’s 2024 public election was collected from Instagram using
custom web scraping tools, subsequently anonymized, and prepro-
cessed to ensure ethical compliance. Network analysis was con-
ducted using centrality measures and community detection algo-
rithms, while classic ML models including Random Forest (RF) and
XGBoost (XGB) were developed and fine-tuned to detect bots and
complemented with a ROBERTa model to detect Al-generated con-
tent. Interestingly, experiments show that while bots were present,
they did not dominate the discussions. This suggests a strategy of
subtle influence rather than overt manipulation. This finding con-
trasts with existing literature focused on other social media platforms,
thus providing a new perspective on bot behavior and insights to mit-
igate the impact of bots and enhance the integrity of online political
engagement.
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1 Introduction

The advent of social media has transformed the landscape of po-
litical communication. Using platforms like Instagram and Twitter,
politicians, parties, and the public engage in debates, share opinions,
and mobilize support [17]. A challenge is the rise of automated ac-
counts or bots that can manipulate online conversations and influence
public opinion. Bots can spread misinformation or amplify certain
viewpoints, thereby skewing the perception of political realities [10].

The existing literature highlights the challenges of detecting bots
due to their evolving sophistication and the diverse tactics they em-
ploy [8]. Accordingly, we propose a hybrid approach that combines
network analysis with advanced ML techniques to effectively iden-
tify and understand the behavior of bots on Instagram, and evaluate
the approach by quantifying the presence of bots within the political
discourse on Instagram during the UK’s 2024 election.

By developing and applying advanced detection methodologies,
our research provides insights into the mechanisms through which
bots operate and influence political discourse. The findings have
potential implications for policy makers, social media platforms and
researchers, offering strategies to mitigate the impact of bots and im-
prove the integrity of online political participation [28]. Furthermore,
the proposed hybrid approach can serve as a model for bot detection
and analysis on various social media platforms [26]. Eventually, our
work could thus pose to be beneficial to end-users.

Section 2 provides an overview of the existing research on the
detection of social media bots, their detection methods, and their
impact on political discourse. Section 3 outlines the research design,
data collection methods, and analytical techniques used. Section 4
presents the results of the data analysis, including the prevalence
of bots and their strategies within the Instagram network. Section 5
synthesizes the findings, discusses the implications, and suggests
directions for future research.

2 Background and Literature review
2.1 Impact of Bots on Social Media Manipulation

Politics, drawing from modern democracy, stands as one of the
most prominent areas revolutionized by online communities. This
has led to a growing interest in understanding how data from public
opinions on social media can influence political policies and posi-
tions. Additionally, there is potential to exploit these data to build
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community support in political campaigns — recall the successful
use of social media by Barack Obama in the 2010 US Presidential
Election [27].

In fact, [15] identified that Twitter can be used to predict election
outcomes, since sentiment analysis shows a strong correlation with
traditional polls. Results from other contributions also further con-
firm the capability of social media in predicting election outcomes
with varying accuracy, with sentiment analysis identified as the most
accurate predictor, and social network analysis providing stable pre-
dictions despite surges in political discussions [16]. However, bot
detection is still under development. Although some studies have
investigated the activity of fake accounts on Instagram [3], only two
studies by [1] and [25] have utilized ML approaches for accurately
detecting automated Instagram accounts. Accordingly, the former
study made significant contributions by creating two labeled public
datasets — one for fake accounts (1203 accounts) and another for
bots (1400 accounts). However, both datasets had issues, particularly
an unnatural bias in the automated accounts dataset.

Having observed this ideal vehicle for boosting community sup-
port, and the lack for proper bot detection support, politicians across
the world have started to eagerly adopt social bots as part of their
strategies. On the path to exploring how political actors globally use
social bots to manipulate public opinion and disrupt communication,
[28] shows that political bots are widely used by countries like Mex-
ico, Turkey, and Russia to suppress dissent and promote government
propaganda, particularly during elections and political crises. He
emphasizes the need for better detection methods to combat com-
putational propaganda. [4] also showed significant bot activity in
promoting and opposing political candidates during the 2014 presi-
dential elections in Brazil. Stepping beyond presidential elections,
[6] showed that social bots were found to amplify divisive narratives
(e.g., anti-mask) and create echo chambers by sharing content within
their political lines during the COVID-19 pandemic.

2.2 Social Media Opinions as a Complex Network

Due to the fundamental complexity of social media on the one
hand, and the numerous successes of network science and complex
systems scientists on the other hand, a link between opinion mining,
social media analysis, and network science has led to the emergence
of a branch that studies the social media as a network system. Recent
developments in the study of complex networks have been heavily
inspired by empirical studies of systems such as the Internet, social
networks, and biological networks [22]. Mathematical modelling
and statistical analysis of network properties such as the small-world
effect and power-law degree distributions can serve as underlying
properties across various types of networks [22].

In related work, [11] explain how aggregated data from mobile
phone usage can be utilized to create models that predict the spread
of information, behaviors, or diseases through a population with an
approach based on complex networks. Problems such as spam on
Twitter, particularly around the hashtags, have been explored by [29],
in which they used a combination of manual coding and algorithmic
detection to identify spam. Their use of network analysis tools such
as Network Workbench and GUESS identified that 14% of tweets
centered around the #robotpickuplines hashtag were spam.
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2.3 Hybrid Approach to Social Bot Detection

Recent studies have investigated the combination of ML and
network analysis for the problem at hand. A notable effort in this
respect is that of [21], which also borrows concepts from statistical
physics such as Random Matrix Theory (RMT) to advance bot
detection and opinion leader identification in social networks.

The SEGCN model by [19] enhances the expressive power of
traditional Graph Convolutional Networks (GCNs) by utilizing sub-
graph encoding to capture structural features like cycles and triangles.
SEGCN incorporates semantic, property, and structural features of
social media accounts, increasing bot detection accuracy. Experi-
ments on datasets such as Twibot-20 and Twibot-22 demonstrate
that SEGCN outperforms state-of-the-art models. [2] showed that
GCNs outperform MLP (Multi-Layer Perceptron), emphasizing the
importance of considering both profile features and social graph
structures.

Following this, [7] combine graph-based features and SOMs (Self-
Organizing Maps) to identify bots by analyzing the topological
structure of the network, using features such as in-degree, out-degree,
and so on. The approach isolates bots into smaller clusters, enhancing
the efficiency of detection. Experiments using the CTU-13 dataset
show that the approach can detect various types of bots with high
accuracy and low computational cost.

With the goal to capture bots that disguise as genuine users and
those that act collectively, [9] present BotRGCN, a model that uses
Relational GCNs (R-GCN) to construct a heterogeneous graph from
follow relationships and applies multi-modal user information en-
coded using RoBERTa to improve detection accuracy. BotRGCN
achieves state-of-the-art performance on the TwiBot-20 benchmark,
outperforming SEGCN and several baseline methods.

24 Summary

According to the explored literature, the selection of ML models
for bot detection in social media is driven by the need for high
accuracy and robustness against evolving bot behaviors. Accordingly,
ensemble tree methods, such as Random Forest (RF), were the
preferred choice of most researchers, constituting the largest share
(Figure 1). The success of RF, as demonstrated by [13], who achieved
an accuracy of 99.99%, inspired us to employ Random Forests in
our methodology while exploring the political sphere on Instagram.

GCNs and Convolutional Neural Networks (CNNs) are also
prominently used, which are particularly effective in capturing the
complex interactions and relationships within social media networks.
Decision Trees, including models like C4.5 and J48, make up 13.3%,
highlighting their simplicity and interpretability. Logistic Regression,
LSTM (Long Short-Term Memory), and various clustering tech-
niques also feature significantly, reflecting the diverse approaches
taken by researchers to tackle the bot detection problem.

Feature selection also plays a crucial role in the effectiveness
of bot detection models. We incorporate a comprehensive set of
features in various categories, inspired by previous successful imple-
mentations. Accordingly, network features are the most frequently
used (see Figure 2). These features are critical in understanding the
user’s position and influence within the social network, which is
often indicative of bot activity.
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Figure 1: Distribution of used models.
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Figure 2: Distribution of feature types used.

Content and language features, including comment length, hash-
tag usage, and sentiment analysis, offer insights into the behavior
and intentions of the user. These features are particularly useful in
identifying automated content generation and spam-like behaviors.
User profile features, such as account age, number of followers, and
verified status, are fundamental in distinguishing bots from genuine
users. Temporal features, such as burstiness and diurnal activity
patterns, help capture the timing and frequency of user interactions.
User interaction features, such as comment and mention networks,
provide additional context on the user’s engagement with others.
Metadata and derived features, such as profile image and bio char-
acteristics, further enhance the detection model by incorporating
auxiliary information about the user. Our feature engineering pro-
cess was heavily influenced by the work of [9], who emphasized the
importance of diverse and comprehensive feature sets in improving
detection accuracy.
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3 Methodology

3.1 Research Objectives

With an overarching claim of studying the 2024 UK general
election, our study approaches to gather and analyze the Instagram
comments related to the political figures involved in the general
election to propose a discussion revolving around two opposing
user types: bots and authentic users. We summarize our Research
Objectives as follows:

Objective 1 (RO1): Quantify the presence of bots in the political
discourse during the UK’s 2024 general election process.

Objective 2 (RO2): Analyze the strategies and activities of bots,
including their interaction patterns and influence on the network.

For Objective 1, we check for the presence of the bots during
the campaign period centered on the three main parties introduced
below. As for Objective 2, by studying the network threading through
these bots, we aim to see how the bots operate through the political
landscape.

The structure of the above can be summarized as follows: We
initiated data collection by focusing on the main three candidates
of the 2024 UK general election, namely Rishi Sunak of the Con-
servatives, Keir Starmer of the Labour party, and Ed Davey of the
Liberal Democrats, spanning from May 2nd until July 11th, 2024.
Subsequently, we constructed a reply network and employed a com-
bination of ML models on user profile features and natural language
processing on these opinions to label the opinions in this discourse
with a bot score.

3.2 Data Collection and Storage

Through meticulous effort at reverse engineering the Instagram’s
GraphQL query system, we manually scraped all the user profiles,
posts, and comments belonging to the leaders of the three main
parties. Over the course of the election campaign (May 2nd, 2024 -
July 11th, 2024), all comments were collected and warehoused in an
Apache Hive table; a data warehouse software project built on top
of the well-known Apache Hadoop middleware. These comments
of discourse towards the main parties of the election on Instagram
were made by users, the feature set of whom, in coherence to Ethical
norms, was purged of all data from which the commentators’ and
users’ identities can be inferred. This means that meta-data such as
usernames, profile images, and profile biographies, were dropped
in our attempt to explore the viability of maintaining high accuracy
within the restrictions of highest ethical standards, relying mostly on
engineering textual features from comments and integrating network
analysis.

3.3 Supervised Learning of User Profile Features

Available labeled datasets for training bot detection models in
Instagram are very limited, with only one peer-reviewed publicly
contributed dataset in the scholar landscape from [1] who in their
work contributed by generating a labeled dataset for bots (1400
accounts), which however has problems. The dataset has an unnatural
bias, as a correction of which they themselves implemented cost-
sensitive genetic algorithms. To supplement this lack of data for
bots and genuine accounts, we attempted training another model
contributing to the verdict, but with a simplifying assumption, that
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since all harmful bots possess fake identities, using a dataset of fake
accounts, will result in using a set of Instagram accounts which could
be considered a superset for Instagram bots. This same assumption
was made by [8], when they were preparing the dataset of Twitter
bots that was used for developing the famous bot detection tool
Botometer [26], a successful model used in a huge percentage of the
literature, confirming the validity for our assumption. To account
for the user profile features of our dataset, RFs were chosen as the
classifiers. Their success, as demonstrated by [13] who achieved an
accuracy of 99.99%, was the major contributor to their employment
in our methodology of exploring social bots’ presence in the political
sphere of Instagram.

3.4 Al-Text Classification Task

We complement our two RF models, with an analysis over the
comments’ text to detect Al-written content. To do this, we fine-
tuned and benchmarked a RoOBERTa model [20] on HC3 [12], an
up-to-date ChatGPT text detection dataset to classify the comment
text as bot generated or not. RoOBERTa modifies key hyperparameters,
removes the next sentence prediction objective, and employs much
larger mini-batches and learning rates during training. By eliminating
the next-sentence prediction task, it focuses solely on the masked
language modeling (MLM) objective. This adjustment, coupled with
the use of larger mini-batches and higher learning rates, enables
the model to process more data in less time, thereby enhancing
its language understanding capabilities. Furthermore, the model is
trained on an order of magnitude more data than BERT, including
the novel CC-News dataset composed of public news articles. These
enhancements result in significant performance improvements across
a range of NLP benchmarks, such as MNLI, QNLI, RTE, STS-B,
RACE, and the GLUE benchmark [20]. Following the approach of
[24], in order to improve on the negative impact of text length on
detectors’ performance, we labeled machine-generated texts that are
overly short and simple as "Unlabeled". Such texts are too short
and as a consequence, are highly similar to human, making their
detection difficult. As our Instagram comments’ texts are shorter and
simpler, the "Unlabeled" property dominates them, and in this sense,
we modelled our AI-Text classification task as a partial Positive-
Unlabeled (PU) problem, and employed the Multiscale Positive-
Unlabeled (MPU) training framework, formulated by [24], to boost
our detector’s performance.

3.5 Ensemble Voting System

Having fine-tuned a RoBERTa model for AI-Text classification
and two RF classifiers on feature-rich but relatively small datasets,
rigorously cross-validated and benchmarked with 10 folds to make
sure each model’s generalizability is assessed properly, we devel-
oped a voting mechanism, where we utilized a weighted approach
based on the Mean Macro F1 score achieved by each model during
benchmarking. The use of Macro F1 score has been endorsed in
several studies focusing on bot detection and similar classification
problems [9, 20].

We labeled all the users in our scraped dataset of Instagram com-
ments based on the aggregated predictions from our ensemble of
models. Users identified as bots by the majority vote, weighted by
the mean Macro F1 scores, were classified accordingly. This method
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follows the methodology of combining classifiers to improve detec-
tion performance, as demonstrated previously [10]. The weighted
voting ensures that models with higher predictive performance have
a greater influence on the final decision, improving overall accuracy
and robustness. Our approach of employing an ensemble of three
models combines the strengths of each individual model, leveraging
their unique insights to enhance detection capabilities. The F1 score,
which is the harmonic mean of precision and recall, provides a bal-
anced measure of a model’s performance, particularly in cases of
imbalanced datasets where one class may be under-represented [18].
The Macro F1 score is particularly beneficial in our context as it
treats all classes equally, preventing the model from favoring the ma-
jority class. This ensures a comprehensive evaluation of the model’s
ability to detect both bots and genuine users accurately.

3.6 Network Analysis

To understand the engagement strategies of bots within the politi-
cal discourse, we constructed a user mention network where users
are represented as nodes and the mentions between them as directed
edges. A mention indicates that one user referenced another in their
comment (e.g., @username). The process began with data prepa-
ration, where we loaded the dataset containing user comments and
extracted mentions using regular expressions to identify patterns like
@username. This extraction enabled us to form edges that connect
the nodes in the network, signifying the interactions between users.

For constructing the network, we utilized NetworkX, a Python
library designed for the creation, manipulation, and study of com-
plex networks. Once the network was constructed, we focused on
identifying different aspects of user interactions and influence within
the network using several key metrics. Specifically, we calculated
degree centrality, betweenness centrality, and eigenvector centrality
for each node. The degree centrality measures the number of incom-
ing and outgoing edges for each node, representing how connected
a node is within the network, providing a straightforward indicator
of a user’s activity within the network. Mathematically, the degree
centrality Cp(v) of a node v is defined by [5, 22] as:

deg(o)
Co(o) = T2 Q)
where deg(v) is the degree of node v and N is the total number of
nodes in the network.

Another crucial metric is the Betweenness Centrality, which quan-
tifies the number of times a node acts as a bridge along the shortest
path between two other nodes. This measure highlights nodes that
are crucial and influential for information flow within the network.
Mathematically, the betweenness centrality Cg(v) of a node v is

given by:

ooy = Y 22 @
stort Ot

where oy, is the total number of shortest paths from node s to
node t, and o (v) is the number of those paths that pass through
node v [5, 22].

Eigenvector centrality is another measure that assesses a node’s
influence based on the influence of its neighbors. It extends the
concept of degree centrality by considering the importance of a
node’s neighbors. A node is considered important if it is connected
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to other important nodes. The eigenvector centrality Cg(v) of a node
v is the v-th component of the eigenvector corresponding to the
largest eigenvalue of the adjacency matrix A which is given by:

N
Cro) = 3 D" AuC(D) ®
t=1

AV = AV

Here Cg(t) is the eigenvector centrality of the t’th node, A is the
adjacency matrix of the network, A is the largest eigenvalue, and
V is the eigenvector [5, 22]. Overall, these methodologies combine
network analysis, ML, and natural language processing to provide a
comprehensive understanding of bot behaviors and their impact on
political discourse.

3.7 Ethical Considerations

To uphold ethical integrity, our research protocol received ap-
proval from the Brunel Ethics Committee. This approval underscored
our commitment to ethical research practices and provided a struc-
tured framework for conducting our study responsibly. To maintain
the integrity and ethical standards of our study, several measures
were implemented to anonymize and protect user data effectively.

Firstly, to ensure anonymity, we replaced all usernames with
unique identifiers, which allowed us to build and analyze the network
structure without compromising the identities of the individuals
involved. Additionally, we encoded descriptive features from the
user’s profile autonomously within our data processing pipeline.
This approach ensured that features extracted from user profiles,
such as the length of the username or the presence of non-ASCII
characters, were processed in a manner that precluded the possibility
of inferring the commenter’s identity. Furthermore, all data scraping
activities were confined to publicly available content on Instagram,
ensuring compliance with ethical guidelines and respect for user
privacy.

In our analysis, we made a deliberate decision to retain the names
of prominent political figures and organizational accounts for the
top centrality analysis. The justification for this approach is twofold.
Firstly, public figures such as politicians operate in a public domain
where their interactions and engagements are of legitimate public
interest. Their inclusion helps in understanding the broader impact
and influence patterns within the network, especially in the con-
text of political discourse. Secondly, maintaining these identifiers
allowed for more accurate network analysis and interpretation of the
centrality measures, providing critical insights into how influential
figures contribute to the overall dynamics of the network.

3.8 Research Limitations

The process of analyzing user data, especially when constructing
network graphs, must adhere to strict ethical guidelines to protect
user information. This includes anonymizing data where possible and
ensuring that data collection and analysis methods do not infringe
on individual privacy rights. There also exists a technical limitation
of account bans due to scraping activities, which we attempted
to mitigate through the use of proxies and varied user agents, as
approved by [1] in their approach to fake account detection.
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Table 1: Mean Macro F1 Score of Fake and Bot Account Detec-
tion using User Profile Features

Classifier Dataset Without Over- With Over-
sampling sampling

Random automated 0.9270 0.9270
Forest accounts

fake accounts  0.9053 0.9642
XGBoost automated 0.9291 0.9291

accounts

fake accounts  0.9137 0.9689

Furthermore, the adaptive nature of bot developers [14] presents
another significant drawback. Bots are becoming increasingly sophis-
ticated, employing evolving tactics that may elude existing detection
mechanisms. This arms race necessitates a methodology that is not
only robust but also flexible, capable of adapting to new strategies
employed by inauthentic actors.

Lastly, the technological and resource limitations in processing
and analyzing large-scale data sets represent a logistical barrier. En-
suring that our methodology is resource-efficient while still effective
in detecting bots across vast networks requires ongoing optimiza-
tion of computational strategies and potentially leveraging cloud
computing resources to manage data scalability.

4 Experimental Evaluation

4.1 Fake and Bot Accounts Detection on
Instagram: Model Evaluation

We implemented the RF classifier on user profile features, for
two datasets of fake and automated accounts. Upon evaluation, the
results, while reasonable, fell short of the performance metrics re-
ported in the literature. Specifically, the mean Macro F1 Score for
detecting fake accounts was 0.9053, indicating room for improve-
ment compared to the 0.94 achieved by [1] on the same dataset.
Then, we decided to incorporate gradient boosting techniques by im-
plementing the XGB algorithm, which incrementally builds models
to correct the mistakes of its predecessors. This approach yielded an
improved mean Macro F1 Score of 0.9137 for fake account detec-
tion.

To continue improving, we addressed class imbalance in the
fake accounts dataset using the Synthetic Minority Over-sampling
Technique (SMOTE), which significantly enhanced the model’s
ability to accurately classify minority classes. Upon evaluation, the
model achieved an impressive mean Macro F1 Score of 0.9689.
Then, we evaluated the RF and XGB on both tasks: detecting fake
accounts and identifying automated (bot) accounts. For each task,
we conducted experiments both with and without class balancing to
comprehensively assess the models’ capabilities.

As can be seen in Tablel, the boosted model demonstrated supe-
rior performance across both tasks, particularly when class balancing
techniques were applied.

4.2 Al Content Detection: Model Evaluation

With the successful evaluation of our user profile models, we
focus on training a ROBERTa model to detect Al-generated content,
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Table 2: Mean Macro F1 Score of AI Content Detection

Model Dataset Mean Macro F1
RoBERTa HC3-Full 0.9856
Finetuned with HC3-Sent (short 0.8706

MPU texts)

which enhanced our detection capabilities by leveraging natural
language processing techniques. We trained our models on ChatGPT
corpora, following the setting of HC3 [12] to test the performance of
our methods. All texts were reduced into shorter texts for a sentence-
level variant.

As observed in Table2 our RoBERTa model fine-tuned with MPU
achieved a Mean Macro F1 score of 0.9856 on the HC3-Full dataset,
slightly below the benchmark set by [24], who reported a score of
0.9860. However, our model significantly outperformed their results
on the HC3-Sent (short texts) dataset, achieving a Mean Macro F1
score of 0.8706 compared to their 0.8531.

This remarkable performance can be attributed to our meticulous
hyperparameter fine-tuning and the comprehensive grid search im-
plementation we employed. While we did not surpass the highest
benchmark on the HC3-Full dataset, our results still fall within the
standard deviation of [24], indicating comparable effectiveness. Hav-
ing trained our AI Content classifier, we integrated the ROBERTa
model with our ensemble models for a final voting system, ensuring
the highest accuracy in labelling our Instagram data.

4.3 Descriptive Analysis of Bot Presence (RO1)

The dataset was collected via our method of distributed web
scraping software. The collection process executed between 2016
until 2024, resulted in a total of 1,958,056 comments from which
85,874 belonged to the campaign period of which 52,428 were
kept after thorough cleaning. Also, during the campaign period
which was between 2nd May 2024 until 11th July 2024, 225 posts,
26,588 child comments and a total of 28,847 users were identified.
Child comments constitute discussion comments with back and forth
mentioning, also known as replies to the parent comments.

The number of comments per day fluctuates between 58 and 719
for the first part of the considered period (see Figure 3), and takes
a steep rise to 2,753 with the release of manifestos and the start
of debates between June 10th and 19th, jumping to 4,224 on the
polling day (July 4th). The number of users follows a similar trend,
being almost never lower than 34 and rising as high as 3,467 on the
election day. The peak on the 4th of July that can be observed in
both panels is in concurrence of the election’s polling day.

The average percentage of bots in the comments is around 5.65%
for the whole Instagram lifetime of 2016 to 2024 for the three main
candidates. Interestingly, the average presence of bots in the dataset
increases to 9.71% during the campaign period. Bot activity peaks
to 16.28% in the debate week and witnesses another steep rise to
14.57% on July 3rd, the day before the polling day.

The quantity of new bots that appear in the discussion can be seen
in panel B of Figure 4. It shows the new bots that appear for the
first time in our dataset. The most rapid and large increase of new
kind of bots in the dataset appears to fall right before the release of
manifestos and start of the heat of debates between the candidates.
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Figure 3: Number of comments (including child comments) (A)
and users (B) per day

Additionally, an increase in the percentage of bots comes with the
polling day, showing a new wave of bots, different from those from
the debates period, entering the discussion just to focus on the final
election date.

It is observed that the increase in bots’ presence with the start of
debates and release of manifestos, comes with a relative decrease
in their activity, as per Figure 5. Bots were on average commenting
more before May 22nd, 2024 when Prime Minister Rishi Sunak
requested a dissolution of parliament from King Charles III and
announced the date of polling day for the general election as July
4th. The separation between genuine users and bots increases from
June 8th and they start to comment less in the period of the debates
and take their steep increase several days before the polling day.

Bot silence during critical discourse stages may reflect strategic
planning to target weak nodes and topics before elections. Unlike
older bots, newer ones appear more active, likely due to insights into
public opinion trends and key points for crowd manipulation.

4.4 Bots Behavior Analysis (RO2)

We now report our results of the behavioral analysis of these
bots. Overall, 8.87% of all the comments in the discourse have been
posted by bots. Nearly all bot comments (95.72%) are parent com-
ments, indicating bots’ tendency to engage less in direct interactions,
preferring to post comments that do not address specific users, and
in the small percentage of the cases they do, the vast majority of
recorded interactions are with genuine users (97.29%), targeting real
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discourse over time

users to influence or disrupt the discourse. Interestingly, no inter-
actions with verified users (0.00%) are recorded. Bots might not
target verified users directly, possibly due to the higher visibility and
security of these accounts.

The high percentage of bot comments as parent comments sug-
gests that bots are used more for broadcasting messages rather than
engaging in conversations. Additionally, the exclusive interaction
of bots with genuine users indicates a targeted strategy to influence
or disrupt human conversations. The lack of bot-to-bot interactions
suggests that bots are not designed to converse with each other, or
such behavior is not significant in this dataset.

We conducted several network analyses focused on user mention
network, centrality measures, and interaction patterns. By examining
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nodes)

these aspects, we aimed to uncover the engagement strategies of bots
and their influence within the network.

User Mention Network: We constructed a user mention net-
work where nodes represented users and directed edges represented
mentions (e.g., username) in comments. This network allowed us
to visualize and analyze how users, particularly bots, engaged with
others in the discourse. This process resulted in a directed graph,
which we subsequently converted to an undirected graph to facilitate
community detection using the Louvain algorithm.

Centrality Measures: We calculated key centrality measures
to identify influential users within the network. Degree centrality,
betweenness centrality, and eigenvector centrality were computed
to gauge the prominence and influence of each user. Our analysis
revealed that genuine users dominated the higher centrality scores,
indicating their significant role in the discourse. The degree centrality
distribution plot (Figure 6) illustrates this skew, with genuine users
exhibiting higher connectivity compared to bots.

Figure 7 highlights the presence of bots within the user mention
network. The blue nodes represent bots, and the gray nodes represent
other users. In the network, bots are distributed both centrally and
peripherally, indicating varied roles and engagement levels. Several
bots are positioned at the core of the network, suggesting they are
actively involved in the main discourse and have a high degree of
interaction with other users. These central bots may be influential in
steering conversations, spreading information, or amplifying certain
narratives.

Conversely, the presence of bots at the periphery suggests some
are less engaged or operate in more niche, isolated parts of the
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network. These peripheral bots might be involved in targeted inter-
actions or specific discussions, possibly aiming to influence smaller
sub-communities or specific user groups. Comparing the positions
of bots with non-bot users reveals that bots are well-integrated into
the network’s structure. They do not form isolated clusters but rather
intersperse with genuine users. This integration allows bots to blend
in and potentially have a more significant impact on the discourse
by engaging with genuine users directly.

5 Conclusion

Our hybrid approach using network analysis combined with ML
proved effective in identifying and analyzing bot activity. Experi-
ments in the context of the UK’s 2024 general election provided
several key insights into the role of bots in political discourse on
Instagram. Although bots are active, their influence is limited com-
pared to genuine users, especially influential political figures, which
contrasts with studies on other platforms, such as Twitter, where
bots have been shown to have a more substantial impact [10, 23].
Their role might be more about creating noise or attempting to
sway undecided voters subtly rather than overtly shifting public
opinion. The findings imply that human influence, particularly from
well-connected and prominent figures, plays a more critical role in
shaping online political discourse.

One significant limitation of our approach is the reliance on pub-
licly available data, which may not capture the full extent of bot
activity. Private messages and interactions, which are not accessible
through our data collection methods, could provide additional in-
sights into bot strategies. Another limitation is the focus on the 2024
UK general election. While this provides a specific and relevant
context, the findings may not be generalizable to other elections or
political contexts. Lastly, while our use of RF and XGB provided
robust results, exploring newer models and techniques could further
enhance detection capabilities.
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