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Abstract

The growing demand for real-time data synchronisation has increased the importance of
supervisory control systems in industrial automation, smart grids, healthcare monitoring,
and environmental applications. Low-power wireless sensor networks (LPWSNs) have
emerged as key enablers of scalable and energy-efficient monitoring. However, achieving
reliable synchronisation remains challenging due to latency, energy constraints, scalabil-
ity limitations, security vulnerabilities, and data integrity concerns. This review examines
the role of time synchronisation in supervisory control systems and evaluates how
LPWSNSss support real-time monitoring and decision-making. Established synchronisation
protocols, including Reference Broadcast Synchronisation (RBS), the Flooding Time Syn-
chronisation Protocol (FTSP), and the Timing-Sync Protocol for Sensor Network (TPSN),
are analysed in terms of accuracy, energy efficiency, and scalability. Key optimisation
strategies, such as clock drift compensation, data aggregation and compression, and edge
computing, are also discussed. Recent advances, including artificial intelligence and ma-
chine learning (AI/ML)-based predictive synchronisation, blockchain, software-defined
networking (SDN), and 5G-enabled LPWSNSs, are reviewed across industrial, energy,
healthcare, and agricultural applications. The review critically evaluates their benefits and
trade-offs and identifies remaining challenges related to cybersecurity, energy efficiency,
and large-scale deployment. Finally, future research directions are outlined to support
robust, scalable, and efficient real-time synchronisation in LPWSNs.

Keywords: real-time synchronisation; supervisory control systems; low-power wireless
sensor networks (LPWSNs); Internet of Things (IoT); industrial automation; smart
healthcare; energy efficiency; scalability

1. Introduction

Sensor nodes with basic processors, low-power antennas, and a variety of detectors
make up a wireless sensor network (WSN). Sensor networks can be established quickly,
cost-effectively, and with minimal environmental impact because they do not require ex-
tensive wired communication infrastructure [1]. The hardware and software architecture
of sensor nodes allows them to store and process data locally. Their ability to communi-
cate with one another enables collaborative operation, allowing them to complete com-
plex tasks and share information. The long lifespan of sensor nodes is supported by the
low-power communication mechanisms [2]. Greater benefits are also offered by the
nodes’ ability to be reprogrammed after deployment.
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Wireless sensor nodes are widely used in diverse industrial, environmental, and su-
pervisory control applications due to their affordability and adaptability. They are capable
of measuring physical parameters such as temperature, pressure, humidity, and other en-
vironmental variables. These nodes function as both sensing and actuation tools with re-
sponse-generating capabilities [3]. Sensors acquire physical information from the environ-
ment that requires monitoring and control.

The analogue-to-digital converters (ADCs) digitise the continuous analogue signals
recorded by the sensors before transmitting them to controllers for further processing.
Sensor nodes are typically characterised by small size, low power consumption, the ability
to operate under harsh conditions, autonomy, unattended operation, and environmental
adaptability [4]. Due to energy constraints, wireless sensor nodes rely on low-capacity
sources, typically batteries (e.g., 0.5 Ah and 1.2 V). The microcontroller serves as the cen-
tral functional unit, responsible for task execution, data processing, and the coordination
of other sensor node components.

Various processing units such as digital signal processors (DSPs), field-programma-
ble gate arrays (FPGAs), application-specific integrated circuits, and general-purpose mi-
croprocessors can be used as controllers. However, low-power microcontrollers and mi-
croprocessors remain the most practical choice for WSN nodes [5]. Their programmability,
flexibility in interfacing, ability to enter low-power sleep modes, and energy-efficient op-
eration make them well-suited for embedded systems [6].

Wireless communication in WSNs enables data transmission over wide areas using
different technologies, including radio frequency (RF) and optical (laser) communication.
Although laser communication is energy-efficient, it is sensitive to atmospheric conditions
and requires a line of sight. Similarly, infrared communication has a limited range but
does not require an antenna [7]. In contrast, RF-based communication is the most widely
adopted method due to its robustness and flexibility. Typical WSNs communication fre-
quencies range from 433 MHz to 2.4 GHz. Applications of WSNs include environmental
monitoring, remote tracking, industrial automation, smart grids, healthcare monitoring,
and even customer behaviour analysis [8-12].

1.1. Motivation, Research Gap and Scope of Review

Rapid development in industrial automation and the growing dependence on data-
driven decision-making have highlighted the importance of supervisory control and data
acquisition (SCADA) systems and other supervisory control frameworks in the modern
industry [13]. The rise of Industry 4.0, predictive maintenance, and smart manufacturing
has significantly increased the demand for real-time data synchronisation [14]. This syn-
chronisation ensures that distributed components of supervisory control systems operate
cohesively, minimising delays and inefficiencies that could otherwise affect system per-
formance. With the advancement of automation, low-power wireless sensor networks
(LPWSNSs) have emerged as a key enabling technology for industrial monitoring and con-
trol [15]. However, integrating LPWSNs with SCADA systems remains a significant chal-
lenge for researchers and practitioners, particularly when attempting to achieve seamless
data synchronisation while minimising energy consumption and reducing dependence
on communication infrastructure [16].

In the field of supervisory systems and energy-efficient WSNSs, a substantial body of
research has examined synchronisation protocols, energy management strategies, and
communication architectures. These studies have provided valuable insights into the op-
eration and optimisation of LPWSNs across a range of application domains. However, a
clear research gap remains in understanding how real-time data synchronisation can be
achieved in energy-constrained LPWSNs while simultaneously satisfying the require-
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ments of scalability, reliability, security, and low latency within supervisory control envi-
ronments. Also, existing surveys often focus on specific synchronisation protocols, gen-
eral WSN architectures, or individual application domains, with limited attention given
to the broader integration of synchronisation techniques, emerging technologies, and
practical deployment challenges across multiple sectors.

The current review seeks to address this gap by analysing time-sensitive data syn-
chronisation in supervisory control systems through the use of LPWSNs. The paper pro-
vides a focused analysis of key areas, including SCADA systems, smart manufacturing,
predictive maintenance, power optimisation strategies, and data transfer mechanisms in
LPWSNSs, together with the challenges associated with achieving seamless real-time syn-
chronisation. Also, the practical applications of these technologies in domains such as
smart grids, healthcare, and environmental monitoring are discussed.

The novelty of this review lies in its integrated and cross-disciplinary perspective on
real-time synchronisation in LPWSNSs. Unlike existing surveys that typically examine syn-
chronisation methods or application domains in isolation, this review brings together con-
ventional synchronisation techniques, clock drift compensation methods, data aggrega-
tion strategies, edge and fog computing frameworks, and emerging developments such
as artificial intelligence (Al)/machine learning (ML)-based predictive synchronisation,
blockchain-enabled security, software-defined networking (SDN), and fifth generation
(5G) / LPWAN integration. In addition, the review provides comparative analyses of syn-
chronisation approaches, deployment challenges, mitigation strategies, and representa-
tive studies, highlighting the trade-offs between synchronisation accuracy, energy effi-
ciency, scalability, and security. By synthesising developments across industrial automa-
tion, smart grids, environmental monitoring, and healthcare systems, the review offers a
comprehensive assessment of current capabilities, identifies unresolved research chal-
lenges, and outlines future directions for next-generation LPWSNs.

The study is grounded in a critical review of existing literature, identifying key limi-
tations, emerging trends, and future research opportunities. It aims to provide researchers
and practitioners with valuable insight and practical recommendations for developing
more energy-effective, secure, scalable, and robust real-time synchronisation frameworks
for supervisory control systems and related LPWSN applications.

1.2. Importance of Real-Time Data Synchronisation and Role of LPWSNSs in Modern Industry

Data synchronisation ensures consistent, accurate, and reliable data across distrib-
uted systems, supporting effective operations and improved user experience [17]. It main-
tains consistency between multiple data sources and endpoints, ensuring that systems op-
erate with up-to-date information. Before utilisation, newly acquired data is typically pro-
cessed and validated to address errors, duplication, and inconsistencies [17]. The core of
systems such as SCADA systems is data acquisition (DAQ), which involves collecting,
monitoring, and analysing data from multiple sources to provide a comprehensive under-
standing of system behaviour. Any lack of synchronisation can result in outdated or in-
consistent data, leading to reduced operational efficiency or even critical system failures
[16,17]. Therefore, data records must remain consistent across systems, and any updates
must be propagated in real time to minimise errors, ensure data integrity, and maintain
accessibility of current information [18]. Similarly, in smart manufacturing, data synchro-
nisation enables precise monitoring and control of production processes, improving prod-
uct quality while reducing resource wastage [19]. LPWSNs enable data collection from
multiple distributed sensing points, supporting flexible, scalable, and real-time monitor-
ing and control in industrial environments [19]. These networks connect critical assets to
control systems and operators, allowing timely analysis and informed decision-making.
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As a result, operational teams can reduce data collection costs, prevent unplanned down-
time, and enhance overall system efficiency through improved visibility of system perfor-
mance [20]. Collectively, these capabilities provide a significant competitive advantage in
modern industry.

Integrating LPWSNs with SCADA systems offers several advantages. Their low
power consumption extends sensor lifespan and enables long-term deployment using bat-
tery-powered devices. This facilitates a wide range of applications, including cost-sensi-
tive and large-scale deployments. Wireless sensors and actuators can be used for leak de-
tection, factory automation, and inventory management [21]. They are also suitable for
monitoring parameters such as temperature, vibration, and pressure in remote or hard-
to-access environments, including pipelines, turbine systems, and storage facilities [22].
In smart grid applications, LPWSNs support real-time monitoring and management of
energy generation, distribution, and consumption [23]. They enable sensing of environ-
mental and operational parameters such as pressure, humidity, wind conditions, and ra-
diation, while supporting remote control of infrastructure components such as turbines
and transmission systems, as well as efficient household energy management [24].

Despite these advantages, LPWSNSs face several challenges, including limited energy
resources, communication delays, and dependence on reliable network connectivity. Ad-
dressing these issues requires advanced network design, energy-efficient protocols, and
robust data management strategies to ensure reliable and scalable real-time synchronisa-
tion.

1.3. Review Methodology

This review was conducted to examine recent developments in real-time synchroni-
sation techniques for LPWSNs, with particular emphasis on industrial automation, super-
visory control systems, smart manufacturing, healthcare monitoring, and emerging Inter-
net of Things (IoT) applications. The literature survey primarily focused on publications
from 2020 to 2026 to ensure coverage of the most recent advances, emerging technologies,
and current research trends in the field.

Relevant literature was identified through searches conducted across major scientific
databases, including Google Scholar, Web of Science, PubMed, IEEE Xplore, and Sci-
enceDirect. The search process employed combinations of keywords and related terms,

”oou

including “real-time synchronisation”, “supervisory control systems”, “LPWSNs”, “IoT”,
“industrial automation”, “smart healthcare”, “energy efficiency”, and “scalability”. Addi-
tional relevant studies were identified through reference tracking of selected articles.

The inclusion criteria focused on peer-reviewed journal articles, conference papers,
and review studies addressing synchronisation protocols, clock drift compensation, en-
ergy-efficient communication, edge and fog computing, artificial intelligence and machine
learning applications, blockchain-enabled synchronisation, and LPWSN-based industrial
or healthcare systems. Studies not directly related to LPWSNS, real-time synchronisation,
or practical IoT-based applications were excluded from the review. The selected literature
was screened based on relevance, technical contribution, recency, and alignment with the
objectives of this review. The collected studies were subsequently analysed and synthe-
sised to identify key technological developments, existing challenges, research gaps, and
future directions for real-time synchronisation in LPWSNs. To ensure a structured and
consistent comparison across the reviewed studies, this paper adopts a multi-criteria eval-
uation framework for analysing real-time synchronisation techniques in LPWSNs. Each
technique is assessed based on key performance dimensions, including synchronisation
accuracy, communication latency, energy consumption, scalability, security robustness,
and suitability for domain-specific applications such as industrial automation and
healthcare monitoring. These criteria are used to interpret and compare classical protocols,
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optimisation strategies, and emerging intelligent approaches in a unified manner. Rather
than focusing solely on qualitative descriptions, this framework enables a more systematic
synthesis of trade-offs between competing solutions, highlighting their relative strengths
and limitations under resource-constrained and real-time operating conditions.

2. SCADA System Network and LPWSNs

The SCADA architecture comprises both software and hardware components. The
software includes the human-machine interface (HMI), central database, and other appli-
cation software, while the hardware layer consists of remote terminal units (RTUs), master
terminal units (MTUs), sensors, and actuators. These components enable communication
and interaction between the physical process and supervisory control systems. Sensors
and actuators interface directly with the physical environment, while RTUs acquire and
process field data and transmit telemetry information to the MTUs. This enables effective
monitoring and control of the overall SCADA system [25,26].

The SCADA control centre is responsible for supervising and managing operational
data, system monitoring, and communication between multiple RTUs and the MTUs. In-
formation is presented in the form of status data, measurements, events, and alarms to
support operational decision-making. Data, events, and alerts generated through bidirec-
tional communication between field devices and SCADA control centre are stored in a
historian, which provides time-series data for analysis, trending, and reporting. The
SCADA system can be implemented as a centralised server or distributed across multiple
nodes, depending on system scale and architecture [25,26].

Operators interact with the system through HMI stations, which provide graphical
visualisations, real-time monitoring, and trend displays for process control.

The SCADA communication network enables reliable data exchange between field
devices, control systems, programmable logic controllers (PLCs)/(RTUs), and the control
centre using industrial communication protocols. This layered architecture, illustrated in
Figure 1, ensures structured data flow, operational visibility, and system control across
the network. Communication within SCADA systems can be implemented using either
wired or wireless media. In recent years, wireless technologies have become increasingly
prevalent due to their flexibility, particularly for geographically distributed assets and
hard-to-access locations [8,27,28]. The evolution of SCADA communication paradigms
can be broadly categorised into four stages: monolithic, distributed, networked, and IoT—
enabled architectures. In modern systems, interoperability between industrial hardware
and software applications is commonly achieved through standardised interfaces such as
open platform communication (OPC) servers, which facilitate reliable and vendor-neutral
exchange [29]. LPWSNSs are increasingly integrated into SCADA systems to enable flexible
and scalable monitoring of geographically distributed assets. These networks play a criti-
cal role in modern critical infrastructures by improving operational efficiency and relia-
bility while supporting real-time data acquisition. However, LPWSNs introduce chal-
lenges related to limited energy resources, latency constraints, and security vulnerabili-
ties. With the evolution toward IoT-enabled SCADA architectures, wireless communica-
tion technologies are becoming fundamental to applications such as smart grids and in-
dustrial automation, where secure and efficient data exchange is essential [27,30-33].
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Figure 1. Layered SCADA system architecture showing data flow and communication between en-
terprise systems, control centre components (SCADA/MTU, HMI, historian), control network de-
vices (PLCs/RTUs), and field instruments, along with security boundaries and communication tech-
nologies (the figure was designed by the authors). DMZ: Demilitarised Zone; GUI: Graphical User
Interface; TCP: Transmission Control Protocol; IP: Internet Protocol; DNP3: Distributed Network
Protocol 3; IEC: International Electro-Technical Commission (e.g., IEC 60870); DI/DO: Digital In-
put/Digital Output; Fieldbus: Industrial communication protocol for real-time distributed control;
HMI: Human-Machine Interface.

Integrating SCADA systems with WSNs requires careful trade-offs between energy
efficiency, communication latency, and system security. In this context, emerging commu-
nication technologies such as 5G ultra-reliable low-latency communication (URLLC) ena-
ble mission-critical industrial applications by providing ultra-low latency (on the order of
1 ms), very high reliability (up to 99.9999%), and deterministic quality of service (QoS).

Such capabilities support advanced use cases including smart grid automation, in-
dustrial process control, autonomous systems, and remote healthcare operations. In par-
allel, technologies such as OPC unified architecture (OPC UA) and Al-driven edge com-
puting are facilitating seamless interoperability and localised intelligence, thereby en-
hancing the scalability, resilience, and real-time performance of modern industrial IoT-
enabled SCADA systems [29]. Similar communication and reliability requirements are
also emerging in healthcare cyber-physical systems, where SCADA-like architectures sup-
port applications such as remote patient monitoring and tele-surgery, requiring ultra-low
latency, high reliability, and secure data exchange [34,35].
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Smart Manufacturing with LPWSNs

Manufacturing processes, factories, and industrial warehouses are rapidly transition-
ing toward a highly digitalised and interconnected environment. The factories of the fu-
ture (FoF) paradigm integrates advanced technologies such as Al, the IoT, and big data
analytics, forming the foundation of the Industry 4.0 vision [16]. The success of FoF is
strongly dependent on a reliable and scalable communication infrastructure due to the
increasing volume and velocity of data generated across industrial processes [18]. Tradi-
tionally, industrial communication has relied on wired networks installed during plant
deployment. While these provide reliability, they limit flexibility and incur significant
time and cost when maintenance or reconfiguration is required [19,20]. In contrast, wire-
less communication technologies enable greater adaptability, supporting dynamic manu-
facturing environments, rapid production line reconfiguration, and reduced infrastruc-
ture cost.

LPWSNSs have emerged as a key enabler of smart manufacturing by facilitating real-
time sensing, monitoring, and data exchange across distributed industrial assets [24].
These networks support improved operational efficiency and machine performance by
enabling reliable communication even in harsh industrial environments [36]. LPWSNSs are
particularly attractive due to their low energy consumption, scalability, and cost-effective
deployment, making them suitable for large-scale industrial systems. The architecture of
LPWANSs in smart manufacturing typically consists of multiple layers. At the sensing
layer, sensor nodes collect environmental and operational data. This data is transmitted
through lower-power wireless technologies such as Bluetooth low energy (BLE), ZigBee,
and long range (LoRa) to higher layers for processing and analysis, as illustrated in Figure
2[37].

Such layered architectures enable efficient data aggregation and system-wide visibil-
ity. Recent development also highlights the integration of LPWSNs with green network-
ing principles and emerging communication paradigms, including sixth-generation (6G)
systems. Energy-efficient communication protocols, low-power devices, and the adoption
of renewable energy sources contribute to reducing the environmental impact of indus-
trial networks while enhancing system sustainability and resilience [38].
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Figure 2. Smart manufacturing architecture with 6G communication (adapted with permission from
Ref. [38]. Copyright 2023, © IEEE).
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To address the increasing data demands of industrial applications, modern LPWSNs
are often integrated with edge computing technologies. This allows data processing to
occur close to the source, reducing latency, improving response times, and alleviating
bandwidth constraints. However, several challenges remain. Energy efficiency continues
to be a critical concern due to battery limitations in long-term deployments. Additionally,
security vulnerabilities expose LPWSNSs to cyber threats such as data breaches and net-
work disruption, necessitating robust protection mechanisms, including lightweight cryp-
tographic techniques such as elliptic curve cryptography [39]. Scalability is another key
challenge, particularly in large-scale deployments, where efficient routing protocols and
cluster-based network management are required to maintain performance. Practical im-
plementations demonstrate the effectiveness of LPWSNs in industrial environments. For
example, in pharmaceutical manufacturing, LPWSNs have been deployed to monitor en-
vironmental conditions, ensuring compliance with strict regulatory standards while im-
proving operational reliability [40]. Looking forward, the integration of LPWSNs with Al,
5G/6G communication technologies, and blockchain is expected to further enhance smart
manufacturing systems. Al enables predictive maintenance and anomaly detection, while
advanced communication technologies provide ultra-reliable, low-latency connectivity.
Blockchain can additionally support secure and transparent data management. Together,
these technologies contribute to the development of autonomous, intelligent, and self-op-
timising manufacturing systems [41,42].

3. Real-Time Data Synchronisation Techniques and Challenges
in LPWSNs

3.1. Timing Synchronisation Protocols

Wireless sensor networks (WSNs) used in supervisory control systems require accu-
rate time synchronisation to ensure that data collected from distributed sensors remains
consistent and reliable [43]. Accurate synchronisation is particularly important in latency-
sensitive applications such as industrial monitoring, process automation, smart manufac-
turing, and healthcare systems, where even minor timing mismatches can affect decision-
making, fault detection, and control operations. However, achieving precise synchronisa-
tion in LPWSN’s remains challenging due to constrained energy resources, limited com-
putational capabilities, packet delays, and dynamic network conditions. Consequently,
several synchronisation protocols have been developed to balance accuracy, scalability,
energy efficiency, and communication overhead.

One of the earliest and widely recognised approaches is Reference Broadcast Syn-
chronisation (RBS). Instead of synchronising directly with the sender nodes to compare
their local clock, a common broadcast reference message is used. This approach signifi-
cantly reduces uncertainties associated with sender-side transmission delays and medium
access latency, thereby improving synchronisation accuracy [44]. Because the reference
packet does not contain a timestamp generated by the sender, the protocol minimises non-
deterministic delays that commonly affect traditional sender-receiver synchronisation
schemes. However, RBS requires multiple message exchanges among neighbouring nodes
to compare timestamps, which increases communication overhead and energy consump-
tion. As network density and scale increase, the number of reference exchanges grows
substantially, limiting the practicality of RBS in large-scale or energy-constrained
LPWSNs. Also, the protocol performs less effectively in highly dynamic environments
where node mobility and unstable connectivity introduce additional synchronisation
complexity.
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Another prominent synchronisation method is the flooding time synchronisation
protocol (FTSP), which was specifically designed to provide high synchronisation accu-
racy in multi-hop WSN environments. FTSP employs a hierarchical flooding mechanism
in which a root node periodically disseminates timestamped synchronisation packets
throughout the network. Nodes then apply linear regression-based clock correction tech-
niques to estimate and compensate for clock drift over time, improving long-term syn-
chronisation stability [45]. Compared with RBS, FTSP demonstrates better scalability and
robustness in multi-hop topologies because synchronisation information propagates effi-
ciently across the network hierarchy. In addition, FTSP is more resilient to local clock fluc-
tuations and temporary communication disruptions due to its drift compensation mech-
anism. Nevertheless, the protocol can experience increased latency and communication
overhead in large-scale deployments because synchronisation messages must propagate
hop-by-hop through multiple intermediate nodes. Frequent flooding also contributes to
higher energy consumption, which may reduce network lifetime in battery-powered
LPWSNs. Moreover, maintaining a stable root node introduces a potential single point of
failure, particularly in industrial environments with harsh operating conditions or inter-
mittent connectivity.

The Timing-Sync Protocol for Sensor Network (TPSN), originally proposed by Gan-
eriwal et al. [46], is another widely adopted solution for network-wide synchronisation in
WSNSs. TPSN operates in two main phases: a level discovery phase and a synchronisation
phase. During the discovery phase, nodes are organised into a hierarchical tree structure,
where each node is assigned a level according to its distance from a root node. This hier-
archical organisation enables structured communication and reduces unnecessary syn-
chronisation exchanges between unrelated nodes. In the synchronisation phase, TPSN fol-
lows a sender—receiver mechanism in which a receiver synchronises its clock with that of
a sender through a two-way message exchange process, as illustrated in Figure 3A [47,48].

For example, when Node A sends a timestamped message at time T1, Node B receives
it at T2and sends a response at time Ts that is received by Node A at T; the relationship
between the transmitted and received timestamps can be expressed as follows [47,48]:

T:=Ti+D+d 1)

where D represents the relative clock offset between Node A and Node B, while d denotes
the propagation delay between the two nodes. Node B then transmits an acknowledge-
ment containing timestamps T, Tz, and Ts, together with its level information. Upon re-
ceiving this response at time T4, Node A calculates the clock offset and propagation delay
using the standard TPSN equations [48,49]:

D =[(T2- T1) - (Ts- T3)]/2 @)

Offset = [(T2— T1) + (Ts— T4)]/2 3)

During the discovery phase, nodes are assigned hierarchical levels that form a tree-
based structure rooted at a reference node (Level 0), as shown in Figure 3B [50]. This lay-
ered architecture enables synchronisation to propagate systematically throughout the net-
work while reducing redundant communication overhead. In the synchronisation phase,
each node performs a two-way handshake with its parent node in the hierarchy, similar
to the mechanism employed in the Network Time Protocol (NTP) [47,49]. Through this
process, synchronisation propagates from the root node to all other nodes, enabling net-
work-wide temporal alignment [48].
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The hierarchical structure of TPSN provides good scalability; nodes synchronise lo-
cally with their parent nodes while maintaining overall network consistency [48,51]. Com-
pared with RBS, TPSN generally achieves lower communication overhead and improved
synchronisation precision because of its structured sender-receiver approach. However,
unlike FTSP, TPSN is less tolerant to topology changes and node mobility due to its de-
pendence on a stable hierarchical structure. Although TPSN can achieve high synchroni-
sation accuracy in relatively static deployments, maintaining the hierarchy can increase
energy consumption and management overhead in dynamic environments where nodes
frequently join, leave, or move within the network. Since each node depends on its parent
for synchronisation, topology changes require repeated reconfiguration of the network
hierarchy, introducing additional communication costs and latency [49,50]. This depend-
ency also increases vulnerability to node failures, link instability, and potential security
attacks targeting parent or root nodes. Consequently, TPSN is generally more suitable for
stable industrial monitoring systems than highly dynamic or mobility-driven LPWSN ap-
plications [49,51-54].

(A) Sync Pulse

T2 T3 Local Time

=

Node A  m——ss——
Tl T4  Local Time

Node B

(B)

Master Node

Level 0

Level 1

Level N
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Figure 3. (A) Synchronisation between two nodes and (B) hierarchical topology used in TPSN.
Adapted from [53].

Recent advancements in WSN time synchronisation have increasingly focused on
protocols designed for industrial-grade reliability, ultra-low latency, and deterministic
communication. One notable example is Glossy (a synchronous flooding protocol), which
exploits constructive interference and synchronous transmissions to achieve sub-micro-
second synchronisation accuracy across multiple nodes. Unlike traditional flooding ap-
proaches, Glossy enables highly efficient network-wide dissemination with extremely low
latency, making it particularly attractive for mission-critical industrial automation and
cyber-physical systems. However, its effectiveness depends heavily on precise radio tim-
ing and strict hardware synchronisation requirements, which may complicate deploy-
ment in heterogeneous LPWSN environments.

Similarly, the time-slotted channel hopping (TSCH) protocol, introduced as part of
the IEEE 802.15.4e standard, combines time synchronisation with channel hopping to im-
prove both reliability and energy efficiency [55]. TSCH organises communication into re-
peating slot frames in which nodes transmit and receive data within tightly synchronised
time slots while dynamically hopping across different frequency channels to minimise
interference. Compared with conventional contention-based communication schemes,
TSCH offers improved determinism, lower packet collision rates, and enhanced robust-
ness in noisy industrial environments. This capability is particularly beneficial in smart
manufacturing and SCADA-based systems where predictable communication latency is
essential. However, TSCH scheduling and network management can become increasingly
complex as network size and traffic heterogeneity grow. In addition, maintaining strict
synchronisation across dense LPWSN deployments may introduce additional computa-
tional and coordination overhead, particularly in resource-constrained sensor nodes [56].

Overall, no single synchronisation protocol fully satisfies the competing require-
ments of accuracy, scalability, energy efficiency, robustness, and security in LPWSNs. RBS
offers high precision but suffers from communication overhead, FTSP provides strong
scalability and drift compensation at the cost of increased flooding traffic, while TPSN
achieves accurate hierarchical synchronisation but lacks flexibility in dynamic environ-
ments. Emerging approaches such as Glossy flooding and TSCH demonstrate significant
improvements for industrial and real-time applications; however, challenges related to
interoperability, deployment complexity, security resilience, and energy-aware adapta-
tion remain active research problems in next-generation LPWSNs.

Collectively, RBS, FTSP, TPSN, Glossy, and TSCH exhibit distinct trade-offs. RBS
achieves high accuracy by eliminating sender-side uncertainty but incurs additional mes-
sage exchanges. FTSP provides robust multi-hop synchronisation but may experience in-
creased latency in large-scale deployments. TPSN offers good accuracy and scalability
through its hierarchical structure, although maintaining the hierarchy can increase over-
head in dynamic networks. Glossy achieves sub-microsecond synchronisation accuracy
but requires tight coordination and may be less energy-efficient in some deployment sce-
narios. TSCH provides enhanced reliability and energy efficiency through scheduled com-
munication and channel hopping, making it particularly attractive for industrial IoT en-
vironments. Consequently, protocol selection depends on application requirements, net-
work scale, mobility, latency constraints, and energy availability.

3.2. Clock Drift Compensation Techniques

Clock drift is an inherent challenge in WSNSs, arising from variations in the oscillator
frequencies of individual sensor nodes, which gradually lead to inconsistencies in time
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measurement over extended operating periods [57]. In LPWSNs, even small timing devi-
ations can accumulate over time and significantly affect synchronisation accuracy, partic-
ularly in real-time supervisory control, industrial automation, and healthcare monitoring
applications where precise temporal coordination is essential. Consequently, effective
drift compensation mechanisms are required to minimise cumulative timing errors while
maintaining low energy consumption.

One common approach for mitigating clock drift involves software-based compen-
sation techniques, where sensor nodes periodically estimate and adjust their local clocks
using synchronisation updates. Techniques such as linear regression are widely employed
to model drift behaviour by analysing historical timestamp information and predicting
future clock deviations [58,59]. Compared with hardware-based methods, software-
driven compensation offers greater flexibility and lower implementation cost, making it
particularly attractive for resource-constrained LPWSNs. However, low-cost oscillators
commonly used in sensor nodes typically exhibit limited stability and are highly sensitive
to environmental conditions such as temperature variation, humidity, voltage fluctuation,
and hardware ageing. As a result, software-only approaches may struggle to maintain
long-term synchronisation accuracy in harsh or highly dynamic operating environments.
In contrast, hardware-based solutions utilise high-stability oscillators or temperature-
compensated crystal oscillators (TCXOs) to minimise drift directly at the hardware level.
These components significantly improve timing precision and long-term stability by re-
ducing the influence of environmental fluctuations on oscillator frequency. Although
hardware-assisted compensation can achieve superior synchronisation accuracy, the as-
sociated increase in cost, energy consumption, and hardware complexity limits its suita-
bility for large-scale and low-power LPWSN deployments. Consequently, purely hard-
ware-based synchronisation approaches are less commonly adopted in practical WSN ap-
plications, particularly in cost-sensitive or battery-powered systems [60].

To balance synchronisation accuracy and energy efficiency, many modern LPWSN
synchronisation frameworks employ adaptive drift compensation strategies. In these ap-
proaches, synchronisation intervals are dynamically adjusted according to observed drift
behaviour, application requirements, and network conditions. Rather than relying on
fixed periodic updates, sensor nodes initiate synchronisation only when estimated clock
drift exceeds a predefined threshold. This adaptive mechanism reduces unnecessary com-
munication overhead while preserving acceptable timing accuracy, thereby improving
overall energy efficiency and network lifetime. Such approaches are particularly effective
in dynamic environments where traffic patterns, interference levels, and node activity
fluctuate over time.

Recent research has increasingly explored hybrid compensation approaches that
combine software estimation techniques with environmental awareness and intelligent
prediction models. For example, temperature-aware drift compensation frameworks in-
corporate sensor-derived environmental measurements to predict oscillator behaviour
more accurately, thereby improving long-term synchronisation stability without requir-
ing expensive hardware upgrades. Compared with conventional linear estimation meth-
ods, these context-aware approaches provide better adaptability under varying environ-
mental and operational conditions. In addition, machine learning-based compensation
techniques have emerged as a promising direction for modelling nonlinear drift behav-
iour and improving prediction accuracy in complex LPWSN environments. By learning
temporal drift patterns from historical synchronisation data, ML models can proactively
estimate clock deviations and reduce the frequency of synchronisation exchanges [61].

These approaches are particularly attractive for industrial IoT and smart healthcare
systems, where network conditions and environmental factors may change continuously.
However, implementing ML-driven drift compensation on resource-constrained sensor
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nodes introduces additional computational and energy challenges that remain insuffi-
ciently addressed in current research. Furthermore, the reliability and explainability of
Al-based predictions under safety-critical operating conditions require further investiga-
tion before widespread deployment can be achieved.

On balance, existing drift compensation techniques involve important trade-offs be-
tween synchronisation accuracy, hardware complexity, energy efficiency, and scalability.
Software-based methods provide flexibility and low cost but may suffer from long-term
instability, whereas hardware-assisted approaches improve precision at the expense of
increased power consumption and deployment cost. Emerging adaptive and Al-assisted
compensation techniques offer improved intelligence and context awareness; however,
their practical implementation in large-scale LPWSNSs still requires further optimisation
in terms of computational efficiency, robustness, and security resilience.

In addition to clock drift, an important challenge in distributed sensing systems is
sampling-rate mismatch among heterogeneous sensors and multiple inertial measure-
ment units (IMUs). Even when devices are time-synchronised, small differences in sam-
pling frequencies can accumulate over time, leading to temporal misalignment of data
streams, reduced fusion accuracy, and degraded system performance. This issue is partic-
ularly relevant in LPWSN-based applications such as motion tracking, healthcare moni-
toring, and human activity recognition, where accurate coordination between IMUs, bio-
sensors, and other sensing devices is required. Recent studies have highlighted the im-
portance of jointly addressing clock synchronisation and sampling-rate consistency
through techniques such as resampling, interpolation-based alignment, and timestamp
correction to harmonise multi-rate sensor data before fusion. These approaches extend
traditional clock drift compensation by improving both timing accuracy and data con-
sistency across distributed sensing platforms and represent an important direction for fu-
ture research in real-time LPWSN deployments [58-61].

3.3. Data Aggregation and Compression for Energy Efficiency

In WSNss used for supervisory control and industrial monitoring applications, effi-
cient data management is essential to reduce energy consumption and extend the opera-
tional lifetime of battery-powered sensor nodes. Since wireless communication represents
the most energy-intensive operation in WSNs, techniques such as data aggregation and
compression are widely employed to minimise redundant transmissions and improve
overall network efficiency [62]. These techniques are particularly important in LPWSNSs,
where communication overhead directly affects synchronisation performance, latency,
and long-term network sustainability.

Data compression plays a critical role in reducing network traffic by decreasing the
volume of sensed data transmitted across the network. In general, compression techniques
can be categorised into lossless and lossy methods depending on whether the original
data can be perfectly reconstructed after decompression. As illustrated in Figure 4A, loss-
less compression enables exact data recovery with high fidelity but typically achieves
lower compression ratios, whereas lossy compression achieves greater compression effi-
ciency at the expense of some information loss. This trade-off between data accuracy and
compression efficiency is a key consideration in LPWSN design, particularly in applica-
tions where real-time decision-making depends on reliable sensor information.

Lossless compression methods preserve the original data exactly after decompres-
sion, making them suitable for applications requiring high data fidelity, such as SCADA
systems, industrial automation, and healthcare monitoring. Common approaches include
Huffman coding and Lempel-Ziv—Welch (LZW), which reduce redundancy by exploiting
statistical patterns within the sensed data [63]. In contrast, lossy compression techniques
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achieve higher compression ratios by selectively discarding less critical information, mak-
ing them more appropriate for applications where approximate measurements are ac-
ceptable.

A wide range of compression techniques has been developed specifically for WSN
environments, as shown in Figure 4B [64,65]. These approaches include: (1) string-based
methods, which adapt traditional text compression techniques for sensor data processing;
(2) image-based approaches, which apply image compression after hierarchical organisa-
tion of sensor nodes; (3) distributed source coding, based on the Slepian-Wolf theorem,
which enables correlated sensor data to be encoded separately while preserving recon-
struction efficiency; (4) compressed sensing, which exploits signal sparsity to reduce both
sampling and transmission requirements; and (5) data aggregation techniques, where in-
termediate nodes combine multiple sensor readings through operations such as averaging,
filtering, or summation to minimise communication overhead. Among these methods,
compressed sensing and aggregation-based strategies are generally considered the most
energy-efficient because they directly reduce transmission frequency, which is the domi-
nant source of power consumption in LPWSNs [66-68].

Hybrid approaches that combine data aggregation with compression techniques
have demonstrated further improvements in energy efficiency and network performance.
For example, compressed sensing enables sensor nodes to transmit only a subset of meas-
urements while still allowing accurate signal reconstruction at the receiver. Such strate-
gies maintain a balance between energy savings and acceptable data fidelity, thereby im-
proving the efficiency of WSN-based supervisory control systems [69]. However, aggres-
sive compression or excessive aggregation may introduce reconstruction errors, infor-
mation loss, or increased processing delays, which can negatively affect synchronisation
accuracy and real-time responsiveness in latency-sensitive applications.

Beyond data compression, routing strategies also play a critical role in optimising
energy efficiency by determining how sensed data is transmitted through the network
toward the base station. Clustering-based routing protocols such as low-energy adaptive
clustering hierarchy (LEACH) reduce communication costs by organising sensor nodes
into clusters and assigning cluster heads responsible for data aggregation and forwarding
[70]. Although clustering significantly improves scalability and reduces redundant trans-
missions, cluster-head selection and maintenance may create uneven energy consumption
across the network, potentially leading to premature node depletion and reduced network
stability.

To further improve performance, hybrid optimisation frameworks have been pro-
posed that integrate adaptive compression techniques with intelligent routing strategies.
For example, adaptive lossless data compression (ALDC) and fast efficient lossless adap-
tive compression scheme (FELACS) can be combined with optimisation-based routing
methods such as ant colony optimisation (ACO) and cuckoo search (CS) to enhance over-
all network efficiency.

ALDC dynamically adjusts compression parameters according to the statistical prop-
erties of sensed data by exploiting temporal correlations between consecutive measure-
ments. Typically, predictive encoding techniques estimate the predicted value X1 from
previous samples, while only the prediction error e; = x;— Xl is encoded, thereby reduc-
ing transmission redundancy. Similarly, FELACS improves compression performance
through lightweight adaptive encoding, variable-length coding, and run-length encoding
techniques that minimise computational overhead while preserving lossless reconstruc-
tion.

On the routing side, ACO is inspired by the foraging behaviour of ants, where rout-
ing paths are probabilistically selected according to pheromone intensity and path desir-
ability. The probability of selecting a path from node 7 to node j is defined as:
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Pij= [ (i) ()12 (i)™ (i) (4)

where Tijrepresents pheromone intensity, 1) denotes the routing cost metric (e.g., inverse
distance or energy cost), and a and 3 control their relative influence. This mechanism en-
ables the network to gradually converge towards energy-efficient routing paths.

In contrast, CS employs Levy flight-based search optimisation to explore the routing
search space efficiently and identify optimal routing paths. In this approach, inefficient
routes are iteratively replaced by more suitable alternatives, improving network perfor-
mance and balancing energy consumption. The Levy flights step length is defined as:

L(s) = p/(1s1 1) )

where 1 is a scaling constant, s represents the step size, and  controls the step distribution.

In these hybrid optimisation frameworks, sensed data are first compressed at the sen-
sor node using ALDC or FELACS before being routed through optimised communication
paths generated by ACO or CS algorithms, as illustrated in Figure 4C. This integrated
optimisation of compression and routing reduces transmission overhead, balances energy
consumption across nodes, and extends overall network lifetime while maintaining relia-
ble data delivery [71].

Despite these advances, achieving an optimal balance between compression effi-
ciency, computational complexity, routing overhead, latency, and data fidelity remains a
major research challenge. Many advanced optimisation algorithms improve energy effi-
ciency but increase processing requirements, making them difficult to deploy on highly
resource-constrained sensor nodes. Furthermore, maintaining synchronisation accuracy
while aggressively reducing communication traffic remains an unresolved issue in large-
scale LPWSNs. Consequently, future research should focus on lightweight adaptive opti-
misation frameworks capable of jointly managing energy efficiency, real-time communi-
cation, and synchronisation reliability under dynamic operating conditions.

It is also noted that routing-focused protocols such as LEACH-based approaches may
rely on simplified energy models that do not fully capture idle listening and hardware-
specific consumption characteristics, which can lead to optimistic energy estimates in
some simulation scenarios. In addition, routing protocols such as RPL, which are widely
used in low-power and lossy networks, share structural similarities with hierarchical co-
ordination mechanisms and may offer relevant performance advantages in integrated
routing and synchronisation frameworks. However, they are outside the primary scope
of this review, which focuses on time synchronisation and energy-efficient data handling
in LPWSNS [72].
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Figure 4. Overview of data compression and energy-efficient optimisation in wireless sensor net-
works: (A) classification of compression schemes (designed by the authors); (B) categorisation of
compression techniques (adapted from [64]); and (C) hybrid framework combining data compres-

sion with routing optimisation (adapted from [71]).

3.4. Edge and Fog Computing for Localised Processing

With the growing demand for real-time data processing in supervisory control and
industrial automation systems, edge and fog computing paradigms are increasingly being
integrated into WSN architectures [73]. These distributed computing approaches reduce
latency and improve resource utilisation by moving computational tasks closer to the data
source rather than relying exclusively on centralised cloud infrastructures. This shift is
particularly important in LPWSNs, where transmitting large volumes of data to remote
cloud platforms can introduce communication delays, increase bandwidth consumption,
and accelerate energy depletion.

Edge computing enables data processing at or near the sensor nodes, gateways, or
local edge devices, allowing preliminary operations such as data filtering, aggregation,
and anomaly detection, and local decision-making to be performed before transmission
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to higher-level systems. This localised processing reduces communication overhead, con-
serves bandwidth, and lowers energy consumption, while simultaneously enabling faster
response times for latency-sensitive applications [74]. Compared with cloud-centric archi-
tectures, edge computing offers improved responsiveness and operational continuity,
particularly in environments where real-time decision-making is critical, such as indus-
trial automation, healthcare monitoring, and smart manufacturing systems.

Fog computing extends this concept by introducing distributed processing capabili-
ties across intermediate network layers positioned between the edge and the cloud. This
paradigm is especially beneficial in large-scale industrial environments where multiple
WSNs support complex supervisory control operations [75]. By distributing computa-
tional workloads across fog nodes, the network can reduce congestion, improve scalabil-
ity, and enhance fault tolerance. Fog architectures also support more efficient coordination
between heterogeneous LPWSNs by enabling localised synchronisation management,
traffic optimisation, and adaptive resource allocation across different network segments.

In SCADA-enabled supervisory control applications, the integration of edge and fog
computing supports efficient data synchronisation, real-time monitoring, and responsive
decision-making. These capabilities are essential for maintaining operational stability in
latency-sensitive and data-intensive industrial environments. For example, edge-assisted
synchronisation can reduce dependency on remote cloud servers by processing timing
corrections locally, thereby improving synchronisation responsiveness during communi-
cation disruptions or network congestion. Similarly, fog-based coordination can improve
scalability by distributing synchronisation tasks across multiple regional processing
nodes rather than relying on a single central controller.

Despite these advantages, edge and fog computing also introduce several important
challenges that remain active research issues in LPWSNs. Managing distributed compu-
tation across heterogeneous devices increases system complexity and may create interop-
erability problems between different hardware platforms, communication protocols, and
software frameworks. In addition, deploying edge and fog infrastructures introduces new
security vulnerabilities, including distributed attack surfaces, unauthorised access points,
and data privacy concerns.

Another important challenge involves resource orchestration and workload balanc-
ing. Although edge processing reduces communication overhead, excessive local compu-
tation may increase energy consumption at edge devices and sensor gateways. Similarly,
maintaining synchronisation consistency across distributed edge—fog—cloud layers re-
mains difficult in highly dynamic or large-scale deployments. Consequently, future
LPWSN architectures will require intelligent orchestration frameworks capable of dynam-
ically balancing latency, energy consumption, computational load, and synchronisation
accuracy across distributed processing environments. Overall, edge and fog computing
provide important opportunities for improving scalability, responsiveness, and real-time
synchronisation in LPWSNs. However, practical deployment still requires addressing
challenges related to interoperability, security, distributed management, and energy-
aware coordination [73-75]. A Comparative analysis of real-time data synchronisation
techniques in LPWSNSs is presented in Table 1.

Table 1. Comparative analysis table for real-time data synchronisation techniques in LPWSNS.

Technique

Description Advantages Limitations Applications Ref

Time Synchroni- Clock synchronisa-RBS: high precision; miti-

RBS: high overhead; poorRBS: Small-scale, en-

. . scalability. ergy-constrained
sation Protocols tion protocols en- gates delay effects. .
. . FTSP: high energy use; networks. [44,53,54]
(RBS, FTSP, suring accurate ~ FTSP: robust multi-hop . .
. latency in large net- FTSP: environmen-
TPSN) and consistent accuracy. .
works. tal monitoring;
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time alignment in TPSN: low overhead; TPSN: limited flexibility; healthcare. TPSN:
sensor networks  precise offset estimation no drift compensation = general WSN syn-
chronisation
RTT: sensitive to net-
RTT: simple delay esti-
Methods that esti- . ple delay €S work delays; limited pre- RTT: delay-sensitive
. mation; periodic recali- | | .
Clock Drift Com-mate delay and . . cision. NTP: lower accu- applications. NTP:
. bration. NTP: continuous . .
pensation Tech- clock offset to re- . ) racy in constrained net- large-scale general
. . adjustment; widely de- . . [45,54]
niques (RTT, duce drift and . works; higher overhead. WSNs. PTP: indus-
o ployable. PTP: sub-mi- ; . 1 . .
NTP, PTP) maintain synchro- PTP: requires specialised trial automation; tel-
. crosecond accuracy; pre- ,
nisation accuracy . hardware; higher cost ~ ecom systems
cise offset correction .
and complexity
Reduces transmit- . Industrial monitor-
Fewer transmissions; . .
ted data through . Processing overhead;  ing;
Data Aggrega- aggregation and lower communication compression latency; smart cities;
tion and Com-  258Te8aH¢ . overhead; p i yr . [63,65]
. compression to im- . . reconstruction complex- smart agriculture;
pression rove energy effi- £ ool o data integrity ity (compressed sensing) environmental mon-
p. &Y (lossless methods) y p & o
ciency itoring
Localised data pro- Higher processing de-  Industrial automa-
cessing to reduce Reduced congestion; mands; architectural tion;
Edge and Fog . .
) latency, band- lower energy use; complexity; smart grids; [73,74]
Computing

width use, and
cloud dependence

real-time response. limited scalability for = IoT-based supervi-

constrained devices sory control

RBS: Reference Broadcast Synchronisation; FTSP: Flooding Time Synchronisation Protocol; TPSN:
Timing-Sync Protocol for Sensor Network; RTT: Round-Trip Time; NTP: Network Time Protocol;
PTP: Precision Time Protocol.

3.5. Challenges in Real-Time Data Synchronisation
3.5.1. Latency Due to Network Congestion

WSNs consist of multiple sensor nodes that collect and transmit data to a central con-
troller. As the number of nodes increases, network congestion leads to excessive data
transmissions, resulting in increased latency and degraded synchronisation performance.
This is particularly critical for time-sensitive applications such as industrial automation,
environmental monitoring, and healthcare systems, where delays can lead to outdated or
incorrect decision-making [76].

Contention-based medium access control (MAC) protocols are a primary source of
latency. Carrier-sense multiple access with collision avoidance (CSMA/CA), widely used
in WSNs, reduces collisions but introduces delays as nodes must wait for a free commu-
nication channel before transmitting [77]. These delays become more pronounced in dense
networks. Additionally, multi-hop communication further contributes to latency, as data
packets traverse multiple intermediate nodes, incurring transmission, processing, queu-
ing, and retransmission delays [78]. Under heavy network load, increased queuing delays
at intermediate nodes further degrade synchronisation performance.

3.5.2. Energy Constraints and Battery Limitations

Energy efficiency remains a critical challenge in LPWSNSs, as sensor nodes are typi-
cally battery-powered and often deployed in inaccessible locations. Continuous data col-
lection and transmission required for supervisory control applications significantly re-
duces battery life [79]. Energy constraints can disrupt synchronisation, as nodes may enter
low-power or sleep states, causing delays and inconsistencies in time-critical data ex-
change.
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Radio communication is the primary source of energy consumption, with both trans-
mission and reception requiring significant power. Frequent synchronisation updates fur-
ther accelerate energy depletion. To mitigate this, many WSNs employ duty cycling,
where nodes alternate between active and sleep states to conserve energy [80]. However,
this introduces synchronisation challenges, as nodes may not be active simultaneously.
Additional energy is consumed in maintaining synchronisation, particularly for clock
drift compensation. Frequent synchronisation improves accuracy but increases energy us-
age [81]. Techniques such as energy harvesting (e.g., solar or vibration sources) and adap-
tive sleep scheduling can extend network lifetime by ensuring only essential nodes remain
active during critical synchronisation periods.

3.5.3. Packet Loss and Synchronisation Errors in Large-Scale Deployments

In large-scale WSNs, synchronisation accuracy is often degraded due to packet loss
and accumulated timing error. Packet loss occurs when transmitted data fails to reach its
destination due to interference, weak signal strength, or network congestion. High packet
loss disrupts synchronisation processes, leading to delays and inconsistencies in supervi-
sory control applications [82]. Industrial environments further exacerbate this issue due
to electromagnetic interference, physical obstruction (e.g., metal structures), and harsh
environmental conditions. Synchronisation errors may also arise from node failures
caused by battery depletion, hardware faults, or software malfunctions, which are com-
mon in large-scale deployments. To mitigate these issues, error control techniques such as
forward error correction (FEC) or automatic repeat reQuest (ARQ) can be employed to
recover lost data. Additionally, redundancy in synchronisation mechanisms, such as mul-
tiple reference nodes, improves robustness. Adaptive synchronisation algorithms that ad-
just synchronisation frequency based on network conditions can further enhance accuracy
and reliability [83,84].

3.5.4. Security and Data Integrity Concerns

Ensuring secure and reliable real-time data synchronisation in WSN-based supervi-
sory control systems is a critical challenge, particularly in safety-critical domains such as
industrial automation, energy systems, and healthcare monitoring. Due to their wireless,
distributed, and resource-constrained nature, WSNs and LPWSNSs are inherently exposed
to a wide range of security vulnerabilities that can directly impact accuracy, data integrity,
and overall system stability. Spoofing attacks represent one of the most serious threats in
synchronisation-sensitive environments, where adversaries inject false timing or synchro-
nisation messages to manipulate sensor clocks. This can lead to cascading inconsistencies
in distributed time references, ultimately affecting coordinated control operations in
SCADA systems. Similarly, denial-of-service (DoS) attacks can disrupt synchronisation
protocols by overwhelming nodes with excessive requests or malicious traffic, resulting
in rapid energy depletion and communication breakdown. Also, passive attacks such as
eavesdropping and active manipulation attacks such as data tampering can compromise
both the confidentiality and integrity of synchronisation data, leading to incorrect system
states (i.e., incorrect operating conditions) and unreliable decision-making [85,86]. In in-
dustrial SCADA environments, these attacks are particularly critical because compro-
mised synchronisation can disrupt closed-loop control processes, de-stabilise automation
workflows, and potentially cause operational hazards in physical systems. Unlike general
IoT networks, SCADA systems require deterministic timing guarantees, meaning that
even small synchronisation errors introduced by malicious interference can have severe
consequences.

To address these challenges, lightweight security mechanisms have traditionally been
employed due to the limited computational and energy resources of LPWSNSs. Encryption
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protocols such as TinySec and MiniSec provide basic confidentiality and integrity protection
for synchronisation messages, while authentication techniques such as message authentica-
tion codes (MACs) and lightweight digital signatures ensure that messages originate from
legitimate nodes and have not been modified in transit. Intrusion detection systems (IDS)
can also monitor network behaviour to identify abnormal synchronisation patterns and de-
tect potential attacks, enabling administrators to respond to threats in a timely manner [30].
However, conventional security mechanisms are increasingly insufficient to address mod-
ern threat landscapes in large-scale LPWSNSs, particularly as these networks become more
interconnected and integrated with cloud, edge, and Al-driven systems. This has led to
growing interest in more adaptive and layered security frameworks.

One emerging approach is the adoption of zero-trust architecture (ZTA), which as-
sumes that no device, node, or communication request should be inherently trusted, even
within the same network boundary. In LPWSNs, ZTA-based designs enforce continuous
authentication, fine-grained access control, and real-time verification of synchronisation
messages. This is particularly relevant for distributed SCADA and industrial IoT environ-
ments, where compromised nodes may otherwise be exploited to inject false timing infor-
mation or disrupt coordination across control layers. Another critical and increasingly rele-
vant issue is the rise of adversarial Al threats, particularly in systems that integrate machine
learning for predictive synchronisation or anomaly detection. In such scenarios, attackers
may manipulate training data, inject adversarial inputs, or exploit model vulnerabilities to
distort synchronisation predictions or trigger incorrect clock adjustments. This creates a new
class of security risks where the synchronisation mechanism itself becomes a target of intel-
ligent attacks, rather than just the communication infrastructure. As a result, the integration
of Al into LPWSNSs introduces a dual challenge: improving performance while simultane-
ously ensuring robustness against adversarial manipulation.

In addition, the convergence of LPWSNs with SCADA systems introduces specific
cyberattack risks targeting industrial control environments. SCADA cyberattacks may in-
clude false data injection, command manipulation, replay attacks, and time-shift attacks,
where adversaries deliberately distort temporal consistency between sensing and control
layers. Such attacks can be particularly damaging in real-time control systems because
they exploit the dependency of control logic on accurate and synchronised timestamps,
potentially leading to incorrect actuation or delayed response in critical processes. To mit-
igate these evolving threats, hybrid security frameworks combining lightweight cryptog-
raphy, behavioural anomaly detection, and Al-assisted intrusion detection are being ex-
plored. In particular, Al-based security systems can enhance the detection of synchroni-
sation anomalies by identifying deviations from expected timing behaviour patterns.
However, these approaches must be carefully designed to avoid introducing additional
computational overhead or latency, which could negatively affect synchronisation perfor-
mance in LPWSNs [30,86].

Overall, securing real-time synchronisation in LPWSNs requires a shift from isolated
cryptographic protections toward multi-layered, adaptive, and intelligence-driven secu-
rity architectures. Future systems must jointly address communication security, synchro-
nisation integrity, adversarial Al resilience, and SCADA-specific threat models to ensure
robust and trustworthy operation in critical infrastructure environments. Table 2 provides
a detailed overview of the challenges in real-time data synchronisation, including their
causes, impacts, and corresponding mitigation strategies.
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Table 2. Challenges, impacts, and mitigation strategies for real-time data synchronisation in WSNs.

Challenge Root Causes Impact Mitigation Strategies Ref
Dense traffic: CSMA/CA Reduced synchromsatlc.)n ac- Prlorle scheduhng;
Latency Due to Network . . curacy; degraded real-time  adaptive aggregation;
. contention; multi-hop de- ] . [76,78]
Congestion lavs performance; increased re-  QoS-based bandwidth alloca-
Y transmissions tion
. .. Node failures; data incon- Energy-aware MAC protocols
. Limited battery capacity; .
Energy Constraints and . . sistency; (e.g., TDMA);
e T energy-intensive commu- I . [80,81]
Battery Life Limitations .~ ° . reduced synchronisation accu- energy harvesting;
nication; duty cycling . . .
racy due to infrequent updates adaptive sleep scheduling
Wireless interfi ; Sig- L
Packet Loss and Synchro- [refess Imierierence; sig Synchronisation errors; data FEC and ARQ error recovery;
. . nal degradation; . . [82—
nisation Errors in Large- . inconsistency; network desyn- redundant reference nodes;
harsh environments; . . . 84]
Scale Deployments . chronisation adaptive synchronisation
node failures
Lightweight encryption (e.g.,
Fal hronisation; TinySec, MiniSec);
Security and Data Integ- Wireless vulnerability; a'se synciironisation, fysee, vt ec) . [86-
. . compromised data integrity; authentication (MACs, digital
rity Concerns spoofing; DoS attacks . . 89]
system failures signatures);
IDS

ARQ: automatic repeat reQuest; CSMA/CA: carrier-sense multiple access with collision avoidance;
EMI: electromagnetic interference; FEC: forward error correction; MACs: message authentication
codes (for security context); MiniSec: Miniature Security Protocol for Wireless Sensor Networks;
TDMA: time division multiple access; TinySec: Tiny Security Architecture for Wireless Sensor Net-

works; IDS: intrusion detection systems.

4. Recent Advances in Real-Time Data Synchronisation for LPWSNs
4.1. AI/ML-Based Predictive Synchronisation

Recent advances in Al and ML have enabled the development of predictive synchro-
nisation techniques for LPWSNs. Traditional synchronisation methods typically rely on
periodic message exchange, which can introduce latency, increase energy consumption,
and remain vulnerable to network disturbances and packet losses [90]. Although conven-
tional protocols such as TPSN and FTSP provide reliable synchronisation under relatively
stable conditions, their dependence on frequent communication updates can significantly
reduce energy efficiency in large-scale or highly dynamic LPWSNs. In contrast, predictive
synchronisation approaches leverage historical timing data and learned clock behaviour
patterns to estimate and correct synchronisation errors proactively, thereby reducing the
need for continuous communication overhead.

A key application of ML in this context is adaptive clock drift compensation. ML
models analyse historical synchronisation errors, reference node updates, and environ-
mental factors such as temperature fluctuations, hardware instability, and node mobility
to predict future clock drift behaviour. These predictions enable sensor nodes to adjust
their clocks locally, significantly reducing synchronisation errors without requiring mes-
sage exchange [51]. Compared with traditional drift estimation methods, Al-driven pre-
diction models can better adapt to nonlinear clock variations and changing environmental
conditions, particularly in industrial and healthcare LPWSNs where operating conditions
fluctuate continuously. As a result, communication overhead is reduced, improving both
energy efficiency and network lifetime.

In dynamic LPWSN environments, where traffic congestion, interference levels, and
node activity vary over time, fixed synchronisation intervals are often inefficient. Deep
reinforcement learning (DRL)-based approaches address this limitation by dynamically
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adapting synchronisation frequency according to real-time network conditions. Rather
than applying uniform synchronisation intervals across the network, DRL agents contin-
uously optimise timing updates based on latency requirements, energy availability, and
communication quality. This enables the system to maintain timing accuracy while mini-
mising unnecessary synchronisation traffic and power consumption [91]. For example, in
smart grid applications, sensor nodes may increase synchronisation frequency during
peak energy demand periods while reducing updates during low-activity intervals,
thereby balancing timing precision and energy efficiency.

Al techniques also improve synchronisation robustness through an intelligent anom-
aly detection mechanism. By analysing real-time sensor behaviour and network traffic
patterns, Al models can identify irregularities caused by fault nodes, network congestion,
clock instability, or cyberattacks. This enables proactive responses such as adaptive syn-
chronisation reconfiguration, fault isolation, or dynamic rerouting of communication
paths, thereby improving network resilience and operational reliability. In addition, Al-
assisted synchronisation frameworks can support scalability by dynamically adjusting
synchronisation policies across heterogeneous and large-scale LPWSNs, making them
suitable for complex industrial IoT deployments [92].

Despite these advantages, AI/ML-based synchronisation approaches introduce sev-
eral practical and technical challenges that remain insufficiently addressed in current re-
search. Many predictive models require extensive training datasets and computational
resources, which may exceed the processing and memory capabilities of low-power sen-
sor nodes. Moreover, continuous model training and inference operations can increase
energy consumption, partially offsetting the communication savings achieved through
predictive synchronisation. In resource-constrained LPWSNSs, balancing model complex-
ity with real-time responsiveness therefore remains a major challenge.

Another important concern involves the explainability and reliability of Al-driven
decision-making. In mission-critical applications such as healthcare monitoring and in-
dustrial automation, inaccurate predictions or unstable learning behaviour may compro-
mise synchronisation precision and affect system safety. Also, Al-based synchronisation
systems are increasingly vulnerable to adversarial machine learning attacks, including
poisoned training data, malicious timing manipulation, and false anomaly injection. Such
attacks may intentionally disrupt synchronisation accuracy or trigger incorrect adaptive
responses, potentially leading to cascading failures in distributed LPWSNs. Conse-
quently, although AI/ML-based predictive synchronisation demonstrates significant po-
tential for improving adaptability, scalability, and energy efficiency, further research is
required to develop lightweight, secure, and explainable Al frameworks that can operate
reliably under strict resource and real-time constraints. Future work should particularly
focus on federated learning, edge Al integration, adversarial resilience, and energy-aware
adaptive learning models for next-generation LPWSNSs.

4.2. Blockchain-Enabled Secure Data Synchronisation

Blockchain technology has emerged as a promising approach for enhancing the se-
curity, integrity, and traceability of data synchronisation in LPWSNs. By maintaining a
decentralised and tamper-resistant ledger of synchronisation events and timestamps,
blockchain reduces reliance on centralised control entities, which are often vulnerable to
cyber-attacks, insider threats, and single points of failure. [93]. This decentralised archi-
tecture is particularly attractive for industrial IoT, SCADA, and healthcare systems, where
synchronisation, reliability and data authenticity are essential for safe and coordinated
operation. One of the primary advantages of blockchain-based synchronisation is trustless
verification, in which synchronisation updates are validated collectively by participating
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nodes rather than a single authority. Once recorded on the blockchain ledger, synchroni-
sation transactions become effectively immutable, preventing unauthorised modification
and improving the integrity of timing information. Compared with conventional central-
ised synchronisation management, blockchain frameworks provide improved transpar-
ency, auditability, and resistance against data tampering or replay attacks. This capability
is particularly important in applications where accurate timing directly affects operational
safety, distributed coordination, and real-time decision-making.

In addition, smart contracts, which are self-executing programmes embedded within
the blockchain framework, can automate synchronisation management processes. These
contracts can enforce authentication policies, regulate synchronisation requests, dynami-
cally allocate communications slots, and identify inconsistencies in timing information.
For example, in industrial IoT environments, smart contracts can ensure that only authen-
ticated and authorised sensor nodes participate in synchronisation activities, thereby
strengthening network security and operational reliability [94]. Such mechanisms are in-
creasingly aligned with zero-trust security architectures, where every device and commu-
nication request must be continuously verified rather than implicitly trusted based on net-
work location.

To address the resource constraints of LPWSNSs, lightweight blockchain consensus
mechanisms such as proof of authority (PoA) and lightweight proof of stake (PoS) have
been proposed as alternatives to computationally intensive approaches such as proof of
work (PoW). These lightweight consensus strategies significantly reduce computational
complexity, communication overhead, and energy consumption while still maintaining
secure synchronisation validation. Compared with traditional blockchain implementa-
tions, lightweight consensus models are more suitable for low-power sensor environ-
ments where battery life and processing capacity are constrained. Blockchain technology
also provides valuable support for fault diagnosis, event tracing, and forensic analysis. By
maintaining a complete historical record of synchronisation activities, network adminis-
trators can identify anomalies, trace the root causes of failures, and implement corrective
measures more effectively. This capability is particularly beneficial in critical infrastruc-
ture applications, including smart cities, industrial automation systems, and healthcare
networks, where traceability and accountability are essential for regulatory compliance
and operational safety [95,96].

In healthcare applications, for example, blockchain can enhance the protection of sen-
sitive medical data transmitted through wearable IoT devices and LPWSN-enabled mon-
itoring systems. Its decentralised and verifiable structure helps preserve the authenticity,
confidentiality, and integrity of patient information, even in untrusted communication
environments. By supporting secure data provenance and controlled information sharing,
blockchain offers a robust framework for healthcare data management in distributed
LPWSNSs [97,98].

Despite these advantages, blockchain-enabled synchronisation still faces several ma-
jor deployment challenges in practical LPWSN environments. One of the most significant
limitations is the additional latency introduced by transaction validation and consensus
operations, which may conflict with the ultra-low-latency requirements of real-time in-
dustrial and healthcare systems. Even lightweight blockchain mechanisms can generate
non-negligible communication and processing overhead, particularly in dense or large-
scale sensor deployments.

Scalability also remains a critical concern. As the number of synchronisation events
and participating nodes increases, blockchain ledgers may grow rapidly, creating storage
and bandwidth burdens for resource-constrained devices. Also, maintaining consensus
across heterogeneous LPWSNs can become increasingly complex in environments char-
acterised by intermittent connectivity, node mobility, and fluctuating traffic conditions.
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Another emerging concern involves the interaction between blockchain systems and
Al-driven synchronisation frameworks. While blockchain can improve trust and tracea-
bility, malicious nodes may still attempt adversarial attacks such as false timestamp injec-
tion, smart contract exploitation, or consensus manipulation. In industrial SCADA envi-
ronments, compromised synchronisation records may disrupt coordinated control pro-
cesses and potentially affect system safety. Therefore, future blockchain-enabled LPWSN
architectures must integrate lightweight cryptography, zero-trust verification, Al-assisted
threat detection, and energy-aware consensus optimisation to achieve secure and scalable
real-time synchronisation. Collectively, blockchain-based synchronisation provides im-
portant advantages in terms of decentralisation, security, and traceability. However, chal-
lenges related to latency, scalability, computational overhead, and interoperability remain
significant barriers to widespread deployment in next-generation LPWSNs.

4.3. Software-Defined Networking (SDN) in LPWSNs

SDN introduces a new paradigm for the management and optimisation of LPWSNs
by decoupling the control plane from the data plane. In traditional WSNSs, synchronisation
is handled locally at individual nodes, which can limit network-wide coordination and
adaptability. In contrast, SDN enables centralised control of synchronisation, allowing
network-wide timing updates to be managed dynamically based on global network con-
ditions [99]. One of the key advantages of SDN is centralised time management. An SDN
controller maintains a global view of the network and coordinates the distribution of syn-
chronisation updates, reducing redundant transmissions and improving timing accuracy.
This is particularly beneficial in mission-critical applications, for example, aerospace sys-
tems and industrial automations, where precise and reliable synchronisation is essential
[99].

Another important capability is dynamic synchronisation path optimisation. SDN
controllers can analyse real-time network conditions, including congestion, interference,
and node failures, and select optimal paths for propagating synchronisation messages.
Unlike static routing approaches, SDN enables adaptive dissemination of timing infor-
mation, minimising latency and improving overall synchronisation performance. For in-
stance, in smart transportation systems, SDN can prioritise synchronisation updates for
traffic control sensors, ensuring accurate and coordinated signal timing. SDN also en-
hances energy efficiency through intelligent resource allocation. By monitoring node en-
ergy levels, the controller can schedule synchronisation tasks in a way that avoids over-
burdening low-energy nodes, thereby prolonging network lifetime [100,101].

In addition, SDN provides a robust framework for addressing security and privacy
challenges in LPWSN:s. Its centralised architecture facilitates the enforcement of network-
wide security policies, including authentication, access control, and encryption mecha-
nisms. This enables consistent protection of synchronisation data across the network
while simplifying management in large-scale deployments. Overall, the integration of
SDN with LPWSNSs offers a flexible, scalable, and secure approach to real-time data syn-
chronisation, particularly in dynamic and heterogeneous IoT environments [102].

4.4. 5G and LPWAN Integration for High-Speed Synchronisation

The integration of 5G networks with LPWANSs represents a significant advancement
in achieving high-speed, low-latency, and energy-efficient synchronisation in large-scale
sensor networks. 5G technology offers ultra-low latency, high bandwidth, and massive
device connectivity, making it well-suited for real-time synchronisation in data-intensive
and time-critical applications [103].

One of the most promising features of 5G in this context is network slicing, which
enables the creation of dedicated virtual network segments tailored for specific tasks. For
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synchronisation, this allows time-sensitive data to be prioritised, ensuring minimal delay
and reduced jitter. For example, in autonomous vehicle systems, network slicing can sup-
port rapid and reliable synchronisation between vehicles and roadside infrastructure, im-
proving safety and traffic efficiency [104].

However, while 5G provides high performance, it is relatively energy-intensive and
may not be suitable for battery-powered LPWSNs. To address this limitation, it is often
integrated with LPWAN technologies such as LoRa-WAN and Narrowband IoT (NB-IoT),
which offer long-range communication with low power consumption. In such hybrid ar-
chitectures, LPWAN can handle routine or background synchronisation tasks, while 5G
is utilised for high-priority or latency-sensitive updates. This complementary approach
enables efficient resource utilisation while maintaining real-time synchronisation capabil-
ities [105]. Also, edge computing in 5G networks enhances synchronisation performance
by processing time-sensitive data closer to the source. This reduces end-to-end latency
and supports faster decision-making, which is critical in applications such as industrial
automation, smart grids, and intelligent transportation systems. Overall, the integration
of 5G and LPWAN technologies provides a balanced solution that combines high-speed
communication with energy efficiency, making it a promising approach for next-genera-
tion LPWSNs requiring reliable and real-time synchronisation [104,105]. Table 3 summa-
rises recent advances in real-time data synchronisation techniques for LPWSNs, highlight-
ing their key characteristics, energy impact, and scalability.

Table 3. Recent advances in real-time data synchronisation for LPWSNSs.
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5. Applications of Real-Time Data Synchronisation in LPWSNs
5.1. Industrial Automation and Smart Manufacturing

Real-time data synchronisation plays a critical role in enabling predictive mainte-
nance in industrial automation. Modern manufacturing systems rely on distributed sen-
sor networks to continuously monitor equipment health and detect early signs of failure.
Accurate time alignment of sensor data is essential; without precise synchronisation,
anomalies may be misinterpreted or detected too late, leading to unplanned downtime
and increased maintenance costs. LPWSNs support predictive maintenance by providing
precisely timestamped data, enabling maintenance teams to identify degradation trends
and intervene proactively, thereby extending equipment lifetime and reducing opera-
tional costs [109].

Another key application is robotic coordination in smart manufacturing environ-
ments. Industrial processes increasingly depend on autonomous robotic arms and collab-
orative robots (COBOTS) that must operate in a tightly coordinated manner. Even minor
timing inconsistencies can lead to misalignment, defective products, or safety risks. Real-
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time synchronisation ensures that robotic systems execute tasks in a coordinated sequence,
maintaining production efficiency and operational safety. In addition, synchronised
LPWSNs enable real-time quality monitoring and control. Distributed sensors continu-
ously track production parameters such as temperature, pressure, and vibration. When
integrated with machine vision systems, synchronised data allows for immediate defect
detection and rapid corrective actions, improving product quality and manufacturing
yield. Overall, real-time synchronisation enhances reliability, efficiency, and safety in
modern industrial systems [110].

5.2. Smart Grids and Energy Management Systems

Real-time synchronisation is a fundamental enabler of smart grids, which represent
a transition from traditional, centrally controlled power systems to more dynamic and
distributed energy networks. Unlike conventional grids, smart grids must accommodate
fluctuating demand and integrate diverse energy sources, requiring precise coordination
across generation, transmission, and consumption [14].

One of the most critical functions supported by synchronisation is load balancing and
demand response management. Accurate timing allows utilities to align electricity gener-
ation with consumption patterns, reducing the risk of overloads, blackouts, and energy
waste. By leveraging LPWSNSs, grid operators can dynamically adjust power distribution
in response to real-time demand conditions, improving overall system stability and effi-
ciency [15].

Real-time synchronisation is also essential for renewable energy integration. Sources
such as solar and wind are inherently intermittent and depend on environmental condi-
tions. LPWSNs enable continuous communication between distributed energy resources
and grid operators, facilitating real-time adjustments in energy generation, storage, and
distribution. This coordination supports efficient load shifting, energy storage manage-
ment, and grid stability [111,112]. Solar energy systems convert solar radiation into elec-
trical power through interconnected components that capture, store, and distribute en-
ergy as needed. Similarly, wind energy systems harness the kinetic energy of moving air
using turbines to generate electricity. The variability of these sources makes synchronisa-
tion with the grid particularly important [112].

To address this variability, energy storage systems (ESS) including mechanical (e.g.,
pumped hydro, compressed air), thermal, and electrochemical storage play a vital role.
Synchronised communication between storage units and the grid ensures that excess en-
ergy is stored and redistributed efficiently when demand increases. Furthermore,
LPWSNs support fault detection and outage management by enabling real-time monitor-
ing of grid conditions. Synchronised data allows rapid identification of faults and locali-
sation of failures, reducing response times and improving service reliability [113].

In addition, synchronisation contributes to energy efficiency in smart buildings. De-
vices such as smart thermostats, lighting systems, and appliances coordinate their opera-
tion based on occupancy and environmental conditions. This real-time coordination min-
imises unnecessary energy consumption, enhances system efficiency, and reduces carbon
emissions. This coordination is supported by an underlying communication infrastruc-
ture, often enhanced by SDN-based frameworks to enable efficient data exchange and net-
work-wide control [111,114]. Figure 5A,B illustrate the overall smart grid architecture and
the interactions among key system components within LPWSN-enabled environments.
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Figure 5. Overview of smart grid systems enabled by LPWSN:s, illustrating both system-level inter-
actions and underlying communication architecture. (A) Interaction of key actors in a smart grid
ecosystem, showing real-time coordination between energy generation sources, storage systems,

grid operators, and end users for efficient energy management [114]. (B) Smart grid communication
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architecture highlighting the integration of network infrastructure and control layers, including

SDN-enabled frameworks for efficient data exchange and system coordination [111].

5.3. Environmental and Agricultural Monitoring

LPWSNSs are widely used in environmental monitoring and precision agriculture,
where real-time data synchronisation is essential for accurate sensing, analysis, and deci-
sion-making. By enabling coordinated data collection from distributed sensors, LPWSNs
support efficient resource management, environmental protection, and sustainable agri-
cultural practices. In environmental monitoring, synchronised sensor networks measure
parameters such as temperature, humidity, carbon dioxide levels, and air pollutants.
These time-aligned data streams allow governments and environmental agencies to track
environmental changes and support early warning systems for events such as wildfires,
air pollution, and natural disasters. Accurate synchronisation ensures that data from mul-
tiple locations can be reliably compared and analysed in real time [115].

In precision agriculture, LPWSNs enable smart irrigation and crop management
through continuous monitoring of soil, weather, and plant conditions. Typical systems
follow a multi-layer architecture consisting of sensing (perception), communication (net-
work), and application layers. Sensors collect data on soil moisture, pH, salinity, and nu-
trient levels, as well as environmental factors such as temperature, rainfall, solar radiation,
and wind conditions. This information is synchronised and processed to optimise irriga-
tion scheduling, fertiliser application, and pest control strategies. However, the diversity
of agricultural environments, such as variations in soil type, climate, and farm size, makes
the design of optimal system architectures challenging. In addition, the large volume of
data generated by distributed sensors introduces challenges in real-time data processing,
storage, and communication [116]. LPWSNs can be further enhanced through integration
with drones and Al-based analytics, enabling real-time monitoring of crop health, soil
conditions, and weather patterns. This allows farmers to make informed decisions that
maximise yield while minimising environmental impact [41]. Another important applica-
tion is wildlife and biodiversity monitoring. Sensors and GPS-enabled tracking devices
can synchronise data on animal movement, enabling researchers to study migration pat-
terns, monitor endangered species, and prevent illegal activities such as poaching. Simi-
larly, LPWSNs are used to monitor forests, water bodies, and ecosystems, supporting
data-driven conservation efforts [117]. The implementation of LPWSN-based monitoring
systems in environmental and agricultural applications typically follows a layered archi-
tecture, integrating sensing, communication, and data processing components. These sys-
tems enable continuous, synchronised data collection from distributed sensors, support-
ing real-time analysis and decision-making [118,119]. Figure 6A,B illustrate representative
architectures and deployment scenarios for such systems in precision agriculture and en-
vironmental monitoring contexts.
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Figure 6. LPWSN-enabled environmental and agricultural monitoring systems. (A) Generic IoT-
based architecture and data workflow for precision agriculture, illustrating sensor data acquisition,
communication, and cloud-based processing [118]. (B) Agricultural IoT system showing field-level

sensor deployment and communication with control and decision systems [119].

5.4. Healthcare Monitoring with Wearable IoT Devices

Real-time data synchronisation plays a vital role in healthcare applications based on
wearable IoT devices. Modern wearables such as smartwatches, fitness trackers, electro-
cardiogram (ECG) monitors, and continuous glucose monitoring systems rely on synchro-
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nised data exchange to provide accurate health insights and enable timely medical inter-
ventions. By ensuring consistent and time-aligned data streams, LPWSNs support reliable
monitoring of physiological parameters in both clinical and home environments. One of
the most significant applications is remote patient monitoring (RPM). Patients with
chronic conditions, including diabetes, hypertension, and cardiovascular diseases, can be
continuously monitored using wearable sensors that track vital signs such as heart rate,
blood glucose levels, and blood pressure. These devices synchronise data with cloud plat-
forms and healthcare providers in real time, allowing clinicians to detect abnormalities
early and intervene proactively. This reduces hospital visits while improving patient out-
comes and quality of care [11].

Synchronisation is also critical in telemedicine and emergency response systems.
Wearable devices can detect critical health events such as arrhythmias or sudden drops in
vital signs and generate immediate alerts to healthcare providers or emergency services.
This rapid, synchronised communication enables timely medical assistance, which is cru-
cial in life-threatening situations such as cardiac arrest or stroke. In addition, synchronised
LPWSNSss support rehabilitation and activity monitoring. Wearable motion sensors track
patient movements during recovery from surgery or injury, providing real-time feedback
to clinicians and enabling personalised rehabilitation plans. This facilitates continuous as-
sessment of patient progress and improves the effectiveness of therapy.

LPWSNSs also play an important role in elderly care and fall detection systems. Wear-
able devices equipped with accelerometers and gyroscopes can detect falls and automati-
cally notify caregivers or emergency responders. This ensures rapid assistance and re-
duces the risk of severe complications. More broadly, synchronised wearable systems are
advancing personalised and data-driven healthcare. Emerging technologies, such as flex-
ible and wearable electronics, enable continuous health monitoring in a non-intrusive
manner. When combined with Al-based analytics, synchronised health data can be used
to identify disease patterns, predict health risks, and support preventive care strategies,
paving the way for decentralised and intelligent healthcare systems [120,121].

Beyond healthcare applications, achieving reliable time synchronisation in wireless
body area networks (WBANSs) presents several unique challenges. Unlike many industrial
LPWSN deployments, wearable healthcare systems operate in highly dynamic environ-
ments characterised by user mobility, heterogeneous sensor platforms, variable sampling
rates, and intermittent wireless connectivity. Accurate temporal alignment is particularly
important when integrating data from multiple sensors, such as ECG monitors, inertial
measurement units (IMUs), pulse oximeters, and glucose monitoring devices, where even
small timing mismatches can affect data fusion and clinical interpretation. To address
these challenges, specialised synchronisation approaches have been developed for
WBAN:S, including lightweight clock synchronisation schemes, adaptive synchronisation
strategies, and fractional time-synchronisation methods designed to improve timing ac-
curacy while minimising energy consumption. These approaches recognise the stringent
power constraints of wearable devices while maintaining the temporal consistency re-
quired for reliable health monitoring and decision support [120-122]. Alongside conven-
tional LPWSN synchronisation protocols, healthcare-oriented WBANs have motivated
the development of specialised synchronisation approaches tailored to wearable and im-
plantable devices. For example, fractional-based synchronisation methods have been pro-
posed to improve timing accuracy while minimising energy consumption and communi-
cation overhead in body-centric sensor networks. Such approaches are particularly rele-
vant for continuous physiological monitoring applications, where reliable temporal align-
ment of sensor data is essential for accurate diagnosis and real-time healthcare decision-
making [123].
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Healthcare monitoring systems can be broadly categorised into decentralised wear-
able-based approaches and traditional centralised architectures. In wearable systems, data
is continuously collected from body-mounted sensors and synchronised with remote
healthcare platforms, enabling real-time monitoring and timely interventions. In contrast,
centralised healthcare systems rely on aggregated data processing through cloud or hos-
pital-based infrastructures, where multiple data sources are integrated for clinical analysis
and decision-making. Understanding the differences between these architectures is essen-
tial for evaluating the role of LPWSNs in enabling scalable, energy-efficient, and real-time
healthcare solutions [122,124]. Figure 7A,B illustrate these two approaches.
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Figure 7. Comparison of healthcare monitoring architectures, highlighting decentralised wearable-

based systems and centralised healthcare infrastructures. (A) Wearable health monitoring system
illustrating real-time data collection and transmission from body sensors to remote healthcare pro-
viders [122]. (B) Centralised IoT-based healthcare architecture showing layered data acquisition,

communication, and cloud-based processing for clinical decision-making [124].

5.4.1. Time Synchronisation Protocols in Wearable and WBAN Healthcare Systems

In addition to application-level wearable IoT systems, real-time healthcare monitor-
ing increasingly relies on specialised time synchronisation protocols designed for
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WBANSs, where strict constraints on energy consumption, latency, and mobility are criti-
cal. Protocols such as energy-efficient WBAN synchronisation schemes and fractional syn-
chronisation approaches have been proposed to address challenges arising from body
movement, heterogeneous sensor sampling rates, and intermittent connectivity. These
methods aim to maintain temporal consistency across physiological signals such as ECG,
IMU, and blood pressure measurements, which is essential for accurate multi-modal
health data fusion. Compared to conventional WSN synchronisation protocols, WBAN-
specific approaches prioritise ultra-low-power operation and robustness under frequent
topology changes caused by human motion. However, trade-offs remain between syn-
chronisation accuracy, computational overhead, and battery lifetime, particularly in con-
tinuous long-term monitoring scenarios. These developments further reinforce the role of
LPWSN synchronisation research as a foundational enabler for next-generation healthcare
systems [11,120,125].

5.4.2. Challenges and Future Directions for Healthcare Synchronisation

Healthcare monitoring applications impose some of the most stringent requirements
on real-time data synchronisation in LPWSNs. Wearable and body area sensor networks
often integrate multiple sensing modalities, including ECG, motion, temperature, blood
pressure, and glucose monitoring devices, which must operate in a coordinated and time-
aligned manner to ensure accurate clinical interpretation. However, maintaining synchro-
nisation across heterogeneous sensors remains challenging due to differences in sampling
rates, clock drift, communication delays, and intermittent connectivity caused by patient
mobility. These issues can affect the quality of multi-sensor data fusion and reduce the
reliability of health assessment and decision-support systems.

In addition to synchronisation accuracy, healthcare deployments must address en-
ergy constraints, data privacy, and cybersecurity requirements. Wearable devices are typ-
ically battery-powered and expected to operate continuously for extended periods, requir-
ing energy-efficient synchronisation mechanisms that minimise communication overhead
while preserving timing precision. Emerging research is increasingly exploring Al-as-
sisted synchronisation, edge computing, and adaptive resource management to improve
reliability and responsiveness in real-time healthcare environments. Future work should
focus on developing lightweight, secure, and scalable synchronisation frameworks capa-
ble of supporting continuous patient monitoring while maintaining high levels of accu-
racy, privacy, and energy efficiency in both clinical and home-based healthcare settings
[11,120,125].

6. Future Directions and Research Gaps

Current limitations in LPWSNs continue to constrain the achievement of reliable,
scalable, and energy-efficient real-time synchronisation. As LPWSNs become increasingly
integrated into industrial automation, smart manufacturing, healthcare monitoring, smart
grids, and large-scale IoT infrastructures, synchronisation requirements are becoming
more stringent and application-dependent. Although substantial progress has been made
in synchronisation protocols, predictive modelling, edge computing, and secure commu-
nication frameworks, several unresolved challenges remain that limit large-scale real-
world deployment.

Improving energy-efficient real-time synchronisation remains one of the most im-
portant research priorities for future LPWSNSs. Since most LPWSNSs rely on battery-pow-
ered sensor nodes operating under strict resource constraints, maintaining accurate syn-
chronisation without excessive communication overhead remains difficult. Existing ap-
proaches, including duty cycling, adaptive synchronisation intervals, and lightweight
synchronisation protocols, provide partial improvements. However, they often struggle
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to maintain long-term accuracy in highly dynamic or dense network environments. Also,
many current solutions achieve energy savings at the expense of synchronisation preci-
sion, latency, or network reliability, highlighting the need for more balanced and adaptive
synchronisation strategies.

Future research should therefore investigate hybrid energy-aware synchronisation
frameworks capable of dynamically adjusting synchronisation behaviour according to
network conditions, node activity, and application requirements. Integrating renewable
energy harvesting techniques, such as solar, kinetic, thermal, and radio-frequency energy
harvesting, may help extend network lifetime while supporting continuous synchronisa-
tion operations in remote or difficult-to-access environments. In parallel, Al-driven pre-
dictive synchronisation models offer promising opportunities to minimise unnecessary
communication by forecasting clock drift and synchronisation requirements in advance.
Machine learning algorithms may also support intelligent load balancing and adaptive
resource allocation, reducing uneven energy depletion across sensor nodes and improv-
ing network stability. However, further investigation is needed to develop lightweight
and explainable Al models that can operate reliably within the computational and energy
limitations of LPWSNSs.

Security remains another major research challenge, particularly as LPWSNs are in-
creasingly deployed in safety-critical applications such as healthcare systems, industrial
control networks, and smart infrastructure. Distributed LPWSNSs are vulnerable to multi-
ple threats, including spoofing attacks, jamming, replay attacks, false timestamp injection,
and unauthorised network access. In industrial SCADA environments, synchronisation
failures caused by malicious attacks may disrupt coordinated control processes and com-
promise operational safety. Similarly, in healthcare monitoring systems, inaccurate or de-
layed synchronisation can directly affect patient monitoring accuracy and emergency re-
sponse reliability. Ensuring secure real-time synchronisation therefore requires light-
weight yet robust security mechanisms suitable for resource-constrained devices. Alt-
hough blockchain-based synchronisation frameworks improve data integrity and tracea-
bility, their computational complexity, communication overhead, and latency remain sig-
nificant barriers for practical LPWSN deployment. As a result, lightweight cryptographic
approaches, including elliptic curve cryptography (ECC), lightweight authentication pro-
tocols, and homomorphic encryption, are attracting increasing research interest due to
their lower computational requirements. At the same time, zero-trust security architec-
tures are emerging as a promising direction for LPWSNs by enabling continuous device
authentication, access verification, and communication monitoring rather than relying on
static trust assumptions.

Al-driven intrusion detection systems may further improve network resilience by
identifying anomalous behaviour and mitigating cyber threats in real time. However, the
growing integration of Al into synchronisation frameworks also introduces new security
concerns related to adversarial machine learning attacks, poisoned training datasets, and
manipulated synchronisation predictions. Consequently, future research should focus not
only on improving synchronisation accuracy but also on ensuring robustness, explaina-
bility, and adversarial resilience in intelligent LPWSN environments. In addition, emerg-
ing areas such as quantum-resistant cryptography and post-quantum lightweight security
protocols warrant further investigation to ensure long-term protection against evolving
cyber threats.

Scalability continues to represent another critical challenge as LPWSNs expand to-
ward ultra-dense and geographically distributed deployments involving thousands of in-
terconnected sensor nodes. Traditional synchronisation approaches often become less ef-
fective in large-scale deployments due to accumulated timing errors, increased commu-
nication latency, packet collisions, and network congestion. Hierarchical and cluster-
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based synchronisation architectures can partially alleviate these issues by distributing
synchronisation tasks more efficiently across the network. Nevertheless, maintaining con-
sistent timing accuracy across heterogeneous and mobile LPWSN environments remains
difficult, particularly when network topology changes dynamically or communication
quality fluctuates.

Al-driven adaptive frequency allocation, interference management, and traffic pre-
diction techniques may help improve synchronisation stability in dense deployments. In
addition, SDN offers promising capabilities for centralised and programmable synchroni-
sation management by enabling dynamic control of routing, timing updates, and network
resources according to real-time operating conditions. Despite these advantages, SDN-
based LPWSN:Ss still face important challenges related to controller scalability, fault toler-
ance, interoperability, and security. Furthermore, integrating SDN frameworks into leg-
acy industrial systems may require significant architectural modifications and standardi-
sation efforts. The integration of LPWSNs with next-generation communication technolo-
gies also represents an important research direction. The convergence of LPWSNs with
5G-enabled LPWAN technologies can support ultra-low-latency communication, im-
proved reliability, and enhanced synchronisation precision while maintaining energy ef-
ficiency. Looking further ahead, 6G networks are expected to provide even greater syn-
chronisation accuracy, intelligent resource orchestration, and native Al support for mis-
sion-critical applications. However, practical deployment of 5G- and 6G-enabled LPWSNs
will require overcoming several challenges related to infrastructure cost, interoperability,
spectrum management, backward compatibility, and real-time coordination across heter-
ogeneous communication platforms.

Edge and fog computing paradigms are also expected to play an increasingly im-
portant role in future LPWSN architectures by processing time-sensitive data closer to the
network edge, thereby reducing latency and minimising cloud communication overhead.
Although edge-assisted synchronisation can improve responsiveness and scalability, effi-
cient coordination between edge, fog, and cloud layers remains an open research problem,
particularly in highly distributed industrial and healthcare systems. Seamless integration
with broader IoT ecosystems, digital twins, and smart city infrastructures will therefore
be essential to ensure the long-term adaptability and interoperability of LPWSNs.

This review has identified several key research gaps, including energy-efficient syn-
chronisation, secure and trustworthy data exchange, large-scale scalability, intelligent
synchronisation management, and integration with emerging communication technolo-
gies. These challenges are particularly significant in healthcare applications, where relia-
ble real-time synchronisation directly affects patient monitoring, clinical decision-making,
and emergency response systems. Table 4 summarises representative studies in the liter-
ature, highlighting their primary contributions, technological focus areas, and remaining
limitations. The comparative analysis further demonstrates that no existing synchronisa-
tion framework simultaneously satisfies the competing requirements of ultra-low latency,
high scalability, energy efficiency, security, adaptability, and deployment simplicity. Fu-
ture research should therefore prioritise the development of intelligent, adaptive, secure,
and interoperable synchronisation frameworks capable of operating efficiently across di-
verse and large-scale LPWSN environments. Particular attention should be given to light-
weight Al integration, zero-trust security models, edge-assisted synchronisation, quan-
tum-resistant protection mechanisms, and standardised architectures that support real-
world deployment in industrial, healthcare, and smart infrastructure systems.
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Table 4. Comparison of representative studies on real-time synchronisation in LPWSNS.

Application/Focus

Paper/Study Area Key Contributions Limitations / Research Gaps Ref
Wireless Fieldbus Net- . Low-power fieldbus architecture Limited scalability and in-
. . o Industrial s . . oo
working with Precision with high-precision synchronisa- creased complexity in large [1]
. . WSNs/WSANs . . . ,
Time Synchronisation tion for industrial control or dynamic networks

Long-Range Low-Power Multi-hop LPWSNSs; Long-range synchronised data Increased energy use and la-
Multi-Hop WSN for Moni- structural health  acquisition for vibration moni- tency in multi-hop networks,  [2]
toring Vibration Response monitoring toring limiting scalability

Limited real-time adaptabil-

SCADA-LPWSN in- Improved data acquisition and | . .
ity and insufficient focus on

Integration of SCADA and

tegration; Industrial system-level hronisation f .. . 14
Industrial IoT cgration, MAustial system-evel syRchromsation fot energy-efficient synchronisa- 14l
IoT industrial monitoring .
tion
Secure and Energy-Effi-  Security and en-  Encryption-based framework for Computational overhead
cient Data Transmission ergy-efficient secure, energy-efficient data may limit real-time synchro-  [23]
Model for WSN LPWSNs transmission nisation
Limited t f dic-
An Efficient Wireless Sen- WSN-based indus Adaptive synchronisation with ﬁjzl lf)wszsgrcl)feagrsp;ihlri
sor Network for Industrial _ . ML-enhanced optimisation for . 7~ y [43,126]
o trial automation | . nisation in large-scale real-
Monitoring and Control improved efficiency

time systems

IoT-enabled SCADA framework
Smart grid; IoT-ena- for real-time monitoring and
bled SCADA synchronisation of renewable en-
ergy systems

Monitoring of Renewable
Energy Systems by loT-
Aided SCADA

Limited cybersecurity resili-
ence and secure synchronisa- [39]
tion mechanisms

Al-based Wearable Sen-  Healthcare monitor- Al-enabled wearable sensors for Challenges in privacy, en-
sors for Digital Health ing; wearable IoT  real-time, synchronised health ergy efficiency, and reliable  [120]
Monitoring (LPWSNs) monitoring real-time synchronisation

7. Conclusions

Real-time data synchronisation is a fundamental requirement for modern supervi-
sory systems, ensuring accurate and timely alignment of sensor data with decision-mak-
ing processes. LPWSNs have emerged as a powerful solution for enabling real-time mon-
itoring across a wide range of applications, including industrial automation, smart grids,
environmental systems, and healthcare. However, these networks continue to face chal-
lenges related to energy constraints, network scalability, synchronisation accuracy, and
cybersecurity.

This review has presented a comprehensive analysis of key synchronisation proto-
cols in LPWSNSs, highlighting their strengths and limitations in terms of accuracy, energy
efficiency, and scalability. It has also examined recent advancements, including Al-driven
synchronisation, blockchain-based security mechanisms, and SDN-based network man-
agement, which offer promising pathways toward more efficient and reliable synchroni-
sation. This review also applies a structured evaluation perspective to compare synchro-
nisation approaches across multiple performance dimensions, including accuracy, la-
tency, energy efficiency, scalability, and security. This enables a more critical synthesis of
existing solutions and supports clearer identification of trade-offs across different appli-
cation domains. The analysis further reinforces the importance of balancing performance
with resource constraints in the design of future LPWSN-based synchronisation systems.
Despite these advancements, several challenges remain unresolved. Future LPWSNs must
evolve toward more adaptive, energy-aware, and secure architectures capable of support-
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ing large-scale and heterogeneous deployments. Continuous progress in artificial intelli-
gence, next-generation wireless networks (5G/6G), edge computing, and advanced cryp-
tographic techniques will play a crucial role in addressing these challenges.

Ultimately, the development of resilient, scalable, and intelligent synchronisation
frameworks will be essential for unlocking the full potential of LPWSNs in next-genera-
tion supervisory control systems. As industries increasingly rely on data-driven decision-
making, robust real-time synchronisation will remain a cornerstone for enabling efficient,
autonomous, and sustainable networked systems. To provide a more critical perspective
on the surveyed approaches, this review identifies several techniques as particularly
promising for real-time synchronisation in LPWSNs. Protocols such as FTSP and TSCH
demonstrate strong performance in terms of accuracy and robustness in multi-hop indus-
trial environments, while PTP-based approaches offer superior precision where hardware
support is available. In parallel, Al-driven synchronisation and edge-assisted optimisa-
tion frameworks appear most promising for next-generation systems due to their adapta-
bility, scalability, and ability to handle dynamic network conditions. However, these ap-
proaches also introduce additional computational overhead, which must be carefully
managed in resource-constrained deployments. In summary, hybrid solutions that com-
bine lightweight synchronisation protocols with intelligent optimisation at the edge are
considered the most viable direction for future industrial and healthcare applications.
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GPS
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