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Abstract—Frequent pattern mining is a flagship problem in
data mining. In its most basic form, it asks for the set of
substrings of a given string S of length n that occur at least
T times in S, for some integer T € [1,n]. We introduce a
resilient version of this classic problem, which we term the (7, k)-
RESILIENT PATTERN MINING (RPM) problem. Given a string S
of length n and two integers 7,k € [1,n], RPM asks for the
set of substrings of S that occur at least 7 times in S, even
when the letters at any k& positions of S are substituted by other
letters. Unlike frequent substrings, resilient ones account for the
fact that changes to string S are often expensive to handle or
are unknown. We make the following contributions. First, we
present RPM-DP, a simple exact O(n’klogn)-time and O(n?)-
space algorithm for RPM that is based on an existing dynamic
programming algorithm. Second, we propose RPM-ESA, an
exact O(nlogn)-time and O(n)-space algorithm for RPM, which
employs advanced data structures and combinatorial insights.
Third, we conduct experiments on real large-scale datasets from
different domains demonstrating that: (I) The notion of resilient
substrings is useful in analyzing genomic data and fundamentally
different from that of frequent substrings, as frequent substrings
are often not resilient and thus do not remain frequent for
long in versioned datasets; (II) RPM-ESA is several orders of
magnitude faster and more space-efficient than RPM-DP; and
(IIT) Clustering based on resilient substrings is effective.

I. INTRODUCTION

Given a string S = S[0..n — 1] of length n and an
integer T € [1,n], the classic frequent pattern mining (FPM)
problem [1]-[3] asks for the set of substrings of .S that occur
at least 7 times in .S. These substrings are referred to as 7-
Jfrequent. We introduce a resilient version of FPM, which we
term the (7, k)-ResiLIENT PATTERN MINING (RPM) problem.
Informally stated, given a string S of length n and integers
7,k € [1,n], RPM asks for the set of substrings of S that
occur at least 7 times in .S, even when any k positions of S
undergo letter substitutions. Clearly, RPM is a generalization
of the FPM problem; it corresponds to the (7,0)-RPM case.

Example 1. Let S = aaabaaaabbaaa, 7 = 2, and
k = 1. The output of (7,k)-ResiLieNt PATTERN MINING is
{aaa, aa, a, b}. Each such substring is (2,1)-resilient as it
has (at least) two occurrences in S even after the letter at any
single position of S is substituted. For example, the substring
aaa of S is 2-frequent in S’ = aaababaabbaaa, as even
when letter b substitutes a at position 5 of S, two occurrences
of aaa (those underlined in S’) still exist.

Here, we consider RPM under letter substitutions; consid-
ering other edit operations is an intriguing research direction.

Motivation. Unlike frequent substrings, resilient ones account
for the fact that changes to a string are often expensive to
handle (e.g., we may need to perform FPM on the new string
from scratch even if it is highly similar to the original one)
or are unknown (e.g., when caused by adversaries [4] or they
occur in the future). RPM is motivated by applications in:

1. Bioinformatics: In this application domain, there are large
collections of very similar strings (also referred to as repeti-
tive) [5]. For example, conserved regions in DNA are stretches
of nucleotides that remain relatively unchanged across different
individuals, species, or time periods, indicating that these
regions likely play essential biological roles [6]. However, even
in conserved regions, there may be slight variations due to
mutations, sequencing errors, or other factors [6]. Similarly, a
pangenome is a collection of DNA sequences each correspond-
ing to the same part of DNA of a different individual [7]. To
find conserved regions in a DNA sequence collection, or motifs
of interest in a pangenome, a straightforward approach is to
solve FPM in each sequence of the collection and then output
only the substrings that are frequent in all sequences. This,
however, takes time proportional to the size of the collection,
which can be in the order of TBs [8]. An alternative approach
is to exploit the fact that a bound on the number of changes
(letter substitutions) of the strings in the collection is known
or can be estimated [5] and apply RPM into any of these
strings. This approach is much faster and approximates the set
of patterns that are frequent in all strings remarkably well, as
shown in Example 2.

Example 2. Consider the collection C of 143,588 SARS-
CoV-2 DNA sequences from [9] with total length 4.176 - 10°.
Fig. la shows that mining (7, k)-resilient substrings from an
arbitrarily selected sequence in C is more than four orders
of magnitude faster on average than mining the T-frequent
substrings that appear in all sequences in C. Fig. 1b shows
the Jaccard Similarity [10] Jr between the set of T-frequent
substrings in all sequences in C and the set of (7, k)-resilient
substrings. Jr is 0.96 on average, implying that the set of
(7, k)-resilient substrings approximates the set of T-frequent
ones very well (i.e., the former substrings are frequent in
almost all sequences in C). Fig. 1b also shows the Jaccard
Similarity Jp between the set of T-frequent substrings in all



sequences and the set of T-frequent substrings in an arbitrarily
selected sequence from C. Jp is 0.5 on average and no more
than 0.68, implying that the latter substrings are not T-frequent
in most of the sequences in C.
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Fig. 1: (a) Running time and (b) Jaccard similarity.

2. Text Analytics: Text data representing webpages [11],
tweets [12], or code in software repositories [13] often undergo
changes due to updates, leading to slightly different versions of
the same text [14]. Such updates may increase or decrease the
substring frequencies. Applying RPM to a given version of the
data ensures that the output substrings remain 7-frequent even
after k letter substitutions may occur in later versions. This
is useful when outsourcing frequent substrings [15] or using
them in downstream analyses [16], as (7, k)-resilient substrings
remain truthful for longer in these datasets.

3. Recommender Systems: String letters are often substituted
by adversaries to force a recommender that is trained on the
string to favor their items [17]. Frequent substrings mined
from such modified strings may be spurious and others that
are indeed frequent may be missed, as letter substitutions can
increase or decrease substring frequencies [18]. On the other
hand, RPM ensures that spurious substrings are not mined and
that the mined ones are indeed frequent, provided that £ is set
to a sufficiently large value.

From a technical perspective, RPM is motivated as follows:
For any value of k, a brute-force algorithm for RPM considers
all possible Q((Z)) substitutions in S, and, for each new
instance S’ of .9, it computes the substrings occurring at least
7 times in S’ and outputs the substrings that are frequent in all
S’ instances. Clearly, this algorithm is impractical for strings
of realistic length n even for constant k. Furthermore, finding
frequent patterns with Hamming (or edit) distance at most &
is NP-hard [19], and thus exact algorithms for this problem
also have some exponential dependency on k [20]. It is thus
interesting to investigate whether the RPM problem can be
solved in polynomial time when k is superconstant.

Contributions and Paper Organization. In this work, we
introduce RPM and make the following contributions:

1. We design a simple exact O(n3k logn)-time and O(n?)-
space algorithm for RPM. The main idea is to efficiently find
the longest (7, k)-resilient substring starting at each position of
S. These substrings form a compact O(n)-size representation
of the (7, k)-resilient substrings. At the heart of our algorithm
is a monotonicity property that allows us to apply binary
search on the length of the substring starting from a certain
position of S and a reduction that allows us to use a dynamic
programming algorithm from [21] that solves a scheduling
problem. We call our algorithm RPM-DP. See Section III.

2. We design an exact O(nlogn)-time and O(n)-space

algorithm for RPM which employs advanced data structures
and combinatorial insights. The algorithm outputs the same
O(n)-size representation as RPM-DP but is theoretically and
practically more time- and space-efficient. Surprisingly, the
complexity of our algorithm is independent of 7 and k. Its
efficiency stems from: (I) the use of an index of S to compactly
represent and efficiently explore the space of solutions; and (II)
novel algorithms based on combinatorial insights for efficiently
checking whether a periodic (see Section II for a definition) or
an aperiodic substring is resilient. Interestingly, these checks
are performed efficiently based on counting arguments; and
not by modifying the string and then inferring the 7-frequent
substrings. We provide two implementations of this algorithm:
one called RPM-ST that is based on a suffix tree [22]; and
another one called RPM-ESA that is based on an enhanced
suffix array [23]. See Section IV.

3. We present experiments on seven real datasets from
different domains showing that: (I) Resilient substrings are
a fundamentally different notion than frequent substrings, as
frequent substrings are often not resilient and, unlike resilient
substrings, they do not remain frequent for long in versioned
datasets. (II) RPM-ST and RPM-ESA significantly outperform
RPM-DP in terms of running time and space consumption and,
as expected, their running time is not affected by 7 or k. For
instance, RPM-ST is more than two orders of magnitude faster
and more space-efficient than RPM-DP. Also, RPM-ESA is
up to about an order of magnitude faster than RPM-ST, and
it uses about three times less space. (III) Clustering based on
resilient substrings is effective, as it outperforms a widely-
used clustering algorithm [24] and a clustering algorithm [25]
based on 7-frequent patterns, achieving results very close to
the ground truth. See Section VI.

Related work is discussed in Section V.

II. PRELIMINARIES

Strings. An alphabet % is a finite set of elements (e.g.,
integers, characters, etc.), which we call letters. A string
S = S[0..n—1] of length |S| = n is a sequence of n letters
from X, where S[i] denotes the i-th letter of the sequence.
We refer to each i € [0,n) as a position of S. We consider
throughout an alphabet ¥ = [0,0) with 0 = n®1), which
captures virtually any realistic scenario. A substring R of .S
may occur multiple times in S. The set of the starting positions
of its occurrences in S is denoted by ocCs(R); we define the
frequency of R to be |ocCg(R)| and may omit the subscript
S when it is clear from the context. An occurrence of R in .S
starting at position ¢ is referred to as a fragment of S and is
denoted by R = S[i..i+ |R| — 1]. Thus, different fragments
may correspond to different occurrences of the same substring.
A prefix of S is a substring of the form S[0..j], and a suffix
of S is a substring of the form S[i..n — 1]. A prefix S[0.. j]
(resp., suffix S[i..n—1]) is proper if j < n—1 (resp., i > 0).
Thus any fragment of S is a prefix of some suffix of S. The
concatenation of two strings S and S’ is denoted by S - S’
and the concatenation of k copies of .S is denoted by S*. The



Hamming distance dg(S,S’) of two strings S,S" € X" of
equal length n is |{¢ € [0,n) : S[i] # S'[]}].

Definition 1 (Period). An integer p > 0 is a period of a string
P if P[i] = P[i+p] for all i € [0, |P|—p). The smallest period
of P is referred to as the period of P and is denoted by per(P).
String P is called periodic if and only if per(P) < |P|/2 and
aperiodic otherwise.

Example 3. For P = abaaabaaabaaaba, per(P) =4 as
Pli] = Pli+4] for all i € [0,15 —4); p =8 is also a period
of P. Since per(P) =4 < |P|/2 =15/2, P is periodic.

Definition 2 (Run). A fragment F' of a string S is a run of S
if and only if per(F) < |F|/2 and F cannot be extended in
either direction with its period remaining the same.

Example 4. Consider S = abaaabaaabaaabab. The
underlined fragment F = S[0..14] is a run, as its period
per(F) =4 <|F|/2 =15/2 and it cannot be extended to the
right by one letter with its period remaining the same, as then
it would become equal to S and per(S) = 14 # 4.

Definition 3 (Lyndon Root). The Lyndon root of a run F' is
the lexicographically smallest rotation of F[0..per(F) — 1].

Definition 4. A run F with Lyndon root L has a unique
canonical representation L1 -L*- Ly, where Ly is a proper suffix
of L, Ly is a proper prefix of L, and k > 0 is a nonnegative
integer; either of L1 and Lo may be the empty string.

Example 5. The run F' = abaaabaaabaaaba has Lyndon
root aaab, as the rotations of F[0..4—1] are abaa, baaa,
aaab, and aaba, and the lexicographically smallest one is
aaab. The canonical representation of F is ab-(aaab)?®- a.

Indexes. For a set S of strings, the trie T(S) is a rooted
tree whose nodes are in one-to-one correspondence with the
prefixes of the strings in S [22]. The edges of T(S) are labeled
with letters from 3J; the prefix corresponding to node v is
denoted by str(v) and equals the concatenation of the letters
labeling the edges on the root-to-v path. The node v is called
the locus of str(v). The order on ¥ induces an order on the
edges outgoing from any node of T(S). A node v is branching
if it has at least two children and terminal if str(v) € S.

A compacted trie is obtained from T(S) by dissolving all
nodes except the root, the branching, and the terminal nodes.
The dissolved nodes are called implicit; the preserved ones are
called explicit. The edges of the compacted trie are labeled by
strings. The string depth sd(v) = |str(v)| of node v is the
length of the string it represents, i.e., the total length of the
strings labeling the path from the root to v. The compacted
trie takes O(|S|) space provided that edge labels are stored as
fragments of strings in S (a fragment S[i . . j] can be stored in
O(1) space [22]). Given the lexicographic order on S along
with the lengths of the longest common prefixes between
any two consecutive (in this order) elements of S, one can
construct the compacted trie of S in O(|S]) time [26].

The suffix tree ST(S) of a string .S is the compacted trie of
the set of all suffixes of S; see Fig. 2a. Each terminal node v

of ST is labeled by n —sd(v), i.e., the starting position of the
suffix it represents. ST(S) can be constructed in O(n) time
for any string S of length n over ¥ [22]. After an O(n)-time
preprocessing of ST(S), we can compute the length of the
longest common prefix of any two suffixes in O(1) time. We
denote the length of the longest common prefix of S[i..n—1]
and S[j..n — 1] by lcp(4,5). The suffix array SA(S) of
S [27] is the permutation of [0,n) such that SA[i] is the
starting position of the i-th lexicographically smallest suffix
of S; see Fig. 2b and Fig. 2c. It can be constructed in O(n)
time for any string S of length n over X [22]. The LCP(S)
array [27] of S stores the length of the longest common
prefix of lexicographically adjacent suffixes. For 7 > 0,
LCP[j] = lep(j — 1,7) and LCP[0] = 0; see Fig. 2d. Given
SA(S), LCP(S) can be constructed in O(n) time [26].

Problem Definition. We define the main problem as follows.

Definition 5 (7-frequent substring). A substring X of S is
T-frequent in S if it occurs at least T times in S.

Definition 6 ((7, k)-resilient substring). A substring X of S €
3™ is (7, k)-resilient in S if X is T-frequent in all strings
S" € X" that satisfy dg(S,S") < k.

(7, k)-RESILIENT PATTERN MINING (RPM)

Input: A string S € X" and two integers 7,k € [1, n].
Output: An array OUTPUT of size n such that
OUTPUT]] is the length of the longest prefix of S[i..n—1]
that is (7, k)-resilient.

Parameter £ can be set based on domain knowledge (e.g.,
in bioinformatics, we can use the substitution rate [28]). For
conceptual simplicity, we first present our algorithms under the
assumption that all substitutions in S are done using a letter
# ¢ X. In §I in [29], we generalize our solution, waiving
the assumption for alphabets of size at least 4. The array
OUTPUT is a compact representation of the set of (7,k)-
resilient substrings of .S. It is based on Fact 1; see §1I in [29]
for the proof of this fact.

Fact 1 (Monotonicity). If string Z = X - Y is (7, k)-resilient
in S, where X,Y are strings, then so are X and Y.

In §IIT in [29], we explain how to explicitly construct the set
of (7, k)-resilient substrings of .S using the OUTPUT array in
O(n) time plus time linear in the number of these substrings.

III. A DP-BASED PoLyNoMIAL ALGORITHM FOR RPM

We design RPM-DP, a dynamic programming (DP) based
polynomial-time algorithm for (7, k)-ReSILIENT PATTERN MIN-
ING, for any integer 7,k € [1,n]. RPM-DP is founded on the
following result.

Theorem 1 ([21], Section 3.1). Given a family F of f
arbitrary intervals on the real line and a positive integer
k < f, we can find a set of at most k points on the line that
intersect a maximum number of intervals from F in O(kf?)
time and O(f?) space.
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Fig. 2: S = banana$: (a) ST(S); each branching non-root
node is labeled by its frequency (circle) and each terminal node
l; by its associated starting position ¢ (square). Node v is the
locus of str(v) = ana and sd(v) = |str(v)| = 3. (b) SA(S).
(c) The lexicographically sorted suffixes of S. (d) LCP(S).

By Fact 1, we can binary search on the length of the
substring starting at position ¢, for all ¢ € [0,n), to find
the longest substring S[i..j] that is (7, k)-resilient. Thus, it
suffices to check O(nlogn) substrings of S.

Let us explain how we check whether a fixed substring Z
of S'is (7, k)-resilient. We first find occg(Z), the set of occur-
rences of Z in S, in O(n) time using the KMP algorithm [30].
If Joccs(Z)] is at least T we apply the DP algorithm from [21];
we also describe it in §IV in [29]. This DP algorithm underlies
Theorem 1; it finds a set of at most k& points on the line that
intersect a maximum number M of intervals in a given family
of f intervals, in O(kf?) time and O(f?) space. Specifically,
for each occurrence i € 0cCs(Z), the interval [i,i + |Z] — 1]
represents the fragment S[i..7 + |Z| — 1] and the points that
intersect the intervals represent the letters of the fragments
that, if substituted by # ¢ 3, change the frequency of Z as
much as possible. Hence, f = |occs(Z)| and Z is not (7, k)-
resilient if and only if f — M < 7 (in which case Z would
cease being 7-frequent after the letter substitutions).

Since we check O(n logn) substrings, and each check takes
O(kn?) time and O(n?) space, as f = |occs(Z)| < n, we
obtain an O(n3klogn)-time and O(n?)-space algorithm for
RPM. The algorithm returns the OUTPUT array as required.

Proposition 1. For any string S € X", with |X| > 4, and
integers T,k € [1,n], the (T,k)-RESiLIENT PATTERN MINING
problem can be solved in O(n3klogn) time and O(n?) space.

IV. AN EFFICIENT ALGORITHM FOR RPM

High-Level Idea. The main idea is to implicitly consider all
substrings of .S. Each substring is either aperiodic or periodic:
(I) The occurrences of an aperiodic substring R of S do not
overlap a lot, so we can use a simple greedy algorithm to
count the maximal number of occurrences of R that may be
lost after k substitutions in S. If the frequency of R in .S minus
this number is at least 7, then R is (7, k)-resilient; otherwise,
it is not. (II) The occurrences of a periodic substring P of
S can overlap a lot but have a predictable structure: they
form compact clusters of occurrences of P and the clusters do
not overlap much. The technical difficulty is to retrieve these
clusters efficiently, in time proportional to their number and
not to the total number of occurrences of P. After retrieving
these clusters, we use a more involved version of the greedy

algorithm to check whether P is (7, k)-resilient in S or not
using counting arguments similarly to the aperiodic case.
The total number of substrings of S is ©(n?). By Fact 1,
it suffices to check O(nlogn) substrings: O(logn) for each
starting position of S in a binary-search fashion. This way we
obtain a compact representation of the set of (7, k)-resilient
substrings of S in O(nlogn) time using O(n) space.
Roadmap. The main algorithm is described in Section IV-B.
It relies on two combinatorial lemmas (Section IV-A) and
three functions (Section IV-C). We present the algorithm
using a suffix tree [22], for simplicity. It is well-known that
the suffix tree functionality (e.g., bottom-up traversal) can
be simulated using an enhanced suffix array [23] (see §V.A
in [29]), resulting in time and space improvements in practice.

A. Combinatorial Lemmas

We give two crucial lemmas for our algorithm’s efficiency;
they are folklore but we give their proofs in §V.B in [29].
Lemma 1 is useful for handling the aperiodic substrings of S.
Intuitively, it guarantees that any position of .S is contained in
at most two occurrences of an aperiodic substring R.

Lemma 1. Ler S be a string and R be an aperiodic substring
of S. For any three distinct occurrences of R in S at positions
x, y, and z with © <y < z, we have z > = + |R|.

Lemma 2 is useful for handling the periodic substrings of
S. Intuitively, it guarantees that any position of S is contained
in at most two runs with the same period.

Lemma 2. Let S be a string. Suppose that for positions i <
j < k there are runs S[i..i'), S[j..j'], and S[k.. k'] in S
that have the same period. We then have k > 1.

B. Main Algorithm

The main algorithm has two phases and returns OUTPUT,
a compact representation of the (7, k)-resilient substrings.

Preprocessing. We construct the suffix tree ST(S) of S
in O(n) time and space. By construction (inspect Figs. 2a
and 2b), the leaves of ST(S) of S, read from left to right
(e.g., using a post-order traversal), precisely form the suffix
array SA(S) of S. Using such a traversal, for each branching
node u in ST(S), we record the SA indices of the leftmost
and rightmost leaves in the subtree rooted at u, denoted
by l, and r,, respectively. Then, w stores interval [l,, 7]
where, str(u) = S[SA[l,]..SA[l,] +sd(u) —1] = ... =
S[SA[ry] .. SA[r,]+sd(u)—1], and r,,—I,+1 is the frequency
of str(u). Lastly, we associate each node of ST(.5) with a flag
initialized to FAIL. This preprosessing takes linear time in the
size of ST(5), i.e., O(n) time.

Phase 1. We perform a bottom-up (DFS) traversal of ST(.S)
to find a cut of ST(S) (i.e., a set of nodes that partitions
the suffix tree into disjoint subtrees) where the nodes that
form the cut and their ancestors are exactly the nodes that
represent (7, k)-resilient substrings. When some node wu is
explored during the traversal, we check its flag. If the flag
value is FAIL, then we read the SA interval [l,,r,] stored



at u, check whether r, — l,, + 1 > 7 + k, and, if so, apply
the IsPeriopic function to str(u), which determines whether
str(u) is periodic or not. If IsPeriopic answers YES, we
apply the PeriopicREsILIENT function to str(u); otherwise, we
apply the ApErIODICRESILIENT function. If the applied function
answers YES, str(u) is (7, k)-resilient, and the flag of u is
changed to SUCCESS; otherwise, str(u) is not (7, k)-resilient
and the flag of u is kept unchanged as FAIL. Whenever a node
u has its flag changed to SUCCESS, all the ancestors of u
should also have their flags changed to SUCCESS; we thus
propagate the SUCCESS flag upward before proceeding with
our traversal. The end of the traversal gives a preliminary cut.
The upper part including the cut is composed of SUCCESS
nodes and the lower part is composed of FAIL nodes.

Phase 2. We use Fact 1 to refine the preliminary cut from
Phase 1. We try to extend the (7, k)-resilient substrings we
found in Phase 1 as much as possible to compute the final
output. For each edge (u,v) in ST(S), such that: (a) str(u) is
(7, k)-resilient (i.e., the flag of u is equal to SUCCESS and
u is on the cut); (b) str(v) is not (7, k)-resilient (the flag of v
is equal to FAIL and v is below the cut); and (c) str(v) has at
least 7+ k occurrences in S, we perform binary search on the
interval [sd(u),sd(v)] to compute the longest prefix of str(v)
that is (7, k)-resilient. (Note that if condition (c) does not hold,
we can already conclude that the sought prefix of str(v) is
str(u).) In particular, in each iteration of the binary search,
we first call IsPeriobic and then either PERIODICRESILIENT
or APERIODICRESILIENT (similarly to Phase 1). In the end, we
obtain our refined final cut. All in all, for each edge (u,v)
such that w is on the preliminary cut and v is not, we have
computed the longest prefix of str(v) that is (7, k)-resilient;
let us denote the length of this prefix by m(u,v). Then, for
each such edge (u,v), we read the SA interval [l,, r,] from v,
and set OUTPUT[SA[i]] := m(u,v), for all ¢ € [l,,,7,], in an
initially all-zeroes array OUTPUTI[0..n — 1].

As ST(S) has O(n/(7+k)) nodes, each with at least 7+ &
leaf descendants, that call the 3 functions, we directly obtain:

Lemma 3. The (7,k)-ResiLient PATTERN MINING problem
can be reduced in O(nlogn) time, using O(n) space, to
O(nlogn/(T+k)) calls to IsPeriopic, PERioDICRESILIENT, and
APERIODICRESILIENT.

Remark 1. Conceptually, one can consider a simpler algo-
rithm that performs binary search to compute, for each node
u of ST(S) with at least T + k leaf descendants, the longest
prefix of str(u) that is (7, k)-resilient. The problem is that in
order to do this, we would need random access to the sorted
list of occurrences of str(v) at each node v of ST(S), which is
costly. However, as we show below, we can maintain a sorted
list of occurrences during a DFS traversal.

C. The Functions of the Algorithm

In this section, we present the theoretically efficient im-
plementations of the IsPeriobic, APERIODICRESILIENT, and
PeriobicREsILIENT functions. For each function, we also dis-
cuss our practical implementation when it differs from the

theoretically efficient one. These functions assume that, during
the bottom-up (DFS) traversal of ST(.S), at each node v, we
can retrieve a sorted list of the occurrences of str(v) in S. Any
such list is the sorted union of the disjoint lists of the children
of v. By implementing these lists using mergeable AVL trees,
we can compute all of them in O(nlogn) total time. This is
rather standard but we also describe it in §V.C in [29].

IsPerIODIC Function. For any string S of length n and a
fragment F' of S, a periodic extension query [31] decides
whether F' is periodic, and, if so, returns per(F). We rely
on the following result.

Theorem 2 ([31]). For any string of length n, after an O(n)-
time preprocessing, we can answer periodic extension queries
in O(1) time.

Unfortunately, there is no available implementation of the
data structure underlying Theorem 2, and it seems that an
implementation of it would require heavy engineering in order
to be practically efficient; Theorem 2 relies on an intricate
string sampling scheme and other sophisticated (auxiliary) data
structures. We thus propose a practical implementation that
relies on first computing the runs of .S [32] and then indexing
them using an interval tree [33].

We first compute the runs of S in O(n) time using the
algorithm of [32]. Since there are O(n) runs [34], each
represented by a subinterval of [0,n), we index them in an
interval tree in O(nlogn) time and O(n) space [33]. Given a
substring S[i .. j], we return all m runs that contain S[i. . j]
as a substring in O(m + logn) time using the interval tree.
By iterating over these runs, we check if S[i.. j] is periodic
(Definition 1) and, if so, find its smallest period. The query
time is thus O(m+logn); in real-world strings, each position
is expected to be in a few runs, so m is expected to be small.

APERIODICRESILIENT Function. Let R be an aperiodic sub-
string of S, such that |occg(R)| > 7 + k. Function Ape-
RIODICRESILIENT uses a greedy algorithm (see Algorithm 1)
to compute the maximal number of occurrences of R that
may be lost if £ letters of S are substituted with a let-
ter # ¢ ¥. Lemma 1 proves that, for any aperiodic substring
R of S, such a substitution could result in the loss of
at most two occurrences of R. We refer to each of the &
substitutions, with # ¢ ¥, in our budget as a roken and we
say that a token destroys one (or more) occurrence(s) of R if
the frequency of R is reduced by one (or more) as a result of
(using) this token. Our algorithm is greedy in the sense that
it first computes the tokens needed for the destruction of as
many pairs of overlapping occurrences as possible spending
one token per pair of overlapping occurrences (Lines 4-8).
Note that an occurrence of R may overlap with at most two
other occurrences of R (the one that precedes it and the one
that succeeds it) and in this case only one pair of overlapping
occurrences can be destroyed by a single token (Line 7). The
algorithm then uses the remaining tokens to destroy single
occurrences (Line 9). Clearly, Algorithm 1 takes linear time
in the number of occurrences, as they are given sorted.




Algorithm 1 Compute the number of occurrences of a length-
A string that can be destroyed with ¢ tokens in a sorted list O
of occurrences

1: function Greepy(O, t, \)

2: k" < 0 > Max num. of tokens that can each destroy 2 distinct occs
3: 140

4:  while i < |O| and k" < ¢ do > Iterate over all occurrences
s5: if i <|O|—2and Ofi+ 1] — Ofi] <A —1

6: B k" +1

7: i—i+1 > Skip the (¢ + 1)-st occurrence of O
8: 14— 1+1

9: kK —t—k" > Remaining number of tokens
0:

—_

return k' + 2k" > Max number of occs that can be destroyed

Algorithm 2 presents our implementation of APERIODICRE-
siLIENT. For an aperiodic substring R = S[i .. j], we compute
its frequency |occg(R)| = 7, — I, + 1 (Line 2), where [l,,, 7]
is the SA interval stored for node « with str(u) = R. Note
that S[i..j] is only considered if its frequency is greater
than or equal to 7 + k (see Phase 1). If the frequency is
greater than or equal to 7 + 2k then R is (7, k)-resilient
(Lines 3-4); this is because at most 2k occurrences of R can
be destroyed by k tokens (Lemma 1), and hence at least 7
occurrences survive. Otherwise (Lines 5-8), we employ the
greedy algorithm (Algorithm 1) after retrieving the sorted list
of the occurrences of R in S (Line 6). Recall that we maintain
AVL trees that allow us to access the sorted list of occurrences
for each node u considered by the DFS on ST(S). Finally,
we check whether the remaining number of occurrences (after
Algorithm 1 has been applied) suffices for R to be (7,k)-
resilient and return YES if that is the case and NO otherwise
(Lines 7-8). Applying the greedy algorithm (Algorithm 1) in
Line 6 costs an additional O(7 + k) time.

Algorithm 2 Check if an aperiodic substring of S is (7, k)-
resilient, given access to its sorted list O of occurrences in

|95)

: function APERIODICRESILIENT(%, j, T, k, SA, Ly, T, O)
loccs(S[i.. i) ¢+ mu —lu +1
if loccs(S[i..j])| > 7+ 2k
return YES
else > In this case, |occg(S[i..7])| = O(r + k)
if Joccs(S[i..j])| — Greepy(O,k,j —i+1) > 7
return YES
return NO

A A R ol Sl

We have thus shown the following result.

Lemma 4 (APErIODICRESILIENT). Given the occurrences of
an aperiodic substring P of a string S sorted, we can check
whether P is (1, k)-resilient in O(7 + k) time.

Per1opicRESILIENT Function. Let P be a periodic substring
of S. We say that an occurrence S[i..j] of P belongs to a
run R = S[z..y] of S when per(R) = per(S) and z < i <
7 < y. By Lemma 2, we know that a single token can destroy
occurrences of P that belong to at most two different runs of
S. Hence, PEriODICRESILIENT relies on an efficient non-trivial
preprocessing of S to retrieve (at most) 7+ 2k runs of .S with
period per(P) that have P as a substring. If the number of
such runs is greater than or equal to 7 + 2k, then we cannot
destroy sufficiently many occurrences of P, and thus P is

(7, k)-resilient; otherwise, we employ a more involved version
of the greedy algorithm discussed before to check whether P
is (7, k)-resilient. We start by describing this preprocessing
(and our practical implementation of it) before providing the
full implementation of the PEriopicRESILIENT function.

Preprocessing. Let a periodic substring P of S with fewer than
T + 2k runs to which its occurrences belong. The set Hp is
defined as the set of all such runs. For any periodic substring ¢
that does not satisfy this condition, we set Hqg := &. Recall
that any run of .S, being a fragment of S (see Definition 2),
can be represented in O(1) space by its endpoints. We can
thus represent Hp in O(7 + k) space. The following lemma
encapsulates a data structure that, given a periodic substring P
of S, efficiently computes H p. The proof is in §V.D in [29].

Lemma 5 (ComputeHP(i, j, 7, k)). For any string S of length
n and integers T,k € [1,n], we can construct, in O(nlogn)
time using O(n) space, a data structure that, for any periodic
substring P of S, computes the set Hp in O(logn + 7+ k)
time.

The implementation of Lemma 5 is highly unlikely to be
efficient in practice; see our previous discussion on The-
orem 2. In practice, however, we can settle for a simple
O((1 + k) logn)-time algorithm as the total number of times
we call the function PERIODICRESILIENT in real-world strings is
very small. In our experiments, this number was about /7000
even for the smallest tested 7 and k values; specifically, it was
about 29 - 103 for n = 2 - 103.

To realize our simple algorithm, we will view each run in
H p as a cluster of occurrences of P, and from now on we will
be abusing the definition of H p as follows: each run in Hp is
represented by a pair (f, m), where f is the first occurrence of
P in the run and m > 1 is the total number of occurrences of
P in this run. Hence, if (f, m) € Hp then there is a run in S
with period per(P) such that the set of the starting positions
of occurrences of P in S that lie within this run is {f + ¢ -
per(P) : i € [0,m)}. The pseudocode of our simple algorithm
for constructing Hp is in §V.E in [29] as Algorithm 3. It
considers the occurrences of P in S in the left-to-right order
and efficiently merges them into runs.

We give a high-level description of function PERIODICRE-
SiLIENT; see §V.F in [29] for pseudocode. PERIODICRESILIENT
first computes Hp (|Hp| < 7+ 2k) either by Lemma 5 or by
our simple algorithm (Algorithm 3 in [29]). We start with two
key concepts:

1) The maximum number of occurrences of P that can be

destroyed using a single token, denoted by a := [ﬁl

per(P)
Example 6. Letr P = aabaaba and the run
aabaabaabaaba that contains 3 occurrences of P. We
have o = | pequllD)—‘ = 3 because all occurrences can be
destroyed with a single token: aabaab#abaaba.

2) The subset H %> of Hp defined as follows:

HS’Z) ={(f,m) € Hp : mmod o =1 OR 2}.

These runs are treated specially by PERIODICRESILIENT.



Function PERIODICRESILIENT maintains two counters ¢ and
d, where t is the number of available tokens (initially ¢ := k),
and d is the maximum number of occurrences (initially d := 0)
that may be destroyed using k& — ¢ tokens. The algorithm has
three main stages:

In the first stage, we only want to spend a token if it results
in the destruction of o occurrences of P. We process the set of
runs Hp in the left-to-right order and, for each run (f,m) €
‘Hp, we compute |m/«], which equals the maximum number
of tokens that we can use on this run such that each token
destroys « (unique) occurrences of P. Specifically, while we
have tokens available, we process (f,m) as follows: first, we
use y := min{¢, [m/«]} tokens on this run, destroying a total
of y - a occurrences of P. The counters d and ¢ are updated
accordingly: d:=d+y-aand t :=t —y.

1) If m mod o > 3, m mod « occurrences of P are yet
to be destroyed. Their number is inserted into a global
max-heap R along with its counter that is incremented
every time the number is encountered. These remaining
occurrences are to be processed in the second stage.

2) If 1 < m mod a < 2, we set H;}f") = Hg’Q)U{(ﬁ m)}
(’Hg’z) is initially empty). The remaining at most two
occurrences of P are processed in the third stage.

After the first stage is finished, if occg(P) — d > 7 (that
is, P is still 7-frequent) and ¢ > 0 (that is, we still have
tokens available), we proceed to the second stage. In this
stage, we use the max-heap R in order to maximize the
number of occurrences destroyed by each token. In particular,
if the maximum element in R is r with counter c,, we use
min{¢, ¢, } tokens to destroy r occurrences of P with each of
them. (Observe that by construction r < «.)

We next proceed to the third stage if occg(P) —d > 7
and ¢ > 0. In this stage, we process the runs of Hﬁi’”;
each of them has one or two surviving occurrences of P.
Due to Lemma 2, any position in S is contained in at most
two runs of Hp. We refer to a run (f,m) € 7-[531’2) as type
one or type two depending on the value of m mod a. We
can assume that the runs in ’H,g’Q) are sorted with respect to
starting position (due to how they are computed). We process
the remaining occurrences of P, which all belong to runs in
7—[5,1’2), using Algorithm 1: this algorithm first destroys pairs
of overlapping occurrences and then non-overlapping singleton
occurrences, similarly to the aperiodic case.

Finally, the function outputs whether P is (7, k)-resilient.

Example 7. Consider oo = 10 and that for all runs (f,m) €
Hp, m € {61,60,43,23,12,7}. The max-heap R contains
[7,1],13,2]: 1 occurrence as the remainder from 7 and 2
occurrences as the remainder from 43 and 23. The remainders
from 61 and 12 are processed by Algorithm 1.

Hp is computed in O(logn + 7 + k) time (Lemma 5) or
O((1 + k) logn) time (Algorithm 3 in [29]). For each of the
O(t + k) runs in Hp, we spend O(logn) time for a constant
number of max-heap operations. Moreover, O((T + k) logn)
time is needed for retrieving and deleting elements from R

and O(7+ k) time analogously to Algorithm 1. We obtain the
following result; see §V.F in [29] for the proof.

Lemma 6 (PeriopIiCRESILIENT). After an O(nlogn)-time
preprocessing of a string S of length n, we can check whether
any given periodic substring P of S is (1,k)-resilient in
O((1 + k) logn) time.

Wrapping up. We obtain our main result by plugging Theo-
rem 2 and Lemmas 4 and 6 to Lemma 3. However, to shave a
logn factor, we replace the max-heap implementation in the
proof of Lemma 6 with global sorting and avoid recomputing
the set H p in each step of a binary search along an edge when
PerIODICRESILIENT is called; see §V.G in [29] for the proof.

Theorem 3. For any string S € X", with |X| > 4, and integers
7,k € [1,n], the (7, k)-ResiLiENt PATTERN MINING problem can
be solved in O(nlogn) time using O(n) space.

V. RELATED WORK

There has been much interest in resilience notions for many
fundamental problems. One such notion is sensitivity (and
average sensitivity) which, informally stated, measures the
difference between the output of an algorithm after its input
is perturbed by adding or removing a single element. This
notion has been employed on graph [35], clustering [36],
and learning [37] problems and several algorithms based
on it have been proposed. There are also resilience notions
specifically developed for clustering [38]-[40]. For example,
stability in [38] is applied to graph clustering and requires
the interesting instances to be only those for which small
perturbations in the data do not change the optimal partition of
the graph. y-Resilience in [39] is applied to k-clustering [39]
and, informally, requires an algorithm to return similar solu-
tions on any two inputs that are close. Our resilience notion
in Definition 6 differs from all existing ones in that it: (1)
applies to substrings of a string; and (2) it considers a given
number of possible changes to the string. Also, it differs from
differential privacy [41] which imposes a bound on how much
the probability of an algorithm’s output can change when
applied to any two datasets that differ by an element. Our work
is somewhat related to works for mining frequent approximate
sequential patterns [42]-[44] and fault-tolerant patterns [45].
The former works consider changes to the patterns while we
consider changes to the input string. The latter work mines
dense sets from set-valued data, while we mine substrings
using a different resilience notion.

VI. EXPERIMENTAL EVALUATION

Algorithms. As no existing algorithm can deal with RPM,
we compared the suffix tree and enhanced suffix array im-
plementations of the algorithm in Section IV, RPM-ST and
RPM-ESA, to RPM-DP an implementation of the algorithm
in Section III. Also, in our clustering case study, we compared
a clustering algorithm [25] using (7, k)-resilient substrings,
mined by any of our algorithms for RPM, as features to: (I)



TABLE I: Dataset characteristics and values of parameters
used. The default values are in bold within brackets.

‘ Dataset H Length n ‘ Alphabet Size [S] ‘ Frequency 7 ‘ Number of Substitutions & ‘
DNA 209,715,200 16 [10%,10°] (10%) [10%,10°7 (10%)
ENGLISH 209,671,447 225 [10',106] (10%) [101,10%] (102)
PROTEINS 209,715,200 25 [10',100] (10%) [101,10%] (102)
SOURCES 209,714,417 230 [101,10°] (10%) [101,108] (102)
XML 209,715,200 96 [101,10°] (10%) [101,100] (102)
BOOST 190, 898, 317 88 [4,50] (4) [4,50] (4)
WIKI 629, 145, 600 194 [20,70] (50) [20,70] (50)

the same clustering algorithm that uses 7-frequent substrings
as features instead; and (II) a widely-used frequency-based
clustering algorithm [24], which we will refer to as FC.

Datasets. We used 5 real-world, benchmark datasets from [46];
see Table I. DNA contains genomic data, ENGLISH con-
tains English text, PROTEINS protein data, SOURCES source
code, and XML bibliographic information on major computer
science venues. We also considered two popular versioned
datasets following [47], which were also used in [48]: BOOST,
which consists of 10,000 versions of the boost library in
GitHub; and WIKI which consists of 9,271 versions of
Wikipedia’s English Einstein page. Each version was treated as
a different string. As expected by its time complexity, RPM-
DP was not able to handle these datasets. Thus, we report
results on prefixes of DNA (the results on prefixes of the other
datasets were analogous). We also used two genomic datasets,
EBOL and COR, from [49] in our clustering experiments. Each
of these datasets is a collection of viral genomes with a ground
truth clustering.

Setup. We report running time and peak memory usage. We
also report two quality measures. The first is the ratio between
the size of the set of the (7, k)-resilient substrings and that
of the set of the 7-frequent substrings. We refer to this ratio
as RFR (for Resilient to Frequent Ratio). Since any (7,k)-
resilient substring is also 7-frequent for the same 7, RFR
measures the ratio of the 7-frequent substrings that are also
(7, k)-resilient. The second measure is used for versioned
datasets and is denoted by LR. For an arbitrary set Y of 7-
frequent substrings (note, (7, k)-resilient substrings are also
T-frequent) and a dataset version V, we define:

LR(Y,V):=|{F €Y : F is not T-frequent in V'}|/|Y].

All experiments run on an AMD EPYC 7282 CPU with 252
GB RAM. All methods were implemented in C++. Our code
is available at https://github.com/PXBian/robust_mining.
RFR. Fig. 3 shows that RFR is at most 0.08 for 7 = 10 and
k = 100; thus most 10-frequent substrings are not (10,100)-
resilient. RFR increases with 7 since, due to the relatively
small k£ value we used, more 7-frequent substrings remain 7-
frequent (and thus are (7,100)-resilient) when 7 increases.
Fig. 4 shows that RFR decreases (and approaches or becomes
0) as k increases. This is because, as 7 is fixed, a larger k
allows more letter substitutions and thus most or all substrings
that are (7, k)-resilient for one k are no longer resilient for a
larger one. Thus, the sets of (7, k)-resilient substrings and -
frequent substrings for the same 7 can be very different, which
motivates the notion of (7, k)-resilient substrings.

Resilience in Versioned Datasets. Fig. 5a (and 5b) shows that
the set of 7-frequent substrings in version 1 of the BOOST

(and WIKI dataset), denoted by FREQ, changes in the next
version of the dataset in most cases. For example, in BOOST,
the earliest version in which it changes is 2. On the other hand,
the set of (7, k)-resilient substrings for the same 7 and k as
FREQ, which is denoted by RESI, changes much later. For
example, the earliest version in which RESI changes is 2,412
in BOOST and 828 in WIKI.

Figs. 5¢ and 5d show that LR for the set of 7-frequent
substrings is much larger compared to the LR for the set of
(7, k)-resilient substrings, for any version V' (on average, by
more than 2 orders of magnitude in BOOST and by more
than 1 order of magnitude in WIKI). Thus, only a very small
number of (7, k)-resilient substrings stop being 7-frequent as
more versions of the dataset are considered, and this happens
after a very large number of versions (e.g., after version 2, 000
in BOOST). As expected, LR increases with V.

Thus, (7, k)-resilient substrings remain truthful for longer,
which is useful in applications, as mentioned in Introduction.
Running Time. Both RPM-ST and RPM-ESA have the same
time complexity. As expected, both 7 and %k play an insignif-
icant role in the running time of our algorithms; see Figs. 6
and 7. It is important to note that RPM-ESA is at least 9 and
up to 12 times faster than RPM-ST in the experiment of Fig. 6
and an order of magnitude faster in the experiment of Fig. 7.
This is because the enhanced suffix array takes less memory
and supports faster cache-friendly operations compared to the
suffix tree [23]. Fig. 8a shows that both algorithms scale close
to linearly in n, as expected by their time complexity. RPM-
ESA is faster (by 10.2 times on average) as expected.

Space. Fig. 8b shows that the space occupied by both RPM-
ST and RPM-ESA increases linearly with n, as expected by
their O(n) space complexity. The space is thus not affected
by 7 or k; see Figs. 9a and 9b for the XML dataset (the results
for the other datasets are analogous and omitted). RPM-ESA
occupies much less space than RPM-ST (e.g., 3.2 times less
on average in the experiments of Figs. 9a and 9b), due to the
use of the enhanced suffix array, which occupies less space
than the suffix tree in practice [23].

Comparison to RPM-DP. Figs. 10a and 10b show the
impact of 7 and k, respectively, for a prefix of DNA with
n = 10,000. The running time of RPM-DP increases with
both 7 and k. This is because a larger 7 requires more binary
search iterations to locate the resilient substrings, and also
slows down the DP checks due to the increased number of
substring occurrences. The increase due to k is expected by the
O(kn?logn) time complexity. However, the running time of
RPM-ST and RPM-ESA does not increase, similarly to Figs. 6
and 7. As expected by their time complexity, both RPM-ST
and RPM-ESA substantially outperform RPM-DP (RPM-ST
is more than 2 orders of magnitude faster and RPM-ESA is
around 4 orders of magnitude faster). Figs. 11a and 11b show
that both the running time and the memory usage for RPM-
DP increase quadratically with n, while those for RPM-ST
and RPM-ESA increase linearly with n; in this experiment,
we have set 7 = 50 and k = 10.

Clustering Case Study. We show the benefit of clustering
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based on (7, k)-resilient substrings following the methodol-
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Fig. 11: (a) Running time and (b) space of RPM-DP, RPM-ST
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ogy of [24], [25]. We perform pattern-based clustering of a
dataset comprised of multiple strings: the top-K most frequent
(7, k)-resilient substrings are the features, the frequency of a
substring in a string is the feature value, and the k-means
algorithm is used to cluster the feature matrix. We set k = 5
in k-means, as the ground truth clustering has 5 clusters.

We evaluated how similar is the clustering obtained from
the clustering algorithm based on (7, k)-resilient substrings
to the ground truth; see Table Ila. We used two well-known
measures: Normalized Mutual Information (NMI) and Rand
Index (RI) (see §VI in [29] for details), which take values in
[0, 1] (higher values are preferred and 1 means same clustering
as the ground truth clustering). The results are the maximum
and average value of these measures over all combinations of
7, k, and K such that 7 = k € {60, 70, 80,90, 100} and K €



TABLE II: (a) Clustering with (7, k)-resilient substrings vs ground truth clustering. (b, c) Percentage increase % -100%,
where, for a clustering quality measure (max/avg NMI and max/avg ARI), My is the measure for our approach and M¢ is
the same measure for (b) the clustering algorithm using 7-frequent substrings and (c) the FC clustering algorithm in [24].
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