FINAL

Reputation-Aware Distributed Filtering for
Nonlinear Bias-Corrupted Systems Over Sensor
Networks Under Event-Triggered Mechanism

Chaoqing Jia, Zidong Wang, Jun Hu, and Hongli Dong

Abstract—This paper is concerned with the reputation-aware
Kalman-type distributed filtering (RAKTDF) problem for a class
of nonlinear bias-corrupted systems (NBCSs) with a dynamical
event-triggered mechanism (DETM). First, a representative un-
known input, namely the dynamical bias, is introduced, which is
evolved by a dynamical equation with Gaussian white noise. A
DETM is employed to regulate the frequency of data transmission
so that data conflict and network congestion are avoided. In
order to identify and eliminate abnormal data from neighbors, a
trust-based scoring strategy, referred to as the reputation-aware
mechanism, is modeled and utilized to improve the accuracy of
the filtering algorithm. The RAKTDF algorithm is recursively
developed such that the covariance upper bound of the filtering
error dynamic (CUBFED) is derived, after which the filter
gain is determined by minimizing the trace of the CUBFED.
Furthermore, a sufficient condition is established to guarantee the
boundedness of the filtering error dynamic. Finally, an illustrative
example is provided to verify the effectiveness of the proposed
RAKTDF algorithm.

Index Terms—Distributed filtering, wireless sensor networks,
dynamical bias, reputation-aware scheme, event-triggered mech-
anism.

I. INTRODUCTION

The past few decades have been marked by tremendous
progress in wireless sensor networks (WSNs), which has
primarily been attributed to their extensive applications in
target surveillance, smart homes, hazardous/fault detection,
weather forecasting, underwater vehicles, micro-environmental
monitoring, and numerous other domains [1], [4], [16]. As
is commonly acknowledged, WSNs are generally composed
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of many spatially distributed micro-sensors that are equipped
with sensing, computing, and wireless communication capabil-
ities, where each sensor is typically connected to other sensors
under a predefined network topology. It has been particularly
noted that the design of distributed filtering algorithms has
been regarded as a fundamental and pivotal task in WSNs,
and considerable attention has been devoted to this topic in
recent years; see [22], [25], [26], [43], [51], [53] for further
details.

It should be pointed out that no data processing center
is included within the framework of distributed filtering al-
gorithms. Instead, each sensor node is regarded as a fusion
center, being responsible for measuring the system states,
collecting local information, and facilitating communication
with neighbors; see [14], [36], [37], [52], [54]. Recently,
the commonly adopted distributed filtering approaches have
encompassed, but are not restricted to, H, distributed filtering
[6], [24], [38], [45], set-membership distributed filtering [21],
[28], [46], and Kalman-type distributed filtering [2], [18], [32],
[41], [55]. Among these, Kalman-type distributed filtering has
frequently been employed to address the filtering problem
subject to Gaussian noises with known statistical character-
istics. For instance, event-triggered distributed Kalman-type
filtering problems have been investigated in [8] and [17],
where boundedness analyses have specifically been provided.

The inherent distributed nature of WSNs has posed sig-
nificant challenges in identifying and removing abnormal
neighboring information caused by hardware malfunctions,
sudden environmental changes, or malicious attacks. To ensure
desirable filtering accuracy, extensive efforts have been de-
voted to the development of filtering algorithms under various
malicious attacks [11], including denial-of-service attacks,
deception attacks, replay attacks, and others. For instance, a
consensus filtering algorithm has been proposed in [15] for a
class of linear time-invariant systems subject to replay attacks,
where a sufficient condition has been established to guarantee
the detectability of such attacks. In addition, the trust-based
scoring mechanism has been regarded as an effective strategy
for identifying and mitigating untrustworthy data, in which
a predefined scoring principle is provided to assign different
reputation scores, reflecting both data credibility and historical
performance [33], [34]. Despite the remarkable potential of
the aforementioned trust-based scoring mechanism, only a
limited number of results have been reported on reputation-
aware distributed filtering problems. In this context, an initial
attempt has been made in this work to address such research,
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thereby narrowing the noticeable gap.

In engineering practice, dynamical systems may be sub-
jected to various disruptive inputs, including electromagnetic
perturbations, cyber attacks, air resistance, component faults,
and imperfect calibrations. Dynamical bias, a distinctive type
of disturbance caused by unknown inputs, is characterized by
a dynamical equation driven by Gaussian white noise. The
presence of dynamical bias has considerably increased the
difficulty and complexity of designing distributed filtering al-
gorithms. As a result, extensive research related to the filtering
problem with dynamical bias has been conducted and reported;
see [12], [20], [29], [39] for more details and the references
therein. At present, state-bias augmentation has been regarded
as a typical technique for properly handling stochastic bias.
For instance, the delay-compensation filtering problem for a
class of coupled complex networks with dynamical bias has
been addressed in [13], where an augmented model involving
both system state and stochastic bias has been constructed.
Moreover, the filter gain has been parameterized to ensure the
optimality of the developed filtering algorithm.

For the purpose of improving transmission efficiency and
avoiding resource occupation, the so-called event-triggered
scheduler has frequently been utilized to govern data trans-
mission through a pre-designed scheduling principle [3], [5],
[9], [10], [27], [30], [40], [47], [48]. The prevalent event-
triggered strategies have primarily been categorized into static
and dynamical types, which provide a suitable compromise
between shared resource utilization and filtering performance.
To date, extensive studies have been conducted on the design
of filtering algorithms subject to event-triggered mechanisms
[31], [35], [44], [49]. For instance, the remote state estimation
problem has been investigated in [7] for a class of time-
varying systems with packet loss, where a static-type event-
triggered strategy has been employed to reduce communication
frequency and guarantee estimation accuracy. Furthermore,
a stochastic event-triggered parameter has been constructed
in [23], on the basis of which the event-triggered function
has been designed and an attack-resistant remote filtering
algorithm has been developed.

Motivated by the aforementioned discussions, a reputation-
aware Kalman-type distributed filtering (RAKTDF) algo-
rithm suitable for a kind of nonlinear bias-corrupted systems
(NBCSs) with dynamical event-triggered mechanism (DETM)
is recursively designed. The key difficulties and challenges
encountered can be summarized as follows:

1) a reputation-aware-based evaluation mechanism is given
to distinguish and eliminate untrusted data affected by
sudden environmental changes or equipment malfunc-
tions;

2) the covariance upper bound of the filtering error dy-
namic (CUBFED) is recursively obtained, whose trace
is minimized by selecting the filter gain in the sense of
minimum mean-square error;

3) a performance analysis is elaborated to keep the filtering
error uniformly bounded.

In address of the difficulties and challenges outlined above,
the main motivations and contributions of this paper are
accordingly summarized as follows.

1) An intuitive reputation-aware model is constructed to
suppress and get rid of the untrustworthy information
that typically stems from hardware failures or environ-
mental changes, where a mean-based credibility calcula-
tion principle is determined to assign the corresponding
reputation scores to the neighbors.

2) By dealing with the reputation mechanism, dynamical
bias, DETM, and noise interference, the recursion with
respect to the CUBFED is obtained. In addition, the trace
of CUBFED as an optimization index is minimized at
each step via parameterizing the filter gain.

3) In terms of mild assumptions, a sufficient criterion is
provided to ensure that the filtering error dynamic is
uniformly bounded.

The organization of this paper is arranged as follows.
Section II provides the problem formulation, concentrating on
the RAKTDF problem for NBCSs subject to the reputation
mechanism, dynamical bias, and DETM. The RAKTDF al-
gorithm is presented in Section III, where the CUBFED is
derived recursively and the filter gain is parameterized by
optimizing the algorithm performance. Section IV contains
the performance evaluation, in which the uniformly bounded
property of the CUBFED is ensured. Section V presents a
simulation example to verify the effectiveness of the proposed
RAKTDEF algorithm. Finally, the conclusion is given in Section
VI

Notations. The symbols in this paper are quite standard.
E{x} denotes the mathematical expectation. The superscripts
(¥)~% and (x)T denote the inverse and transpose operations,
respectively. The notation tr(x) represents the sum of the
diagonal elements of a square matrix. 0 and I with appro-
priate dimensions denote the zero matrix and identity matrix,
respectively.

II. PROBLEM FORMULATION

In this paper, WSNs consisting of N sensor nodes are
utilized to collect and process the target data, where the
topology is denoted by a directed graph G = (¥, &, <7) with

= {1,2,...,N} being the set of nodes, & C ¥ x ¥
representing the set of edges, and & = [a;.]nxN (aiz > 0)
denoting the adjacency matrix. The condition a;,, > 0 &
(i,z) € & indicates that the i-th node is able to receive data
from its neighbor z. Furthermore, .4; = {z € ¥|(i,%) € &}
denotes the neighbor set of the i-th node, and |.#;| represents
the number of neighbors.

Consider the following NBCSs:

Top1 = AgZe + f(Z¢) + Febe + Bedy, (1)

Yie = Ci 0T + i 0, (2

where ¥y, € R™= is the system state and Yie € R"™ denotes

the measurement output. A[, Bg F[ and Cl ¢ are the system

matrices with suitable dimensions. &y € R™~ is a sequence

of zero-mean Gaussian white noise with covariance )y, > 0,

and v; ¢ is a sequence of zero-mean Gaussian white noise with
covariance R; ¢ > 0.

For each uy € R™ and d; € R™=, the nonlinearity f(Z,)
satisfies f(0) =0 and

|.f(ue) — f(de) — He(ue — do)|| < apllue —del|,  (3)
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where H; and «y are known parameters with proper dimen-
sions. by € R™ describes the dynamical bias satisfying

ber1 = Gy + &4, €]

where Gy is the known bias transition matrix and & is a zero-
mean noise sequence with covariance Oy. In this paper, assume
that &Jy, v; ¢ and &, are mutually independent.

The following notations are defined:

K7 _ | f(@) _ | e
xé_-be:|af('rf)_|: 0 :|7w€_|:€é:|a
A A ;
Ae=_ 0 GJ, Co=1[Ciy 0],
[ B, 0 Qe 0
By = = .
=0 e % g
By letting z; = [#] bl]7, the following system can be
obtained:
Top1 = Agwe + f(xr) + Bowe, &)
Yie = Ci 20 + vj 0. (6)

To alleviate the communication burden, the DETM is
adopted to adjust the communication frequency, where a time-
varying triggering threshold is constructed. The triggering
function is defined as

PNt Vit Yine) = M3 eise — Yit¥s o DNie¥ies (7

where 7; ¢ = Y0, — Yi,¢e With y; ¢, being the latest released
measurement and ¢, being the latest released instant. A; ; > 0
is a known weighted matrix. ; ¢ is the time-varying parameter
designed as

mT,Mi,é
Y+ 0l mie

where 4 € [0,1] with 0 < ;o < 4 and ¢ > 0 are known
constants. The current measurement y; , is released only when
R(nie,7Vie, yie) > 0, and the triggered instant is then updated
as

Yier1 =7+ (Yie = 7)s ®)

Opy1 = inf{l € N|€ > 0p, h(1s.0, Vi e, yi,e) > 0}

Remark 1: On one hand, due to the characteristic drift of
physical components or the uncertainty inputs (including elec-
tromagnetic perturbations, malicious attacks, air resistance,
vibration response deviation and imperfect calibrations), the
dynamical bias occurs frequently. If dynamical bias is not
appropriately handled, it will seriously result in the filtering
performance degeneration. In this paper, the dynamical bias
is typically described in (4) by a dynamical equation driven
by Gaussian white noise and is handled by joint state-bias
augmentation technique in (5). On the other hand, a DETM is
employed to govern data communication right for the purpose
of reducing access frequency and relieving channel burden,
where a time-varying triggered threshold is considered. Actu-
ally, the dynamical evolution of triggered threshold introduced
in (8) is an extended version of the static situation. Obviously,
the DETM will degenerate into a static-triggered mechanism
when ;0 = 7. Compared with the time-triggered situation,
the DETM depends on the historical triggered information

so as to avoid unnecessary occupation and waste of channel
resources.

The following reputation-aware distributed filter is con-
structed:

Ty g1 =AeZi g0 + f(Zige), )

T pr1je41 =Zie11e + Zierr W00, — Cier1Zi04110)

+ ) i1 (B opre — Biorae), (10)
zEN;

where Z; ¢, and ; 41|, denote the estimation and prediction
of x, at the i-th sensor, respectively. Z; ¢4 is the filter gain to
be determined, and ;. ¢4 represents the reputation parameter
designed later.

A reputation scoring mechanism is proposed and modeled
to enhance filtering accuracy by removing unreasonable data
from neighbors. The scoring rule is defined as

D

JeANULi}

2204110 — 25,0410l

Al

(1)

wiz,f—i-l =1-

and otherwise 'l/_)'iz7[+1 = 0, with ’L/_);'Zym,l denoting the score
assigned by node ¢ to node z. Z ¢y 1)¢ and I g1 1) represent
the local predictions at the z-th and j-th sensors, respectively.
The value in (11) is subsequently normalized as

; — miny;
7/’1,2,[-&-1 jem"/)m,é—i-l

Wiz 041 = ; (12)

Cio+1
where
Gio+1 = MaXWgj 041 — MiNY;j 41,
F AR jetr

Finally, the reputation value from node ¢ to node z is
determined as

Wiz 041, it Giovr1 > it
Diz o1 = 1 . (13)
’ —, otherwise
| Al

where ; 41 is a positive scalar.

Remark 2: Within the framework of distributed filtering, the
current filter is allowed to receive local information from its
neighbors through a given communication topology. However,
when hardware failures and cyber attacks are considered, the
actual data received by the current filter are often untrust-
worthy, thereby leading to the deterioration of the filtering
algorithm performance. Therefore, the real-time trust-based
scoring strategy, namely the reputation-aware scheme, is typ-
ically employed in (11)—(13) to identify and discard the un-
trustworthy information through the shared and open wireless
networks. Specifically, a mean-based reputation calculation
principle is firstly presented in (11), where a node with a larger
average deviation is regarded as an untrustworthy unit and is
assigned a low reputation value. Then, a min-max normal-
ization is adopted in (12) to map reputation score given in
(11) to the range of 0 and 1. The parameter v;, (41 gradually
increases as the credibility increases, signifying that the current
information is completely trustworthy when ;. oy1 = 1.
If ;2041 = 0, the current information from neighbors is
regarded as the unreliable data contaminated by equipment
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failure or malicious attacks and is discarded in the distributed
filter. Finally, an adjustable parameter m; 41 is introduced in
(13) to characterize the uncertainty and robustness in many
practical problems. In scenario (; 41 < 41, the real-
time reputation score will degrade to a fixed weight in the
traditional distributed filtering problems.

III. MAIN RESULTS

This section is devoted to presenting the CUBFED and
to designing the filter gain through the minimization of the
trace of the CUBFED. To proceed, the following lemma is
introduced.

Lemma 1: [36] There exist h, g € R™ and real number o > 0
such that

hg™ + ghT < ohh™ 4+ 07 1gg". (14)

First, the prediction and filtering errors are respectively
expressed as

€i 04116 =Tp+1 — Tip1)e

=(A¢ + Hy)ei g0 + Tie + Bowy (15)

and

i 041e+1 =To+1 — Ty p41)6+41
= = Zi011C011)€i 04110 — Zier1Mi041
— B 0+1Vi 041 — E izl oy 1iz 041
zEN;

X (Ea041)e — Brorrie) — ) @i
ZEN;

1 .
x (1 - hi,£+1)m($z,e+1|e — T 041)0), (16)

where Y, = f(x¢) — f(2i0¢) — Hee; o0 and h; o1y satisfies

1, if Cijop1 > Tij o1

Rijpy1 = .
s 0. otherwise

Next, the covariance matrices of the prediction and filtering
errors are recursively derived as follows.
Lemma 2: The prediction error covariance and the filtering
error covariance satisfy, respectively,
P pirje =(Ae + Ho) Py oo (A + Ho)" + ByQoBf

+E{T1/TZ€} +H1,/+H17jﬂa (17)

and
- = T
Pipsrje+1 = = Zi041Ci041) P10 — Zi041C5041)
= T =T 2
+ Ei e B er1m5 041} Ei 041 T P

X E{ { > itz e (Eaer10 — jji,l+1£>:|

zEN;

T
X { Z iz Vizer1 (T2 04100 — 501‘,@+1|z)]

ZEN;

+(1— hi,e+1)2|«/ﬂ_2E{ [ Z @iz (22 04110

zEN;

T
- i‘i,é+1£):| { Z iz (22 pp1)0 — i‘i,£+1l):| }

zEN;

+ Ei,€+1Ri,£+1Eg:g+1 —J141 — JlT,Hl
— o1 — Jg o1 — Ja0e1 — I3 401

+ Jae+1 + JZE-H + J5041 + Jg:“_l

+ Joer1 + Jo o115 (18)
where

Hy o =E{(A¢+ Ho)e; 00 Y10},
Jier =E{(I - Ei,z+1Cz‘,e+1)ei,z+1\e77¢T,z+1Eg:£+1} ;

Jo 41 =E< (I — Ei,£+lci,é+1)€i,€+1|£|: Z aizNi o1
ZEN;

T
X Wiz 41 (220411 — ji,[+1l):| },

— 1
J3.041 :]E{(I - :i,€+lci72+1)ei,f+1|e|: > W
zEN; v

T
X (1= hi 1)@z 04100 — ii,é—&-llé)} ;

Ja 41 =E Ei,£+177i,2+1{ E @izl oy 1iz 041
zZEN;

T
X (%2 0110 — i‘i,é+1|£)] }7

_ 1
J5,041 :]E{:i,é-i-lni,f-i-l { E aiz(1— hi,l+1)7|</1/|
zEN; g

T
X (Z204110 — f?i,e+1|e)] ,

Je,011 =K {Ei,€+1ni,é+1UZé+1EZZ+l} .
Proof: According to the definitions of the covariance
matrices, it follows that
Py oraje =E{eio11e6] py110}
=(A¢ + Hy) P, oo(A¢ + Ho)" + BiQBf
+ E{Ti,zTZg} +Hi o+ Hfg + Hyy
+ Hi,+ Hs o+ Hy,
and
P o101 ZE{ei,uquef@H\eH}
=(I = Ei,041Ci 1) Pigy1je(I — i1 Cior)”
+ B B{mi, e 1 Y2 1 + B

X E{ { > iz (Eaer1e — i’i,unz)]

zEN;

T
X { Z iz Vizer1 (T2 04100 — 5%,@+1|é)]

ZEN;

+(1— ﬁi,é+1)2=/1/i|_2E{ { Z @iz (22 04110

zEN
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T
- ji,£+1l):| { Z iz (2204110 — i‘i,@+12):| }

zEN;
+ Ei,é+1Ri,€+IEz:é+1 —Jie41 — JlT,€+1
—Jo 1 — J2T,e+1 —J3041 — J:zfﬂ + Jae41
+ J4T7g+1 + Js041 + J5>T,e+1 + Jo,041 + JGT.,ZH
+ Jr o1 + J7T7@+1 — Jse+1 — JsT,e+1
+ Joe+1 + J&M + Jio,e41 + Jljz),£+1v

where

Hay =E{(A¢+ H@)ei,ﬂZW{BZ}v H3 = E{Ti,ewng},
J7e41 :]E{

E @izhi oy 10iz 001 (2 04110 — Tijeg1pe)
ZEN;

1
X { Z a;,(1— hi,€+1)m(xz,€+1|f
zEN; ¢

T
- ‘%i,€+1é):| ,

= T = T
Jser1 =E {:i,z+1vi,z+1€¢,z+1|e(f —Eier1Ciet1) },

Jo o1 ]E{Ei,z+1vi,f+1|: E @izl pp1iz 041
zZEN;

T
X (L5041)0 — @i,e+1|£)] },

1
J10,041 =EQ Zi 04105041 [ E iz
9 ) ) |</1/,L‘

zEN;
T
X (1= hie41)(Z2 04100 — ii,é—&-llé)} }

It should be noted that Hgyg, ng, J7$z+1, J8,2+1, J9’5+1,
and Jyg,¢41 are all zero matrices. The proof is thus complete.
|

Remark 3: Note that the dynamical bias, DETM, and
reputation-aware strategy are comprehensively considered and
analyzed in the design of RAKTDF algorithm for NBCSs,
which makes the covariance of filtering error dynamic inac-
curate. Accordingly, a CUBFED will be derived by dealing
with the cross-terms regarding DETM condition, reputation
parameter and noise perturbation. Furthermore, the trace of the
obtained CUBFED will be chosen as an optimization index to
parameterize the filter gain in the sense of minimum mean-
square error.

The following theorem gives the recursion of CUBFED and
designs the filter gain.

Theorem 1: Consider the NBCSs in (5)-(6) and the con-
structed reputation-aware filter in (9)—(10). For scaling param-
eters o, > 0 (t = 1,2,...,8) and oy > 0, assume that the
following two matrix equations

Pier1je =1+ 01)(Ae + Ho) P g0(Ae + Ho) " + (1407 )
x agtr(Ps o) ] + BeQeBY (19)

and

Piot1je+1

=(1+o02+o03+04)(I —Ei011Cie41)Piet1e
x (I = Zi041C5041)" + (1 + 03" + 05 + 06 + 07)
X Ei,é+1®i,£+1EZ@+1 + (140 H)Zi 01 Rivn

=T 1, -1
X B+ (14057 +05 )hien [ § iz
ZEN;

X iz o1 (B2 04100 — f%i,e+1|e)] [ D itz

ZEN;

T
X (L5410 — fi‘i,é+1£):| + (1 +o0." +o5h)

x (1— hi,€+1)'/1/i|_2|: > iz gy
zZEN;

T
- fz‘,e+1|z)] [ Z iz (%2 04100 — ii,@+1|@)] ; (20)
zEN;
admit solutions P; o41;¢ > 0 and P; g4 1¢41 > 0 under initial

constraint P; gjg0 > P; 0j0 > 0, where

Giri1 ='y¢,e+1tr((Ci,e+1‘5¢,z+1\e+103;e+1
+ Ripp1)Nioi1) 1,
5¢,z+1\e =(1+ 08)Pios1je + (1405 i os)e
S 1)
Then, P; o4 1)¢41 serves as an upper bound of P; g 1jp41-
Furthermore, if the selected filter gain satisfies
Bl
=(1402+4 03+ 04)7)i,€+1|£CZ£+1 [(1 + 02+ 03+ 04)
% C; 041 Pie410Ciopr + (14 03" + 05 4 06 + 07)

. -1
X 041+ (14 0;1)Ri,£+1} , (22)

then the minimization of the trace of (20) is guaranteed,
yielding

Piet1)e4+1

=(14 024 03 + 04)Pis+1je — (1 + 02 + 03 + 04)°
x Pier11eCio [(1 + 02+ 03 +04)Ci 041
X Pi7é+1|ecgg+1 + (]. + 02_1 + 05 + 0g + 07)

X ;011 + (14 O;I)Ri,é+1} Cior1Pios1e

+ (1 + 03_1 =+ 05_1)713,54-1 |: Z aiquiz,e-&-l
ZEN;

X (Zz,0411 — Ziyeg1pe) [ E @i Piz 041
ZEN;
1T

+ (140" +o05")

§ (79 (i'z,é—i-lw

-z2EN;

T
- ji,é+1|£):| { Z @iz (2204110 — i‘i,£+1|£):| .23

zZEN;

X (T2 04116 — Ziyoqa)e)

X (1= hypp1)*| A2
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Proof: Taking (14) into account, it follows that
Hyo+ H{y <o1(A¢+ Hy) Py go(Ae + Hp)"
+or 'E{Ti T, )

where 0; > 0 is a known scalar. By substituting (24) into (17),
one obtains

(24)

Pyorje <1+ 01)(Ae + Ho)Prge(Ae + H)" + (14 071)
x E{Y: Y], } + BQ¢By . (25)
It follows from (3) that
E{Y5c Y0} <E{|Ticl*}H < afte(Pgol,  (26)
where oy > 0 is a known scalar. Hence, we can derive
Pigpaje <(L+01)(A¢ + Ho)Pigie(Ae + Ho)" + (1 +07)
X aftr(Py o0)] + BiQ¢By . (27)
On the other hand, recalling the Lemma 1 results in
—Jie — S
<09(I — Zi041Ci041) Piorje( — Zi 011 Ciorn) "
+ 03 "E{Es ey1mi 0010 01 Bl b (28)
— Jaup1— 3o
<03(I — Zi041Ci041) Piorje( — S 011Ciorn) "
+o3! Z @iz P o1 1Viz 0+1( 22 04 1) — Zier1)e)
2EN;
T
X { Z @izl o 10iz 001(T2 0410 — ji,£+1l):| , (29)
zEN;
— J3041 — JgT,eH

<o4(I — i 0110, Z+1)Pi 1o — Zie+1Ci1)"

1
+ o4 Z aw|€/1/|2

zEN;

— Do 1) (22 pq1)0 — Tiot1le)

T
X { Z @iz (1 = hior1) (%2 04100 — ji,£+12):| , (30
zEN;

T
Jaer1+ Ji o4

= T =T —1
§05]E{:i,€+17]i,€+177i,€+1:‘i,é-i-l} + o5 Z izl e 41

zZEN;
X iz o1 (220411 — iz‘,uuz)[ Z @izl o1
zEN;
T
X Yize41(Tz 04110 — f%i,e+1|e)] ; (3D
Js,041 + Jg:2+1
<06E{Zi 04170417 04150041} + 05 Z @iz
ZEN;
1 .
x(1- hi,z+1)m(fﬂz,e+1\e — Zierne)| Y i
v ZEN;
1 T
X (1= hiep1) 0= A (T2,04100 — T4 e+1|e)] ) (32)
T

T
Jo,041 + Jg 041

= T =T 1=
<o7E {Hi,f-‘rl77i,€+177i,z+1'—‘1',£+1} + 07 Ziet1

=T
X Ri041Z; o415 (33)

where o, > 0 (u=1,2,...,7) are known scalars. Substitut-
ing (28)—(33) into (18) leads to
Piov1je+1
<1402+ 03+ 04)(I — Zi041Ci041) Pigi11e
x (I — Ei7g+1ci7g+1)T + (14 02_1 + 05+ 06 + 07)
X Ei,l+1E{77i,€+1773:£+1}EZZ-H + (1407
X Bie1Ri11Z 1 + (L + o3t +05)

2 A~ N
S [ E iz Viz0+1(T 204100 — $i,e+1|z)}
zZEN;

T
X [ Z @iz Viz o1 (T2 04100 — i’i,é—&-llé)}

zEN;

+ (1405t + 05 M)A = hipsr)?| M|~ {Zau

zZEN;

X (Tz041)0 — fii,é-ﬁ-l@)} { Z iz (T2 0110

zEN;

T
- fﬁi,z+1|e)] : (34)

For a known scaling scalar og > 0, it holds that
T -1
B@i,op17i o1} =(1 +08) Pigsrjer + (1 +057)
. AT
X T 041164125 g41[6+1
A
=i 1041 (35)

From the triggering condition, we have
E {ni,ex1Mi 041}
<E {tr (0] p41i,041) I}
<E {tr (i,e+1%7 o31 M 0+1¥i,041) T}
<Y o1t ((Cie 195 0411041 C o1 + Risn)
X Ajoy1)]
£0;041. (36)
Hence, we obtain
P gy1)041
<1402+ 03+ 04)(I —Z; 0410, z+1) i 4110
x (I — Hi7¢+1Ci7g+1) + (1+o05 L4 05 + 06 + 07)
X Ei0410i,0415 111 + (1 + 07 )Ei 1 Rie

=T —1 —1 2
X Ej g1 T (1403 +o5 )hi,€+1[ E @iz
ZEN;

X iz o1 (22 04100 — ii,e+1|4)] [ Z @iz Wiz 041

zZEN;

T
X (2204110 — 33"1‘,6+1e)} + (140" 05"

x (1— hi,£+1)2|</%|2|: > iz gy

ZEN;

T
- -i'i,f+1|€):| [ Z iz (204100 — i‘i,uuz)] : (37)

zEN;
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By combining (19), (20), (27), and (37), together with math-
ematical induction, it is concluded that (20) is a CUBFED,
re., Piogr1je41 = P eq1)e41. Furthermore, the filter gain is
designed by calculating the following partial derivative:

ot (P e11)e41)
0= 041

0 -
= = , tr{(l —+ 09 + 03 + 04)(.[ - \:i,Z+1Ci,E+1)
—i,0+1

X Pi,[+1|€(-[ — Ei’e+1cz"g+1)T + (1 + 051 + 05

+ 06 + 07)Ei,£+1éi,z+133:g+1 +(1+071h)

= =T
X :i,e+1Ri,e+1:¢,g+1}- (38)

Otr(P; oq1)e41)

P = 0, it is obtained that
=i e+1

By setting
Ei et
=14 02403+ 04)Pi,e+1|£CiT,e+1 [(1 + 02 + 03+ 04)

X Ci 041 Pies11eClopq + (L4 03" + 05 + 06 + 07)
X éi,é+1 +(1+ O;I)Ri,@rl} 71- (39)
Substituting (39) into (20) gives
Piet1je41
=(1+o02+03+04)Piys110 — (1 +02+03+ 04)?
X Piyg+1|gC’iTyé+1 [(1 + 02 4+ 03+ 04)C 041
X Pi,e+1|zcgg+1 + (1 +o0y" + 05+ 06 + 07)
X éi,£+1 +(1+ 07_1)Ri,£+1} _1C¢,z+177i,e+1\z

+ (L4 03! + 05 )hE g4 [ > Gistizen
zEN;

X (Z2041) — Tioq11e) [ E iz Wiz 041
- FzeN
NT

+(L+o;" 05"

E Ajz (i‘z,erlW

X (Z204110 — Tiyet1)e)

x (1= hipg1)?| M| 2

- zEN;
T
- i’i,é—&-llé)} { > iz (ds a0 — i’i,@+1|e)] . (40
zZEN;
Thus, the proof is complete. ]

Remark 4: So far, a novel RAKTDF algorithm has been
proposed for NBCSs subject to DETM, in which a mathe-
matical model with respect to anti-interference reputation has
been established to eliminate the deviated data caused by
sensor failures or malicious attacks. A CUBFED involving
the reputation parameter, the event-triggered threshold, and the
noise information has been recursively derived by solving ma-
trix equations. Moreover, the filter gain has been determined
through minimization of the trace of the CUBFED, thereby
ensuring the optimality of the developed RAKTDF algorithm.
The execution steps of the RAKTDF algorithm are shown as
follows.

TABLE I
THE RAKTDF ALGORITHM FOR NBCSs.

Algorithm : RAKTDF algorithm for NBCSs.

Step 1 : Let £ = 0 and initialize parameters.

Step 2 : Calculate £; o1, based on (9).

Step 3 : Obtain P; ¢y 1), in terms of (19).

Step 4 : Parameterize filter gain via (22).

Step 5 : Derive reputation values by (11)—(13) and
compute £; ¢4 1]041 by means of (10).

Step 6 : Determine P; g1 1)¢41 by (20).

Step 7: Let £ = ¢ + 1 and return to Step 2.

IV. BOUNDEDNESS ANALYSIS

In this section, a sufficient criterion is established to guar-
antee that the filtering error remains uniformly bounded.

Assumption 1: The matrix C_:i7g+1 is of full row rank.

Assumption 2: For each i and ¢, there exist positive constants

a, b, b, h, q, 4,7, A ¢, ¢ r and 7 such that
AAT <al, bI < BB} <bI, HH} <hlI,
gl <Qe<ql, vig>r, Niyg>A,
of < CiyCT, < eI, vI < Rig <.
Theorem 2: For the augmented NBCSs (5)—(6) together

with the designed reputation-aware distributed filter (9)—(10),
if there exists a scalar p > 0 such that

G1+2(14 03 + 03+ 04)72 + 73 < P, 41)
then P; sy1j¢04+1 is guaranteed to remain uniformly bounded
under the initial condition P; g9 < pI, where
G1 =2(1+ 09+ 03 +04)p1 +4(1 + 03" + 05 1)| A2
x p1 +4(1 405" + o5V )p1,
72 =(1+ 02 + 03 + 04)’cpic 'p; ", p, = qb,
pr=2(1+ 01)p(a + h) + (1 + 0y ")af (na +my)p + ba,
s = (14 09 + 03 + 04)2cp? .
(1+ 05" + 05 + 06 + 07)[(1 + og)ep, +rlyA

Proof: By means of mathematical induction, starting from
Piojo < pl, it is assumed that P; 4o < pl holds. It remains to
be shown that P; ¢, 1041 < pI. To begin with, by Assumption
2, it follows that

Picrije <2(1 4 01)p(a+ h)I + (1 + oy ") (ng + )

x pl + bql
Epi 1 (42)
and
Pivp1ye > BeQeB{ > gbl £ p, I. (43)

The following notations are introduced:
Qit,e41 =Cio41P;0+110C g4
Qin,ep1 =(1+ 05" + 05 + 06 + 07)O; 141
+ (1 + O;I)Ri,“_l,
Q; g1 =1+ 02 + 03 + 04) Q1,041 + Qi p41.

From Lemma 1, it can be obtained that

(I = Zi041Ci041)Pi oo — Zier1Cier1)T
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<2P; o110 + 2Ei,e+1Ci,e+1pi,z+1\zcgz+1525+1~ (44)
Substituting (44) into (20) gives
Piotiies1
<[2(1+ 024 03+ 04)p1 + 4(1 + 05" + 05" )7 44
X AP+ 41+ oyt + o5 (1= Riea)*pr | T
+ 2(1 + 09 + 03 + 04)Ei,é+1Qi1,£+1EZe+1

+ B Q204157 41 (45)
Notice that
Eier11,e4150 o4
<(14 03+ 03+ 04)27)i,£+1|£cgz+19;1?e+1
X Cio41Pi o410
< (1+o02+4+ 03+ 04)2515%1
Py
25,1 (46)
and
Ei, 12,0415 041
<(14 09 403+ 04)°Pi r1110CL o1k
X Cie+1Pie41)e
- (1 + 03 + 03 + 04)%cp? I
T (L+0;" + 05 + 05 + 07)3Al(1 + 05)cp, +7]
25,1 47)

From (46), (47), and Assumption 2, it follows that

Piosijer1 <[2(1+ 02 + 03+ 04)p1 +4(1 + 03!
+ o5 )| AiPp1 +4(1+ 0y + 05 D

+2(1+ 02+ 03 +O4)52+53]I. (48)

According to (41), it is obtained that
Pier1)641 <pl. (49)
Thus, the proof of this theorem is complete. [ ]

Remark 5: In the framework of distributed filtering over
WSNss, the unit-to-unit communication under given topologies
is one of the typical features. In other words, the current
filter can receive the data from neighbouring units by means
of shared wireless channel, as mentioned in [15], [18], [32],
[42]. Note that most results focus on the distributed filtering
problems with certain connection coefficients, i.e., each data
packet from neighbors is assigned with same weight. Dis-
tinctly, this paper is dedicated to developing the reputation
evaluation strategy to identify and eliminate the untrustworthy
data potentially caused by hardware abnormality or security
vulnerability. Comparing with the existing literature, this paper
has presented several distinctive novelties and advantages,
extending the current research frontier.

1) A novel real-time reputation-aware scheme has been es-
tablished to counter uncertainty and unreliability, where
the individual reputation scores are dynamically allo-
cated to the neighbors. It should be highlighted that
the reputation scoring principle is capable of discrim-
inating and discarding untrustworthy data corrupted by

external disturbance or component malfunctions, thereby
improving the precision and the robustness of filtering
algorithm.

2) In the simultaneous presence of reputation evaluation
mechanism, DETM, dynamical bias, and noise interfer-
ence, the recursion of CUBFED has been determined by
solving matrix equations.

3) The filter gain has been parameterized at each sampling
instant by minimizing the filtering performance index,
ensuring the stability and suboptimality of the proposed
RAKTDF algorithm.

4) A sufficient criterion has been elaborated rigorously to
guarantee that the filtering error dynamic is uniformly
bounded, demonstrating the validity and adaptability
of the introduced RAKTDF algorithm in the event of
uncertainty and unreliability.

Remark 6: The complexity analysis of distributed filtering
algorithms is of essential theoretical and practical signifi-
cance, which directly reflects the operational efficiency in
resource-constrained networked systems. In this paper, for the
augmented system (5)—(6) and the designed reputation-aware
distributed filter (9)—(10), let n = n, +ny, m = ny, w =
Ny + My, and d = |[AN;]. On the basis of analyzing the matrix
operations implemented in the RAKTDF algorithm, such as
matrix addition, multiplication, inversion, and transposition,
the computational complexity incurred by each node during
each iteration can be decomposed into the following primary
components: O1 = O(f(Z;4¢)), O2 = O(2n® 4+ n?w+nw?),
O3 = O(m® + m?n + anS, Oy = O(n*m + m?n +m?3),
Os = O(n*m+m?2n+dn), and Og = O(d*n). Therefore, the
total computational complexity is O = max,=1.2 . 6{Ox}. It
should be noted that the computational complexity is closely
related to the system dimension and increases monotonically
with the increase of system dimensionality. Fortunately, the
computational complexity of matrices remains an active re-
search topic with ongoing progress and improvements.

V. SIMULATION RESULTS

In this section, a simulation example is given to verify the
validity and superiority of the developed RAKTDF algorithm
over heterogeneous WSNs. The connection topologies involv-
ing 8 sensors are described by

v ={1,2,3,4,5,6,7,8},

& ={(1,2),(1,3),(1,4),(2,1),(2,4),(3,1),(3,4),
(4,2),(5,1),(5,6),(6,1),(6,2),(7,3),(7,4),
(7,5),(8,6),(8,7)}.

Among them, sensors 1 to 6 possess measurement and sensing
capabilities, and the corresponding filter is constructed in
(9)-(10). Conversely, sensors 7 and 8 are unable to perform

measurement and sensing, and a dedicated filter is designed
by

Ty 110 =AeZi g0+ f(Zigge),

T o)1 =Ti 04100 + E iz Piz o1 (T2 011)0 — Tipg1)e)-
zZEN;
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The system parameters are given by

A=

{ —0.4 + 0.5sin(¢)

0.7 — 0.1sin(¢) cos(¥)

0.2
0.2(1 + cos(¥))

|\

LOG(MSEp) (p =1,

TABLE I

2,3,7) UNDER DIFFERENT CASES.

—0.1 = _ [0.2
{04 0.1sin(¢ )} » Fe= {0.5] ’
1.6 1.6], Cyp=[18 18],

[
O”_ [2 2], Cye=[17 L17],
=[13 13], Cop=[15 15].

The nonlinearity is characterized by

f(Ze) = [0.5sin(F1¢) 0.5cos(T2.0)]”,
where 21, and Z5, are the 1-th and 2-th elements of %,
respectively.

The developed RAKTDF algorithm is initialized by #; o|o
E{zo} = E{[ILQ Z2,0 bo}T} = [04 0.4 04]T (’L
1,2,...,8), P170|0 = 2], ,P2)0\0 - P&mo - 3], ,Pg)o‘o
Psoj0 = 51, Paojo = Peojo = 61, Propo = 41, 110
¥5,0 = 0.2, 72,0 = ¥6,0 = 0.3, 3,0 = 0.1 and 4,0 = 0.4. The

statistical characteristics of noise are described as O,
Q¢ = 0.3 and R;, = 0.4. The remaining parameters are

selected as Gy

03 = 0.7, Og

¥ = 0.1, ¢

= 0.2, 01 = 04

05

]-9

= 0.2, O = 06,
0.3, o7 = 0.5, og = 0.4, Qy = 0.8, Hg = I,
0.2, Avg = 0.1, Aoy = 0.2, Az = 0.5,

A47g = A5’g = 0.4, Ag,g = 06, T = T7e¢ = 001,
24 = Tge = 002, 3.0 = 004, a0 = 005, 5.0 = 0.03
and 7¢ ¢ = 0.06.

The simulation results are displayed in Figs. 1-10. The sys-
tem state and estimation trajectories over heterogeneous WSNs
are presented in Figs. 1-4. The relationship between mean-
square errors (MSE?) and the corresponding upper bounds are
illustrated in Figs. 5-6, which indicates that each MSE: always
stays below the respective upper bound.

Subsequently, a thorough comparative experiment is pre-
sented to illustrate the superiority of the proposed reputation-
aware evaluation scheme. Specifically, it is assumed that the
4-th sensor is subjected to zero-mean malicious attacks with
covariance J. Based on the communication topologies of the
considered heterogeneous WSNs, filters 1, 2, 3 and 7 will
inevitably receive the contaminated data from neighbor 4. To
validate the resilience of the proposed reputation-aware mech-
anism against malicious attacks, a comparative simulation is
presented with the conventional distributed filtering method
as mentioned in [19], [50]. In terms of J = 300, the mean-
square errors of the conventional distributed filtering method
(piz¢ = 0.8) and the RAKTDF method are respectively
plotted in Figs. 7-10. In addition, Table II is presented to
further demonstrate the advantages of the proposed RAKTDF
method, where the log(MSEp) (p = 1,2, 3,7) are respectively
represented by M,,. The first and second elements of each vec-
tor in the table characterize the MSE of the reputation-based
filtering algorithm and the traditional one, respectively. It is
evident that the proposed filtering algorithm with a reputation
score mechanism achieves higher estimation accuracy than the
conventional filtering algorithm.

14 11 12 13 14 15
o —1.7] [-2.6] [-23] [-1.5] [-0.2
bol64| |76 74| |63 ] 7.6
M [—1.5]  [-2.7] -2 [—1.6] [0 ]
> |65 |79 [66] [62] |74]
M —1.7]  [-2.7] -2 -2 [0.1]
P o166] |79] |65 6.4 17.4]
M —1.5] [-29] [-17] [-3.6] [0.5]
T 169 8.3 7.9 6.9 7.1
14 16 17 18 19 20
M [0.5] 1.1]  [-02] [-1.5] [-1.5]
81 54 | 72| [77] | 8 ]
M [0.6] [1.2] [—0.2] [-1.6] [—1.4]
|78 53] 43| [71] | 7]
M [0.6] (1] [—0.2] [-1.8] [-1.3]
5|78 52 |42 [71] |7 ]
A |05 [1.1]  [-0.2] -1 1.5
T 78 55| | 72| |77 7.7
| | o ‘\‘ |
P H AT |
T A e A
Toelooa i khf?.,:':‘v‘h W AL
ATy ': MOV W b L
= b AN LT PP R R
EI R ey v
[ / iy f YN
g —05}..""“ 1l ‘*“"‘: ‘ \91
|
3 P
Tl
) 0 10 20 30 Aqmmc([‘fo 60 70 80 90
Fig. 1. State 1 » and its estimations by filters 1-4.

It should be noted that the attack intensity is a critical factor
that significantly affects the estimation accuracy of distributed
filtering algorithms. The stronger the attack intensity, the more
significant the role played by the proposed reputation-aware
mechanism. Specifically, as parameter ] increases, the ability
of the reputation-aware mechanism to accurately discriminate
and eliminate attack signals is enhanced. Consequently, the
probability of successfully identifying and mitigating attack
signals also rises, which is quantitatively illustrated in Table
III. Here, the components of the vectors in the table indicate
the counts or probabilities that 14 ¢, Y246, P34, and @74
are zero, respectively.
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Fig. 2. State 1, and its estimations by filters 5-8.
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Fig. 3. State x5 and its estimations by filters 1-4.
3 T T T T T T T T
"
"
2 , 4
b
d
LT

o

State x5 and its estimations by filters 5-8

e

Estimation by filter 5
Estimation by filter 6

2 Estimation by filter 7| 7
' - — - Estimation by filter 8
I
.
3 . . . . . . . .
0 10 20 30 40 50 60 70 80 %

Time(()

Fig. 4. State w3y and its estimations by filters 5-8.
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Fig. 5. 1og(MSE¢1) (¢1 = 1,2,3,4) and their upper bounds.
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Fig. 6. log(MSE¢2) (¢2 = 5,6,7,8) and their upper bounds.
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Fig. 8.
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log(MSE2) under different cases.
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Fig. 10. log(MSE7) under different cases.

90

TABLE III
THE SUCCESSFUL IDENTIFICATION CASES UNDER DIFFERENT J.
J The number of attack removed Probability
0.01 [70 56 40 65] [0.78 0.62 0.44 0.72]
0.05 [79 65 57 79] [0.88 0.72 0.63 0.88]
0.1 [81 74 66 83] [0.90 0.82 0.73 0.92]
0.4 [85 77 76 84] [0.94 0.86 0.84 0.93]
0.9 [86 79 79 84] [0.96 0.88 0.88 0.93]

VI. CONCLUSION

This paper has investigated the RAKTDF problem for a
class of NBCSs subject to dynamical bias and DETM. A
DETM with a time-varying threshold has been employed to re-
duce communication frequency and prevent data collisions. A
reputation mechanism has been incorporated to eliminate ab-
normal data, thereby ensuring desirable filtering performance
and improving algorithm robustness. The RAKTDF algorithm
has been developed, where the CUBFED has been derived
through two recursive matrix equations and the filter gain has
been parameterized in the sense of minimum mean-square
error. Moreover, a sufficient criterion for boundedness analysis
has been established under moderate assumptions. Finally, a
numerical simulation has been carried out to demonstrate the
effectiveness of the proposed RAKTDF algorithm.

Future research may focus on extending the proposed
framework to large-scale NBCSs with multi-hop communi-
cation structures, incorporating correlated or stealthy attack
models, and reducing the computational complexity of the
filtering scheme to facilitate real-time implementation. An-
other promising direction lies in integrating learning-based
methods to adaptively adjust the reputation mechanism and
event-triggering thresholds in highly dynamic environments.
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