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Abstract—Integrating federated learning in bearing fault di-
agnosis marks a crucial step in industrial operations, showing
great potential for enhancing diagnostic accuracy and data
privacy. However, the effectiveness of federated learning is often
compromised by varying data quality and quantity among clients.
FedRepu, a novel reputation-based aggregation strategy for
federated learning in bearing fault diagnosis, is introduced in
this paper by employing an extended reputation mechanism that
scores client trustworthiness based on real-time, historical, and
rewarding performance metrics, dynamically adapting model
aggregation to quality of contributions. It deals with natural
heterogeneity in distributed sources and improves performance
uniformly across clients. Comprehensive experiments on the
CWRU, PU and HUST datasets, including comparison studies of
cross-validation tasks and ablation studies, confirm FedRepu’s
effectiveness in improving model aggregation efficiency despite
reputation discrepancies. Sensitivity analysis further demon-
strates its robustness to hyperparameter variations, making
FedRepu a promising solution for federated learning in bearing
fault diagnosis.

Index Terms—Federated learning, bearing fault diagnosis,
reputation-based aggregation strategy, reward-based incentive.

I. INTRODUCTION

DEEP learning technologies have significantly advanced
bearing fault diagnosis by effectively extracting com-

plex features from vibration signals [1]–[3]. These tech-
nologies excel at learning hidden features from raw data
and achieve diagnostic accuracies that surpass conventional
fault diagnosis methods [4]–[6]. Recent studies have fur-
ther demonstrated that integrating graph-based representations
and domain-constrained learning can effectively enhance the
robustness and generalization of diagnostic models across
complex industrial scenarios [7], [8]. However, the inherently
distributed nature of modern industrial operations inevitably
creates isolated "data silos." Models trained exclusively on a
single silo are prone to overfitting and often fail to generalize
across different working conditions. Therefore, it is imperative

This work is supported by the National Natural Science Foundation of
China (62233012) and the Jiangsu Provincial Scientific Research Center of
Applied Mathematics (BK20233002). The authors gratefully acknowledge
the support from the Jiangsu Provincial Government, the Suzhou Municipal
Government, and Xi’an Jiaotong-Liverpool University.

J. You is with the James Watt School of Engineering, University of Glasgow,
Glasgow, G12 8QQ, United Kingdom (e-mail: 3163509Y@student.gla.ac.uk);

R. Yang is with School of Advanced Technology, Xi’an Jiaotong-Liverpool
University, Suzhou, 215123, China (e-mail: R.Yang@xjtlu.edu.cn);

Z. Wang is with the Department of Computer Science, Brunel Uni-
versity London, Uxbridge, Middlesex UB8 3PH, United Kingdom (email:
Zidong.Wang@brunel.ac.uk).

Corresponding author: R. Yang.

...

...

Condition 1 Condition 2 Condition i

Client 1 Client 2 Client i

Local model 1 Local model 2 Local model i

Server

Database 1 Database 2 Database i

Model upload

Compromising 

model upload

Model download

( Global model aggregation )

Data 
collection

Model 
application

(Low quality or
  low quantity 
  data provider)

Fig. 1. Basic process of federated learning.

to develop a generalized diagnostic model that integrates the
collective knowledge from all disparate data silos [9].

Developing a highly generalized diagnostic model requires
massive datasets, yet strict data privacy regulations (e.g.,
GDPR) and the risks of sensitive information exposure pro-
hibit centralized data gathering [10]–[13]. Federated learning
offers a promising solution to these challenges by enabling
collaborative training through the sharing of model parameters
rather than raw data [14]–[16]. In recent years, significant
advancements have been made in the field of distributed fault
diagnosis [17] and federated learning that emphasizes data
privacy [18], [19]. However, as the basic process shown in
Fig. 1, training data typically comes from multiple distributed
clients, which may belong to different factories, regions, or
operational environments with their own data collection and
management methods. Such differences can create imbalances
in both the quantity and quality of fault data between clients,
posing a major challenge for aggregation strategies in feder-
ated learning for fault diagnosis [20].

Specifically, some clients may lack advanced data ac-
quisition systems, leading to infrequent or low-quality data
collection [21]. Additionally, various operational loads and
machine usage patterns can also affect the amount of fault data
collected. For instance, clients with frequently used equipment
tend to generate larger and more comprehensive datasets
compared to intermittently used machinery [22]. Furthermore,
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Fig. 2. Comparison of aggregation strategies in federated learning. The figure
illustrates five relative strategies handling N local models (such as A & B) of
distributed clients, concerning components of the local training phase ( 1⃝),
aggregation mechanisms ( 2⃝), and global model (G) distribution process ( 3⃝)
across different strategies.

varying maintenance strategies and schedules may also cause
inconsistencies in data quality, as some clients may perform
proactive maintenance, while others only maintain equipment
after a failure occurs. These factors lead to significant dif-
ferences in both the quantity and quality of bearing fault
diagnosis data across clients, affecting the aggregated model
performance in federated learning [23].

As demonstrated in Fig. 2, the first five methods represent
typical aggregation strategies. These strategies differ in how
they handle client updates, global aggregation, and optimiza-
tion, as detailed below. FedAvg [24] updates parameters in 1⃝,
forms a global model (G) by averaging aggregation in 2⃝, and
the global model is then distributed back in 3⃝ to start a new
iteration. FedAvgM [25] incorporates momentum (m) in 1⃝ to
improve training stability by considering historical gradients
in the current update direction. FedAdagrad [25] includes the
sum of squared gradients as the accumulated second-order
momentum (v) in 1⃝ to adjust learning rates. FedAdam [25]
combines momentum and adaptive learning rates, calculating
weighted averages of first-order and second-order momentum
(m and v) in 1⃝. FedNova [26] focuses on normalizing updates
in 2⃝ with the number of local training iterations (n). However,
these aggregation strategies do not pay ample attention to
discrepancies of data quality and quantity between clients.

This limitation arises from a common assumption in these
strategies that all clients contribute equally during the aggrega-
tion step, resulting in instability in the aggregation process and
suboptimal global models [27]. Moreover, many aggregation
strategies fail to effectively handle partial client overfitting,
where the aggregated model may prioritize clients with large
data volumes or with features easy to fit, neglecting the
insights from other clients. Therefore, improved aggregation
strategies are needed to address the challenges of imbalance in
data quality and quantity across clients, enhancing the stability
and performance of the aggregated global model [28], [29].

While some recent studies have made significant progress
in addressing data imbalance, such as prototype-based con-
trastive adversarial networks [30] and adversarial transformers
[31], these approaches are primarily developed for centralized
settings or treat client updates uniformly during aggregation.
In federated environments, a solution to avoiding noisy or
unreliable updates from dominating the global model should
be exploited by considering imbalance not only within each
client but also across clients during aggregation.

Fortunately, the reputation-based evaluation mechanisms

have attracted increasing attention, primarily using blockchain
or smart contracts to transparently record client reputation
scores [32]–[34]. The existing reputation-based approaches
typically consider simplistic reputation metrics, such as overall
accuracy, loss, or model similarity, and are misaligned with
safety-critical fault diagnosis, where misclassification costs are
asymmetric. Missed alarms are typically far more detrimental
than false alarms. Under such conditions, accuracy-based
reputation can overestimate clients that achieve high overall
accuracy by favoring the majority classes. This gap motivates
a cost-aware reputation design that explicitly incorporates
imbalance-sensitive measures, enabling aggregation to weight
clients by their safety-relevant performance rather than size or
accuracy alone.

To better address the imbalance in client data, this paper pro-
poses FedRepu, a novel reputation-based aggregation strategy
for federated learning in the field of bearing fault diagnosis, as
shown in the final aggregation strategy in Fig. 2. Specifically,
FedRepu dynamically assesses the performance of each client
and moves beyond the common reputation strategy of simple
metric-based weighting by introducing a cost-aware reputation
mechanism tailored for safety-critical industrial applications.
This helps address the imbalance in data quality and quan-
tity across clients and mitigates the impact of potentially
compromising client updates (including faults, outliers, and
inconsistent uploads). Additionally, by leveraging cost-aware
evaluation, FedRepu addresses the challenge of asymmetric
misclassification costs in its aggregation strategies.

The main contributions of this paper are summarized as
follows:

1) The concept of reputation is extended within bearing
fault diagnosis, incorporating F1-score, false-negative
rate, and false-positive rate, addressing the shortcomings
of existing reputation approaches under severe imbal-
ance and asymmetric misclassification costs.

2) By incorporating historical reputation factors, FedRepu
addresses the issue of forgetfulness during model train-
ing, thereby ensuring the stability of the training process.

3) The inclusion of reward factors in the reputation com-
putation enables rapid model convergence to optimal
states and enhances the self-balancing capabilities of
aggregated models.

The paper is structured as follows: Section II provides
a detailed explanation of the proposed FedRepu strategy;
Section III presents experimental results of the cross-validation
comparison, ablation studies, and sensitivity analysis that
underscore the effectiveness of FedRepu across heterogeneous
datasets; Section IV concludes the findings and outlines po-
tential directions for future research.

II. PROPOSED REPUTATION-BASED FEDERATED
LEARNING AGGREGATION STRATEGY

This section proposes a novel reputation-based federated
learning aggregation strategy for fault diagnosis to address the
aforementioned challenges. The detailed process of the pro-
posed FedRepu with related symbols is presented in Fig. 3 and
Table I. FedRepu operates in two main stages: computation
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Fig. 3. Detailed process of proposed FedRepu aggregation strategy.

stage and aggregation stage. For each training iteration n from
1 to N , the server sends the current global model parameters to
all clients. Each client i trains its local model on local data to
obtain updated parameters. The server undergoes a complete
FedRepu computation stage, including real-time reputation
evaluation (subsection A), historical reputation combination
(subsection B), and the reward-based incentive (subsection C).
In the FedRepu aggregation stage (subsection D), the global
model is updated as a weighted sum of all local models.

A. Reconstruction of Real-Time Reputation Evaluation
Model performance fluctuations in federated learning en-

vironments can manifest as varying diagnostic performance
across different clients, mainly caused by discrepancies in
client data quality and quantity. This reconstructed real-time
reputation evaluation aims to grant a high reputation to local
models with fewer model performance fluctuations. Generally,
FedRepu focuses on reducing model performance fluctuations
through continuous iterations, addressing imbalance and mis-
classification issues. To address the imbalance issue, the F1
measure is utilized due to its inherent sensitivity to imbalanced
datasets [35]:

F1 =
2 · Prec ·Rec

Prec+Rec
=

2P (D|F )

2P (D|F ) + P (D|¬F ) + P (¬D|F )
,

(1)
where P (·) denotes the occurrence probability of an event,
D and ¬D denote fault diagnosis and non-diagnosis, while F
and ¬F denote fault existence and non-existence, respectively.

In addition to evaluating imbalance, real-time evaluation
considers model performance fluctuations caused by misclassi-
fication. False alarm (corresponding to false positive condition)
can be costly in many industrial applications, leading to
unnecessary checks or downtime. Conversely, missed alarm
(corresponding to false negative condition) can be even more
harmful, as faults are left unaddressed and eventually lead to
catastrophic equipment failures and severe safety risks. To re-
duce the cost of misclassification, the concepts of false positive
rate (FPR) and false negative rate (FNR) are considered in
real-time reputation. FPR and FNR are defined as follows
in fault diagnosis:

TABLE I
DEFINITIONS OF SYMBOLS

Symbol Description
θ
(n)
i Model parameters of client i at iteration n

θ
(n)
gl Model parameters of global model at iteration n

Repu
(n)
i Full reputation of client i at iteration n

Repu
(n)
i,rt Real-time reputation of client i at iteration n

Repu
(n)
i,cp Composite reputation of client i at iteration n

Repu
(n)
i,rw Reputation reward of client i at iteration n

F1
(n)
i F1 score of client i at iteration n

FPR
(n)
i False positive rate of client i at iteration n

FNR
(n)
i False negative rate of client i at iteration n

α, β, γ, λ, κ Weighting coefficients
L

(n)
i Local model accuracy tested in client i at iteration n

F
(n)
i Fused model accuracy tested in client i at iteration n
ni Order of first global iteration where client i takes part

Repu
(n)
cp Average of composite reputations at iteration n

I (n) Number of clients that participate at iteration n
ϕ(·) Positive mapping function

FPR = P (D|¬F ), FNR = P (¬D|F ). (2)

By measuring model performance from imbalance and
misclassification using (1) and (2), local models can optimize
these metrics to become valuable contributors to the aggre-
gated global model. To ensure the reputation score encap-
sulates the considerations of model performance fluctuations
from imbalance and misclassification, the real-time reputation
is reconstructed as follows:

Repu
(n)
i,rt = αF1

(n)
i + β(1− FPR

(n)
i ) + γ(1− FNR

(n)
i ), (3)

where real-time reputation score of ith client during the nth

iteration is associated with F1, FPR, and FNR. The parame-
ters α, β, γ ∈ [0, 1] allow for fine-tuned importance weighting
to emphasize different aspects of current performance.

From the implementation perspective, the three metrics
F1

(n)
i , FPR

(n)
i , and FNR

(n)
i are all computed from the

same batch of the local validation that each client has to
perform. Therefore, no additional forward/backward passes are
introduced on the client side, and the impact on the overall
training efficiency is negligible. A detailed explanation of the
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misclassification part of real-time reputation score is shown
in Appendix A. Besides, Appendix B provides parameter
factorisation of the real–time reputation function and the
reason for three independent weights.

B. Combination of Historical Reputation Evaluation

Addressing the issue of forgetfulness in federated learning
is crucial for maintaining a robust model. To tackle the
forgetfulness issue, historical reputation is introduced in this
study. Particularly, the historical reputation of a client is com-
bined with the metrics acquired through real-time reputation
evaluation to form a dual evaluation of client contributions.

For each client i, let ni denote the first global iteration
where client i takes part. When iteration n < ni, the client i
has no track record, and the composite reputation combining
the historical reputation of client i is given as Repu

(n)
i,cp = 0.

For n ≥ ni, consider the average of composite reputations
during the previous iteration as:

Repu
(n−1)

cp =
1

I (n−1)

I (n−1)∑
j=1

Repu
(n−1)
j,cp , (4)

where Repu
(0)

cp = 0 and I (n−1) is the number of clients that

participate in iteration n − 1. Repu
(n−1)

cp will serve as the
warm-start baseline for newcomers.

Accordingly, Repu
(n)
i,cp is updated by:

Repu
(n)
i,cp = λRepu

(n)
i,rt

+ (1− λ)
(
1− δn,ni

)
Repu

(n−1)
i,cp

+ (1− λ)δn,ni Repu
(ni−1)

cp

= λ

n∑
t=ni

(1− λ)n−t Repu
(t)
i,rt

+ (1− λ)n−ni+1 Repu
(ni−1)

cp ,

(5)

where λ (0 ≤ λ ≤ 1) is a hyperparameter controlling the
weight between current and historical reputations and δa,b = 1
if a = b and 0 otherwise. The first term represents the real-
time reputation obtained in the current iteration; the second,
active only when n > ni, carries over the previous composite
reputation with an exponential decay factor 1 − λ; the third,
triggered exactly once when n = ni, provides a warm-start by
assigning the newcomer the preceding global average instead
of an artificially low initial value. In subsequent iterations,
this warm-start contribution is weakened by (1 − λ)n−ni+1

and quickly becomes negligible. By expanding the recur-
sive relationship, the composite reputation is expressed as a
weighted sum of all past real-time reputations up to the current
iteration, plus a transient warm-start offset. Consequently, a
new client delivering consistently good results converges to a
high reputation without being unfairly penalised in its initial
iteration, fully addressing the potential cold-start concern.

Remark 1. The mechanism enables the incorporation of past
client contributions into the final decision, avoiding the burden
of loading the global model with irrelevant memory. This ap-
proach can help obtain a consistent reputation, since rare data
presented in a few iterations will not be considered as defining
factors. The consistent reputation provides an effective solution

to forgetfulness in fault diagnosis. Additionally, the server can
make specific decisions by identifying underperforming local
models, allowing the continuous update of global model to
handle new fault types.

C. Integration of Reward-Based Incentive

The purpose of integration of reward-based incentives is
to improve the global model’s ability to self-balance when
handling a variety of client datasets. Within the framework of
FedRepu, the term Repu

(n)
i,rw is defined as:

Repu
(n)
i,rw = κ(L

(n−1)
i − F

(n−1)
i ), (6)

where the computational process is outlined as follows:
1) Local Model Accuracy Computation: At the end of the

(n − 1)th iteration, the accuracy of the locally trained
model for each client i, L(n−1)

i , is evaluated using the
corresponding validation set, reflecting the local model’s
ability to predict new data points based on its knowledge
of a specific dataset.

2) Global Model Accuracy Computation: When evaluating
the aggregated global model on each client’s local vali-
dation set, the accuracy F

(n−1)
i provides insight into the

performance of global model across diverse data sources
when applied to local individual datasets.

3) Reputation Adjustment Computation: The reward-based
reputation, Repu

(n)
i,rw, is computed by applying the scal-

ing factor κ to the difference between the local model
accuracy and the global model accuracy, indicating the
difference between the client’s model and the global
standard.

FedRepu introduces this reward term into the global score
to comprehensively consider incentives, with the strategy
expressed as:

Repu
(n)
i = Repu

(n)
i,cp +Repu

(n)
i,rw. (7)

This incentive structure encourages participants to con-
tribute high-quality updates. Additionally, rewarding clients
for exceeding the accuracy of the global model prevents the
model from relying solely on the most common patterns,
thus addressing the challenges of skewed or non-representative
local datasets.

Remark 2. By incentivizing localized improvements beyond
the global model, the reward system encourages individual
excellence and enhances the overall system’s robustness.
The integrated model contributes to a robust fault diagnosis
network, driven by the clients’ motivation to expand their
contributions.

D. Weighted Aggregation of Local Models

Consider a network of I (n) clients, each with a local diag-
nostic dataset Di, where i ranges from 1 to I (n). The objective
is to collaboratively train a global diagnostic model with
parameters θ

(N)
gl . During each iteration, each client updates

its local model based on its dataset using the following rule:

θ
(n)
i = θ

(n−1)
i − η∇Li(θ

(n−1)
i ), (8)
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where η is the learning rate, and ∇Li(θ
(n−1)
i ) denotes the

gradient of the loss function for the model parameters θ
(n−1)
i

at client i and iteration n−1. The formulation of the aggregated
model parameters with reputation weighting can be expressed
as follows:

θ
(n)
gl =

I (n)∑
i=1

 ϕ
(
Repu

(n)
i

)∑I (n)

j=1 ϕ
(
Repu

(n)
j

)
 · θ(n)

i . (9)

The core of the aggregation strategy is the computation of
a weighted average of client models, where each model’s
mapped weight is determined by the updated reputation score,
Repu

(n)
i . ϕ(·) denotes a positive mapping that converts rep-

utation scores into non-negative aggregation scores before
normalization, thereby ensuring valid aggregation weights
while preserving the relative ordering of client reputations.
Specifically, the global model parameters θ

(n)
gl are updated as

a weighted sum of all local models θ
(n)
i , with weights derived

from their respective mapped reputations. Following the local
model aggregation, the updated global model θ(n)gl undergoes
evaluation to ascertain its performance across the distributed
network. Algorithm 1 provides the pseudocode of the proposed
FedRepu aggregation strategy.

From a computational viewpoint, the reputation-based ag-
gregation in (9) has the same asymptotic cost as the stan-
dard aggregation in FedAvg. Let I (n) be the number of
participating clients and d the number of model parameters;
the server needs O(I (n) d) operations to scale and sum the
local models. The extra reputation-related operations only
involve combining a constant number of scalars for each client,
which is O(I (n)) and therefore dominated by the aggregation
of model parameters. As a result, the overall aggregation
efficiency is preserved.

Algorithm 1 FedRepu Aggregation Strategy
Input: Number of iterations N , number of clients I (n), initial global model parameters

θ
(0)
gl

Output: Updated final model parameters θ
(N)
gl

1: for n = 1 to N do
2: Server sends θ

(n−1)
gl to all clients

3: for i = 1 to I (n) do
4: Client i initializes local model θ(n−1)

i with θ
(n−1)
gl

5: Client i trains θ
(n−1)
i on local data to obtain θ

(n)
i

6: Client i sends updated model θ(n)
i back to server

7: Client i computes real-time metrics F1
(n)
i , FPR

(n)
i , and FNR

(n)
i in

(1) and (2)
8: Client i sends real-time metrics back to server
9: Server computes Repu

(n)
i,rt in (3) with real-time metrics

10: Server computes Repu
(n−1)
cp in (4) with previous average composite

reputations
11: Server computes Repu

(n)
i,cp in (5) with Repu

(n)
i,rt and Repu

(n−1)
i,cp

12: Server computes Repu
(n)
i,rw in (6) with L

(n−1)
i and F

(n−1)
i

13: Server computes Repu
(n)
i in (7) with Repu

(n)
i,cp and Repu

(n)
i,rw

14: end for
15: Server aggregates all client local models to update global model θ(n)

gl in (9)
and sends to clients

16: Client tests client local model and global model to compute L
(n)
i and F

(n)
i

and send to server
17: end for
18: return θ

(N)
gl

III. EXPERIMENTAL RESULTS AND ANALYSIS

A. Datasets

In this paper, three open-sourced bearing fault diagnosis
datasets from Western Reserve University (CWRU) [36],
Paderborn University (PU) [37], and Huazhong University of
Science & Technology (HUST) [38] are chosen to conduct a
comprehensive evaluation of the proposed FedRepu.

1) For the CWRU bearing dataset, faults were induced
into the motor bearings employing the electro-discharge
machining (EDM) technique. Data acquisition was per-
formed for bearings in normal condition as well as for
bearings with single-point defects on the drive end at
the rate of 48,000 samples per second. Vibration data
was recorded under four loads and rotational speeds,
including A=1797 rpm and 0 HP, B=1772 rpm and
1 HP, C=1750 rpm and 2 HP, and D=1730 rpm and
3 HP. In our federated learning setting, four clients
respectively align with these four operational conditions.
The classification task, detailed in Table II, assigns 10
categories of data to each client. Thus, the federated
learning strategy aims to develop a universal model
capable of handling fault diagnosis data irrespective of
the operational motor loads or speeds.

2) For the PU bearing dataset, data was collected from a
modular test rig by installing ball bearings with differ-
ent types of damage. The dataset contained vibration
signals from seven bearing fault modes sampled at
a frequency of 64 kHz. Faults include real damages
caused by fatigue pitting and artificial faults induced
by EDM, drilling, and manual electric engraving. The
fault data was recorded under the following four working
conditions of rotational speeds, load torques and radial
forces: E=1500 rpm, 0.7 Nm and 1000 N, F=900 rpm,
0.7 Nm and 1000 N, G=1500 rpm, 0.1 Nm and 1000
N, and H=1500 rpm, 0.7 Nm and 400 N. The practical
application of this dataset is accomplished by setting
four clients corresponding to each condition and seven
classification labels, detailed in Table III, corresponding
to each bearing fault mode.

3) For the HUST bearing dataset, vibration data was col-
lected from rolling bearings on a Spectra-Quest Me-
chanical Fault Simulator. The dataset contains vibration
signals from nine health states, sampled at a frequency
of 25.6 kHz. All fault states in the HUST dataset were
artificially introduced, including inner-race, outer-race,
ball, and combination faults, where the combination fault
denotes the simultaneous presence of inner-race and
outer-race defects. In our federated learning setting, four
operating conditions are selected to define the federated
clients, namely I=20 Hz, J=25 Hz, K=30 Hz, and L=35
Hz. The classification task, detailed in Table IV, assigns
nine categories of data to each client.

B. Basic Experiments and Experimental Settings

To maintain consistency across experiments with various
aggregation algorithms, a homogeneous computing environ-
ment is established. The training, validation, and test datasets
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TABLE II
CLASSIFICATION LABELS OF CWRU

Conditional label Data source Diameter Fault type
N Drive end Normal Normal

07IR Drive end 0.007" Inner race
07B Drive end 0.007" Ball

07OR Drive end 0.007" Outer race
14IR Drive end 0.014" Inner race
14B Drive end 0.014" Ball

14OR Drive end 0.014" Outer race
21IR Drive end 0.021" Inner race
21B Drive end 0.021" Ball

21OR Drive end 0.021" Outer race

TABLE III
CLASSIFICATION LABELS OF PU

Conditional label Fault description
KA01 Outer ring damage of EDM
KA03 Outer ring damage of electric engraver
KA04 Outer ring damage of pitting
KA07 Outer ring damage of drilling
KI01 Inner ring damage of EDM
KI03 Inner ring damage of electric engraver
KI04 Inner ring damage of pitting

contain 70%, 15%, and 15% of the data, respectively. The
ResNet1D architecture is selected as the backbone of the learn-
ing model due to its proficiency in handling one-dimensional
(1D) data. ResNet1D is a direct 1D adaptation of the canonical
ResNet-18, where every 2D convolution is replaced by a 1 × 3
1D kernel. The detailed introduction and usage of ResNet1D
can be found in [4].

The training is conducted on a single GPU of GeForce RTX
3090 to ensure a fair comparison between clients. Synchro-
nization points are established after a fixed number of local
training epochs to align the aggregation cycles across all com-
parative strategies. For the CWRU dataset, the local training
stage during each iteration is set to 10 local epochs with 5
aggregation iterations. For PU and HUST datasets, 3 local
epochs and 30 aggregation iterations are adopted. Considering
the practical performance and repeated hyperparameter tests
of FedRepu, the experiments on CWRU and PU are carried
out with α=0.4, β=0.3, γ=0.5, λ=0.65, and κ=0.11, while the
HUST experiments follow α=0.4, β=0.3, γ=0.5, λ=0.65, and
κ=0.5.

The evaluation on the CWRU dataset is conducted with
the dataset size varying across clients (ranging from 3,437 to
26,474 samples), with each sample being a one-dimensional
tensor of size 1024. The data volume differences inherent in
the CWRU working conditions provide a perfect chance to
evaluate the efficiency of aggregation strategies when facing
serious data imbalance and distribution differences. To visually
demonstrate FedRepu’s effectiveness in overcoming client data
heterogeneity, t-SNE is employed to visualize the feature space
learned by the global model across all four CWRU clients (Fig.
4). The top row reveals the inherent challenge of unstructured
raw data from each client’s different operating conditions. The
bottom row demonstrates that the feature representations form
well-separated clusters corresponding to the 10 distinct fault
classes for every client. This visual evidence directly confirms
that FedRepu successfully aggregates diverse client knowledge
into an effectively generalized model without being biased
towards any specific client data distribution.

TABLE IV
CLASSIFICATION LABELS OF HUST

Conditional label Fault description
H Healthy state

0.5X_I Medium inner race fault
I Severe inner race fault

0.5X_O Medium outer race fault
O Severe outer race fault

0.5X_B Medium ball fault
B Severe ball fault

0.5X_C Medium combination fault
C Severe combination fault

TABLE V
ACCURACIES OF 5 REPEATED EXPERIMENTS OF FEDREPU ON CWRU

Run Client 1 Client 2 Client 3 Client 4
1 96.07 98.63 97.92 97.90
2 97.69 98.28 98.31 98.03
3 97.42 98.86 98.68 98.04
4 97.15 97.04 98.15 96.10
5 98.37 98.16 98.03 98.27

Average 97.34 98.19 98.22 97.67

In our basic 5 repeated experiments on CWRU dataset, the
FedRepu federated learning aggregation strategy has demon-
strated consistently high and stable accuracy across all clients,
as shown in Table V. Furthermore, the Welch’s t-test results,
demonstrated in Table VI, confirm that there is no statistically
significant difference (p > 0.05) between any pair of clients.
The statistical consistency verifies that FedRepu successfully
tackles data heterogeneity and imbalance, ensuring balanced
and optimal performance across all clients.

C. Comparison Study Results & Analysis with Cross-
validation Tasks

To further evaluate the performance of the FedRepu strat-
egy, the comparison study is designed against eight classical
or novel federated learning strategies, namely FedAvg [24],
FedAvgM [25], FedNova [26], FedRadar [39], MCA [40],
Medium-Krum [41], FedLaDO [42] and FedRad [43]. Apart
from the methods introduced in Section I, FedRadar introduces
an adaptive aggregation mechanism based on gradient radar
analysis to capture cross-client relevance in multi-task feder-
ated learning, thereby improving client-level personalization;
MCA (Multi-dimensional Credibility Aggregation) employs
credibility estimation across multiple feature dimensions to
resist malicious or low-quality updates under non-IID or
adversarial conditions; Medium-Krum is a Byzantine-robust
aggregation method that selects client updates with minimal
pairwise distance to the majority, effectively filtering out
extreme or outlier gradients; FedLaDO emphasizes adaptive
global aggregation under heterogeneous local objectives; and
FedRad introduces a dynamic aggregation mechanism to re-
balance client contributions. Since FedRadar originates from
multi-task federated learning, the classifiers of local models
are aggregated to satisfy the goal of this experiment.

The cross-validation study tests the effectiveness of Fe-
dRepu aggregation strategy under challenging conditions,
where the local models are trained using data from multiple
source clients, and the global model is then evaluated on
the unknown test client (representing a completely different
working condition). This setup highlights the aggregation
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Fault types

Fig. 4. Visualization of raw data (top row) and classified data (bottom row) in different clients on CWRU dataset using the t-SNE algorithm.

TABLE VI
WELCH’S T-TEST RESULTS BETWEEN DIFFERENT CLIENTS

Comparison t-statistic p-value Consistency? (p > 0.05)

Client 1 vs 2 -1.740915 0.121093 "

Client 1 vs 3 -2.198617 0.079521 "

Client 1 vs 4 -0.599689 0.565349 "

Client 2 vs 3 -0.070397 0.946422 "

Client 2 vs 4 1.039782 0.330376 "

Client 3 vs 4 1.315699 0.246677 "

TABLE VII
TASK ASSIGNMENT OF CROSS-VALIDATION STUDY

CWRU task name Multiple source clients Unknown test client#1 #2 #3
T1 B C D A
T2 A C D B
T3 A B D C
T4 A B C D

PU task name Multiple source clients Unknown test client#1 #2 #3
T5 F G H E
T6 E G H F
T7 E F H G
T8 E F G H

HUST task name Multiple source clients Unknown test client#1 #2 #3
T9 J K L I

T10 I K L J
T11 I J L K
T12 I J K L

strategy’s ability to generalize to unknown scenarios, offering
deeper insights into the robustness of the global model. The
specific tasks are listed in Table VII. With the CWRU, PU, and
HUST datasets all included, the comparison study contains 12
cross-domain classification tasks in total.

The cross-validation results on the CWRU dataset in Table
VIII show a clear performance advantage of FedRepu over
the compared baselines. FedRepu achieves the highest average
accuracy of 92.26%, compared with 90.68% for the strongest
baseline, FedRadar. More importantly, FedRepu is also the
most balanced method across the four unseen-condition tasks.

Most strategies experience an obvious accuracy drop in T1,
while FedRepu still reaches 87.52%, improving on the second-
best result of 82.49% by 5.03 percentage points. In T2-T4,
some baselines obtain competitive scores on individual tasks,
but they also suffer from larger fluctuations. For example,
FedAvg falls to 86.59% in T4, and FedLaDO drops to 86.86%
in T2. These results indicate that conventional averaging,
momentum, or distance-based aggregation is still limited in
handling substantial differences in client data quantity and
quality. In contrast, FedRepu remains consistently competi-
tive across all tasks, showing strong robustness under cross-
condition generalization.

The PU dataset is more challenging because the differences
in rotational speed, load torque, and radial force create much
stronger distribution shifts between clients. On this dataset,
FedRepu attains an average accuracy of 80.12%, clearly
surpassing the strongest baseline FedLaDO at 70.07%. The
gap becomes particularly striking in T6, where the unseen
condition F is difficult for all baseline methods, and no com-
petitor exceeds 54.60%. FedRepu reaches 91.93%, improving
upon the best baseline by 37.33 percentage points. This result
suggests that the proposed reputation mechanism is particu-
larly effective when only a subset of client updates remains
informative for the held-out domain. Although FedRepu is not
the best method in T7, where FedLaDO reaches 79.95%, it still
dominates T5, T6, and T8 and therefore achieves the highest
overall average with the strongest cross-task stability.

The HUST results further confirm the effectiveness of
FedRepu in a relatively stable yet still heterogeneous cross-
domain setting. FedRepu achieves the highest average accu-
racy of 96.05%, exceeding the strongest baseline FedLaDO at
94.60%, and records the best results in Tasks T9, T10, and
T12. Compared with PU, the performance gaps on HUST are
more moderate, suggesting that inter-client discrepancy is less
disruptive to cross-domain transfer in this dataset. Even under
such conditions, FedRepu still delivers the best overall result,
showing that the proposed aggregation mechanism remains
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effective not only in strongly shifted environments but also
in comparatively stable task settings.

Taken together, the cross-validation studies on CWRU, PU,
and HUST consistently show that FedRepu achieves the high-
est average accuracies, namely 92.26%, 80.12%, and 96.05%,
respectively. The advantage becomes more pronounced as the
domain discrepancy grows, especially on the PU dataset. On
CWRU and HUST datasets, FedRepu still maintains the most
stable overall performance among the compared methods.
Since FedRepu evaluates client contributions from multiple
perspectives, including real-time predictive quality, historical
consistency, and reward-based adjustment, it can distinguish
reliable updates from less informative ones more effectively
than conventional aggregation strategies. Consequently, the
influence of data imbalance and distribution shift can be
reduced during aggregation, leading to stronger and more
stable cross-domain generalization for federated bearing fault
diagnosis.

TABLE VIII
COMPARISON RESULTS OF CROSS-VALIDATION ON CWRU, PU, AND

HUST DATASETS WITH DIFFERENT STRATEGIES (%)

CWRU
Strategy T1 T2 T3 T4 Avg
Medium-Krum 78.24±1.47 94.93±2.21 95.12±3.17 89.18±1.04 89.37
FedNova 80.21±2.42 94.73±1.13 96.01±1.02 90.35±0.42 90.32
FedAvg 80.60±2.20 96.46±1.04 95.31±0.67 86.59±0.80 89.74
FedAvgM 80.69±2.04 96.15±0.22 95.97±0.61 87.01±1.84 89.95
MCA 80.24±2.24 96.01±0.95 95.63±0.47 88.87±1.13 90.19
FedRadar 82.23±1.47 96.60±1.47 95.62±1.47 88.28±1.47 90.68
FedRad 82.49±2.80 90.27±1.13 94.37±1.04 79.92±1.14 86.76
FedLaDO 80.51±1.50 86.86±3.19 96.77±0.66 81.57±2.48 86.43
FedRepu 87.52±3.78 95.92±0.49 96.46±0.73 89.12±1.94 92.26

PU
Strategy T5 T6 T7 T8 Avg
Medium-Krum 83.10±2.77 54.60±0.91 56.27±2.60 76.33±5.49 67.57
FedNova 77.14±2.22 48.47±4.93 49.82±8.95 78.29±5.73 63.43
FedAvg 80.40±2.50 51.79±1.30 54.98±1.67 81.48±1.49 67.16
FedAvgM 76.04±5.28 45.85±3.57 53.09±6.73 76.12±5.36 62.78
MCA 66.95±5.93 39.27±3.81 31.97±9.38 59.36±6.11 49.39
FedRadar 76.98±4.17 47.15±4.60 54.32±8.15 81.48±6.57 64.98
FedRad 72.61±5.08 38.96±3.78 74.39±1.49 81.87±4.92 66.96
FedLaDO 80.40±2.97 39.33±2.30 79.95±2.20 80.59±7.69 70.07
FedRepu 86.54±2.64 91.93±4.78 53.96±2.09 88.04±2.93 80.12

HUST
Strategy T9 T10 T11 T12 Avg
Medium-Krum 87.78±2.07 93.72±1.91 95.22±2.26 96.52±0.74 93.31
FedNova 89.76±3.46 95.12±0.25 96.33±1.32 96.86±1.47 94.52
FedAvg 87.97±1.98 94.49±0.93 96.38±1.42 97.20±1.20 94.01
FedAvgM 84.98±3.68 94.40±0.71 94.93±2.40 96.09±0.52 92.60
MCA 88.55±2.09 94.25±1.70 95.99±1.66 96.76±1.41 93.89
FedRadar 86.18±4.68 93.04±2.46 94.40±2.29 97.83±0.31 92.86
FedRad 86.23±0.94 96.43±0.45 97.44±0.86 96.77±0.72 94.22
FedLaDO 89.61±2.55 94.68±2.38 96.86±0.75 97.25±0.94 94.60
FedRepu 91.40±3.51 97.15±2.19 97.10±0.94 98.55±0.66 96.05

D. Ablation Study Results & Analysis

As described in Section II, the FedRepu computation stage
consists of three key components: real-time reputation evalua-
tion, historical reputation fusion, and a reward-based incentive
mechanism. The ablation results in Fig. 5, Fig. 6, and Fig. 7
provide direct evidence of how these components contribute
to the final performance. The real-time reputation module
establishes a strong baseline on all three datasets. On CWRU,

this variant maintains accuracies above 91% for all four
clients. On PU, despite the much stronger heterogeneity across
operating conditions, it still achieves competitive results for
several clients, with the best accuracy reaching 93.10%. On
HUST, the real-time-only variant attains an average accuracy
of 95.47%, and all four clients remain above 90%. These
results indicate that the real-time reputation mechanism can
identify the immediate quality of local updates and suppress
the influence of less reliable client contributions during aggre-
gation.

When historical reputation is incorporated, the aggregation
process becomes more robust to short-term fluctuations in
local model behaviour. On CWRU, historical fusion improves
the weakest client from 91.04% to 97.96%, pushing all clients
beyond the 97% level and clearly enhancing inter-client con-
sistency. On PU, the effect is more differentiated under the
stronger distribution shift, where Client 1 improves markedly
from 71.84% to 86.21%. On HUST, the average accuracy rises
from 95.47% to 96.88%, while all four clients remain within
a narrow high-accuracy range between 93.48% and 98.26%.
Taken together, these results show that historical reputation
effectively stabilizes aggregation by incorporating temporal
consistency into the evaluation of client contributions.

The reward mechanism provides a further complementary
contribution by explicitly strengthening local updates that
offer additional value relative to the current global model.
On CWRU, the reward-enhanced variant raises Client 1 from
91.04% to 96.61%, while all client accuracies remain above
96%, confirming that the reward term can improve the quality
of aggregation without sacrificing overall balance. On PU, the
reward term substantially reshapes the client-wise performance
pattern, where Client 1 and Client 2 improve to 86.02% and
89.85%. On HUST, the reward-enhanced variant reaches an
average accuracy of 96.96%, higher than the real-time-only
variant and very close to the history-enhanced result. These
results verify that the reward mechanism is not redundant.
Instead, it further improves the discrimination of informative
client updates and enhances the adaptive aggregation ability
of FedRepu.

The best results are achieved when all three components are
integrated into the complete FedRepu framework. Across all
three datasets, the full model delivers the strongest overall
performance and the clearest evidence of component com-
plementarity. On CWRU, the complete FedRepu pushes all
clients above 98%. On PU, although the dataset remains
the most challenging due to severe heterogeneity and cross-
condition discrepancy, the full model still raises all clients
above 75%, with the best result reaching 89.66%. On HUST,
the complete FedRepu attains the highest average accuracy of
97.97%, with all clients above 97%. These results strongly
validate the design of FedRepu: real-time reputation captures
the current reliability of local models, historical reputation
improves temporal stability, and reward-based incentives fur-
ther emphasize updates that contribute more effectively to the
global objective. Their joint effect enables FedRepu to better
address client heterogeneity and to produce a more robust,
accurate, and well-balanced global model for federated bearing
fault diagnosis.
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Fig. 5. Ablation study of FedRepu aggregation
strategy on CWRU dataset.
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Fig. 6. Ablation study of FedRepu aggregation
strategy on PU dataset.
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Fig. 7. Ablation study of FedRepu aggregation
strategy on HUST dataset.

E. Hyperparameter Sensitivity Analysis

To validate the rationality of the selected hyperparameters
and further examine the robustness of FedRepu, a comprehen-
sive sensitivity analysis is conducted on five key coefficients.
The results on the CWRU, PU, and HUST datasets are
summarized in Table IX. In each group of experiments, one
hyperparameter is varied while the remaining four are fixed
at the proposed settings. For CWRU and PU, the adopted
baseline configuration is (α = 0.4, β = 0.3, γ = 0.5, λ =
0.65, κ = 0.11). For HUST, the retained baseline configuration
is (α = 0.4, β = 0.3, γ = 0.5, λ = 0.65, κ = 0.5), which is
consistent with the strongest cross-domain setting used in the
previous experiments.

The experimental results on the CWRU dataset demon-
strate the inherent stability of the proposed method. The
proposed configuration achieves the highest average accuracy
of 98.87%, serving as a local optimum. Notably, even when
the hyperparameters deviate from these values, the model
maintains a high performance level, with average accuracies
consistently remaining above 96%. This phenomenon suggests
that FedRepu is resilient to hyperparameter fluctuations in
scenarios with relatively distinct fault features.

On the more challenging PU dataset, the sensitivity analysis
reveals the necessity of precise parameter tuning to handle
complex data distributions. Unlike the broad robustness ob-
served on CWRU, the performance on PU is more sensitive
to parameter changes, yet the proposed settings yield the
peak performance for α, β, λ, and κ. For instance, varying
the historical decay factor λ from the proposed 0.65 to 0.75
results in a significant accuracy drop from 82.52% to 77.35%,
confirming that the chosen value appropriately balances his-
torical memory against current updates. Regarding the weight
of the false-negative component γ, although a slightly lower
value of 0.4 yields a marginal improvement on PU (83.81%)
compared to the chosen 0.5 (82.52%), this setting leads to
a performance decline on the CWRU dataset (dropping to
97.74%). Consequently, γ = 0.5 is selected as the final setting
to ensure a robust generalization capability across diverse
datasets.

The HUST results show a comparatively stable sensitivity
pattern. The retained baseline setting achieves an average accu-
racy of 97.97%, and most nearby parameter changes remain
within a narrow high-performance range. A local optimum
appears at γ = 0.4, where the average accuracy reaches
98.30%, while the retained baseline with γ = 0.5 remains

TABLE IX
SENSITIVITY ANALYSIS OF HYPERPARAMETERS ON THE CWRU, PU, AND

HUST DATASETS (THE PROPOSED SETTINGS ARE MARKED AS OURS.)

Dataset Parameter Value Client 1 Client 2 Client 3 Client 4 Avg

CWRU

α
0.3 98.10 97.65 97.46 96.65 97.47
0.5 99.19 98.21 97.32 96.83 97.89

0.4 (Ours) 98.10 99.66 99.35 98.38 98.87

β
0.2 96.70 97.45 97.62 96.95 97.02
0.4 96.61 98.12 97.69 96.81 97.31

0.3 (Ours) 98.10 99.66 99.35 98.38 98.87

γ
0.4 96.88 97.51 98.70 97.88 97.74
0.6 98.10 98.59 97.85 96.42 97.74

0.5 (Ours) 98.10 99.66 99.35 98.38 98.87

λ
0.55 96.47 96.39 97.25 96.62 96.68
0.75 98.37 98.10 97.96 97.55 97.99

0.65 (Ours) 98.10 99.66 99.35 98.38 98.87

κ
0.08 97.01 96.26 97.51 96.93 96.93
0.14 97.29 97.07 97.11 96.76 97.05

0.11 (Ours) 98.10 99.66 99.35 98.38 98.87

PU

α
0.3 73.18 71.07 80.08 89.46 78.45
0.5 86.21 70.88 79.12 89.46 81.42

0.4 (Ours) 86.40 76.63 77.39 89.66 82.52

β
0.2 70.50 75.48 81.61 99.04 81.66
0.4 81.80 81.42 80.65 72.22 79.02

0.3 (Ours) 86.40 76.63 77.39 89.66 82.52

γ
0.4 86.02 78.74 79.69 90.80 83.81
0.6 84.87 70.88 71.84 87.55 78.78

0.5 (Ours) 86.40 76.63 77.39 89.66 82.52

λ
0.55 87.74 73.56 74.33 80.65 79.07
0.75 70.11 80.65 76.05 82.57 77.35

0.65 (Ours) 86.40 76.63 77.39 89.66 82.52

κ
0.08 84.67 71.84 70.88 90.80 79.55
0.14 75.29 73.75 70.31 78.54 74.47

0.11 (Ours) 86.40 76.63 77.39 89.66 82.52

HUST

α
0.3 85.22 91.01 99.57 98.55 93.59
0.5 81.59 86.81 95.22 98.26 90.47

0.4 (Ours) 98.12 98.41 97.68 97.68 97.97

β
0.2 95.36 97.83 99.28 99.13 97.90
0.4 97.68 95.94 94.93 95.94 96.12

0.3 (Ours) 98.12 98.41 97.68 97.68 97.97

γ
0.4 97.68 98.99 98.12 98.41 98.30
0.6 84.06 85.80 97.25 98.26 91.34

0.5 (Ours) 98.12 98.41 97.68 97.68 97.97

λ
0.55 85.51 91.16 95.80 97.97 92.61
0.75 93.48 96.96 99.42 98.26 97.03

0.65 (Ours) 98.12 98.41 97.68 97.68 97.97

κ
0.3 97.97 94.78 91.45 90.87 93.77
0.7 96.52 96.23 93.04 95.07 95.22

0.5 (Ours) 98.12 98.41 97.68 97.68 97.97

close to this level. These results suggest that the HUST
task provides a relatively smooth response surface around the
retained configuration, and that the parameter setting used in
this analysis already lies in a stable and effective region rather
than depending on a narrowly tuned point.

Overall, the sensitivity analysis provides strong support for
the practicality of the selected hyperparameter settings. The
proposed configurations are not arbitrary empirical choices,
but the result of balancing accuracy, robustness, and cross-
dataset consistency under different levels of heterogene-
ity. These findings further demonstrate that the proposed
reputation-based aggregation strategy maintains both effective-
ness and stability in federated bearing fault diagnosis.
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IV. CONCLUSION

In this work, we focus on the area of bearing fault di-
agnosis and exploit recent advances in federated learning to
improve diagnostic accuracy and guarantee data privacy. The
integration of FedRepu represents a significant advancement
in diagnosis models, demonstrating improved effectiveness and
promising performance. The experiments evaluate the detailed
implementation of FedRepu and demonstrate its capability
in self-balancing across clients. For future work, there is a
need to further refine FedRepu in compressed and encrypted
federated learning environments to uphold data privacy while
maintaining the usage of reputation assessment. In addition,
extending FedRepu to multi-sensor fusion will enable the in-
tegration of heterogeneous sensing modalities (e.g., vibration,
temperature, and acoustic signals) to improve performance
under diverse operating conditions. Furthermore, incorporating
multi-task diagnosis capabilities will allow the framework to
jointly learn related fault patterns or health indicators, thereby
improving adaptability in complex industrial systems. These
efforts will contribute to the development of more efficient
and privacy-conscious fault diagnosis methods in industrial
maintenance and operational management.
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APPENDIX

APPENDIX A
DETAILED EXPLANATION OF MISCLASSIFICATION PART OF

REAL-TIME REPUTATION SCORE

1. Assumptions and Objectives
• Assumption 1: Each false positive situation incurs a fixed fault diag-

nosis cost CFP > 0, and each false negative situation incurs a fixed
fault diagnosis cost CFN > 0.

• Assumption 2: FPR,FNR ∈ [0, 1].
• Assumption 3: The model’s expected misclassification cost E[R]

follows a linear form:

E[R] = CFP · FPR+ CFN · FNR

• Objective: Construct a scoring function Φ(E[R]) of misclassification
part such that:

– Φ(E[R]) is a linear, monotonically decreasing function of E[R];
– Φ(E[R]) ∈ [0, 1] to maintain consistency with normalized metrics

F1.

2. From Fault Diagnosis Cost to Reputation Score
Let:

R = minE[R] = 0 (when FPR = FNR = 0)

and

R = maxE[R] = CFP + CFN (when FPR = FNR = 1)

Thus,
E[R] ∈ [R,R] = [0, CFP + CFN ]

To map [R,R] to [0, 1] in a linear, monotonically decreasing manner, we
require:

Φ(R) = 1, Φ(R) = 0

Suppose:
Φ(E[R]) = aE[R] + b

subject to the following constraints:{
Φ(R) = aR+ b = 1

Φ(R) = aR+ b = 0

Solving yields:

a = −
1

R
, b = 1

Hence:

Φ(E[R]) = 1−
E[R]

R

= 1−
CFP · FPR+ CFN · FNR

CFP + CFN

=
CFP + CFN − (CFP · FPR+ CFN · FNR)

CFP + CFN

=
CFP · (1− FPR) + CFN · (1− FNR)

CFP + CFN

∈
[
1−

R

R
, 1−

R

R

]
= [0, 1]

This shows that misclassification part of real-time score can be viewed as the
weighted average of (1−FPR) and (1−FNR), with weights CFP

CFP+CFN

and CFN
CFP+CFN

, respectively.

3. Complete Real-Time Reputation Score
To ensure the real-time reputation score fully captures the information of

the metrics, Repui,rt is defined as a linear weighted sum:

Repui,rt = αF1 + εΦ(E[R])

where α, ε ∈ [0, 1] allow adjusting the importance of imbalance metric F1
and the misclassification cost E[R]. Since Φ(E[R]) ∈ [0, 1], the range of
the score satisfies

0 ≤ Repui,rt ≤ α+ ε ≤ 2

The above equation can be expanded as:

Repui,rt = αF1i

+
εCFPi

· (1− FPRi) + εCFNi
· (1− FNRi)

CFPi
+ CFNi

In practice, one may directly replace the fraction with two separate adjustable
coefficients β and γ, each controlling the importance of (1 − FPRi) and
(1− FNRi):

Repui,rt = αF1i + β(1− FPRi) + γ(1− FNRi)

This approach provides additional flexibility in weighting different aspects
of model performance, thereby enabling a more tailored real-time reputation
score.

APPENDIX B
PARAMETER FACTORISATION OF THE REAL–TIME

REPUTATION FUNCTION AND THE REASON FOR THREE
INDEPENDENT WEIGHTS

1. Notation and Parameter-Space Factorisation
To facilitate a rigorous mathematical analysis and clear parameter-space

interpretation, we first define the metric vector:

ξ = (F1, 1− FPR, 1− FNR)⊤ ∈ [0, 1]3
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and the corresponding hyperparameter vector:

p = (α, β, γ)⊤ ∈ [0, 1]3

Then the real-time reputation score introduced can be explicitly expressed as
a bilinear mapping:

T (p, ξ) = αF1 + β (1− FPR) + γ (1− FNR)

Recall from Appendix A that we define the misclassification unit costs:

CFP > 0, CFN > 0

We further introduce the cost ratio:

w =
CFP

CFP + CFN
∈ (0, 1)

Given a fixed cost ratio w, the mapping T admits a simpler factorisation
form:

T (p, ξ) = α · F1 + ε ·
[
w(1− FPR) + (1− w)(1− FNR)

]
where the parameter ε relates linearly to β and γ:

ε = β + γ, β = εw, γ = ε(1− w),
β

β + γ
= w

For each fixed w, the three-dimensional parameter space (α, β, γ) reduces
to a two-dimensional manifold, Sw , clearly defined by:

Sw =

{
(α, β, γ)

∣∣∣∣ β

β + γ
= w, α > 0, β + γ > 0

}
All manifolds share the common α-axis (β = γ = 0) and differ in their

slope in the (β, γ)-plane. Therefore, the full parameter space [0, 1]3 can be
seen as a continuous family of these two-dimensional manifolds indexed by
the cost ratio w.

2. Cost–Ratio Update and Parameter Perturbation
In industrial scenarios, the cost ratio w often changes periodically accord-

ing to evolving business requirements. We analyze the complexity of updating
parameters under two implementations:
a) Two–Parameter Implementation: In the two-parameter scheme, parameters
are stored as (α, ε), with the cost ratio w hard-coded. When w is updated,
the scale of the reputation function T changes accordingly. Differentiating
p = (α, β, γ) with respect to w yields the sensitivity

dp

dw
= (0, ε, −ε)⊤

and the corresponding directional derivative of the reputation score

∂T
∂w

= ε
[
(1− FPR)− (1− FNR)

]
Thus, to maintain a smooth, real-time update of T without abrupt numerical

shifts, one must recalibrate ε. In practice, this recalibration necessitates
conducting a hyperparameter search, leading to a complexity of at least
O(MK), where M is the number of candidate values evaluated, and K
is the number of validation runs per candidate.
b) Three–Parameter Implementation: In the three-parameter implementation,
the cost ratio w is external to the hyperparameters. When updating w from w0

to w1, the parameter vector p0 = (α0, β0, γ0) is updated via a deterministic
linear re-scaling:

p1 =
(
α0, k w1, k (1− w1)

)
where

k = β0 + γ0 = β1 + γ1

is chosen to preserve the total weight assigned to the second and third terms,
and the overall scale of T changes smoothly under the new cost ratio, avoiding
abrupt shifts in the reputation scores. The parameter-level sensitivity to w is
a constant

dp

dw
= (0, k, −k)⊤

independent of data and other hyperparameters. The sensitivity of the
reputation score is

∂T
∂w

= k
[
(1− FPR)− (1− FNR)

]
The parameter adjustment is completed in constant time with complexity
O(1), enabling an instantaneous hot-swap when w varies.

3. Rationale for Exposing β, γ
Although a two-parameter form is sufficient for a fixed cost ratio, making

(β, γ) tunable provides the following advantages:
• Flexibility: The cost ratio w varies across sites and phases; keeping

β, γ explicit obviates the repeated re-search of ε.
• Continuity: Deterministic re-embedding (β, γ) with (kw, k(1 − w))

keeps the reputation score T numerically smooth.
• Efficiency: Parameter updates degrade from O(MK) to a single

O(1) assignment on the server; no client training or communication
is affected.
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