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Abstract—Software Defined Networking (SDN) and OpenFlow
represent the most commonly deployed approaches of the so
called Programmable Networks. SDN is an emerging network
architecture, which performs the subdivision of control plane
and data plane and allows greater speed, greater scalability,
and greater ductility in terms of routing and forwarding.
OpenFlow, instead, is an SDN component that characterizes the
communication between a controller and the devices within the
SDN network. Although SDN and OpenFlow work efficiently in
wired networks, the integration of these new paradigms over the
wireless networks represents still and open issue. In fact, in a
dense wireless scenario with an high number of base stations and
a limited radio spectrum is still difficult to manage in a proper
way operations such as radio spectrum allocation, interference
management, handover management, and load balancing among
the cells. In this paper, we present a performance analysis
of the SDN and OpenFlow over wireless networks. The aim
is to evaluate potential advantages introduced by the SDN
architecture in terms of Quality of Service (QoS) metrics such as
throughput, packet loss, end-to-end delay, and packet delivery
ratio. An exhaustive simulation campaign has been conducted
through the OMNeT++ network simulator framework by taking
into account the new generation IP-based broadband wireless
networks. The obtained results shown that the SDN architecture
with OpenFlow introduces benefits in the network in term of
resource management, transmission data-rate and end-to-end
delay.

Index Terms—OpenFlow; Routing; Next generation of Broad-
casting system; Monitoring; IP Networks; Performance evalua-
tion.

I. INTRODUCTION

THE fast growing of large scale networks represented

by the current forth generation mobile networks (4G)

and future fifth generation mobile networks (5G) poses new

challenges and problems related to the efficient management

of the radio spectrum, the packet routing and forwarding.

In particular, current wireless infrastructures are becoming

crowded of small BSs and devices with different power and

coverage [1].

The dense deployment of these low power nodes increases

the power consumption of the network with a consequence

degradation of the system performance due to the inter-cell and

intra-cell interference [2]. In addition, the routing protocols

in order to deliver efficiently the data flows without increase

the costs of the signaling messages and end-to-end delays

represent still and open issue [1].

Although the traditional routing protocols are able to ef-

ficiently manage the packet transmission in large-scale net-

works, due to the small size of new base stations, other

approaches and paradigms have to be considered. In fact, in

current wireless networks the coordination of the control plane

decisions have to be made across several neighboring base

stations simultaneously. Traditional distributed algorithms, as

a consequence, do not manage in a proper way the network

interference and the traffic load in presence of a high number

of base stations with a degradation of network performance,

especially in term of latency [3] [4] [5].

Software Defined Network (SDN) and its approach Open-

Flow represent the new paradigms of the so called Pro-

grammable Networks and can be a possible solution to these

problems [6]. SDN is an emerging network architecture,

which splits the Control Plane (CP) and Data Plane (DP)

functionalities to allow a higher data speed, scalability, and

flexibility in terms of routing and forwarding. In particular, the

data plane is a hardware component of the SDN architecture

that implements the packet forwarding and switching.

The control plane, instead, is a software or logical entity,

which processes all the routing decisions taken by the data

plane. For example, when a conventional router or switch

receives a packet, the path of the packet is decided in the CP,

whereas the physical action of this decision is executed in the

DP. Although in a classical router or switch, the fast packet

forwarding (data path) and the high level routing decisions

(control path) occur on the same device, an OpenFlow switch

separates these two functions. The data path functionality still

resides on the switch, while high-level routing decisions are

located in a separate controller, typically a server.

In this paper, a preliminary performance analysis of Open-

Flow over wireless networks is presented with the aim to

evaluate pro and cons in terms of Quality of Service (QoS).

Therefore, we provide a comparison between the standard

approach (represented by a normal switch) and the OpenFlow

approach (represented by a switch that separate the control

plane and the data plane). In particular, the analysis is con-

ducted by taking into account the new generation broadband

wireless networks that are designed to work over IP protocol

and support IP-based applications such as web browsing, VoIP,

and streaming video.

Although in literature, there are several works that present

the benefits introduced by SDN-OpenFlow paradigm in wired
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scenarios, few works focus on the usage of the SDN in

wireless networks. In [7], a really interesting flow-based hybrid

mechanism to improve the performance in wireless OpenFlow

switched networks is presented. The main idea of this scheme

is that when the transmission of wireless OpenFlow switch

fails, one of neighbouring wireless OpenFlow switches with

better channel quality retransmits the lost frame.

In [8], a comparison among the most known routing pro-

tocols and OpenFlow routing is conducted by exploiting a

testbed for Wireless Mesh Networks (WMN). This work shows

that an acceptable performance improvement can be obtained

by using OpenFlow with respect to the 802.11s standard.

The novel concept of Software Defined Wireless Networks

(SDWN) is considered in [9]. Li et al. provide challenges

and open issues about the integration of the SDN architecture

within the cellular networks. In particular, the OpenFlow

controller is responsible of the forwarding procedures by

allowing the network operators to direct the traffic, change

the traffic paths and schedule the traffic according to QoS

requirements.

The limits of these performance analysis, as also described

in [10], are mainly due to the use of testbeds that allow to test

a limited number of user applications, network architectures,

and topologies. Therefore, the network scalability is not be

evaluated in detail and only few network metrics are inves-

tigated. As a consequence, in our work we use a real-time

simulator in order to provide a complete evaluation of different

typical wireless scenarios by varying the type and the length

of different multimedia applications.

The remainder of the paper is organized as follows. Sec-

tion II briefly describes SDN architecture and the OpenFlow

approach, whereas a comparison between traditional routing

and SDN routing is introduced in Section III. The simulation

results are presented in section IV and, finally, conclusive

remarks and future works are given in Section V.

II. SDN AND OPENFLOW

A. SDN Architecture

SDN is an emerging technology architecture with the aim

to divide the network control in logical and physical entities.

In particular, the network infrastructure is abstracted to the

application and network devices and can be treated as a logical

or virtual entity. Fig. 1 shown a typical SDN architecture. The

intelligence of the network is based on software-based SDN

controller, which has a global view of the network.

The physical delivery of the flow data, instead, is repre-

sented by the SDN switch that follows the rules and constraints

imposes by the SDN controller. In this way, the complexity

of the network is low and the network operators manage the

entire network for a single logical point. Indeed, the network

begins entirely programmable and the complex operations of

maintenance, configuration and installation are executed in

a simple manner (i.e., generally, by line of code). On the

other side, the network behavior can change in real-time

thanks to the centralized software intelligence of the networks

controllers.

The SDN controller, also, supports a number of drivers that

control the behavior of the underlying network elements. In

Fig. 1: SDN Architecture

this way, the network provides the desired network services.

The controller provides management plane functionality, such

as performance and fault management via Simple Networks

Management Protocol (SNMP) and other standard protocols,

and it typically handles configuration management of Open-

Flow compliant devices in order to provide network topology,

forwarding, QoS, and link management.

Finally, with the usage of the SDN the complexity of the

devices or base stations within the networks is low due to

the fact that they no longer need to understand and process

thousands of protocol standards but merely accept instructions

from the SDN controllers.

B. OpenFlow Specification

The OpenFlow paradigm represents a protocol in order to

allow software application to configure and manage the flow

tables of different network switches. An OpenFlow network

is formed basically (i) by one or more OpenFlow switches

which contains a Flow-table with the defined flow entries and

the actions to be performed, (ii) one or more Controller which

are the responsible of adding and dropping flow entries, and

(iii) a Secure-Channel that interconnects the switch with the

controller and the OpenFlow Protocol for signaling the whole

architecture

The OpenFlow switch that is connected to the controller

through the secure channel is a simple network component

that forward the data flow from a client to a server and

viceversa. Based on its functionalities, OpenFlow switches

are divided into two main categories: dedicated OpenFlow

switches and OpenFlow enabled switches. In the first category,

the OpenFlow switches are characterized by a simple hardware

component with the only task to deliver the data flow packets,

whereas in the second category, the commercial switches are

enhanced with the OpenFlow standard.

The OpenFlow controller is the network element that is

in charge for managing the OpenFlow switches and making

decision about the requirement and the behavior of the dif-

ferent packets present in the network. The Controller can be

an active or a passive component depending on the function



implemented or performed [11]. The Controller is passive

when add or remove flow entries from the Flow Table in a

statically manner, while is active when in addition to its basic

functions (for example, delivery packet decision or particular

rules for a packet flow) performs additional activities such as

routing and network access. In addition, the number of the

controllers and their positions affect the performance of the

network and the fault tolerance capabilities.

III. TRADITIONAL ROUTING VS SDN ROUTING

In order to better understand how the OpenFlow technology

works, it is necessary to remind what happens in a classical

router or switch where the packet forwarding (also called

data path) and the high level routing decision (control path)

occur on the same device. Fig. 2 shows the difference between

traditional switch design and OpenFlow design.

An OpenFlow network is formed by (i) one or more

OpenFlow-switches which contain a Flow-table with the de-

fined flow entries and the actions to be performed; (ii) one

or more Controller which are the responsible of adding and

dropping flow entries, (iii) a Secure-Channel that interconnects

the switch with the controller and the OpenFlow Protocol for

signaling the whole architecture.

(a) OpenFlow Routing

(b) Traditional Routing

Fig. 2: OpenFlow Routing vs Traditional Routing

OpenFlow Switch and Controller communicate via the

OpenFlow protocol that is a complex and versatile model in

which several messages and procedures are defined in order

to allow the right management of the network [12]. The data

path operations of an OpenFlow Switch are based according

to a clean flow table abstraction. In fact, each flow table

entry contains a set of different packet fields to match and

an action (i.e. send-out-port, modify-field, or drop) that has

to be executed. In addition, the OpenFlow switch performs

two different actions when a packet arrives. If the packet is

unknow, the OpenFlow switch (this implies that it has no

matching flow entries in the flow table) sends this packet

to the controller. In particular, the communication between

switch and controller is guaranteed by a secure channel that is

encrypted using the Secure Socket Layer (SSL) or Transport

Layer Security (TLS) [13].

Then, the controller decides how to manage this packet or

which task has to performs such as the packet can be dropped

or can be added a new flow entry in order to forward similar

packets in the future [14]. If the packet is within the own flow

table, an appropriate action is made by the OpenFlow switch

(such as forward the packet into a specific port of the switch).

Therefore, the main difference between the design of the

traditional distributed network and an OpenFlow network lies

in the structure of the control plane network. For traditional

distributed architectures like the Border Gateway Protocol

(BGP), Open Short Path First (OSPF) and the Intermediate

System to Intermediate System (IS-IS), the control topology

is peer to peer. It means that each forwarding device listens for

events from its peers and makes independent decisions based

on the local view.

In contrast to the distributed architectures, the control

planes in the decoupled networks are more like client-server

networks. In these networks the packet forwarding devices

have a very limited decision making capabilities and have to

implement the control decisions made by the controller.

IV. SIMULATION RESULTS

In order to evaluate the impact of the OpenFlow routing

within a wireless scenario, an exhaustive simulation campaign

has been conducted through the network simulator OMNeT++

[15]. OMNeT++ is a discrete events framework simulator

based on C++ library that is extendible, modular, and able

to simulate the most used wireless standards. In addition, an

Eclipse-based IDE is provided in order to have a graphical

runtime environment and to host other module developed by

the community research.

The scenario investigated takes into account situations

and/or places in which the provision of connectivity is needed

such as computer labs, classrooms, large conference rooms,

hotspot area, airports, campus university, convention centers,

and so on. In particular, we consider a server connected to the

internet that deliver data-flows to end-users, through an access

point WiFi. The application traffic model used in this study is

derived from the modelling carried out in [16].

The routing and forwarding of the delivered packets is

managed with the usage of traditional routing protocols at first

and next with the OpenFlow routing protocol. Furthermore,

the traditional routing protocol used during the simulation

is represented by the Open Shortest Path First (OSPF) [17].

The OSPF is an interior gateway protocol that routes Internet

Protocol (IP) packets solely within a single routing domain

(autonomous system). It gathers link state information from

available routers and constructs a topology map of the net-

work. The topology determines the routing table presented to



the Internet Layer which makes routing decisions based solely

on the destination IP address found in IP packets.

The OpenFlow protocol, instead, consists of a controller

that keeps a general overview of the interfaced networks

and is directly connected to two switches. The first one is

connected to the access point (since the OpenFlow switch and

the access point are combined into a single entity, forming an

OpenFlow Access Point), while the second one is connected

to the remaining part of the network.

The others parameters used in the simulation campaign are

shown in Table I:

Parameter Value

Wireless Standard 802.11g

Frequency 2.4 GHz

Channel 11 22 MHz channels

Data-Rate 54 Mbps

Range 100 m

Transmission Power 0.005 W

Number of UEs 5, 10, 20, 30

Number of AP 1

Application Type 1 Interactive Gaming

Application Type 2 VoIP

Application Type 3 Streaming Audio

Application Type 4 IPTV

Session length 3, 5, 10, 20 minutes

TABLE I: Main System Parameters

The Jitter by considering different types of applications is

shown in Fig. 3. The obtained results remarks that OpenFlow

allows to obtain better performance levels with respect to

traditional routing because least congested routes are used.
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Fig. 3: Jitter for Different Application Type

The End-to-End Delay in presence of a fixed number of

users equal to 5 is depicted in Fig. 4. In case of VoIP

applications there is no relevant difference between two rout-

ing protocols, whereas in case of Interactive Gaming and

Streaming Audio the OpenFlow has an acceptable loss of

performance. The highest gain is achieved when an IPTV

application is considered. In fact, OpenFlow routing enhances

the traditional routing protocol and achieves a gain of about

47%.
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Fig. 4: End-to-End Delay for Different Application Type

In order to evaluate the robustness and the accuracy of the

considered routing protocol, the Packet Delivery Ratio (PDR)

is shown in Fig. 5. In all the considered applications, the

traditional routing achieves better results than the OpenFlow

routing. The gap is in any case acceptable due the fact that

the highest lost is of about 8%. It means that the OpenFlow

routing enhances the performance in term of End-to-End delay

without a high degradation of the system metrics such as the

PDR.
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Fig. 5: PDR for Different Application Type

The behavior in terms of End to End delay (Fig. 6) shows

how OpenFlow routing introduces considerable performance

improvements. Indeed, for short sessions, the end-to-end delay

is almost halved by exploiting this new technology. However,

for longer sessions (i.e. 20 minutes), the performance of the

two strategies coincides. On the other hand, the analysis of

the throughput performance shows that OpenFlow routing

performs worse when more than 20 users are considered, as

shown in Fig. 7.

This is due to the signaling overhead. Also when traditional

routing achieves a better performance with respect to Open-

Flow routing, the difference is not significant. Anyway, for

larger networks and applications exploiting a high network
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Fig. 6: End-to-End delay vs Session length

capacity we expect an Open Flow percentage overhead much

smaller and therefore a greater throughput performance.
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Fig. 7: Throughput vs Number of Users

V. CONCLUSION AND FUTURE WORKS

In this paper the impact of OpenFlow over wireless net-

works has been investigated in order to evaluate the enhance-

ments introduced by the usage of the SDN architecture.

The simulation campaign has been conducted by the usage

of the OMNeT++ simulator by considering different types of

multimedia applications (Interactive Gaming, VoIP, Streaming

Audio and IPTV). A wireless scenario with a WiFi access

point by varying the number of the attached users and the

length of the application session is considered. The obtained

results show that the usage of the SDN architecture and

OpenFlow standard introduces benefits in terms of end-to-end

delay, throughput, and jitter.

A possible extension of this work could be to consider an

high number of WiFi access point with users that request

different types of applications simultaneously. The integration

of the current 4G networks in order to evaluate the cooperation

of 3GPP and non-3GPP standard could be also taken into

consideration. Finally, the effect of the OpenFlow routing

in machine type communication such as Machine-to-Machine

(M2M), Device-to-Device (D2D), and Veichular-to-Vehicular

(V2V) could be investigated.
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