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Abstract— Rethinking organisations’ risk resiliency against
cyber risks has been found both successful and lacking because
it is more challenging when organisations mirror past siloed
approaches. In pursuit of effectiveness and resiliency, this
paper examines the antecedents of Cybersecurity Management
(CsM) to explore how siloed risk controls influence business
effectiveness. At the same time, it explores the additional
strengths in enhancing CsM through alignment with
Enterprise Risk Management (ERM) to ensure that handling
risk is proactively, strategically, and comprehensively
managed. To explore the problem, this research commenced by
considering both secondary and primary qualitative data to
determine the current state of strategic foresight of
organisations. The authors found evidence of a granular
legacy, stranded in different security domains and siloed
strategic approaches.
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I. INTRODUCTION

Recent years have raised concerns regarding how
business models change once deploying commercial online
activities and/or online operations. Regardless of business
opportunities gained, the cyberspace environment also
triggers exposure to a threatening landscape. This is known
as a so-called ‘paradox of progress’ brought by digitisation
progress. As more organisations are facing increasing
cybersecurity attacks, organisations need to address the
critical issues of resiliency fragility [1, 2].

In this paper, we address the question of why
organisations are still unsuccessful in applying effective risk
controls at all levels when deploying online activities or
operations. While organisations benefit from countless
business opportunities, the cyberspace environment also
triggers exposure to an increasingly dangerous landscape.
Correspondingly, cyberspace risk exposure prompts the need
for integrated strategies to deal more efficiently with risks
and likely impact. Despite vast research in securing
organisations against cyber threats, the highly publicised
security breaches and cases of organisational failures have
reaffirmed that challenges of cybersecurity exposure
continue to be a severe problem, one that deserves serious
consideration [3]. Given the systematic rise in risk velocity
over recent years and risk types as well as an advancement of
cybercriminals’ capabilities, safeguarding organisations from
cyber risks reveal many gaps. A closer look at literature on
cybersecurity show a growing body of research that has been
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centered around separate approaches to information
technology (IT) and information security (IS). This has
brought into focus the reactive approach towards cyber
vulnerabilities (hardware/software access), breaches, and
business disruptions, (recognised as IT/IS-centric controls).
Prior literature omits to emphasise proactive safeguards to
ensure the achievement of an organisation’s mission,
strategy, and objectives, namely, risk resiliency and
effectiveness. Besides, research on IT/IS-centric controls has
failed to oversee the management of risks strategically. So,
the authors of this paper argue that strategising management
of cyber risks effect an organisation’ capability to downsize
the likely affect of the threat landscape.

In pursuit of effectiveness and resiliency, this paper
examines the antecedents of Cybersecurity Management
(CsM) with a specific focus on strategic alignment paradigm
conceptual evolution, aiming to indicate why siloed risk
controls influence business effectiveness. At the same time,
it explores the benefits of implementing a CsM and
Enterprise Risk Management (ERM) alignment. The reasons
for outlining strategic alignment conceptual evolution are
that it provides an overview of the root cause and why past
literature has neglected to incorporate the integrative
dimension of ERM and does not entirely move towards an
approach of holistically mitigating risks. Undeniably, the
way organisations deal with technology, and cyber-related
risks have changed over time, as well as cyber
vulnerabilities, threat velocity type, and dimensions [4], 5].
Having a robust mechanism to deal efficiently with a variety
of risks has always been something that organisations strive
to achieve [6, 7]. Consequently, changes in risk exposure
have forced organisations to turn their attention from
technological, to managerial tactics, to strategic approaches,
and to better ensuring the achievement of the organisation’s
mission, strategy, and objectives [8].

II. RESEARCH BACKGROUND

Upon decomposition of what cybersecurity means,
uncovering its legacy and dependencies across various fields
related to the Information Technology (IT) and Information
Security (IS), this paper extends its analysis exploring the
antecedents and rationale of aligning CSM with ERM,;
aiming to provide an understanding of how organisations can
manage their exposure to risks more strategically (employing
all efforts in one single scope). Henceforth, a lack of unified
risk oversight can have ripple effects due to unclear paths of
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how controls apply to asset valuation, risk prioritisation, risk
reporting, analysis, mitigation, and resiliency [6, 9].

Consequently, this paper portrays a discrepant legacy;
leading to and proving confusions and siloed practices. This
has led to the need for governance to control and align
business strategy [10, 11]. Although, implementation of risk
governance (risk oversight and controls) has proven a
challenging task for boards over recent years [12, 13], some
organisations still manage risk in silos within departments of
their organisation. ERM’s purpose is to guide organisations
in dealing with risks and responding to uncertainties [14].
Whilst siloed approaches involve weaknesses in an
organisation’s defence (i.e. each department has its own way
of dealing with risks), it may also cause severe issues in
holistically understanding an organisation’s exposure to risks
or duplication of efforts [15]. Thus, the authors of this paper
advocate realignment of risk control under ERM oversight
principles as a core competency to establish enterprise-wide
risk governance to increase resiliency in the current context.
This paper emphasises the value of strategic alignment as a
core competency when correlating CsM with ERM. An
enterprise-wide alignment of CsM with ERM can yield
harmonised risk reporting, analysis, mitigation, and
resiliency. It has been found that their alignment
(interconnectivity and partnership) can place the entire
organisation in a more enhanced state of security through a
unified perspective of control, accountability and decision
making [16, 17]. The authors of this paper argue that CSM is
a multi-faceted strategic mechanism that proactively makes
use of risk controls and risk oversight functions (technical,
cultural, and operational components) ingrained at all levels
in order to ensure both value protection and value
enhancement across an organisation; it is driven by
organisational strategy and is dependent on variables such as
cyberspace, people, practices, processes, assets, technology,
and information.

Since the concept of CsM fails to be defined by prior
literature, its meanings fluctuate from covering the control of
unauthorised access, which is grounded in information
technology [18], to management function designed to protect
an organisation [19]. Failure to identify a common meaning
and definition leads to a discussion regarding the CsM
potential; whether that be a strategic function, operational
function, or technological control function.

Consequently, some studies consider cybersecurity a
continuing prevention, detection and recovery function [20].
However, other paths of research [21, 22] define the same
concept through the perspective of confidentiality, integrity
and/or the availability principles (CIA triad). The latter
definition is incomplete and only partially correct
(foundation). Even though the previous description related to
security refers to information, a few authors articulate that
CsM is more than information assurance or data security [18,
23, 24]. The interest in risk resiliency of organisations has
registered significant consideration over the years.
Nonetheless there are still unanswered questions as to why
organisations are unsuccessful in effectively implementing
security at all levels. In today’s global digital economy,
cybersecurity risks are among the most important factors
considered [25, 26, 27] due to their impact, velocity,
sophistication, and dynamic [28, 2]. Thus, literature
recognises the pivotal role of CsM for the organisation

despite the fact that there are on-going open debates
regarding what it is [24].

On the other hand, another stream of research has been
carried out with regards to risk management (RM) and in
particular its relationship with Information Technology (IT)
risk function. A focused strategic approach can optimise the
effectiveness of risk oversight and sustain an organisation’s
objectives achievement [9]. Additional evidence outlines that
despite extensive research, risk alignment remains a top
issue; a fact confirmed by other authors such as [29, 30, 31,
12, 32, 33, 34, 35].

Risk alignment has become challenging given
organisations’ shift to the cyber environment, emerging
digital developments, regulatory demands, risk, threats,
market volatility, and competition [36]. The relatively scarce
literature focusing specifically on this matter reiterates
unclear strategic directions when outlining the current state-
of-art research problematic. In addition to risk governance
immaturity, a lack of a holistic approach, a misguidance of
terminology, semantics (e.g. information security, IT
security), definitions, and a variety of frameworks all lead to
confusion and contribute towards an unclear path for
organisations to follow [37, 38, 28, 39]. Based, on the
identified evidence mentioned above, the authors of this
paper believe that risk governance has not reached a mature
level hence failures exist. Alongside inconsistencies in
practice, academics lack a coherent theory and lack agreed
terminology that specifically addresses the alignment of CsM
and ERM. Thus, the legacy is constructed on partial
approaches to this research problematic. Without aligned
strategies in dealing with all types of risks, it appears to be a
foregone failure for organisations. Identifying how to handle
risk holistically is imperative for the reason that it has
broader implications. Specifically, organisations need to
move from a subjective perspective (i.e. that of return-on-
investment) to incorporate and assure value creation for
others in the long-term (economically and sociologically).

While literature findings demonstrate that alignment
benefits are significant in the long-term, achieving alignment
would be a milestone for so many organisations that lack a
clear strategical approach. The extant literature related to the
alignment is conceptual (descriptive) [40], and evidence
shows that more research is mandatory in order to
accomplish the alignment of CsM with ERM and that
selecting a solitary view of academics would perhaps not
have tapped into the same outcome. A more systematic and
theoretical analysis is required to understand organisational
cyber strategic implications, and thus this paper urges
acknowledgement of organisational antecedent;
henceforward shifting towards a cyber risk foresight which
reinforces proactive acknowledgement of future trends in
addition to strategic planning and decisions [41, 42]. This is
based on a deep understanding of evolving technology,
security threats, opportunities, and agile strategic
transformation on longer terms [42]. In contrast, an
organisational cyber resilience would only react to attacks
and recover losses. More importantly, cybersecurity proves
to evolve from technical disciplines toward a holistic and
strategic approach in managing risks.

III. RESEARCH METHODS

This paper is exploratory in nature and thus outlines
findings in two streams of theoretical and empirical research.



So, this investigation has collected and analysed qualitative
data as it seeks to explore the qualitative aspect of the
problem. In this regard, this investigation commenced by
evaluating past literature, employing a systematic literature
evaluation. Therefore, the first stream relies on theoretical
antecedents which thematically analysed, evaluated, and
assessed prior literature in order to identify the current state
of research (including limitations and gaps) so as to validate
the position and contribution of this research [43, 44]).
Accordingly, the literature was identified and categorised to
support understanding and evaluation of existing literature’s
concentration and limitations [43]. With the intention of also
incurring knowledge from applied knowledge, the interview
method is addressed to senior executives from different
financial organisations (26 semi-structured interviews) to
determine the current state of strategic foresight. In this
manner, the paper incorporates techniques of collecting data
(research methods) and instruments (interviews) that help in
the exploration of the phenomenon on the practical side.
Accordingly, analysis of data relied on an interpretivist
philosophy to provide a practical and theoretical perspective
of the phenomenology through an inductive approach.

IV. RESEARCH FINDINGS

For the above-mentioned reasons, research findings
conclude the following:

A. Findings - Stream 1: Theoretical Antecedents

From analysing prior research, it has been identified that
risk oversight shifted through various phases, segregated in
focus, and encompassing various priorities, thus resulting in
different dimensions of alignment (strategic, structural,
social, operational) [45]; progression of strategic risk
oversight seems dependent on various components in
ensuring strategic alignment. This opens the discussion that
strategic alignment composites a multi-dimensional view that
supports achievement of informed decisions, risk
prioritisation, partnerships across organisations, and
enterprise-wide valuation (tangible and intangible assets). In
order to leverage a unified enterprise-wide risk mechanism to
mitigate risks, the alignment is broken in a multitude of
variables [46, 47, 32, 35]. Thus, successful alignment
coordinates and adjusts activities, processes, people,
structures, and contingencies to increase business value [48].
A major drawback is that silo security is a risk for
organisations and thus alignment of CSM with ERM
management, (e.g. strategies, planning, structure, processes,
skills, competencies, culture alignment) must be
acknowledged and addressed at all levels as a strategic risk
control baseline. By achieving alignment, an organisation is
less vulnerable to market changes or/and internal inefficiency
because the alignment creates a common and centric/unified
solution [49]. In deploying the exploration of strategic
evolution for risk oversight, various factors, approaches,
enablers, and inhibitors were identified. Though IT and
business strategy represent the foundation and an opening
point, a forward-looking, integrative approach that aligns
more components is desirable. With a prevalence of
cybersecurity and ERM, the following section synthesises
progression in themes identified in the literature:

. THEME 1: IT-CENTRIC AND BUSINESS STRATEGY
ALIGNMENT

A focus on IT-centric and business strategy alignment —
implies an approach that focuses on processes and
technology risk landscape to coordinate relating operational
aspects [50]. While some other authors have referred to it
through the lens of aligning strategies of both IT and
business [35], the extent of alignment of this type of
approach focuses on technology as technical assistance.
When it comes to being IT-centric, it refers to how IT
delivers value for an organisation’s business strategy,
respectively alignment performance [50]. It thus focuses
more on the applicability, risk control, execution, and
implementation of IT capabilities in the context of an
organisation’s capabilities [35]. While conceptually the
alignment of IT with business strategy is planned, evidence
shows that the alignment focuses on integration of
organisations’ processes and how physical and information
artefacts (whether hardware, software, networks or
information) fit together [50, 51]. This suggests that one of
the main characteristics of this phase is that it remains rooted
in the technical side of computerisation and its causal effects
[47]. Despite its technical characteristics, the IT-centric
approach brings together various benefits (e.g. competitive
advantage, performance evaluation, value creation) through
information technology governance [50, 51, 52]). An earlier
approach of measuring IT-centric and business strategy
alignment is conceptually considered by the work of [53]
Henderson and Venkatraman [53], who indicate the role of
aligning the strategy, organisation infrastructure, and
processes in order to increase capabilities through the SAM
model (Strategic Alignment Model). Many other researchers
later applied this model’s contribution and further developed
to analyse the alignment implementation. For example, some
authors [54, 32] analysed the alignment based on primary
data, investigating whether the mutual consideration of Chief
Executive Officer and Chief Information Officer could
underpin an adequate alignment between IT and enterprise.
Consequently, IT-driven alignment remains a challenging
approach for many organisations to achieve; hence it requires
dynamic capabilities to re-align [55]. While significant
progress has been made, this type of alignment has remained
the most considered strategy and baseline of research for
more than 30 years [48], yet incomplete for current
technology advancement and threat velocity.

. THEME 2: IS-CENTRIC AND BUSINESS STRATEGY
ALIGNMENT

IS-centric and business strategy alignment — addresses
and underpins operational and technical control perspectives
in order to generate resilience and assess information
security risk through a siloed perspective (information) even
though it considers the security implication of people,
facilities, technology, infrastructure, processes, and strategy
[56]; [55]. Embedded in the operational side, this type of
alignment combines both strategic and operation (i.e.
processes alignment, infrastructure, and technology
integration) using the strategic approach as a ‘map’ to
maintain directions [56]. The approach predominantly
depends on the CIA triad (confidentiality, integrity, and
availability principles) and due to its partial focus, it
represents a siloed approach.

. THEME 3: IT GOVERNANCE, RM AND STRATEGIC
ALIGNMENT

IT governance, RM and strategic alignment — adopt a
strategic approach to embed IT in business capabilities.



Although IT governance in this type of alignment focuses on
operational, managerial, and strategic aspects [52], it focuses
on “ embedding IT within its work system” [52].
Henceforth, IT-related risks are translated into the RM
philosophy, respectively IT Risk Management [52]. This
approach advances towards a more mature risk oversight yet
is still siloed.

. THEME 4: IS CENTRIC, RM AND BUSINESS
STRATEGY ALIGNMENT

IS centricc, RM and business strategy alignment —
represents control of risk over three approaches: technical,
operational, and strategic. A key limitation of this approach
is that it mainly considers the security of information assets
and omits to consider other components. It also discusses the
alignment from the perspective of RM and neglects to
address the problem of the siloed approach to risk oversight.
Subsequent studies as [57] constructed a framework through
STOPE perspective (strategy, technology, organisation,
people, and environment) based on IS and RM principles. A
key aspect of this framework is that although it does not
make use of alignment terminology, it takes into
consideration an integration of both theories (IS and RM) in
order to establish a favourable and safe environment for
business. Even so, [58] indicate that alignment continues to
be a challenge. Similar to previous approaches, it depends on
the CIA triad (confidentiality, integrity, and availability)
because its primary attribute is defined based on
‘information’ protection and its core value for the
organisation [59] However, regardless of semi-siloed
characteristics of this approach, it complements security
practices through the lens of RM in mapping risk across the
entire organisation.

. THEME 5: IS CENTRIC AND ERM ALIGNMENT

IS centric and ERM alignment — focuses on aligning IS
strategy to enterprise-wide risk oversight. Part of this
perspective, Information Security, focuses on the security of
data, information, or metadata (a large amount of data) and
the information systems involved [30]. It also focuses on the
basic premises evidenced by [47] who analyse the
practicality of alignment and aspects that play significant
roles (organisation’s culture). Similar to the previous theme
it addresses a semi-siloed perspective when compared with
this paper’s focus.

. THEME 6: CYBERSECURITY, RM AND BUSINESS
STRATEGY ALIGNMENT

Cybersecurity, RM and business strategy alignment —
merits lie in the fact that this alignment addresses a semi-
siloed solution of RM domain but omits to discuss alignment
enterprise-wide. It applies the principle of RM and aligns it
with business strategy. Stemming from various disciplines,
cybersecurity has progressively built its current position
upon its early roots in computer science, information
security, information assurance, and RM principles [60].

. THEME 7: CYBERSECURITY, ERM AND BUSINESS
STRATEGY ALIGNMENT

Cybersecurity, ERM and business strategy alignment —
provides holistic support for risk oversight. In short, it aligns
all strategies towards one (organisational strategy) in order to
employ all forces in one single scope to protect the
organisation and to offer comprehensive capabilities to

achieve its goal. Alignment of CSM with ERM yields an
avoidance of risk siloed approaches and reduces
organisational exposure owing to a single, unified
mechanism that can deal with all risk portfolios. However,
this theme is hardly ever discussed in literature.

Per total, the themes identified outline maturity
progression with a prevalence of IT and RM alignment that
remains embedded in some organisations legacy. Examining
IT security management and strategic alignment conceptual
evolution, this paper provides an overview of how risk
oversight antecedents can influence a business planning
decision. Results from earlier studies demonstrate a
consistent and robust association between the risk oversight
paradigm shift over the years and how some of the silo
approaches remain applicable even though they partially
respond to a modern organisation’s needs. Prior contribution
to the strategic alignment discipline has registered various
levels, whether a combination of tactical, operational, or
strategic approaches. The strategic alignment has become a
more challenging task when compounding more dimensions
[35] components (IT, IS, CSM, RM, ERM), and factors
(enabler or inhibitors) that are vital to ensure strategic
effectiveness. Where initially IT was seen as front-line value
creation, the consequent phase outlined a focus on
information, RM, and governance. Recognising the
alignment implications in all dimensions, it sets to prioritise
and translate business needs in terms of ensuring the
achievement of objectives prompting an opportunistic risk
approach rather than risk-averse strategy. Another aspect that
leads to variation in alignment dimension is the fact that
cybersecurity is rooted in IT. Barriers in achieving alignment
vary from a lack of shared language, willingness to share
knowledge [12], culture, training requirements and an ever-
evolving risk landscape [30].

On the other hand, the advantages yielded by the
traditional approach are noticeable but nonetheless limited to
risk controls technical-related issues. The review of literature
regarding CsM has exposed that the discipline of
cybersecurity is stranded in previous terminology and
dimensions. In the context of risk oversight alignment,
additional evidence outlines that despite extensive research,
alignment remains a top issue; a fact confirmed by other
authors such as [29, 30, 31, 12, 32, 33, 35, 61]. Besides,
[33] suggests that many organisations fail to align their
strategies due to their size (large national organisations
versus multinational organisations), yet a broader strategy
might yield success. While most authors have focused on
strategic alignment and discuss internal strategic alignment,
other studies [62, 63] propose an alignment that also
considers the external environment. As such, the
environment and the strategy could ‘co-align’ and lead to a
consensus on strategies that could prevent possible failures
of alignment.

In the early stages, past literature investigating alignment
[49] proposed focusing on IT/IS alignment without explicitly
paying attention to information security. This demonstrates
that literature related to alignment is scarce when researching
the CSM alignment to ERM and is more oriented to IT. It is
not surprising that some authors believe alignment represents
a complete picture of maturity exposure since it unifies all
the organisation’s risks and in particular management
activities in order to build common goals for the business



and IT [64]. Granting that many scholars have investigated
the topic, it seems that research remain insufficient.

Based on literature examination of prior research on
alignment, it has been found that literature significantly
focused on IT alignment with business strategies rather than
other alignment domains, which were left on the side as
suboptimal research. Seeing that alignment entails various
types (i.e. IT security with business strategy, IS with RM, IS
with ERM), the research problem is justified as the literature
for CsM alignment with ERM is scarce, if not non-existent.
The evidence compiled in thematic synthesis points towards
the scarceness of literature on the alignment of CsM with
ERM and focuses instead on siloed IT and IS security.
Therefore, the findings of thematic analysis determine that
despite various efforts to increase resiliency, the approaches
prove to be partially addressed in literature. This reconfirms
that organisational risk oversight is under-researched and the
alignment of CsM with ERM is a justified joint effort that
contributes to the holistic control of risks. Above and beyond
rethinking organisations’ strategic resiliency has been found
to have hits and misses for the reason that it is more
challenging when organisations mirror past siloed
approaches of IT security, Information Security, or siloed
RM.

Although a lot of guidance and regulations have been
released, the silo approach seems to continue [65]. On these
grounds, it can be concluded that organisations manage risks
in a variety of ways, depending on their understanding of
managing a silo or holistic approach regarding probable
losses (e.g. intellectual property, business interruption,
reputation, customer trust, loss of sensitive information,
financial loss, etc.).

B. Findings - Stream 2: Empirical results

Empirical results — the analysis of empirical data
revealed that the alignment of CsM with business strategy
can enhance superior risk handling, risk reporting, analysis,
mitigation, and resiliency across all of an organisation.
Nevertheless, integrating strategic foresight appears to be
challenging for organisations; henceforth it is segregated in
various strands of technical and operational legacy. Thus, the
evidence found sheds light on current organisational cyber
resiliency maturity. Correspondingly, implications of these
findings reassure the value of aligning organisational risk
resiliency capabilities (instead of siloed and reactive
controls). Furthermore, alignment of CsM with ERM and
business strategy deploys interconnectivity and partnership
that can place an entire organisation in a more enhanced state
of security through a unified perspective of control,
oversight, accountability, and decision making. As noted, by
empirical findings, the holistic approach of CsM is settled
internally by:

Category One: CsM determinants
a) Internal pressure

* Organisations’ own initiative to proactively initiate
adoption. Evidence shows that initiative taken by the
organisation’s board is a determinant in proportion of
14.29%.

* Internal culture was indicated as being the second
determinant for CsM adoption (10.20%) because of
various security human-related failures. Likewise,

literature emphasises cultivating risk culture as being a
way of influencing behaviour and attitudes among
individuals within an organisation [66]. So, cybersecurity
culture aims to change the mindset towards awareness of
risks among employees as well as adherence to internal
policies [67]. In addition to the generic research findings,
the literature highlights different dimensions of culture
that overlap, either behaviour, perception, assumptions,
knowledge, commitment, accountability, awareness,
attitude, communication, norms, responsibilities, habits,
and/or values [68, 67, 66]. Nonetheless, all of those
mentioned above are believed to be influenced by
artefacts (procedures) and exposed values (guidelines)
[23]. For instance, communication is perceived as being
the component that ensures transparency [69]. Previous
studies have based their criteria on selecting a few
elements and have articulated either a top-down approach
or mid-level approach (operational) while some other
studies focused more on awareness and stresses a bottom-
up approach. Specifically, for this research, culture
determinants refer to overall, strategically driven
cybersecurity culture. To keep pace with cybersecurity
challenges some authors contend a need for an
institutionalised cybersecurity culture that standardises
everything [23]. Determining the impact of risk culture
on organisations is important for establishing good
practices, either originating from policy or compliance
requirements [69].

b) External pressure

* Cyber threats’ velocity and complexity are one of
the main reasons stipulated by respondents. The relative
frequency for this determinant was 16.33%. Over the past
two decades, major advances in cyber threats were
reported by the industry as being a designated effect.
Moreover, it is believed that cyber risk poses significant
challenges for most organisations [70].

* Regulatory pressure is a second external
determinant identified with a relative frequency of
14.29%. Similarly, literature found that regulation is a
driver which influences investments for internal control
as well as influencing risk oversight transparency and
disclosure of practices [71].

 Standards were referred by research findings as
being in percentage of 31%. The sampled organisations
preferred either a customised approach to the
employment of a mix of standards and frameworks
and/or create their own frameworks. Most prevalent were
ISO 27000 series, COBIT and NIST cybersecurity
frameworks. As some respondents stated (e.g.
Respondent [18]), standards are used as a point of
reference and they are referred to as main guidance,
despite being ‘customised’. Little literature refers to
mixed/custom approaches that sustained a tailored
oversight for organisational needs and capabilities even
though it is believed that a customised approach is easy
to implement [72]. In short, standards represent a
significant determinant in implementing CsM.

Category Two: CsM reimbursement

While the previous category referred to what determines
CsM, this category refers to the benefits of implementation.
Thus, reimbursement category is performance-centric and
refers to key benefits of implementing CsM. Among



reimbursements, evidence articulates five main benefits, as
set below.

* Compliance was pointed by 24% of respondents,
though in this case it is reported as a
benefit/reimbursement.

» Competitive advantage is indicated by 20% of
respondents as being an effect of implementing CsM.
Competitive advantage is found to be a cascade effect of
all the other categories (e.g. performance, resilience,
compliance). Competitive advantage was seen in terms of
revenue and profits, the achievement of organisational
targets.

* Resilience (20%) has an equal value to competitive
advantage. Regarding resilience, it is well known that
leadership plays an important role; hence both strategy
and culture are interdependent as well as tactic oriented
[70]. The empirical findings found that resilience is
among the expected reimbursement of implementing
CsM. Evidence suggests that resiliency is driven from the
top, thus aligning strategy of cybersecurity with
organisational strategy is a recommended approach that
proactively acknowledges responsibilities, integration,
risk appetite, resilience planning, and assessment of
effectiveness. Within literature, it is recognised that apart
from being led from the top, resiliency is also a shared
responsibility within an organisation’s lower levels [70].

* Organisational effectiveness was indicated by 14%
of respondents. A significant trait of effectiveness is that
it defines the effectiveness of the relationship between
two or more variables. Evidence shows that measuring
the reimbursement of CsM respective effectiveness has a
positive effect as it endorses results, recommends
security needs, and implies mapping results of security
measures against the overall organisational strategy and
objectives achievement [73].

Category Three: CsM inhibitors

This category emphasises main CsM inhibitors in order
to understand what issues should be addressed in an
organisation’s environment.

a) People-centric

e Culture can be both a proponent and an impediment
in reaching organisation resiliency and performance [69].
Culture is a CsM inhibitor that is people-centric.
Considering that the culture of an organisation
emphasises different dimensions that overlap, it is clear
that it encompasses a multitude of components. For
instance, research findings identified that only 7.46%
emphasised culture as effecting CsM. However,
awareness and skills (knowledge) are recognised to be
part of cybersecurity culture. Thus, a lack of awareness
was agreed by 17.91% of respondents as being an
inhibitor. Additionally, 10.45% of respondents believe
that a lack of personnel competencies (skills and
knowledge) affect implementation. This is also
highlighted in theory as being a potential threat vector
[1].To understand the role of culture, this category
encompasses both a lack of awareness and a lack of
skills, and thus it represents subcategories, respectively
dimensions of cybersecurity culture [68, 67, 66], and not
disparate concepts as had previously been understood by
respondents.

b) Strategic centric

* Cost, 11.94% of respondents agreed that the cost of
implementation inhibits CsM. Again, literature
emphasises that there is a tendency for organisations to
underinvest due to the latency of results about the
uncertainty of the likelihood of a cost being associated
with a breach of security [71]. One possible explanation
for mistrust is because cybersecurity investments
generate cost avoidance instead of revenue [71].

* Silos, 10.45% of respondents mention silo
approaches and silo strategies as impeding CsM. Similar
findings were signalled by literature.

Additionally, 24% of respondents indicated that a lack of
maturity triggers reputational loss, 17.33% emphasise that
has regulatory consequences, and 16% indicated financial
loss. Given the fragmented management practices related to
cybersecurity, the issue of global cybersecurity losses is
almost incalculable due to the fact that estimation/prediction
often relies on surveys [74, 75]. Losses were estimated in
2014 to be approximately $400 billion and later on in 2018 to
be $600 billion [76, 77]. Nonetheless, it seems that ‘biased’
surveys and unreported cyber malicious incidents (i.e. events
that were maybe not realised in full yet had criminal
intention) contribute to the inability to understand the
implications of cyber threats at a global level [65]. In
keeping with these theories, [78] emphasises that there are
four patterns of governance failures: overreliance on
intuition, weak security foundation, overreliance on
traditional solutions, and known attacks patterns and frail
governance.

Category Four: Alignment Maturity of CsM and ERM

Despite various efforts of securing organisations, the
research findings show that managing risk holistically
remains a challenge for most organisations. In particular,
organisations struggle in aligning the function of control and
risk oversight to tie together all risk functions. Variations
among the three disciplines (CsM, ERM and Alignment)
explain why practices remain fragmented. Consideration for
CsM alignment with ERM was found by 69.23% of
respondents who considered alignment an enabler and were
thus interested in applying the alignment paradigm principle.

Results from the interviews show that alignment
deliverables are understood as a means of translating
priorities for each function (26.2%), defining a common
strategy (16.67%), evaluating/assessing performance (25%),
ensures recognition of due care for strategy contribution
(10.71%), implying education at every level of
implementation (10.71%) and ensuring executive level
support (10.71%).

However, despite significant credence for alignment, in
reality, a lack of resources and specialisation impede
deployment of alignment (Respondent 10). CsM aligned with
ERM is understood to play an essential role in holistically
managing and controlling risks. Among the main inhibitors
that were pinpointed by respondents were skilling
deficiencies (13.04%), cultural deficiencies (11.59%), and
lack of appropriate governance (10.14%).



V. DISCUSSION AND IMPLICATIONS

The empirical results revealed that overcoming cyber
risks holistically is a current issue for organisations. Even
though ensuring cybersecurity is dependent on multiple
determinants (i.e. internal and external, pressure), the
findings exposed that understanding the reimbursement it is
valuable. Accordingly, in driving security practices, four
main reimbursements were emphasised by respondents:
compliance, competitive advantage, resiliency and
organisational effectiveness. These results evidence that
decisions in implementing controls are beyond security and
protection purposes henceforth long-term viability and
opportunistic sights for businesses are echoed.

At the same time, prior literature showed that previous
research is fragmented and stimulated reactive cybersecurity
in detriment of proactive practices. Whereas previous
research focused on various streams, a re-frame/realignment
for an effective and integrated assurance plan for both risk
control and risk oversights seem feasible. Our result agreed
that alignment has a positive impact on the achievement of
the organisation’s mission, strategy, and objective. In
general, it would be more useful for organisations to carry
out alignment, incorporating principles of ERM, deploying
alignment with CsM, and business strategy, thus employing
all efforts in one single scope.

On the opposite, a lack of unified risk oversight can have
ripple effects due to unclear paths of how controls shall
apply to asset valuation, risk prioritisation, risk reporting,
analysis, mitigation, and resiliency. It may also trigger
weaknesses in an organisation’s defence (i.e. each
department having its way of dealing with risks), causing
severe issues in understanding an organisation’s broad
exposure to risks as well as potentially duplicating efforts.
Thus, alignment of CsM with ERM would help in
understanding points of interconnections, holistic view of
risks (if systemic), break down the risk to gain more
significant insights, deploy risk oversight and create
foresight capabilities in controlling, managing and governing
risks.

VI. CONCLUSION

The antecedent of strategic alignment showed a
conceptual evolution which demonstrates the value for
organisations when associating CsM with ERM. Based on
the results of the thematic analysis, it has been determined
that literature focus varied. Due to the limited literature that
aligns risk governance holistically, the investigation has
explored prior literature based on separate domains (e.g. IT,
IS, RM, ERM, CsM and alignment). The evidence compiled
in thematic synthesis points towards the scarceness of
literature on the alignment of CsM with ERM. Therefore, the
findings of thematic analysis determine that despite various
efforts to increase resiliency, approaches prove to be partially
addressed in literature. This reconfirms that organisational
risk oversight is under-researched and the alignment of CsM
with ERM is a justified joint effort that contributes to the
holistic control of risks.

Moreover, exploration of empirical findings demonstrate
that further work needs to be done in order to manage risk
and effectively sustain organisations in the long-term. The
challenges encountered by organisations and the way they
respond to cyber threats serve as a starting point to justify the
value of CsM alignment with ERM. Additionally, the

scarceness of literature focusing specifically on the topic
demonstrates confusion and unclear direction. Overall, the
results of this exploratory paper support an understanding of
risk oversight development whilst articulating gaps in theory
and practice associated with misalignment. This research can
be used to evidence that strategic alignment can enact
integrated capabilities to renew and redeploy an aligned risk
oversight of CsM with ERM. Furthermore, this research was
restricted to 26 interviews. Thus, additional exploration of
the phenomenon may be extended to a larger sample to
identify additional insights.
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