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Abstract

This study addresses the construction of a preset checking sequence that will not pose controllability
(synchronization) and observability (undetectable output shift) problems when applied in a distributed test
architectures that utilize remote testers. The controllability problem manifests itself when a tester is required to send
the current input and because it did not send the previous input nor did it receive the previous output it cannot
determine when to send the input. The observability problem manifests itself when a tester is expecting an output in
response to either the previous input or the current input and because it is not the one to send the current input,-it
cannot determine when to start and stop waiting for the output. Based on UIO sequences, a checking sequence
construction method is proposed to yield a sequence that is free from controllability and observability problems.
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1 INTRODUCTION

Determining, under certain assumptions, whether a given "black box" implementation N of a
Finite State Machine (FSM) M is functioning correctly is referred to as a fault detection
(checking) experiment. Foundations of fault detection experiments can be found in the sequential
circuit testing literature [GI 62, HE 64]. This experiment is based on an input sequence called a
checking sequence constructed from a given deterministic and minimal FSM M with a
designated initial state that determines whether a given FSM N is a correct implementation of M.
The construction of a checking sequence must deal with the "black box" nature of a given
implementation N of M which allows only limited controllability and observability of N. The
limited controllability refers to not being able to directly transfer N to a designated state and the
limited observability refers to not being able to directly recognize the current state of N. In order
to overcome the restrictions imposed by the limited controllability and observability, some
special input sequences must be utilized in the construction of a checking sequence such that the
output sequences produced by N in response to these input sequences provide sufficient
information to deduce that every state transition of M is implemented correctly by N.

In order to verify the state transition from state a to b under input x, 1) before the application
of x, N must be transferred to the state recognized as a, 2) the output produced by N in response
to the application of x must be as specified in M, and 3) the state reached by N after the
application of x must be recognized as b. Hence, a crucial part of testing the correct
implementation of each transition is recognizing the starting and terminating states of the
transition. The recognition of a state of an FSM M can be achieved by a distinguishing sequence
[HE 64], a characterization set [HE 64] or a unique input-output (UIO) sequence [SD 88]. It is
known that UIO sequences may not exist for every state of every minimal FSM [SD 88] and
determining the existence of a UIO sequence for a state of an FSM is PSPACE-complete [LY
94]. Nevertheless, based on UIO sequences, various methods have been proposed in the literature
to test FSMs [SD 88, AA 88, CV 89, DS 90, HI 97]. Some of these methods have been used to
construct fault detection experiments to test the conformance of various protocol
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implementations to their specifications given as FSMs [CV 89].

Testing an implementation N of an FSM M can be carried out as a fault detection experiment
in some specific test architectures. One such architecture is the distributed test architecture
shown in Figure 1 [II 95] where the lower interface and the upper interface of the
implementation N may be controlled and observed indirectly by the lower tester (L) and directly
by the upper tester (U), respectively.

Upper Tester
U
Lower Tester Implementation|
L N

A | ?

Figure 1 A Distributed Test Architecture

In this architecture, U and L are two remote testers that are required to coordinate the application
of a preset checking sequence through their interactions with N. However, this requirement may
lead to controllability and observability problems, in addition to those that stem from the black
box nature of N. The controllability (synchronization) problem manifests itself when L (or U) is
expected to send an input to N after N responds to an input from U (or L) with an output to U (or
L), but L (or U) is unable to determine whether N sent that output. It is therefore important to
construct a synchronizable checking sequence that causes no controllability problem during its
application in the distributed test architecture.

During the application of even a synchronizable checking sequence in a distributed test
architecture, the observability problem manifests itself when L (or U) is expected to receive an
output from N in response to either the previous input or the current input and because L (or U) is
not the one to send the current input, L (or U) is unable to determine when to start and stop
waiting. Such observability problems hamper the detectability of output shift faults in N i.e., an
output associated with the current input is generated by N in response to either the previous input
or the next input. To ensure the detectability of output shift faults in N the checking sequence
needs to be augmented by additional input subsequences.

Based on the work presented in [GU 95], this paper proposes a method for constructing a
checking sequence that does not pose controllability and observability problems during its
application in a distributed test architecture. Earlier work on the controllability problem [SB 84,
BU 91, UW 93, CU 95, TY 98] and that of on the observability problem [LB 94, YT 98, CR 99]
consider the construction of a test sequence rather than a checking sequence. It is well known
that the complete fault coverage of a checking sequence cannot be directly achieved by a test
sequence where transition verification is not necessarily based on state verification.

The rest of the paper is organized as follows: Related terminology is reviewed in Section 2.
In Section 3, the proposed method is presented and a proof for the resulting sequence to be a
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checking sequence is given. An illustrative example of the application of the proposed method is
provided in Section 4. In Section 5, some minimization techniques are proposed and concluding
remarks are given.

2 PRELIMINARIES
2.1 FSM and its Graphical Representation

A finite state machine, FSM, is a quintuple M = (S, X, Y, o, A), where S, X, Y are finite sets of
states, inputs, outputs, o is a state transition function that maps SxX to S, and A is an output
function that maps SxX to Y. State s,€S is designated as the initial state of M, and |S| is n. Each

element y € Yis in the form of one of the pairs (-, -), (oY, -), (-, oL), and (oY, oL) where - denotes
null output; and the first and second element in each pair is an output to U and L, respectively.
Functions dand A are extended to a sequence of inputs in the standard manner. An FSM M is
said to be minimal if ¥ (s, s) € §', i #j, 31 € X", such that A(s,, I) # A(s;, ). An FSM M is said
to be completely specified if Vx € X, Vs € S, 3 (s, &s, x); x/As, x)) in M. An FSM M can be
represented by a directed graph (digraph) G = (V, E) where a set of vertices V = {1, 2,.., n}
represents the set S of states of M, and a set of directed edges £ < {e | e = (v, v; x/y), v, v, € V}
represents the set of transitions of M. An edge e = (v,, v; x/y)€ E represents a specified transition
t = (s, s;; x/y) of M from state s, to state s; with input x € X and output y € Y. Vertices v, and v,
which represent respectively state s; and s; are called the head and the tail of e, denoted head(e)

and tail(e). The input/output pair (or io-pair, in short) x/y is called the label of the edge e (or
transition #), denoted label(e) (or label(?)).

A path P = (n, ny; x,/y,)(n,, n3; X,/v,) ... (1, ng x,,/v,,), k>1,1in a digraph G = (V, E) is a
finite sequence of adjacent (not necessarily distinct) edges in G, where n, and n,, are called the
head and the tail of P, denoted head(P) and tail(P), respectively, and (x,/y,)(x,/y,) ... (x;,/y, ), 1S
called the label of P, denoted label(P). For convenience, a path P = (n,, n,; x,/y,)(ny, ny; x,/y,) ...
(4, 1 X, ,/v,.,) will be represented by (n,, n,; 1/O) where label(P) = 1/O is the input-output (or
in short, 10-) sequence (x,/y,)(x,/y,) ... (x, /v, ), I = x\x, ... x, | is the input portion of I/O, O =
ViV - Yy, 18 the output portion of I/O, respectively. A sequence (i,i, ... i,) is a subsequence of
(x1x, ... x,,) if there exists a A, 0 <A <m—k, such that for all j, 1 <j <k, i, =x,,,. A sequence (i,i,
- Ip) 18 aprefix of (x,x,... x, ) if V j, 1 <j <k, i=x,

A digraph G = (V, E) is strongly connected, if for every pair of vertices v; and v;, there exists
a path from v; to v;. An FSM M has the reset feature if there is an input r such that &s,, r) = s,
and A(s, ) = (-, -), for every state s, of M. A transfer sequence T of an FSM M from state s, to
state s, is the input portion of the label of a path from s; to s,.

Let ®(M) be the set of FSMs each of which has at most » states and the same input set as M.
Let N be in ®(M). N conforms to M if there is a one-to-one and onto function f on the state sets
of M and N such that for any transition (i, j; x/y) of M, (f{(i), f(j); x/y) is a transition of N. A
checking sequence of M is an input sequence starting at a specific state of M that distinguishes M
from any FSM of ®(M) which does not conform to M.

2.2 Controllability (Synchronization) Problem
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Let each transition # of an FSM M have one of the following labels, label(t) € {iL/-, iV/-, iL/oL,
iL/oY, iUloL, iV/oV, iL/oU.L, iUloU.L} where iL (iV) is an input from L(U), of(oV) is an output to
L(U) and oYL is an output to L and U. Then, considering two consecutive transitions of M, one of
the testers, say L (or U), faces a synchronization problem if L (or U) did not take part in the first
transition and if the second transition requires that it sends an input to M [SB 84]. For example, a
synchronization problem will occur if ¢, is followed by ¢, and label(t|) = i‘/ol whereas

label(t,)) € {iV/- , iV/oL, iV/oY, iU/oUL}.

Two adjacent transitions ¢ and ¢' of M form a synchronizable pair of transitions if t' can
follow ¢ without generating a synchronization problem. For example, a transition with label i£/0V
forms a synchronizable pair of transitions when followed by any other transition of M. For a
transition ¢ of an FSM, each transition ¢' that forms a synchronizable pair of transitions with # is
called an eligible successor of t. Using the notion of eligible successor, one can determine, in
polynomial time, whether there is a non-empty subset of edges specified as eligible successors of
e for each edge e € E in a given digraph G = (V, E) [BU 91]. A transition sequence of an FSM
(or a path of the corresponding digraph G = (V, E)) is synchronizable if for every two
consecutive transitions in the sequence (or edges in the path), the second transition is an eligible
successor of the first one. An input-output (input) sequence is synchronizable if it is (the input
portion of) the label of a synchronizable path.

2.3  Observability Problem

An observability problem exists when a tester € (= U or L) is expecting an output in response to
either the previous input or the current input and because it is not the one to send the current
input, it cannot determine when to start and stop waiting for the output. The observability
problem manifests itself as an undetectable output shift fault. Formally, given an FSM M and a
test sequence x1/y1, X2/V2, ..., Xm/ym of M, where x; € X and y; € Y, 1 <i < m, an output shift fault
in an implementation N of M occurs when, in the labels x;/y; and x;,1/y;.1 of any two consecutive
transitions, 1 <j < m-1, there exists an output 09 (= oV or ol) that is
e cither in y; of M that occurs in y;;; of N and not in y; of N (forward output shift fault);
e or inyj; of M that occurs in y; of N and not in y;.; of N (backward output shift fault).
In general, if there is an output shift fault related to an output o¢ in any two consecutive
transitions whose labels are x;/y; and x;.1/y;.1, this fault will not be detected by tester & that
satisfies the following condition

(0?is in y; of M XOR 0?is in y;,; of M) AND input x;.;is not sent by tester 6,
In this case, we say that the tester @ is involved in the shift.

3 THE PROPOSED METHOD

Let M = (S, X, Y, 0, ) hereafter stand for a minimal FSM which is represented by a strongly
connected digraph G = (V, E) where there is a non-empty subset of outgoing edges of vertex v;
specified as eligible successors of e (tail(e)=v)), for each edge e € E. Let |S| be n and 5, € S be
the initial state of M. The construction of a synchronizable checking sequence of M is based on
the construction of a digraph G’ = (V", E') such that there is a one-to-one mapping from the edges
in G to the edges in G', and that every pair of edges (corresponding to a pair of adjacent edges in
G) covered by some path in G’ is a synchronizable pair of transitions in M. Thus, finding a
synchronizable checking sequence on G will be reduced to finding a checking sequence on G".
After the checking sequence is formed, it is examined for potentially undetectable output shift
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faults. Each potentially undetectable output shift fault is eliminated in the checking sequence
without creating any synchronization problem by adding some subsequences to the checking
sequence. The resulting checking sequence can then be applied in a distributed test architecture
without creating controllability or observability problems.

3.1 Construction of the Digraph G’

For each vertex v in G = (V, E), define:
DepartU[v] = {e € E: head(e) =v and label(e) € {iY/-, iV/oY, iV/oL, iU/oV.L}}
DepartL[v] = {e € E: head(e) =v and label(e) € {iL/-, iL/oL, iL/oY, iL/oU:L}}

ArriveV[v] = {e € E: taille) =vand label(e) € {iV/-, iY/oV}}
Arrivel[v] = {e € E: taille) = vand label(e) € {iL/-, iL/oL}}
ArriveVLlv] ={e € E : taille) =vand label(e) € {iL/oY, iV/oL, iL/oUL, iU/oU.L}}.

Note that the edges in DepartU[v] are eligible successors of edges in ArriveU[v] and ArriveV-L[v].
The edges in Departi[v] are eligible successors of edges in Arrivel[v] and ArriveV-L[v].
Furthermore, edges in DepartU[v] are the only eligible successors of edges in ArriveV[v], and
edges in DepartL[v] are the only eligible successors of edges in ArriveL[v].

During the construction of G' = (V', E') from G = (V, E), for each vertex ve V, 1, 2 or 3
vertices are created in G', depending on the labels of edges arriving and departing v, so that if an
edge arrives at a vertex in V7, it can take as its eligible successor any of the edges departing at
this vertex. The procedure of constructing the digraph G’ = (77, E) from a strongly connected
digraph G = (V, E) such that V'= VUV VL U VUL and E'= E. U F is as follows:

(1) For each vertex vin V,

If DepartU[v] # @, then a vertex vV is created in J'U.
If DepartL[v] # @, then a vertex vL is created in VZ.

(2) For each edge (w, v; x/y) € ArriveVU[v] (this implies that (w, v; x/y) € DepartU[w]), a directed
edge from wV to VU is created in E.. Similarly, for each edge (w, v; x/y) € Arrivel[v] (this
implies that (w, v; x/y) € DepartL[w]), a directed edge from wL to vL is created in E,.

(3) For each edge (w, v; x/y) € ArriveV-L[v], one of the following is performed:

a) In the case that vertex vU exists but vertex vL does not,

if (w, v; x/y) € DepartU[w], then a directed edge from wV to vVis created in E,
else (i.e., (w, v; x/y) € Departl[w]) a directed edge from wl to vis created in E..
b) In the case that vertex vL exists but vertex vV does not,
if (w, v; x/y) € DepartU[w], then a directed edge from wV to vL is created in E,,
else (i.e., (w, v; x/y) € Departl[w]) a directed edge from wl to VL is created in E.
¢) In the case that both vV and v exist, a vertex vU:L is created in VVU-L (if it does not already
exist) and two edges (VU:L, vU) and (VU.L, vL) with nil labels, denoted by -/(-, -) when
needed, are constructed in F.
If (w, v; x/y) € DepartU[w], then a directed edge (WY, vU:L; x/y) is created in E,,
else (i.e., (w, v; x/y) € Departl[w]) a directed edge (wL, vU.L; x/y) is created in El.

It follows from the construction of G'= (V”, E') that
- for each edge e € E of G there is exactly one corresponding edge e’ € E. of G’
- for each edge e’ € E, of G'there is exactly one corresponding edge e € E of G.



Given an edge e € E of G, let f{e) denote the corresponding edge e’ € E. of G'". Then f can be
extended to be applied to sequences of edges. Given path p' in G, let g(p") denote p' with the
edges from F removed. Then, a path p’in G’ that starts at v;Y-L is said to correspond to a path p
of G that starts at v; if, and only if, f{(p)=g(p"). If path p’in G’ that starts at v;V-L corresponds to
path p of G that starts at v;, then label(p) = label(g(p")).

From the construction of G'= (V’, E’), the following propositions are immediate:

Proposition 1: For each synchronizable path p in G that starts at v;, there is a corresponding path
p'in G'that starts at v, V.,

Proposition 2: For each path p’in G’ that starts at v,Y-L, there is a corresponding synchronizable
path p in G that starts at v;.

Proposition 3: Every vertex v € V' of G'is reachable from v, V:L.

3.2  Construction of Synchronizable Checking Sequences

Checking sequences that will be formulated in this paper will utilize synchronizable UIO
sequences. A Unique input-output (U1O) sequence for a state of an FSM is an 10-sequence that
is not exhibited by any other state of the FSM [SD 88]. A synchronizable unique input/output
(SUIO) sequence for a state s of an FSM is a synchronizable 10-sequence that forms a UIO for s.
Although an SUIO sequence itself does not cause any synchronization problem, a
synchronization problem can still arise if the transition corresponding to the first io-pair of the
SUIO sequence is not an eligible successor of the transition which precedes the SUIO sequence
in a given transition sequence. For example, when an SUIO sequence for a state s starts with an
input sent by U, any incoming transition of state s with label /oL or iL/-, will cause a
synchronization problem if it precedes the SUIO sequence. To avoid a synchronization problem,
for each state s, two SUIO sequences may be needed, denoted by SUIOY(s) and SUIOL(s) where
SUIOY(s) starts with an input sent by U and SUIOZL(s) starts with an input sent by L.

A general approach for the construction of synchronizable checking sequences based on UIO
sequences is first to construct a state cover which is an input sequence used to verify that an
implementation N of a given FSM M has all the states of M. This is followed by a transition
cover which is an input sequence used to verify that N implements all transitions of M. In order
to verify each state s of M in N, not only the input portion of the UIO(s) is applied to s, but also
the input portions of UIOs of every other state is also applied to s so that the uniqueness of UIOs
in N can also be established. If N passes the state cover then, the verification of each transition ¢
= (s, 53 x/y) of M in N is attempted by bringing N to s, applying the input x, verifying that the
observed output is y, and verifying that N reaches s; by applying the input portion of UIO(s)).

The proposed method for the construction of a synchronizable checking sequence from M is
based on the following observations regarding an FSM from which we may generate a
synchronizable checking sequence using SUIOs:

A) If for each state s € S, ArriveV[s] = &, then no state in S needs to have an SUIOV.

Further, if no state in S has an SUIOV then for each state s € S, ArriveV[s] must be &.

A also holds for L.

B) If for at least one state s € S (represented by v € V), ArriveU[s] # O then

a) DepartU[s] must not be &

(as edges in DepartU[s] are the only eligible successors of edges in ArriveV[s]).

b) s needs to have an SUIOVY, i.e., SUIOU(s) with an input portion /,,v
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(as the verification of edges in ArriveV[s] requires an SUIO that starts with the label of an
edge in DepartU[s]).

¢) SUIOY(s) must be used in the verification of s in N
(as the verification of edges in ArriveU[s] requires the use of SUIOU(s)).

d) for each state s’ € S,

- DepartU[s'] must not be &,

- ArriveY[s"] or ArriveV.L[s] must not be &,

- I,y must be the input portion of the label of a synchronizable transition sequence that
starts at s’, (as the verification of s in N requires the use of SUIOY(s) whose
uniqueness in N must be established), and

- At least one of the edges in ArriveU[s"] or ArriveVL[s] must form a synchronizable
pair of transitions with the transition in DepartU[s'] that maps to the first transition of
the sequence induced by /,u at s'.

B also holds for L.

Before the proposed method is presented the following assumptions are made:

1) The implementation N of M implements the reset feature of M correctly. A reset transition
has label 7/(-, -) and the reset input » can be sent by any of the testers and can be followed by
any input from any tester without causing any synchronization problem. N is deterministic,
minimal, composed of at most 7 states, and complete.

2) For each edge e € E, there is a synchronizable path that starts at the initial vertex v, and
contains e.

3) For each state s, represented by vertex v e V, if ArriveU[v] (resp. Arrivel[v]) # O, then
SUIOY(s) (resp. SUIOL(s)) exists and if ArriveVL[v] # &, then at least one of SUIOY(s) or
SUIOL(s) exists.

4) There is at most one state s represented by a vertex v € V, such that ArriveVL[v] = & and
there is at least one state s’ represented by a vertex v' € V, such that ArriveU[v'] # & and
there is at least one state s" represented by a vertex v" € V, such that Arrivel[v"] = &.

5) The input portion of each SUIO sequence is a synchronizable input sequence for each state s
in M and can follow a transition entering state s without creating a synchronization problem.

The first assumption dramatically reduces the length of the state cover. Without this
assumption, the resulting synchronizable checking sequence of the FSM will be restrictively long
as it will have to rely on locating sequences [HE 64] which in general have exponential length. In
addition, the application of a reset breaks the connection in most real protocols, and thus can be
utilized to form test cases from the resulting synchronizable checking sequence. The last four
assumptions are necessary for any method that will attempt to construct a synchronizable
checking sequence of a given FSM using UIOs. The second assumption assures that every
transition of the FSM is part of a synchronizable transition sequence starting at the initial state.
The third assumption assures that for each transition of the FSM, there is an SUIO
synchronizable with the transition so that one can construct the state and transition covers. The
fourth assumption requires that there should be at least one state that is reached by transitions
whose inputs are related to U (or L). The fifth assumption requires that any SUIO should be a
synchronizable sequence for all states of the FSM. The last two assumptions assure that the
uniqueness of the SUIOs in an implementation of the given FSM can be verified.

It follows from the asumptions that, DepartV[v] # & and Depart-[v] # & for each v € V. Thus,
there will be vl and vW € V' for each v € V and one can modify the procedure given in Section
3.1 by deleting the conditions for creating vL and vVin (1) and for creating vV.L in (3)c.
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The proposed method utilizes G'=(V’, E') constructed from G=(V, E) and proceeds as
follows:
Step 1: Let /,,v and 1, denote the input portions of SUIOY(v) and SUIOL(v), respectively.
Let vin G=(V, E) stand for the state s in S.
a) For each vertex vWand vl in V7,
construct 7,y and I, if both SUIOY(v) and SUIOL(v) must exist
(If both ArriveV[v]#Zd and Arrivel[v]#D). Call the shorter of {I,vu, I,L} Iu,L.
Otherwise, construct either 7,y if SUIOY(v) must exist or [, if SUIOL(v) must exist.
(The nonempty sequence /,,u will be used in
1) verifying a transition that is in ArriveV[v]#Z
(or if ArriveV[v]=J and SUIOL(v) does not exist, in ArriveV.L[v])
2) part of the verification of state s in N)
(The above statement in parantheses also holds for 7,z).
b) construct sets QU and QL of input sequences corresponding to input portions of
SUIO sequences that will be applied to each vertex v in V for state verification:
QU= {I,u | for each vV that has a SUIOY(v) and /,,u is not a prefix of I,,u, v#w in V}.
QL= {I, | for each vl that has a SUIOL(v) and I, is not a prefix of I,,z, v#w in V'}.

Step 2: Assume that when a reset input 7 is applied, the next vertex is v, VL.

Denote by T;u and Tz the shortest transfer sequence on G'=(V', E") from the initial vertex
v,UL to vertices v.U and v/ respectively. If vertex v,U:L exists then denote by T;u,. the
shortest transfer sequence on G'=(V", E') from the initial vertex v, to vertex v, and
let T;ju=TiL = Tu.L.
Let mU denote |QU|, mL denote |OL|, and O (i) denote the ith element of 09 (=QU or OL).
Construct an input sequence C, called cover of G'=(V", E"), that contains:
a) a state cover which is the concatenation of
rTiu QU()rTiu QUQR) ... rTiuvQY(mY)rTi OQL(1)rTiL QL(2) ... rTirQL(mL), Vi, 1 <i<n.
b) a transition cover which consists of a test segment rTheade) X1iai(e)
for each edge e’ in E. corresponding to the edge e in G=(V, E) where Theui) 1s the
same transfer sequence on G'=(V", E') from v, YL to head(e) as the one used in a).

Clearly, given an appropriate choice of transfer sequences, the state cover contains a test
segment for each edge that is the last edge traversed by a transfer sequence before a state
is verified. Therefore, a test segment for each such edge in £, need not be included in the
transition cover.

Proposition 4: Cover C of G'=(V", E') exists.

Proof:

By assumption 2, for any edge e € E, there is a synchronizable path starting at the initial vertex
and containing e. Thus, by construction of G’, for any e’'e E, there is a path on G’ starting at the
initial vertex v,Y. and containing e’. Every vertex in ¥ U FZ is the head of some edge in E. and

every vertex in VUL is the tail of some edge in E.. Therefore, for each vertex v € V', there is a

transfer sequence on G' from vertex v, to vertex v and as stated in Proposition 3, v is reachable

from v, UL, Also, for each vertex v € V7, there is an edge from v to v, Y.L with the label 7/(-, -), i.e.,

a reset edge. Therefore, G' is strongly connected. Moreover, by assumptions 3 and 4; and by
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construction of Q9 Q9 is not empty and, by assumption 5, every element of QY is the input
portion of the label of a path on G’ starting at a vertex v € V. Therefore, all the subsequences of
C of the type I, Ie X*, are defined on G, i.e., cover C of G’ exists. EOP.

Theorem 1:
Let G'= (V, E") be a digraph constructed from a given digraph G = (V, E) representing an FSM
M and let state cover C; of G' be the input portion of an 10-sequence R; which is the label of a
path P; starting at vertex v,%L of G'. Then if R, is also an 10-sequence for implementation N =
S, X, Y, &', A") of ®(M) then N has n states and the SUIO sequences for each state of M are also
unique in V.

Proof:

First, it must be established that R, is a synchronizable 10-sequence for M. This is the case since,

by construction, state cover C; is an input sequence on G'. Therefore, R; is a synchronizable

sequence as it is the label of a path in G'. Hence, R) is a synchronizable 10-sequence for M.
Second, it must be shown that if R; is also an [O-sequence for an implementation N in ®(M)

then N has n states and the SUIO sequences for each state of M are also unique in N. In order to

show this is the case, note that, any state of M is in one of the following two disjoint subsets of S:

1. 81 ={s; e S|vUL ¢V"}. By assumption 4, |Sj| < 1 and if S;={s;}, for some s;, by assumption
5,vVand vt arein V.

2. S ={s; € S|vUViL eV"}. By the construction of G’, v,V is the tail of some edge in E. and, by
the construction of QU U QF, at least one of {/s,u, Is,L} is an element of QYU QL. Therefore,
the state recognition for a state s; € S, is achieved by 7T,uL QU(1)rT VUL QU(z) Tyl
OYmY) rlyur Q4 (1yrTvur Q42) . rTvuL QL(mh).

Since 7 is correctly implemented in N and N is deterministic, if 7 is some transfer sequence,
N will always be in the same state after the application of 7. Thus, since R, is an 10-sequence
for N, the states of N reached by the transfer sequences for states in S, are pairwise distinguished
by QU U QL. Therefore, N has at least |S,| distinct states.

To each state s of M in S, there corresponds a unique state s’ of N, such that VI € QVu QL,
A(s', D)= As, I). Let S = {s'| s € S»}. If S| = O, then N has exactly n states and Vs’ € S%, VI €
QYU QOL, A(s', I) = As, I) and thus the result follows.

Suppose now that S; # &, say S| = {s,}. Then |S5| = n-1, so N has already n-1 determined
states and both v,V and v, exist. Then the sequence /5,v must exists and in M this distinguishes
s, from the states in S,. Thus, since R; is an 10-sequence for N, the state of N reached by T, v is
not in S, and so N has # states. A similar argument follows for vkL. Further, since the states of N
reached by Ts,v and T,z are not contained in S, and [S"- §%[=1, the states of N reached by Ts, v
and T, must be the same. Thus s, is identified in N by the use of either I,z or Is,v and so the
SUIO sequences for each state of M are also unique in N as required. EOP

Theorem 2:

Let G'= (V', E") be a digraph constructed from a given digraph G = (V, E) representing an FSM
M. Let transition cover C, of G'be the input portion of an 10-sequence R, which is the label of a
path P; starting at vertex v,YL of G'and let state cover C; be the input portion of an I0-sequence
Ry which is the label of a path P; starting and ending at vertex v,YL of G". Then the input portion
of R = R|R; is a synchronizable checking sequence of M.



Proof:

First, R is a synchronizable 10-sequence of M since, by construction, C;C; is an input sequence
on G'. Second, by Theorem 1, if R is also an 10-sequence for an implementation N in ®(M) then
N has n states and the SUIO sequences for each state of M are also unique in N. Thus there is a
one-to-one correspondence f from the states of M to the states of N defined by the SUIOs.

In order to complete the proof, the following must be shown:
suppose R is an 10-sequence for an implementation N in ®(M). Let (a, b; x/y) be an edge of G,
then (f(a), f(b); x/y) is a transition of N.

In order to show this is the case, let e = (a, b; x/y) be an edge of G. Then there is a
corresponding edge e’ in E.. The subsequence of R for the verification of e is of the form
(I’T head(e)xlmﬂ(e))/(ﬁ(sl, T, head(e))y/i(tail(e), Itai](e))) and, by COIlStI'UCtiOH, Itail(e) S QUU QL. Then,
since R is an 10-sequence for N, L) is the input portion of an SUIO of state b'= f(b) of N.
Hence, the state reached by N after the application of Tjeqqeyx is b’ = f(D).

Moreover, since R; is an IO-sequence for N, the state reached by N after the application of

Theadee) 18 a' = fla). Therefore, e’ = (a’, b'; x/y) is a transition of N. This holds for every transition
of M. The result thus follows. EOP

3.3 Elimination of Potential Undetectable Output Shift Faults

The cover C, defined in the previous section, is a checking sequence in so far as it distinguishes
M from any faulty FSM N in ®(M) that does not conform to M. However, under this definition M
is distinguished from a faulty FSM N in ®(M) by observing the responses of N to the checking
sequence during testing. Since in the distributed test architecture the responses of N is observed
by local testers, with no global clock, there may be an observability problem and output shift
faults may go undetected, although the checking sequence is synchronizable.

This section considers the problem of adapting the cover C to avoid the observability problem
and gives a sufficient condition under which output shift faults cannot occur in the cover C. This
condition is based around the notion of the SUIOs used being resilient to output shift faults. This
is followed by the description of a method that augments the cover C to eliminate undetectable
output shift faults.

Before considering output shift faults, a number of terms will be defined. For an FSM M, let Xo
C X represent inputs that can be received from tester 6, Yo represent outputs (including -) that
can be sent to 6, and Y < YuxYi. Let also 7g denote the projection function defined over an
output sequence O or input-output sequence //O such that z¢O) returns the sequence of outputs
where each output y € Yo\ {-} and 7g(//O) returns the sequence of inputs and outputs where each
input x € Xgand each output y € Yo\ {-}. Then, an input sequence I locally distinguishes states s
and s’ of M if there is some tester & such that zgl/A(s, 1)) # zal/A(s’, I)). Further, an input
sequence I, upon which the behaviour of M is defined, locally distinguishes an FSM N in ®(M)
from M if I locally distinguishes the initial states of N and M. Also, in the following, an SUIO
sequence I/A(s, ) for a state s of M is taken as a synchronized 10-sequence with the property that
for every state s' in S\ {s} [ locally distinguishes s and s’ (i.e. there is a tester & such that

71/ A(s, 1) # 71/ A(s', 1))).

3.3.1 The Effects of Resilient SUIOs in Detecting Qutput Shift Faults
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For an FSM M, let Xo — X represent inputs that can be received from tester 6, Yo represent
outputs (including -) that can be sent to &, and Y < YuxYz. Let also 7g denote the projection
function defined over an output sequence O or input-output sequence /O such that zg(O) returns
the sequence of outputs where each output y € Yg\ {-} and 741/O) returns the sequence of inputs
and outputs where each input x € Xy and each output y € Yo\ {-}. Then, an input sequence /
locally distinguishes states s and s’ of M if there is some tester & such that zg(I/A(s, 1)) # ma(l/M(s’,
I)). Further, an input sequence 7, upon which the behaviour of M is defined, locally distinguishes
an FSM N in ®(M) from M if I locally distinguishes the initial states of N and M. Also, in the
following, an SUIO sequence I/A(s, I) for a state s of M is taken as an IO-sequence with the
property that for every state s'in S\ {s} there is a tester & such that za(I/A(s, I) # 7a(l/ As', I)).

This subsection considers the case where the effectiveness of the SUIOs used in the cover C
cannot be affected by output shift faults either within the SUIOs or between SUIOs and
transitions immediately preceding the SUIOs. Such SUIOs will be said to be resilient to output
shift faults. It will transpire that if the SUIOs used are resilient to output shift faults then the
cover C has no observability problem. The following defines what it means for an SUIO to be
resilient to output shift faults.

An SUIO 7/0 for state s is said to be resilient to output shift faults if for every state s € S\ {s}
there is a tester € such that:

a) wal/A(s, D) # mdl/A(s', D).

b) forallz e (Yo\ {-})" we have that zg(l/A(s, 1)) # zzI/ (s, I)).

c¢) forallz e (Yo\ {-})" we have that zzg(I/A(s, I)) # ze(I/ (s, I)).

The first condition states that / locally distinguishes states s and s’. The second condition
ensures that if / is input when M is in state s’ the different behaviour is observed by & even if
extra output is produced at & prior to the input /. It thus ensures that a backward output shift fault
cannot occur between the SUIO and the transitions immediately preceding the SUIO. The third
condition ensures that if / is input when M is in state s’ the different behaviour is observed by &
even if some expected output fails to be produced at @ prior to the input /. It thus ensures that a
forward output shift fault cannot occur between the SUIO and the transitions immediately
preceding the SUIO. The following provides a sufficient condition for SUIO /O of state s is
resilient to output shift faults.

Proposition 5:
SUIO 1/0 for state s is resilient to output shift faults if for each s’ # s there is a tester & such that:
I=IxI, for some input x € Xgsuch that 7a(A(3(s, 1)), xI5)) # 7 A(s', I1), xI1)).

Informally this means that the behaviours produced by the input of / in states s and s’ differ at
@ after the input x € Xg. This is a sufficient condition because differences at & after the input x at
6 cannot be involved in output shift faults with transitions before the input of x.

Suppose the SUIOs used in forming a cover C are resilient to output shift faults. Based on
this, it is possible to make the following observations about C and any FSM Ne ®(M) that is not
locally distinguished from M by C.

a) N has n states and the SUIOs (locally) identify the states of V.
b) A transfer sequence for state s of M, used in forming C, reaches the corresponding state of V.
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From these observations it is possible to conclude that the test segment, in the transition cover,
for transition ¢ of M executes the corresponding transition of N and then checks its final state.
Further, since the SUIOs are resilient to output shift faults, any fault in this transition would
locally distinguish N from M. The result below follows from these observations.

Theorem 3:
If the cover C, the synchronizable checking sequence of an FSM M, has been produced using
SUIOs that are resilient to output shift faults then C is free from the observability problems.

3.3.2 Elimination of Undetectable Qutput Shift Faults in the Cover

This subsection will consider the problem of augmenting the cover C, in order to eliminate
undetectable output shift faults, when some SUIOs used are not resilient to output shift faults.
Suppose input sequence xi, ..., X, is being used and the tester wished to detect output shift faults
within this. It has been noted [YT 98] that this can be achieved by executing every prefix of x,
..., X4. Since this may lead to a massive increase in the size of the checking sequence we will
analyse the structure of C in order to limit the number of prefixes that need to be added.

Suppose the cover C does not locally distinguish an Ne®(M) from M. Consider the state
cover. Since the role of this is to verify the transfer sequences and the uniqueness of SUIOs it is
only important to determine whether output may be shifted between the input/output pairs
induced by the last inputs of transfer sequences and SUIOs. Let t(7) represent the input-output
sequence induced by a transfer sequence 7. Thus, 1(7) = T/A(s1, 7). We may observe that t(7) of
any transfer sequence 7 that is followed by an SUIOL cannot have an output shift fault, between
1(7) and SUIOL, at port L since SUIOL starts with input at L. Thus, in C there can be no output
shift faults, involving L, between t(7) of a transfer sequence 7 and any of the SUIOLs. From this
it follows that ©(7) must lead to the expected output at L and thus t(7) cannot participate in an
output shift fault involving L. A similar argument shows that t(7) of any transfer sequence 7 that
is followed by an SUIOV cannot have an output shift fault, between t(7) and SUIOY, at U. Thus,
1(T;u,L) of any transfer sequence Tju,. that is separately followed by an SUIOL and an SUIOUV
cannot participate in an output shift fault.

Suppose now that there is some state i such that 7;u#7;.. There may be at most one such
state. Here there may be an output shift fault between t(7;v) and the SUIOY and between t(7jz)
and the SUIOZL. Thus the test sequence is augmented with »7;u and rTjr.

Consider now the transition cover and the sequence from this that tests transition =(s;, s;;
x/y). Here t is tested by an input sequence in the form of a transfer sequence 7 followed by the
input of x and then the input portion of an SUIOV (SUIOZ) 1/0 to check the state reached after x.
Given any transfer sequence 7, the correct behaviour being observed by each tester, when
applying the (possibly augmented) state cover guarantees that there can be no output shift fault
between t(7) and the following transitions. It is now sufficient to determine whether there may
be an output shift fault between x/A(s;, x) and 7/A(s;, ). Here we may note that if x is followed by
I then an output shift fault between x/A(s;, x) and I/ A(s;, I) can at most involve one output value
being shifted at L(U). Further, since the result of executing the SUIOs from each state has been
verified during the application of the state cover, an output shift fault may only occur if an
incorrect output in # compensates for SUIOV (SUIOL) /0 being executed from some state other

12



than s;. Thus an output shift fault may occur between x/A(s;, x) and 1/A(s;, I) only if there is some

state s' € S\{s;} such that one of the following holds.

a) Transition ¢ involves output z at L and zz (l/A(s;, 1)) = m(I/A(s’, I)). This might allow a
backward output shift fault to go undetected, a fault leading to # not producing z at L being
masked by the final state of ¢ being s".

b) Transition ¢ involves no output at L and there exists z € Y such that 7 .(I/A(s;, 1)) = zm(I/A(s',
1)).This might allow a forward output shift fault to go undetected, the transition ¢ erroneously
producing output z at L and moving to state s".

There are equivalent necessary conditions for an output shift fault to be able to occur
between a transition being tested and an SUIO". If an output shift fault may occur between x/A(s;,
x) and 1/A(s;, I) the test is augmented with the input sequence rTx.

It is important to note that, due to their role in the cover C, it is not necessary to consider the
possibility of output shift faults within the transfer sequences. This is because a transfer sequence
T is only used to reach a state of N and not to (directly) check the input/output behaviour of any
transition triggered by 7. Having eliminate the possibility of output shift faults between the
transfer sequences and the SUIOs in the state cover then, assuming each tester sees the expected
behaviour when N is tested with C, each transfer sequence must reach the appropriate state of N
(given the mapping between states of M and N defined by the SUIOs). Based on this, the
transition cover then tests the individual transitions.

4 AN EXAMPLE

Consider the FSM M, represented by the digraph depicted in Figure 2, where input « is applied
by upper tester U and input b is applied by lower tester L. The output 0 is sent to U and output 1
and 2 are sent to L.

e6=b/(-, 2)
ex=al(0, -)

es=b/(0, -)

e3=b/(-, 1)
Figure 2 Digraph G = (V, E).

Edge types and eligible successors are:

e, = (1, 2), label (e1) = iY/oL, Eligible Successors: e,, e,
e, =(2, 1), label (e2) = iV/oY, Eligible Successor : e,

e; = (2, 3), label (e3) = i%/ot, Eligible Successor : e,

e, = (3, 3), label (e4) = i%/0Y, Eligible Successors: e,, s
es; = (3, 1), label (e5) = iU/oL, Eligible Successors: e, e,
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es = (1, 3), label (eg) = i/oL, Eligible Successor : e,
Arrive and Depart sets for all vertices of G are determined as in Table 2.

Table 2 Arrive and Depart sets for each vertex.

vertex | DepartV | Departt | ArriveV | Arrivel | ArriveYl
1 e e e, es
2 e, e, e,
3 es e, e, € e,

The construction of the digraph G’ proceeds as follows:
For each vertex v in V, DepartV[v] and Depart-[v] are not empty so vertices 1Y, 1£, 2U 2L 3U 3L
are created in V. Then every edge of E is considered:

- e, isin DepartU[1] and ArriveV:L[2], then construct 2U:L in VU:L, and create

edges (2L, 2U; -/(-, -)) and (2U-L, 2L; -/(-, -)) in F and edge e', = (1Y, 2U.L ; a/(-, 1)) in E..
- e, isin DepartV[2] and ArriveU[1], then construct edge e’, = (2Y, 1V ; a/(0, -)) in E,.
- ey isin Depart![2] and Arrivel[3], then construct edge e’y = (2L, 3L ; b/(-, 1)) in E,.
- e, isin Depart-[3] and ArriveU:L[3], then construct 3V:L in VUL, and create

edges (3L, 3U; -/(-, -)) and (3V:L, 3L; -/(-,-)) in F and edge e', = (3%, 3L ; b/(0, -)) in E.
- esisin DepartV[3] and ArriveV:L[1], then construct 1%L in VUL, and create

edges (1YL, 1U; -/(-, -)) and (1Y:£4, 1£; -/(-, -)) in F and edge e's = (3Y, 1U:L ; a/(-, 1)) in E...
- egisin Depart'[1] and Arrivel[3], then construct edge e', = (1£, 3L ; b/(-, 2)) in E,.

SUIO sequences for each state are:

SUIOU(1) = a/l, a/0 SUIOL(1) = b/2
SUIOY(2) = a/0 SUIOL(2) = b/1
SUIOU(3) = a/l, a/l SUIOL(3) = b/0

Figure 3 The Digraph G’ of G in Figure 2.Edges in F' are dashed.
Hence, the input portions of the SUIO sequences are:
lLu=aa,I,L=b; Lu=a, I,L = b; and I,u = aa, I,1, = b. Since there exist both / v and / 1, for each
vertex vin ¥V, Iy =I 1 = b. Finally, QU = {aa}, O = {b}.
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The construction of a cover C of G’ proceeds as follows:
Tw=T\r=Tur= & T,u=T,.=T,ur=a;and Tyu= Ty = Tyu.L = bb.

1) State Cover:
rTyv aarT\L brT,u aarT,r brTyu aarT,L b = raarbraaarabrbbaarbbb.

2) Transition Cover:
It contains a test segment for each transition except for edge e’, (a test segment (rab) for e, is

already included in the state cover since e, is the last edge of T,u1)

ie.,

test segment for e’, = (2Y, 1Y; a/(0, -)) is rT,v al,u = raaaa

test segment for e’, = (2%, 3%; b/(-, 1)) is rT,L bl,L = rabb

test segment for e', = (3£, 3V.L; b/(0, -)) is rT;L bLu,L = rbbbb

test segment for e's = (3Y, 1V.L; a/(-, 1)) is rTyu al,u,L = rbbab

test segment for e’ = (1%, 3%; b/(-, 2)) is rT L bL, = rbb.

Hence the transition cover is raaaarabbrbbbbrbbabrbb.

The state cover and the transition cover will result in the cover C of G as

raarbraaarabrbbaarbbbraaaarabbrbbbbrbbabrbb.
C is a synchronizable checking sequence of length 43.

It is straightforward to demonstrate that the SUIOs used in C satisfy the sufficient conditions,
given in Proposition 5, for SUIOs to be resilient to output shift faults. Consider, for example, the
input of b at L. This forms the input of the SUIOZLs for each state. The expected output is: 2 at L
for s;; 1 at L for sp; and 0 at U (and thus null at L) for s3. For each pair of states there is a
difference in the output at L after the input of b at L. By Theorem 3, since the SUIOs are resilient
to output shift faults, the checking sequence is free from observability problems.

5 CONCLUSIONS

A method for constructing a checking sequence of a given FSM M using UIOs has been
proposed. The resulting checking sequence does not pose controllability and observability
problems during its application in a distributed test architecture. The length of the checking
sequence constructed by this method may be easily reduced by eliminating redundancies and by
making a wise choice of the transition sequences, and of the SUIO sequences to apply. The
reduction in length can be achieved by three complementary approaches: The first approach is to
eliminate »/, /e X*, in the state or transition cover if there is an r/’, I'e X* in the state or transition
cover such that / is a prefix of /' By following this approach, the cover C in our example, is
reduced to rbbaaraaaarabbrbbbbrbbab with a length of 24 inputs by eliminating raa, rb, raaa,
rab, and rbbb from the state cover and rbb from the transition cover.

In the proposed method, the same transfer sequences are used in both state and transition
verification parts. By choosing different transfer sequences, the second approach of length
reduction could increase the possibility of overlapping the test segments or of using shorter
transfer sequences to a given state prior to verifying its outgoing edges. For instance, in the cover
C in our example, the test segment (e's) = rbbbb. One could use transfer sequence 737 =b to form

the test segment(e’s) = rbbb which would reduce the length of C by 1.

In the case that both SUIOY and SUIOL exists for a state s, the proposed method requires that
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I,ur should be the shorter of {/,u, I,.}. The third approach of length reduction is to choose the
one that contributes to the greater reduction in the length of C. For instance, in the cover C in our
example, for e’4, there would be two possible test segments : ¥bbbb and rbbbaa and for e's there
also would be two possible test segments : rbbab or rbbaaa. Choosing test segment(e's) =

rbbaaa implies that rbbaa can be deleted from C. Combining these three approaches yields C =
raaaarabbrbbbrbbaaa which is of length 19.

Naturally, when considering possible optimizations, it is import to guarantee that any changes
made maintain the cover being a checking sequence that is free from observability problems. For
example, when eliminating a prefix »/ of /' it is important to verify that this change cannot allow
an output shift fault to go undetected. The introduction of safe optimizations will form part of
future research.
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