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Abstract  

UK small to medium sized enterprises (SMEs) are suffering increasing levels of cybersecurity 

breaches and are a major point of vulnerability in the supply chain networks in which they participate. 

A key factor for achieving optimal security levels within supply chains is the management and sharing 

of cybersecurity information associated with specific metrics. Such information sharing schemes 

amongst SMEs in a supply chain network, however, would give rise to a certain level of risk exposure. 

In response, the purpose of this paper is to assess the implications of adopting select cybersecurity 

metrics for information sharing in SME supply chain consortia. Thus, a set of commonly used metrics 

in a prototypical cybersecurity scenario were chosen and tested from a survey of 17 UK SMEs. The 

results were analysed in respect of two variables; namely, usefulness of implementation and 

willingness to share across supply chains. Consequently, we propose a Cybersecurity Information 

Sharing Taxonomy for identifying risk exposure categories for SMEs sharing cybersecurity 

information, which can be applied to developing Information Sharing Agreements (ISAs) within SME 

supply chain consortia.   

Keywords: SME Supply Chains, Information Sharing, Cybersecurity Metrics, Information Sharing 

Agreement, Information Security Management, Risk Management 
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1 Introduction 

The UK Cabinet Office (2011) estimates the cost of cybersecurity breaches to the UK at £27 billion a 

year.  In the last year 93% of large corporations (>250 staff) and 87% of small businesses (<50 staff) 

in the UK reported cybersecurity breaches amounting to approximately 50% more attacks than were 

reported in 2012 across the same organisations (PricewaterHouse Cooper, 2013). This report also 

claims that the average individual cost for the worst of these breaches ranged from £450,000 to 

£850,000 for large businesses, and from £35,000 to £65,000 for smaller ones, with the latter 

experiencing levels of attacks previously only seen in larger organisations (PricewaterHouse Cooper, 

2013).  Other recent cybersecurity surveys (Verizon, 2013; Cisco, 2013; Ponemon Institute, 2013) also  

indicate a range of cyber threats faced by small to medium sized enterprises (SMEs) including 

malware, hacking, mobile device loss/misuse, DDOS attacks, advanced persistent threats (APT), 

threats related to human factors and penetration threats.   

Continuous investments in different information security measures and sophisticated data protection 

systems are generally needed to prevent financial loss due to cyber attacks.  Such investments are 

usually associated with security decisions made at every level of an organisation (Bojanc and Jerman-

Blazic, 2008).  For example, at the tactical and operational levels of an organisation, cybersecurity 

decisions would focus on the optimisation of security resources, that is, an integrated combination of 

plans, personnel, procedures, guidelines and technologies that minimize damage and losses. While 

these actions and tactics reduce the frequency and/or consequences of security breaches, they are 

constrained by the organisation's global security budget (Anderson and Choobineh, 2008).  An 

extensive security budget may be difficult, for example, for SMEs with low profit margins and income 

streams (Tawileh et al., 2007).  

Supply chain consortia depend increasingly upon integrated and interoperable IT systems for efficient 

management (Hughes et al., 2008; Levary, 2000) and comprise multi-level networked relationships 

among a heterogeneous group of organisations, many of which are SMEs. The increasing threat of 

cyber attacks on SMEs, however, is potentially a major point of vulnerability in supply chain 

networks. This is because SMEs represent the weakest links in information security management in 

these types of networked business environments due to the fact that they are unable to afford to scale 

up security activities to the levels necessary to ensure stable operating environments (Finch, 2004) and 

that they represent a “soft” target for cybersecurity breaches (PricewaterHouse Cooper, 2013).  In light 

of increasing cyber attacks on ICT systems in supply chain networks (InformationWeek, 2009), it is 

becoming crucial to minimize the potential risks that can endanger their operation (Inserra and Bucci, 

2014).   

It has been recognised that a key factor for achieving optimal security levels within a group of 

cooperating firms is the management and sharing of information related to any kind of attempt at 

breaching computer security (Gal-Or and Chose, 2005). The UK Government, for example, has 

recently launched the Cybersecurity Information Sharing Partnership (CISP) to share information and 

intelligence on cybersecurity threats, the objective of which is to make UK cyberspace more secure 

(Gov.uk, 2013). Although such information sharing should mitigate the risks associated with cyber 

threats within an ecosystem, negative exposure and loss of reputation as a result of information 

infrastructure violations being made public can however tarnish a firm’s image. Thus, information 

sharing amongst SMEs in a supply chain network would give rise to a certain level of risk exposure.  

In response to this issue, the purpose of this paper is to assess the implications of adopting 

cybersecurity metrics that can contribute to cybersecurity information sharing in the collaborative 

environment of SME supply chain consortia.  

The paper thus aims to: (i) evaluate the extent to which SMEs find it useful to implement 

cybersecurity metrics that would mitigate against a typical cyber attack; (ii) evaluate the extent to 
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which SMEs are willing to share cybersecurity information in the form of these metrics and (iii) 

develop a taxonomy of risk exposure to cybersecurity information sharing as perceived by SMEs in a 

supply chain network.  To satisfy these aims the following objectives were set: 

 Determine metrics which can be employed to directly monitor the status of cybersecurity for 

SMEs in the event of a typical cyber attack 

 Assess the implications to the SMEs of implementing these cybersecurity metrics as well as 

sharing this information in the supply chain  

 Evaluate the acceptance of these metrics within a collaborative environment 

 Propose a Cybersecurity Information Sharing Taxonomy for qualitatively identifying risk 

exposure categories for SMEs sharing cybersecurity information in a supply chain. 

2 Information Security in Supply Chain Networks 

The development of methods, standards and processes to address cybersecurity assurance in supply 

chains is a relatively recent area of research in both industry and academia (Bartol, 2014).  The field is 

only now beginning to address risk parameters and best practices related to cybersecurity in the supply 

chain (Boyson, 2014).  Given this context, this section approaches the topic by first addressing the 

business processes involved in managing information security in organisations, then assesses the 

feasibility of sharing these metrics as part of formal information sharing agreements among supply 

chain partners and finally makes a link between information sharing and cybersecurity risk mitigation 

strategies. 

2.1 Cybersecurity Metrics for Information Security Management 

Information security management can be viewed as an evolved set of processes for identifying, 

mitigating and documenting an organisation’s major security breaches.  A review of the relevant 

literature (Dorofee, 2007; Booz Allen Hamilton, 2011; Bodeau and Graubart, 2011; TMForum, 2013) 

implies four main stages in an information security management model, namely, Prevent, Detect, 

Respond and Recover.  Security experts believe that metrics are a key aspect in monitoring, 

controlling and managing the security aspects of information systems which, in turn, underpin 

organisational processes (Chew et al., 2008; Jansen, 2009).  Information or cyber security metrics 

should thus form the foundation of any security management framework and should be tied to the 

organisation’s business processes (Hayden, 2010).  Cybersecurity metrics can assist in measuring an 

organisation’s capability to address the four main stages of an information security management 

framework, i.e. prevent, detect, respond and recover, from any cyber attack and indicate improvements 

needed in the process to thwart future attacks or reduce the impact of such attacks (Chew et al., 2008).  

For the purpose of tracking and evaluating cyber threats, a manageable number of metrics should be 

selected based on the size of the organisation and the economic viability of their maintenance since a 

large number of metrics can be challenging to interpret as well as to evaluate and maintain (Boyer and 

McQueen, 2008).  When monitoring the security status of IT systems, for example, reviewing logs or 

control measurements, quantifiable metrics are particularly useful.  Thus measures that can be 

expressed in terms of numbers, levels or rankings, can provide numerical indicators of the security 

status of a system for use in further statistical analysis or performance measurement (Heyman et al., 

2008). Thus, for example, the Key Performance Indicators (KPIs) of service levels for federated or 

standalone systems can be expressed and measured as quantifiable metrics.  Additionally, the 

usefulness of cyber security metrics tends to be context-dependent, i.e., the interpretation of the 

measurements is highly dependent on the organisation’s information security goals, business critical 

assets, relationship to collaborating partners, specific threat vulnerabilities, etc. (Vaughn et al., 2003). 
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For the purpose of this study a set of metrics has been selected from the literature (see Appendix) 

based on the following criteria: 

 They are quantifiable so that the values generated can be easily compared as well as reported 

across SMEs in a supply chain 

 They were assumed to be relevant to the organisation in the context of the chosen business 

scenario  

The importance of these metrics might vary between SMEs. Some SMEs may have much higher 

profiles than others, and would thus be a more attractive target for attackers, whose attack vectors and 

capabilities may also vary.  Additionally, some of these metrics may be normally considered 

unsuitable for sharing since their disclosure could cause damage to the reputation of the SME or reveal 

sensitive information. 

2.2 Cybersecurity Information Sharing 

One of the major components for organisations achieving cyber intelligence capability is information 

sharing amongst collaborative partners and trusted associates (Barnum, 2013; Fernandez et al., 2012; 

ENISA, 2010).  Cybersecurity information sharing amongst supply chain participants may help to 

propagate valuable insights into the latest techniques used by cyber attackers along with information 

about their objectives (Fleming and Goldstein, 2012).  Cybersecurity information sharing has also 

been recognised at national levels as well, resulting in the launch of the Cybersecurity Information 

Sharing Partnership (CISP) in the UK (Gov.uk, 2013) and the Cyber Intelligence Sharing and 

Protection Act (CISPA) in the US (Congress.gov, 2013).  The Centre for Protection of National 

Infrastructure (CPNI) in the UK
1
 facilitates 'information exchanges' which allow one company to learn 

from the experiences, mistakes and successes of another, without fear of exposing company 

sensitivities.  However, the sharing of information amongst members of a supply chain is not 

necessarily straightforward.  Pujara et al. (2011) and Zahedirad and Shivaraj (2011), for example, have 

indicated some potential barriers as below: 

 Exposure of sensitive data that is highly important to the organisation and could be misused 

 Other organisations gaining a competitive advantage due to the information that is shared 

 Lack of trust in the channels through which the information is being shared  

 Not enough knowledge about the implications or the benefits of information sharing. 

A way of reducing these barriers would be to share information through a trusted intermediary, which 

promotes information sharing by providing the ability to analyze and redistribute information in a 

timely, actionable and relevant manner (ENISA, 2010), for example, ISACs
2
 in the US or CISP in the 

UK.  In the absence of such an intermediary other risk mitigation strategies may be considered such 

as, for example, the sorts of legally binding agreements recommend by Boyens et al. (2013) to reduce 

supply chain security risk from external IT service providers engaging with federal agencies:   

“For services external to organisations, a chain of trust requires that organisations establish 

and retain a level of confidence that each participating provider in the potentially complex 

consumer-provider relationship provides adequate protection for the services rendered. The 

extent and nature of this chain of trust varies based on the relationships between organisations 

                                                      

1 Cybersecurity information provided by CPNI is available at: http://www.cpni.gov.uk/ 

2 Information about ISACs can be found at: http://itlaw.wikia.com/wiki/Information_Sharing_and_Analysis_Center 
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and the external providers. Organisations document the basis for trust relationships so the 

relationships can be monitored over time. External information system services documentation 

includes government, service providers, end user security roles and responsibilities, and 

service-level agreements. Service-level agreements define expectations of performance for 

security controls, describe measurable outcomes, and identify remedies and response 

requirements for identified instances of noncompliance” (Boyens et al., 2013, p. 204). 

Thus Information Sharing Agreements (ISAs) or Cyber Information Sharing Agreements (CISAs) 

amongst SMEs in supply chain consortia would help in building a pool of information to which 

businesses will have access. This information pool would include the best strategies that could help 

SMEs in reducing the cost related to preventing attacks (Aviram and Tor, 2010).  An added advantage 

would be that the more valuable the information contributed by each participant SME, the more the 

collective knowledge of the entire supply chain would increase (Fernandez et al., 2012). Information 

sharing efforts should also ideally be governed by legal frameworks to avoid any misuse of 

information (Fernandez et al., 2012; Aviram and Tor, 2010). As such, being part of an ISA would 

alleviate the risks of poor quality of information being shared.  Also, risks related to trust issues with 

regards to misuse of data could be mitigated by introducing clauses pertaining to the same in the 

information sharing agreement (ENISA, 2010).  Knowledge about the types of devices and technology 

used by the other organisations can also help in filtering out information (Boyens et al., 2013).  For 

example, if malware has been found which affects only the Linux OS, then the metric related 

information for this attack can be shared only with the SME which actually uses the Linux OS. 

The success of an ISA depends on building trust between the collaborating partners (Fleming and 

Goldstein, 2012) such that they are willing to share sensitive information and there is confidence in the 

quality of the information being shared. Fleming and Goldstein (2012) also recommend that 

information sharing be directed by collective goals. In the case of cybersecurity in the supply chain the 

goal would be to mitigate shared risk in the entire supply chain (Boyson, 2014).  It should be noted, 

however, that not all kinds of exploits and attacks can be addressed with the help of information 

sharing, such as zero-day exploits (Fleming and Goldstein, 2012; Bayuk, 2013) i.e., vulnerabilities that 

no one knew existed before they were exploited. Additionally, the legal and economic barriers to 

cybersecurity information sharing may not be easily addressed by a set of conditions in one agreement 

and may need considerable negotiation and compromise between partners (Gordon et al., 2003; Gal-

Or and Chase, 2005; Aviram and Tor, 2010). 

There is thus merit in determining the types of incentives and circumstances that might be deemed 

appropriate for an Information Sharing Agreement (ISA) under which SMEs could adopt 

cybersecurity information sharing. The remainder of the paper addresses this issue and also develops a 

taxonomy of risk profiles related to the metrics deemed important to establishing cybersecurity 

information sharing arrangements in a supply chain.  

3 Study Design and Analysis 

3.1 Design and Sample 

For the purpose of this paper a scenario-based study has been used in which a business scenario 

related to a cyber attack was given to respondents and a self completion questionnaire issued against 

the background of this business scenario.  The questionnaire was hosted on an online platform and the 

respondents were sent an online link via email to invite them to complete it. The questionnaire was 

divided into four parts: 

 Part 1 contained basic information about the size and sector of the organisation and their 

perception of the overall importance of cybersecurity. 
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 Part 2 outlined the cyber attack business scenario. 

 Part 3 provided a list of cybersecurity metrics that would help prepare organisations to deal with 

these attacks.  The questionnaire employed a 5-point Likert scale to assess the extent to which the 

respondents thought each metric:  (i) was useful to implement in their own organisation and (ii) 

they would be willing to share the same metric amongst other SMEs in their supply chain 

network. The existence of a cybersecurity Information Sharing Agreement (ISA) between SMEs 

in the supply chain is assumed and detailed in the scenario.   

 Part 4 of the questionnaire covered general questions such as: (i) the percentage of the 

organisation’s IT budget allocated for cybersecurity, (ii) a request to rank both the incentives for, 

and barriers against, the adoption of cybersecurity information sharing, (iii) a list of general 

conditions under which the organisation would agree to share cybersecurity information.  

The sample frame for this paper was managers/business owners of UK SMEs and cybersecurity 

professionals in SMEs since it was assumed that people with these types of profiles would be 

knowledgeable about decisions regarding implementing and sharing cybersecurity metrics. The 

sample consisted of 37 participants from 17 UK SME organisations.  51.3% of the respondents were 

managers, managing directors and small business owners and 48.7% of the respondents were IT and 

cybersecurity professionals. The majority of the respondents were from SMEs with staffing sizes 

greater than 100 employees (64%), followed by SMEs of more than 50 employees (21.6%), those of 

more than 10 (8.1%) and those of 10 or less employees (5.4%).  The industry sectors represented were 

Information Technology (48.6%), Banking and Investment (18.9%), Telecoms Services (18.9%), 

Electronics (8.1%) and others (5.4%). 

3.2 Analysis 

The analysis comprised of four parts. Firstly, a comparison of the two variables willingness to 

implement based on usefulness of metrics (usefulness) and willingness to share the metrics (sharing) 

amongst other SMEs in the supply chain was conducted using Paired T-Tests. Secondly, analysis of 

the importance of cybersecurity, budget allocation to cybersecurity and the benefits of and incentives 

for sharing the metrics with other SMEs within a supply chain was conducted using ANOVAs. 

Additionally, analysis of incentives for sharing of cybersecurity metrics amongst SMEs in a supply 

chain was also conducted using ANOVAs. Finally, the barriers for adopting cybersecurity information 

sharing are discussed. The following sub-sections present the results in detail. 

3.2.1 Paired T-Tests: Comparison between Usefulness and Sharing 

Based on the Kolmogorov Smirnov test which confirmed normality, a Paired T-Test was carried out to 

determine whether there were significant differences between the responses for usefulness and sharing 

in Part 3 of the questionnaire. Figure 1 shows a plot of the means for each metric. Of the 26 metrics, 

the majority (n=18) were found to be significantly different (p<0.05) with 12 of these metrics having a 

p value of less than 0.01. Although both variables provide more or less similar results, usefulness 

consistently scored higher than sharing, meaning that generally participants would prefer to 

implement the metrics more than they would share them. The metrics with the most significant 

differences include total financial loss, number of open known vulnerabilities and percentage of assets 

that have specific anti-malware tools or features installed. Since these metrics relate to factors that 

would affect an SME’s reputation, i.e., income and future business, SMEs would be more reluctant to 

share this type of information with competitors. On the other hand, the metric scores that were not 

significantly different (e.g. vetted enhanced access, speed of patching, number of alerts, number of 

infections vs. detections) are not perceived as damaging to reputation, income or future business and 

show that participants were not so averse to sharing these with other SMEs in a supply chain.  
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*denotes statistically significant scores (p<0.05) 

Figure 1. Difference between mean metric scores for “Willingness to Implement (Usefulness)” 

and “Willingness to Share (Sharing)”. 

3.2.2 ANOVAs: The Importance of Cybersecurity, IT Budget Allocation and the 
Benefits of Information Sharing in an SME Supply Chain 

In order to assess the differences between the metric scores for the three factors Importance of Cyber 

Security, IT Budget Allocation to Cybersecurity and Benefits of Sharing, a one-way between groups 

analysis of variance (ANOVA) was conducted (Table 1). These factors were assessed using the total 

number of employees, which was designed to measure how much the size of an SME affected their 

perception of cybersecurity investment. In terms of the Importance of Cybersecurity, it can be inferred 

from the non-significant result that irrespective of SME size, all SMEs considered cybersecurity to be 

important. 

 

ANOVA Groups 

Importance of 

Cybersecurity 
Allocation of IT Budget 

Belief that Information 

Sharing is Beneficial 

P-Value P-Value P-Value 

Total number of 

employees 
0.529 0.091 0.076 

Table 1. ANOVA Results for Importance of Cybersecurity, IT Budget Allocation to 

Cybersecurity and Benefits of Sharing Cybersecurity Information. 

In terms of the percentage of IT budget allocated to Cybersecurity, there was also no significant 

difference between the groups meaning that perception of budget allocation is consistent across the 

groups. More specifically, SMEs which have fewer than 50 employees tend to spend less than 10% of 
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their IT budget on cybersecurity, whereas larger SMEs with employees of more than 50 spend 

between 5% and 30% of their IT Budget on cybersecurity. This is consistent with the findings of 

Cresswell and Hassan (2007) that though security management is of the utmost importance to fulfil the 

current needs of cybersecurity, affordability could be an issue amongst the smaller organisations in a 

supply chain.  

Again, there was no significant difference between the groups for the belief that the introduction of 

information sharing in their security management process would benefit the cybersecurity of the entire 

organisation. These findings lend support to the UK Government CISP initiative (Gov.uk, 2013) and 

Fernandez et al. (2012) who suggest that information sharing is an important component in achieving 

enhanced cybersecurity across the supply chain. It indicates that SMEs in supply chain consortia 

would be willing to be a part of such initiatives. 

3.2.3 ANOVAs: Incentives for Information Sharing in an SME Supply Chain 

ANOVA 

Groups 

Incentive 1: 

Distribution of 

Profits 

Incentive 2: Sharing 

of Techniques 

Incentive 3:  

Cost Reduction 

Incentive 4:  

Cyber Insurance 

P-Value P-Value P-Value P-Value 

Total number 

of employees 
0.008* 0.590 0.250 0.877 

Table 2.  ANOVA Results for Incentives for Cybersecurity Information Sharing. 

The second set of ANOVA results (shown in Table 2) looked at the level of support for cybersecurity 

information sharing incentives within an SME supply chain (part 4 of the questionnaire). Four 

incentives were given, including: (i) distribution of profits caused by saving cost to be spent on 

remediation if the attack was to spread; (ii) sharing of the techniques used to thwart such attacks; (iii) 

cost reduction by minimising security breaches; and (iv) providing greater liability protection/cyber 

insurance for companies participating in the sharing that are attacked. 

The distribution of profits (Incentive 1) was found to significantly differ between SME sizes. Only 

small organisations with employee numbers fewer than 10 seemed to support the idea of distribution 

of profits as an incentive. Smaller organisations can become easy targets for cyber attacks since they 

would not have sufficient infrastructure in place to thwart the attack as well as the attacker could 

easily gain information about the larger organisation with which the smaller organisation is associated. 

Thus, smaller organisations might have more information to share related to a particular attack as it 

might be the first target of the attack, but might not have enough funds to thwart the attack. Hence, in 

return for sharing the information related to the attack, the small organisation might desire a 

distribution of the profits gained by the larger organisation through addressing the attack. The smaller 

organisations can then strengthen their cybersecurity management processes using these funds and 

continue to share the information. 

Neither the sharing of techniques (Incentive 2) and cost reduction (Incentive 3) significantly differed 

between groups. Sharing of techniques was preferred on a high scale across all the groups, which 

when implemented in conjunction with an information sharing agreement (ISA) would lead to cost 

reductions through knowledge sharing across beneficiaries in the SME supply chain. 

Although cyber insurance (Incentive 4) did not significantly differ between groups, larger SMEs (those 

with >100 employees) scored this incentive higher than the smaller SMEs. Cyber insurance is a 

relatively new idea and as such the reason for this outcome could be that the smaller organisations 

taking part in the cyber information sharing do not have enough information about it. Another reason 

for this could be that larger SMEs have comparatively more IT infrastructure as well as sensitive 

information and damage to this could cause substantial financial losses. 
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3.2.4 Barriers to the Adoption of Cybersecurity Information Sharing 

Five barriers to the adoption of cybersecurity information sharing were also given to respondents to 

rank in order of the most influential in Part 4 of the questionnaire. Organisations competing in the 

same market and trust issues with regards to misuse of data were cited as the barriers that most 

deterred SMEs from participating in cybersecurity information sharing, whilst poor quality of 

information and lack of support from the network leader were consistently ranked the lowest. 

This study also analysed the circumstances under which SMEs would agree to share cybersecurity 

information. The circumstances which are most preferred by SMEs for undertaking sharing of 

cybersecurity information are “keeping data anonymised” and “being part of an Information Sharing 

Agreement (ISA)”. These circumstances can be seen as drivers for undertaking the sharing of the 

cybersecurity metric related information. If the above mentioned drivers are put into place the barriers 

to sharing the metric related information can be greatly reduced in the following manner: 

 If the data is kept anonymised, the organisations receiving the information would not know the 

origin of the information, and thus the risk of rival organisations using the data for their advantage 

could be reduced. Also, the risk related to misuse of the information to harm the reputation of a 

particular organisation would be highly reduced. 

 Information Sharing Agreements (ISAs) would provide formal, legally binding arrangements 

for sharing risk and compensation in the event of cyber attacks.  Responsibility, liability and 

accountability would be catered for in such agreements thus providing shared indemnity. 

3.2.5 A Framework for Information Security Sharing in SME Supply Chains 

All the data provided by the respondents was confined within the ranges of low to high usefulness and 

low to high sharing. Therefore, the means from the Paired T-Tests (shown graphically in Figure 1) 

were plotted on a 2x2 grid of quadrants, with the axes representing the degree of usefulness and 

willingness to share, in order to create the Cybersecurity Information Sharing Taxonomy (Figure 2).  

The resulting quadrants demonstrate qualitatively the degree of risk to which an SME deems itself 

exposed when sharing certain cybersecurity metrics.  Each quadrant is further interpreted and 

discussed in this context. 

High Sharing/Highly Useful – “Baseline Critical”: The metrics categorised into this quadrant 

include those that SMEs consider to be vital to understanding the impact on business processes and 

sustainability, and should definitely be shared across the supply chain. For example, the level of 

content filtering, automatic updates and virus scanning, incident recovery costs, time between attack 

discovery and recovery, time to resumption of business activities and the total financial loss of attacks 

are all related to the business processes and would directly affect sustainability of the business. The 

strategic nature of these metrics and the willingness of SMEs to share cybersecurity information 

associated with them mandates their inclusion in the ISA.  

High Sharing/Useful – “Shared Operational”: The metrics categorised into this quadrant are those 

that the SMEs would find useful to share to ensure a common standard of cybersecurity. For example, 

the speed of patching vulnerabilities, increase in network utilisation, time taken to detect an intrusion, 

number of alerts, number of infections vs. detections and time taken to configure or repair resources, 

all relate to the characteristics of a cyber attack. Sharing this information provides SMEs in the supply 

chain with a common reference that protects the cyber infrastructure that underpins the business 

processes and overall delivers a higher standard of cybersecurity. These metrics can also be used to 

contractually specify a minimum level of cybersecurity which membership of a supply chain demands. 

Therefore, to operationalise any ISA, all of the Shared Operational metrics should be included. 
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1 Security Awareness Training
2 Vetted Enhanced Access
3 Security Policy Compliance 
4 Policy-Compliant Devices
5 Content Filtering
6 Auto Updates and Virus Scans
7 Anti-Malware Tool/Features
8 Audits of Policy/Procedure Compliance
9 Open Known Vulnerabilities
10 Speed of Patching Vulnerabilities
11 Increase in Network Utilisation
12 Time taken to Detect an Intrusion
13 Number of Alerts
14 Infections v. Detections
15 Policy Failure vs Policy Compliance Failure
16 Impact of Degradation/Disruption
17 Deployment Time of Custom Anti-Malware
18 Total Number of Attacks
19 Time between Discovery and Recovery
20 Time to Resumption of Business Activities
21 Exercised Business Continuity Plans
22 Review of Business Continuity Plans
23 Incident Recovery Cost
24 Properly Configured Resources
25 Time to Configure/Repair Resources
26 Total Financial Loss

 Baseline Critical  High Risk 

 No Deal  Shared Operational 

 

Figure 2.  Cybersecurity Information Sharing Taxonomy. 

Highly Useful/Low Sharing – “High Risk”: These metrics are categorised as high risk and SMEs 

would be reluctant to share this sensitive information because it would expose weaknesses in their 

cybersecurity capability. For example, security policy compliance, number of policy compliant 

devices and number of assets with anti-malware tools or features configured would directly affect the 

organisation’s reputation if lower than expected. In addition, this information can be used directly in 

the targeting of a cyber attack against an SME as it gives clues as to their vulnerabilities. However, 

these metrics are of potential benefit to the entire supply chain to help ensure that the entire supply 

chain is operating at a common level in terms of their cybersecurity capability. The migration of these 

metrics to the next quadrant, i.e. from “High Risk” to “Baseline Critical”, is essential for the 

maintenance of security across the entire supply chain. As found in the results from the incentives, 

keeping data anonymised and governing the sharing of this information through legal frameworks like 

an ISA can help reduce the risks related to the sharing of these metrics. As such incentives like cyber 

insurance, sharing of techniques to thwart future attacks and distribution of profits might encourage 

the organisation to share these within an ISA. 

Low Sharing/Useful – “No Deals”: The metrics in this quadrant are those that are perceived to be 

both unimportant to other SMEs and highly risky to share. For example, known vulnerabilities can 

easily be found through sites such as the Common Vulnerabilities and Exposures (CVE) list (Mitre, 

2014), but the number of specific vulnerabilities an organisation is yet to address would be extremely 

risky for an SME to share as this would expose weaknesses in their cyber defence capability. The 

same applies for the results of policy and procedure compliance audits as it might not be useful to 

another organisation but could again expose vulnerabilities in defence capability. An ISA that includes 

these metrics would meet with some resistance from SMEs, so their inclusion in a supply chain ISA 

should be carefully considered.  
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4 Conclusion 

Contemporary work on cyber supply chains emphasises the need to address cybersecurity information 

sharing among supply chain partners so as to enhance collective threat intelligence and thwart 

potential cyber attacks (Barnum, 2013; Fernandez et al., 2012; Gordon et al., 2003; Fleming and 

Goldstein, 2012).  UK SMEs are facing increasing cybersecurity breaches, the prevention of which is 

often too expensive for a small firm to fully manage (Tawileh et al., 2007).  This situation thus 

exposes SMEs as the vulnerable points of the overall security of a supply chain network.  Despite the 

criticality of this problem, current research is slow to address it, with almost no work specifically 

focusing on the SME component of cyber supply chains or on specific metrics that would be 

applicable to cyber supply chain security.  This paper thus makes an important contribution by 

addressing: (i) the types of information that could be shared among SMEs in a supply chain network 

when faced with a specific cyber attack scenario; (ii) the willingness of SMEs in the supply chain to 

share this information; and (iii) the perceived risk exposure of SMEs sharing such information.  The 

paper also makes a further important contribution by exploring the incentives and barriers which either 

encourage or hinder cybersecurity information sharing from an SME perspective.  While current 

studies present generic information about incentives and barriers to information sharing (ENISA, 

2010; Gal-Or and Chose, 2005; Gordon et al. 2003; Fernandez et al., 2012), we are not aware of any 

current study that attempts to test, using a specific, practical scenario-based study, the actual concerns 

about sharing cybersecurity information from SMEs participating in a supply chain network.  Thus, 

the research process by which this study has been undertaken is also a potential contribution to 

methodologies that can be used to investigate phenomena in context-dependent situations such as the 

kind this research presented.  This study thus augments previous work in the field and illustrates the 

practical applicability of the theory to a critical target group. 

Moreover, the results of the paper can be practically applied to some of the critical issues hampering 

the implementation of cybersecurity information sharing schemes (Aviram and Tor, 2010; Bojanc and 

Jerman-Blazic, 2008; Boyens et al., 2013).  One of these issues is the complexity of the legal 

frameworks which may need to be implemented in order for such schemes to work (Aviram and Tor, 

2010).  The Cybersecurity Information Sharing Taxonomy developed by this study categorises SMEs’ 

perceived risk exposure for the selected business scenario and demonstrates the conditions under 

which SMEs might be prepared to enter into a formal Information Sharing Agreement (ISA).  It is 

conceivable that for any of a number of given business scenarios similar taxonomies can be 

established along with corresponding lists of conditions to be covered by an attendant ISA.  Another 

issue lies in managing the risks associated with sharing information about sensitive security breaches 

(Boyens et al., 2013).  Since the taxonomy is comprised of context-dependent security metrics, it can 

also potentially be the basis for sensitivity dashboards, shared by supply chain partners indicating their 

collective risk exposure to specific incidents represented by the business scenarios.  Thus the study has 

the potential to operationalise current theoretical and conceptual work done on the practical 

applicability of metrics frameworks and cybersecurity risk management across the supply chain. 

The study is limited in its ability to generalise to larger SME cohorts due to the relatively small size of 

the sample (17 SME organisations) and the fact that the companies were UK-based.  Nonetheless, the 

results are compelling in that there is apparent face validity in the categories developed in the 

Cybersecurity Information Sharing Taxonomy.  Further work would address the sampling issues by 

distributing the survey to a much larger cohort of SMEs in a supply chain network.  Various industry 

sectors could be tested and comparative analyses between country contexts, which operate according 

to different legal frameworks, could be investigated as well.  The scenario-based nature of the study 

would allow for the testing of the select metrics under different business scenarios, thus creating 

different taxonomy categories.  These would represent cross-sectional comparative studies, however, 

longitudinal studies could also be undertaken to study the change in perception of risk exposure by 

SME supply chain participants over time. 
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Appendix   

Metric Description of Metric Literature Source 

1 Percentage of employees who have completed the security 

awareness training 

(CISWG, 2005; 

TMForum, 2013) 

2 Percentage of employees with an enhanced level of access to 

systems who have been vetted 

(CISWG, 2005; 

TMForum, 2013) 

3 Level of security policy compliance on the targeted systems (Patriciu et al., 2006) 

4 Total count of Policy-Compliant Devices (Patriciu et al., 2006) 

5 Percentage of emails, websites and web domains undergoing 

content filtering within the organisation 
(Patriciu et al., 2006) 

6 Percentage of high-value assets (systems) with automatic virus 

definition updates and automatic virus scanning 
(Dorofee et al., 2007) 

7 Percentage of high-value assets (systems) that have specific anti-

malware tool or feature installed and up to date 
(Dorofee et al., 2007) 

8 Results of internal and third party audits of policy and procedure 

compliance 
(TMForum, 2013) 

9 Number of known vulnerabilities open (Bodeau et al., 2012) 

10 Average speed of patching vulnerabilities (Bodeau et al., 2012) 

11 Percentage of increase in network utilisation (Patriciu et al., 2006) 

12 Time taken to detect an intrusion (Voas et al., 1996) 

13 Number of alerts per system that is targeted (Miani et al., 2013) 

14 Percentage of variance of reported/discovered infections versus 

detections 
(Patriciu et al., 2006) 

15 Cause of incident : policy failure vs policy compliance failure (Patriciu et al., 2006) 

16 Number of employees affected by the degradation or disruption of 

the network, systems or application services 
(Patriciu et al., 2006) 

17 Time taken to deploy a custom anti-malware signature for this 

attack across the enterprise. 
(Langweg, 2006) 

18 Total number of attacks caused by this malware throughout 

organisation 

(Sandoval and Hassel, 

2010) 

19 Time between discovery of attack and completion of system 

remediation 
(Bodeau et al., 2012) 

20 Time taken to resume business activities after being attacked (Bodeau et al., 2012) 

21 Level up to which business continuity plans are exercised across 

all the organisational units. 
(CISWG, 2005) 

22 Level up to which business continuity plans are reviewed across 

all the organisational units 
(CISWG, 2005) 

23 Incident recovery cost (CIS, 2010) 

24 Percentage of cyber resources that are properly configured after 

an attack 
(Bodeau et al., 2012) 

25 Length of time to combine tools, services, and data sources 

needed to repair or reconstitute the infrastructure 
(Bodeau et al., 2012) 

26 Total amount of financial loss caused (Bodeau et al., 2012) 

Table 3. Ranked list of Metrics by P-Value from Paired T-Test with Literature Sources. 
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